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Abstract: 
This paper outlines the rationale and initial development of a service that will allow 
digital materials held by archives to be delivered, via request through an online form, 
to researchers anywhere in the world. Rather than attempting to provide access to 
privacy and rights-compromised materials in an online environment, the delivery of 
derivative copies of these types of unpublishable materials directly to the researcher, 
under clearly-articulated conditions, helps deal with a range of onerous technical and 
administrative issues. The process supports, rather than complicates, researcher 
information transfer needs while meeting the custodial obligations of the information 
provider.  
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Introduction 
 
In 2012, McCarthy presented a paper at the International Council on Archives 
Congress in Brisbane Australia that examined challenges associated with making 
digitised archival materials available on the web [McCarthy, 2012]. The concern was 
that archival materials, not created and assembled with the purpose of publication, 
were, in fact, being published using web technologies. This was identified as 
problematic; morally, ethically and legally [Dalgleish, 2011]. The question was: Is it 
possible to deliver archival materials to readers (or readers to archival materials) 
using web technologies in a manner that is appropriate for the content and also 
meets the expectations and needs of both the reader (the information seeker) and 
the archive (the information provider)? 
 
The concept of 'publication' is taken to mean that the content has been edited and 
checked to ensure it complies with relevant moral and copy rights. There is also the 
general expectation that it meets the normative practices of society regarding 
information suitable for general public consumption. The fundamental characteristics 
of publication include the following. Firstly, and in this context an important 
observation, is that consumers are not required to identify themselves. The user of 
the publication, by virtue of ownership through purchase or temporary custody 
through a library or similar, can remain anonymous. The second is that the 
obligations associated with use of a publication and the constraints on the use of the 
information held within a publication are inscribed in the publication itself.   
 
The publication of archival materials does have a long tradition, and in more recent 
times is exemplified in the scholarly editions of the collected papers of notable 
scientists. An important Victorian example is the correspondence of Ferdinand von 
Mueller [Home et al, 1998, Home et al 2002, Home et al, 2006]. However, these 
materials are generally more than one hundred years old, when the rights associated 
with information about the living have passed. More importantly, the published 
archival materials are consciously prepared for publication with addition of 
explanatory notes, references and other forms of explication that make what may be 
obtuse content comprehensible and coherent. These examples are the exception, 
not the norm. 
 
Recordkeeping and archival processes are primarily concerned with ensuring 
materials have the qualities of 'recordness' that will enable them to be considered as 
evidence at any moment following the events that led to their creation. We use the 
term recordness to indicate the complexity, contingency, contextual entanglement 
and subjectivity that may determine whether information objects (materials) are 
acceptable as records at any particular point in time. This goal of keeping records 
and maintaining recordness does not and should not presuppose any particular use 
of the materials or mode of dissemination, publication being just one instrument of 
dissemination. In this setting, archival materials will reflect the chaos of life and 
business as lived, rather than a purposeful narrative composed as a public 
contribution to the culture of society. Recognising archival materials are mere traces 
of the events they document and are partial in all senses of the word, we 
acknowledge that these materials do not stand by themselves as meaningful or 
interpretable information sources. Furthermore, in their totality and in every particular 
instance, they are unconstrained in the content, in that they may contain personal 
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information; commercial-in-confidence information; information relating to national 
security; information of cultural sensitivity; information that is derogatory or insulting 
(whether intentional or contextually incidental); secret and sacred information; and 
similar. With respect to J.P. Sartre, the twentieth century French philosopher who 
focused on the nature of human existence, McCarthy has described archival 
materials as embodying 'Sartrean Space' the space where humans and information 
interact. It is both a conceptual and actual space, where all the synchronic 
(simultaneous) and diachronic (through time) variables and inconsistencies of human 
action play out with regard to their entanglement with information. It is the space 
where information entropy [Von Baeyer, 2003, pp. 108-109; Schneider, 2011] is the 
dominant force that drives forgetting. It is the space of the 'record', where both 
published and archival materials are managed (with the input of energy and work) to 
hold onto memory (whether personal or societal).  
 
Framing the Proposition 
 
In this context, in the archival realm of unconstrained and unmanageable variables, it 
is inconceivable that an information dissemination mode based on the notion of 
publication could possibly succeed as the dominant form. Although a generalisation, 
archives, in particular government archives, have attempted to manage the process 
of release using pre-release review, redaction and other forms of classification to 
restrict what can be disseminated and to whom. This could perhaps be understood 
as a form of narrow-cast publication. This is a highly human-intensive and ultimately 
subjective approach. It is expensive and diverts the limited archival budget from 
higher-priority needs. It also places archives (as institutions) in a power imbalance 
with their community and, as has been shown with records of the children held in 
care by institutions, can be patronising, disenfranchising and re-traumatising for 
those that the archive is meant to support. [O'Neill et al, 2012] There has to be a 
better way. 
   
Perhaps the path forward is actually implicit in the physical environments that 
archives (as institutions) and libraries have established to manage the use of 
archival and special collections materials - the reading room. As a rule, this is a 
controlled space, visitors need to be registered in some form or other (signing in, 
applying for a readers ticket, etc.) which has by this very act subverted one of the 
key characteristics of publication as articulated above. The reading room has rules 
and conventions. By registering, the reader agrees to abide by these rules. They 
may cover a range of issues, for example 'housekeeping' rules such as using pencils 
for taking notes, keeping the materials in the order as found, not defacing the 
materials, processes for photocopying and digital imaging and similar. These rules 
may be made explicit in the registration form or be transmitted via posters or 
guidebooks or transmitted verbally. There will also be expectations of behaviour 
while in the reading room; for example, not disturbing other readers, no consumption 
of food and drink and the like. Likewise, there are also expectations, sometimes 
articulated as rules, regarding what the reader can do with the information or data 
gleaned from the materials.  
 
It was in regard to this latter area that the concept of the 'bona fide' scholar, user, 
researcher or reader came into play. Although it is acknowledged that this concept of 
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'in good faith' was rarely explicitly articulated in an unambiguous way, it built on an 
understanding of the processes and ways that information or data gleaned from the 
archival materials could then be further utilised. In particular, it made assumptions 
about the channel information might take towards publication, if that was a desired 
intention of the reader. There were assumptions that the reader would acknowledge 
the privilege of having access to materials that may contain private and sensitive 
information, and that they would respect the rights of those individuals and 
organisations and, as a rule, not publish information about them (that was not 
already in the public domain) without appropriate consent. The keeping and use of 
archival materials was presumed to be useful for society and access to those 
materials was based on trust and the normative expectation of goodwill and respect 
for fellow human beings.  
 
As is now clear, the idea of publication being an ethical, practical and generalised 
means by which archival materials could be presented to readers is not sustainable. 
Although the reading room and reader registration model is an open system based 
on trust and could be seen as easily abused, the reality is that this rarely happens. 
The fact that each reader is registered with the collection of user identity and contact 
information and a documented or implicit recognition of the 'terms and conditions' of 
use provides both protection for the archive (as an institution) and a channel for legal 
or administrative action in the rare cases of abuse. 
 
As this system has been basically working well and is very well established, why did 
it not become the norm for web-based services, complementing the physical reading 
room, in providing a channel for digital archival materials to reach readers? The 
answer to that question is multi-faceted and we would need to unpack the 
socio-material entanglements between humans and digital technologies since the 
launch of the web in 1993 - a task outside the scope of this paper. Suffice it to say 
that in the different phases of web technology development new possibilities arose 
and some (as a rule a limited few) took the opportunities to test out new modes of 
archival material delivery.  
 
In some cases where a commercial opportunity was recognised (for example 
Ancestry.com [Ancestry, 2017]) vast quantities of digitised archival materials 
containing personal and family history data were made available through a 
web-based service. This 'closed commercial custom service' requires the reader to 
register, establish a login and password, and agree to the 'terms and conditions'. For 
commercial services, the reader is required to pay a fee (usually annual). 'Closed 
free custom services' have also been built (for example, the MPPDA Digital Archive 
[Maltby, 2012]) but they tend to be highly-localised implementations for specific sets 
of materials.  
 
The downside of 'custom services' is they have to be built anew in each instance. 
This does not help the archival community in general, as overall it lacks the depth of 
resources and capability to follow this model. The successful instances of these 
types of service, however, do offer examples and provide lessons to help model the 
development of other types of service, including those seeking to replicate in some 
form the functions of the traditional reading room. Examples might include 'closed 
software-based services' (for example, Preservica [2017]) and 'open standards-
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based modular services' (for example the Digital Archives Delivery Service described 
in this paper).  
 
Underpinning all of these services and supported in differing ways is the ability of the 
readers to get a copy of the materials that support their information seeking purpose, 
whether that be family history; scholarly research; scientific study; commercial need; 
business and operational needs; or just personal interest. This has always been the 
case and is the essence of information gathering. There are well-defined limits to the 
amount of information that can be accurately held in human memory. Memory aids 
and prompts can be seen embedded in all human cultures, and in cultures with 
explicit forms of representation of information the copying of information is universal. 
In Western cultures, which established the path that led us to the archival framework 
of 21st century Australia, there are numerous examples illustrating the historical 
depth of this assertion. For example, the copying by monks of medieval manuscripts, 
the development of movable type printing to aid dissemination (and the beginnings of 
modern publishing), to the researcher copying information from archival materials in 
the reading room so they can incorporate that information in their own recordkeeping 
for use as required in the future without recourse to the original source.  
 
If copying of information is the essence of knowledge transmission, should not this 
also be the fundamental goal of web-based archival reader services? What is 
different in the digital world and with digital information objects is that they are very 
easily copied (as whole things, as literal derivatives) and readily delivered from the 
custodian to the reader. This path to the literal derivative can be readily tracked, 
through the demand by readers for photocopies once photocopiers were 
commonplace, to the contemporary use of mobile-phone cameras as a note-taking 
instrument. 
 
This brings us back to the original question: Can we use web technologies to 
responsibly connect readers and archival materials? The answer appears to be a 
qualified 'yes', but only under certain conditions. The remainder of this paper 
describes an attempt to build an 'open standards-based modular service', the Digital 
Archive Delivery Service (DADS), designed to emulate the fundamental and 
established principles of the traditional reading room, while at the same time more 
clearly articulating the obligations of the reader with regard to the copying and 
transfer of archival materials (as digital literal derivatives) into their custody.  
 
The Digital Archive Delivery Service (DADS) 
 
Established in 2007, the eScholarship Research Centre (ESRC) at the University of 
Melbourne is a relatively small non-faculty research centre in the broad field of social 
and cultural informatics, with particular experience and interest in archival science 
[McCarthy et al, 2016]. The ESRC built on the foundations of the Australian Science 
and Technology Heritage Centre (Austehc 1999-2006) and its predecessor the 
Australian Science Archives Project (ASAP 1985-1999). Both these bodies were 
based in the Department of History and Philosophy of Science in the Faculty of Arts 
of the University of Melbourne. 
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Following the lead set by the National Archives of Australia (NAA) in the early 2000s, 
Austehc experimented with the idea of fully digitally imaging an archival collection 
and making the digital images available via the web. This experiment, and its 
broader context, is described more fully in other publications [McCarthy, 2012]. The 
key difference between the Austehc experiment and the service developed by the 
NAA was that Austehc were dealing with personal family materials, while the NAA 
was concerned with government documents and files. As noted, we had concerns 
that we were providing archival materials to readers without providing the due 
diligence afforded by the reading room. Although there have been no negative 
unintended consequences of this experiment, due mostly to the technical nature of 
the implementation, there remained the lingering concern that this was not a legally 
acceptable or ethical service. We have used the same approach with other archival 
assemblages, for example 'Stories in Stone' [Taylor et al, 2012], but in these cases 
the materials were older, and we were conscious that we were publishing the 
materials as an archival scholarly edition with the explicit consent of the parties 
involved. 
 
While undertaking these grounded experiments, we started to conceptualise what a 
virtual or web-based reading room might look like and how it might function. Initial 
consultations with web developers tended to drive us towards bringing the reader to 
the archival materials. This closed custom-service model required a high technical 
investment, technological dependency and had complex process-management 
challenges. At the time, this was deemed out-of-scope for most archives and was 
certainly not the sort of service the ESRC could support in the longer term.  
 
Our thinking then turned away from the idea of a virtual reading room, as a controlled 
web environment, to the idea of taking the archival materials to the reader, and 
conceptualising what this sort of service might entail. We already had in place 
well-developed archival documentation and digital imaging processes, with 
associated web-based discovery systems (finding aids) and the allied web-based 
display systems that could be used for publishable archival materials. What we 
lacked was a user-activated delivery system. On an ad hoc basis we had been 
providing researchers with copies of digitally imaged records, following a manual 
process of request, negotiation and delivery, documented on a case-by-case basis 
using email and file notes. In some cases the delivery was as an email attachment, 
in others the handover was via external hard-drive or USB stick, but increasingly we 
found that AARNet’s 'FileSender' service, a component of AARNet's storage service 
'CloudStor', was our preferred delivery mechanism [AARNet, 2017 #1]. 
 
The FileSender service provided excellent documentation of the process of transfer 
so that both the ESRC (as the sender) and the researcher (as the requester and 
receiver) had email documentation that could be used as a record of the transaction. 
It was in these emails that we could include the articulation of the conditions and 
obligations associated with the transfer, including the explicit statement that by 
downloading the materials they were agreeing to those conditions and 
acknowledging their subsequent obligations. FileSender provided us with email 
notification of each step including when the researcher downloaded the materials. As 
we were modelling and testing this process manually, we realised that if FileSender 
had an API (Application Programming Interface) it was conceivable that we could 
automate the process and have it instigated by the researcher. The possible 
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productivity gains for the archival custodian and archives (as institutions) were 
tantalising.  
 
In late 2016, through a fortuitous set of relatively chance encounters with AARNet, 
we became aware that AARNet had been developing an API for FileSender. We 
articulated our use case and negotiated with the company to beta test the API. Peter 
Tonoli, the ESRC systems architect and technical support officer, devised some 
proof-of-functionality tests for the API. As the ESRC was the very first user, this was 
not without a hitch, but once working we were in a position to develop a simple proof-
of-concept implementation. This was achieved in early 2017. 
 
Outline of the Service Model 
 
In summary, the Digital Archive Delivery Service (DADS) is now conceived as a 
modular service comprising three interconnected but independent component 
services. At the front end is the web discovery environment, comprising the 
web-indexed html documents and information discovery systems that expose the 
archival documentation that reveals the existence of the archival materials. In the 
cases where there are digital surrogates of the materials in a dissemination-ready 
form, there will be information explaining to users that they could request a copy of 
these materials.  
 
The middle, bridging or brokering module, activated by a hyperlink, negotiates the 
connections between the researcher as the requester, the archival materials 
custodian as the provider and the delivery service. While this bridging module has 
not yet been named, it might be called something like the 'Digital Archive Delivery 
Enabler' (DADE) with DADS referring to the service as a whole.   
 
The primary user scenario (Researcher/Reader Perspective) is: 
 
On the public web: 

1. A researcher searches the web looking for material that meets his or her 
needs; 

2. The researcher identifies and selects the metadata record documenting the 
digital archival material they wish utilise in their study;  

3. Once on the relevant metadata record, the researcher locates the instructions 
for the delivery of the materials and clicks the link or button;  

 
Interaction with the Enabler: 

4. The researcher is transferred to an online form that simply explains the 
process, lists the obligations associated with being delivered a copy of the 
materials, and informs the user of the form of the materials (images, PDFs, 
etc.); 

5. The researcher, if happy to proceed, completes the form establishing their 
identity to the extent required by the archival material custodian or specified 
under the obligations for the particular materials (the minimum functional 
requirement is a valid email address); 
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6. The researcher selects a 'submit' button at which point the relevant data is 
sent to delivery service;      

7. The researcher receives confirmation that the request was successful (or not, 
for whatever reason) with instructions for them to check their email for a 
message from the delivery service; 

 
Interaction with the Delivery Service 

8. The email to the researcher from the Delivery Service reiterates the conditions 
and obligations associated with possessing a copy of the materials, specifies 
the unique URL setup for the transfer of the materials; and specifies the time 
period that the URL will remain viable; 

9. The researcher activates the URL and downloads the material; 
10. Once the transaction is complete and the transfer or download is successful a 

final email is sent from the Delivery Service confirming the data and time of 
the transaction. 

 
The primary user scenario (Archival Materials Custodian) is: 
 

1. The custodian documents and manages the archival materials in a systematic 
and standardised which includes: uniquely identifying the material; articulating 
the obligations associated with transfer to a third party (i.e. the researcher); 
having the materials in an appropriate dissemination digital form (PDFs, 
images etc.); and placing the materials in a location that can be reached by 
the Enabler; 

2. The custodian provides a web-based publicly-accessible channel for the 
discovery of the materials; 

3. The custodian includes information about the availability of the digital 
dissemination forms, the obligations and conditions associated with transfer 
and the process of transfer; 

4. The custodian inserts a link or button or similar that activates the Enabler; 
5. The custodian needs to support a secure channel for data transfer between its 

systems and the Enabler; 
6. The custodian's system will provide the Enabler with relevant descriptive and 

functional metadata as requested in standardised forms; for example, 
identifying and descriptive data, obligations and conditions data; location of 
the materials for transfer and similar; 

7. Once the transaction is enacted, the custodian will receive notification from 
the Enabler noting the identity of the researcher and the researcher's 
nominated email address; 

8. As the transaction is handed onto the delivery service the custodian will 
receive notification of the actions of the researcher, including data on the date 
and time of the download and the removal of the materials from the delivery 
service storage. 
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The two user-scenario perspectives above give an overview of the process as a 
whole, in which is implied the functional and programmatic requirements of both the 
Enabler and the Delivery Service. It is not the purpose of this paper to articulate 
those requirements in detail, but to provide enough insight into the envisioned 
process that would enable those services to be either built or utilised. 
 
The Digital Archive Delivery Service Proof-of Concept 
 
In order to test the viability of this approach to digital archival material delivery, a 
simple proof-of-concept system was built in 2017 by the ESRC. As noted earlier, it 
was not possible to start this process until we had an API-driven delivery service. 
This has been built and provided by the AARNet CloudStor FileSender service 
[AARNet, 2017 #2, AARNet, 2017 #3]. The specific functionality of this service and 
the characteristics of its API framed the requirements for the proof-of-concept Digital 
Archive Delivery Enabler. 
 
The DADS proof-of concept is based on a single file of PHP source code, which 
utilises the official FileSender PHP client library [AARNet, 2017 #4]. The DADS code 
recursively compresses the requested directory, into a delivery object, and submits 
the users email address, compressed delivery object, and conditions of access via 
FileSender’s REST API to AARNet’s FileSender server. 
 
The other critical input for the Enabler proof-of-concept was an archival material 
custodian with systematically managed digital archival materials, the relevant 
descriptive metadata and location data. This was provided by the ESRC. It was 
decided to use the same fully-digitised archival collection used as one of the 
examples in the 2012 International Council on Archives Brisbane Congress 
presentation by McCarthy, namely 'The Brown Family Guide to Records' [Smith et al, 
2004].  
 
This collection was documented using a well-established relational database archival 
description tool, Heritage Documentation Management System (HDMS) [Austehc, 
2007]. One output of the HDMS is a web-based (HTML) guide to the materials in the 
collection. The most granular documentation of the materials is at the 'archival 
inventory' level. This is a set of materials generally found together as a result of 
earlier recordkeeping activities. This set of materials is also used to determine the 
grouping of digitised archival materials. An archival inventory unit is allocated a 
system unique identifier that forms the first part of the image file name. The archival 
inventory unit is digitally imaged from the front of the 'file' (or its equivalent) with each 
subsequent image uniquely identified through the addition of sequential numeric 
sequence prefix (e.g., A000001_00001, A000001_00002, etc.). The archival 
inventory units are, as a rule, grouped in sets known as series, which are also often 
determined by earlier recordkeeping activities or constructed according to a logic that 
is made explicit in the series description. Each series is also allocated a system 
unique identifier.  
 
In the standard HTML guide output, a web page is created for each series, and the 
inventory units are listed sequentially within that page in a highly standardised and 
systemic manner that uses the inventory identifier as structural marker within the 
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page. The image sets for each inventory unit are stored in a systematic manner 
based on the inventory identifier. 
 
Thus, for the proof-of-concept it was a relatively simple process to customise the 
HDMS web output to insert additional text and add a hyperlink to activate the Digital 
Archive Delivery Enabler, and in the process deliver to the Enabler the source of the 
call (e.g. the collection, series and archival inventory unit). Once this link was 
established, further data could be called from the HDMS as required (e.g. title, dates, 
quantity, descriptive content information and a statement of the obligations and 
conditions that applied to this particular unit). For the proof-of-concept, the location of 
the relevant digital archival materials could be derived from the collection and 
archival inventory unit identifiers; however, it is recognised that this could be 
generalised to enable connectivity with materials managed in systems with different 
configurations. 
 
Similarly, to keep simple the engineering of the Enabler for the proof-of-concept 
project, the Enabler was co-located with the HDMS web guide HTML files. This 
mimicked the setup of the existing first generation HDMS image viewer, which had 
few technological dependencies and had worked faultlessly for over 12 years. 
However, it is acknowledged that in a more generalised environment this may not 
scale, and the enabler may be better engineered as an independent web service.  
 
In the proof-of-concept instance, the Digital Archive Delivery Enabler, in response to 
the research request from the HDMS web guide, presented a web form in a separate 
browser window requesting an email address from the researcher/reader. It is 
anticipated that as the Enabler moves from proof-of-concept there will need to be 
processes around checking the validity of the email address. 
 
Once the 'submit' button is activated, the Enabler then batches and loads the files 
into CloudStor using the FileSender API. A notification is sent through the FileSender 
function to the researcher that reiterates the obligations associated with having a 
copy of the materials. The researcher, if happy to comply with those obligations, can 
then download the files.  
 
The request for the supply of the digital archival materials happens in a matter of 
seconds, through lightweight technical integration and because CloudStor operates 
on the national high-speed network provided by AARNet and designed to meet the 
needs of research and education. The transaction is documented as records (emails) 
and is provided to both the archive custodian and the researcher, supporting 
accountability and transparency of process. 
 
The source code, together with documentation for the proof-of-concept Digital 
Archive Delivery Service Enabler, is located on GitHub [Tonoli, 2017]. This is useful 
for those interested in what happens technically through the use of the FileSender 
API, e.g. get/send commands. The ESRC completed the first two cycles of proof-of-
concept with DADS and is continuing to add capability and extensibility.  
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Conclusion 
 
The digital transformation of research processes and the utilisation of digital archival 
materials that support research are dramatically changing the scope and reach of 
data and records. It is possible that activities that were once the preserve of 
researchers in universities and research institutes could now be utilised by every 
member of the community with access to the web. Anybody can now be understood 
as being a potential 'researcher'. With this digital turn, new participatory action 
research methodologies are emerging [Chevalier et al, 2013] and archival theorists 
are imaging what participatory archival practices might look like [Huvila, 2008]. 
 
It is in this context that this paper has explored what would be involved in taking 
digital archival materials to the researcher, rather than holding onto the traditional 
archival practice that required the researcher to come to the archive (both as an 
institution and the materials). The archival reading room, the embodiment of the 
latter mode of dissemination, with its formalised and accepted practices honed over 
hundreds of years, paradoxically provides a model for conceptualising how we can 
connect researchers and archival digital materials in a manner better suited to the 
digital world. 
 
Rather than attempting to provide access to privacy and rights-compromised 
materials online, the ESRC has been working to find a means to deliver these types 
of unpublishable materials directly to the researcher, under clearly articulated 
conditions. The service will allow digital archival materials to be delivered on request, 
via an online form, to researchers anywhere in the world. This protocol-driven 
approach, where the user supplies information and agrees to the conditions and 
obligations, combined with the file-sending and notification functions of CloudStor 
FileSender, supports utility and efficacy.  
 
Archival institutions must find more productive means of meeting their societal 
obligations. This has always been a challenge for a function regularly relegated 
down the list of priorities of institutions and governments. The digital turn offers new 
challenges on a grand scale never encountered before, but it also offers 
opportunities. As this paper shows, the path forward may well be rethinking what we 
already know.  
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