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Abstract 
Organizational knowledge is considered a valuable resource for providing competitive advantage. Extensive research has 

been done on strategies to encourage knowledge creation and sharing. However, limited research has been done on strategies 

for protecting this valuable resource from the risk of leakage. This research aims to contribute in bridging this gap by two 

contributions: developing a model that describes knowledge leakage, and providing a framework of strategies for protecting 

competitive organisational knowledge. The research is grounded on two bodies of literature: Knowledge management and 

information security. The research aims for identifying security strategies in literature and adapting them to address 

knowledge protection needs. 
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1 Introduction 
There is an increasing research interest in knowledge as 

a key factor for deriving organisational success. A 

resource-based view of the firm states that resources that 

are valuable, rare, inimitable and non-substitutable (VRIN) 

are a source of a long term sustainable competitive 

advantage (Barney, 1991). Organisational knowledge can 

be one of these resources. Knowledge embodied in people 

or embedded in organisational work practices deliver value 

to organisations, because it is the driver of other resources, 

(Desouza, 2006), and it tends to be hard to imitate due to its 

social complexity and difficulty of transfer (Alavi & 

Leidner, 2001). Moreover, organisational knowledge is 

considered a resource that is hard to develop and hard to 

substitute (Desouza, 2006). All of that has made VRIN 

organisational knowledge a key competitive advantage 

(Wiklund & Shepherd, 2003). 

Given the importance of knowledge to organisations, 

there has been extensive research over the last two decades 

on knowledge creation, acquisition and exchange. 

However, in order to retain competitive advantage, firms 

need to protect their VRIN resources from competitors’ 

imitation (Mahoney & Pandian, 1992). Knowledge is 

subject to the risk of leakage which can lead to competitive 

advantage erosion (Ahmad & Bosua, 2014). Although 

considerable research has investigated information leakage, 

relatively limited research has focused on the area of 

knowledge leakage (Ahmad & Bosua, 2014; Desouza, 

2006; Desouza, 2012; Manhar & Thalmann, 2013). 

Within the limited body of research on knowledge 

leakage, some of the early papers that adopted an 

institutional perspective focused on the need to protect 

knowledge from expropriation and imitation (Mahoney & 

Pandian, 1992; Liebeskind, 1996). However, this research 

focused only on the legal aspects such as the application of 

intellectual property laws. From a security perspective, a 

single security strategy is frequently insufficient; 

organisations should implement multiple strategies to 

achieve security objectives (Schneier, 2003; Ahmad, 

Maynard & Park, 2014). This research aims to identify 

multiple security strategies towards knowledge leakage 

protection.  

More recently, there have been efforts to bridge the 

research gap between knowledge management and security. 

In particular, Desouza & Vanapalli (2005) draw insights 

from practices in defence and intelligence sectors. 

Throughout the last decade, studies have focused on risks 

of knowledge sharing, especially across organisations and 

strategic alliances (Jarvenpaa, & Majchrzak, 2005; Bayer & 

Maier, 2006; Elias & Wright, 2006; Bayer & Maier, 2007; 

Shedden et al, 2009; Trkman & Desouza 2012; Thalmann 

et al, 2014) many knowledge risk assessment frameworks 

were developed in these studies. From a slightly different 

perspective, Ahmad & Bosua (2014) did an empirical study 

where they revealed concerns about current knowledge 

security practices and called for future research in this field 

from a strategic perspective. 

From an organizational strategy perspective, two main 

issues were identified in the literature: 

The lack of research from strategic perspective: 

Except for Ahmad & Bosua (2014), no research was 

found focusing on knowledge security from a strategic 

perspective. Research mostly focused on risk assessment 

for protection. However, protecting organizational 
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knowledge is a complex issue that needs to be addressed 

from a strategic perspective (Ahmad & Bosua, 2014). 

Moreover, as mentioned earlier, organizations should 

adapt multiple security strategies for effective security 

(Schneier, 2003; Ahmad, Maynard & Park, 2014).  

The lack of focus on tacit knowledge security: Most of 

the few studies in the knowledge security area focused on 

explicit/codified knowledge. Codification of knowledge 

reduce it to the form of information, (Ancori, Bureth & 

Cohendet, 2000), which makes it relevant to most of the 

established information security procedures. On the other 

hand, tacit knowledge has a unique nature that needs to 

be addressed with new strategies and procedures.  

This study aims to address the two previous issues in 

specific, as well as knowledge protection in general.  

2 Research question: 
The main research question in this study is: 

What strategies can be used to secure competitive 

organisational knowledge? 

To answer the main question two secondary questions need 

to be answered: 

How can knowledge leak from organisations? 

How can security strategies be adapted to address 

knowledge leakage risks? 

The first secondary question seeks to establish proper 

understanding of knowledge leakage and its risk impact; 

while the second question seeks to find the appropriate 

security strategies to prevent knowledge leakage and its 

impact. 

3 Research method: 
The limited scope of this research prevented the possibility 

of an empirical study; therefore, this research will be 

limited to a theoretical perspective. 

This research is a conceptual study. It starts with a narrative 

literature review to present and establish understanding of 

the current state of the art. Two bodies of literature are 

reviewed: information security and knowledge 

management. On the discussion section, the concepts based 

on knowledge management processes are used to construct 

a knowledge leakage model to answer the first secondary 

question how can knowledge leak from organisations? The 

security strategies identified in information security 

literature are adapted to knowledge leakage based on the 

developed model; this would answer the second secondary 

research question:  how can security strategies be adapted 

to address knowledge leakage risks? 

Literature review has been conducted as follows: 

 First, a set of keywords and search terms, based on 

my research interests and previous readings, were 

defined, some of which are: knowledge security, 

knowledge protection, knowledge risks, knowledge 

leakage… 

 Second, Online databases and search engines were 

queried using the previously defined terms. Google 

Scholar and the University of Melbourne's Discovery 

Search engines were queried using the keywords in 

combination and using Boolean operators. The 

abstracts of the relevant papers were listed in a 

separate document. A second search on databases 

like Sciencedirect was done; focusing on papers 

published on ACPHIS top ranked journals. 

 Third, the abstracts of the extracted papers were read, 

from which a set of paper were defined as relevant 

literature on the area which were analysed. 

 The previous papers established the state of the art in 

knowledge protection area. 

 Literature was written by reviewing the fundamental 

literature in each of the two disciplines: information 

security and knowledge management, in light of the 

understanding of the research area. 

4 Literature review 
Seeking to answer the research question, two main 

bodies of literature are reviewed: Knowledge management 

and Information security. The aim is to first understand 

how knowledge converts and transfers, which leads to 

better understanding of how it leaks. Second, establish 

good understanding of current security strategies. The two 

bodies of literature are synthesised in the next section to 

answer the research question. 

4.1 Knowledge management literature 
Knowledge is defined as: 

“Knowledge is a fluid mix of framed experience, values, 

contextual information, and expert insight that provides a 

framework for evaluating and incorporating new 

experiences and information.” 

(Grover & Davenport, 2001) 

4.1.1 Types of knowledge 
This research draws on the distinction of a two types of 

knowledge tacit and explicit as defined in the works of 

Polanyi (1958, 1962, 1967) and later discussed in an 

organizational context by Nonaka (1991, 1994, 1995, 1998 

and 2000). They suggest that knowledge can be classified 

into two types: explicit knowledge which is easily 

explained and communicated, and tacit knowledge which is 

hard to explain and communicate. Explicit knowledge can 

be codified in the form text or diagrams (Nonaka, 1994). 

While tacit knowledge cannot, or it is difficult to. Nonaka 

and Takeuchi (1995) defined two kinds of tacit knowledge 

in organisations: Technical which resembles the “know-

how” and Cognitive which resembles the “mental-models”. 

Although these two types of knowledge can exist 

separately, they are highly dependent on each other. 

Polanyi (1975) argues that each of the two types of 

knowledge is rooted on the other. Similarly, Nonaka (1991) 

suggests that knowledge is created by the constant 

conversion between the two types of knowledge: explicit 

and tacit. 
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With this understanding, knowledge has been considered 

as very valuable to organisation and a source of 

competitive advantage (Nonaka, 1991; Zack, 1999; Grover 

& Davenport, 2001). For its importance, studies has been 

revolved around efforts and methods to manage it, forming 

the discipline of knowledge management 

Knowledge management is defined as “the process of 

capturing, storing, sharing and using organizational 

knowledge with the aim of improving organizational 

performance” (Zalk, Bosua & Sharma, 2011). The aim of 

knowledge management is to facilitate flows and maximize 

knowledge transfer (Alavi & Leidner, 2001) to eventually 

create competitive advantage and economic value (Zack, 

1999). Knowledge management literature shows that 

knowledge management consist mainly of four processes: 

knowledge creation, knowledge storage/retrieval, 

knowledge transfer/sharing, and knowledge application 

(Holzner and Marx 1979; Pentland 1995; Alavi & Leidner, 

2001; Grover & Davenport, 2001). In the next chapter, we 

argue that knowledge can be protected by controlling 

knowledge management processes, especially the last two 

of them: knowledge transfer (to a competitor) and 

knowledge application (by a competitor). Consequently, 

this literature review will focus on these two processes. 

4.1.2 Knowledge transfer and sharing 
Knowledge transfer is one of the four main processes of 

knowledge management. Knowledge transfer is defined as 

the exchange of knowledge from one party to another, 

where these parties can be individual, group, unit or 

organisation (Argote & Ingram, 2000). Good practice of 

these processes is a source of organisational effectiveness 

and competitive advantage (Argote & Ingram, 2000).  

Knowledge can be transferred with many communication 

media, It can be transferred using language in its different 

forms spoken, written etc… or it could be transferred using 

practical training based on observation, imitation and 

practice (Nonaka, 1991). Refereeing to the two types of 

knowledge tacit and explicit, tacit knowledge is transferred 

more through observation and practice (Nonaka, 1991), 

while explicit knowledge can be easily explicated in a 

forms of written or spoken language. 

Knowledge context 

In the notion of knowledge sharing, it is important to 

realise the dependency of knowledge to its context, as 

knowledge is totally dependent on its organisational 

context (Thompson & Walsham, 2004). The context of 

knowledge is key to understanding its meaning (Bosua & 

Scheepers, 2007). Thus, to transfer knowledge from one 

party to another a common knowledge context has to exist 

between the two parties, otherwise, the context itself has to 

be transferred in order for a knowledge to be transfered 

(Thompson & Walsham, 2004; Bosua & Scheepers, 2007). 

Absorptive Capacity 

When we speak about transferring knowledge between 

different organisations and units, an important aspect from 

organizational learning needs to be considered, which is the 

organisation’s absorptive capacity. Cohen & Levinthal 

(1990) defines an organisation’s absorptive capacity as its 

ability to learn new knowledge and apply it to the 

organisation’s interest. The importance of absorptive 

capacity in our discussion here is that knowledge transfer is 

greatly dependent on it (Cohen & Levinthal, 1990; Alavi & 

Leidner, 2001) In an empirical study done by Minbaeva et 

al (2003) on multinational companies, they found that 

absorptive capacity is critical to knowledge transfer; they 

suggest that the more the absorptive capacity the better the 

transfer and vice versa.  

4.1.3 Knowledge application 
The other important process of knowledge management 

is knowledge application. A knowledge-based view of the 

firm suggest that knowledge competitive advantage resides 

in exploiting the knowledge for making competitive 

differentiation, rather than simply possessing it (Alavi & 

Leidner, 2001). Grant (1996) emphasize that an acquired 

knowledge must be integrated by firms in order to improve 

organisational capability and provide competitive 

advantage. However, Integrating acquired knowledge into 

firms capabilities is not always easy; It involves 

assimilating multiple knowledge areas in the firm (Grant, 

1996). 

4.1.4 Knowledge strategies 
Through literature, strategies focused mostly in 

knowledge creation, sharing, transfer and exchange. 

Hansen, Nohria & Tierney (1999) proposed two strategies 

for knowledge sharing: codification and Personalisation. 

Codification strategy focuses on extracting knowledge from 

the wise employees and storing the knowledge in a system 

where it can be accessible by other employees. In this 

sense, this strategy corresponds to Nonaka’s (1994) 

knowledge conversion processes externalisation and 

Internalisation and sometimes even combination. On the 

other hand, Personalisation strategy depends on face-to-

face communication and learning between employees, 

where IT systems work only to facilitate such 

communication. In this sense, this strategy is relevant to 

Nonaka’s (1994) socialisation knowledge conversion 

process. Personalisation strategy is more efficient in 

transferring tacit knowledge as it does not have to involve 

its explication which can be hard.  

It’s worth mentioning here is there is an absence of 

discussions regarding strategies to protect knowledge or to 

control its exchange and sharing. Through-out knowledge 

management and strategy literature it is interesting how 

knowledge protection is almost absolutely absent. Looking 

at the main knowledge management/knowledge strategies 

in literature, specifically, Hansen, Nohria & Tierney 

(1999), Zack (1999) and Nonaka’s works, they did not 

touch on the topic of the possibility of competitive 

knowledge ending up in the wrong hands. 

4.2 Knowledge leakage 

In the notion of knowledge management, this research 

looks at knowledge leakage as an unwanted type of 
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knowledge transfer from an organisation to its competitor. 

In literature, knowledge leakage has been defined as “the 

deliberate or accidental loss of knowledge to unauthorized 

personnel within or outside of an organizational boundary” 

(Annansingh, 2012).  

Using security terminology, a trusted zone is what is inside 

the organisation’s boundary, anything outside that 

boundary is considered untrusted zone. The trusted zone is 

visible, controllable and manageable as it lies under 

authority of the security system. On the other hand, the 

untrusted zone is characterized of being uncontrollable and 

unmanageable and often even invisible. However, the 

uncontrolled zone still can be influenced using certain 

strategies, as it will be explained later. 

For leaked knowledge to cause an adverse impact on an 

organisation (Org-A) by a competitor (Org-B), it has to 

pass through three main stages: 

1. Leakage from Org-A, 

2. Acquisition by Org-B 

3. Application by Org-B for the disadvantage of Org-A. 

Leakage 

The unwanted knowledge transfer towards outside the 

trusted zone is considered knowledge leakage. The 

knowledge can flow from the trusted zone to the untrusted 

zone through multiple channels where it follows the same 

conventional knowledge transfer mechanisms discussed 

earlier such as the conversion between the two types of 

knowledge tacit and explicit. 

Acquisition 

Knowledge acquisition is the incident where Org-B 

acquires the knowledge when it inters the organisation’s 

boundaries. It is very common that leakage and acquisition 

steps accrues in one incident, but that’s not necessary 

always the case. It is possible that knowledge can be leaked 

to the public where it might be neglected, underrated or 

unnoticed. Moreover, other organisation might lack the 

absorptive capacity to acquire the leaked knowledge. 

An important aspect influencing the knowledge acquisition 

is Org-B’s absorptive capacity. Knowledge, especially 

tacit, can be hard to communicate; sometimes that 

difficulty can be a barrier hindering knowledge acquisition. 

Application 

Even after leakage and acquisition, there would still be 

no impact for the risks of the leakage threat, unless the 

acquired knowledge is applied for the disadvantage of Org-

A. The risk is Org-B applying the knowledge to 

“competitively do something” that only Org-A was able to 

do, the impact of that is competitive advantage damage or 

erosion. In contrast, there would be no risk impact if Org-B 

does not apply the knowledge, or if it only apply it in a way 

that does not cause adverse impact on Org-A.  

In theory, any guaranteed countermeasure to disable any 

one of the three stages of the leakage flow channel can 

eventually prevent the risk impact. Some organisations 

follow a similar strategy by preventing the last step of 

knowledge application by legal methods such as patents. 

4.2.1 How does it transfer? 
Now that we have identified the three steps that the 

knowledge passes through in its way to cause a risk impact, 

we will explain how knowledge transfers in each of the 

steps. Knowledge transfer throughout the different steps is 

governed by the usual knowledge management/ transfer 

processes. Knowledge passes from the trusted zone to 

untrusted zone simply by one or more of the knowledge 

conversion processes: Internalisation, externalisation, 

integration and/or combination. If there are not any proper 

controls in place, knowledge will be transferred 

conventionally by any of the usual methods such as 

conversations, observation training, reading and inferring. 

So the question is more like Why not? 

On the last step –application – there is no knowledge 

transfer; what governs this step is the competitor’s 

absorptive capacity. The higher the absorptive capacity the 

easier the competitor will apply the knowledge and cause 

risk impact. 

4.2.2 Knowledge leakage causes 

competitive erosion 
In the notion of competitive advantage erosion, a 

transfer of VRIN knowledge from an organisation to its 

competitor is one of the main reasons of competitive 

advantage erosion (Trkman & Desouza 2012; Ahmad & 

Bosua, 2014). Although crating, transferring and sharing 

knowledge is a source of competitive advantage (Argote & 

Ingram, 2000), VRIN knowledge leakage can raise risk 

impacts that cost organisation many severe damages 

operationally and strategically that are hard to recover from 

(Ahmad & Bosua, 2014).  

To counter their losses, some organisations follow an 

Explorative and/or Aggressive Knowledge Strategies (Zack, 

1999) where they constantly keep innovating, thus, creating 

new knowledge to keep ahead of their competitors (Zack, 

1999). Organisations tend also to use innovation patents to 

prevent imitations (Fritzsche & Geiger, 2011). However, 

studies show’s that patent innovations are quickly imitated 

after their initially introduction by finding ways around 

patents (Mansfield, 1985; Mansfield, Schwartz & Wagner, 

1981) or by international application. Moreover, constant 

knowledge leakage exhausts organisations and discourages 

them from further innovations (Mansfield, 1985).  

4.3 Information security strategy 

literature 

The discussion of the importance of knowledge and how 

it can leak lead us to ask the research question: what 

strategies can be used to secure competitive organisational 

knowledge? To answer the question, first a review of 

literature on any relevant security strategies and practices is 

presented in this section.  
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4.3.1 The trade-off between sharing and 

protection 
Looking form an information security perspective, 

security is concerned with preserving three aspects of an 

information asset: confidentiality, integrity and availability 

(ISO/IEC 27002, 2005). In this research we are adopting 

the perspective of protecting the confidentiality of 

competitive organisational knowledge. 

There is a persistent conflict between knowledge sharing 

and knowledge protection (Bogers, 2011). Knowledge 

sharing encourages knowledge disclosure for the purpose 

of innovation (Muller & Pénin, 2006; Bogers, 2011) while 

knowledge protection focuses on the confidentiality of the 

knowledge and discourages disclosure (Bertino et al, 2006; 

Bogers, 2011). 

Knowledge transfer from one organization to its competitor 

is considered one of the main causes for competitive 

advantage erosion (Ahmad & Bosua, 2014). Although 

knowledge sharing and transfer within and across 

organizations helps knowledge creation and innovation, the 

transfer of key competitive knowledge can greatly reduce 

its competitive value as it erode its competitive attributes of 

rarity and inimitability as described by Barney (1991). 

Eventually, this leads to the erosion of knowledge-based 

competitive advantage. 

Knowledge protection is concerned about the 

confidentiality of competitive knowledge and aims, in 

contrary to knowledge sharing, aims to limit its exposure 

and transfer, especially towards outside the organization. It 

aims to prevent and mitigate the impacts of knowledge 

leakage.  

4.3.2 Security paradigms: prevention and 

response 
Baskerville (2005) argues that there are two main 

security paradigms: prevention and response. As indicated 

by its name, prevention security paradigm focuses on 

preventing incidents (i.e. security breaches) from 

happening, most the time by establishing as much security 

countermeasures as possible (i.e. affordable/ feasible) to 

prevent an attacker from accessing sensitive information. 

On the other hand, responsive security deals with 

consequences of an unpredictable security breach. It aims 

to mitigate or ideally prevent security breach from having 

an impact. So there is a temporal difference between the 

two diagrams. While prevention paradigm takes place 

before the incident, response paradigm takes place 

afterwards. 

Baskerville (2005) and Baskerville, Spagnoletti & Kim 

(2014) draw attention to business information systems 

excessive reliance on preventive security and the 

overlooking of responsive security. They suggested that 

organisation should balance between the two security 

paradigms. Preventive security focuses on measurable 

predictable risks while responsive security deals with 

unpredictable unmeasurable risks. 

4.3.3 Information security strategies 
Ahmad, Maynard & Park (2014) conducted an extensive 

literature review where they identified nine of the 

established information security strategies. The identified 

strategies are: prevention, deterrence, perimeter defence, 

compartmentalization, detection, response, surveillance, 

deception and layering. The study further reports 

qualitatively on how organisations tend adopt greatly 

preventive security strategies.   

Prevention & Perimeter defence 

Prevention strategy is the most adopted form of security 

in organisations (Baskerville, 2005; Ahmad, Maynard & 

Park 2014). Its concept revolves around forestalling risks 

and preventing them. Its protective action is centred on the 

idea of separating the asset from attacker by putting strong 

premises. It can be implemented for both physical and 

logical/virtual environments: physically by putting walls, 

doors etc… around assets, and logically by implementing 

firewalls. This security strategy fails badly once an attacker 

breaks the premise and gains access (Schneier, 2003).  

Deterrence 

Deterrence strategy is similar to prevention strategy in 

the sense that it aims to prevent an incident from 

happening. Deterrence achieves its protective action by 

influencing human behaviour utilizing disciplinary means 

(Forcht, 1994; Ahmad, Maynard & Park, 2014). Therefore, 

deterrence does not absolutely prevent impacts; it rather 

manages to put a cost on them, a cost that should be very 

high to be attempted (Schneier, 2003). 

Compartmentalization 

Compartmentalization is a strategy that targets the 

architecture of the preventive security. 

Compartmentalization is a security design that separate 

assets from each other with premises for the purpose of 

ensuring that an access to one asset does not guarantee 

access to the others (Schneier, 2003; Ahmad, Maynard & 

Park, 2014). Compartmentalization aims to achieve 

resilient security systems that that does not completely fail 

because of the failure of one of its components. 

Detection & Response 

Detection and response are twin strategies. Detection 

provides operational visibility of security incidents 

(Ahmad, Maynard & Park, 2014) Detection is tightly 

related to response. For that, Schneier (2003) point out that 

“Detection is useless without response”. Response is a 

security strategy that aims to reduce or eliminate a risk 

impact once a security incident or a breach had taken place 

(Schneier, 2003; Baskerville, 2005; Ahmad, Maynard & 

Park, 2014). 

Deception 

Deception is a security strategy that targets attackers 

understanding to deviate, distract and confuse them for the 

purpose of wasting their resources mislead them away of 

the protected asset (Ahmad, Maynard & Park, 2014; 
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Cohen, 1998). Deception Make use of technics such as 

feints, distraction, disinformation, traps (Cohen, 1998). 

Layering 

Layering, or defence-in-depth, stands for the strategy of 

adopting multiple countermeasures where the security 

system does not fail by the failure of one of the 

countermeasures (Ahmad, Maynard & Park, 2014). 

Layering is one of the most popular strategies for 

strengthening security. 

4.3.4 Integration of security strategies to 

the paradigms 
Ahmad, Maynard & Park’s (2014) identified strategies 

can be integrated to complement with Baskerville’s two 

security paradigm: 

On one hand, it is present that prevention, deterrence and 

perimeter defence strategies directly correspond to 

Baskerville’s prevention security paradigm, as they depend 

on predicting, estimating and putting counter measures to 

prevent risk impact. On the other hand, Ahmad, Maynard & 

Park’s (2014) detection and response are relevant to 

Baskerville’s response paradigm. 

Inside the prevention security paradigm, there are two types 

of preventive strategies: The first is what is referred to as 

“prevention” in Ahmad, Maynard & Park’s (2014) paper, in 

addition to perimeter defence, these strategies prevent a 

breach by making an asset unavailable to the attacker. The 

second is deterrence, although this strategy aims to prevent 

risk from having an impact by deterring attackers or risk 

causers, it does not really prevent the risk, it rather manage 

to put a higher cost for causing the impact which influences 

human decision and the feasibility of the attack action.  

Deception and Layering strategies can be relevant to both 

security paradigms: prevention and response. 

5 Discussion  
In the literature review we discussed the importance of 

knowledge, how does transfer, how does it leak-out and 

what are the importance of protecting it. Then we discussed 

the established information security strategies and 

paradigm. To synthesise, this section aims to bring security 

and knowledge together to answer the research question. In 

specific, this section will discuss: 

1. How to prevent knowledge leakage? How can 

knowledge be targeted by security’s protective 

actions? 

2. A model for knowledge leakage, answering the 

question how does knowledge leak? 

3. How to respond to leaked knowledge? 

4. Finally, in light of the previous discussion, a 

framework is presented; eventually answering the 

research question what strategies can be used to 

secure competitive organisational knowledge? 

5.1 Prevention: How to protect knowledge 

from leakage? 

As discussed earlier, knowledge is a conceptual intangible 

concept; to protect it, this research suggests that knowledge 

can be targeted by security protective actions in two ways: 

either by proper designed knowledge mapping or by 

controlling knowledge containers: 

5.1.1 Knowledge structuring and planning: 
Security-conscious knowledge structures can prevent 

knowledge leakage, as well as prevent risk impact if 

knowledge is leaked. Three strategies, grounded on 

previous literature, are discussed here: 

Compartmentalization, Contextualization and 

Decontextualization. 

Compartmentalization 

Compartmentalization, as discussed earlier in information 

security literature review, takes an approach of dividing the 

protected asset into small compartments, whereby an access 

to one of the compartments does not guarantee access to all 

of them. Through using carful and conscience knowledge 

structuring, the whole body of knowledge can be separated 

into segments distributed in different containers. This 

already strategy is used in military defence (Schneier, 

2003; Desouza & Vanapalli, 2005) as it is also used by 

organized crime networks. The rule here is to avoid of the 

Table 1: Integration of information security paradigms and strategies 

Baskerville’s (2005) security paradigms Prevention Response 

Ahmad, Maynard & Park (2014) 

corresponding security strategies 

Prevention 

Deterrence  

Perimeter defence 

Compartmentalization 

Detection 

Response  

 

Deception 

Layering 
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emergence of one person that knows everything, if such 

person exist he or she will be a threat for the risk of severe 

leakage. The same applies to physical and digital 

knowledge containers. 

Decontextualization 

Decontextualization is a mechanism whereby knowledge 

are separated from its context when stored in containers. 

Drawing back on literature discussed previously, 

knowledge is very dependant in its context; the approach 

here is to disable competitors from absorbing knowledge as 

they are missing its context. Decontextualization is similar 

to compartmentalization in the way that is has a preventive 

action by content separation. However, it is different that it 

separate knowledge from its context rather than from other 

segments of knowledge. 

Contextualization 

The aim of this strategy is to make knowledge tightly 

dependent on a specific organisational context that it would 

not be available or imitable by a competitor. Ensuring the 

knowledge to work only in the organisational context 

makes it inapplicable in other organisations, thus, prevents 

risk of imitation. An example for this is depending the 

development process of a competitive product on a specific 

technology (or another product) that is not exist or is not 

allowed to be used by competitors. This strategy is 

sometimes used by companies to extend their network 

externalities (Anderson, 2001), but it’s not known to be 

used for knowledge protection. 

All of the previous three are preventive strategies. Their 

protective action lays on preventing or reducing access to 

knowledge, rather than responding to an incident. 

5.1.2 Knowledge containers control 
Knowledge is an intangible abstract concept; for 

knowledge to exist, it has to be stored or contained in a 

medium or a container. This approach protects knowledge 

by targeting its containers with security controls. 

This research suggests that there are two main distinctive 

types of knowledge containers: tacit knowledge containers 

and explicit knowledge containers.  

Explicit knowledge containers 

Explicit knowledge containers are information storage 

mediums, such as paper documents, digital documents and 

audio visual recordings. Explicit knowledge containers are 

made for the purpose of storing and retrieving information. 

Knowledge has to be codified (i.e. reduced to the form of 

information) in order to be stored in these containers. The 

knowledge that is stored in these containers has to be 

retrievable, thus, accessible in some way by humans. 

The risk of disclosure is always dependent on the access 

controls on the container, as well as an attacker’s ability to 

breach the controls. The explicitly of the container is 

dependent on the decision of the container’s creator or 

maintainer (a human). For example, a document can be 

made very explicitly in conveying its knowledge by using 

easy language and by removing any accessibility 

constrains. On the other hand, it can be made secure by 

encrypting it, and putting it in side a safe (if it is a paper 

document) or behind a firewall system (if it is a digital 

document) 

Tacit knowledge containers 

Tacit knowledge containers are simply humans, 

specifically their minds. Humans, as tacit knowledge 

containers, are similar to some extant to explicit knowledge 

containers in their ability to store knowledge. However, 

they are very different when it comes their management 

and controllability. First, tacit knowledge containers are in 

control of what they carry of knowledge. It is the tacit 

knowledge container’s decision (i.e. the knowing human’s 

decision) whether to disclose or not, and to what extent 

would they explicate. Although the decision can be 

influenced by context and external influencers, the decision 

is ultimately theirs. From another perspective, tacit 

knowledge containers have human rights and cannot be 

treated like the other explicit knowledge containers. It is 

hard, illegal, immoral, or even sometimes impossible to 

lock humans inside a perimeter and prevent access to them. 

The fundamental difference between the two containers is 

the automaticity of disclosure decision. The disclosure 

decision is internal to tacit knowledge containers, external 

to explicit knowledge containers. The competitive 

knowledge disclosure threat (the threat here is a human) is 

always external to explicit knowledge containers, while the 

threat to tacit knowledge containers can be external or 

internal. Understanding the difference between these two 

knowledge containers is essential for forming the 

appropriate strategies for protecting each of their contained 

knowledge. 

In the following table a comparison between the two 

knowledge containers is presented: 

  

Table 2: Comparison of tacit vs. explicit knowledge containers 

 Explicit knowledge containers Tacit knowledge containers 

Type of stored knowledge Explicit knowledge 
Implicit knowledge 

Tacit knowledge 

Access to stored knowledge 
Depends on predefined or 

controlled criteria 

Depends on the container’s decision and 

the explicability of knowledge 

Disclosure decision External disclosure decision Internal disclosure decision 

Disclosure controllability Controllable 
Uncontrollable 

(however, influenceable & perusable) 
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Given the differences between the two knowledge 

containers, a knowledge security strategy translates into a 

protective action by targeting the disclosure decisions. In 

case of explicit knowledge containers, the decision is the 

controlled or predefined access criteria; whereas in case of 

tacit knowledge containers the disclosure decision is the 

knowing human’s decision. From that perspective, the 

research suggests that there are two distinctive preventive 

strategies to protect knowledge: 

Knowledge disclosure control 

The control strategy aims to control: the access, explicitly 

of a stored knowledge by making perimeter around 

knowledge and controlling access to it. The protective 

action is based on separating the attacker from the 

protected asset. This strategy corresponds to the 

information security strategies previously identified in 

literature: 

Access control: Focusing on limiting accessibility and 

providing it access only to the privileged trusted personnel. 

Perimeter defence: focusing in establishing boundaries 

around the protected asset and defending against attackers. 

Isolation and separation: focusing on the principle of 

separating the threat from the protected asset 

It’s worth mentioning here that at lower implementation 

level, mechanisms enabling this strategy differ based on the 

container’s technology. For digital media, some of the 

mechanisms are: Firewalls, log-in, authentication, secure 

channels and encryption. For paper documents, some of the 

mechanisms are: building walls, safes, access privileges, 

grads etc… 

Obviously knowledge disclosure control strategy is relevant 

to explicit knowledge containers; it is hardly relevant to 

tacit knowledge containers though. 

Knowledge disclosure discourage 

This strategy aims to influence the decision of a human (the 

threat) who might cause an impact for the risk of 

confidential knowledge disclosure. In contrast to disclosure 

control strategy, this strategy does not separate the 

protected asset from the human threat neither does it 

absolutely prevent the threat from attempting a risk; Its 

preventive action arise from discouraging a human threat 

by putting cost to the risk impact. The cost shell be paid by 

the threat; in another words, we are involving the threat in 

the potential loss so that the risk impact is also relevant to 

him or her. This strategy corresponds to the following 

strategies identified earlier in literature: 

Deterrence: This is the most common form of this 

strategy. Deterrence promises a punishment with each 

security breach 

Incentive: Incentives are the positive alternative version of 

the strategy. The cost here is the loss of a potential reword. 

Education, Awareness & Culture: these are a set of 

complex processes widely discussed in literature; they boil 

down to influencing human decision and behaviour to 

discourage deliberate and undeliberate confidential 

knowledge disclosure. 

This strategy is relevant to tacit knowledge containers. 

Having the proper strategies and their enabling mechanisms 

in place should convince knowledgeable employees (i.e. 

tacit knowledge containers) not to disclose their 

confidential competitive knowledge to unauthorised parties. 

This strategy can also be relevant to explicit knowledge 

containers by targeting the external threats. 

5.2 Knowledge leakage model 

Based on: (1) the understanding of the two types of 

knowledge containers discussed earlier; (2) applying the 

conventional knowledge conversion and transfer processes; 

and (3) the security perspective into leakage, security zones 

and risk impact; the following model was developed: 
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The model above demonstrates the different possible cases 

of knowledge assets flow and transfer from a trusted zone 

towards causing risk impact. The model generically depicts 

the two types of knowledge containers in the three different 

zones. The purpose of the model is to capture all possible 

cases of knowledge transfer that leads to causing a risk 

impact. 

Knowledge assets can transfer between the different 

containers; the arrows show the flow of knowledge towards 

risk impact. The numbers in the diagram does not indicate 

any sequence; they are only for referencing purpose. 

Knowledge can be transfer either:  

1. By transferring between the knowledge containers. 

This is done using the conventional knowledge 

management conversion and transfer processes, 

namely: socialisation, externalisation, internalisation 

and combination. 

2. By physically moving the containers themselves, such 

as transferring employees or document from one 

location to another. 

Although tacit knowledge can be carried only in tacit 

knowledge containers; and explicit knowledge containers 

carry only explicit knowledge; tacit knowledge can be 

inferred from an explicit knowledge in an explicit 

knowledge container (possible in cases 2, 7, 10 and 13) in a 

form of knowledge internalisation. On the other hand, tacit 

knowledge can, sometimes, be codified into explicit 

knowledge containers (possible in cases 6, 3, 8, 11 and 14) 

in a form of externalisation. So a tacit knowledge can be 

leaked by a sequence of codification of by a trusted person 

(a tacit knowledge container) followed by inference of the 

codified knowledge (explicit knowledge container) by an 

untrusted person (a tacit knowledge container). 

Finally, the model depicts the three main stages of a 

knowledge leakage discussed earlier in literature review 

section: 

1. Knowledge leakage: knowledge leaving a trusted zone 

(1, 2, 3, 4) 

2. Knowledge acquisition: knowledge acquired by a 

competitor (9, 10, 11, 12)  

3. Knowledge application: knowledge applied by a 

competitor (15) leading to risk impact.  

5.3 Response: How knowledge leakage can 

be responded to? 

Once knowledge is leaked often there would be no clear 

visibility of the knowledge container. Especially that the 

externalisation and internalization processes in untrusted 

zone are out of control. This fact leads responsive strategies 

to target both of the knowledge containers, regardless of the 

type of the leaked knowledge or its container. This research 

suggests two responsive umbrella strategies: deception and 

prosecution. 

Deception 

Deception strategy can be very effective in hindering 

absorbing a leaked knowledge. Three deceptive tactics will 

be given as examples here: 

Contextual change: this tactic draws on knowledge’s 

dependency on context. The tactic is to change the context 

of a leaked knowledge in a way that render it unabsorbable 

or reduce its value to a potential competitor.  

Distraction: distraction tactics are mostly effective in 

hindering knowledge acquisition. The tactic here is to alter 

the scene in a way that reduce the probability of a 

competitor acquiring or applying a leaked knowledge. For 

example let’s say a critical competitive codified knowledge 

were leaked and got published in a public untrusted zone. 

An example of a distractive action is to issue huge number 

of other similar but falsely documents in the same scene in 

a way that distract another party from distinguishing which 

is good and which is bad. 

Disinformation: Disinformation is tactic that hinders a risk 

impact by publishing misleading information. Referring to 

the previous example of the leaked document, a 

disinformative action would publish an official statement 

calming a deliberate release of a set of bad practices that 

should be avoided, or any other clam that would reduce the 

value of the leaked knowledge. This tactic would also work 

with tacit knowledge containers. By disinformation, the 

credibility and value of a disloyal employee can be 

damaged in order to discourage competitors from taking 

advantage of his or her knowledge. It is important here to 

stop and consider the legal, moral and ethical issues in 

using of deceptive strategies; Fred Cohen (1998) presented 

a good discussion on this issues. 

Prosecution 

Prosecution is the most commonly used responsive 

strategy. In most cases prosecution needs previous bases of 

legal registration of intellectual property. Prosecution is 

usually used as a twin strategy with deterrence. So it has a 

deterring preventive action before leakage and a responsive 

action after leakage. Many organisations relay on patenting 

innovations as a ways to protect (using deterrence) their 

inovations and then prosecute breaches. However, 

prosecution strategy is greatly limited by the geographical 

an legal limitations. 

5.4 Knowledge protection strategies 
framework 

The following table concludes the previously proposed 

knowledge leakage prevention and response strategies: 
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 strategy should consider addressing all of the different 

possible transfer channels. Either by securing them or, at 

least, by being aware of them and accepting their potential 

risks. 

Referring to the three steps in the leakage model: leakage, 

acquisition and application; and referring to the strategies 

framework, it is important to indicate the following: 

1. Only prevention security is relevant in the leakage step 

(cases 1, 2, 3, 4). That is obvious because that would 

be before any incident. On the other hand, responsive 

strategies are greatly dominant in the steps of 

acquisition and application.  

2. Prevention can be applied in almost all cases; there are 

two types of prevention actions: 

Pre-Leakage preventive actions: The aim of these 

mechanisms is to prevent knowledge from being leaked. 

These are the most common mechanisms adopted in 

conventional information security and organisational 

policies. For explicit knowledge containers this includes 

firewalls, access control etc… For tacit knowledge 

containers this includes organisational non-disclosure 

policies and conducted rules (Refer to the framework table 

for more examples.) 

Post-leakage preventive actions: This should not be 

confused with responsive mechanisms, these mechanisms 

are totally preventive, they do not respond to incidents. 

They are based on prior controls set on knowledge or its 

containers. An example for these mechanisms is file 

inscription; even after an explicit knowledge container is 

leaked, the encryption would still prevent access to the 

stored knowledge. Another example with tacit knowledge 

containers: a non-disclosure agreement with a 

knowledgeable employee would have a preventive action 

(deterrence) after the knowledge container (the employee) 

leaves the trusted zone (the organisation). This is not 

responsive security, a prosecution action after the employee 

discloses the confidential knowledge (an incident) can be 

considered as a response. 

It is worth indicating that many of protection mechanism 

do have both protective actions.  

6 Conclusion 
The purpose of this research is to contribute in bridging 

the perceived research gap in knowledge protection and 

security. Specifically, it seeks to establish a model for 

understanding knowledge leakage and define security 

strategies to protect competitive knowledge from leakage. 

The importance of this topic lies in its contribution to 

knowledge-based competitive advantage protection. 

This research is a conceptual study based on reviewing of 

two bodies of literature: knowledge management and 

information security. The research starts first by 

establishing understanding of knowledge and how it 

transfers, how it can be applied and what are the factors 

that influence these processes. Second, it looks at 

knowledge leakage and describes it from a knowledge 

management perspective. The literature review is finished 

with a review of the current established information 

security strategies. 

In the discussion section, this research synthesises the two 

reviewed bodies of literature: knowledge management and 

information security with the aim of answering the research 

question what strategies can be used to secure competitive 

organisational knowledge? For that, the research clarified 

how knowledge can be protected by security is clarified. 

The discussion argues that knowledge can be protected by 

either proper knowledge mapping or by controlling 

knowledge containers. Next, a knowledge leakage model is 

developed based on the literature review. Finally, a 

framework of strategies is suggested based on the 

developed knowledge leakage model and the information 

security strategies in literature. 

Table 3: knowledge protection strategies framework 

 Explicit knowledge containers Tacit knowledge containers 

Prevention 

 Knowledge disclosure control: 

 Access control 

 Perimeter defence 

 Isolation & separation 

 Knowledge disclosure influence: 

 Deterrence 

 Incentive 

 Education, training, awareness & culture 

 Compartmentalization 

 Decontextualization 

 Contextualization   

Response 

 Deception 

 Contextual change 

 Disinformation 

 Distraction 

 Prosecution 
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This research has to main contributions in bridging the 

research gap between knowledge management and 

information security: A knowledge leakage model and 

knowledge security strategies framework. The model 

answers the question how can knowledge leak? While the 

framework answers the question how to protect 

knowledge? 

Finally, this research indicates further research directions 

and opportunities. Namely, a further investigation on 

knowledge leakage with a focus on different knowledge 

transfer levels: individuals, units, groups and organisations 

(Argote & Ingram, 2000). Another important research area 

is considering the moral and ethical, legal as well as legal 

economic aspects of knowledge protection answering the 

question should knowledge be protected? and to what 

extant? 
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