
When Data Flows Across Borders: Aligning International Trade Law with 

Internet Policy Objectives  

Neha Mishra 

ORCID Identifier: 0000-0003-3028-2734 

Thesis for Doctor of Philosophy (Law) 

Submitted on 11 September 2019 

Melbourne Law School, University of Melbourne 

Thesis submitted for a Doctor of Philosophy (Law) in Total Fulfilment of that Degree 



Declaration Page 

I declare that: 

• the thesis comprises only my original work towards the Doctor of Philosophy

(Law);

• due acknowledgement has been made in the text to all other material used; and

• the thesis is fewer than the maximum word limit in length, exclusive of tables,

maps, bibliographies and appendices.

Neha Mishra, Student ID 815817 

11 September 2019 



    

 

 

Acknowledgments 

I express my deepest gratitude to my supervisors, Prof Tania Voon and Prof Andrew 

Mitchell, for their invaluable guidance, mentoring and encouragement during the entire 

duration of my candidature in preparing this thesis as well as supporting my academic 

development. I also thank Assoc Prof Margaret Young for providing helpful comments 

and feedback on the thesis, and Prof Jürgen Kurtz, Prof Eric Descheemaeker and Prof 

Tim Lindsey for acting as Chairs of the Academic Advisory Committees at various stages 

of my candidature. Additionally, I thank the Economic Research and Statistics Division 

at the WTO for accepting me under the WTO Doctoral Support Programme (June to 

August 2019) and Ms Lee Tuthill (Counsellor, Trade in Services Division, WTO) for 

offering me invaluable guidance as my mentor under this programme. I am grateful to my 

friends and colleagues at Melbourne Law School for supporting and encouraging me 

throughout my candidature. Finally, I thank the Graduate Research Centre at Melbourne 

Law School for providing excellent support throughout my candidature.  

This thesis was supported by generous funding provided under the Australian 

Government Research Training Program Scholarship. I also thank the Max Planck 

Institute Luxembourg for providing me a scholarship to undertake a visiting research 

fellowship from February to May 2019.  

Three articles associated with or derived from this thesis have been published: 

1. Neha Mishra, ‘The Role of the Trans-Pacific Partnership Agreement in the 

Internet Ecosystem: Uneasy Liaison or Synergistic Alliance?’ (2017) 20(1) 

Journal of International Economic Law 31-60 (discussing in detail provisions of 

the Electronic Commerce Chapter of the Trans-Pacific Partnership Agreement; 

some of these provisions have been discussed briefly in Chapter 4 (Section IIB) 

and Chapter 5 (Section III) of the thesis).  

2. Neha Mishra, ‘Building Bridges: International Trade Law, Internet Governance, 

and the Regulation of Data Flows’ (2019) 52(2) Vanderbilt Journal of 

Transnational Law 463-509 (adapting Chapter 1 (Section II) and Chapter 2 of this 

thesis into a longer article). A working draft of this article was previously 

published by the UNESCAP in the ArtNet Series (‘International Trade, Internet 

Governance and the Shaping of the Digital Economy’ (AWP no 168, 29 June 

2017)).  

3. Neha Mishra, ‘Privacy, Cybersecurity, and GATS Article XIV: A New Frontier 

for Trade and Internet Regulation?’ (2019) (Advanced Access) World Trade 

Review <https://doi.org/10.1017/S1474745619000120> (building on arguments 

pertaining to GATS general exceptions and data localisation measures, discussed 

in Chapters 4 (Sections IIA2 and V) and 5 (Sections IIIA and VI)).  

 

 

https://doi.org/10.1017/S1474745619000120


    

 

 

Abstract 

With the rapid digitalisation of the economy, cross-border data flows have become 

essential for the functioning of different sectors of the economy, including the digital 

services industry. However, governments often restrict cross-border flows through 

various laws, regulations, policies and administrative measures (or ‘data-restrictive 

measures’) to achieve internet-related policy objectives such as regulating online content, 

protecting online privacy of internet users, and cybersecurity protection. These measures 

typically interfere with the architecture of the internet and the technical protocols/designs 

of digital services, resulting in economically and technologically inefficient outcomes. 

Further, as data-restrictive measures constrain cross-border supply of digital services, 

they constitute trade barriers, and therefore may violate provisions of the General 

Agreement on Trade in Services (‘GATS’) of the World Trade Organization (‘WTO’). 

This thesis investigates how GATS applies to data-restrictive measures and whether its 

rules can balance trade and internet policy objectives. It first highlights the 

complementary relationship of the three fundamental principles of internet governance 

applicable to cross-border data flows, namely internet openness, privacy and security. It 

then proposes a theoretical framework whereby GATS can be aligned with these three 

principles to support both an open and predictable framework for digital trade and robust 

internet policies. The thesis applies this framework to three common types of data-

restrictive measures, namely online content regulation measures, privacy-related data-

restrictive measures, and cybersecurity-related data-restrictive measures.  

This thesis finds that GATS can be thoughtfully applied and interpreted to align with 

principles of internet openness, privacy and security. For example, commitments of 

Members in their GATS Schedules of Commitments can be interpreted in a 

technologically neutral manner to facilitate both trade liberalisation and internet 

openness. Further, GATS obligations on non-discrimination, domestic regulation and 

market access (subject to Members’ relevant commitments and exemptions) generally 

facilitate an open market for cross-border data flows, thereby supporting internet 

openness. Finally, under GATS exceptions, Panels can distinguish protectionist data-

restrictive measures disguised as cybersecurity/privacy/content regulation measures from 

measures genuinely necessary to achieve these objectives. To conduct a holistic 

assessment of data-restrictive measures under GATS, Panels should use both legal and 

technical evidence, including relying on internet technical and policy expertise.  

However, the extent to which GATS aligns with the principles of internet openness, 

privacy and security is constrained by the lack of multilateral consensus on internet policy 

issues and the somewhat outdated architecture of GATS. Therefore, in addition to 

interpreting existing GATS provisions more meaningfully, this thesis proposes a multi-

pronged approach to further strengthen alignment of GATS with internet openness, 

privacy and security. This approach requires: meaningful use of GATS provisions on 



    

 

 

transparency and mutual recognition; introducing reforms in WTO law to incorporate 

relevant disciplines on cross-border data flows; and exploring options outside traditional 

multilateral mechanisms including developing a non-binding WTO declaration on data 

flows and facilitating stronger regulatory cooperation on data governance in relevant 

international/transnational institutions. This thesis concludes that although international 

trade agreements such as GATS cannot resolve all challenges pertaining to data flows, 

they can and should play a more proactive role in balancing trade and internet policy 

objectives. 
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1 

Chapter 1: Cross-Border Data Flows, International Trade Law and Internet 

Governance  

 INTRODUCTION  

The rapid growth of an enormous digital services industry has effectively transformed the 

internet into a global marketplace for technology companies and budding entrepreneurs.1 

The World Bank has estimated that the share of digital services exports increased by 

33.23% from 2010 to 2017.2 Digital services cover all services that can be delivered 

through the internet, such as cloud computing and video-on-demand services.3 Digital 

services also arguably include 3D printing services requiring the transfer of computer-

aided design files for printing of physical products.4 The rapid adoption of digital services 

has created opportunities and economic efficiency in various sectors of not only the 

services but also the manufacturing industry.5  

Alongside the growth of the digital services industry, government restrictions on cross-

border trade in digital services have increased rapidly.6 Broadly speaking, the majority of 

restrictions on services trade are non-tariff measures7 including laws and regulations on 

technical standards, licensing and qualification requirements, and local content 

requirements.8 This thesis focuses on one of the most prevalent restrictions in the digital 

services sector namely, restrictions on data flows through the internet (or ‘data-restrictive 

measures’).9 ‘Data-restrictive measures’ are all laws, regulations, rules, policies, 

administrative practices and any other governmental measures that directly or indirectly 

restrict ‘cross-border data flows’, ie the free flow of data across territorial borders.10 The 

‘internet’ refers to the publicly available network of the internet only and excludes other 

 

1 Congressional Research Service, Digital Trade and US Trade Policy (21 May 2019) 

<https://fas.org/sgp/crs/misc/R44565.pdf> 5-7; eBay Inc and Sidley Austin LLP, Commerce 3.0 for 

Development: The Promise of the Global Empowerment Network (October 2013) 

<https://www.ebaymainstreet.com/sites/default/files/eBay_Commerce-3-for-Development.pdf>.  
2 World Bank, ‘ICT Service Exports’ 

<https://data.worldbank.org/indicator/BX.GSR.CCIS.ZS?end=2017&start=2010&view=chart >.  
3 Jessica Nicholson and Ryan Noonan, ‘Digital Economy and Cross-Border Trade: The Value of Digitally-

Deliverable Services’ (ESA Issue Brief no 01-14, US Department of Commerce Economics and Statistics 

Division, 27 January 2014) 1. 
4 See Section IIIA1.  
5 See eg, James Manyika et al, ‘Digital Globalization: The New Era of Global Flows’ (McKinsey Global 

Institute, March 2016) 1. See case studies in Robert Pepper et al, ‘Cross-Border Data Flows, Digital 

Innovation, and Economic Growth’ ( World Economic Forum, 2016) 

<http://www3.weforum.org/docs/GITR2016/WEF_GITR_Chapter1.2_2016.pdf> 46-47.  
6 Martina Ferracane et al, ‘Digital Trade Restrictiveness Index’ (2018) 

<http://globalgovernanceprogramme.eui.eu/wp-content/uploads/2018/09/DTRI-final.pdf> 5.  
7 Philippa Dee, ‘A Compendium of Barriers to Services Trade’ (World Bank, 2005) 3-4.  
8 WTO, World Trade Report 2012 (2012) 123-6.  
9 Ferracane et al, above n 6, 52-53.  
10 Christopher Kuner, ‘Regulation of Transborder Data Flows under Data Protection and Privacy Law: Past, 

Present and Future’ (OECD Digital Economy Papers No. 187, OECD Publishing, 2011) 12. 

https://fas.org/sgp/crs/misc/R44565.pdf
https://www.ebaymainstreet.com/sites/default/files/eBay_Commerce-3-for-Development.pdf
https://data.worldbank.org/indicator/BX.GSR.CCIS.ZS?end=2017&start=2010&view=chart
http://www3.weforum.org/docs/GITR2016/WEF_GITR_Chapter1.2_2016.pdf
http://globalgovernanceprogramme.eui.eu/wp-content/uploads/2018/09/DTRI-final.pdf
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features such as deep web.11 Some examples of direct restrictions on internet data flows 

include data localisation laws requiring storage of data on domestic servers12 and 

measures blocking digital services or specific digital content.13 Indirect restrictions on 

data flows usually require digital service suppliers to comply with various conditions for 

transferring data across borders, for instance, under domestic data protection14 and 

cybersecurity laws.15  

Cross-border data flows drive the modern-day digital economy and have grown by 45 

times between 2005 and 2016.16 Data flows occur even in the most routine internet 

transactions such as accessing websites, using applications on smart devices, and surfing 

the internet.17 As cross-border data flows facilitate various processes and business 

activities in the global supply chain, data-restrictive measures affect several sectors of the 

economy. For example, data-restrictive measures result in increased compliance costs, 

administrative delays, reduced business opportunities, and restricted access to markets for 

all companies relying on digital services for their business operations.18 Thus, data-

restrictive measures constrain not only the openness of the internet but also cross-border 

trade in services19 and are thus subject to disciplines in international trade law. 

 

11 See generally Michael Chertoff, ‘A Public Policy Perspective of the Dark Web’ (2017) 2(1) Journal of 

Cyber Policy 26.  
12 See, eg, Beschluss des Rates der IT-Beauftragten der Ressorts (Germany), Beschluss Nr 2015/5, 29 July 

2015; Decree on the Management, Provision and Use of Internet Services and Online Information 

(Vietnam), Decree No 72/2013/ND-CP, 15 July 2013, art 4.4, art 5; Undang-Undang Tentang Pelayanan 

Publik (Indonesia), Law No 25/2009, 18 July 2009.  
13 See, eg, Internet Code of Practice (Singapore), 1 November 1997, art 4; US Department of Homeland 

Security, ‘DHS Statement on the Issuance of Binding Operational Directive 17- 01’ (Press Release, 13 

September 2017) <https://www.dhs.gov/news/2017/09/13/dhs-statement-issuance-binding-operational-

directive-17-01>.  
14 See, eg, Regulation on the Protection of Natural Persons with Regard to the Processing of Personal Data 

and on the Free Movement of Such Data, and Repealing Directive 95/46/EC, Regulation (EU) 2016/679 of 

the European Parliament and of the Council [2016] OJ L119 (25 May 2018) (‘GDPR’) art 44-45; Computer 

Information Network and Internet Security, Protection and Management Regulations (People’s Republic 

of China), Ministry of Public Security, 30 December 1997, art 4-6. 

15 See, eg, 中华人民共和国网络安全法 [Cybersecurity Law] (People’s Republic of China), National 

People’s Congress, 1 June 2017; Law on Network Information Security (Vietnam), Law no 86/2015/QH13, 

1 July 2016, art 16 – art 20.  
16 Manyika et al, above n 5, 30.  
17 Nivedita Sen, ‘Understanding the Role of the WTO in International Data Flows: Taking the Liberalization 

or the Regulatory Autonomy Path?’ (2018) 21(2) Journal of International Economic Law 323, 324.  
18 See generally Matthias Bauer et al, ‘The Costs of Data Localization: Friendly Fire on Economic 

Recovery’ (ECIPE Occasional Paper 3/2014, ECIPE, 2014) 2. Digital service suppliers also face other data 

restrictions such as restrictions on cross-border interconnectivity of telecommunications networks and 

technical deficiencies in the universal IP address system (Domain Name System or ‘DNS’). These topics 

are not examined in this thesis. 
19 See generally Martina Ferracane and Erik van der Marel, ‘Do Data Policy Restrictions Inhibit Trade in 

Services?’ (EUI Working Paper RSCAS 2019/29, EUI, May 2019) 

<https://cadmus.eui.eu/bitstream/handle/1814/62325/RSCAS_2019_29.pdf?sequence=1&isAllowed=y >.  

https://www.dhs.gov/news/2017/09/13/dhs-statement-issuance-binding-operational-directive-17-01
https://www.dhs.gov/news/2017/09/13/dhs-statement-issuance-binding-operational-directive-17-01
https://cadmus.eui.eu/bitstream/handle/1814/62325/RSCAS_2019_29.pdf?sequence=1&isAllowed=y
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This thesis investigates how international trade law applies to data-restrictive measures 

and whether it can balance trade and internet policy objectives. As issues in internet policy 

and governance are insufficiently covered in international law,20 several uncertainties 

exist regarding the role and relevance of GATS in achieving this balance. This thesis 

covers the treaty of the World Trade Organization (‘WTO’) dealing with trade in 

services—the General Agreement on Trade in Services (‘GATS’)—and certain 

Electronic Commerce Chapters of recent Preferential Trade Agreements (‘PTAs’),21 such 

as the Comprehensive and Progressive Agreement on Trans-Pacific Partnership 

(‘CPTPP’) and the United States – Canada – Mexico Agreement (‘USMCA’) , containing 

obligations specific to data-restrictive measures.  

To date, few disputes at the WTO have dealt with measures restricting digital services, 

and none has dealt with data-restrictive measures.22 This absence of data-related trade 

disputes is expected given that: (i) trade in data flows has increased significantly only in 

recent years; and (ii) most Members are reluctant to raise disputes on data-restrictive 

measures as they acknowledge the importance of regulating the internet (albeit for 

differing policy rationales).23 However, Members are also increasingly concerned about 

the disruptive impact of data-restrictive measures.24 In that regard, an important and 

timely question is whether GATS applies to data-restrictive measures and, if so, how. 

Addressing this question is important in understanding both the relevance and the 

limitations of GATS in dealing with data-restrictive measures.  

Governments can impose data-restrictive measures to address significant policy concerns, 

such as circumventing cyberthreats, protecting privacy of internet users, and preventing 

circulation of harmful/offensive digital content.25 ‘Cyberthreats’ are any threats or risks 

to the internet as well as computers or digital devices connected to it. These issues are not 

novel in international policy debates. For example, in the 1970s, China, France, Sweden, 

Spain, Italy and some other countries expressed concerns regarding the disproportionate 

 

20 Peter F Cowhey and Jonathan D Aaronson, Digital DNA: Disruption and the Challenges for Global 

Governance (Oxford University Press, 2017) xvii.  
21 ‘PTAs’ is used as an umbrella term to cover all international trade agreements outside the multilateral 

system of the WTO, such as Regional Trade Agreements, Bilateral Trade Agreements, Megaregional Trade 

Agreements. 
22 See Panel Report, China —Electronic Payment Services (dealing with the restrictions placed by China 

on foreign electronic payment service providers); Appellate Body (‘AB’) Report, China —Publications and 

Audiovisual Products ( dealing with restrictions placed by China on importation and circulation of 

publications and audio-visual content, including in electronic form); AB Report, US —Gambling (case 

dealing with the US domestic law restrictions on cross-border supply of gambling and betting services); 

Panel Report, Mexico —Telecoms (not directly related to electronic services, but interconnection between 

Mexican and US telecommunications networks).  
23 The thesis refers to all Members of the WTO as ‘Members’. 
24 See, eg, Communication from the US, ‘Joint Statement on Electronic Commerce’, WTO Doc 

INF/ECOM/23 (26 April 2019); Communication from Japan, ‘Joint Statement on Electronic Commerce 

Initiative’, WTO Doc INF/ECOM/4 (25 March 2019).  
25 Blayne Haggart, ‘The Government’s Role in Constructing the Data-driven Economy’ (5 March 2018) 

<https://www.cigionline.org/articles/governments-role-constructing-data-driven-economy>.  

https://www.cigionline.org/articles/governments-role-constructing-data-driven-economy
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influence of United States (‘US’) companies in communications sectors.26 In 1980, the 

United Nations Educational, Scientific and Cultural Organization (‘UNESCO’) published 

‘New World Information and Communication Order’, focused on achieving balanced 

information flows between developed and developing countries and keeping out 

unwanted content from domestic space that was biased, particularly aligning with US 

interests.27 Many issues such as privacy and information-related crimes were also outlined 

in this document.28 However, modern data-restrictive measures address a significantly 

higher magnitude and extent of cyber-risks.  

GATS does not prohibit governments from regulating the internet to achieve internet-

related policy objectives even when these laws/regulations restrict trade. For example, 

certain laws/regulations may be necessary to achieve the public policy objectives listed 

in the GATS exceptions (as discussed further in Section IIIB2). However, to ensure that 

the internet is not constrained inefficiently, data-restrictive measures should ideally be 

reasonable, efficient and effective.29 In this regard, an important contribution of GATS is 

ensuring that data-restrictive measures are not ‘disguised’ protectionist measures ie 

measures framed as essential to achieve internet policy objectives but in fact intended to 

support domestic suppliers.30 Therefore, this thesis conducts further investigation to 

understand the role that GATS can play in balancing trade and internet policy objectives. 

This chapter provides a brief background and an overview of the thesis. Section II 

explains how data-restrictive measures operate in practice as well as the different types 

of data-restrictive measures. Section III focuses on fundamental questions regarding the 

relevance and applicability of GATS in the context of data-restrictive measures. Section 

IV explains what constitutes internet governance and the key institutions dealing with 

internet governance. Section V sets out the conceptual framework of this thesis. Section 

VI discusses the research methodology, research questions and scope of this thesis. 

Section VII provides an overview of the thesis. Finally, Section VIII comments on the 

significance and contribution of this thesis to scholarship and practice in international 

trade law and internet regulation.  

 UNDERSTANDING MEASURES RESTRICTING CROSS-BORDER DATA FLOWS  

 

26 See eg, David Bender, ‘Transborder Data Flow: An Historical Review and Considerations for the Future’ 

(1988) 79(3) Special Libraries 230, 230-4.  
27 International Commission for the Study of Communication Problems, The New World Information Order 

(1978) <http://unesdoc.unesco.org/images/0003/000340/034010EB.pdf>.  
28 Ibid.  
29 William J Drake et al, ‘Internet Fragmentation: An Overview’ (Future of the Internet Initiative White 

Paper, World Economic Forum, January 2016) 44-5.  
30 See Chapters 3 (Section IIIE), 4 (Section IIA2) and 5 (Section III).  

http://unesdoc.unesco.org/images/0003/000340/034010EB.pdf
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This section first discusses the multilayered architecture of the internet and how data 

packets are transferred through these different layers. It then explains what constitutes 

‘data’ and ‘cross-border data flows’ and the different types of data-restrictive measures.  

A Multilayered and Interoperable Architecture of the Internet  

The internet is a multi-layered medium consisting of the physical layer containing the 

physical infrastructure carrying data packets including cables, satellites and ethernet; 

network or internet layer consisting of Internet Protocol (‘IP’) that determines the path of 

data packets; transport layer consisting of protocols that ensure sequencing and delivery 

of data packets (eg Transmission Control Protocol (‘TCP’)); and the applications layer 

consisting of the programmes that users see while using the internet.31 These different 

layers must be ‘interoperable’ to enable data flows through the internet.32  

In the context of the internet, interoperability refers to ‘the ability to transfer and render 

useful data and other information across systems, applications, or components’.33 

Interoperability however can also be defined more broadly to include legal and regulatory 

interoperability. For example, the Organisation for Economic Co-operation and 

Development (‘OECD’) defines interoperability as ‘the capacity of systems, regulatory 

frameworks, technologies or standards to interact, communicate and function with those 

of other operators or countries’.34 Data flows through the internet require interoperability 

of not only technical standards, design and protocols but also legal and regulatory 

frameworks.35 For example, as explained in Chapter 6, interoperability of regulatory 

frameworks and technical standards on privacy and cybersecurity are essential for an open 

and interoperable internet.36 

B Cross-Border Data Flows Through the Internet  

Data flows are intrinsic to all digital services. For example, using an electronic commerce 

platform involves a ‘complex web of data flows’ between servers of different services 

 

31 Drake et al, above n 29, 13; Yochai Benkler, The Wealth of Networks (Yale University Press, 2006) 396, 

412-13, 439. See also Richard Barnes, ‘Technical Considerations for Internet Service Blocking and 

Filtering’, RFC 7754 (2016) 12; Robert Braden ‘Requirements for Internet Hosts - Communication Layers’, 

RFC1122 (October 1989) Section 1.1.3.  
32 John Palfrey and Urs Gasser, Interop: The Promise and Perils of Highly Interconnected Systems (Basic 

Books, 2012) 5. See also See ITU, ‘Conformity and Interoperability’ <https://www.itu.int/en/ITU-

D/Technology/Pages/ConformanceandInteroperability.aspx>; Kurt Kosanke, ‘ISO Standards for 

Interoperability: a Comparison’ in Dimitri Konstantas et al (eds), Interoperability of Enterprise Software 

and Applications (Springer, 2006) 55, 55-64; Jari Arkko, ‘An Interoperable Internet of Things’ on IETF 

Blog (14 January 2016) <https://www.ietf.org/blog/interoperable-internet-things/>. 
33 Ibid.  
34 Francesca Casalini et al, ‘Approaches to Market Openness in the Digital Age’ (OECD Trade Policy 

Papers no. 219, OECD, 2019) 14.  
35 Palfrey and Gasser, above n 32, 4, 6; Rolf H Weber, ‘Legal Interoperability as a Tool for Combatting 

Fragmentation’ (CIGI Paper Series no 4, CIGI, December 2014) 6-9.  
36 Chapter 6 (Section IIIA2). 

https://www.itu.int/en/ITU-D/Technology/Pages/ConformanceandInteroperability.aspx
https://www.itu.int/en/ITU-D/Technology/Pages/ConformanceandInteroperability.aspx
https://www.ietf.org/blog/interoperable-internet-things/
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(eg, e-payment services, the e-commerce portal) and the customer’s computer or digital 

device.37 Here, ‘data’ (contained in packets of data transferred through the internet) refers 

to both the digitised content in the service as well as the data generated when users access 

or use digital services, applications and websites. Thus, in this thesis, ‘data flows’ refers 

to both the provision of the digital service itself (as encoded in bits and bytes) and the 

data generated while using a service, such as business, personal and other kinds of user-

generated data.38  

Some scholars compartmentalise data into different categories and further suggest that 

different types of data should be treated differently. For example, Sen classifies data into 

personal data referring to data related to individuals;39 company data referring to data 

flowing between corporations; business data referring to digitised content such as 

software and audiovisual content; and social data referring to behavioural patterns 

determined using personal data.40 Aaronson and Leblond categorise data into personal 

data, public data, confidential business data, machine-to-machine data and metadata, 

although they do not specifically define each of these terms.41 Usually, domestic laws 

protect personal and confidential business data more strongly than other types of 

anonymised and day-to-day business data.  

Differentiated legal treatment of data is difficult to implement in practice as data 

categories often overlap. Personal data and other types of data (eg, non-personal data) 

cannot always be neatly distinguished in practice, for example, Big Data technologies can 

be used to identify individuals in anonymised datasets.42 Similarly, metadata combined 

with geolocation technologies can be used to identify intimate details of an individual’s 

life with reasonable accuracy.43 Further, personal data may be a component of business 

or company data (eg, employee records). Personal data can also generate business value, 

given that it is traded extensively via various digital services and an important driver of 

the digital economy.44 Internet users generate 75% of the global digital data, a large 

 

37 Sen, above n 17, 324.  
38 Amy Porges and Alice Enders, ‘Data Moving Across Borders: The Future of Digital Trade Policy’ (Think 

Piece, E15 Expert Group on the Digital Economy, April 2016) 1; W Kuan Hon, Data Localization Laws 

and Policy (Edward Elgar, 2017) 72. 
39 See also Kommerskollegium, No Transfer, No Trade (2014) 

<https://www.kommers.se/Documents/dokumentarkiv/publikationer/2014/No_Transfer_No_Trade_webb.

pdf> 6 (providing examples of personal data such as user generated content, activity or behavioural data, 

social data, locational data, demographic data and other types of official data about individuals).  
40 Sen, above n 17, 343-44.  
41 Susan Ariel Aaronson and Patrick Leblond, ‘Another Digital Divide: The Rise of Data Realms and Its 

Implications for the WTO’ (2018) 21(2) Journal of International Economic Law 245, 250.  
42 Ira S Rubinstein, ‘Big Data: The End of Privacy or a New Beginning?’ (2013) 3(2) International Data 

Privacy Law 74, 78.  
43 Article 29 Data Protection Working Party, Opinion 2/2017 on Data Processing at Work, WP 249 (2017) 

10.  
44 Svetlana Yakovleva, ‘Should Fundamental Rights to Privacy and Data Protection be a Part of the EU’s 

International Trade “Deals”?’ (2018) 17(3) World Trade Review 477, 481.  

https://www.kommers.se/Documents/dokumentarkiv/publikationer/2014/No_Transfer_No_Trade_webb.pdf
https://www.kommers.se/Documents/dokumentarkiv/publikationer/2014/No_Transfer_No_Trade_webb.pdf
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proportion of which falls within the scope of ‘personal data’.45 Thus, distinguishing 

personal and non-personal data is not necessarily meaningful. For example, certain 

governments only allow free cross-border transfers of non-personal data, which creates 

uncertainty and is also insufficient to enable digital services. 46  

The global, interconnected and instantaneous nature of data flows through the internet 

obfuscates the distinction between cross-border and domestic data flows. Data flows are 

driven by protocols that determine the most efficient path for internet traffic without 

consideration of geographical boundaries.47 In cloud computing, typically, data packets 

are broken down into smaller chunks (in a process known as ‘sharding’), which are then 

stored in and routed through multiple servers to ensure data security.48 Further, even if 

data is finally stored in one server, data transits through multiple servers across countries 

during routine processing.49 Consequently, a small portion of data flows are purely 

domestic in nature. Thus, regulating data flows based on territorial boundaries, such as 

requiring data to be stored and processed in one’s borders, is both counterintuitive and 

inefficient and fundamentally opposed to the interconnected nature of the internet.50  

However, when applying GATS to digital or data-driven services, the physical location 

of the data, supplier and the internet user are relevant to determine if there is cross-border 

trade involved.51 Thus, any data generated within a specific country and flowing outside 

its borders, or data generated abroad flowing into the domestic network of another 

country, or a combination of the two, falls within the scope of ‘cross-border data flows’. 

This in turn implies that majority of data flows pertaining to digital services are cross-

border in nature (at least at some stage of data processing).  

C Types of Data-Restrictive Measures  

Data-restrictive measures can affect different layers of the internet. Certain measures 

directly affect the physical or network layer of the internet. For example, the Chinese 

government reportedly exercises enormous control over the Internet Exchange Points 

(physical infrastructure that allows internet traffic exchange between two networks) to 

 

45 Tim Cooper and Ryan LaSalle, ‘Guarding and Growing Personal Data Value’ (Accenture, 2016) 10.  
46 See European Commission, Proposal for a Regulation of the European Parliament and of the Council 

on a Framework for the Free Flow of Non-Personal Data in the European Union, Doc no. 2017/0228 

(COD) (13 September 2017).  
47 Rus Schuler, ‘How does the Internet Work?’ (2002) <https://web.stanford.edu/class/msande91si/www-

spr04/readings/week1/InternetWhitepaper.htm>.  
48 Jeeyoung Kim, ‘How Sharding Works’ on Medium (6 December 2014) 

<https://medium.com/@jeeyoungk/how-sharding-works-b4dec46b3f6>.  
49 Hon, above n 38, 74-6. 
50 See Paul M Schwartz, ‘Information Privacy in the Cloud’ (2013) 161 University of Pennsylvania Law 

Review 1623, 1625. 
51 See further discussion in Chapter 3 (Section IIF) on modes of delivery of services under GATS.  

https://web.stanford.edu/class/msande91si/www-spr04/readings/week1/InternetWhitepaper.htm
https://web.stanford.edu/class/msande91si/www-spr04/readings/week1/InternetWhitepaper.htm
https://medium.com/@jeeyoungk/how-sharding-works-b4dec46b3f6
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prevent circulation of banned or offensive online content in Chinese cyberspace.52 

Similarly, a data localisation measure requiring local routing would interfere with transfer 

protocols routing internet traffic based on efficiency rather than geographic location, 

thereby adversely affecting the transport later of the internet. Other restrictive measures 

do not directly interfere with the technical or physical infrastructure of the network but 

impose specific requirements on digital service suppliers, for instance, to incorporate 

specific privacy or security requirements in their services or alter their terms of service. 

These measures therefore affect the applications layer of the internet.  

Data localisation is one of the most commonly used data-restrictive measure.53 Chander 

and Le define data localisation to include any measure ‘that specifically encumber(s) the 

transfer of data across national borders’, thus including both de jure and de facto 

measures.54 The European Commission defines data localisation as ‘any obligation, 

prohibition, condition, limit or other requirement’ contained in the ‘laws, regulations or 

administrative provisions of the Member States, which imposes the location of data 

storage or other processing requirements in the territory of a specific Member State or 

hinders storage or other processing of data in any other Member State’.55 In practice, data 

localisation typically combine some or all of these elements: mandatory storage of data 

in domestic servers,56 requirement to process data domestically,57 local routing of data,58 

restricting market access of the cloud computing sector to local companies or foreign 

companies that form joint ventures with local partners,59 and restriction on movement of 

specific categories of data across borders (eg, health, finance).60 Certain other domestic 

 

52 Nikhil Sonnad and Keith Collins, ‘Choke Points’ on Quartz (5 October 2016) 

<https://qz.com/780675/how-do-internet-censorship-and-surveillance-actually-work/>.  
53 See generally Anupam Chander and Uyen P Le, ‘Data Nationalism’ (2015) 64(3) Emory Law Journal 

677; Andrew Mitchell and Jarrod Hepburn, ‘Don’t Fence Me In: Reforming Trade and Investment Law to 

Better Facilitate Cross-Border Data Transfer’ (2017) 19(1) Yale Journal of Law & Technology 182, 188-

95.  
54 Chander and Le, above n 53, 680. 
55 See European Commission, Proposal for a Regulation of the European Parliament and of the Council 

on a Framework for the Free Flow of Non-Personal Data in the European Union, Doc no. 2017/0228 

(COD) (13 September 2017) art 3 (5).  
56 See eg, Портал персональных данных Уполномоченного органа по защите персональных данных 

[Federal Law No. 242-FZ of July 21, 2014 on Amendments to Certain Legislative Acts of the Russian 

Federation with Regard to Specifying the Procedure for the Processing of Personal Data in Data 

Telecommunications Networks] (Russia), 21 July 2014, art 2.  
57 The definition of data processing in GDPR includes data storage. See W Kuan Hon et al, ‘Policy, Legal 

and Regulatory Implications of a Europe-only Cloud’ (2016) 24(3) International Journal of Law and 

Information Technology 251, 259. 
58 For example, a Schengen routing plan was proposed by Germany. See Philipp Bank, ‘Deutsche Telekom: 

“Internet data made in Germany should stay in Germany”’ on DW: Made for Minds (18 October 2013) 

<http://www.dw.com/en/deutsche-telekom-internet-data-made-in-germany-should-stay-in-germany/a-

17165891>.  
59 US-China Business Council, ‘Optimizing Connectivity: Updated Recommendations to Improve China’s 

Information Technology Environment’ (February 2018).  
60 See, eg, Law on Payment and Security Settlement Systems, Payment Services and Electronic Money 

Institutions, Law no. 6493, 20 June 2013 (Turkey) art 23; Freedom of Information and Protection of 

https://qz.com/780675/how-do-internet-censorship-and-surveillance-actually-work/
http://www.dw.com/en/deutsche-telekom-internet-data-made-in-germany-should-stay-in-germany/a-17165891
http://www.dw.com/en/deutsche-telekom-internet-data-made-in-germany-should-stay-in-germany/a-17165891
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laws including data protection and cybersecurity laws can also result in forced localisation 

because of increased costs of transferring data abroad.61  

Some experts have attempted to categorise data-restrictive measures. For instance, 

Ferracane classifies data-restrictive measures into two categories: ‘strict’ and 

‘conditional’. Strict restrictions on cross-border data flows consist of ‘local storage 

requirement’, ‘local storage and processing requirement’, and ‘ban on data transfer (ie 

local storage, local processing and local access requirement)’.62 Conditional restrictions 

allow cross-border data flows subject to compliance requirements or conditions imposed 

on the recipient country or the data controller/processor.63 In practice, a data-restrictive 

measure could incorporate both strict and conditional elements.  

OECD has developed a classification system for data-restrictive measures based on their 

level of restrictiveness: ‘no regulation’, where governments impose no restrictions on 

cross-border data flows or liability on digital service suppliers; ‘ex-post accountability’, 

where no restrictions are per se imposed on data flows but digital service suppliers remain 

accountable for how they use data abroad; ‘flow conditional on safeguards’, for example, 

where data flows are permitted to only those countries considered to have an adequate 

regulatory framework; and finally, ‘flow conditional on ad-hoc authorisation’, where 

regulatory approvals have to be specifically obtained before transferring data abroad.64 

In this thesis, data-restrictive measures are examined in light of the predominant policy 

objective behind the measure. This thesis focuses on three types of data-restrictive 

measures: (a) restrictions on specific digital services or applications to regulate online 

content (Chapter 3); (b) restrictions on data flows on grounds of privacy protection or 

data protection requirements (Chapter 4); and (c) cybersecurity measures restricting data 

flows (Chapter 5). While typically (a) is aimed at eliminating or regulating flows of 

specific content, (b) and (c) target the underlying mechanism for storage, processing and 

transfer of data rather than the content of data. There could however be other reasons why 

government restrict data flows. For example, certain governments ban digital services or 

websites containing infringing content in line with their domestic intellectual property 

rights laws.65 The latter issue is not covered in the thesis.  

 

Privacy Act (British Columbia), R.S.B.C.1996, s 30.1; Personal Information International Disclosure 

Protection Act (Nova Scotia), N.S. 2006, s 5.  
61 United States International Trade Commission, ‘Global Digital Trade 1: Market Opportunities and Key 

Foreign Trade Restrictions’ (Publication number 4716, Investigation Number 332-561, August 2017) 273.  
62 Ferracane, above n 6, 4.  
63 Ibid 5.  
64 Francesca Casalini and Javier López González, ‘Trade and Cross-Border Data Flows’ (OECD Trade 

Policy Papers No 220, OECD, January 2019) 17-19.  
65 See Nigel Cory, ‘The Normalization of Website Blocking Around the World in the Fight Against Piracy 

Online’ (ITIF, 12 June 2018) <https://itif.org/publications/2018/06/12/normalization-website-blocking-

around-world-fight-against-piracy-online?mc_cid=8dec0cd27b&mc_eid=7662f13cd9>.  

https://itif.org/publications/2018/06/12/normalization-website-blocking-around-world-fight-against-piracy-online?mc_cid=8dec0cd27b&mc_eid=7662f13cd9
https://itif.org/publications/2018/06/12/normalization-website-blocking-around-world-fight-against-piracy-online?mc_cid=8dec0cd27b&mc_eid=7662f13cd9
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 GATS AND CROSS-BORDER DATA FLOWS  

This section outlines the basic legal framework applicable to data-restrictive measures in 

WTO law (‘WTO law’ refers to all treaties administered by the WTO), focusing on 

GATS. It first explains the reasons why GATS is the most relevant treaty in the context 

of data-restrictive measures and then outlines the obligations and exceptions in GATS 

that could apply to data-restrictive measures.  

A Data-Restrictive Measures in WTO Law  

Data-restrictive measures, as explained in the previous sections, restrict supply of data or 

digitally encoded content via the internet. Therefore, a fundamental question arises which 

disciplines in WTO law are applicable to such measures. Section IIIA1 delves into the 

debate on whether digitally transmitted content qualifies as goods or services and then 

discusses the examples of content streaming and 3D Printing services. Section IIIA2 

discusses why GATS is likely to be the most relevant treaty in WTO law in the context 

of data-restrictive measures.  

 Digital Service as a ‘Service’  

Economists have extensively discussed the differences between goods and services.66 

According to economic literature, the key factors that differentiate goods and services 

are: (a) tangibility, where goods are generally tangible and services intangible;67 (b) 

physical possession, where goods can be owned or possessed while services cannot be 

owned;68 (c) tradability (particularly in older economic literature), where goods can be 

traded across borders for a value while services cannot; 69 and (d) perishability, where 

goods are permanent while services are instantaneous and transient.70 The question arises 

if these criteria can be relevant in examining whether digital codes or digitally transmitted 

content constitute a good or service. This question is examined below through two 

examples of content streaming services and 3D printing.  

Content streaming services such as Netflix and YouTube contain a repository of 

audiovisual content stored in servers that can be viewed online by internet users, either 

for a subscription fee (in the case of Netflix) or by only accepting terms of use (in the 

 

66 See, eg, T Peter Hill, ‘On Goods and Services’ (1977) 23(4) Review of Income and Wealth 315; Jagdish 

Bhagwati, ‘Economic Perspectives on Trade in Professional Services’ (1986) 1(4) University of Chicago 

Legal Forum 45; Glen Parry et al, ‘Goods, Products and Services’ in Mairi Macintyre et al (eds), Service 

Design and Delivery (Springer, 2011) 19, 19-25, 27.  
67 Parry et al, above n 66, 19, 21.  
68 T Peter Hill, ‘Tangibles, Intangibles and Services: A New Taxonomy for the Classification of Output’ in 

Rohan Kariyawasam (ed), The WTO, Intellectual Property, E-Commerce and the Internet (Edward Elgar, 

2009) 355-6. 
69 Parry et al, above n 66, 19, 25.  
70 Hill, ‘On Goods and Services’, above n 66, 320-1; Hill, ‘Tangibles, Intangibles and Services’, above n 

66, 437-8.  
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case of YouTube unless the user subscribes to the advertisement-free version of YouTube, 

in which case monthly subscription fees are also imposed). New functionalities are 

regularly added to these services, for example, both Netflix and YouTube allow 

downloading content for offline viewing. The difference between downloading, 

streaming and offline viewing can be understood by examining the degree or nature of 

control exercised by the service supplier and user over the digital content.71 For 

downloadable content, the content can be stored in one’s device, viewed at will for an 

unlimited period, and even copied to a physical medium. Thus, the user has physical 

control over the digital content once downloaded (eg, an unencrypted digital file 

containing a book or movie). Therefore, experts argue that such content should be treated 

as a good rather than a service.72 At the WTO, Members have not reached a consensus on 

whether downloadable content should be classified as goods or services.73  

In contrast, in streaming, the content is stored on the servers of the service supplier/third 

parties and viewed through one’s device when online. Thus, the service supplier rather 

than the user controls the content (for example, the supplier can delete the file anytime). 

In the case of offline viewing, although the content can be downloaded and stored in one’s 

device (like a normal download), the user exercises no control as the file is an encrypted 

execution file that runs offline only through the application/software of the service 

supplier (usually for a limited period).74 Therefore, offline viewing is distinct from 

downloading a movie or song because in the case of the former, the user has a limited 

right to view the content (and not replicate it). However, whether this difference is 

sufficient to make a good-services distinction is unclear because (arguably) certain users 

could manipulate the executed encryption file and permanently download from content 

streaming services making them no different from downloadable content.  

The second example demonstrating the borderline differences between goods and 

services is 3D Printing. 3D Printing enables transformation of files known as computer 

aided design files (or ‘CAD’) containing 3D designs into physical printouts using a 3D 

Printer. The question arises whether transferring designs in CAD files across borders 

 

71 James Munro, ‘Pushing the Boundaries of ‘Products’ and ‘Goods’ under GATT 1994: An Analysis of 

the Coverage of New and Unorthodox Articles of Commerce’ (2013) 47(6) Journal of World Trade 1323, 

1346-7. See generally Andrew D Mitchell, ‘Towards Compatibility: The Future of Electronic Commerce 

Within the Global Trading System' (2001) 4(4) Journal of International Economic Law 683. 
72 Parry et al, above n 66, 19, 21. 
73 While the EU classifies downloadable digital products as services, the US classifies them as goods. The 

US approach is more trade-liberalising and thus often preferred by the technology industry, while the EU 

approach enables countries to protect specific digital sectors from foreign competition by excluding such 

commitments in their GATS Schedules. See Communication from the EC, ‘Work Programme on Electronic 

Commerce’, WTO Doc S/C/W/183 (30 November 2000) [6(a)]; Communication from the US, ‘Work 

Programme on Electronic Commerce’, WTO Doc WT/COMTD/17, WT/GC/16, G/C/2. S/C/7, IP/C/16 (12 

February 1999) [7]. See also Sacha Wunsch-Vincent, The WTO, the Internet and Trade in Digital Products: 

EC-US Perspectives (Bloomsbury, 2006) 35-37.  
74 See Tim Fisher, ‘What is an EXO File?’ on Lifewire (16 January 2018) <https://www.lifewire.com/exo-

file-2621155 >.  

https://www.lifewire.com/exo-file-2621155
https://www.lifewire.com/exo-file-2621155
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constitutes trade in goods or services. Although CAD files can be transformed into 

physical products by a printer, it contains the design for a physical product (eg, design for 

a building or a medical device) and not the product itself. In that sense, the files only 

represent a digitisation of a service (eg, architectural or engineering service). Unlike 

traditional manufacturing processes, in 3D printing, there are no intermediary goods but 

digital files. Thus, 3D printing appears to be cross-border supply of services rather than 

goods (ie in the form of digital files).75  

These two examples suggest that although certain criteria such as tangibility and physical 

control/possession are useful in distinguishing services and goods, they are neither 

necessary nor sufficient. As digital technologies evolve at a remarkable pace, a case-by-

case assessment is necessary to examine the inherent character of digital offerings, 

including assessing their underlying technology and functions. This however might lead 

to some uncertainty regarding whether certain types of digitally transmitted content 

constitute services. 

 Applicability of GATS to Restrictions on Digital Services  

Depending on whether digitally transmitted content constitutes trade in goods or services, 

either General Agreement on Tariffs and Trade (‘GATT’) or GATS applies. As explained 

further below, for certain measures affecting both trade in goods and services, GATT and 

GATS could also apply simultaneously. 

GATT does not define the term ‘goods’,76 while GATS provides a circular definition of 

service to include any ‘any service in any sector except services supplied in the exercise 

of governmental authority’.77 Further, GATS applies ‘to measures by Members affecting 

trade in services’,78 where trade in services is defined as the ‘supply of a service’ through 

different modes of delivery.79 Under GATS, ‘supply of a service’ is defined very broadly 

to include ‘production, distribution, marketing, sale and delivery of a service’.80 In 

contrast, under GATT, ‘manufacturing’ or ‘production’ of goods is undefined although 

 

75 Kommerskollegium, Trade Regulation in a 3D Printed World (2016) 

<https://www.kommers.se/Documents/dokumentarkiv/publikationer/2016/Publ-Trade-Regulation-in-a-

3D-Printed-World.pdf>3. See also WTO, World Trade Report 2018 (2018) 

<https://www.wto.org/english/res_e/publications_e/world_trade_report18_e.pdf> 156 (discussing the 

potential complications in calculating the customs value if the 3D printed product is then imported to a third 

country).  
76 See Munro, above n 71, 1328-31.  
77 GATS art I:3(b). 
78 GATS art I:1. 
79 GATS art I:2.  
80 GATS art XXVIII(b).  

https://www.kommers.se/Documents/dokumentarkiv/publikationer/2016/Publ-Trade-Regulation-in-a-3D-Printed-World.pdf
https://www.kommers.se/Documents/dokumentarkiv/publikationer/2016/Publ-Trade-Regulation-in-a-3D-Printed-World.pdf
https://www.wto.org/english/res_e/publications_e/world_trade_report18_e.pdf
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as per previous decisions of the Panel, these terms imply bringing something into 

existence.81 

The distinction between goods and services has been discussed in WTO disputes on a few 

occasions, although none of these cases are conclusive.82 In US – Large Civil Aircraft, 

the Appellate Body (‘AB’) made a passing remark that services and goods can be 

distinguished based on tangibility as services are ‘immaterial, invisible, intangible, non-

storable and transitory in nature’.83 In Canada – Periodicals, the AB held that periodicals 

should be treated as goods and thus subject to GATT as the final tax was imposed on a 

physical product, although periodicals also incorporated advertising and editorial 

services.84 In China – Publications and Audiovisual Products, the AB held that the 

Chinese regulation impacting films embedded on a physical medium affects importation 

of goods because the ‘the content of a film is expressed through, and embedded in, a 

physical good’.85 Being much more recent, this finding was criticised because it indirectly 

implied that digital content not embedded in a physical medium is a service.86 In this case, 

the Panel and AB rejected China’s arguments that the good (the film, in this case) was 

only an accessory to the service of obtaining copyright licence for motion pictures.87 

However, in Canada – Renewable Energy, the Panel treated electricity (although 

intangible) as a good.88  

The distinction between goods and services is relevant in WTO law because different 

legal obligations apply to goods (GATT) and services (GATS). Typically, goods are 

subjected to tariffs at the point of crossing the border, while services are regulated through 

regulatory measures behind the border. Under GATS, certain obligations only apply in 

those sectors where Members have explicitly undertaken commitments, as discussed later 

in Section IIIB1. In contrast, under GATT, Members are subject to stronger obligations 

including prohibiting quantitative restrictions or quotas on import of goods89 and 

discriminatory practices against other Members.90 Further, under GATT, Members need 

to comply with other WTO treaties including the Anti-Dumping Agreement, Agreement 

on Subsidies and Countervailing Measures, the Agreement on the Application of Sanitary 

and Phytosanitary Measures and the Agreement on Technical Barriers to Trade. 

 

81 See discussion of relevant WTO disputes in Munro, above n 71, 1334-5 quoting Panel Report, EC – 

Salmon (Norway) [7.114]. 
82 See Fiona Smith and Lorna Woods, ‘A Distinction without a Difference: Exploring the Boundaries 

between Goods and Services in the World Trade Organization and the European Union’ (2005) 24(1) 

Columbia Journal of European Law 1, 23. 
83 AB Report, US – Large Civil Aircraft, fn 1295  
84 AB Report, Canada – Periodicals, 17.  
85 AB Report, China – Publications and Audiovisual Products [188]. 
86 AB Report, China – Publications and Audiovisual Products [195], [196]. 
87 Panel Report, China – Publications and Audiovisual Products [7.515].  
88 Panel Report, Canada – Renewable Energy [7.11]. 
89 GATT art XI. 
90 GATT art III, GATT art I.  
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Therefore, in general, the obligations in GATS are narrower, allowing Members more 

autonomy in regulating service sectors.  

GATT and GATS can simultaneously apply to same product or measure.91 GATT applies 

to those aspects of the measure that relate to trade in goods and GATS to those that relate 

to trade in services.92 Thus, GATS is applicable to all services supplied in relation to 

goods. For example, in Canada – Autos, wholesale trade services in relation to motor 

vehicles was subject to scrutiny under GATS.93 Similarly, in EC – Bananas III, import 

licensing for sale of bananas qualified as services and thus examined under GATS.94  

Determining when a digital offering is services-related or goods-related (or which parts 

of it) may not always be strightforward in practice.95 Further, simultaneously applying 

GATT and GATS to a measure could lead to counterintuitive results where Members 

have offered no or limited commitments for the services component integral to the 

functioning of a physical good, such as in the case of Internet of Things (‘IoT’). Given 

that IoT is still in a nascent stage, the exact difference between normal devices and an 

IoT-enabled device is unclear. However, for the sake of argument, let us assume a 

Member (consistent with its GATS commitments) imposes data-restrictive measures 

prohibiting foreign companies from conducting Big Data processing or providing 

artificial intelligence services for a specific IoT device (say smart refrigerators). In a 

futuristic scenario, if all refrigerators were IoT devices, such a measure would arguably 

prohibit a foreign company from supplying any refrigerator in that market as the physical 

commodity would be meaningless without the digital component. Effectively, this 

Member may violate GATT while still being compliant with GATS.96 From the 

perspective of liberalising digital services, this result is unsatisfactory as it creates legal 

uncertainty.  

Data-restrictive measures restrict the transfer of data (or intangible components consisting 

of bits and bytes) across borders and thereby affect supply of several digital services that 

rely on data flows across the global internet network to enable their efficient functioning. 

Based on the above discussion, it appears that most internet-driven or digital services are 

covered by the GATS (or at least, an important component of such digital services). This 

is because data-restrictive measures are primarily aimed at blocking the intangible bits 

 

91 AB Report, Canada – Periodicals, 19; AB Report, EC – Bananas III [221]; AB Report, Canada – Autos 

[159]. 
92 AB Report on EC – Bananas III [221]. See also Panel Report, China – Publications and Audiovisual 

Products [4.497], [4.498]. 
93 AB Report, Canada-Automobiles [157]. 
94 AB Report, EC-Bananas III [222]. 
95 Tania Voon, ‘A New Approach to Audiovisual Products in the WTO: Rebalancing GATT and GATS’ 

(2007) 14(1) UCLA Entertainment Law Review 1, 17. 
96 Thomas Cottier, ‘Technology and the Law of International Trade Regulation’ in Roger Brownsword et 

al (eds), The Oxford Handbook of Law, Regulation and Technology (Oxford University Press, 2017) 1018, 

1037.  
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and bytes which either form part of a service or are generated in the process of supplying 

a digital service such as a website, subscription software or applications.  

However, the relevance of other WTO disciplines in examining data-restrictive measures 

cannot be ruled out. For example, blocking an internet platform selling physical goods 

affects not only the platform (a service) but also the goods traded using the service (eg, 

clothes, shoes or watches). Applying WTO law, the sale of goods on internet platform 

would be examined under GATT, while the distribution services provided by the internet 

platform would be examined under GATS. However, if a Member offered no 

commitments in the relevant service sector(s), then the Member is not obliged to provide 

access to an internet platform although this prohibits online orders of physical goods. 

From the perspective of liberalising electronic commerce, this result is unsatisfactory as 

ordering online is efficient and cost-effective. These issues are not explored further in this 

thesis.  

B Basic Legal Framework of GATS  

Given that GATS is the most relevant WTO treaty applicable to data-restrictive measures, 

this section introduces the basic legal framework of GATS, before applying these rules 

in Chapters 3-5. GATS applies to any ‘measure’ affecting supply of services. Under 

GATS art XVIII (a), the term ‘measure’ includes not only domestic laws and regulations 

but also ‘rule, procedure, decision, administrative action, or any other form’. The phrase 

‘any other form’ implies that even unwritten government practices can qualify as a 

measure, provided that they are implemented systematically.97 Thus, evidence of 

discriminatory practices against foreign digital services or service suppliers is sufficient 

to invoke GATS. Section IVB1 briefly discusses the various obligations that apply to 

Members imposing data-restrictive measures. Section IVB2 highlights the exceptions in 

GATS that Members could use to justify certain types of data-restrictive measures.  

 

 Obligations in GATS  

Under GATS, obligations can be broadly categorised into two types: general obligations 

applicable to all measures of Members affecting trade in services (eg Most Favoured 

National obligation or ‘MFN’) (GATS art II) and transparency (GATS art III)); and 

specific obligations that apply only in service sectors where Members have offered 

relevant commitments in their GATS Schedule of Commitments (‘Schedules’) (eg market 

access (GATS art XVI), national treatment (GATS art XVII)). The provision on domestic 

regulation (GATS art VI) contains both general and specific obligations.  

 

97 See Chapter 3 (Section IIIB).  
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Members’ Schedules are integral to GATS.98 GATS art XX:1 requires Schedules to 

specify: (i) ‘terms, limitations and conditions on market access’; (ii) ‘conditions and 

qualifications on national treatment’; (iii) any additional commitments ‘not subject to 

scheduling under Articles XVI or XVII, including those regarding qualifications, 

standards’;99 and (iv) time frame for implementation of commitments and date of entry, 

where required. Chapter 3 explains how WTO Members typically design their Schedules 

and the interpretative issues arising from determining Members’ commitments in sectors 

affecting or related to digital services.  

Any measure affecting trade in services would breach the MFN treatment in GATS art II 

when it fails to ‘accord immediately and unconditionally to services and service suppliers 

of any other Member treatment no less favourable than that it accords to like services and 

service suppliers of any other country’.100 Thus, the MFN treatment is breached if a 

country favours/disfavours digital services or service suppliers from specific Members 

over others. However, if a Members has listed specific sectors in its Annex on Article II 

Exemptions, then the MFN provision is not applicable in such sectors.101  

Any measure affecting trade in services violates the national treatment obligation in 

GATS art XVII if it accords foreign services and service suppliers ‘treatment no less 

favourable than it accords to its own like services and service suppliers’.102 Being a 

specific obligation, it applies only in those sectors where Members have offered 

commitments in their Schedules.103 An example of national treatment violation is a 

Member banning foreign service suppliers from providing online content or social 

networking sites while permitting similar services by domestic companies.  

Another specific obligation is on market access contained in GATS art XVI. This 

provision prohibits Members from adopting or maintaining measures in sectors where 

they have made commitments that limit the ‘number of service suppliers’; ‘total value of 

service transactions or assets’; ‘total number of service operations or on the total quantity 

of service output’; ‘total number of persons that may be employed in a particular service 

sector or that a service supplier may employ’; ‘the participation of foreign capital’ and 

‘restrict or require specific types of legal entity or joint venture through which a service 

supplier may supply a service’.104 GATS art XVII has a significant effect on ‘market 

 

98 GATS art XX:3.  
99 GATS art XVIII.  
100 GATS art II:1.  
101 GATS art II:2.  
102 GATS art XVII:1.  
103 A measure violating market access obligations (GATS art XVI) may also fall under GATS art XVII. In 

China – Electronic Payment Services, the Panel decided that if commitments are inscribed in both GATS 

art XVI and XVII, the inscriptions under GATS art XVI prevails. See Panel Report, China – Electronic 

Payment Services [7.649] – [7.664]. See also GATS art XX:2.  
104 GATS art XVI: 2.  



    

 

17 

contestability’ as it is aimed at creating a level-playing field between foreign and domestic 

services and service suppliers.105  

Data-restrictive measures can also breach other GATS obligations. For example, GATS 

art III:1 requires all Members to publish ‘all relevant measures of general application 

which pertain to or affect the operation of [GATS].’ Another relevant provision is GATS 

art VI containing obligations to administer domestic regulations affecting trade in 

services in a ‘reasonable’, ‘objective’ and ‘impartial manner.106 Disciplines under GATS 

art VI are especially significant when measures have a restrictive impact on trade but do 

not breach legal obligations under GATS art XVI, art XVII or art II. These disciplines 

can therefore help ‘overcome market failures, monopolies in network-based services, 

externalities and asymmetric information in knowledge and intermediation-based 

services’ and facilitate ‘universal access in essential services’.107  

 Exceptions in GATS  

If a data-restrictive measure is found to violate GATS obligations, it can still be justified 

under the exceptions set out in GATS art XIV and art XIVbis. The list of exceptions in 

these two provisions are exhaustive. Under GATS art XIV, measures restricting services, 

such as data-restrictive measures, could be justified under GATS art XIV if the measure 

is necessary to achieve the public policy objectives listed in GATS art XIV. The most 

relevant provisions under GATS art XIV in the context of data-restrictive measures are:  

Subject to the requirement that such measures are not applied in a manner which would 

constitute a means of arbitrary or unjustifiable discrimination between countries where 

like conditions prevail, or a disguised restriction on trade in services, nothing in this 

Agreement shall be construed to prevent the adoption or enforcement by any Member of 

measures: 

(a) necessary to protect public morals or to maintain public order;(5) 

(b) necessary to protect human, animal or plant life or health; 

(c) necessary to secure compliance with laws or regulations which are not inconsistent 

with the provisions of this Agreement including those relating to: 

(i) the prevention of deceptive and fraudulent practices or to deal with the effects of a 

default on services contracts; 

(ii) the protection of the privacy of individuals in relation to the processing and 

dissemination of personal data and the protection of confidentiality of individual 

 

105 Giles Muller, ‘Troubled Relationships under the GATS: Tensions between Market Access (Article XVI), 

National Treatment (Article XVII), and Domestic Regulation (Article VI)’ (2017) 16(3) World Trade 

Review 449, 450. 
106 GATS art VI:1.  
107 Peter Govindasamy, ‘Domestic Regulation in Services: A Chairman’s Perspective’ in Chin L Lim and 

Margaret Liang (eds), Economic Diplomacy: Essays and Reflections by Singapore's Negotiators (World 

Scientific Publishing Co Pte Ltd, 2011) 103, 105.  

 

 

https://www.wto.org/english/docs_e/legal_e/26-gats_01_e.htm#fnt-5
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records and accounts; 

(iii) safety; 

 
5 The public order exception may be invoked only where a genuine and sufficiently 

serious threat is posed to one of the fundamental interests of society.  

The assessment of the measure under the various sub-clauses of GATS art XIV (also 

called the ‘necessity test’) plays an important role in finding the appropriate balance 

between liberalising trade in services and respecting Members’ regulatory autonomy in 

the domestic space. The Working Party on Domestic Regulation explains this delicate 

balance in the following words: 

Necessity tests establish the WTO consistency of a measure based on whether the 

measure is “necessary” to achieve certain policy objectives. These tests reflect the 

balance in WTO agreements between two important goals: preserving the freedom of 

Members to set and achieve regulatory objectives through measures of their own 

choosing, and discouraging Members from adopting or maintaining measures that 

unduly restrict trade. Necessity tests typically achieve this balance by requiring that 

measures, which restrict trade in some way (including by violating obligations of an 

agreement) are permissible only if they are “necessary” to achieve the Member's policy 

objective. In so doing, the necessity tests confirm the right of Members to regulate 

and to pursue their policy objectives.108 

In assessing whether a certain measure is necessary to achieve a policy objective under 

GATS art XIV, the Panel can consider various factors such as legislative proposals, 

domestic policies or statements made by governments imposing the measure,109 as well 

as the actual content, structure and the expected operation of the measure.110 For 

conducting the necessity test under GATS art XIV, the Panels/AB have developed a 

sophisticated ‘weighing and balancing test’, explained in greater detail in Chapter 3111 

and then applied to case studies in Chapters 3-5. Finally, the chapeau of GATS art XIV 

curtails the abuse of an exception by evaluating that the measure is applied in practice in 

an even-handed and non-arbitrary manner and does not constitute a disguised restriction 

on trade.112  

The other potentially relevant exception for data-restrictive measures is the security 

exception in GATS art XIVbis. This exception applies in limited scenarios and would be 

most relevant in the context of data-restrictive measures: (i) when a Member considers 

 

108 Working Party on Domestic Regulation, ‘Necessity Tests in the WTO’, WTO Doc S/WDPR/W/27 (2 

December 2003) [4].  
109 See eg, Panel Report, US – Gambling [6.486]; Panel Reports, EC – Seal Products [7.396]-[7.398], 

[7.404]. 
110 AB Report, Colombia – Textiles, Apparel and Footwear [5.68]. 
111 Chapter 3 (Section IIIE2). 
112 For an overview on the jurisprudence on GATS chapeau, see Lorand Bartels, ‘The Chapeau of the 

General Exceptions in the WTO GATT and GATS Agreements: A Reconstruction’ (2015) 109(1) American 

Journal of International Law 95. See Chapter 3 (Section IIIE3). 
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that the data-restrictive measure is ‘necessary for the protection of its essential security 

interests relating to measures taken in times of war or other emergency in international 

relations’113 or (ii) when the measure is in pursuance of a Member’s obligations under the 

UN Charter for ‘maintenance of international peace and security’.114 The application of 

this exception in justifying cybersecurity-related data-restrictive measures is discussed in 

Chapter 5.115  

 INTERNET GOVERNANCE AND THE REGIME COMPLEX 

As this thesis focuses on both trade and internet policy objectives, this section provides 

an overview of the internet governance framework, including the key institutions and 

stakeholders in this framework and their respective roles. This thesis adopts a broad 

understanding of internet governance, including all rules, norms, principles and standards 

governing technical and policy aspects of the internet.116 The formal beginning of internet 

governance can be traced to the first World Summit on Information Society (‘WSIS’) 

held in Geneva in 2003.117 The earliest and most-quoted definition of internet governance 

was recognised in the WSIS in Tunis in 2005:118 

Internet governance is the development and application by Governments, the private 

sector and civil society, in their respective roles, of shared principles, norms, rules, 

decision-making procedures, and programmes that shape the evolution and use of the 

Internet.119 

The above definition sets the foundation for the multistakeholder governance model of 

the internet as it recognises the role of not only governments but also the private sector 

and civil society in shaping internet policies. However, this definition does not reflect a 

purist understanding of ‘multistakeholder governance’, where all stakeholders have an 

equal and non-hierarchical role in the administration of the internet. Mueller120 and La 

Chapelle121 argue that the use of the phrase ‘in their respective roles’ in the definition was 

 

113 GATS art XIVbis (1)(b)(iii).  
114 GATS art XIVbis 1(c). 
115 Chapter 5 (Section IIIB).  
116 See Laura DeNardis, The Global War on Internet Governance (Yale University Press, 2014) 6; Global 

Commission on Internet Governance, ‘One Internet’ (CIGI and Chatham House, 2016) 9, 10. See also Laura 

DeNardis and Mark Raymond, ‘Thinking Clearly About Multistakeholder Internet Governance’ (GigaNet: 

Global Internet Governance Academic Network, Annual Symposium, 14 November 2013) 1.  
117 Internet Society, ‘History of Internet Governance’ <https://www.internetsociety.org/history-internet-

governance>.  
118 Tunis Agenda for the Information Society, WSIS-05/TUNIS/DOC/6(Rev. 1)-E, 18 November 2005, arts 

33- 35 (‘Tunis Agenda’).  
119 Report of the Working Group on Internet Governance (June 2005), [10] (‘WGIG Report’) (Emphasis 

added).  
120 Milton L Mueller, Networks and States: The Global Politics on Internet Governance (MIT Press, 2010) 

67.  
121 Betrand de La Chapelle, ‘Multistakeholder Governance’ (#2 Internet Policy Making, Co:LLaboratory 

Discussion Paper Series no 1, September 2011) 15. 

https://www.internetsociety.org/history-internet-governance
https://www.internetsociety.org/history-internet-governance
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a concession to governmental demands to recognise their primary role in internet policy-

making.  

The multistakeholder governance framework of the internet is complex, given the large 

variety of institutions participating in it. Nye argues that internet governance constitutes 

a ‘regime complex’ governed by ‘a set of loosely coupled norms and institutions’ and 

falls somewhere between ‘an integrated institution that imposes regulation through 

hierarchical rules’ and ‘highly fragmented practices and institutions with no identifiable 

core and non-existent linkages’.122 The remainder of this section briefly explains the role 

of key stakeholders in the internet technical and policy community in developing norms 

and standards relating to the global governance of the internet (together referred as the 

‘internet multistakeholder community’ or ‘internet multistakeholder organisations’).  

A Internet Technical Community 

The most well-known body dealing with internet governance is the International 

Corporation for Assigned Names and Numbers (‘ICANN’). 123 ICANN is responsible for 

management of various functions related to the Domain Name System (‘DNS’) by 

coordinating the functions of a body named Internet Assigned Numbers Authority 

(‘IANA’).124 Since the DNS is the foundation of the address system on the internet, 

ICANN ensures operational stability and predictability of the internet.  

 

Other important organisations dealing with technical issues regarding the internet are the 

World Wide Web Consortium (‘W3C’) and Internet Engineering Task Force (‘IETF’) 

established under the Internet Society (‘ISOC’) The ISOC is a not-for-profit organization 

established in 1992 by Vint Cerf and Bob Kahn, consisting of a global community of 

individuals and stakeholders, engaging in discussions on a range of issues related to the 

internet. Membership to ISOC is open to everyone.125 The IETF consists of a ‘large open 

international community of network designers, operators, vendors, and researchers 

concerned with the evolution of the Internet architecture and the smooth operation of the 

Internet’.126 The standard-setting occurs through informal working groups.127 These 

groups circulate memos called Request for Comments (‘RFCs’) which ‘contain technical 

and organizational notes about the Internet’.128 IETF plays a particularly key role in 

ensuring that competitors in the digital services sectors design interoperable services, 

 

122 Joseph S Nye, ‘The Regime Complex for Managing Global Cyber Activities’ (Global Commission on 

Internet Governance, Paper Series 1, May 2014) 7. 
123 Mueller, above n 120, 64.  
124 ‘Home Page of ICANN’ <https://www.icann.org/resources/pages/welcome-2012-02-25-en>. 
125 ‘Home Page of ISOC’ <http://www.internetsociety.org/>. 
126 IETF, ‘About the IETF’ <https://www.ietf.org/about/>.  
127 IETF, ‘The Standards Process’ <https://www.ietf.org/about/standards-process.html>. 
128 IETF, ‘Netiquette Guidelines’, RFC 1855 (October 1995); IETF, ‘Ethics and the Internet’ (January 

1989); IETF, ‘The TLS Protocol Version 1.0’ (January 1999).  

https://www.icann.org/resources/pages/welcome-2012-02-25-en
http://www.internetsociety.org/
https://www.ietf.org/about/
https://www.ietf.org/about/standards-process.html
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thereby supporting a ‘competitive marketplace’.129 The IETF has played an instrumental 

role in setting important standards such as the TCP/IP.130 W3C consists of universities, 

companies, industry bodies and public bodies, and plays an important role in development 

of harmonised standards for the World Wide Web.131  

 

Additionally, multilateral organisations such as International Telecommunications Union 

(‘ITU’) play a key role in internet standard-setting. 132 The ITU is a standard-setting body 

for the internet and telecommunications sectors. The key functions of the ITU include 

allocating global radio spectrum (through ITU-R), developing technical standards for 

interconnectivity of telecom networks (through ITU-T), and improving access to ICT in 

underdeveloped countries (through ITU-D).133 The ITU has been proactively dealing with 

cybersecurity issues through its recommendations, reports and the annual Global 

Cybersecurity Index, ranking countries based on their regulatory frameworks on 

cybersecurity protection.134  

 

Finally, private/transnational standard-setting bodies, such the International Organization 

for Standardization (‘ISO’) and Institute of Electrical and Electronics Engineers (‘IEEE’), 

also play important roles in harmonisation of technical standards related to the internet 

and digital services.135 Together, all the institutions discussed in this sub-section are 

termed ‘internet technical community’. 

 

B Internet Policy Community  

On the internet policy front, the key deliberative body in the internet multistakeholder 

community is the Internet Governance Forum (‘IGF’). The IGF was the result of a fall-

out of the UN-sponsored WSIS process.136 The IGF has evolved from a platform for 

internet activists to a forum with participation from different stakeholders in the internet 

community including the private sector.137 Certain experts argue that the IGF is the most 

important fora for civil society and internet experts to discuss issues and achieve higher 

 

129 Geoff Huston, ‘Network Protocols and Their Use: BGP and DNSSEC’ on APNIC Blog (12 June 2019) 

<https://blog.apnic.net/2019/06/12/network-protocols-and-their-use-bgp-and-dnssec/>.  
130 IETF, ‘Transmission Internet Protocol’ (September 1981) <https://tools.ietf.org/html/rfc793>.  
131 W3C, ‘Current Members’ <https://www.w3.org/Consortium/Member/List>; W3C, ‘About W3C’ 

<https://www.w3.org/Consortium/>.  
132 See generally Richard Hill, The New International Telecommunication Regulations and the Internet 

(Springer, 2014). 
133 ITU, ‘About ITU’ <http://www.itu.int/en/about/Pages/default.aspx>.  
134 See, eg, ITU, ‘Series X: Data Networks, Open System Communications and Security’ Recommendation 

ITU-T X.1205 (18 April 2008); ITU, ‘Privacy in Cloud Computing’, ITU Technology Watch Report (March 

2012). 
135 IEEE, ‘Develop Standards’ <https://standards.ieee.org/develop/index.html>; ISO, ‘ISO/IEC JTC 1 — 

Information Technology’ <https://www.iso.org/isoiec-jtc-1.html>.  
136 See Tunis Agenda, arts 72- 82. 
137 Mikkel Flyverbom, The Power of Networks: Organizing the Global Politics of the Internet (Edward 

Elgar, 2011) 162.  

https://blog.apnic.net/2019/06/12/network-protocols-and-their-use-bgp-and-dnssec/
https://tools.ietf.org/html/rfc793
https://www.w3.org/Consortium/Member/List
https://www.w3.org/Consortium/
http://www.itu.int/en/about/Pages/default.aspx
https://standards.ieee.org/develop/index.html
https://www.iso.org/isoiec-jtc-1.html
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levels of coordination and communication among relevant stakeholders.138 Certain 

aspects of internet policy-making are also discussed in other bodies of ISOC such as 

IETF.139  

 

In addition to internet multistakeholder bodies, certain intergovernmental and regional 

organisations also play an increasingly important role in internet governance. For 

instance, the UN General Assembly has adopted various resolutions on cybersecurity and 

privacy.140 Further, the OECD and Asia-Pacific Economic Cooperation (‘APEC’) are 

actively involved in setting high-level principles on internet policy on issues such as 

privacy.141 Finally, the private sector is increasingly playing a more central role in internet 

governance, including recommending norms for stakeholders.142 For example, the Global 

Network Initiative (‘GNI’), consisting of private companies, academic institutions and 

think tanks, has formulated principles on protecting privacy of internet users based on 

multistakeholder dialogues.143 A more recent example is the Cybersecurity Tech Accord 

which is a public commitment by 80 companies to ensure greater protection of internet 

users from cybersecurity risks.144 Together, the different institutions discussed in this sub-

section are termed ‘internet policy community’. 

 

 CONCEPTUAL FRAMEWORK
145

  

This thesis devises a framework that aligns GATS with principles in internet governance 

so as to better facilitate the balancing of trade and internet objectives when applying 

GATS to data-restrictive measures. The relevance of principles of internet governance in 

 

138 Vint Cerf et al, ‘Internet Governance is Our Shared Responsibility’ (2014) 10(1) I/S: A Journal of Law 

and Policy for the Information Society 1, 28-29.  
139 See, eg, IETF, ‘Netiquette Guidelines’, RFC 1855 (October 1995); IETF, ‘Ethics and the Internet’ 

(January 1989); IETF, ‘The TLS Protocol Version 1.0’ (January 1999). The RFCs can be accessed on the 

IETF website or by subscribing to their mailing list. See IETF, ‘Request for Comments’ 

<https://www.ietf.org/rfc.html>. 
140 See, eg, The Right to Privacy in the Digital Age, 69th session, Third Committee, Agenda Item 68(b), 

UN Doc A/C.3/69/L.26/Rev.1(19 November 2014); The Right to Privacy in the Digital Age, 71st session, 

Third Committee, Agenda Item 68(b), UN Doc A/C.3/71/L.39/Rev.1 (16 November 2016); GA Res 64/211: 

Creation of a Global Culture of Cybersecurity and Taking Stock of National Efforts to Protect Critical 

Information Infrastructures, Resolution adopted on 21 December 2009, 64th session, Agenda Item 55(c), 

UN Doc A/RES/64/211 (17 March 2010); GA Res 56/121: Combating the Criminal Misuse of Information 

Technologies, Resolution Adopted by the General Assembly on 19 December 2001, 56th session, Agenda 

Item 110, UN Doc A/RES/56/121 (23 January 2002). 
141 See, eg, APEC, APEC Privacy Framework (November 2004) 

<http://www.apec.org/Groups/Committee-on-Trade-and-

Investment/~/media/Files/Groups/ECSG/05_ecsg_privacyframewk.ashx> (‘APEC Privacy Framework’); 

OECD, OECD Principles for Internet Policy Making (2014) <https://www.oecd.org/sti/ieconomy/oecd-

principles-for-internet-policy-making.pdf> (‘OECD Principles for Internet Policy Making’). 
142 See generally Louise Marie Hurel and Luisa Cruz Lobato, ‘Unpacking Cyber Norms: Private Companies 

as Norm Entrepreneurs’ (2018) 3(1) Journal of Cyber Policy 61-76.  
143 GNI, The GNI Principles (2008) <https://globalnetworkinitiative.org/gni-principles/>.  
144 Cybersecurity Tech Accord < https://cybertechaccord.org/accord/>.  
145 Chapter 2 develops this conceptual framework.  

https://www.ietf.org/rfc.html
http://www.apec.org/Groups/Committee-on-Trade-and-Investment/~/media/Files/Groups/ECSG/05_ecsg_privacyframewk.ashx
http://www.apec.org/Groups/Committee-on-Trade-and-Investment/~/media/Files/Groups/ECSG/05_ecsg_privacyframewk.ashx
https://www.oecd.org/sti/ieconomy/oecd-principles-for-internet-policy-making.pdf
https://www.oecd.org/sti/ieconomy/oecd-principles-for-internet-policy-making.pdf
https://globalnetworkinitiative.org/gni-principles/
https://cybertechaccord.org/accord/
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applying or interpreting international trade law remains largely unexplored. However, 

scholars in international trade law have examined relationships or linkages between 

international trade law and other fields such as health, culture, environment, labour 

standards, competition and human rights, which can also inform this thesis. These studies 

reveal the complexity and multifaceted nature of these linkages, necessitating that a fine 

balance must be struck between competing policy considerations.146 Panels/AB have, on 

several occasions, resolved conflicts between trade and non-trade values in WTO 

disputes, although no dispute to date directly addresses the potential conflict between 

trade and internet policy concerns.147  

The fundamental principles of internet governance applicable to internet data flows are 

the principles of internet openness, privacy and security. Internet openness refers to the 

free flow of data across the internet without unnecessary disruptions or controls. Internet 

privacy refers to protecting the information/data related to personal lives of internet users, 

including preventing unauthorised use, collection and disclosure of such data. Internet 

security means ensuring the confidentiality, integrity and availability of data and the 

networks carrying data. These principles are elaborated in Chapter 2.  

Principles of internet openness, privacy and security have conflicting domestic and 

international policy dimensions. Internet multistakeholder organisations aim to achieve 

internet privacy and security through global and transparent norms that in turn ensure 

internet openness and enhance trust in the internet ecosystem. However, several 

governments implement data-restrictive measures to achieve domestic internet policy 

objectives, without necessarily considering how these measures affect global 

interoperability and security and the integrity of the internet. These conflicting 

perspectives lead to a fragmented global regime for data flows. Therefore, by exploring 

whether GATS can be aligned with principles of internet openness, privacy and security, 

this thesis also assesses whether GATS can contribute to a coherent and predictable global 

regulatory framework for cross-border data flows.  

 RESEARCH METHODOLOGY, RESEARCH QUESTIONS AND SCOPE OF THE THESIS  

This thesis is primarily based on doctrinal analysis of primary and secondary legal 

material. Doctrinal research, as defined by Hutchinson and Duncan, is ‘research into the 

 

146 See generally Debra P Steger, ‘Afterword: “The Trade And…” Conundrum – A Commentary’ (2002) 

96(1) American Journal of International Law 135; Laurence Boisson de Chazournes, ‘WTO and Non-Trade 

Issues: Inside/Outside WTO’ (2016) 19(2) Journal of International Economic Law 379; Henrik Andersen, 

‘Protection of Non-Trade Values in WTO Appellate Body Jurisprudence: Exceptions, Economic 

Arguments, and Eluding Questions’ (2015) 18(2) Journal of International Economic Law 383; Gabrielle 

Marceau, ‘WTO Dispute Settlement and Human Rights’ (2002) 13(4) European Journal of International 

Law 753, 805; Sungjoon Cho, ‘Linkage of Free Trade and Social Regulation: Moving Beyond the Entropic 

Dilemma’ (2005) 5(2) Chicago Journal of International Law 625.  
147 See, eg, AB Report, US —Shrimp; AB Report, US – Gasoline; AB Report, EC – Asbestos; AB Report, 

Brazil —Retreaded Tyres.  
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law and legal concepts’.148 Further, they state that doctrinal research is ‘research which 

provides a systematic exposition of the rules governing a particular legal category, 

analyses the relationship between rules, explains areas of difficulty and, perhaps, predicts 

future developments’.149  

The relevant primary sources for this thesis include: relevant provisions in WTO 

agreements and PTAs; WTO case law; declarations, resolutions, best practices, and 

proceedings of intergovernmental and multistakeholder organisations dealing with 

internet governance issues; and best practices and voluntary standards adopted by private 

companies and civil society bodies in relation to internet governance and digital services. 

Further, this thesis relies upon a range of secondary sources including journal articles, 

books, reports, consumer surveys, and policy advocacy documents. Although this thesis 

focuses on legal scholarship, it also refers to scholarship in other disciplines such as trade 

policy, international relations, business and economics.  

The following research questions are addressed in this thesis:  

1. Does GATS apply to data-restrictive measures? If so, to what extent does it align 

with principles of internet openness, privacy and security?  

2. Can GATS be applied and interpreted more meaningfully and/or reformed further 

to strengthen alignment with principles of internet openness, privacy and security? 

If so, how?  

To address these questions, the thesis examines three types of data-restrictive chapters: 

(i) data-restrictive measures intended to regulate online content (Chapter 3); (ii) data-

restrictive measures imposed to achieve privacy protection or achieve compliance with 

data protection laws (Chapter 4); and (iii) data-restrictive measures imposed on grounds 

of cybersecurity (Chapter 5). Each of these chapters include case studies testing how the 

rules in GATS apply to data-restrictive measures and whether it can align with or 

contribute to principles of internet openness, privacy and security.150  

The thesis investigates how GATS applies to data-restrictive measures. It also discusses 

some important provisions in recent PTAs related to cross-border data flows but is not an 

exhaustive study of FTAs. To enable in-depth analysis of the disciplines related to trade 

in services, this thesis leaves to one side other related areas of international trade law such 

 

148 See Terry Hutchinson and Nigel Duncan, ‘Defining and Describing What We Do’ (2012) 17(1) Deakin 

Law Review 83, 85, 101. 
149 Ibid. 
150 Chapter 3 contains a case study of a measure restricting unauthorised VPN services in China; Chapter 4 

contains two case studies on the data localisation law in Russia and the data transfer restrictions in the 

GDPR; and Chapter 5 contains a case study of the data localisation requirement in the Vietnamese 

cybersecurity law.  
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as intellectual property and trade in goods.151 The thesis also does not engage with human 

rights issues resulting from data-restrictive measures. Although extremely important, 

human rights issues arising from data-restrictive measures (eg, repression of freedom of 

expression and access to information) cannot be resolved by international trade bodies.152 

This thesis also does not cover directly cover issues related to data access, including the 

issues of applicable law and jurisdictional conflicts over data access.153 Finally, this thesis 

does not comment on issues such as bridging the digital divide,154 and investment-related 

issues.155 

  OVERVIEW OF THE THESIS  

Chapter 2 develops the framework for this thesis by examining norms, codes and best 

practices in internet governance, and identifying the fundamental principles of internet 

governance applicable to internet data flows, namely internet openness, internet privacy 

and internet security. This chapter proposes that internet privacy and security play a 

critical role in ensuring trust in the internet and are therefore enablers of internet openness. 

When implemented in an objective, reasonable and judicious manner, the principles of 

internet privacy and security thus share a complementary relationship with internet 

openness. This chapter then explores the role of these three principles in the application, 

interpretation and reform of international trade law, especially GATS. It argues that 

aligning GATS with internet openness, privacy and security is essential to support both 

an open and predictable framework for digital trade and robust regulations that can 

achieve internet policy objectives.  

Chapter 3 investigates how GATS applies to data-restrictive measures imposed to 

regulate online content and, in that regard, whether GATS can contribute to internet 

openness. This chapter argues that as regards data-restrictive measures imposed to 

regulate online content, GATS can align with internet openness only to a certain extent, 

such as by interpreting GATS commitments in a technologically neutral manner and 

prohibiting discriminatory restrictions on digital services in certain sectors (eg, through 

 

151 See eg, Rohan Kariyasam, International Economic Law and the Digital Divide: A New Silk Road? 

(Edward Elgar, 2008); ISOC, ‘Internet Society Issues Paper on Intellectual Property on the Internet’ (2013) 

<http://www.internetsociety.org/sites/default/files/IPR%20Issues%20Paper_Final_EN.pdf>.  
152 DSU art 7.1. See generally Joost Pauwelyn, ‘Squaring Free Trade in Culture with Chinese Censorship: 

The WTO Appellate Body Report on China – Audiovisuals’ (2008) 11 Melbourne Journal of International 

Law 119, 123-4.  
153 See eg, Thomas Schulz, ‘Carving up the Internet: Jurisdiction, Legal Orders and the Private/Public 

International Law Interface’ (2008) 19(4) European Journal of International Law 799; Uta Kohl, ‘Conflict 

of Laws and the Internet’ in Roger Brownsword, Eloise Scotford, Karen Yeung (eds) The Oxford Handbook 

on the Law and Regulation of Technology (Oxford University Press, 2017) 269-296. For broad discussion  

on issues pertaining to  ‘data and jurisdiction’, see Internet & Jurisdiction Policy Network, ‘Data & 

Jurisdiction Program Operational Approaches’ 

<https://www.internetjurisdiction.net/publications/paper/data-jurisdiction-program-operational-

approaches>.  
154 World Bank, World Development Report: Digital Dividends (2016).  
155 Mitchell and Hepburn, above n 53, 216-30.  

http://www.internetsociety.org/sites/default/files/IPR%20Issues%20Paper_Final_EN.pdf
https://www.internetjurisdiction.net/publications/paper/data-jurisdiction-program-operational-approaches
https://www.internetjurisdiction.net/publications/paper/data-jurisdiction-program-operational-approaches
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obligations on national treatment and market access). Panels/AB can also apply the 

exceptions in GATS art XIV to detect and curtail protectionist measures that Members 

have carefully disguised as online content regulation measures. However, most countries 

regulate online content based on domestic values, which Panels/AB cannot interfere with. 

Absent international consensus on internet censorship norms/standards, Panels/AB are 

constrained in scrutinising the technical efficacy of internet content regulations, and the 

technical/pragmatic feasibility of available less trade-restrictive alternatives.  

Chapter 4 investigates how GATS applies to privacy-related data-restrictive measures 

and whether GATS can contribute to internet openness and privacy in a balanced manner. 

This chapter argues that although privacy-related data-restrictive measures can violate 

GATS obligations such as national treatment and MFN, Members are likely to justify 

such measures under the general exceptions in GATS art XIV. In fact, GATS art 

XIV(c)(ii) explicitly permits Members to take measures necessary to achieve compliance 

with domestic privacy laws. Similarly, GATS art VI can promote proportional and 

objective privacy/data protection standards. In order to apply these provisions 

meaningfully in balancing internet openness and privacy, Panels/AB should use a holistic 

approach examining both legal and technical evidence related to privacy-related data-

restrictive measures. However, the extent to which Panels/AB can use GATS to balance 

internet openness and privacy is limited by: (i) the absence of international consensus 

among countries on norms and standards for internet privacy and data protection; (ii) the 

limited relevance of technological solutions and market-driven standards and 

mechanisms in assessing necessity and proportionality/objectivity of privacy-related 

data-restrictive measures under GATS; and (iii) the uncertain nature of internet privacy 

risks resulting from the highly dynamic nature of digital technologies.  

Chapter 5 investigates how GATS applies to cybersecurity-related data-restrictive 

measures and whether GATS can contribute to internet openness and security in a 

balanced manner. This chapter argues that cybersecurity-related data-restrictive measures 

can violate GATS obligations, although some of these measures are likely to be justified 

under GATS art XIV. The argument for using security exceptions (eg, GATS art XIVbis) 

to justify cybersecurity measures is much weaker and hence less relevant given that it 

applies in exceptional circumstances. This chapter argues that GATS can play an 

important role in detecting discriminatory, unreasonable and non-transparent 

cybersecurity measures. It can also help facilitate a better balance between internet 

openness and security through a creative and thoughtful application of general exceptions 

(GATS art XIV) and provisions on domestic regulation (GATS art VI). However, the 

extent to which Panels/AB can use GATS to balance internet openness and privacy is 

limited by: (i) the ambiguous and diffused cybersecurity governance framework, both 

domestically and internationally; (ii) the lack of binding international consensus on 

cybersecurity standards, norms, and best practices; and (iii) the technological 

uncertainties surrounding the development of digital technologies, especially cyber-

weapons and other harmful software.  
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Chapter 6 first summarises the findings of the previous chapters. This thesis finds that 

GATS can be thoughtfully applied and interpreted to align with principles of internet 

openness, privacy and security. For example, Members’ commitments in their Schedules 

can be interpreted in a technologically neutral and liberalising manner to facilitate internet 

openness. Further, GATS obligations on non-discrimination and market access support 

an open market for cross-border data flows, thus, supporting internet openness. Similarly, 

disciplines on domestic regulation (GATS art VI) can facilitate a better balance of internet 

openness, privacy and security. Finally, under GATS art XIV, Panels can distinguish 

protectionist data-restrictive measures disguised as cybersecurity/privacy/content 

regulation measures from those genuinely necessary to achieve these objectives. 

However, the extent to which GATS can align with internet openness, privacy and 

security is circumscribed by two factors: first, the lack of multilateral consensus on 

international standards and norms on internet openness, privacy and security; and second, 

the growing distrust in the global internet resulting in inward-looking data-restrictive 

measures among Members.  

To address the above challenges, this thesis suggests a multi-pronged approach to better 

align GATS with principles of internet openness, privacy and security. As a part of this 

multi-pronged approach, this thesis recommends: (i) meaningful use of existing GATS 

provisions on transparency (art III) and recognition (art VII) to instill greater trust in the 

digital trade ecosystem; (ii) incorporating new disciplines in WTO law such as obligations 

prohibiting data-restrictive measures such as data localisation, facilitating cross-border 

data flows, and requiring Members to adopt basic frameworks on internet privacy and 

security; and (iii) examining options outside traditional multilateral processes such as 

facilitating stronger international and transnational regulatory cooperation on relevant 

cross-border data regulation-related issues; adopting a high-level and non-binding WTO 

declaration incorporating fundamental principles of data flows; and developing 

experimental collaboration mechanisms between trade and internet governance 

institutions. Given the broad membership of the WTO, the thesis also proposes that the 

WTO support regulatory cooperation in different fora by acting as a site for dialogue, 

information exchange, and coordination among countries.  

 CONTRIBUTIONS TO THE SCHOLARSHIP AND PRACTICE OF INTERNATIONAL TRADE 

LAW  

This thesis makes a meaningful contribution to scholarship for two related reasons. First, 

the subject matter of the thesis is timely in international trade law. Electronic commerce 

is an important item on the negotiating agenda at the WTO156 and elsewhere,157 

 

156 WTO, ‘Joint Statement on Electronic Commerce’, WTO Doc WT/L/1056 (25 January 2019); WTO, 

‘Joint Statement on Electronic Commerce’, WTO Doc WT/MIN(17)/60 (13 December 2017). 
157 See, eg, RCEP Working Group on Electronic Commerce, ‘Terms of Reference’ (2015) 

<http://www.bilaterals.org/IMG/pdf/ecommerce_draft_terms_of_reference.pdf>.  

http://www.bilaterals.org/IMG/pdf/ecommerce_draft_terms_of_reference.pdf


    

 

28 

particularly in relation to cross-border data transfer, cybersecurity, online privacy and 

consumer protection.158 Further, if and when a WTO dispute related to a data-restrictive 

measure arises, the analysis in this thesis will be helpful in understanding how GATS 

might apply to such a dispute. Second, this thesis advances scholarship in relation to 

digital trade and electronic commerce by adopting a new approach that seeks to balance 

the goals of GATS with principles of internet governance. The relationship between 

international trade law and internet governance has received very limited scholarly 

attention, and the existing studies are neither systematic nor detailed.159 By adopting an 

interdisciplinary approach, this thesis brings a fresh perspective to the field. The 

framework developed in this thesis can help bridge gaps and resolve misunderstandings 

between experts and practitioners in the distinct fields of international trade law and 

internet governance.  

 

158 See discussion of various Members’ proposals in Andrew Mitchell and Neha Mishra, ‘Regulating Cross-

Border Data Flows in a Data-Driven World: How WTO Law Can Contribute’ (2019) (Advanced Access) 

Journal of International Economic Law 1, 10-14.  
159 See, eg, Susan Aaronson, ‘Why Trade Agreements are not Setting Information Free: The Lost History 

and Reinvigorated Debate over Cross-Border Data Flows, Human Rights and National Security’ (2015) 

14(4) World Trade Review 676; Luca Belli and Marilia Marcel, ‘The Quiet Rapprochement of Internet 

Governance and Trade Policy’ on Diplo (14 October 2016) <https://www.diplomacy.edu/blog/quiet-

rapprochement-internet-governance-and-trade-policy>.  

https://www.diplomacy.edu/blog/quiet-rapprochement-internet-governance-and-trade-policy
https://www.diplomacy.edu/blog/quiet-rapprochement-internet-governance-and-trade-policy
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Chapter 2: International Trade Law and Internet Governance: A Synergistic 

Framework1 

I INTRODUCTION  

International trade law and internet governance are distinct fields of governance. As 

discussed in the last chapter, international trade law comprises of rules governing cross-

border trade between countries, developed through negotiated agreements at the WTO 

and PTAs. Several provisions within international trade agreements are binding and 

enforceable such that government measures that constitute barriers to trade could be 

actionable in international trade law.2 In contrast, internet governance refers to the 

multistakeholder process through which norms, protocols and best practices are devised 

for governing the internet. Different aspects of internet governance are dispersed across 

various stakeholders, such as multistakeholder bodies (eg, IETF, ICANN, W3C, IGF and 

ISOC); multilateral institutions such as the ITU; government departments/agencies 

dealing with media and telecommunications, commerce and trade, homeland security, 

defence and cybercrime;3 transnational/private bodies, such as the ISO; specialised UN 

agencies; and regional organisations (eg, OECD and APEC).4 Further, civil society 

organisations and technology companies play an instrumental role in internet 

governance.5 

With the rapid expansion of the global market for digital services, measures obstructing 

the internet (eg, data-restrictive measures) also obstruct trade and therefore subject to 

scrutiny under international trade law. Thus, both international trade law and principles 

of internet governance can be relevant in examining the impact of data-restrictive 

measures. Experts in both international trade law and internet governance recognise the 

growing interlinkages between these two fields. For example, experts have acknowledged 

the role of cross-border data flows in driving the digital economy.6 Good governance of 

the internet (such as a high degree of openness, efficiency and stability) facilitates the use 

 

1An adapted version of this chapter was published in Neha Mishra, ‘Building Bridges: International Trade 

Law, Internet Governance, and the Regulation of Data Flows’ (2019) 52(2) Vanderbilt Journal of 

Transnational Law 463-509. 
2 See Chapter 1 (Section IIIB1). 
3 See generally John E Savage and Bruce W McConnell, ‘Exploring Multi-Stakeholder Internet 

Governance’ (East West Institute, January 2015) <https://www.files.ethz.ch/isn/188305/governance.pdf>8, 

10, 13.  
4 See Chapter 1 (Section IV).  
5Madeline Carr, ‘Power Plays in Global Internet Governance’ (2015) 43(2) Millennium: Journal of 

International Studies 640, 654-8; Lauren Movius, ‘The Influence of Global Civil Society on Internet 

Governance Negotiations’ (2015) 43(2) The Florida Communication Journal 1. 
6 See, eg, Joshua P Meltzer and Peter Lovelock, ‘Regulating For a Digital Economy Understanding the 

Importance of Cross-Border Data Flows in Asia’ (Working Paper no 113, Brookings Institution, March 

2018) <https://www.brookings.edu/wp-content/uploads/2018/03/digital-

economy_meltzer_lovelock_working-paper.pdf>; Francesca Casalini and López González, ‘Trade and 

Cross-Border Data Flows’ (OECD Trade Policy Papers no 220, OECD, 2019) <https://www.oecd-

ilibrary.org/trade/trade-and-cross-border-data-flows_b2023a47-en>.  

https://www.files.ethz.ch/isn/188305/governance.pdf
https://www.brookings.edu/wp-content/uploads/2018/03/digital-economy_meltzer_lovelock_working-paper.pdf
https://www.brookings.edu/wp-content/uploads/2018/03/digital-economy_meltzer_lovelock_working-paper.pdf
https://www.oecd-ilibrary.org/trade/trade-and-cross-border-data-flows_b2023a47-en
https://www.oecd-ilibrary.org/trade/trade-and-cross-border-data-flows_b2023a47-en
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of the internet for trade. Therefore, certain recent PTAs include provisions on cross-

border flows of information and data localisation, basic requirements for personal data 

protection, spam, online consumer protection and cybersecurity cooperation.7 The 

internet multistakeholder community also recognises the significance of international 

trade agreements in supporting ‘a free and open [i]nternet, which is just, fair, and 

development oriented and furthers the interoperability of Internet information services’ 

and its positive ramifications on ‘social and economic development’.8 However, several 

stakeholders in this community also believe that international trade agreements are being 

used by powerful stakeholders such as technology giants in a secretive manner,9 adversely 

affecting the policy space necessary for sound internet governance.10  

When applying GATS to data-restrictive measures, a delicate balance must be struck 

between liberalising trade in digital services and preserving domestic internet policy goals 

including regulating online content, protecting individual privacy, improving 

cybersecurity and reducing cybercrimes. This would require a delicate balancing of trade 

and internet policy objectives, including addressing questions regarding the best means 

of achieving this balance. Although data-restrictive measures are implemented 

domestically, they often directly impact the global network of the internet. For example, 

data localisation laws affect not only local businesses, but also digital service suppliers 

located in other parts of the world, for example, how they route their business data across 

different countries and the efficiency of their data operations. Thus, data-restrictive 

measures implicate not only trade but also internet policy concerns, both at a domestic 

and transnational/global level. Thus, balancing of trade and internet policy objective 

entails a complex exercise, requiring Panels/AB to consider multiple facets of digital trade 

and data governance.  

This chapter develops a framework that facilitates balancing of trade and internet policy 

objectives in the application of GATS (or other international trade agreements) to data-

restrictive measures. This framework is developed by investigating the key principles of 

internet governance applicable to internet/digital data flows and then examining their 

relevance in applying international trade law to data-restrictive measures. Three 

principles of internet governance are most pertinent to internet data flows: internet 

openness, internet privacy and internet security. This chapter defines and explains the 

content of these principles, by distilling and assimilating relevant values and ideas from 

 

7 See Neha Mishra, ‘The Role of the Trans-Pacific Partnership Agreement in the Internet Ecosystem: 

Uneasy Liaison or Synergistic Alliance?’ (2017) 20(1) Journal of International Economic Law 31-60.  
8 IGF, Dynamic Coalition on Trade and the Internet Resolution on Transparency (17 December 2017).  
9 In Tae Yoo, ‘New Wine into Old Wineskins? Regime Diffusion by the Powerful from International Trade 

into Cyberspace’ (2017) 32(3) Pacific Focus 375, 376.  
10 Jane Kelsey and Burcu Killic, ‘Briefing on US TISA Proposal on E-Commerce, Technology Transfer, 

Cross-border Data Flows and Net Neutrality’ (17 December 2014) <http://www.world-

psi.org/sites/default/files/documents/research/briefing_on_tisa_e-commerce_final.pdf> 15,16. See 

generally Svetlana Yakovleva and Kristiana Irion, ‘The Best of Both Worlds? Free Trade in Services, and 

EU Law on Privacy and Data Protection?’ (2016) 2(2) European Data Protection Law Review 191.  

http://www.world-psi.org/sites/default/files/documents/research/briefing_on_tisa_e-commerce_final.pdf
http://www.world-psi.org/sites/default/files/documents/research/briefing_on_tisa_e-commerce_final.pdf
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different soft law instruments, policy documents, and scholarship in internet governance. 

The principles of internet openness, privacy and security provide important guiding tools 

to different stakeholders operating in different layers of the internet to ensure 

interoperability and security of data flows.  

Section II elucidates the three key principles in internet governance applicable to internet 

data flows, namely internet openness, security and privacy. This section argues that 

internet privacy and security are preconditions for internet openness, and thus the 

principles of internet openness, privacy and security can and should be implemented in a 

complementary and mutually supporting manner. Section III evaluates whether it is 

theoretically possible to align rules in international trade agreements (such as GATS) with 

the principles of internet openness, privacy and security, including exploring whether 

these principles could be utilised in applying, interpreting and reforming GATS. Section 

IV concludes that principles of internet openness, privacy and security can play an 

important role in the application of GATS to data-restrictive measures. Aligning GATS 

with internet openness, privacy and security is essential to support both an open and 

predictable framework for digital trade and robust regulations that achieve internet policy 

objectives. Thus, the proposed framework is important in balancing trade and internet 

policy objectives, or in other words, supporting liberalisation of trade in digital services 

without compromising on fundamental internet policy objectives. This framework is used 

in Chapters 3, 4 and 5 in examining how trade and internet policy objectives can be 

balanced in applying GATS to data-restrictive measures.  

II INTERNET GOVERNANCE PRINCIPLES UNDERLYING DATA FLOWS  

This section identifies the source and content of the fundamental principles in internet 

governance applicable to internet data flows. Principles of internet governance can be 

derived from multiple sources: declarations and resolutions of multilateral and 

multistakeholder bodies; standards and recommendations of multistakeholder bodies 

such as the IETF and the IGF;11 and voluntary standards developed by civil society or 

private bodies.12 Three fundamental principles of internet governance apply to data 

flowing through the internet, namely internet openness, internet privacy and internet 

security. This section presents these three principles as informative and aspirational tools 

rather than fixed thresholds, acknowledging that openness, privacy and security of the 

 

11 Chapter 1 (Section IV).  
12 See, eg, Global Network Initiative (‘GNI’), Protecting and Advancing Freedom of Expression and 

Privacy in Information and Communications Technologies – Principles on Freedom of Expression and 

Privacy (2009); Electronic Frontier Foundation et al, Manila Principles on Intermediary Liability (2015); 

International Principles on the Application of Human Rights to Communications Surveillance (May 2014); 

ISO, ISO/IEC 27018 Code of Practice for Protection of Personally Identifiable Information (PII) in Public 

Clouds Acting as PII Processors (August 2008).  
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internet is a matter of degree.13 It also provides various examples of how different 

stakeholders implement these principles in practice. Finally, this section argues that the 

principles of internet openness, security and privacy operate as complementary and 

interdependent principles. Thus, these three principles must be realised simultaneously to 

achieve balance, coherence and predictability in the regulation of data flows.  

A The Principle of Internet Openness  

 Fundamental Requirement for Free Flow of Data  

The ‘essence’ of the principle of internet openness is the ‘global free flow of data across 

the network’ without unnecessary disruptions or controls.14 In other words, the higher the 

degree of openness of the internet, the more easily and efficiently data packets are 

exchanged by devices connected to the network. The principle of internet openness can 

be linked to the ‘fundamental nature’ of the internet ie an open and global network 

working on the architectural principles of ‘efficiency’ and ‘non-discrimination’.15 

Engineers refer to this as an ‘end-to-end’ architecture in which ‘information pushed into 

one end of the internet should come out the other without modification’, thus ensuring 

seamless connectivity.16 The internet therefore transfers information through the most 

efficient route but the routing protocols do not ‘know’ anything about the content of the 

data packets and hence ‘cannot by architecture —discriminate or differentiate traffic 

generated by different applications’.17 Put differently, the internet is nothing but a ‘big, 

fat, dumb, digital pipe’,18 with the applications residing at the ends of the network 

possessing the ‘intelligence’ to process the content of the data packets.19 The primary 

 

13 OECD, Economic and Social Benefits of Internet Openness, DSTI/ICCP(2015)17/FINAL (2 June 2016) 

15. See also William J Drake et al, ‘Internet Fragmentation: An Overview’ (Future of the Internet Initiative 

White Paper, World Economic Forum, January 2016) 10; ISOC, ‘Understanding Security and Resilience 

of the Internet’ (2013) <https://www.internetsociety.org/sites/default/files/bp-securityandresilience-

20130711.pdf> 3. 
14 Sarah Box, ‘Internet Openness and Fragmentation: Toward Measuring the Economic Effects’ (Paper 

Series no 36, Centre for International Governance Innovation and Chatham House, May 2016) 1. The 

definition of internet openness used in the thesis has generally been recommended by the OECD. See, eg, 

OECD, above n 13.  
15 Global Commission on Internet Governance (‘GCIG’), ‘One Internet’ (CIGI and Chatham House, 2016) 

vi. 
16 Simson Garfinkel, ‘The End of End-to-End?’ (1 July 2003) MIT Technology Review 

<https://www.technologyreview.com/s/401966/the-end-of-end-to-end/>. See also Brian Carpenter, 

‘Architectural Principles of the Internet’, RFC 1958 (June 1996) 2; James Kempf and Rob Austein, ‘The 

Rise of the Middle and the Future of End-to-End: Reflections on the Evolution of the Internet Architecture’, 

RFC 3724 (March 2004). But see Anthony Rutkowski, ‘Weaponizing the Internet Using the “End-to-end 

Principle” Myth’ on CircleID (12 November 2017) 

<http://www.circleid.com/posts/20171112_weaponizing_the_internet_using_the_end_to_end_principle_

myth/>. 
17 Lawrence B Solum, ‘Models of Internet Governance’ in Lee A. Bygrave and Jon Bing (eds), Internet 

Governance: Infrastructure and Institutions (Oxford Scholarship Online, 2009) 48, 63-64. 
18 Garfinkel, above n 16.  
19 Solum, above n 17, 63-64. 

https://www.internetsociety.org/sites/default/files/bp-securityandresilience-20130711.pdf
https://www.internetsociety.org/sites/default/files/bp-securityandresilience-20130711.pdf
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http://www.circleid.com/posts/20171112_weaponizing_the_internet_using_the_end_to_end_principle_myth/
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consequences of this end-to-end architecture are ‘protection of innovation’ (which 

Zittrain refers as the ‘generativity of the internet’),20 ‘provision of reliability and 

robustness’21 and ‘inter-networking’ via ‘open standards’.22  

Aside from ensuring technical openness, internet openness also has economic and social 

connotations.23 Economic openness refers to the ‘ability of the users to get online and to 

use the internet to enhance their economic opportunities and put them to productive 

uses’.24 Economic openness is determined by several factors such as the degree of 

competition and the availability and pricing of digital services in markets.25 Economic 

openness is curtailed when governments protect their domestic digital sectors using 

restrictive measures including data localisation, imposing indigenous technical standards 

or blocking foreign internet services.26 Social openness refers to the ‘non-pecuniary 

opportunities’ arising out of internet openness, including keeping in touch with people, 

accessing information and expressing ideas on topics of interest.27 Social openness can 

also be linked to the right to the freedom of expression in the online context.28  

The principle of internet openness is often confused with ‘net neutrality’.29 Since the open 

architecture of the internet is based on an end-to-end design, the concepts of internet 

openness and net neutrality are interlinked but not identical. Net neutrality usually refers 

to competition conditions within domestic markets, such as preventing broadband 

providers from blocking specific services or devices, slowing down the speed of specific 

types of internet traffic (‘throttling’), or favouring certain types of internet traffic (‘paid 

prioritisation’).30 Net neutrality contributes to internet openness as it prevents arbitrary 

and discriminatory blocking of digital services.31 Conversely, an open internet enables 

internet users to ‘make their own choices about applications and services to use and which 

 

20 See generally Jonathan L Zittrain, ‘The Generative Internet’ (2006) 119 Harvard Law Review 1974-2040.  
21 ISOC, ‘Internet Invariants: What Really Matters’ <https://www.internetsociety.org/internet-invariants-

what-really-matters>. See also UNESCO, ‘UNESCO Endorses New Approach to Internet Issues’ (2015) 

<http://www.unesco.org/new/en/communication-and-information/resources/news-and-in-focus-

articles/all-news/news/unesco_endorses_new_approach_to_internet_issues/>.  
22 David D Clark et al, ‘Tussle in Cyberspace: Defining Tomorrow’s Internet’ (2002) 

<https://david.choffnes.com/classes/cs4700fa14/papers/tussle.pdf> 8; Kempf and Austein, above n 16, 8.  
23 See generally OECD, above n 13. 
24 Ibid 16. 
25 Ibid. 
26 GCIG, above n 15, 52.  
27 OECD, above n 13, 16. 
28 International Covenant on Civil and Political Rights (‘ICCPR’), art 19(2); Universal Declaration of 

Human Rights (‘UDHR’), art 10. See also Laura DeNardis, ‘One Internet: An Evidentiary Basis for Policy 

Making on Internet Universality and Fragmentation (Paper Series no 38, Centre for International 

Governance Innovation and Chatham House, July 2016) 10. 
29 See, eg, Federal Communications Commission (‘FCC’), Open Internet (26 February 2015) 

<https://www.fcc.gov/general/open-internet>. See also Tim Wu, ‘A Proposal for Net Neutrality’ (2002) 

<http://www.timwu.org/OriginalNNProposal.pdf>.  
30 FCC, above n 29. 
31 OECD, above n 13, 24. 

https://www.internetsociety.org/internet-invariants-what-really-matters
https://www.internetsociety.org/internet-invariants-what-really-matters
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lawful content they want to access, create, or share with others’,32 in turn supporting net 

neutrality.  

 Internet Openness in International Instruments  

Several declarations and soft law instruments recognise the importance of ‘free flow of 

information’,33 the core idea behind the principle of internet openness. The G8 group of 

countries have adopted the Deauville Declaration, which supports ‘openness, 

transparency and freedom of the Internet’ and ‘non-discrimination and fair competition’ 

on the internet.34 The G20 group of countries have also endorsed the importance of free 

flow of information in the digital economy alongside ensuring business and consumer 

trust (a framework termed as ‘data free flow with trust’).35 The OECD recognises that 

‘protect[ing] and promot[ing] the global free flow of information’, ‘promot[ing] the open 

distributed and interconnected nature of the Internet’, and ‘promot[ing] and enabl[ing] 

the cross-border delivery of services’ are fundamental principles of internet policy-

making.36 These principles were reaffirmed by OECD countries in the 2016 Cancun 

Declaration.37 Various bilateral statements have also expressed support for the principle 

of internet openness.38 One of the significant declarations on internet governance is the 

NetMundial Multistakeholder Statement,39 acknowledging the important of ‘free flow of 

information’ and the ‘right to access, share, create and distribute information on the 

internet, consistent with the rights of authors and creators’.40  

 

32 Susan Ariel Aaronson and Rob Maxim, ‘Trade and the Internet: Policies in the US, the EU and Canada’ 

in David A Deese (ed), Handbook of the International Political Economy of Trade (Edward Elgar, 2014) 

550, 551.  
33 WSIS Declaration of Principles [4]; Tunis Agenda [4]. Free flow of information is recognised as human 

right in many treaties: UDHR art 19 (not binding, but some scholars recognise it as customary international 

law), ICCPR art 19 (only binding on signatories). See further Lisa J Damon, ‘Freedom of Information 

versus National Sovereignty: The Need for a New Global Forum for the Resolution of Transborder Data 

Flow Problems’ (1986) 10(2) Fordham International Law Journal 262, 268-71. 
34 G8, Deauville G8 Declaration – Renewed Commitment for Freedom and Democracy (26-27 May 2011) 

(‘Deauville Declaration’) art II.9.  
35 G20, G20 Osaka Leaders’ Declaration (28-29 June 2019) [11]. See also G20, G20 Ministerial Statement 

on Trade and Digital Economy (8-9 June 2019) [15], [16].  
36 OECD Principles for Internet Policy Making, Principles 1, 2, 4.  
37 OECD, Ministerial Declaration on the Digital Economy (2016) <https://www.oecd.org/internet/Digital-

Economy-Ministerial-Declaration-2016.pdf> (‘Cancún Declaration’).  
38 See, eg, European Union — United States Trade Principles for Information and Communication 

Technology Services (4 April 2011); Japan — United States Trade Principles for Information and 

Communication Technology Services (27 January 2012).  
39 NETmundial Multistakeholder Statement (24 April 2014).  
40 The Netmundial Principles <https://netmundial.org/principles>.  

https://www.oecd.org/internet/Digital-Economy-Ministerial-Declaration-2016.pdf
https://www.oecd.org/internet/Digital-Economy-Ministerial-Declaration-2016.pdf
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 Implementing the Principle of Internet Openness  

The flow of data packets requires openness and interoperability across different layers of 

the internet.41 For example, technical protocols and standards (such as routing protocols) 

and application software must be mutually interoperable so as to facilitate internet 

openness. An integrated and universal IP address system (Domain Name System or 

‘DNS’) is essential for accuracy, transparency and efficiency in data flows through the 

internet.42 Further, for facilitating internet openness, commercial digital services should 

be built on transparent and interoperable standards to ensure that customers can access 

and use different digital services.43 To the contrary, the use of closed or proprietary 

standards or platforms reduces internet openness.44 For example, certain digital service 

cannot function on closed platforms (ie platforms with proprietary standards) because 

their technical codes are incompatible with those of the platform. Private companies and 

the internet technical community play a central role in ensuring interoperability of 

technical designs and protocols across different layers of the internet.  

Internet openness requires transparency, both at a technical and regulatory level. For 

instance, governments should inform internet users the specific reasons why they deny 

access to a specific digital service. Similarly, the governments should provide clear 

information to the private sector regarding the laws and regulations affecting digital 

services. The IETF recommends a separate code ‘to provide transparency in 

circumstances where issues of law or public policy affect server operations’.45 This 

transparency is important as measures interfering with internet openness often affect the 

seamless architecture of the internet. One such example is an internet censorship measure 

that could harm the integrity of the DNS.46 Broeders terms the ‘main protocols and 

infrastructure’, including the DNS, as the ‘public core of the internet’.47 When imposing 

restrictions on internet openness, governments or private sector should avoid 

implementing measures affecting this public core of the internet.  

 

41 DeNardis, above n 28, 4, 5; John Palfrey and Urs Gasser, Interop: The Promise and Perils of Highly 

Interconnected Systems (Basic Books, 2012) 5, 6. See also Rolf H Weber, ‘Legal Interoperability as a Tool 

for Combatting Fragmentation’ (Paper Series no 4, Centre for International Governance Innovation and 

the Royal Institute of International Affairs, 2014). 
42 OECD, above n 13, 1. 
43 See, eg, Grace A Lewis, ‘The Role of Standards in Cloud Computing’, Technical Note no CMU/SEI-

2012-TN-012, Carnegie Mellon University (October 2012) 18-19.  
44 DeNardis, above n 28, 9; OECD, above n 13, 5. 
45 Tim Bray, ‘An HTTP Status Code to Report Legal Obstacles’, RFC 7725 (February 2016).  
46 Joanna Kulesza and Rolf H Weber, ‘Protecting the Public Core of the Internet’ (GCSC Brief no1, Global 

Commission on the Stability of Cyberspace, November 2017) 77.  
47 See generally Dennis Broeders, The Public Core of the Internet: Towards an International Agenda for 

Internet Governance (Amsterdam University Press, 2016) 13.  
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A completely open internet can be sub-optimal.48 For example, a certain degree of internet 

fragmentation is necessary to provide greater security for confidential communications 

or for setting up business operations such as firewalls and virtual private network (‘VPN’) 

services.49 Differences in language or cultural preferences can also reduce internet 

openness.50 As the internet has become a mainstream commercial platform, certain 

reasonable restrictions on the openness of the network may also be necessary to ensure 

greater security.51 Thus, the principle of internet openness does not imply absolute 

openness but rather allows for reasonable and necessary constraints on the free flow of 

data. This means that governments can regulate digital services or data on legitimate 

public policy grounds, for example, to prevent circulation of racist content or child 

pornography.52 Thus, DeNardis argues that ‘coordination and technical design choices’ 

to facilitate internet openness is not just an engineering function but also requires 

‘constan[t] navigat[ion]’ between ‘diverging social values and interests’ that ‘vary by 

region’.53  

Not all countries support the principle of internet openness with the same enthusiasm. For 

instance, Russia and China have repeatedly asserted that sovereign control over the free 

flow of information is essential for protecting the cultural or moral ethos of the country 

and ensuring national security.54 This idea of national sovereignty in cyberspace (or 

‘cyber sovereignty’) entails governments ‘governing’ the internet.55 An extreme version 

of cyber sovereignty would imply that governments can align the internet with their 

national boundaries leading to a highly fragmented network.56 Governments could also 

use this ideology to argue that they are free to impose any restrictions on the internet for 

 

48 OECD, OECD Digital Economy Outlook (OECD Publishing, 2015) 73-74; Christopher Yoo, ‘When Are 

Two Networks Better than One? Toward A Theory of Optimal Fragmentation’ (Paper Series no 36, Centre 

for International Governance Innovation and Chatham House, June 2016) 1; Box, above n 14, 1; Wolfgang 

Kerber and Heike Schweitzer, ‘Interoperability in the Digital Economy’ (2017) 8(1) Journal of Intellectual 

Property, Information Technology and Electronic Commerce Law 39, 42. 
49 DeNardis, above n 28, 9.  
50 Laura De Nardis, ‘Five Destabilizing Trends in Internet Governance’ (2015) 12(1) I/S: A Journal of Law 

and Policy 113, 127. 
51 Zittrain, above n 20, 1977-8. 
52 Daniel Castro and Robert Atkinson, ‘Beyond Internet Universalism: A Framework for Addressing Cross-

Border Internet Policy’ (Information Technology and Information Foundation, 2014) 8.  
53 DeNardis, above n 28, 3. 
54 ‘China Internet: Xi Jinping calls for “cyber sovereignty”’, BBC (online), 16 December 2015 

<http://www.bbc.com/news/world-asia-china-35109453>; Paul R Burgman, ‘Securing Cyberspace: China 

Leading the Way in Cyber Sovereignty’, The Diplomat (online), 18 May 2016 

<http://thediplomat.com/2016/05/securing-cyberspace-china-leading-the-way-in-cyber-sovereignty/>; 

Bruce Sterling ‘Respecting Chinese and Russian Cyber Sovereignty in the Formerly Global Internet’ on 

Wired (22 December 2015) <https://www.wired.com/beyond-the-beyond/2015/12/respecting-chinese-and-

russian-cyber-sovereignty-in-the-formerly-global-internet/>.  
55 See Sarah McKunn and Shazeda Ahmed, ‘The Contestation and Shaping of Cyber Norms Through 

China’s Internet Sovereignty Agenda’ (2018) 12 International Journal of Communication 3935, 3837-46; 

Jinhang Zeng et al, ‘China’s Solution to Global Cyber Governance: Unpacking the Domestic Discourse of 

“Internet Sovereignty”’ (2017) 45(3) Politics & Policy 432, 442-5.  
56 See Milton Mueller, Will the Internet Fragment? (Polity Press, 2017) 34. 

http://www.bbc.com/news/world-asia-china-35109453
http://thediplomat.com/2016/05/securing-cyberspace-china-leading-the-way-in-cyber-sovereignty/
https://www.wired.com/beyond-the-beyond/2015/12/respecting-chinese-and-russian-cyber-sovereignty-in-the-formerly-global-internet/
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the purposes of achieving domestic policy objectives, without paying attention to the 

technological and economic consequences of their measures.  

B The Principle of Internet Privacy  

 Internet Privacy: A User-Centric Approach 

The principle of internet privacy refers to protecting the information related to personal 

lives of internet users by giving them control over the collection and use of their data and 

preventing unauthorised use, collection and disclosure of such data.57 Privacy is closely 

linked to data protection and these two concepts are often used interchangeably despite 

certain differences between them.58 Data protection is an important tool to implement 

privacy and is thus at ‘the core of data protection’.59 The key principles of data protection 

(for example, as found in several domestic laws) are well-summarised by Bygrave:  

Personal data should be collected by fair and lawful means (principle of fair and lawful 

processing); the amount of personal data collected should be limited to what is necessary 

to achieve the purpose(s) for which the data is gathered and further processed (principle of 

minimality); personal data should be collected for specified, legitimate purposes, and not 

used in ways that are incompatible with those purposes (principle of purpose limitation); 

personal data should be relevant, accurate, and complete in relation to the purposes for 

which it is processed (principle of data quality); personal data should be protected against 

unauthorized attempts to disclose, delete, change, or exploit it (principle of data security); 

and processing of personal data should be transparent to, and capable of being influenced 

by, the data subject (principle of data subject influence).60 

However, privacy itself is a broader concept referring to individuals being able to keep 

information about their personal lives private (as discussed below).  

Given the increased use of digital technologies and Big Data processing, the principle of 

internet privacy refers to the protection of privacy of individual users, for example, in the 

process of managing their personal data include gathering, storing, using and transferring 

 

57 Report of the UN Secretary-General’s High-level Panel on Digital Cooperation, The Age of Digital 

Interdependence (2019) 18. 
58 Juliane Kokott and Christoph Sobotta, ‘The Distinction Between Privacy and Data Protection in the 

Jurisprudence of the CJEU and the ECtHR’ (2013) 3(4) International Data Privacy Law 222, 228.  
59 Kokott and Sobotta, above n 58, 222-3. Some distinguish between the economic rationale behind privacy 

ie building consumer trust from the human rights rationale ie protecting privacy rights of an individual and 

argue that the latter is weaker than the former. See, eg, Svetlana Yakovleva, ‘Should Fundamental Rights 

to Privacy and Data Protection be a Part of the EU’s International Trade “Deals”?’ (2018) 17(3) World 

Trade Review 477, 478. 
60 Lee A Bygrave, Data Privacy Law (Oxford University Press, 2014) 1-2. As discussed earlier, data 

security is covered under internet security than internet privacy.  
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such data61 and protecting internet users from unwanted or illegal surveillance.62 The 

scope of internet privacy however excludes the security of the data (ie user information 

is stored and transferred securely) as it falls within the scope of the principle of internet 

security (discussed in Section IIC).  

The concept of privacy is culture-specific and varies across countries. For example, in 

certain countries, an individual’s privacy is considered secondary to other interests such 

as national security, maintenance of public order, and even commercial interests.63 Even 

in countries with developed privacy regimes, a conflict could exist regarding the proper 

approach for achieving internet privacy. In particular, scholars have discussed at length 

the clash between the EU and US models of privacy.64 While the EU model is prescriptive 

and adopts a comprehensive framework on privacy and data protection, the US adopts a 

more market-oriented approach, largely depending on self-regulation on privacy issues, 

barring a few sensitive sectors.65 Further, certain scholars argue that the US approach, 

which is aimed at ensuring privacy to facilitate consumer trust, is weaker than the EU 

approach, which treats privacy as a fundamental human right. 66 In practice, however, this 

argument is inconclusive as it is the means/tools used to enforce privacy that ultimately 

determine whether privacy of individuals is preserved or not, as discussed in Section IIB3.  

The lack of a suitable privacy framework can be detrimental to users, particularly when 

their data is freely transferable across the internet. The 2019 CIGI-Ipsos Global Survey 

on Internet Security and Trust identified the most pressing privacy concerns faced by 

internet users in several countries across the world.67 For example, 53% of the 

respondents reported that they were more concerned about internet privacy compared to 

the previous year.68 Previously, the 2018 CIGI-Ipsos Global Survey on Internet Security 

and Trust also revealed that due to privacy and security concerns, 1 in 10 global internet 

users were making lesser purchases online or closing social media accounts than the 

 

61 Bygrave, above n 60, 1. 
62 See Steve Henn, ‘If There’s Privacy in the Digital Age, It has a New Definition’ on NPR (3 March 2014) 

<http://www.npr.org/sections/alltechconsidered/2014/03/03/285334820/if-theres-privacy-in-the-digital-

age-it-has-a-new-definition>. 
63 See eg, the concept of information security embedded in China’s cybersecurity laws refers to national or 

public security rather than individual’s right to privacy. See generally Jyh-An Lee, ‘Hacking into China’s 

Cybersecurity Law’ (2018) 53(1) Wake Forest Law Review 57, 89-94.  
64 Catherine L Mann, ‘International Internet Governance: Oh What A Tangled Web We Weave’ (2001) 

2(2) Georgetown Journal of International Affairs 79, 81; Paul M Schwartz, ‘The EU-U.S. Privacy 

Collision: A Turn to Institutions and Procedures’ (2013) 126(7) Harvard Law Review 1966-2009.  
65 Mann, above n 64.  
66 Yakovleva, above n 59, 483-4  
67 This is an annual survey conducted by Centre for International Governance Innovation (‘CIGI’) and 

IPSOS (a market research company), covering 25 countries across Middle East and Africa, Asia, South 

America, Europe and the G8 countries. This survey has been conducted since 2014 and has progressively 

recorded declining trust of internet users on privacy, data protection and cybersecurity-related issues. 
68 CIGI and IPSOS, ‘2019 CIGI-Ipsos Global Survey on Internet Security and Trust’ 

<https://www.cigionline.org/internet-survey-2019>. 

http://www.npr.org/sections/alltechconsidered/2014/03/03/285334820/if-theres-privacy-in-the-digital-age-it-has-a-new-definition
http://www.npr.org/sections/alltechconsidered/2014/03/03/285334820/if-theres-privacy-in-the-digital-age-it-has-a-new-definition
https://www.cigionline.org/internet-survey-2019
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previous year.69 Thus, poor implementation of internet privacy significantly reduces trust 

in the internet and could affect various human activities on the internet. 

The development of Big Data analytics has triggered significant concerns regarding 

protection of privacy of internet users.70 Further, commercial surveillance is common in 

many ‘free services, such as email, social networking sites, and messenger applications. 

The suppliers of these services collect enormous amounts of customer data, which are 

used for targeted advertising or sold to third parties, often without informed user 

consent.71 Even for paid digital services, such as cloud computing, significant uncertainty 

exists regarding how companies store, process and transfer user data and the parties that 

can access this data.72 Similarly, internet privacy is eroded by online surveillance 

programs carried out by government intelligence agencies.73 Several governments 

demand that digital service suppliers provide information regarding their source code and 

encryption keys as a condition of supplying services in that country, thereby potentially 

endangering user privacy. Thus, internet privacy is a central concern in internet 

governance and a key requirement for ensuring free and secure data flows. 

 Growing Recognition of Internet Privacy  

Within the internet governance regime, the principle of internet privacy is almost 

unanimously recognised as being fundamental. In the Tunis Agenda, the internet 

multistakeholder expressed commitment to ‘strengthe[n] the trust framework’, including 

‘enhancing the protection of personal information, privacy’.74 As early as 1990, the UN 

General Assembly adopted a resolution on computerised personal data processing setting 

out basic principles including protecting privacy protection in transborder data flows:75  

When the legislation of two or more countries concerned by a transborder data flow offers 

comparable safeguards for the protection of privacy, information should be able to circulate 

 

69 CIGI and IPSOS, ‘2018 CIGI-Ipsos Global Survey on Internet Security and Trust’ 

<https://www.cigionline.org/sites/default/files/documents/CIGI-2018-Factum.pdf >. 
70 See, eg, Maximillian Schrems v Data Protection Commissioner, Case C-362/14, [2015] 

ECLI:EU:C:2015:650 (European Court of Justice, Grand Chamber, 6 October 2015) (‘Schrems v Data 

Protection Commissioner’). See also Derek Scally, ‘Max Schrems Files First Cases under GDPR against 

Facebook and Google’, The Irish Times (25 May 2018) 

<https://www.irishtimes.com/business/technology/max-schrems-files-first-cases-under-gdpr-against-

facebook-and-google-1.3508177>.  
71 GCIG, above n 15, vii.  
72 Ibid.  
73 Certain civil society groups are attempting to build consensus around principles that should apply to 

governments engaging in surveillance. See, eg, International Principles on the Application of Human 

Rights to Surveillance (2014) <https://necessaryandproportionate.org/principles>.  
74 Tunis Agenda [39]. See also Paul De Hart and Vagelis Papakonstantinou, ‘Three Scenarios for 

International Governance of Data Privacy: Towards an International Data Privacy Organization, Preferably 

a UN Agency?’ (2013) 9(2) I/S: A Journal of Law and Public Policy 271, 293-300. 
75 Guidelines for the Regulation of Computerized Personal Data Files, UN Doc 45/95 (14 December 1990) 

[9].  

https://www.cigionline.org/sites/default/files/documents/CIGI-2018-Factum.pdf
https://www.irishtimes.com/business/technology/max-schrems-files-first-cases-under-gdpr-against-facebook-and-google-1.3508177
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as freely as inside each of the territories concerned. If there are no reciprocal safeguards, 

limitations on such circulation may not be imposed unduly and only in so far as the protection 

of privacy demands.  

More recently, the UN General Assembly also noted that the increasing ‘capacity of 

governments, companies and individuals to undertake surveillance, interception and data 

collection’ can threaten the privacy of individuals, and that states need to take necessary 

action in this regard.76 Several international human rights treaties also recognise the right 

to privacy of individuals,77 although these treaties refer only to domestic violations of 

privacy rights not cross-territorial conduct including cross-border surveillance.78  

Certain regional organisations have also developed principles on internet privacy. The 

OECD recognises the importance of ‘consistency and effectiveness in privacy protection’ 

at a ‘global level’ as ‘good practice’ in internet governance.79 The OECD has adopted the 

OECD Privacy Guidelines, which contains implementation guidelines for its members 

including development of national privacy strategy alongside adoption of privacy laws 

and enforcement mechanisms.80 One of the key objectives of this framework is ensuring 

that privacy laws do not become a tool for disguised protectionism.81 Similar to the OECD 

framework, APEC countries have adopted a voluntary ‘privacy framework’, the APEC 

Privacy Framework, which ‘recogniz[es] the importance of the development of effective 

privacy protections that avoid barriers to information flows, ensure continued trade, and 

economic growth in the APEC region’.82 Amongst domestic regulations, the General Data 

Protection Regulation (‘GDPR’) of the EU is the most comprehensive and detailed 

framework on data protection (discussed later in Chapter 4).83  

 Implementing the Principle of Internet Privacy  

Although values related to internet privacy are recognised globally, governments enforce 

privacy and data protection laws in different ways, based on their political and cultural 

perspectives and their individual regulatory capacity.84 Through data protection laws, 

governments impose various checks on data collectors and processors in their domestic 

 

76 The Right to Privacy in the Digital Age, 71st session, Third Committee, Agenda Item 68(b), UN Doc 

A/C.3/71/L.39/Rev.1 (16 November 2016) Preamble.  
77 UDHR art 12; ICCPR art 17; European Convention on Human Rights (‘ECHR’) art 8.  
78 Frederic Gilles Sourgens, ‘The Privacy Principle’ (2017) 42(2) Yale Journal of International Law 345, 

356-7. 
79 OECD, OECD Recommendation of the Council concerning Guidelines governing the Protection of 

Privacy and Transborder Flows of Personal Data (2013) (‘OECD Privacy Guidelines’). 
80 OECD Privacy Guidelines, [19].  
81 Bygrave, above n 60, 44.  
82 APEC, APEC Privacy Framework (November 2004) <http://www.apec.org/Groups/Committee-on-

Trade-and-Investment/~/media/Files/Groups/ECSG/05_ecsg_privacyframewk.ashx> (‘APEC Privacy 

Framework’). See also Bygrave, above n 60, 77.  
83 See Chapter 4 (Section IV).  
84 Joanna Kulesza, ‘International Law Challenges to Location Privacy Protection’ (2013) 3(3) International 

Data Privacy Law 158, 161.  
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laws to ensure more transparency in the process of data collection, such as imposing 

consumer consent requirements for collecting, transferring or using personal data of 

users. Since these regulatory practices and laws are not always uniform across countries, 

they create legal uncertainty for digital service suppliers operating across various 

countries, including significantly increasing their compliance costs. According to 

UNCTAD, by April 2016, 108 countries had implemented data protection laws, and 

several others were in the process of developing new laws.85 Some of these data protection 

laws contain blanket and other sector-specific restrictions on cross-border data flows such 

as in public services,86 finance87 and health.88  

The International Conference of Data Protection and Privacy Commissioners 

(‘ICDPPC’), consisting of 122 data protection authorities from across the world,89 meets 

annually to strengthen international cooperation on privacy issues, particularly addressing 

privacy issues of the digital age.90 This body has adopted various resolutions on data 

protection covering a vast number of areas including Artificial intelligence, Big Data, and 

smart technologies.91 As a transnational body consisting of data protection authorities 

from across the world, this body plays an important role in achieving greater consistency 

across different domestic privacy laws and regulations.  

The successful implementation of the principle of internet privacy is significantly 

dependant on the technical designs and standards used in digital services as well as 

ensuring that all digital service suppliers adopt robust privacy compliance checks. The 

internet technical community recognises internet privacy as one of the fundamental 

considerations in devising protocols and architectural designs.92 In fact, the IETF has 

 

85 UNCTAD, Data Protection Regulations and International Data Flows: Implications for Trade and 

Development (2016) 41-2.  
86 See, eg, Freedom of Information and Protection of Privacy Act, RSBC 1996, c 165, s. 30.1 

87 See, eg, 中国人民银行关于银行业金融机构做好个人金融信息保护工作的通知 [现行有效] [Notice 

to Urge Banking Financial Institutions to Protect Personal Financial Information] (People’s Republic of 

China), Order no No.17 [2011] of the People’s Bank of China, 5 January 2011.  
88 Personally Controlled Electronic Health Records Act 2012 (Cth) s 77.  
89 ICDPPC, ‘List of Accredited Members’<https://icdppc.org/participation-in-the-conference/list-of-

accredited-members/>.  
90 ICDPPC, ‘Strategic Direction and Mission’ <https://icdppc.org/the-conference-and-executive-

committee/strategic-direction-mission-and-vision/>.  
91 ICDPPC, ‘Adopted Resolutions’ <https://icdppc.org/document-archive/adopted-resolutions/ >.  
92 See generally, ‘IAB and IESG Statement on Cryptographic Technology and the Internet’, RFC 1984 

(August 1996) (one of the earliest RFCs to recognise ‘the need for increased protection of international 

commercial transactions on the Internet, and by the need to offer all Internet users an adequate degree of 

privacy’, particularly focusing on the importance of public key cryptography to ensure internet trust and 

security). See also Stephen Farrell et al, ‘Pervasive Monitoring is an Attack’, RFC 7258, IETF (May 2014) 

(outlining the various considerations in preventing surveillance); Alissa Cooper et al, ‘Privacy 

Considerations for Internet Protocols’, RFC 6973, IETF (July 2013) 22 (providing a catalogue for 

assessment of the privacy level of technical protocols (see especially sections 7.1-7.4)); ‘Guidelines for 

Human Rights Protocol Considerations’ (Draft), IETF, 20 March 2018 <https://tools.ietf.org/id/draft-irtf-

hrpc-guidelines-00.html> (being developed to enable technology providers to check their technical 

protocols against certain fundamental human rights relevant in the online context). 

http://www.pkulaw.cn/fulltext_form.aspx?Db=chl&Gid=153510
http://www.lawinfochina.com/Search/SearchLaw.aspx?Effective=01
https://icdppc.org/participation-in-the-conference/list-of-accredited-members/
https://icdppc.org/participation-in-the-conference/list-of-accredited-members/
https://icdppc.org/the-conference-and-executive-committee/strategic-direction-mission-and-vision/
https://icdppc.org/the-conference-and-executive-committee/strategic-direction-mission-and-vision/
https://icdppc.org/document-archive/adopted-resolutions/
https://tools.ietf.org/id/draft-irtf-hrpc-guidelines-00.html
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taken note of these concerns since its early days.93 Engineers in organisations such as the 

IETF and W3C and in private companies have developed several protocols and 

architectural designs that achieve privacy in the logical and the applications layers of the 

internet, thus contributing to the robustness of the fundamental architecture of the internet 

and digital applications/services.94 The ISO has also set out standards for incorporating 

privacy protection in different digital services such as cloud computing services.95 

However, the internet technical community is not sufficiently equipped to deal with the 

political issues pertinent to privacy protection, for example, where privacy violations are 

required for government intelligence operations.96  

Further, companies managing internet infrastructure (such as internet intermediaries, 

network operators) and supplying digital services incorporate necessary privacy features 

in their services, for example, through end-to-end encryption and transparent practices in 

data processing.97 Another example of a private sector collaboration is the Global 

Network Initiative (‘GNI’) that consists of ‘growing alliance of Internet and 

telecommunications companies, human rights and press freedom groups, investors, and 

academic institutions from around the world’, and supports laws and regulations 

‘protect[ing] free expression and privacy rights worldwide’.98 All GNI participants have 

expressed commitment to fundamental principles on privacy.99 In order to address the 

‘trust gap’ of internet users in countries with extensive mass surveillance programmes, 

leading technology companies also compile annual transparency reports that provide 

information to the public on government requests for user data.100 Given the complexities 

associated with implementing internet privacy, experts have advocated for greater 

collaboration between governments, private sector and the internet technical 

community.101 Insufficient coordination between various stakeholders on internet privacy 

 

93 Lee A Bygrave, ‘Hardwiring Privacy’ in Roger Brownsford et al (eds), The Oxford Handbook of Law, 

Regulation and Technology (Oxford University Press, 2017) 755, 766.  
94 Farrell et al, above n 92, 3-4. 
95 See eg, ISO, Information Technology — Security Techniques — Code of Practice for Protection of 

Personally Identifiable Information (PII) in Public Clouds Acting as PII Processors, ISO/IEC 27018:2014 

<https://www.iso.org/obp/ui/#iso:std:iso-iec:27018:ed-1:v1:en>.  
96 See eg, Farrell et al, above n 92; Cooper et al, above n 92; Kempf and Austein, above n 16, 9-10. See 

also Adamantia Rachovitsa, ‘Engineering and Lawyering Privacy by Design: Understanding Online 

Privacy both as a Technical and an International Human Rights Issue’ (2016) 24(4) International Journal 

of Law and Information Technology 374, 376. 
97 Amnesty International, ‘How Private Are Your Favourite Messaging Apps?’ (21 October 2016) 

<https://www.amnesty.org/en/latest/campaigns/2016/10/which-messaging-apps-best-protect-your-

privacy/>. 
98 See ‘Global Network Initiative’, Homepage, <https://globalnetworkinitiative.org/>. 
99 GNI Principles of Freedom of Expression and Privacy (May 2017) 

<https://globalnetworkinitiative.org/gin_tnetnoc/uploads/2018/04/GNI-Principles-on-Freedom-of-

Expression-and-Privacy.pdf >.  
100 See, eg, Google’s transparency reports available at <https://transparencyreport.google.com/?hl=en>.  
101 OECD, ‘Thirty Years After: The OECD Privacy Guidelines’ (2011) 13; Laura DeNardis, ‘The Future 

of Global Cyber Trust: Fragmentation v. Universality Tradeoffs’ (Paper Presented at 2017 Global Digital 

Futures Forum, May 2017). See also WGIG Report [83]. 

https://www.iso.org/obp/ui/#iso:std:iso-iec:27018:ed-1:v1:en
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often results in data-restrictive measures, which are harmful for both commercial and 

technical reasons.  

C Principle of Internet Security  

 Essence of Internet Security  

Internet security is defined as ensuring confidentiality, integrity and availability of all 

digital data as well as the networks and computer systems containing, 

communicating/carrying and processing that data.102 The principle of internet security 

requires protecting the integrity of the internet, thereby ‘preventing unintended or 

unauthorized access, change or destruction of data’ transferred through it.103 No network 

can be fully secure from all threats and vulnerabilities.104 Therefore, ensuring internet 

security means more security within the network rather than the network being 

completely secure. In other words, this principle is aimed at preserving the fundamental 

integrity and stability of the network to the greatest extent possible.105  

Additionally, the principle of internet security refers to security of the applications layer; 

for example, technical designs and standards used in digital services should be robust so 

as to protect them against foreign intrusion and/or data theft.106 Internet security is 

achieved through a combination of network and data security, enabling ‘trust among 

networks, between websites and browsers, and in common technical standards and 

systems of routing and addressing’.107 Standards related to internet security relate to a 

variety of objectives from managing data to protecting data/networks against security 

failures/breaches; thus, internet security standards cover anything from the ‘mathematical 

definition of a cryptographic algorithm to the specification of security features in a 

browser’.108 Different terms are used to refer to internet security including 

‘cybersecurity’, ‘digital security’ and ‘information security’.109 In this thesis, ‘internet 

security’ and ‘cybersecurity’ are used interchangeably.  

 

102 This definition is developed by looking at definition of ‘cybersecurity’ in DFAT, Australia’s 

International Cyber Engagement Strategy (October 2017) 23 and Convention on Cybercrime, Preamble. 

See also Jeff Kosseff, ‘Defining Cybersecurity Law’ (2018) 103(3) Iowa Law Review 985,1010. 
103 University of Maryland University College, ‘Cybersecurity Primer’ <http://www.umuc.edu>; Report of 

the UN Secretary-General’s High-level Panel on Digital Cooperation, above n 57, 18.  
104 ISOC, ‘Understanding Security and Resilience of the Internet’ (2013) 

<https://www.internetsociety.org/sites/default/files/bp-securityandresilience-20130711.pdf> 3. 
105 Ibid.  
106 See generally Martha Finnemore and Duncan B Hollis, ‘Constructing Norms for Global Cybersecurity’ 

(2016) 110(3) American Journal of International Law 425,431; Duncan B Hollis, ‘An e-SOS for 

Cyberspace’ (2011) 52(2) Harvard International Law Journal 373, 380.  
107 DeNardis, above n 101.  
108 Shin-yi Peng, ‘“Private” Cybersecurity Standards? Cyberspace Governance, Multistakeholderism, and 

the (Ir)relevance of the TBT Regime’ (2018) 51(2) Cornell International Law Journal 445, 446.  
109 See, eg, OECD, above n 13, 28; OECD, Digital Security Risk Management for Economic and Social 

Prosperity, OECD Recommendation and Companion Document (17 September 2015) 19, 20. 

http://www.umuc.edu/
https://www.internetsociety.org/sites/default/files/bp-securityandresilience-20130711.pdf
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 Internet Security in Various International Instruments  

Several declarations of the internet multistakeholder community have emphasised the 

importance of internet security. For example, the Tunis Agenda recognises internet 

security as one of the fundamental principles of internet governance: 

[W]e commit ourselves to the stability and security of the Internet as a global facility and 

to ensuring the requisite legitimacy of its governance, based on the full participation of 

all stakeholders, from both developed and developing countries, within their respective 

roles and responsibilities.110 

The IGF has also engaged deeply with issues of internet security since its inception in 

2005,111 including organising fora to discuss best practices in cybersecurity 

governance.112 The NetMundial Multistakeholder Statement sets out multistakeholder 

goals on internet security:113  

Security, stability and resilience of the Internet should be a key objective of all stakeholders 

in Internet governance. As a universal global resource, the Internet should be a secure, 

stable, resilient, reliable and trustworthy network. Effectiveness in addressing risks and 

threats to security and stability of the Internet depends on strong cooperation among 

different stakeholders. 

The foremost international treaty dealing with internet security issues is the Convention 

on Cybercrime, which has been ratified by 63 countries.114 This treaty requires all parties 

to adopt laws and regulations to deal with various cyber-offences affecting the 

confidentiality, integrity and availability of data.115 The African Union has also adopted 

a treaty on cybersecurity that inter alia requires all parties to adopt national cybersecurity 

strategies.116 Additionally, the UN General Assembly has adopted several resolutions on 

promoting global cooperation on cybersecurity issues, protection of critical infrastructure, 

and prevention of cyber-related crimes.117 Further, the United Nations Group of 

 

110 Tunis Agenda [31].  
111 See Alejandro Pisanty, ‘Security: The Key to Trust and Growth of the Internet’ in William J Drake (ed), 

Internet Governance: Creating Opportunities for All (United Nations Publishing, 2010) 46, 46-54.  
112 IGF, ‘BPF Cybersecurity’ <https://www.intgovforum.org/multilingual/content/bpf-cybersecurity>.  
113 Netmundial Principles <https://netmundial.org/principles>. 
114 Council of Europe, ‘Chart of Signatures and Ratifications of Treaty 185’  

<https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185/signatures?p_auth=exhG7iJ7>  
115 See, eg, Convention on Cybercrime, art 2- art 10.  
116 African Union Convention on Cybersecurity and Personal Data Protection, art 7; art 24. 
117 GA Res 55/63: Combating the Criminal Misuse of Information Technologies, 55th session, Resolution 

adopted by the General Assembly on 4 December 2000, Third Committee, Agenda Item 105, UN Doc 

A/RES/55/63 (22 January 2001); GA Res 58/199: Creation of a Global Culture of Cybersecurity and the 

Protection of Critical Information Infrastructures, Resolution adopted by the General Assembly on 23 

December 2003, 58th session, Agenda Item 91(b), UN Doc A/RES/58/199 (30 January 2004); GA Res 

64/211: Creation of a Global Culture of Cybersecurity and Taking Stock of National Efforts to Protect 

Critical Information Infrastructures, Resolution adopted on 21 December 2009, 64th session, Agenda Item 

55(c), UN Doc A/RES/64/211 (17 March 2010); GA Res 56/121: Combating the Criminal Misuse of 

https://www.intgovforum.org/multilingual/content/bpf-cybersecurity
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Governmental Experts on Developments in the Field of Information and 

Telecommunications in the Context of International Security (‘UN GGE’), a UN 

intergovernmental working group, actively contributed to the development of 

international law on global cybersecurity till its demise in 2017.118 Declarations on 

internet security have been adopted by regional bodies, such as the OECD,119 G20,120 

APEC,121 and G7.122 Many countries are also working in bilateral arrangements to achieve 

cooperation on issues related to internet security. 123  

 Implementing the Principle of Internet Security  

Different stakeholders in the internet governance regime are interested in different facets 

of internet security and thus have different rationales for internet security.124 A consensus 

undoubtedly exists among stakeholders that internet security is of paramount 

importance.125 But the understanding regarding the scope and meaning of internet security 

varies significantly. For example, certain countries have linked internet security to 

national security, including focusing on issues related to cyber-warfare.126 Many 

governments implement cybersecurity laws to facilitate protection of critical 

infrastructure from cyberattacks (often conflating national security and internet security 

in this process).127 Further, internet security is also included in the digital economy 

strategy of different countries.128 However, the appetite for risk varies among 

 

Information Technologies, Resolution Adopted by the General Assembly on 19 December 2001, 56th 

session, Agenda Item 110, UN Doc A/RES/56/121 (23 January 2002).  
118 Geneva International Platform, ‘UN GGE’ <https://digitalwatch.giplatform.org/processes/ungge>. 
119 OECD, Digital Security Risk Management, above n 109; OECD, OECD Recommendation of the Council 

on the Protection of Critical Information Infrastructures, C(2008)35 (30 April 2008); OECD, 

Recommendation of the Council Concerning Guidelines for Cryptography Policy, C(97)62/FINAL (27 

March 1997).  
120 G20, G20 Ministerial Statement on Trade and Digital Economy (8-9 June 2019) [25]-[27].  
121 APEC, APEC Cybersecurity Strategy, Doc no telwg26/ BFSG/22 (2002). 
122 G7, Declaration on Responsible States Behaviour in Cyberspace (11 April 2017).  
123 See, eg, Scott Warren Harold, ‘The U.S.-China Cyber Agreement: A Good First Step’ on The RAND 

Blog (1 August 2016) <http://www.rand.org/blog/2016/08/the-us-china-cyber-agreement-a-good-first-

step.html>; Franz-Stefan Gady, ‘Japan and the United States to Deepen Cybersecurity Cooperation’, The 

Diplomat (online), 2 June 2015 <http://thediplomat.com/2015/06/japan-and-the-united-states-to-deepen-

cybersecurity-cooperation/>; Yuxi Wei, ‘China-Russia Cybersecurity Cooperation: Working Towards 

Cyber-Sovereignty’ (21 June 2016) <https://jsis.washington.edu/news/china-russia-cybersecurity-

cooperation-working-towards-cyber-sovereignty/>. See also Finnemore and Hollis, above n 106, 442.  
124 ISOC, ‘Internet Society Approach to Cybersecurity Policy’ (22 January 2015) 

<https://www.internetsociety.org/news/internet-society-approach-cyber-security-policy>. 
125 Joanna Kulesza, International Internet Law (Routledge, 2012) 67.  
126 See, eg, Letter dated 12 September 2011 from the Permanent Representatives of China, the Russian 

Federation, Tajikistan and Uzbekistan to the United Nations addressed to the Secretary-General, Item 93 

of the Provisional Agenda, GA 66th session, UN Doc A/66/359 (14 September 2011). 
127 Broeders, above n 47, 13; Laura DeNardis et al, ‘The Rising Geopolitics of Internet Governance: Cyber 

Sovereignty v. Distributed Governance’ (Paper Presented at Columbia SIPS Tech & Policy Initiative, 

Columbia SIPA, November 2016) 16-17. 
128 See generally OECD, ‘Cybersecurity Policy Making at a Turning Point: Analysing a New Generation 

of National Cybersecurity Strategies’ (OECD Digital Economy Papers no 2011, OECD Publishing, 

November 2012); OECD, above n 48, 30.  
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governments. The Global Cybersecurity Index, developed by the ITU, illustrates the 

variation in the levels of engagement and preparedness of countries on cybersecurity.129 

Further, certain countries use cybersecurity or information security strategies to disguise 

political or economic interests, including monitoring citizens and protecting local 

companies.130  

In contrast, technology companies adopt security standards to protect their intellectual 

property as well as personal data of their customers, such as credit card or personal 

identification details.131 The internet technical community is also concerned about 

ensuring that internet protocols are secure. For example, in 1997, the IETF decided that 

all RFCs132 would have ‘security considerations of the protocol or procedures’.133 The 

IETF has also designed a new set of technical standards known as the Domain Name 

System Security Extensions, which can help assess the authenticity of websites through 

cryptography and prevent malicious attacks.134 However, the IETF technical protocols 

are not specifically based on the domestic laws of individual countries.135 The IGF also 

plays a key role in the development of best practices in cybersecurity governance by 

engaging with experts through different regional and global initiatives, including 

addressing specific concerns of developing countries.136 

Technology companies and the internet technical community play a central role in the 

implementation of internet security, including designing security standards and exercising 

security controls.137 Majority of standard-setting on internet security is not managed by 

state or intergovernmental bodies but rather carried out through informal trust-based 

relationships among private bodies, such as among internet service suppliers, computer 

security incident response teams within companies/organisations, domain name 

registrars, hosting companies, Information Technology departments, and private security 

 

129 ITU, ‘Global Cybersecurity Index’ <http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx>.  
130 Adam Segal, ‘Chinese Cyber Diplomacy in a New Era of Uncertainty’ (Aegis Paper Series no 1703, 

Hoover Institution, June 2017) 3-5, 16; Joshua Kopstein, ‘Washington’s Cybersecurity is About 

Surveillance, Not Security’, Al Jazeera (online), 10 March 2015 

<http://america.aljazeera.com/opinions/2015/3/washingtons-cybersecurity-is-about-surveillance-not-

security.html>.  
131 Finnemore and Hollis, above n 106, 453. See generally Josephine Wolff, ‘What We Talk About When 

We Talk About Cybersecurity: Security in Internet Governance Debates’ (2016) 5(3) Internet Policy 

Review 1, 1-4; OECD, Digital Security Risk Management, above n 109, 19-20. 
132 See Chapter 1 (Section IVA).  
133 John Postel and J Raymonds, ‘Instructions to RFC Authors’ RFC 2223 (October 1997) 10. See also Eric 

Rescola et al, ‘Guidelines for Writing RFC Text on Security Considerations’, RFC 3552 (July 2003).  
134 GCIG, above n 15, 53. 
135 IAB and IESG, ‘IETF Policy on Wiretapping’, RFC 2804 (May 2000).  
136 See, eg, IGF, ‘IGF2018 Best Practice Forum on Cybersecurity: Cybersecurity Culture, Norms and 

Values’ (December 2018) <http://www.intgovforum.org/multilingual/filedepot_download/6764/1437>.  
137 Francesca Casalini et al, ‘A “Digital” Convention to Protect Cyberspace?’ (International Economic Law 

Clinic, Trade Lab, 18 January 2018) 10. 
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services.138 The same holds true for management of spam since most internet service 

suppliers use spam blocking lists maintained by private companies.139 However, with the 

increased important of internet security, certain governments have started 

devising/enforcing domestic cybersecurity standards, often incompatible with the 

internationally recognised standards adopted by most digital service suppliers.140 

Given the predominant role of the private sector and internet technical community in the 

implementation of internet security, developing protocols or standards on cybersecurity 

requires collaboration between different stakeholders and a shared understanding 

regarding their individual roles in the management of security risks.141 Some of the most 

prominent examples of such collaborative frameworks are the US’ NIST Cybersecurity 

Framework and the European Union Agency for Cybersecurity (‘ENISA’). Under both 

these frameworks, the governments collaborate with the private sector in the development 

of cybersecurity laws/strategies/standards.142  

D Complementarity of Internet Openness, Privacy and Security  

At first sight, the principles of internet privacy and security appear to conflict with the 

principle of internet openness as security and privacy measures can directly or indirectly 

interfere with the unrestricted flow of data through the internet. In practice, however, 

openness in data flows is only possible in a network in which privacy and security features 

are embedded into the network.143 In other words, majority of the vulnerabilities and flaws 

arising from the open architecture can be addressed by end-to-end encryption of data and 

higher network security standards, making data-restrictive measures largely redundant.144 

This section argues that the principles of internet openness, privacy and security can and 

should be realised in a balanced and complementary manner. 

The principle of internet privacy is not per se a barrier to cross-border data flows. This is 

because implementing internet privacy enables users to trust the network and digital 

services.145 It also ensures that data can flow freely through the network without 

unnecessary impediments. In order to enable implementation of higher levels of internet 

 

138 Louise Marie Hurel and Luisa Lobato, ‘Unpacking Cybernorms: Private Companies as Norm 

Entrepreneurs’ (Conference Presentation, GigaNet Annual Symposium, 2018); Milton L Mueller, Networks 

and States: The Global Politics on Internet Governance (MIT Press, 2010) 163.  
139 For instance, Spamhaus, ARM Research Labs, Spamcop are examples of private companies providing 

DNS blacklists to control spam.  
140 See further discussion on implementing domestic cybersecurity standards in Chapter 5 (Section IIB).  
141 Mueller, above n 138, 159-60; Scott J Shackelford, Managing Cyber Attacks in International Law, 

Business, and Relation: In Search of Cyber Peace (Cambridge University Press, 2013) 3-4.  
142 Peng, above n 108, 451-2.  
143 ISOC, ‘Understanding Security and Resilience of the Internet’ (2013) 

<https://www.internetsociety.org/sites/default/files/bp-securityandresilience-20130711.pdf> 3; OECD, 

above n 48, 19; Jeremy West, ‘A Framework for Understanding Internet Openness’ (Paper Series no 35, 

Centre for International Governance Innovation and Chatham House, May 3016) 5; GCIG, above n 15, 2. 
144 Clark et al, above n 22, 8. 
145 See generally DeNardis, above n 101.  
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privacy across borders, certain governments have entered into bilateral or regional 

arrangements to enable cross-border data transfers without compromising on privacy. 

Two such examples discussed in Chapter 4 are the APEC Cross Border Privacy Rules 

and EU-US Privacy Shield.146 These arrangements ensure that cross-border data flows 

are not unnecessarily constrained on grounds of achieving internet privacy.  

Similarly, the principle of internet security does not necessarily contradict the principle 

of internet openness. The typical argument is that internet openness opens the door to 

various kinds of malicious and criminal activities, such as cyberespionage, stealing of 

personal information, and cyberattacks on the critical infrastructure of countries.147 

Improving the security of the network does require certain checks (eg, robust encryption 

and cybersecurity standards) to ensure that the open internet does not become a site for 

criminal or illegal activities.148 However, in requiring such checks for internet security, 

governments can balance them against other objectives such as free flow of information 

and privacy.149 Thus, internet security does not have to necessarily be implemented in an 

isolated manner but can be realised in a manner that supports internet openness.150 

Further, the openness of the internet is not necessarily the cause of malicious or illegal 

activity. For example, robust security and privacy features in digital services/applications 

are effective in countering several illegal activities on the internet.151 Thus, adopting 

adequate and necessary standards of internet security and privacy in the various layers of 

the internet enhances its openness and facilitates data flows.152 Further, internet users tend 

to place greater trust in open networks rather than closed networks (often run by specific 

companies or where mandated by certain governments) because unauthorised 

surveillance can be conducted in closed networks with greater ease and secrecy as 

compared to public networks. Internet openness also stimulates more innovation in 

ensuring higher standards of security and privacy.153 

 

146 Chapter 4 (Sections IIA2(c), IVA).  
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House, May 2016) 2.  

https://www.internetsociety.org/sites/default/files/bp-securityandresilience-20130711.pdf
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Conversely, lack of internet privacy or security can reduce internet openness as many 

users either stop using certain services or ‘tur[n] to closed, proprietary solutions’.154 

Further, blocking data flows does not counter all security risks because intelligent users, 

particularly cyber-criminals, often work around firewalls or other filtering tools. Even 

data-restrictive measures arguably designed to ensure internet security and privacy can 

backfire because data concentrated in domestic servers is highly vulnerable to cyber-

attacks and external surveillance, particularly in jurisdictions with poor 

cybersecurity/privacy laws.155 Finally, open technical standards and protocols are more 

secure than closed and proprietary standards as the security and privacy features of the 

latter remain unknown to the internet technical community and internet users.156  

Internet privacy and internet security are also interrelated principles. As Kuner argues:  

Privacy depends absolutely on security. No obligation to provide privacy, whether 

entered into voluntarily or compelled by law, will be meaningful if the data to be 

protected are accessed or stolen by unauthorized third parties. As a result, all modern data 

protection principles include an obligation to protect security as well. Data privacy and 

cybersecurity are often advanced by common tools, such as encryption, data 

minimization, and limits on collecting, retaining, and transferring personal data. In short, 

what is good for privacy is often good for security as well.157 

Thus, balancing the principles of internet openness, security and privacy is fundamental 

to the regulation of data flows. These principles have a complementary relationship that 

constitutes the foundation of an open and trusted internet.158 Measures related to internet 

security and privacy act as building blocks rather than impediments to data flows. Thus, 

these three principles are neither contrary to nor isolated from each other; rather, they can 

and should be implemented in a complementary manner.  

The discussion in this section alludes to the global and multistakeholder nature of the 

internet. However, individual governments implement laws and regulations based on their 

domestic policy objectives, without necessarily considering how internet openness, 

privacy and security can be realised on a global network. In other words, several domestic 

laws and regulations do not reflect an optimum balance of internet openness, security and 

privacy necessary to ensure security and integrity of data flows. For example, many data-

restrictive measures discussed in the subsequent chapters result from compromising 

internet openness under the guise of achieving internet privacy and security domestically. 

 

154 GCIG, above n 15, vii. 
155 Anupam Chander and Uyen P Le, ‘Data Nationalism’ Anupam Chander and Uyen P Le, ‘Data 

Nationalism’ (2015) 64(3) Emory Law Journal 677, 719-21. 
156 Nardis, above n 50, 130. 
157 Christopher Kuner et al, ‘The Rise of Cybersecurity and its Impact on Data Protection’ (2017) 7(2) 

International Data Privacy Law 73, 73-4. See also Rachovitsa, above n 96, 386.  
158 ISOC, ‘A Policy Framework for an Open and Trusted Internet’ (March 2017) 3. See also ISOC, Global 

Internet Report (2016) 22; Carl Bildt and Gordon Smith, ‘The One and Future Internet’ (2016) 1(2) Journal 

of Cyber Policy 142, 145.  
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This causes a fragmented global framework on data flows, thereby disrupting various 

economic and social activities conducted through the internet without achieving stronger 

outcomes for achieving internet policy objectives, either domestically or globally. Thus, 

the next section focuses on how the principles of internet openness, privacy and security 

can be relevant in balancing trade and internet policy objectives in international trade law.  

III OPERATIONALISING INTERNET OPENNESS, PRIVACY AND SECURITY IN 

INTERNATIONAL TRADE LAW: A THEORETICAL FRAMEWORK  

The principles of internet openness, security and privacy originate from soft law 

instruments including international declarations as well as several extra-legal instruments 

(eg, RFCs), industry best practices, and other technical documents.159 This section argues 

that despite being non-binding in nature, the principles of internet openness, privacy and 

security can be relevant in applying, interpreting and reforming international trade law as 

they facilitate balancing of trade and internet policy objectives. First, Section IIIA argues 

that these three principles can contribute to achieving different objectives of the GATS 

and WTO Agreement. Section IIIB argues that these three principles can help facilitate a 

sound framework for digital trade. Finally, Sections IIIC and IIID argue that these 

principles can be helpful in: (i) applying existing trade rules such as providing evidence 

on the technical aspects of data-restrictive measures in examining the necessity of such 

measures under GATS art XIV; and (ii) formulating new rules on cross-border data flows 

to plug existing gaps in GATS.  

A Compatibility with GATS and WTO Agreement  

The principles of internet openness, security and privacy are compatible with and help in 

achieving the underlying ‘economic welfare’ objective of WTO law. The economic 

welfare objective of WTO law is embodied in the Preamble of the WTO Agreement:  

Recognizing that their relations in the field of trade and economic endeavour should be 

conducted with a view to raising standards of living, ensuring full employment and a 

large and steadily growing volume of real income and effective demand, and expanding 

the production of and trade in goods and services, while allowing for the optimal use of 

the world's resources…  

Recognizing further that there is need for positive efforts designed to ensure that 

developing countries, and especially the least developed among them, secure a share in 

the growth in international trade commensurate with the needs of their economic 

development… 

To achieve the above objectives, Members agree to engage in trade liberalisation by 

‘entering into reciprocal and mutually advantageous arrangements’ for reducing tariffs 

 

159 For explanation of ‘soft law’, see Diane Shelton, ‘Soft Law’ in David Armstrong (ed), Routledge 

Handbook of International Law (Routledge, 2012) 68, 70.  
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and non-tariff barriers to trade as well as ‘eliminating discriminatory treatment in 

international trade relations’.160  

The GATS Preamble also recognises the importance of trade liberalisation and balancing 

the interests of developing and developed countries:161 

Wishing to establish a multilateral framework of principles and rules for trade in services 

with a view to the expansion of such trade under conditions of transparency and 

progressive liberalization and as a means of promoting the economic growth of all trading 

partners and the development of developing countries;… 

Desiring the early achievement of progressively higher levels of liberalization of trade in 

services through successive rounds of multilateral negotiations aimed at promoting the 

interests of all participants on a mutually advantageous basis and at securing an overall 

balance of rights and obligations, while giving due respect to national policy 

objectives;… 

Desiring to facilitate the increasing participation of developing countries in trade in 

services and the expansion of their service exports including, inter alia, through the 

strengthening of their domestic services capacity and its efficiency and 

competitiveness;… 

Implementing the principles of internet openness, privacy and security in a balanced, 

complementary manner (as discussed in Section IID) enables a globally interconnected 

network that facilitates digital innovation and entrepreneurship, thereby promoting 

economic welfare.162 The digital services market is the fastest growing sector in the world 

today and a key driver of the global economy.163 The entry barriers in the industry are 

low, thereby ensuring that consumers can access a range of globally competitive and high-

quality services from across the world.164 Further, digital platforms have increased access 

of SMEs to consumers outside their local or domestic markets.165 Experts have argued 

that digital services will be critical in enabling entrepreneurs in developing countries and 

LDCs to reach a wider global audience in a cost-effective manner and reducing income 

 

160 WTO Agreement, Preamble.  
161 GATS, Preamble.  
162 See, eg, Rainer Lanz et al, ‘E-Commerce and Developing Country-SME Participation in Global Value 

Chains’ (WTO, 13 November 2018) <https://www.wto.org/english/res_e/reser_e/ersd201813_e.pdf>.  
163 World Bank, ‘ICT Service Exports’ 

<https://data.worldbank.org/indicator/BX.GSR.CCIS.ZS?end=2017&start=2010&view=chart >. 
164 See generally eBay Inc, ‘Micro-Multinationals, Global Consumers and the WTO’ 

<https://www.ebaymainstreet.com/sites/default/files/Micro-Multinationals_Global-

Consumers_WTO_Report_1.pdf>; OECD, ‘Small and Medium-sized Enterprises: Local Strength, Global 

Reach’ (OECD Policy Brief, June 2000). 
165 Lanz et al, above n 162; Simon Bell, ‘Small and Medium Enterprises (SMEs) Finance’ (World Bank 

Brief, 1 September 2015) <http://www.worldbank.org/en/topic/financialsector/brief/smes-finance>.  

https://www.wto.org/english/res_e/reser_e/ersd201813_e.pdf
https://data.worldbank.org/indicator/BX.GSR.CCIS.ZS?end=2017&start=2010&view=chart
https://www.ebaymainstreet.com/sites/default/files/Micro-Multinationals_Global-Consumers_WTO_Report_1.pdf
https://www.ebaymainstreet.com/sites/default/files/Micro-Multinationals_Global-Consumers_WTO_Report_1.pdf
http://www.worldbank.org/en/topic/financialsector/brief/smes-finance
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gaps between developing and developed countries.166 These businesses also generate 

revenues and increase employment for local people.167 Thus, the increased use of the 

internet as a platform for trade directly helps achieve the fundamental objectives set out 

in GATS and WTO Agreement.  

Further, implementing the principles of internet openness, security and privacy requires 

governments to implement transparent and non-discriminatory measures in relation to 

cross-border data flows. For example, governments need to clearly establish the security 

or privacy rationale behind data-restrictive measures. Further, in devising these measures, 

governments can collaborate with relevant stakeholders in the industry and civil society 

to find the right balance between internet openness, security and privacy. As a result, 

governmental practices that diminish accessibility and trust of digital services to favour 

domestic companies or enable unauthorised access to data would be minimised. 

Therefore, in implementing these three principles, governments can also achieve core 

objectives in WTO law of transparency and non-discrimination.168  

Finally, implementing internet openness, security and privacy in a complementary 

manner is also essential to achieve the inherent balance enshrined in GATS between trade 

liberalisation and national policy objectives. The principles of internet privacy and 

security explicitly recognise the need for regulatory frameworks where data and network 

integrity and security as well as privacy of individuals are protected. Thus, by considering 

the interplay of these principles in assessing measures on cross-border data flows under 

GATS, governments can achieve the necessary balance required to protect domestic 

internet policy goals without unduly interfering with internet openness.  

B Benefits of Internet Openness, Privacy and Security for Digital Trade  

Implementing the principle of internet openness benefits digital trade given that this 

principle is meant to ensure global interconnectivity of digital networks. Internet 

openness is about not only technical but also social and economic openness.169 For 

instance, internet openness enhances opportunities for service suppliers to innovate 

anywhere, thereby helping them sell their products globally rather than just in regional or 

national markets. Internet openness also provides greater choice to consumers, in terms 

of both price and quality.170 Further, the use of open and global standards and protocols 

(as required in implementing the principle of internet openness) enhances consumer 

 

166 See, eg, Laura Tyson and Susan Lund, ‘Digital Globalization and the Developing World’ on Project 

Syndicate (25 March 2016) <https://www.project-syndicate.org/commentary/digital-globalization-

opportunities-developing-countries-by-laura-tyson-and-susan-lund-2016-03>.  
167 See generally eBay Inc, above n 164.  
168 See GATS art III, II, VI, XVI, XVII.  
169 See Section IIA1.  
170 OECD, above n 13, 9; Drake et al, above n 13, 36; Box, above n 14, 1. 

https://www.project-syndicate.org/commentary/digital-globalization-opportunities-developing-countries-by-laura-tyson-and-susan-lund-2016-03
https://www.project-syndicate.org/commentary/digital-globalization-opportunities-developing-countries-by-laura-tyson-and-susan-lund-2016-03
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confidence and increases consumer access to competitive and secure digital services and 

thus contributes to digital trade.171  

Implementing internet privacy is a fundamental requirement for digital trade.172 

Particularly after recent exposures involving massive privacy breaches by digital giants 

(eg, Facebook),173 users are more aware of companies’ privacy policies and are likely to 

prefer those digital services/applications that ensure greater privacy. Moreover, cross-

border trade in digital services will grow only in an environment where internet users 

trust digital service suppliers, particularly how these suppliers control, use and share user 

data. In that context, the EU has consistently argued that trade law and data protection 

must go together.174 Some recent PTAs also recognise the importance of ensuring trust 

and confidence of users of electronic commerce, including providing for a sound 

framework for protecting personal data (as discussed further in Chapter 4).175 

Internet users are increasingly anxious about using digital services that appear less secure, 

for instance, services whose databases have been previously hacked by criminals or 

foreign governments. Because of such concerns, internet users are also avoiding digital 

services that do not use recognised electronic payment services or are offered from 

countries with poor cybersecurity standards.176 Therefore, to gain consumer trust and 

make competitive digital services for global markets, digital service suppliers should be 

able to adopt innovative and robust security standards.177 An open internet based on open 

and transparent technical standards and protocols therefore is likely to provide for a higher 

degree of internet security than closed networks developed on non-transparent standards.  

In certain cases, cybersecurity standards can be an impediment to digital trade. For 

example, China mandates the adoption of indigenous standards that are believed to be 

less secure and transparent than open standards.178 Further, the Chinese government 

 

171 OECD, above n 13, 8; West, above n 143, 3. 
172 UNCTAD, above n 85, 3-4; Aaditya Mattoo and Joshua Meltzer, ‘International Data Flows and Privacy: 

The Conflict Resolution’ (2018) 21(4) Journal of International Economic Law 769, 770-1.  
173 See, eg, Kartikay Mehrotra and Aoife White, ‘Facebook Must Face Lawsuit Over 29 Million-User Data 

Breach’, The Bloomberg (online), 24 June 2019 <https://www.bloomberg.com/news/articles/2019-06-

24/facebook-must-face-lawsuit-over-29-million-user-data-breach>.  
174 Communication from the Commission to the European Parliament and the Council, Exchanging and 

Protecting Personal Data in a Globalised World, Doc No COM(2017) 7 final (10 January 2017) [I.3]. 
175 See eg, ASEAN-Australia-New Zealand Free Trade Agreement (‘AANZFTA’) art 7; China–South Korea 

Free Trade Agreement (‘China – Korea FTA’) art 13.5; Free Trade Agreement between the European 

Union and its Member States and the Republic of Korea, (‘EU–Korea FTA’) art 7.48.2; CPTPP art 14.8; 

CETA art 16.4.  
176 CIGI and IPSOS, ‘2018 CIGI-Ipsos Global Survey on Internet Security and Trust’ 

<https://www.cigionline.org/sites/default/files/documents/CIGI-2018-Factum.pdf >.  
177 Daniel Castro and Alan McQuinn, ‘Unlocking Encryption: Information Security and the Rule of Law’, 

(Information Technology and Information Foundation, March 2016) <http://www2.itif.org> 9, 35.  
178 See generally Nathaniel Ahrens, ‘National Security and China’s Information Technology Standards’ 

(Centre for Strategic and International Studies, 2012). Similarly, for a discussion of the WAPI (wireless) 

standard in China, see Hill, above n 148, 49, 54.  

https://www.bloomberg.com/news/articles/2019-06-24/facebook-must-face-lawsuit-over-29-million-user-data-breach
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demands access to encryption keys as well as source code used in digital services,179 

thereby increasing risks of unauthorised surveillance and trade secret thefts from foreign 

companies. Additionally, certain domestic laws impose highly restrictive measures on 

digital service suppliers on grounds of achieving cybersecurity protection.180 Such 

measures deter foreign service suppliers from entering the domestic market and adversely 

affect consumers. In a similar vein, some countries block foreign websites or services 

considered insecure.181 These types of blockages usually deprive consumers of high-

quality and competitive digital services, even when there are no evident security concerns. 

The principle of internet security can be effective in addressing such excessive and 

unreasonable measures because it requires adoption of reasonable, global and innovative 

cybersecurity standards. Thus, when implemented in its true spirit, the principle of 

internet security supports digital trade.  

C Applying and Interpreting International Trade Law  

Principles of internet governance are not binding in international law. Kleinwachter 

argues that the adoption of resolutions and recommendations by intergovernmental 

organisations, such as the G8 and the OECD, and intergovernmental declarations, such 

as between the EU and the US, on the free flow of information, privacy and cybersecurity, 

marks a ‘policy shift’ towards a ‘soft law approach’.182 Kulesza argues that principles of 

internet governance found in multistakeholder declarations (eg, Tunis Agenda) constitute 

soft law. She also argues that as principles of internet governance mature further, they 

may evolve into a ‘customary framework’ and ‘general principles’ of ‘international 

internet law’.183 However, these arguments are not universally accepted. At best, a weak 

case exists that internet governance principles are binding in public international law.  

Nonetheless, the principles of internet openness, security and privacy can help in applying 

and interpreting international trade agreements. For example, under the general 

exceptions (GATS art XIV), a Panel can assess whether a trade-restrictive measure is 

justified as necessary to achieve policy objectives such as protecting public morals or 

maintaining public order or securing compliance with domestic laws including privacy 

 

179 See, eg, Microsoft and International Business Machines Inc have provided their source code to the 

Chinese government, in order to sell their digital products in the domestic market. See Theodore H Moran, 

‘Should US Tech Companies Share Their “Source Code” with China?’ on Real Time Economic Issues 

Watch (27 October 2015) <https://piie.com>. 
180 See, eg, case study on Vietnamese cybersecurity law in Chapter 5 (Section V).  
181 See, eg, Leonhard Weese, ‘What Does China's VPN Ban Really Mean?’, The Forbes (online), 25 January 

2017 <http://www.forbes.com/sites/leonhardweese/2017/01/25/what-does-chinas-vpn-ban-really-

mean/#6e6963c2efdc>; ‘UK Cybersecurity Chief Wants National Filter to Block “Bad Addresses”’ CBS 

News (online), 14 September 2016 < http://www.cbsnews.com/news/u-k-cybersecurity-chief-wants-filter-

to-block-bad-addresses/>. 
182 Wolfgang Kleinwachter, ‘Internet Principle Hype: How Soft Law is Used to Regulate the Internet’ 

(2011) <https://lists.afrinic.net/pipermail/africann/2011-August/003811.html>. 
183 Kulesza, above n 125, 136-8, 144-55.  

https://piie.com/
http://www.forbes.com/sites/leonhardweese/2017/01/25/what-does-chinas-vpn-ban-really-mean/#6e6963c2efdc
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and/or cybersecurity laws.184 For example, the Chinese Firewall prevents data flows into 

China from several foreign websites to protect public morals/order in China. The GDPR 

restricts how data is transferred outside the EU to protect the high data protection 

standards of the EU. If these measures are challenged at the WTO, Panels can examine 

the efficacy of these measures and consider other less trade-restrictive alternatives, for 

example, under the necessity test in GATS art XIV. This assessment can also provide 

insights regarding how a given data-restrictive measure affects the balance between the 

principles of internet openness, security and privacy, facilitating the Panel to strike a 

better balance between trade obligations and internet policy objectives of Members. This 

argument is further elaborated in the case studies in Chapters 3, 4 and 5. 

GATS provides various tools for Panels to consider technical evidence in disputes 

concerning data-restrictive measures. For example, Panels can examine amicus curiae 

briefs from relevant internet expert bodies (eg, IETF) or civil society bodies submitted in 

a WTO dispute by disputing or third parties.185 Given that several Members recognise the 

close interlinkage between trade and internet policy, such submissions are not unlikely.186 

Additionally, Panels can invite internet technical/policy experts to provide inputs or 

technical evidence on relevant issues in a trade dispute concerning data-restrictive 

measures.187 Such inputs are likely to be helpful in achieving a better balance between 

trade and internet policy objectives. Thus, if and when a trade dispute on a data-restrictive 

measure arises, the Panel should consider inviting the relevant internet experts in the field.  

D Framing Trade Rules on Cross-Border Data Flows  

The principles of internet openness, security and privacy can also be relevant and 

informative in framing new rules on cross-border data flows and related issues of privacy 

and cybersecurity protection. Currently, these issues are being discussed at the WTO and 

negotiated in various PTAs. For example, numerous proposals submitted by Members 

under the WTO Joint Statement Initiative and Work Programme on Electronic Commerce 

acknowledge the importance of free flow of data to electronic commerce and propose 

provisions prohibiting data localisation; enabling data flows necessary for the conduct of 

digital trade; and developing a sound regulatory environment for electronic commerce 

including addressing privacy, online consumer protection and cybersecurity.188  

 

184 See Chapter 1 (Section IIIB2).  
185 AB Report, US — Shrimp, [105]-[108].  
186 See n 188.  
187 DSU art 13.2.  
188 See eg, Communication from the US, ‘Joint Statement on Electronic Commerce’, WTO Doc 

INF/ECOM/23 (26 April 2019); Communication from the EU, ‘Joint Statement on Electronic Commerce’, 

WTO Doc INF/ECOM/22 (26 April 2019); Communication from Brazil, ‘Joint Statement on Electronic 

Commerce’, WTO Doc INF/ECOM/17 (30 October 2018); Communication from New Zealand, ‘Joint 

Statement on Electronic Commerce’, WTO Doc INF/ECOM/21 (26 April 2019). Communication from 

New Zealand, ‘Joint Statement on Electronic Commerce’, WTO Doc INF/ECOM/21 (26 April 2019). See 

also Communication from the US, ‘Work Programme on Electronic Commerce’, WTO Doc JOB/GC/94 (4 
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GATS was not designed to address trade issues in a digital world. For example, GATS 

does not require Members to adopt basic regulations on privacy or cybersecurity 

regulations so as to facilitate free flow of services across borders.189 Perspectives from 

internet governance can be helpful in ensuring that GATS is more compatible with the 

digital economy, including ensuring that trade rules contribute to realising the principles 

of internet openness, privacy and security in a mutually supportive and balanced manner. 

This would not only enable a more secure and robust environment for internet governance 

but also contribute to liberalising trade in digital services and balancing trade and internet 

policy objectives in a coherent and sensible manner.190 

 

IV CONCLUSION  

This chapter argues that exploring and understanding the potential interlinkages between 

international trade law and internet governance is fundamental to achieving a coherent 

and sensible balance between trade and internet policy objectives. As global value chains 

are digitalised and the internet is emerging as the foremost platform for trade, measures 

adversely affecting the internet are also an impediment to the cross-border supply of 

digital services. For example, data-restrictive measures not only constrain the openness 

and interoperability of the internet but also adversely affect the supply of digital services 

across different markets. Such measures raise important questions regarding balancing 

trade and internet policy objectives. 

This chapter examines the key principles of internet governance applicable to cross-

border data flows, namely internet openness, internet privacy and security. It argues that 

these three principles can be implemented in a mutually supportive and complementary 

manner as principles of internet security and privacy are fundamental preconditions for 

the free flow of data. As these principles are mostly derived from non-binding 

multistakeholder declarations and extra-legal norms, they are not legally binding and thus 

appear less relevant in applying or interpreting rules in international trade agreements. 

However, this chapter suggests that these three principles are highly informative and can 

play an important role in balancing trade and internet policy objectives in applying the 

relevant disciplines in GATS to data-restrictive measures. Therefore, greater efforts 

should be made at the WTO to align GATS with principles of internet openness, privacy 

and security, including using internet multistakeholder perspectives in applying and 

 

July 2016); Communication from Japan, ‘Work Programme on Electronic Commerce - Non-Paper for the 

Discussions on Electronic Commerce/Digital Trade’, WTO Doc JOB/GC/100 (25 July 2016); 

Communication from Canada and others, ‘The WTO and the Digital Economy’, WTO Doc JOB/GC/116, 

JOB/CTG/4 JOB/SERV/248, JOB/IP/21 JOB/DEV/42 (13 January 2017).  
189 Andrew D Mitchell and Neha Mishra, ‘Regulating Cross-Border Data Flows in a Data-driven World’ 

(2019) (Advanced Access) Journal of International Economic Law 1, 11-12.  
190 See Chapter 6 (Section IIIC1) (proposing how relevant perspectives of the internet multistakeholder 

community on internet openness, privacy and security can become more relevant in WTO law).  
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reforming international trade law. The next three chapters use this framework in 

investigating how GATS applies to different kinds of data-restrictive measures and 

balances (or can balance) trade and internet policy objectives.  
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Chapter 3: GATS, Data Flows and Online Content Regulation 

I INTRODUCTION  

Several countries regulate online content, at least to some extent, to ensure conformity 

with their domestic standards on public morality or to censor politically sensitive content. 

For example, several countries consider pornographic content to be against the morality 

of their societies and therefore ban websites or applications containing pornographic 

content.1 Another example of online content regulation discussed in this chapter is the 

restriction on unlicensed VPN services in China.2 Although this measure does not prima 

facie appear to restrict online content, it reduces the ability of Chinese internet users to 

circumvent the Chinese Firewall and access banned online content using VPN services.3 

Therefore, this measure indirectly reduces access to online content in China. 

Online content is often regulated through measures restricting or banning certain types of 

digital services or applications.4 Such measures are likely to breach GATS obligations as 

they inhibit cross-border trade in digital services.5 For example, in some cases, 

governments restrict foreign websites displaying certain kinds of content but allow 

domestic companies to provide similar content. This kind of discriminatory treatment of 

foreign websites favours local companies by protecting them from foreign competition.6 

Further, in countries where certain digital services are expressly banned, all foreign 

suppliers of such digital services are prohibited from accessing the domestic markets of 

those countries.7 

Measures that restrict or ban digital services or applications to regulate online content 

automatically restrict cross-border data flows associated with that service and therefore 

 

1 Internet Code of Practice (Singapore), 1 November 1997, art 4; Mohammed Najem, ‘Lebanon Bans Six 

Porn Sites, Sparks Fears of Future Censorship’ on Global Voices (10 September 2014) 

<https://advox.globalvoices.org/2014/09/10/lebanon-blocks-six-porn-sites-sparks-fears-of-further-

censorship/>. 

2 工业和信息化部关于清理规范互联网网络接入服务市场的通知[MIIT Notice on Cleaning Up and 

Regulating the Internet Access Service Market], MIIT Telecom. Dept. Doc. No. [2017] 32 (People’s 

Republic of China), Ministry of Industry and Information Technology, 17 January 2017 (‘Chinese VPN 

Notification’). See Section III.  
3 Human Rights Watch, How Censorship Works in China: A Brief Overview 

<https://www.hrw.org/reports/2006/china0806/3.htm>. 
4 Other mechanisms for blocking online content could be selective filtering or degrading the performance 

of websites containing offensive content. See IETF, ‘A Survey of Worldwide Censorship Techniques’ (25 

May 2018) <https://tools.ietf.org/id/draft-hall-censorship-tech-05.html#rfc.section.4>.  
5 For general discussion of GATS obligations, see Chapter 1 (Section IIIB1). 
6 See, eg, Li Yuan, ‘A Generation Grows Up in China Without Google, Facebook or Twitter’, The New 

York Times (online), 6 August 2018 <https://www.nytimes.com/2018/08/06/technology/china-generation-

blocked-internet.html>.  
7 Fredrik Erixon et al, ‘Protectionism Online: Internet Censorship and International Trade Law’ (ECIPE 

Working Paper no 12/2009, ECIPE, 2019) <https://ecipe.org/wp-content/uploads/2014/12/protectionism-

online-internet-censorship-and-international-trade-law.pdf> 8, 9. 

https://advox.globalvoices.org/2014/09/10/lebanon-blocks-six-porn-sites-sparks-fears-of-further-censorship/
https://advox.globalvoices.org/2014/09/10/lebanon-blocks-six-porn-sites-sparks-fears-of-further-censorship/
https://www.hrw.org/reports/2006/china0806/3.htm
https://tools.ietf.org/id/draft-hall-censorship-tech-05.html#rfc.section.4
https://www.nytimes.com/2018/08/06/technology/china-generation-blocked-internet.html
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https://ecipe.org/wp-content/uploads/2014/12/protectionism-online-internet-censorship-and-international-trade-law.pdf
https://ecipe.org/wp-content/uploads/2014/12/protectionism-online-internet-censorship-and-international-trade-law.pdf


    

 

59 

constrain internet openness. As discussed in Chapter 2, internet openness is not absolute; 

free flow of data is subject to reasonable or necessary checks for technical or pragmatic 

reasons. Such reasons could arguably include restricting internet openness to prevent 

circulation of harmful online content. For example, several countries ban child 

pornography8 and racially offensive content that disrupt or can disrupt peace and order in 

a community or country.9 

As most countries devise their online censorship and content regulation regime based on 

political and social values,10 the absence of international consensus on norms and tools 

of internet censorship/content regulation is predictable.11 However, to implement the 

principle of internet openness in a judicious manner, governments should allow digital 

service suppliers to use the most reasonable and least intrusive method to inhibit 

circulation of harmful or immoral online content. The legal principles in international 

trade agreements, such as GATS, can be relevant in assessing the reasonableness and 

effectiveness of online censorship methods. For instance, under GATS, Members can 

impose only proportional and objective technical standards on services,12 and should 

employ the least trade-restrictive means available to achieve their domestic policy 

objectives.13  

This chapter investigates how GATS applies to data-restrictive measures implemented to 

regulate online content and GATS’ (potential) contribution to internet openness. This 

chapter first explains how Members inscribe commitments on services in their GATS 

Schedules of Commitments (‘Schedules’) and how the existing Members’ Schedules are 

likely to be interpreted vis-à-vis modern-day digital services. Section II explains how the 

relevant sector(s) and mode(s) of delivery at issue are determined and interpreted in the 

context of digital services affected by data-restrictive measures. This exercise is essential 

because certain GATS obligations, such as market access and national treatment, apply 

only in those sectors and modes of delivery in which Members have inscribed 

commitments in their Schedules. As most Members prepared these Schedules before the 

digital era, complex questions arise regarding whether their Schedules cover certain 

modern digital services. This section further argues that the principle of technological 

 

8 See various examples discussed in Yaman Akdeniz, Internet Child Pornography and the Law: National 

and International Responses (Routledge, 2016).  
9 See, eg, Computer Information Network and Internet Security, Protection and Management 

Regulations (People’s Republic of China), Ministry of Public Security, 30 December 1997, art 4, art 5, art 

6; Strafgesetzbuch [Criminal Code] (Germany) s 86a.  
10 Tim Wu, ‘The World Trade Law of Censorship and Internet Filtering’ (2006) 7(1) Chicago Journal of 

International Law 263, 264.  
11 Jonathan Zittrain et al, ‘The Shifting Landscape of Global Internet Censorship’ (Internet Monitor, 

Berkmen Klein Centre for Internet & Society, June 2017) 

<https://dash.harvard.edu/bitstream/handle/1/33084425/The%20Shifting%20Landscape%20of%20Global

%20Internet%20Censorship-%20Internet%20Monitor%202017.pdf> 3-5.  
12 GATS art VI:5 read with art VI:4. See also Erixon et al, above n 7, 14.  
13 See Section IIIE2.  

https://en.wikipedia.org/wiki/Strafgesetzbuch
https://dash.harvard.edu/bitstream/handle/1/33084425/The%20Shifting%20Landscape%20of%20Global%20Internet%20Censorship-%20Internet%20Monitor%202017.pdf
https://dash.harvard.edu/bitstream/handle/1/33084425/The%20Shifting%20Landscape%20of%20Global%20Internet%20Censorship-%20Internet%20Monitor%202017.pdf
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neutrality can help in interpreting Schedules in an evolutionary manner and thus 

facilitates the liberalisation of modern-day digital services. However, certain 

uncertainties remain such as determining the relevant classification and harmoniously 

interpreting commitments applicable to complex digital services such as internet 

platforms (combining several digital services).  

Section III investigates how GATS applies to the Chinese measure restricting unlicensed 

VPN services. It demonstrates that the ban on unlicensed VPN services in China is likely 

to violate GATS obligations on national treatment and provisions on domestic regulation. 

However, China could justify this measure under GATS art XIV(a) as necessary to protect 

its public morals or maintain public order. This is especially the case because of the 

absence of technologically feasible alternatives that are as effective as the Chinese VPN 

measure in reducing access to banned online content within China. However, the 

inconsistent and arbitrary implementation of this measure could still violate the GATS art 

XIV chapeau. This section does not arrive at a definitive conclusion on the chapeau due 

to insufficient public information on how the measure is being implemented.  

Section IV argues that data-restrictive measures imposed to regulate online content (eg, 

banning specific websites or digital services), even when trade-restrictive, are likely to be 

found necessary to protect public morals or maintain public order under GATS art 

XIV(a). This is because: (i) internet censorship policies are determined by domestic 

cultural, religious, political and social values and Panels/AB are unlikely to interfere with 

these values to protect the sovereignty of Members; and (ii) no international consensus 

exists on the most efficient and effective technical tools in achieving a country’s goal of 

censoring/regulating online content. Further, certain countries may argue that they have 

insufficient resources to monitor selective filtering of websites and hence resort to en 

masse blocking of specific services or websites. However, the GATS art XIV chapeau 

can play a critical role in scrutinising the implementation of data-restrictive measures to 

uncover any protectionist intent. The chapeau is especially effective in detecting data-

restrictive measures intended to promote domestic competitors under the guise of 

protecting public morals/order. 

Section V concludes that as regards data-restrictive measures imposed on grounds of 

regulating online content, GATS can align with internet openness only to a certain extent, 

such as by interpreting GATS commitments in a technologically neutral manner and 

prohibiting discriminatory restrictions on digital services (eg, through obligations on non-

discrimination and market access). Panels can also apply the exceptions in GATS art XIV 

to detect and curtail protectionist measures that Members have disguised as online content 

regulation measures. However, most countries regulate online content based on domestic 

cultural, social, religious and political values, which cannot be scrutinised under WTO 

law. Further, absent international consensus on norms and technical standards of internet 

censorship, Panels have limited ability to scrutinise the technical efficacy of data-

restrictive measures regulating online content, including the technical/pragmatic 
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feasibility of other available less trade-restrictive alternatives. Thus, the extent to which 

GATS can contribute to and align with the principle of internet openness is limited. 

II IDENTIFYING AND INTERPRETING GATS COMMITMENTS  

Assuming a specific measure (or certain aspects of it) is subject to GATS, a key step in 

the legal assessment is determining a Member’s commitments in its Schedule in the 

sector(s) and mode(s) of delivery affected by the measure. A Member’s Schedule contains 

commitments on market access and national treatment for each sector inscribed as ‘None’ 

(meaning full commitment), ‘Unbound’ (implying no commitment), or limited ie subject 

to limitations, terms, conditions and qualifications.14 In addition, a Member may inscribe 

additional commitments including on ‘qualifications, standards or licensing matters’.15 

Effectively, these Schedules indicate Members’ willingness to open up their domestic 

market to ‘foreign competition’ in different service sectors.16 

This section first explains the classification mechanism in Doc W/120 and CPC Prov used 

by majority of Members in inscribing commitments in their Schedules. Thereafter, it 

investigates the extent to which Members’ GATS commitments are likely to cover 

sector(s) and mode(s) of delivery affected by data-restrictive measures. In doing so, this 

section refers to principles in GATS and relevant WTO case law. Finally, it evaluates 

whether GATS commitments inscribed in Members’ Schedules on digital services-related 

sectors can be interpreted in a manner that facilitates internet openness.  

A Classifying Services under GATS  

Majority of Members have relied on Doc W/120 and CPC Prov in constructing their 

Schedules.17 Doc W/120 contains a classification of the services economy (dividing the 

whole economy into 12 service sectors) and was prepared by the GATT Secretariat on 

the request of the Members in 1993.18 This document cross-refers each sector to a 

corresponding sector heading in the Provisional Central Product Classification (‘CPC 

Prov’). The CPC is a product-based classification system, first published by the UN in 

1991 (then known as the CPC Prov). Additionally, the GATT Secretariat also prepared 

guidelines for scheduling commitments (‘Scheduling Guidelines’) to provide a concise 

explanation to Members as to how to achieve precision and clarity in their Schedules.19 

 

14 GATS Art XX.  
15 GATS art XX.1(c) read with GATS art XVIII.  
16 Shin-yi Peng, ‘GATS and the Over-the-Top Services: A Legal Outlook’ (2016) 50(1) Journal of World 

Trade 21, 45. 
17 Roussi Zhang, ‘Covered or not Covered: That is the Question’ (WTO, November 2015) 3.  
18 Services Sectoral Classification List, WTO Doc MTN.GNS/W/120 (10 July 1991) (Note by the 

Secretariat) (‘Doc W/120’). 
19 Group of Negotiations on Services, ‘Scheduling of Initial Commitments in Trade in Services’, WTO Doc 

MTN.GNS/W/164 (3 September 1993). 
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These guidelines were last revised in 2001.20 Doc W/120 and Scheduling Guidelines are 

important in the context of reading commitments as they encourage a common format 

and terminology for Member’ Schedules, thus making them comparable across 

Members.21 

WTO case law has recognised the importance of Doc W/120 and the Scheduling 

Guidelines in interpreting Members’ Schedules under GATS.22 In US – Gambling, the 

AB held that the Scheduling Guidelines and Doc W/120 could be used in interpreting 

Members’ Schedules as a ‘supplementary means of interpretation’.23 In this dispute, the 

AB considered these documents helpful in determining the meaning of ‘sporting’ in the 

US Schedule and whether this term covered online gambling services.24 Previously, in 

Mexico – Telecoms, the Panel recognised the Scheduling Guidelines as ‘circumstances’ 

pertaining to the conclusion of GATS.25 However, the Scheduling Guidelines clarify that 

Members can diverge from Doc W/120 and create their own classification or definition 

of sectors or sub-sectors in their Schedules, provided the explanation is ‘sufficiently 

detailed’ so as ‘to avoid any ambiguity as to the scope of the commitment’.26  

Despite the prevalent use of Doc W/120 (and corresponding CPC Prov) in inscribing 

commitments in Members’ Schedules, Doc W/120 is now outdated given the several 

technological developments in the digital services industry.27 For example, CPC Prov 

does not explicitly provide a sector/sub-sector for internet platforms. Further, Doc W/120 

cross-refers to headings in CPC Prov, rendering later versions of CPC unhelpful when 

specific sectors are categorised differently in CPC Prov.28 For example, CPCv2.1 (the 

latest version of CPC) does not contain ‘computer and related services’ as the existing 

sub-sectors under this sector have been re-classified in different categories such as 

‘business services’ and ‘online content services’.29  

 

20 Council for Trade in Services, ‘Guidelines for the Scheduling of Specific Commitments under the 

GATS’, WTO Doc S/L/92 (28 March 2001) (‘Scheduling Guidelines’).  
21 Group of Negotiations on Services, above n 19, [16]. 
22 Even within the GATT context, the AB in EC – Computer Equipment recognised the significance of the 

Harmonised System (and Explanatory Notes) but did not take a position on their legal value in interpretation 

of EC’s schedule. See AB Report, EC – Computer Equipment [89].  
23 See AB Report, US – Gambling [196], where the AB held that Scheduling Guidelines and Doc W/120 

did not constitute context for interpreting GATS under Vienna Convention on Law of Treaties (‘VCLT’) 

art 31 but constitutes supplementary means of interpretation under VCLT art 32. Section IID explains 

VCLT art 31-33.  
24 AB Report, US – Gambling [194] [189]. 
25 This finding was under VCLT art 32. See Panel Report, Mexico – Telecoms [7.44], [7.67]. See Section 

IID explaining VCLT art 31-33. 
26 Group of Negotiations on Services, above n 19 [16].  
27 Henry Gao, ‘Regulation of Digital Trade in US Free Trade Agreements: From Trade Regulation to Digital 

Regulation’ (2018) 45(1) Legal Issues of Economic Integration 47, 53.  
28 Rolf H Weber and Mira Burri, Classification of Services in the Digital Economy (Springer, 2012) 49. 
29 CPC 843 for online content services, and Division 83 for professional, technical and business services 

including various IT and web-hosting related services (CPC 8313, 8314, 8315, 8316). See Central Product 
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B Classifying Data Flows: Telecommunications versus Digital Services  

Data flows are intrinsic to the supply of all digital services; thus, the question arises 

‘whether to classify this flow separately, or as part of the traditional services’.30 

Transmission of data through a network such as the internet is a distinct process from 

generating and processing data, although both these aspects are intertwined in the supply 

of digital services. The WTO Secretariat has clarified that transmission of electronic 

signals is a telecommunications service but remains distinct from the content transmitted 

that might belong to a specific sector, for example, programming content is classified as 

‘audiovisual services’.31 The use of a completely new digital media (eg, mobile broadband 

instead of antenna or cable) to deliver programming content does not change its inherent 

nature of being an audiovisual service.32 Similarly, if a measure prevents electronic 

payment companies to transfer data abroad for processing, then the Member’s 

commitments on financial services are relevant even though the measure itself restricts 

digital transmissions. Thus, although data-restrictive measures affect transmission of 

digital content, it does not automatically imply that these measures affect only 

telecommunications services but could relate to other sectors inscribed in Members’ 

Schedules.  

In practice, demarcating telecommunications and other digital services is not always 

straightforward because of increasing convergence of digital and media technologies.33 

For example, Over the Top (‘OTT’) services,34 such as Skype or WhatsApp, that compete 

with basic telecommunications services (as they contain video/voice calling and texting 

 

Classification (CPC) Version 2.1 (ST/ESA/STAT/SER.M/77/Ver.2.1, Department of Economics and 

Social Affairs, Statistics Division, UN, 2015).  
30 See Mira Burri, ‘The Governance of Data and Data Flows in the Trade Agreements: The Pitfalls of Legal 

Adaptation’ (2017) 51(1) UC Davis Law Review 65, 97, n156.  
31 See Council for Trade in Services, ‘Information Note by the Secretariat Audiovisual Services’, WTO 

Doc JOB(05)/192 (19 September 2005) [3] as cited in Peng, above n 16, 22. See also Council for Trade in 

Services, ‘Background Note by the Secretariat – Audiovisual Services’, WTO Doc S/C/W/310 (12 January 

2010) [9]; Shin-yi Peng, ‘Trade in Telecommunication Services: Doha and Beyond’ (2007) 41(2) Journal 

of World Trade 293, 299. In this context, the division between the EU and the US on classification of 

telecommunication services might also be of interest. See Communication from the EC, ‘Classification in 

the Telecom Sector under the WTO-GATS Framework’, WTO Doc TN/S/W/27 S/CSC/W/44 (10 February 

2005) [1], [3]. See also Gregory Shaffer, ‘Globalization and Social Protection: The Impact of EU and 

International Rules in the Ratcheting Up of U.S. Privacy Standards’ (2000) 25(1) Yale Journal of 

International Law 1, 49 (referring to Supplement 3 in EU Schedules). But see Communication from the 

US, ‘Classification in the Telecommunications Sector under the WTO-GATS Framework’, WTO Doc 

TN/S/W/35, S/CSC/W/45 (22 February 2005). 
32 Peng, above n 16, 45.  
33 The US has argued that transmission of data cannot be neatly demarcated from ‘added functionality’ such 

as ‘enhancing, storing, forwarding, retrieving or processing’ of content. See Communication from the US, 

‘Classification in the Telecommunications Sector under the WTO-GATS Framework’, WTO Doc 

TN/S/W/35, S/CSC/W/45 (22 February 2005) cited in Peng, above n 31, 303. See also Communication 

from the US, ‘Consultation on the Work Programme on Electronic Commerce’, WTO Doc S/C/W/359 (17 

December 2014). 
34 OTT services use internet/telecommunications network to deliver their content.  
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features) fit better into the sector of computer services than telecommunications services 

as they are essentially software programmes that allow calling and texting functions using 

an internet connection.35 Some scholars argue that a key difference between OTT and 

telecommunications service suppliers is that the former only supply these services while 

the latter also own the transmission network.36 However, this argument can fail in the 

context of modern services because: (i) OTT services and telephony services are 

competitors in the same market and supply interchangeable services, at least from the 

consumer’s viewpoint; (ii) OTT suppliers such as Google (Gtalk), Microsoft (Skype) and 

Facebook (WhatsApp) now also own transmission infrastructure.37 Thus, at least in the 

future, the distinction between telecommunications and various digital services sectors is 

likely to become narrower. This would create further problems in determining the relevant 

classification for such services in Members’ Schedules. 

C Identifying the Service Sector at Issue in GATS Disputes  

GATS Article XXVIII(e)(i) defines a sector of a service, with respect to a specific 

commitment, as ‘one or more, or all, subsectors of that service, as specified in a Member’s 

Schedule’. Members may characterise the services at issue very differently depending on 

how their commitments are structured.38 For example, in China – Electronic Payment 

Services, the Panel agreed with the US’ contention that the measure at issue affected 

electronic payment services for all types of payment card transactions involving bank 

cards issued or used in China.39 In contrast, China argued that the measure at issue 

affected only inter-bank payment card transactions, limiting the focus to clearing and 

settling services (where China predictably inscribed no commitments in its Schedule).40 

Service sectors are mutually exclusive, or in other words, the service affected by a 

measure can only be classified into one sub-sector even though arguably the same service 

could fall under different sub-sectors.41 This approach enables consistent and logical 

reading of commitments because it ensures that a Member has made clear and consistent 

commitment in each sub-sector. This point was also discussed in US – Gambling, where 

the AB clarified that if sectors and sub-sectors were not mutually exclusive (ie a service 

 

35 See generally Peng, above n 16, 22-25. 
36 Ibid 29.  
37 See, eg, Michael D Francois et al, ‘Introducing Equiano, A Subsea Cable from Portugal to South Africa’  

<https://cloud.google.com/blog/products/infrastructure/introducing-equiano-a-subsea-cable-from-

portugal-to-south-africa>; Jayne Stowell, ‘Delivering Increased Connectivity with our First Private Trans-

Atlantic Subsea Cable’ (17 July 2018) <https://www.blog.google/products/google-cloud/delivering-

increased-connectivity-with-our-first-private-trans-atlantic-subsea-cable/>; Deborah Bach, ‘Microsoft, 

Facebook and Telxius Complete the Highest-capacity Subsea Cable to Cross the Atlantic’ (21 September 

2017) <https://news.microsoft.com/features/microsoft-facebook-telxius-complete-highest-capacity-

subsea-cable-cross-atlantic/>.  
38 Zhang, above n 17, 30. 
39 Panel Report, China – Electronic Payment Services [7.37]. 
40 Ibid. See also Panel Report, US - Gambling [6.65]. 
41 AB Report, US – Gambling [172], [180], [185]. 

https://cloud.google.com/blog/products/infrastructure/introducing-equiano-a-subsea-cable-from-portugal-to-south-africa
https://cloud.google.com/blog/products/infrastructure/introducing-equiano-a-subsea-cable-from-portugal-to-south-africa
https://www.blog.google/products/google-cloud/delivering-increased-connectivity-with-our-first-private-trans-atlantic-subsea-cable/
https://www.blog.google/products/google-cloud/delivering-increased-connectivity-with-our-first-private-trans-atlantic-subsea-cable/
https://news.microsoft.com/features/microsoft-facebook-telxius-complete-highest-capacity-subsea-cable-cross-atlantic/
https://news.microsoft.com/features/microsoft-facebook-telxius-complete-highest-capacity-subsea-cable-cross-atlantic/
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fell under two sectors) then the scope of a Member’s commitment would be unclear, such 

as if the Member made a full commitment in one of the relevant sectors and no 

commitment in the other.42  

Further, when measures are sectoral in nature, then a full commitment on market 

access/national treatment in ‘data processing services’ (under Computer and Related 

Services) does not mean that data processing is permitted in sectors where a Member has 

made no commitments.43 For example, a Member with no commitments on Financial 

Services can impose restrictions on data processing in the financial sector even though it 

has offered full commitments on data processing services in Computer and Related 

Services. In general, most Members have made expansive commitments on Computer 

and Related Services compared to other sectors such as Audiovisual Services.44 Thus, 

Members often argue that digital services fall under specific sectors such as audiovisual 

services, where commitments are narrower, thereby increasing their freedom to impose 

data-restrictive measures. 45 

The Panel has previously held that the key elements or essence of the service is the most 

relevant factor in the classification of services.46 In China – Electronic Payment Services, 

the Panel found that although electronic payment services had different business models, 

the essence or the key elements of all these services were identical. Thus, all electronic 

payment services fell within the same sector.47 This test is however not straightforward 

in all cases. Weber and Burri argue that online games are one such example where the 

key elements of the service fit into different sectors such as computer and related services, 

value-added telecommunications services, entertainment, or audiovisual services.48 

 

42 Ibid [180], fn 219.  
43 Usman Ahmed and Anupam Chander, ‘Information Goes Global: Protecting Privacy, Security, and the 

New Economy in a World of Cross-border Data Flows’ (Think Piece, E15 Expert Group on the Digital 

Economy, November 2015) 3.  
44 Rolf Adlung and Martin Roy, ‘Turning Hills into Mountains? Current Commitments under the GATS 

and Prospects for Change’ (Staff Working Paper ERSD-2005-01, World Trade Organization, March 2005) 

8. 
45 European Parliament Directorate General for External Policies, Current and Emerging Trends in 

Disruptive Technologies : Implications for the Present and Future of EU’s Trade Policy, Doc no 

EP/EXPO/INTA/2017/06 (2017) 6; Mira Burri, ‘The Governance of Data and Data Flows in Trade 

Agreements: The Pitfalls of Legal Adaptation’ (2017) 51 UC Davis Law Review 65, 85-6 (referring to 

Communication from the EC, ‘Work Programme on Electronic Commerce’, WTO Doc WT/GC/W/497 (9 

May 2003) [7], and Council for Trade in Services, ‘Audiovisual Services’, WTO Doc S/C/W/310 (12 

January 2010)). 
46 Panel Report, China – Electronic Payment Services [7.42]. 
47 Ibid. See also CPC 2.1[5.6] –[5.6] (The guidelines state that such a service should be classified in the 

category that ‘provides the most specific description’, as opposed to a ‘general description’. If a specific 

description is not available for a service, particularly if it is in the nature of a ‘composite’ or ‘integrated’ 

service, the ‘essential character’ of the service provides a guide to classification, and if that is not possible, 

then a service shall be ‘classified under the category that occurs last in numerical order amongst those that 

equally merit consideration’). 
48 Weber and Burri, above n28, 74; Mira Burri, ‘New Legal Design for Digital Commerce in Free Trade 

Agreements’ (2017) 107(3) Digiworld Economic Journal 1, 6. 
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Similarly given the evolving role of internet platforms, their classification remains 

unclear. For example, more and more users read their news from Facebook and therefore 

such platforms are required to comply with regulations to moderate their content.49 

However, it is unclear if such regulations render Facebook as ‘News Agency Services’ 

which is separate from Computer and Related Services. Further, as internet platforms are 

constantly evolving and adding new features, the essence or key elements of their services 

are also changing rapidly, sometimes in a matter of weeks or months. This creates further 

uncertainty in classifying internet platforms.  

Panels have used terms such as ‘new and distinct service’ and ‘integrated service’ to 

describe a service output that is distinguishable from the service inputs.50 For example, 

in China – Electronic Payments, the Panel held that although electronic payment services 

(the sector at issue, in this dispute) could be enabled by a variety of other component 

services, they were holistically integrated in the delivery of a ‘new’ and ‘distinct’ service 

namely, electronic payment service, which the Panel termed an ‘integrated service’.51 In 

this dispute, the US also argued that progressive and transparent liberalisation of 

integrated services (like electronic payment services) was not possible if an integrated 

service, such as electronic payments, could not be classified into a single sub-sector (the 

Panel agreed with this argument).52 Similarly, in another WTO dispute, EC – Bananas 

III, the Panel held that the ‘principal service’ (wholesale trade service), which fell under 

a specific subsector CPC62221, comprised of subordinate services such as sorting, 

refrigerating and delivering goods, which were not ‘performed as a separate service in 

their own right’.53 Therefore, the Panel held that these services were performed as 

‘subordinate’ activities and should be distinguished from services performed in their own 

right because in the case of the latter such services would be classified in separate CPC 

categories.54  

A data-restrictive measure can block internet platforms (eg, a ban on Google would block 

all Google services). If such a measure were disputed at the WTO, the Panel can take two 

approaches in determining the sector at issue: (a) to view the internet platform as a 

collection of individually separable services, thus considering commitments across 

different sub-sectors;55 or (b) to view the internet platform as an integrated or principal 

service, thus considering Members’ commitments under a specific sub-sector that 

 

49 Sarah West Myers, ‘Raging Against the Machine: Network Gatekeeping and Collective Action on Social 

Media Platforms’ (2017) 15(3) Media and Communications 28, 30-1.  
50 Panel Report, China – Electronic Payment Services [7.188]; Panel Report, EC- Bananas III [7.291].  
51 Panel Report, China – Electronic Payment Services [7.188].  
52 Ibid [7.195], [7.198]. The Panel held that the GATS Preamble required that a Member’s Schedule should 

be ‘understandable’ to other Members, service suppliers and consumers, and should be reconcilable with 

commercial reality to ensure predictability, security and clarity of GATS scommitments. 
53 Panel Report, EC- Bananas III [7.291].  
54 Ibid.  
55 See, eg, Committee on Specific Commitments, ‘Report of the Meeting Held on 15 March 2017’, WTO 

Doc S/CSC/M/78 (1 May 2017).  
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represents the essential function of the platform.56 An example of (a) would be an internet 

platform bringing together different services such as online gaming, shopping and 

audiovisual services. Here, each of these services are separable from the platform (for 

example, the platform could still function without a gaming service). Thus, the internet 

platform is effectively a combination of different services, performed in their own right. 

This would require looking at the Member’s GATS commitments in different sub-sectors 

to which these individual services relate. However, (b) is a less likely scenario for most 

modern platforms combining different types of digital media, computer and 

communications services. In any case, given the constantly evolving nature of internet 

platforms, classifying a specific aspect of its service as the principal service is likely to 

be difficult.  

D Interpreting GATS Commitments as Treaty Terms  

The commitments in Members’ Schedules are integral to GATS57 and thus subject to legal 

interpretation like all other treaty terms.58 Given that most Members’ Schedules do not 

explicitly cover several modern digital services, sound legal interpretation is especially 

necessary to ensure that the existing Schedules of Members are read fairly and 

meaningfully.  

DSU art 3.2 states that the existing provisions of the WTO agreements should be clarified 

in accordance with the ‘customary rules of interpretation of public international law’. The 

customary rules of treaty interpretation are contained in Vienna Convention on Law of 

Treaties (‘VCLT’) articles 31, 32 and 33, and are frequently relied on by the AB and 

Panels to clarify the meaning of terms in WTO agreements.59 VCLT art 31(1) requires 

that a treaty be ‘interpreted in good faith in accordance with the ordinary meaning to be 

given to the terms of the treaty in their context and in the light of its object and purpose’. 

VCLT Art 31(2) defines what forms context of the treaty:  

(a)Any agreement relating to the treaty which was made between all the parties in 

connexion with the conclusion of the treaty;  

(b) Any instrument which was made by one or more parties in connexion with the 

conclusion of the treaty and accepted by the other parties as an instrument related to the 

treaty.  

 

56 For different approaches to classifying digital services, see Ines Willemnyns, ‘GATS Classification of 

Digital Services – Does ‘The Cloud’ Have a Silver Lining? (2019) 53(1) Journal of World Trade 59, 70-

72. 
57 Zhang, above n 17; Communication from the US, above n 33 [1.3]. 
58 AB Report, US-Gambling [160].  
59 See, eg, AB Report, US – Gasoline 16-17; AB Report, Japan – Alcoholic Beverages-II [104]; AB Report, 

US – Shrimp [114]; AB Report, US – Gambling [160]; Panel Report, China – Electronic Payment Services 

[7.8]; Panel Report, US –Gambling [6.45]. VCLT art 33 was accepted as a customary rule in AB Report, 

US – Softwood Lumber IV [59] and AB Report, Chile – Price Band System [271]. 
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Further, VCLT art 31(3) states:  

There shall be taken into account, together with the context:  

(a) Any subsequent agreement between the parties regarding the interpretation of the 

treaty or the application of its provisions;  

(b) Any subsequent practice in the application of the treaty which establishes the 

agreement of the parties regarding its interpretation;  

(c) Any relevant rules of international law applicable in the relations between the parties.  

VCLT art 32 provides for supplementary means of interpretation:  

Recourse may be had to supplementary means of interpretation, including the preparatory 

work of the treaty and the circumstances of its conclusion, in order to confirm the 

meaning resulting from the application of article 31, or to determine the meaning when 

the interpretation according to article 31: 

(a) leaves the meaning ambiguous or obscure; or 

(b) leads to a result which is manifestly absurd or unreasonable. 

The AB has held that in interpreting the scope of commitments in Members’ Schedules 

in light of VCLT art 31, the ‘common intention of the parties’ must be found.60 In deriving 

the common intention of parties with respect to commitments in a specific Schedule, the 

unilateral expectation or intention of the Member is irrelevant as relying upon the same 

undermines security and predictability of the Member’s Schedules for all other 

Members.61 However, Van Damne argues that finding common intention behind 

Schedules can be complex because although they are terms of the treaty, the Schedules 

have been devised by Members individually,62 making them ‘multilateral acts of a special 

character’.63 In WTO disputes, this distinction has not been made directly, although in 

EC – Computer Equipment, the AB held that Schedules are different in character from 

other terms of treaty; thus, the rules of treaty interpretation should be applied keeping this 

specific context in mind.64 In this same dispute, however, the AB made no such distinction 

and held that Member’s Schedule should be interpreted in a consistent manner consistent 

with DSU art 3.2 and customary rules of treaty interpretation, like other terms of the 

treaty.65  

 

60 AB Report, EC – Computer Equipment [84]; AB Report, US – Gambling [159], [164].  
61 AB Report, EC– Computer Equipment [80]-[99], particularly [84].  
62 Isabelle Van Damme, ‘The Interpretation of Schedule of Commitments’ (2007) 41(1) Journal of World 

Trade 1, 9.  
63 Ibid 9, 12, 19-20  
64 AB Report, EC – Computer Equipment [109]. See also Damme, above n 62, 9.  
65 AB Report, EC –Computer Equipment [82]. 
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Given that majority of Members’ Schedules were submitted in the pre-internet era, an 

important question, particularly in the context of digital services, is whether the Schedules 

cover services which did not exist at the time of making those commitments. In EC – IT 

Products, the Panel acknowledged that ‘technological development’, ‘product evolution’ 

and ‘new products’ could be relevant in interpreting the Schedule,66 but ultimately did 

not consider these factors relevant in this dispute.67 In China – Publications and 

Audiovisual Products, the Panel stated that evidence on technical or commercial 

feasibility of services may constitute circumstances relevant to the interpretation of scope 

of Schedule under VCLT art 32.68 But the AB explicitly rejected this argument, and 

instead held that Schedules were ‘continuing obligations’ that bound Members ‘for an 

indefinite period of time’,69 thus supporting an evolutionary reading of the terms of the 

Schedule.70 Thus, WTO case law suggests that the terms of Members’ Schedules should 

be interpreted in an evolutionary manner, without considering the specific technologies 

that existed at the time a Member submitted its Schedule.  

Further, looking at WTO jurisprudence more broadly, the AB has shown a preference to 

interpret the terms of the treaty in an evolutionary manner. For example, in US – Shrimp, 

the AB interpreted the words ‘exhaustible natural resources’ in an evolutionary manner 

to include living resources (turtles) considering contemporary policy concerns such as 

sustainable development.71 Given this approach, it is possible to argue that Members’ 

commitments in their Schedules need not be contextualised based on the technologies 

existing at the time of making them but rather could be interpreted in light of current-day 

technologies. Thus, even if a Member offered commitments in its Schedule on a service 

that was supplied face-to-face two decades ago, the same commitments would apply if 

technological development enabled supplying that service digitally. However, in this 

approach, Members must still arrive at a common understanding whether a current-day 

service is a digitised form of a pre-existing service that is covered in the Member’s 

Schedule or a completely new service which falls outside the its scope. This question is 

explored further in the next section.  

E Technologically Neutral Interpretation of GATS Schedules  

The principle of technological neutrality implies granting identical legal treatment 

irrespective of the technology underlying a product. In other words, technology neutral 

 

66 Panel Report, EC-IT Products [7.596]. 
67 Ibid [7.600]. 
68 Panel Report, China – Publications and Audiovisual Products [7.1237].  
69 AB Report, China – Publications and Audiovisual Products [396].  
70 But see Shin-yi Peng, ‘Renegotiate the WTO Schedules of Commitments: Technological Development 

and Treaty Interpretation’ (2012) 45(2) Cornell International Law Journal 404, 426-7 (arguing that certain 

evidence of technical and commercial feasibility can be relevant context for determining circumstances of 

conclusion under Art 32 VCLT).  
71 AB Report, US – Shrimp [129], [130].  
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regulation does not distinguish between online and offline products and provides 

equivalent treatment to both these products, provided their content is identical. This 

principle has also been recognised in WTO law, albeit indirectly.72 In China – 

Publications and Audiovisual Products, China argued that online music services were a 

new type of service and thus not covered by their commitment on sound recording 

distribution services, which was limited to distribution on physical medium.73 China also 

argued that when making the commitments on sound recording distribution services, 

digital music distribution services were not available and thus none of the parties intended 

to make any commitments regarding these services.74 As per China, these factors 

constituted relevant circumstances existing at the time of conclusion of the agreement 

(under VCLT art 32).75 The AB rejected these arguments, and instead held that whether 

sound recordings were distributed electronically or on a physical medium was 

irrelevant.76 Thus, both distribution of physical and electronic copies of music constituted 

‘sound recording distribution services’.77 Further, in US – Gambling, although this issue 

was not directly in dispute, the Panel referred to the statement of the Work Programme 

on Electronic Commerce that GATS obligations apply in a technologically neutral 

manner.78 

The above findings are relevant in the context of digital services as the use of artificial 

intelligence, cloud computing and IoT has resulted in rapid and unpredictable innovations 

in digital services. The AB held in China – Publications and Audiovisual Products that 

if the existing commitments are worded in a ‘sufficiently generic manner’, 79 they can 

cover several evolving digital services. However, Peng argues that this assessment was a 

‘wild card’ as the AB did not clarify what was ‘generic’ enough.80 For example, it is 

unclear how a new means of supplying a service (eg, from physical medium to online) 

should be distinguished from a completely new service. This question is particularly 

relevant because Doc W/120 and CPC Prov belong to the pre-internet era.  

Some developing countries (eg, China) argue that certain new-generation digital services 

such as social networking sites are completely new services and fall outside the scope of 

Doc W/120.81 Further, efforts to clarify the scope of ‘computer and related services’ (for 

 

72 Peng, above n 70, 428-9. 
73 Panel Report, China – Publications and Audiovisual Products [4.148], [4.149].  
74 Ibid [4.155].  
75 Ibid [7.1155]. 
76 AB Report, China — Publications and Audiovisual Products [364]. See also Panel Report, China – 

Publications and Audiovisual Products [7.1147], [7.1153]. 
77 Ibid.  
78 See also Panel Report, US – Gambling [6.285]. 
79 Referring to AB Report, China – Publications and Audiovisual Products [396].  
80 Peng, above n 70, 422-3.  
81 Committee on Specific Commitments, ‘Report of the Meeting Held on 18 September 2014’, WTO Doc 

S/CSC/M/71 (15 October 2014); Committee on Specific Commitments, above n 55, [2.1]-[2.4].  
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example, if it covers cloud computing services) have not yet been successful.82 The issue 

of ‘new services’ is also a recurring point for discussion in different WTO meetings.83 

Applying the principle of technological neutrality, one can argue that several modern-day 

digital services have evolved from pre-existing computer services or are 

variations/modifications of services in other categories such as audiovisual or financial 

services. Thus, they need not be considered as completely new services outside the scope 

of GATS. For example, Tuthill has argued that cloud computing services have resulted 

from rapid improvements in remote computing services (which has been in existence for 

several decades), and thus a technologically neutral interpretation of commitments on 

computer and related services in Members’ Schedules covers cloud computing services.84 

Therefore, the test of technological neutrality can help in reading the Schedules in a fair 

and contemporaneous manner.  

However, applying the principle of technological neutrality to interpret the scope of 

Members’ Schedules can lead to complications and undesirable results in certain cases.85 

For example, online publishing is different from offline publishing; for example, 

regulating content published on online platforms is much more difficult and expensive. 

While existing WTO case law suggests that commitments on publishing services in 

Members’ Schedules would include both offline and online publishing, the regulatory 

outcomes could be different in both cases.86 Technological neutrality may also be 

undesirable in situations where the impact of the technology cannot be predicted 

accurately.87 In China – Electronic Payment Services, Ecuador (a third party) had argued 

that reading the commitments too broadly would curtail a country’s right to regulate; this 

argument was however rejected by the Panel.88 Thus, regulatory concerns are not as such 

relevant in interpreting GATS commitments inscribed in Members’ Schedule. This can 

 

82 See, eg, Communication from Albania, ‘Understanding the Scope of Coverage of CPC 84: Computer and 

Related Services’, WTO Doc TN/S/W/60S/CSC/W/51 (26 January 2007); Communication from the US, 

‘Work Programme on Electronic Commerce’, WTO Doc S/C/W/339 (20 September 2011) [10]-[11]; 

Committee on Specific Commitments, ‘Report of the Meeting Held on 18 September 2014’, WTO Doc 

S/CSC/M.71 (15 October 2014) [1.4]. See generally Jayant Raghu Ram, ‘Cloud Computing and the World 

Trading System: Blue Skies or Rough Weather Ahead?’ (Working Paper no WP/CWS/200/43, Centre for 

WTO Studies, September 2017).  
83 See, eg, Committee on Specific Commitments, above n 55, [2.1]-[2.4]. See also Statement by the African 

Group, ‘Work Programme on Electronic Commerce’, WTO Doc WT/MIN(17)/21 (20 October 2017) [2.3], 

[2.4] (Members object to the expansion of the existing Schedule of Commitments to modern-day services 

such as 3D printing, robotics, drone delivery and Artificial Intelligence).  
84 See Lee Tuthill, ‘Cross-Border Data Flows: What Role for Trade Rules?’ in Pierre Sauvé and Martin 

Roy (eds), Research Handbook on Trade in Services (Edward Elgar, 2016) 357, 360-1.  
85 See generally Chris Reed, ‘Taking Sides on Technology Neutrality’ (2007) 4(3) SCRIPTed 263; Bert-

Jaap Koops, ‘Should ICT Technology be Technology Neutral?’ in Bert-Jaap Koops et al (eds), Starting 

Points for ICT Regulation: Deconstructing Prevalent Policy One-Liners (TMC Asser Press, 2006) 77. 
86 See Reed, above n 85, 267-8. See also Mireille Hildebrandt and Laura Tielmans, ‘Data Protection by 

Design and Technology Neutral Law’ (2013) 29(5) Computer Law & Security Review 509, 510.  
87 Christopher Reed, Making Laws for Cyberspace (Oxford University Press, 2012) 199.  
88 Panel Report, China – Electronic Payment Services [7.65].  



    

 

72 

however sometimes create policy uncertainty when commitments on certain digital 

services, such as publishing services, are interpreted in a technologically neutral manner.  

F  Mode of Delivery of Service 

In identifying the relevant commitments of a Member, in addition to determining the 

service sector(s) affected by the measure, Panels/AB must also determine the mode of 

delivery of service. Four modes of delivery are listed in GATS: ‘from the territory of one 

Member into the territory of another Member’ (Mode 1); ‘from the territory of one 

Member to the service consumer of another Member’ (Mode 2); ‘by a service supplier of 

one Member, through commercial presence in the territory of any another Member’ 

(Mode 3); and ‘by a service supplier of one Member, through the presence of natural 

persons of a Member in the territory of any other Member’ (Mode 4).89 

When services are delivered through the internet, the location of consumers and service 

suppliers is irrelevant for the supply of service, provided both of them have access to the 

internet and the digital service is not blocked in the location of the consumer. In Mexico 

– Telecoms90 and US – Gambling,91 the Panel held that when a service is supplied across 

borders then it falls under Mode 1. For services delivered via the internet, the services are 

typically supplied through a website or an application remotely; this does not require 

either the service supplier or consumer to move across borders to supply and access the 

service respectively.92 Thus, the supply of such services falls under Mode 1. Thus, 

measures restricting digital service suppliers to move data across borders affect cross-

border delivery under Mode 1. Further, Mode 3 can also be relevant if a digital service 

supplier has commercial operations within a Member’s territory but is prohibited by data-

restrictive measures to transfer data abroad for processing related to its business 

operations. 

Certain debates have arisen among Members whether offering a service through a website 

or application could potentially fall under Mode 2 instead of Mode 1.93 Classifying cross-

border supply of digital services under Mode 2 is incorrect because it implies that a 

service consumer travels virtually to a foreign country when it accesses a server located 

in that country (assuming the data is stored outside the country’s borders). Further, as 

most services are now cloud-based, supply of service entails data flows from different 

locations of the world simultaneously. If such supply were to be considered Mode 2 

 

89 GATS art I:2.  
90 Panel Report, Mexico – Telecoms [7.30] [7.45].  
91 Panel Report, US – Gambling [6.285]. 
92 Panel Report, Mexico – Telecoms [7.30]. See also Anupam Chander, ‘Trade 2.0’ in Mira Burri and 

Thomas Cottier (eds), Trade Governance in the Digital Age (Cambridge University Press, 2012) 17, 29-

31. Carla L Reyes, ‘WTO-Compliant Protection of Fundamental Rights: Lessons from the EU Privacy 

Directive’ (2011) 14(1) Melbourne Journal of International Law 141, 149. 
93 Council for Trade in Services, ‘Progress Report to the General Council: Work Programme on Electronic 

Commerce’, WTO Doc S/L/74 (19 July 1999) [5].  



    

 

73 

delivery, it would imply that the consumer simultaneously travels to several countries to 

obtain the service, which is impossible.  

G  GATS Schedules and Internet Openness  

Members are likely to read their GATS commitments in their Schedules in a manner that 

supports their domestic interests. These interests can include objectives related to 

controlling domestic internet users and promoting the domestic digital industry. This 

approach also makes it easier for Members to impose data-restrictive measures. For 

example, Members may restrict their commitments on some digital services to promote 

trust or security of digital services perhaps because they think that domestic services are 

easier to control and monitor. In contrast, certain Members may support an expansive 

interpretation of commitments in Members’ Schedules to ensure that they have a higher 

degree of market access to foreign markets so as to boost the business prospects of their 

domestic digital services and services suppliers in foreign markets. Ultimately, under 

GATS, these different assertions are subject to legal interpretation in light of the specific 

wording of the Members’ Schedules and the customary rules of treaty interpretation, not 

their subjective intent.  

At the time of drafting commitments in their Schedules in sectors that drive the internet 

today (eg, computer and related services), most Members would not have considered the 

importance of internet-driven services for conducting business transactions or 

communications or the importance of cross-border data flows in supporting the economy. 

Similarly, considerations of internet openness (or other issues related to internet 

regulation) are unlikely to have informed how Members designed the commitments in 

their Schedules. However, as digital technologies have evolved, internet openness has 

become a precondition for enabling free flow of digital services and boosting the growth 

of the digital economy.94 Simultaneously, governments have expressed the need to 

exercise constraints on internet openness for varying regulatory concerns and protecting 

their domestic sectors.95  

Members can facilitate data-restrictive measures by applying their existing Schedules in 

the narrowest possible manner such that they exercise greater control over the flow of 

digital services and data. Interpreting the terms of Members’ Schedules in a 

technologically neutral and evolutionary manner helps avoid such narrow interpretations 

and supports a fairer reading and application of GATS, thereby supporting the 

liberalisation of digital services. Additionally, this approach supports and helps maintain 

internet openness by ensuring that Members do not escape obligations on market access 

 

94 Chapter 2 (Section IIIB).  
95 Chapter 1 (Section IIC).  
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and national treatment vis-à-vis digital services.96 Thus, if and when a WTO dispute arises 

with regard to data-restrictive measures, Panels can, at least to some extent, interpret 

Members’ GATS commitments in a manner that contributes to internet openness.  

III APPLYING GATS TO MEASURES RESTRICTING DATA FLOWS FOR CONTENT 

REGULATION: CASE STUDY OF THE CHINESE VPN MEASURE  

This section examines how GATS applies to the notification restricting unlicensed VPN 

services in China (‘Chinese VPN measure’).97 The main aim of this case study is to 

understand how GATS applies to data-restrictive measures that are imposed for online 

content regulation, and, in that regard, whether GATS can align with and contribute to 

the principle of internet openness. The Chinese VPN measure does not prima facie appear 

to be an online content regulation or censorship measure because it does not directly ban 

certain specific websites or digital services. However, it deals with online content 

regulation in a nuanced manner by reducing the access of Chinese internet users to 

prohibited websites and digital services by banning all unlicensed VPN services. As the 

Chinese VPN measure restricts the ability of Chinese users to access numerous websites 

and applications of foreign service suppliers, it also affects internet openness. Limited 

information is publicly available on the implementation of the measure, particularly 

official government reports. Therefore, the assessment below is based on limited publicly 

available information. 

Section IIIA explains the main requirements prescribed in the notification banning 

unlicensed VPN measures in China. Section IIIB argues why this notification constitutes 

a ‘measure’ under GATS. Section IIIC explains why Chinese commitments in its 

Schedule can be interpreted to cover VPN services. Section IIID explains why the 

Chinese VPN measure is inconsistent with obligations on national treatment and domestic 

regulation and also likely to violate the GATS Telecommunications Annex. Finally, 

Section IIIE argues that the Chinese VPN measure can be provisionally justified under 

the general exception contained in GATS art XIV(a). However, the arbitrary and 

indiscriminate implementation of this measure vis-à-vis foreign VPN services and service 

suppliers will most likely violate the GATS art XIV chapeau. 98 

As the predominant purpose of the measure is keeping the Chinese internet ‘clean’ or free 

from illegal and immoral content, this section primarily focuses on the online content 

regulation aspect of the Chinese VPN measure. The Chinese VPN measure is also closely 

 

96 For explanation of GATS provisions on market access and national treatment, see Chapter 1 (Section 

IIIB1).  

97 工业和信息化部关于清理规范互联网网络接入服务市场的通知[MIIT Notice on Cleaning Up and 

Regulating the Internet Access Service Market], MIIT Telecom. Dept. Doc. No. [2017] 32 (People’s 

Republic of China), Ministry of Industry and Information Technology, 17 January 2017 (‘Chinese VPN 

Notification’).  
98 For a general overview of GATS obligations and exceptions, see Chapter 1 (Section IIIB).  



    

 

75 

linked to achieving internet or cyber sovereignty, a policy objective that China has 

repeatedly asserted as being fundamental to its domestic governance in several 

international platforms.99 The Chinese internet censorship regime is extremely complex, 

and this section does not exhaustively address all issues pertaining to internet 

regulation/censorship in China.100 

A Notification of Chinese VPN Services  

The Chinese VPN measure is contained in the MIIT Notice on Cleaning up and 

Regulating the Internet Access Market. The notification states that it is aimed at 

investigating and reducing ‘illegal activities’ on the internet, more specifically in ‘internet 

datacentres, internet access services and content distribution network markets’, for 

example, businesses without permit and subleasing of internet services.101 Further, the 

notification aims to strengthen the ‘management of business permits and access resources, 

and harden the management of cybersecurity’ and ‘to maintain a fair and orderly market, 

and promote the healthy development of the sector’.102 Despite referring to some 

cybersecurity-related objectives, the key provisions of this notification (as discussed 

below) are aimed at ensuring government control over VPN services supplied within 

China, thereby preventing most Chinese users from accessing blocked online content.  

The Chinese VPN measure requires all service suppliers operating VPN services in China 

to obtain authorisation from the Chinese government. The notification states that VPN 

services ‘cannot be created or hired without such permission even if it is to conduct cross-

border business activities’.103 Further it imposes additional obligations on service 

suppliers to create ‘a centralized user archive’ and ensure that ‘the terms of use of those 

lines are limited to internal office use’.104 The notification also prohibits VPN services 

that ‘connect to domestic or overseas datacentres or operations platforms to conduct 

 

99 See generally Jinghan Zeng et al, ‘China’s Solution to Global Cyber Governance: Unpacking the 

Domestic Discourse of “Internet Sovereignty”’ (2017) 45(3) Politics & Policy 432. For discussion on cyber 

sovereignty, see Chapter 2 (Section IIA3).  
100 See, eg, Kristina M Reed, ‘The Great Firewall of China to the Berlin Firewall: The Cost of Content 

Regulation on Internet Commerce’ (2000) 12(2) The Transnational Lawyer 451; Cynthia Liu, ‘Internet 

Censorship as a Trade Barrier: A Look at the WTO Consistency of the Great Firewall in the Wake of the 

Google-China Dispute’ (2011) 42(4) Georgetown Journal of International Law 1199, 1207-11; Alex 

Wyatt, ‘The Global Economy and the Online World: Consequences of the WTO Accession on the 

Regulation of the Internet in China’ (2002) 3 Melbourne Journal of International Law 436; Natalie E 

Sammarco, ‘The Great Firewall and the Perils of Censorship in Modern China’ (2013) 8(2) Yale Journal 

of International Affairs 136. See also Charles Feng Guangchao and Steve Zhongshi Guo, ‘Tracing the 

Routes of China’s Internet Censorship: An Empirical Study’ (2013) 30(4) Telematics and Informatics 335-

45; Hearing before the Congressional-Executive Commission on China, ‘Google and Internet Control in 

China: A Nexus between Human Rights and Trade?’ (111th Congress, 2nd Session, 24 March 2010). 
101 Chinese VPN Notification, [I].  
102 Ibid.  
103 Chinese VPN Notification, [II.4].  
104 Ibid. 
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telecommunication operations business activities’.105 Thus, only authorised VPN services 

can be used for intra-company communications and without connecting to overseas data 

centres. This measure also enables the government to track all VPN users in China 

through the centralized user archive.106  

According to various press reports, this notification was not intended to ban VPN services 

in China completely; rather, the notification aimed to allow only authorised VPN services 

in China for ‘approved uses’.107 However, immediately after the measure came into effect, 

mobile and local VPNs became largely unavailable in China.108 For example, Apple, 

Amazon and GreenVPN removed access to all VPN services immediately after the 

publication of the notification.109 Systematic evidence is not publicly available on the 

effects and implementation of the Chinese VPN measure although press reports indicate 

that since the publication of the notification, VPN services have remained largely 

unavailable with the exception of the expensive services offered by three state-owned 

enterprises telecommunications companies, namely China Telecom, China Mobile, and 

China Unicom.110 

B Chinese VPN Notification as a ‘Measure’  

The word ‘measure’ has been defined very broadly under GATS art XXVIII(a) as ‘any 

measure by a Member, whether in the form of a law, regulation, rule, procedure, decision, 

administrative action, or any other form’. In Argentina – Financial Services, the AB held 

that the words ‘any measure’ and ‘any other form’ in Article XXVIII(a) imply that there 

is no ‘a priori exclusion of the type or form that a measure may take under GATS’.111 In 

US – Corrosion Resistant Steel Sunset Review, the AB held that ‘any act or omission 

 

105 Ibid. 
106 Yuxi Wei, ‘China’s New Cybersecurity Regulations: Analyzing the Ban on VPN Services’ 

<https://jsis.washington.edu/news/chinas-new-cybersecurity-regulations-analyzing-ban-vpn-services/> 

(12 April 2017). 
107 Zhang Zihan, ‘Foreign-run VPNs Illegal in China: Govt’, The Global Times (online), 14 December 2012 

<http://www.globaltimes.cn/content/750158.shtml>; Josh Ye, ‘China Tightens Great Firewall by Declaring 

Unauthorised VPN Services Illegal’, South China Morning Post (online), 23 January 2017 

<https://www.scmp.com/news/china/policies-politics/article/2064587/chinas-move-clean-vpns-and-

strengthen-great-firewall>.  
108 James Palmer, ‘China Is Trying to Give the Internet a Death Blow’ on Foreign Policy (25 April 2017) 

<https://foreignpolicy.com/2017/08/25/china-is-trying-to-give-the-internet-a-death-blow-vpn-

technology/>. 
109 Liat Clark, ‘China aims to close holes in its firewall by banning VPNs’, The Wired (online), 23 January 

2017 <https://www.wired.co.uk/article/china-aims-to-close-holes-in-its-firewall-by-banning-vpns>; Radio 

Free Asia, ‘Amazon’s China Partner Bans Use of VPNs by Customers Amid Ongoing Clampdown’ (8 

February 2017) <https://www.rfa.org/english/news/china/vpn-amazon-08022017135851.html>; Tim 

Bradshaw, ‘Apple Drops Hundreds of VPNs at Beijing’s Request’, The Financial Times (online), 22 

November 2017 <https://www.ft.com/content/ad42e536-cf36-11e7-b781-794ce08b24dc>.  
110 Leonhard Weese, ‘What Does China’s VPN Ban Really Mean’. The Forbes (online), 25 January 2017 

<https://www.forbes.com/sites/leonhardweese/2017/01/25/what-does-chinas-vpn-ban-really-

mean/#52506f5d50e3>; Wei, above n 106.  
111 AB Report, Argentina – Financial Services [ 6.259]. 

https://jsis.washington.edu/news/chinas-new-cybersecurity-regulations-analyzing-ban-vpn-services/
http://www.globaltimes.cn/content/750158.shtml
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attributable to a Member can be a measure of that Member for purposes of dispute 

settlement proceedings’.112 Further, even unwritten practices of the government such as 

a norm or practice can constitute a measure.113 On rare occasions, Panels have also 

considered certain discretionary government actions (ie where no binding measures 

existed) as ‘measures’.114  

Given the broad definition of measure under GATS art XXVIII(a), the notification on 

Chinese VPN services can be considered a ‘measure’. Although the notification only 

requires removal of unlicensed VPN services, all foreign service suppliers immediately 

removed all VPN services from their Chinese application stores upon the issuance of the 

notification. Such a response by all foreign companies suggests that the measure was 

binding (or at least, that the government demanded that all foreign companies act upon 

the notification). Although the administrative criteria on deciding whether to authorise 

foreign VPN services are unwritten (eg, not contained in any 

laws/regulations/guidelines), they also form a part of the measure and thus subject to 

scrutiny under GATS. Currently, insufficient information is publicly available regarding 

how the Chinese government administers this measure. For the purposes of the discussion 

below, it is assumed that the parties can provide sufficient evidence regarding the 

administration of the Chinese VPN measure to a Panel hearing this dispute.  

C Chinese Commitments on VPN Services115  

As the Chinese VPN measure places limitations on the supply of VPN services in China 

by foreign service suppliers and appears to favour domestic VPN suppliers, this measure 

is likely to violate GATS obligations on market access and national treatment. However, 

before assessing whether the Chinese VPN measure is inconsistent with these GATS 

obligations, the Panel must investigate whether China has inscribed any commitments on 

national treatment and market access in its Schedule on VPN services. As explained 

previously in Section II, this assessment requires determining the sector(s) and the 

mode(s) of delivery affected by the Chinese VN measure.  

VPN services provide users access to a private network by ‘tunnelling’ or ‘encryption’ 

over the public internet.116 These networks are more secure than public networks as they 

protect the user’s identity and personal information. 117 In order to provide users access 

 

112 AB Report, US – Corrosion Resistant Steel Sunset Review, [81].  
113 AB Report, US – Continued Zeroing [198]. 
114 See, eg, Panel Report, US – Section 301 Trade Act [7.53]-[7.54]; Panel Report, China – Intellectual 

Property Rights [7.359]-[7.367], [7.393]- [7.394].  
115 This section should be read alongside the Chinese GATS commitments on computer and 

telecommunications services contained in the Annex (Section VI).  
116 Paul Fergusson and George Huston, ‘What Is a VPN? - Part I’ (1998) 1(1) The Internet Protocol Journal 

<https://www.cisco.com/c/en/us/about/press/internet-protocol-journal/back-issues/table-contents-

18/what-is-a-vpn.html> 
117 Ibid.  
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to a network, VPN services provide a ‘comprehensive solution’ consisting of ‘dial-in 

access’, ‘access to multiple remote sites connected by leased lines (or other dedicated 

means)’, web hosting and supporting intra and inter-VPN connectivity including to the 

internet.118  

VPN services are provided remotely via the internet. Therefore, when foreign suppliers 

provide VPN services in China, it qualifies as a cross-border delivery ‘from the territory 

of one Member into the territory of another Member’ (also known as Mode 1 delivery).119 

Further, foreign suppliers can also establish their offices in China and provide VPN 

services via Mode 3 or ‘by a service supplier of one Member, through commercial 

presence in the territory of any another Member’. Thus, Chinese commitments on both 

Modes 1 and 3 are relevant in the context of supply of VPN services to Chinese users.  

The next step is determining the appropriate sectoral classification of VPN services. At 

first sight, the relevant sector for VPN services could be telecommunications services (as 

VPN services connect users to a private telecommunications network) or computer and 

related services (as VPN services incorporate software and webhosting services that 

enable connecting to a private network through the internet). China has taken the position 

that all internet access and content services including VPN services fall within the scope 

of telecommunications services.120 In its commitments on market access under Modes 1 

and 3 for telecommunications services (both basic and value-added telecommunication 

services), China has committed to permit foreign companies to establish joint ventures 

(‘JVs’) with local companies provided that the foreign equity in such JVs does not exceed 

50%.121 In contrast, for computer and related services, China has inscribed broader 

commitments. For example, it has inscribed full commitments on market access in Mode 

1 for consultancy, software implementation, data processing (input preparation), data 

processing and tabulation and time-sharing services. Further, China has offered full 

commitments on market access in Mode 3 for consultancy, data processing and 

tabulation, and time-sharing services, and also allows fully-owned foreign enterprises in 

software implementation and data processing services.122  

One could argue that although certain component services for VPN services are computer 

services such as webhosting and software services, the final service is a ‘distinct service’ 

 

118 Ibid.  
119 See discussion on why Mode 2 is irrelevant for cross-border delivery of services in Section IIF.  
120 See Computing Technology Industry Association et al, ‘2017 Written Comments to the U.S. 

Government Interagency Trade Policy Staff Committee In Response to Federal Register Notice Regarding 

China’s Compliance with its Accession Commitments to the World Trade Organization (WTO)’ (20 

September 2017) 

<http://www.bsa.org/~/media/Files/Policy/Trade/09202017USITO2017WTOComplianceFiling.pdf> 14-

15.  
121 See Council for Trade in Services, ‘Schedule of Specific Commitments - People’s Republic of China’, 

WTO Doc GATS/SC/135 (14 February 2002) 17-18. 
122 Ibid 9-10.  

http://www.bsa.org/~/media/Files/Policy/Trade/09202017USITO2017WTOComplianceFiling.pdf
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requiring tunnelling or encryption over public telecommunications and internet access 

networks.123 Thus, VPN services is a telecommunications service. This is also evident in 

Doc W/120, where telecommunications services (2.C) includes ‘private leased circuit 

services’ (2.C.g) referring to CPC 7522 and 7523. In CPC Prov, CPC 7522 (business 

network services) includes dedicated network services (CPC 75222), which covers VPN 

services. 

The next question would then be whether Chinese GATS commitments on 

telecommunications services cover VPN services. This requires examining the wording 

of the relevant commitments on telecommunication services in Chinese Schedule. An 

examination of the relevant parts of Chinese Schedule suggests that the most relevant 

sub-sector for VPN services is ‘private leased circuit services’. As per VCLT art 31, the 

ordinary meaning of the terms of the treaty (including the terms of a Schedule) should be 

interpreted in good faith by looking at its context and object/purpose.124 The term ‘private 

leased circuit services’ would ordinarily include VPN services offering dedicated 

networks that can be hired/bought for obtaining private and secure connection to the 

internet. Further, in US – Gambling, the AB held that ‘context’ includes the remainder of 

the Member’s Schedule, the provisions of GATS and other WTO agreements, and the 

Schedule of other Members.125 Although Chinese Schedule does not explicitly refer to 

CPC Prov or Doc W/120, nothing in the Chinese Schedule (in telecommunications 

services and elsewhere) suggests that China intended to adopt any other meaning or 

deviate from the general understanding of ‘private leased circuit services’ in Doc W/120 

or CPC Prov. Further, such an interpretation is technologically neutral because it takes 

into account that software and webhosting services can be used to create private circuits 

for transmission over public telecommunications networks.126 Thus, in examining 

whether the Chinese VPN measure is consistent with national treatment and market 

access obligations in GATS, the commitments on private leased circuit services in 

Chinese Schedule are relevant.  

In its Schedule, with respect to both international and domestic private leased circuit 

services,127 China has inscribed commitments with respect to market access (GATS art 

XVI) under Mode 3 allowing foreign service suppliers to establish joint ventures (JVs) in 

different areas of China, provided the investment in these JVs does not exceed 49 per 

cent.128 With respect to national treatment (GATS art XVII), China has offered full 

 

123 Based on the reasoning in China – Electronic Payment Services in Section IIC.  
124 See Section IID.  
125 AB Report, US – Gambling [178] but see [182] cautioning the use of other Members’ Schedules as 

context because of ‘intrinsic logic’ of individual Schedules. See also Panel Report, China – Publications 

and Audiovisual Products [7.1182].  
126 See Section IIE. 
127 See C(g) in commitments on telecommunication services stating, ‘use of private leased circuit service 

is permitted’. See Annex (Section VI).  
128 See Council for Trade in Services, ‘Schedule of Specific Commitments - People’s Republic of China’, 

WTO Doc GATS/SC/135 (14 February 2002) 20.  
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commitments in Modes 1, 2 and 3 on domestic and international private leased circuit 

services.129  

GATS art XX:2 requires that if a Member intends to impose restrictions in a sector that 

are inconsistent with both national treatment (art XVII) and market access (art XVI), the 

restrictions must only be inscribed in the column on market access in the Member’s 

Schedule. This inscription will ‘be considered to provide a condition or qualification to 

Article XVII as well’.130 Thus, the inscription in GATS art XVII with respect to national 

treatment should be interpreted harmoniously with the limitations prescribed in GATS art 

XVI on market access. In other words, a discriminatory measure that is inconsistent with 

national treatment obligations does not violate GATS if that measure is covered by the 

inscriptions on market access.131  

Applying GATT art XX:2, since China has inscribed full commitments on national 

treatment, it cannot discriminate against foreign suppliers of VPN services. But the 

participation of foreign suppliers in the domestic market is contingent on them satisfying 

the two conditions of market access: (i) the foreign supplier forms a joint venture with a 

local company; and (ii) the foreign company’s share does not exceed 49%.  

Conclusively, China has offered relevant market access commitments on VPN services 

that allow foreign suppliers to offer VPN services in China provided they form JVs with 

local companies, with foreign equity in these JVs not exceeding 49%. Further, since 

China has inscribed full commitments on national treatment, it cannot discriminate 

against foreign suppliers of VPN services, provided they meet the conditions of market 

access ie forming a JV with a local company with foreign equity not exceeding 49%.  

D Consistency of Chinese VPN Measure with GATS Obligations 

 Market Access132  

The Chinese Schedule requires all foreign VPN suppliers to establish JVs with local 

partners (with foreign equity not exceeding 49%) as a condition of accessing the domestic 

markets. In US – Gambling, the AB held that even if a Member makes commitments on 

market access for a specific sector, it is not prohibited from imposing reasonable 

regulations for licensing or authorising supply of such services in the domestic market.133 

In that regard, the Chinese VPN measure does not appear to be a violation of market 

access (GATS art XVI) because any foreign service supplier (ie those that have formed 

JVs as per the legal requirements) can apply for a license from the Chinese 

 

129 Ibid.  
130 GATS art XX(2). See also Panel Report, China – Electronic Payment Services [7.658]. 
131 See eg, Panel Report, China – Electronic Payment Services [ 7.663]-[7.664]. 
132 For a discussion on GATS provision on market access, see Chapter 1 (Section IIIB1).  
133 AB Report, US - Gambling [25]-[26].  
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telecommunications regulator to supply VPN services in China. Thus, the Chinese VPN 

measure does not per se prohibit supply of foreign VPN services in China and is consistent 

with China’s market access obligations under GATS art XVI. 

 National Treatment  

Applying the national treatment obligation (GATS art XVII) to the Chinese VPN measure 

entails determining: (i) the likeness of domestic and foreign VPN services or service 

suppliers; and (ii) whether foreign VPN service(s) or service supplier(s) have received 

less favourable treatment compared to domestic VPN service(s) or service supplier(s).134 

The commitments on national treatment in China’s Schedule should be read in light of 

the inscriptions in GATS art XVI ie a foreign supplier of VPN services can form a JV 

with a local partner and its share must not exceed 49%. Thus, this section examines 

whether: (i) foreign and domestic VPN services and service suppliers are like; (ii) whether 

foreign VPN services or service suppliers applying to operate as a JV in China receive 

less favourable treatment compared to domestic VPN services or service suppliers.  

Under GATS art XVII, the first step is assessing whether foreign and domestic VPN 

services and service suppliers are ‘like’. When a measure differentiates domestic and 

foreign services/service suppliers exclusively based on the country of origin (or a de jure 

discrimination), likeness can be presumed.135 However, the AB has noted that presuming 

likeness of services or service suppliers is ‘more limited’ than presuming likeness of 

goods (under GATT non-discrimination provisions) and depends on ‘the nature, 

configuration, and operation of the measure at issue and the particular claims raised’.136 

In the given case, the Chinese VPN measure does not prevent foreign suppliers from 

applying for a licence to supply VPN services in China (provided they meet the conditions 

of market access, discussed in Section IIIC). Thus, this measure does not differentiate 

between foreign and domestic VPN services or service suppliers based on their origin. 

Hence, likeness of foreign and domestic VPN services or service suppliers cannot be 

presumed. 

In the absence of de jure discrimination, foreign and domestic services and service 

suppliers can be considered ‘like’ under GATS art XVII if a ‘competitive relationship’ 

exists between foreign and domestic services/service suppliers.137 The likeness of goods 

is examined under GATT considering: (i) properties, nature, and quality of goods; (ii) 

end-uses; (iii) consumers’ tastes and habits or perceptions and behaviour; and (iv) tariff 

 

134 For a discussion on national treatment obligation in GATS, see Chapter 1 (Section IIIB1).  
135 AB Report, Argentina – Financial Services [6.38].  
136 AB Report, Argentina – Financial Services [6.41].  
137 See, eg, Panel Report, China – Electronic Payment Services [7.700]; Panel Report, Argentina – 

Financial Services [7.173], AB Report, Argentina – Financial Services [6.22] (for Art XVII) and [6.24](for 

art II). Article XVII:3 GATS states that ‘different treatment shall be considered to be less favourable if it 

modifies the conditions of competition’. 
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classification of goods.138 In Argentina – Financial Services, the AB held that the above 

factors are also relevant for GATS, provided that they are ‘adapted as appropriate to 

account for the specific characteristics of trade in services’. 139 Thus, in the context of 

GATS, the pertinent factors in examining competition between different services are the 

intrinsic character or nature/property (including quality) of the services, their end use, 

consumer perceptions, and the relevant classification under Doc W/120.140  

Applying the above criteria, foreign and domestic VPN services and service suppliers can 

be considered ‘like’. First, the basic property of any VPN service is ensuring secure 

connection to a private network to access content available over the public internet. As 

such, no evidence exists that the quality or technology of foreign VPN services is 

materially different from domestic Chinese services, except that the latter are mostly 

supplied by state-owned enterprises.141 Second, both foreign and domestic VPN services 

are used for the purposes of bypassing the firewall of the Chinese government that blocks 

several websites and applications and hence their end-uses are similar. Third, people 

seeking to communicate or access information via VPN services do not necessarily 

distinguish between foreign and domestic services; rather, as the Chinese government 

regulates this sector very stringently, internet users are forced to use whatever services 

are available.142 Moreover, as state-owned enterprises offer more expensive VPN services 

with arguably lower levels of privacy and security,143 most Chinese internet users are 

likely to prefer foreign VPN services, if and when available. Finally, domestic and foreign 

VPN services fall under the same heading in Doc W/120, as explained in Section IIIC. 

Thus, it can be concluded that foreign and domestic VPN services are competitors in the 

same market and therefore should be considered ‘like’ under GATS art XVII.  

Next, a measure is said to accord ‘less favourable treatment’ under GATS art XVII if it 

‘modifies the conditions of competition in favour of services or service suppliers of the 

Member compared to like services or service suppliers of any other Member’.144 

 

138 AB Report, EC — Asbestos [102]. See also Working Party Report, Border Tax Adjustments [18]. 
139 AB Report, Argentina – Financial Services [6.30], [6.31], [6.32]. See also Panel Report, EC – Bananas 

III (Ecuador) [7.322]. But see Panel Report, China – Electronic Payment Services [7.698] where Panel 

states ‘we do not assume that without further analysis we may simply transpose to trade in services the 

criteria or analytical framework used to determine “likeness” in the context of the multilateral agreements 

on trade in goods. We recognize important dissimilarities between the two areas of trade’.  
140 AB Report, Argentina – Financial Services [6.61]. See also Nicholas F Diebold, Non-Discrimination in 

International Trade in Services: Likeness in WTO/GATS (Cambridge University Press, 2010) 245-67, 353. 
141 The fact that majority of Chinese suppliers are state-owned while foreign ones are not is irrelevant in 

this case as both of them provide VPN services. See Panel Report, EC – Bananas III [ 7.322].  
142 Lucy Hornby, ‘China VPN’s Crackdown is About Money as Much as Censorship’, The Financial Times 

(online), 22 January 2018 <https://www.ft.com/content/35eafc9a-fcf8-11e7-9b32-d7d59aace167>.  
143 Brian Fung, ‘Here’s China’s Latest Plan to Keep its Citizens from the Open Internet’, The Washington 

Post (online), 10 July 2017 <https://www.washingtonpost.com/news/the-switch/wp/2017/07/10/heres-

chinas-latest-plan-to-keep-its-citizens-from-the-open-

internet/?noredirect=on&utm_term=.8afd74cdb57e>.  
144 GATS art XVII:3.  

https://www.ft.com/content/35eafc9a-fcf8-11e7-9b32-d7d59aace167
https://www.washingtonpost.com/news/the-switch/wp/2017/07/10/heres-chinas-latest-plan-to-keep-its-citizens-from-the-open-internet/?noredirect=on&utm_term=.8afd74cdb57e
https://www.washingtonpost.com/news/the-switch/wp/2017/07/10/heres-chinas-latest-plan-to-keep-its-citizens-from-the-open-internet/?noredirect=on&utm_term=.8afd74cdb57e
https://www.washingtonpost.com/news/the-switch/wp/2017/07/10/heres-chinas-latest-plan-to-keep-its-citizens-from-the-open-internet/?noredirect=on&utm_term=.8afd74cdb57e
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However, ‘any inherent competitive disadvantages which result from the foreign 

character of the relevant services or service suppliers’ are excluded from the scope of 

‘less favourable treatment’.145 Thus, GATS art XVII examines if the measure results in 

differential treatment by considering how it affects competitive conditions for foreign 

services and service suppliers, either by discriminating against them, or by favouring 

domestic services and service suppliers, or both.  

The Chinese VPN measure appears to directly and indirectly skew the competition in the 

domestic market in favour of domestic VPN services and service suppliers and thus 

accords less favourable treatment to foreign VPN services and service suppliers in 

violation of GATS art XVII. Several foreign companies have argued that the process of 

obtaining Ministry of Industry and Information Technology’s (‘MIIT’) approval for VPN 

services is much easier for domestic companies.146 According to the Catalogue of 

Telecom Services by Category issued by the MIIT in 2015, domestic VPN services are 

categorised as value-added telecommunications services while international VPN 

services are categorised as basic telecommunications services.147 This distinction results 

in significantly increased costs and compliance requirements for foreign service suppliers 

as basic telecommunications service suppliers are required to follow several additional 

requirements.148 For example, the required capitalisation requirement (ie the company’s 

total value) for basic telecommunications services is 100 times higher than value-added 

telecommunications services.149 This clearly would prevent foreign VPN service 

suppliers from entering the Chinese market, especially if they are smaller companies 

without significant financial resources and thus constitutes ‘less favourable treatment’ of 

foreign services and service suppliers.  

 Domestic Regulation 

The Chinese VPN measure can also be examined for consistency with obligations on 

domestic regulation in GATS art VI. GATS art VI:1 states: 

In sectors where specific commitments are undertaken, each Member shall ensure that all 

measures of general application affecting trade in services are administered in a reasonable, 

objective and impartial manner. 

GATS art VI:2 and art VI:3 contain general obligations requiring Members to institute 

tribunals and proper procedures for reviewing and providing remedies for administrative 

decisions and providing information to applicants regarding approvals related to 

supplying services.  

 

145 GATS art XVII: 1, n 10.  
146 See Computing Technology Industry Association et al, above n 120.  
147 Ibid 15.  
148 Ibid 15-16. 
149 Ibid.  
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China has committed to permit foreign companies to supply VPN services in China. 

However, as per the Chinese VPN measure, all VPN service suppliers must obtain a 

licence from the Chinese telecommunications regulator to supply VPN licences. This 

measure can be considered a ‘measure of general application’ as it applies to all service 

suppliers.150 Under GATS art VI, China would therefore be obliged to administer the 

Chinese VPN measure in a reasonable, objective and impartial manner. Not enough 

information is publicly available to conduct the above assessment in a detailed manner. 

For example, China has not provided any public information regarding the criteria for 

investigation of an application by a foreign VPN service supplier intending to enter the 

Chinese VPN market.151  

However, existing evidence seems to indicate that the Chinese VPN measure violates 

GATS art VI:1. First, no independent agency or tribunal exists in China to addresses 

grievances of foreign VPN suppliers; nor are they notified of changes in Chinese 

government policy on VPN services.152 Press reports also indicate that the majority of 

legal VPN services available in China are supplied by state-owned telecommunication 

companies and it is generally very difficult for foreign suppliers to obtain licenses for 

supplying VPN services in China.153 Second, VPN services in China are blocked in an 

inconsistent manner without adequate administrative guidelines or procedures.154 In past 

disputes, the AB has criticised the lack of proper guidelines in domestic regulations 

because it leads to administrative indiscretion and inconsistent application of 

regulations.155 Scholars have also highlighted the importance of GATS art VI:1 in 

promoting impartiality and consistency in the administration of domestic regulations, 

 

150 See, eg, meaning of ‘measures of general application’ explained in GATT art X.1 in AB Report, US – 

Underwear, 21; Panel Report, US – Underwear [7.65]; Panel Report, EC – Selected Customs Matters, 

[7.116]; Panel Reports, China – Raw Materials [7.772], [7.804], [7.1098]. 
151 Based on this, the transparency of the Chinese VPN measure can possibly be examined under GATS art 

III (See Chapter 6 (Section IIIA)). This argument is not explored further in the thesis due to insufficient 

information.  
152 See, eg, Communication from the US, ‘Measures Adopted and Under Development by China Relating 

to its Cybersecurity Law’, WTO Doc S/C/W/374 (23 February 2018) [7]. This could be a violation of 

GATS art VI:2(a).  
153 Dezan Shira & Associates, ‘China’s Great Firewall: Business Implications’ 

<http://cn.swisscham.org/sites/default/files/China%20Briefing%20China%27s%20Great%20Firewall%20

Business%20Implications.pdfhttp://cn.swisscham.org/sites/default/files/China%20Briefing%20China%27

s%20Great%20Firewall%20Business%20Implications.pdf>3; ‘Foreign Companies in China Brace for 

VPN Crackdown’, The Business Times (online), 30 March 2018 

<https://www.businesstimes.com.sg/government-economy/foreign-companies-in-china-brace-for-vpn-

crackdown>; ‘BT Becomes First Foreign Telecoms Firm to Secure Chinese License’, The Chinese Daily 

(online), 29 January 2019 

<http://www.chinadaily.com.cn/a/201901/29/WS5c4fbdfca3106c65c34e70b2.html>.  
154 Charles Clover, ‘China Intensifies VPN Services Crackdown’, The Financial Times (online), 23 January 

2015 <https://www.ft.com/content/46ad9e26-a2b9-11e4-9630-00144feab7de>.  
155 Panel Reports, China – Raw Materials [7.744]–[7.746]. 

http://cn.swisscham.org/sites/default/files/China%20Briefing%20China%27s%20Great%20Firewall%20Business%20Implications.pdf
http://cn.swisscham.org/sites/default/files/China%20Briefing%20China%27s%20Great%20Firewall%20Business%20Implications.pdf
http://cn.swisscham.org/sites/default/files/China%20Briefing%20China%27s%20Great%20Firewall%20Business%20Implications.pdf
http://cn.swisscham.org/sites/default/files/China%20Briefing%20China%27s%20Great%20Firewall%20Business%20Implications.pdf
https://www.businesstimes.com.sg/government-economy/foreign-companies-in-china-brace-for-vpn-crackdown
https://www.businesstimes.com.sg/government-economy/foreign-companies-in-china-brace-for-vpn-crackdown
http://www.chinadaily.com.cn/a/201901/29/WS5c4fbdfca3106c65c34e70b2.html
https://www.ft.com/content/46ad9e26-a2b9-11e4-9630-00144feab7de
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such as approval of licensing applications.156 Thus, at first sight, the Chinese VPN 

measure appears to violate various obligations contained in GATS art VI.  

 GATS Telecommunications Annex  

China is bound by the obligations listed in GATS Annex on Telecommunication Services, 

which applies to ‘measures affecting access to and use of public telecommunications 

transport networks and services’.157 This Annex should be read along with the individual 

commitments offered by China on telecommunications services.158  

Certain Members have argued that the Chinese VPN measure is inconsistent with Para 

5(c) of GATS Telecoms Annex:159  

Each Member shall ensure that service suppliers of any other Member may use public 

telecommunications transport networks and services for the movement of information 

within and across borders, including for intra-corporate communications of such service 

suppliers, and for access to information contained in data bases or otherwise stored in 

machine-readable form in the territory of any Member. Any new or amended measures 

of a Member significantly affecting such use shall be notified and shall be subject to 

consultation, in accordance with relevant provisions of the Agreement. 

The Chinese VPN measure restricts corporate communications between foreign 

companies operating in China and their overseas headquarters by preventing unhindered 

access to foreign servers. Further, as authorised VPN services in China are largely limited 

to state-owned enterprises subject to more extensive government surveillance, the 

Chinese VPN measure is likely to compromise the confidentiality and security of intra-

corporate communications. Although China notified this measure in February 2017, it did 

not conduct a public consultation allowing affected parties to make representations, 

potentially breaching the requirement under GATS Para 5(c).160  

Further, the Annex contains provisions that directly apply to private leased circuit 

services (which includes VPN services): 161 

Each Member shall ensure that service suppliers of any other Member have access to and 

use of any public telecommunications transport network or service offered within or 

across the border of that Member, including private leased circuits, and to this end shall 

ensure, subject to paragraphs (e) and (f), that such suppliers are permitted: 

 

156 Shin-yi Peng, ‘The Rule of Law in Times of Technological Uncertainty: Is International Economic Law 

Ready for Emerging Supervisory Trends?’ (2019) 22(1) Journal of International Economic Law 1, 27.  
157 GATS Telecommunications Annex [1]. 
158 GATS Telecommunications Annex [2(c)(i)].  
159 See eg, Communication from the US, above n 152.  
160 See eg, Ibid [7]. 
161 GATS Telecommunications Annex [(b) (ii)].  
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(ii) to interconnect private leased or owned circuits with public telecommunications 

transport networks and services or with circuits leased or owned by another service 

supplier; and 

The above provision is subject to Para 5(e), which allows imposing conditions ‘necessary’ 

to ‘safeguard the public service responsibilities of suppliers of public telecommunications 

transport networks and services’.162 ‘Public service responsibility’ is a vague term that 

can be interpreted to include removing access to unauthorised or illegal VPN services. 

This provision has not been tested in a WTO dispute; however, the presence of 

‘necessary’ in Para 5(e) suggests that the necessity of the measure might be investigated, 

for example, whether the Chinese VPN measure is necessary to remove illegal activities 

on the internet (this assessment is continued in the next section). However, if the Chinese 

VPN measure is considered necessary under Para 5(e), China can impose restrictions on 

‘inter-connection of private leased or owned circuits with such networks or services or 

with circuits leased or owned by another service supplies’, without violating the GATS 

Telecommunications Annex.163  

E Justifying Chinese VPN Measure under General Exceptions  

The previous section argued that the Chinese VPN measure is likely to be inconsistent 

with GATS art XVII, art VI and, possibly, Paras 5(c) and (b)(ii) of GATS 

Telecommunications Annex. However, measures inconsistent with GATS obligations are 

still permissible if they can satisfy the general exceptions contained in GATS art XIV. 

This section investigates whether the Chinese measure is necessary to achieve any of the 

policy objectives listed in GATS art XIV and consistent with the GATS art XIV chapeau. 

It finds that although the Chinese VPN measure can be provisionally justified under 

GATS art XIV(a) (ie measures necessary to protect public morals or maintain public 

order), it is likely to breach the GATS art XIV chapeau because of its arbitrary 

implementation. However, insufficient public information is available to definitively 

arrive at this conclusion. 

 Relevance of GATS art XIV(a)  

The Chinese VPN measure is aimed at reducing illegal activities in Chinese cyberspace 

and promoting an orderly and healthy development of the internet industry.164 VPN 

services are mainly used by companies and individual users in China to access banned 

foreign websites or applications.165 Although one of the stated rationales of the Chinese 

VPN measure is strengthening the management of cybersecurity issues,166 the measure 

 

162 GATS Telecommunications Annex [5(e)(i)].  
163 GATS Telecommunications Annex [5(f)(v)].  
164 Chinese VPN Notification, [I]. 
165 Wei, above n 106. 
166 Chinese VPN Notification, Preamble. 
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does not appear to be connected to internet security. For example, the requirement to 

create a centralised user archive or limiting communication via VPNs to business 

purposes does not strengthen cybersecurity but rather restricts access to banned websites 

and applications in China. The notification on the Chinese VPN measure only contains a 

generic obligation on information security required to be followed by internet content 

suppliers and is unrelated to obligations on VPN services.167 Thus, it appears unlikely that 

China would argue that this measure is essential for cybersecurity protection as it would 

constitute a weak case.  

Given the key objective of the Chinese VPN measure is restricting access to banned 

online content to Chinese internet users, China is more likely to depend on GATS art 

XIV(a) to justify this measure. GATS art XIV(a) allows Members to impose any 

measures that are necessary to protect public morals or maintain public order. GATS art 

XIV(a) further states that the ‘public order exception may be invoked only where a 

genuine and sufficiently serious threat is posed to one of the fundamental interests of 

society’.168 The term ‘public morals’ is not defined in GATS. However, this term has 

been interpreted very liberally in WTO disputes, without second-guessing the stated 

policy objective of the defendant.169 In US – Gambling, the Panel held that ‘public morals 

denotes standards of right and wrong conduct maintained by or on behalf of a community 

or nation’.170 Further, the Panel held that public morality was context-specific and could 

vary from Member to Member, depending on their ‘prevailing social, cultural, ethical and 

religious values’.171 A similar approach was taken by the AB in EC – Seals172 and the 

Panel in China – Publications and Audiovisual Products173 in defining ‘public morals’. 

In Brazil - Taxes and Charges, the Panel even accepted Brazil’s argument that bridging 

digital divide and promoting social inclusion qualified as protecting public morals.174 

The Chinese VPN measure is prima facie aimed at protecting public morality and 

maintaining public order and thus falls under GATS art XIV(a). By restricting 

unauthorised VPN services and imposing strict requirements for use of authorised VPN 

services,175 the measure is likely to reduce access to politically offensive content such as 

those criticising the ruling party in China or discussing controversial political 

 

167 See Chinese VPN Notification, [III.2]; [III.3]; [III.5] and [III.6]. 
168 GATS art XIV(a), n 5.  
169 Ming Du, ‘How to Define ‘Public Morals’ in WTO Law? A Critique of Brazil – Taxation and Charges 

Panel Report’ (2018) 13(2) Global Trade and Customs Journal 69-74.  
170 Panel Report, US – Gambling [6.465]. 
171 Ibid.  
172 AB Reports, EC – Seal Product [5.199].  
173 Panel Report, China – Publications and Audiovisual Products [7.759].  
174 Panel Report, Brazil – Taxes and Charges [7.562]-[7.568]. This finding was not addressed in the AB 

Report.  
175 See Section IIIA. 
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ideologies.176 Thus, the Chinese VPN measure acts as a tool to prevent activities that the 

government considers a threat to the stability of the political and social system. Further, 

by requiring a centralised user archive, the Chinese government could track activities of 

political dissidents, potentially facilitating public order. The Chinese VPN measure also 

reduces access to content that the government considers harmful to the social or moral 

ethos of Chinese society such as pornography.177 Thus, the Chinese VPN measure also 

aims to protect public morals under GATS art XIV(a).  

One may question whether Chinese online censorship regulations reflect the underlying 

values of the Chinese society or the political interests of the ruling party. This question 

would entail investigating political questions such as whether Chinese citizens agree with 

the government’s censorship policies,178 and if Chinese censorship laws comply with 

international human rights norms. Since online censorship is based on social or cultural 

standards of a society, a Panel is unlikely to consider such questions that directly interfere 

with the sovereignty of Members.179  

 Necessity of Chinese VPN Measure under GATS art XIV(a)  

Panels/AB have developed an elaborate necessity test to examine whether a measure is 

necessary to achieve a policy objective contained in the sub-provisions of GATS art XIV: 

(i) assessing the relative importance of the interests and values underlying the measure; 

and (ii) ‘weighing and balancing’, in light of those interests and values, the contribution 

of the measure to the objective, and the restrictive impact of the measure on international 

commerce; and (iii) availability of reasonable and less trade-restrictive alternatives.180  

The first step of the necessity test is assessing the relative importance of the 

interests/values underlying the Chinese VPN measure. The Chinese government has 

categorically argued that maintaining a stable internet, free from politically offensive and 

culturally harmful material is an important part of its domestic policy.181 Therefore, it is 

 

176 Freedom House, ‘Freedom on the Net Report 2018: China’ (2018) 

<https://freedomhouse.org/report/freedom-net/2018/china>. 
177 See, eg, Computer Information Network and Internet Security, Protection and Management 

Regulations (People’s Republic of China), Ministry of Public Security, 30 December 1997, art 4, art 5, art 

6.  
178 Panel Reports, EC – Seal Products [7.404]. See generally Qinghua Yang and Yu Liu, ‘What’s on the 

Other Side of the Great Firewall? Chinese Web users’ Motivations for Bypassing the Internet Censorship’ 

(2014) 37 Human Behaviour 249, 254-56 (discussing why Chinese users bypass the Great Firewall of 

China). See also Gao, above n 27, 56.  
179 Wyatt, above n 100, 444.  
180 AB Report, Brazil – Retreaded Tyres [146], [178]; AB Report, US –Gambling [307]; AB Report, Korea 

– Various Measures on Beef [164]. See also discussion on general exceptions in Chapter 1 (Section IIIB2).  
181 See generally Information Office of the State Council 

of the People's Republic of China, The Internet in China (8 June 2010) 

<http://china.org.cn/government/whitepaper/node_7093508.htm>. See also ISOC of China, ‘Public Pledge 

of Self-Regulation and Professional Ethics for China Internet Industry’ (9 August 2011) 

<http://www.isc.org.cn/english/Specails/Self-regulation/listinfo-15321.html>. 

https://freedomhouse.org/report/freedom-net/2018/china
http://china.org.cn/government/whitepaper/node_7093508.htm
http://www.isc.org.cn/english/Specails/Self-regulation/listinfo-15321.html
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likely that the Panel would accord high priority and importance to this policy objective. 

This would mean that in conducting the weighing and balancing test, a Panel would 

consider the critical public importance of online censorship and content regulation in 

China and ensure that WTO rules are not interpreted in such a manner that they prevent 

the government from achieving this objective.  

The second step is conducting the weighing and balancing test in GATS art XIV. This 

test requires the Panel to conduct an objective analysis.182 The Panel would first 

investigate whether imposing stringent requirements for registered VPN users and 

banning unauthorised VPN services contributes to reducing access to politically sensitive 

and culturally harmful content. Given that the primary tool for internet users in China to 

circumvent the firewall is to use VPN services, the restriction on unauthorised VPN 

services would automatically reduce access to all banned content, thus, directly 

contributing to achieving China’s public policy goals under GATS art XIV(a). Further, 

as the Chinese VPN measure strictly requires service suppliers to track user activity 

through a centralised user archive, even users of authorised VPN services are likely to be 

careful not to violate domestic laws and regulations.  

The second consideration in the weighing and balancing test is the level and extent of 

trade-restrictive impact of the Chinese VPN measure. The Chinese VPN measure is likely 

to have a strong detrimental impact on foreign companies by reducing their operational 

efficiency as well as security and privacy of their business transactions.183 The US, in a 

submission to the WTO, stated:  

The potential impact of the Circular both on foreign service suppliers and their customers 

in China appears to be quite severe. Leased lines and VPNs are commonly used to ensure 

the security and confidentiality of information transferred into and out of a country in the 

course of supplying services. For example, to the extent that it relied on such services, 

how might a travel agent based in China access international flight information without 

connecting to a foreign data center? How could data processing or accounting services be 

supplied on a cross-border basis to Chinese clients/customers without some connection 

to a foreign data center? As another key example, many software platforms enable text 

messaging for technical support and customer service purposes – how would an online 

“chat” between a foreign accounting firm and its client in China, provided over a VPN or 

leased line be treated for the purpose of the Circular? 184 

 

Indirectly, this measure also favours domestic companies as majority of foreign 

companies are likely to use cloud services in their regular business operations that remain 

blocked in China.185 For example, press reports indicate that the demand for Chinese 

 

182 AB Report, US – Gambling [304]- [308]. 
183 Communication from the US, ‘Measures Adopted and Under Development by China Relating to its 

Cybersecurity Law’, WTO Doc S/C/W/376 (23 February 2018) [3], [5], [6]. 
184 Ibid [5].  
185 For list of blocked websites, apps and cloud services in China, see ‘List of Websites and Apps Blocked 

in China’ (10 August 2018) <http://startuplivingchina.com/list-websites-apps-blocked-china/>. See also 

http://startuplivingchina.com/list-websites-apps-blocked-china/
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search engines such as Baidu have increased considerably after the measure was 

implemented.186  

The VPN services available in China, after the implementation of the measure, are 

arguably less secure because these service suppliers maintain a centralised user archive, 

through which governments can easily track VPN users and even access confidential 

business communications. Whether the government does so in practice is uncertain, but 

a possibility remains that the measure could be implemented in this manner. If so, it would 

defeat the very purpose of VPN services of achieving access to a secure and private 

network. In highly restrictive political environments such as China, VPNs are important 

in continuing cross-border commercial activity without compromising the security and 

confidentiality of data flows. Further, the lack of sufficiently secure and trustworthy VPN 

services within China for intra-corporate communications can prevent foreign companies 

with strict corporate policies on privacy and security from operating in China altogether. 

Therefore, the Chinese VPN measure is likely to have a trade-restrictive impact across 

several sectors of the economy.  

However, despite the severe trade-restrictive impact of the Chinese VPN measure, it is 

hard to think of alternative measures that are less trade-restrictive and reasonably 

available to the defendant that achieve an equivalent level of protection ie prohibiting the 

Chinese public from using VPN services for illegal purposes. For example, if China 

relaxed its requirement to maintain a user database for authorised VPNs, certain illegal 

uses may go unnoticed. Similarly, if China allowed authorised VPNs to be used for 

purposes other than corporate communications, local users might use VPNs to access 

illegal content. As a result, China could potentially benefit from the exemption available 

under GATS art XIV(a), subject to satisfying the GATS art XIV chapeau.  

 Compliance with GATS art XIV Chapeau  

In order to justify the Chinese VPN measure under GATS art XIV, China would also need 

to show that the measure meets the requirements of the chapeau of GATS art XIV:  

Subject to the requirement that such measures are not applied in a manner which would 

constitute a means of arbitrary or unjustifiable discrimination between countries where like 

conditions prevail, or a disguised restriction on trade in services, nothing in this Agreement 

shall be construed to prevent the adoption or enforcement by any Member of measures: 

 

Alexander Chipman Koty, ‘China’s Great Firewall: Business Implications’ on China Briefing (online), I 

June 2017 <http://www.china-briefing.com/news/chinas-great-firewall-implications-businesses/ >.  
186 Ralph Jennings, ‘How to Surf China's Internet Freely Despite The Latest Ban’, The Forbes (online), 23 

April 2018 <https://www.forbes.com/sites/ralphjennings/2018/04/23/heres-how-to-surf-chinas-internet-

freely-despite-the-latest-ban/#1d3e860e2934>; Hornby, above n 142.  

http://www.china-briefing.com/news/chinas-great-firewall-implications-businesses/
https://www.forbes.com/sites/ralphjennings/2018/04/23/heres-how-to-surf-chinas-internet-freely-despite-the-latest-ban/#1d3e860e2934
https://www.forbes.com/sites/ralphjennings/2018/04/23/heres-how-to-surf-chinas-internet-freely-despite-the-latest-ban/#1d3e860e2934
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The chapeau requires an assessment of how a measure is applied rather than the content 

of the measure, which is instead examined under the sub-clauses of GATS art XIV.187 

This assessment is necessary to examine whether the Member is invoking the exception 

in good faith.188  

The first test under the chapeau is examining if like conditions prevail in China and other 

Members whose suppliers are prevented from offering VPN services in China, and if so, 

whether the measure results in arbitrary or unjustifiable discrimination. China can argue 

that its political and social culture is unique and other countries do not have ‘like’ 

conditions on online censorship. For example, unlicensed VPN services supplied from 

abroad may not impose the same standards of censorship or restrictions on internet users 

as state-owned companies. In that case, the first condition of the chapeau is satisfied, as 

‘like conditions’ do not prevail in China and other Members. However, it is possible that 

certain VPN suppliers supplied from certain Members agree to Chinese conditions for 

online censorship and oversight over internet users, in which case, the conditions in China 

and those Members will be ‘like’.  

If regulatory conditions are like, the Panel would investigate if the Chinese VPN measure 

is applied in such a manner that it constitutes an arbitrary or unjustifiable discrimination. 

For example, if it is found that China deliberately rejects application from foreign VPN 

suppliers proposing to form JVs with local partners, then it would be a case of an arbitrary 

or unjustifiable discrimination. Insufficient evidence is publicly available to make such 

an assertion. However, given that most VPN services available in China are offered by 

state-owned telecommunications companies, it is possible that a complainant can provide 

evidence of an arbitrary or unjustifiable discrimination, such as by collecting systematic 

evidence from its service suppliers that have attempted to obtain a licence to supply VPN 

services in China.  

The Chinese VPN measure is likely to violate the second condition of the GATS art XIV 

chapeau as it appears to be a ‘disguised restriction on trade in services’. This condition is 

met if the measure is implemented in such a manner that it protects domestic companies 

instead of pursuing any legitimate policy objective. An example of disguised restriction 

on trade would be that the Chinese government deliberately hampers the speed and 

efficiency of foreign VPN services to boost business of domestic companies. Some 

studies indicate that, in the past, the Chinese government has intentionally throttled 

foreign VPNs.189 This action would constitute a disguised restriction on trade. Further, if 

the Chinese VPN measure restricted several unlicensed foreign VPN services but did not 

impose similarly stringent requirements on domestic VPN services, then this would also 

 

187 Panel Report, US – Gambling [6.607].  
188AB Report, US – Shrimp [158].  
189 Margaret Earling Roberts, Fear, Friction, and Flooding: Methods of Online Information Control 

(Doctoral Dissertation, Harvard University, 2014) 3.  
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constitute a disguised restriction on trade.190 However, there is no evidence to suggest 

that the Chinese government has only taken strong action against unlicensed foreign VPN 

services.191  

This case study concludes that: (i) China’s GATS commitments explicitly cover VPN 

services; (ii) the Chinese VPN measure violates its GATS obligations on national market 

and domestic regulation and may also violate the GATS Telecommunications Annex; and 

(iii) the measure is likely to be provisionally justified under GATS art XIV(a) but might 

fail the test under the GATS art XIV chapeau.  

IV ALIGNING GATS WITH INTERNET OPENNESS  

As explained in Section I, measures restricting cross-border supply of digital services 

prohibit all data flows associated with the supply of such digital services. Thus, these 

measures restrict internet openness. This chapter focuses on measures restricting digital 

services and data flows on grounds of censoring or regulating harmful or immoral online 

content. Online content regulation measures, such as express bans on certain digital 

services, can be very harmful to the open and undivided architecture of the internet. They 

may also create technological inefficiencies, resulting in a fragmented and incoherent 

network.192 Given the importance of internet openness in facilitating a framework for 

digital trade,193 this section examines whether GATS can contribute to internet openness 

and, if so, to what extent.  

Measures restricting digital services (and data flows associated with the supply of those 

digital services) are trade-restrictive in nature and violate GATS obligations. This chapter 

demonstrates that interpreting Members’ GATS commitments in a technologically 

neutral and evolutionary manner can facilitate internet openness, at least to some extent. 

Further, GATS obligations on national treatment and market access ensure that digital 

services and data flows are able to flow freely across borders in sectors where Members 

have inscribed commitments in their Schedules. If Members have inscribed commitments 

in their Schedules on certain digital services, they are also required to comply with 

obligations on domestic regulation, such as ensuring that any data-restrictive measures 

affecting those digital services are administered in a reasonable and fair manner. 

Similarly, any technical standards and licensing requirements applicable to sectors in 

 

190 See generally Cho-Wen Chu, ‘Censorship or Protectionism? Reassessing China’s Regulation of Internet 

Industry’ (2017) 7(1) International Journal of Social Science and Humanity 28.  
191 For example, certain Chinese persons have been prosecuted for violating the Chinese VPN measure. 

See, eg, Yuan Yang, ‘China Turns Up Heat on Individual Users of Foreign Websites’, The Financial Times 

(online), 7 January 2019 <https://www.ft.com/content/dda957be-1256-11e9-a581-4ff78404524e>; 

Benjamin Haas, ‘Man in China Sentenced to Five Years’ Jail for Running VPN’, The Guardian (online), 

22 December 2017 <https://www.theguardian.com/world/2017/dec/22/man-in-china-sentenced-to-five-

years-jail-for-running-vpn>.  
192 See Chapter 2 (Section IIIA3). 
193 See Chapter 2 (Section IIIA).  

https://www.ft.com/content/dda957be-1256-11e9-a581-4ff78404524e
https://www.theguardian.com/world/2017/dec/22/man-in-china-sentenced-to-five-years-jail-for-running-vpn
https://www.theguardian.com/world/2017/dec/22/man-in-china-sentenced-to-five-years-jail-for-running-vpn
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which Members have offered express commitments in their Schedule should be objective 

in their design and proportional to the underlying policy objective. Thus, these GATS 

obligations prevent discriminatory and excessive restrictions on cross-border flows of 

data and digital services, thereby facilitating internet openness. However, these 

obligations only apply in sectors where Members have undertaken express commitments 

in their Schedules. Thus, obligations on national treatment, market access and domestic 

regulation do not necessarily prevent data-restrictive measures in all service sectors, and 

thus, in that sense, make a limited contribution to facilitating internet openness.  

If a data-restrictive measure is inconsistent with a Member’s GATS obligations, GATS 

art XIV plays an important role in examining whether this measure could be necessary to 

achieve the Member’s domestic policy objective(s), including certain internet policy 

objectives such as online content regulation. Typically, measures restricting digital 

services and data flows on grounds of regulating online content would be justified as 

necessary to protect public morals or maintain public order under GATS art XIV(a). 

Panels have generally deferred to the public morality and public order goals of Members 

(including censorship of online content) because of the importance of preserving 

Members’ sovereignty to pursue their cultural, political and social goals under GATS.194 

However, restrictions on digital services that do not sufficiently contribute to a Member’s 

policy objective are likely to violate GATS art XIV. For example, if a Member bans 

foreign websites offering specific types of digital content but permits (or does not prevent) 

domestic suppliers to provide identical/similar digital content, then such a measure is 

inconsistent with GATS art XIV. Thus, GATS art XIV can also contribute to internet 

openness by prohibiting unnecessary discriminatory measures affecting digital services 

and cross-border data flows. 

However, certain inherent limitations exist in aligning GATS with the principle of 

internet openness. The case study of the Chinese VPN measure indicates the inherent 

limitations in GATS in addressing social or cultural policies of a government, even if 

detrimental to the principle of internet openness. The normative content of a Member’s 

notion of public morality and public order has rarely been questioned in a WTO dispute. 

In another WTO dispute related to Chinese censorship laws, China – Publications and 

Audiovisual Services, neither the Panel nor AB directly addressed Chinese standards on 

censorship but rather focused only on the tools used by the Chinese government to enforce 

censorship in the relevant sectors. GATS art XIV(a) is therefore a double-edged sword: 

if the WTO adopts a strict standard of review in evaluating the normative content of public 

morality or public order of a Member, then it needs to judge issues that may arguably fall 

outside its competence; if it is highly deferential (recognising anything from protecting 

 

194 Alex Wyatt, ‘The Global Economy and the Online World: Consequences of WTO Accession on the 

Regulation of the Internet in China’ (2002) 3 Melbourne Journal of International Law 436, 444. 
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animals to bridging the digital divide under GATS art XIV (a)), then it may inadvertently 

open the gates to protectionist behaviour. 195  

In the case of the Chinese VPN measure, despite the obvious trade-restrictive effect of 

the Chinese VPN measure (and potential repercussions for internet openness), a Panel is 

unlikely to interfere with the rationale informing the measure and also likely to find the 

measure necessary to achieve the policy objective of Chinese government under GATS 

art XIV(a). The only recourse available to the Panel is to look at the implementation of 

the measure and specific instances of disguised protectionism or arbitrary discrimination. 

The latter test may help detect disguised censorship measures but cannot generally 

guarantee internet openness, when the measure is considered necessary to preserve 

domestic values and implemented in an even-handed manner.  

Conclusively, although GATS can facilitate internet openness, particularly in sectors in 

which Members have offered national treatment, market access or other additional 

commitments in their Schedules, it cannot curtail measures (which are otherwise non-

discriminatory, non-arbitrary and not hidden protectionist tools) that individual 

governments consider necessary to achieve an internet culture within their country that is 

consistent with their societal values. This means that GATS can make a limited 

contribution in facilitating implementation of the principle of internet openness in cases 

where the impugned data-restrictive measure relates to online censorship or content 

regulation. While GATS can ensure that blatantly protectionist measures are prohibited, 

absent international consensus on norms or tools for online censorship and content 

regulation, Panels/AB cannot always ensure that Members support a free internet. Rather, 

such issues are more likely to be addressed by international human rights organisations, 

internet governance bodies, and civil society institutions, and thus fall outside the scope 

of WTO law.  

V CONCLUSION 

The principles in GATS can be interpreted creatively and thoughtfully to facilitate 

internet openness, including preventing some forms of discriminatory and arbitrary 

restrictions on data flows. For example, a technologically neutral and evolutionary 

interpretation of GATS commitments in Members’ Schedules facilitates liberalisation of 

a larger number of modern-day digital services, including supporting cross-border data 

flows in relation to these services. Further, obligations on national treatment, domestic 

regulation and market access can require Members to allow cross-border data flows in 

service sectors where they have inscribed commitments in their Schedules. However, as 

many Members have offered limited commitments in sectors relevant to digital services 

industry (for example, audiovisual, advertising and value-added telecommunications 

 

195 Nicolas F Diebold, ‘The Morals and Order Exceptions in WTO Law: Balancing the Toothless Tiger and 

the Undermining Mole’ (2007) 11(1) Journal of International Economic Law 43, 44. 
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services), these obligations will not apply to data-restrictive measures across all sectors. 

Nonetheless, subject to GATS commitments of Members, these obligations can facilitate 

internet openness to a certain extent.  

This chapter also demonstrates that internet openness can be easily curtailed by 

governmental discretion to regulate online content that is harmful to socio-cultural values 

or political order. GATS rightly does not interfere with this discretion but instead enables 

Members to implement measures necessary to protect their domestic values and interests 

under GATS art XIV. Under GATS art XIV, Panels can investigate whether a measure is 

necessary to achieve a Member’s desired goal of internet censorship but cannot question 

how the Member determines its goals in regulating online content. The assessment of 

data-restrictive measures under GATS art XIV can thus prevent outright protectionist 

measures disguised as necessary to regulate online content. But where Members establish 

that their data-restrictive measures are necessary to regulate online content and 

implemented in an even-handed manner,Panels cannot interfere with such restrictions, 

despite their negative effects on internet openness. Absent international consensus on 

norms and tools for internet censorship and content regulation, therefore, the ability of 

Panels to align GATS with the principle of internet openness will remain limited.  
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VI ANNEX: EXTRACT OF CHINESE SCHEDULE CONTAINING CHINA’S COMMITMENTS ON TELECOMMUNICATIONS AND COMPUTER SERVICES  

Sector or sub-sector Limitations on market access Limitation on national treatment Additional commitments 

C.  Telecommunication 

Services3 Value-added 

Services Including the 

following: 

(h) Electronic mail 

(i) Voice mail 

(j) On-line information and 

database retrieval 
(k) Electronic data interchange 

(l) Enhanced/Value-added 

facsimile services 

(including store and forward, 

store and retrieve) 
(m) Code and protocol conversion 

(n) On-line information and/or 

data processing (including 

transaction processing) 

(1) See mode 3 

(2) None 

(3) Foreign service suppliers will be 

permitted to establish joint venture 

value-added telecommunication 

enterprises, without quantitative 

restrictions, and provide services in 

the cities of Shanghai, Guangzhou 

and Beijing. Foreign investment in 

joint venture shall be no more than 

30 per cent. 

 

Within one year after China's 

accession, the areas will be 

expanded to include Chengdu, 

Chongqing, Dalian, Fuzhou, 

Hangzhou, Nanjing, Ningbo, 

Qingdao, Shenyang, Shenzhen, 

Xiamen, Xi'an, Taiyuan and Wuhan 

and foreign investment shall be no 

more than 49 per cent. 

Within two years after China's 

accession, there will be no 

geographic restriction and foreign 

investment shall be no more than 

50 per cent. 

(4) Unbound except as indicated in 

horizontal commitments. 

(1) None 

(2) None 

(3) None 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

(4) Unbound except as indicated in 

horizontal commitments. 

China undertakes the obligations 

contained in the Reference Paper in 

Annex I attached hereto. 
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Basic Telecommunication 

Services 

- Paging Services 

(1) See mode 3 

(2) None 

(3) Foreign service suppliers will be 

permitted to establish joint venture 

enterprises, without quantitative 

restrictions, and provide services in 

and between the cities of Shanghai, 

Guangzhou and Beijing. Foreign 

investment in joint venture shall be 

no more than 30 per cent. 

Within one year after China's 

accession, the areas will be 

expanded to include services in and 

between Chengdu, Chongqing, 

Dalian, Fuzhou, Hangzhou, 

Nanjing, Ningbo, Qingdao, 

Shenyang, Shenzhen, Xiamen, 

Xi'an, Taiyuan and Wuhan and 

foreign investment shall be no more 

than 49 per cent. 

Within two years after China's 

accession, there will be no 

geographic restriction and foreign 

investment shall be no more than 50 

per cent. 

(4) Unbound except as indicated in 

horizontal commitments. 

(1) None 

(2) None 

(3) None 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
(4) Unbound except as indicated in 

horizontal commitments. 

China undertakes the 

obligations contained in 

the Reference Paper in 

Annex 1 attached hereto. 



 

 

98 

- Domestic Services 

 

(a) Voice services 

(b) Packet-switched data transmission 

services 

(c) Circuit-switched data transmission 

services 
(f) Facsimile services 

(g) Domestic private leased circuit 

services 

 

- International Services 
(a) Voice services 

(b) Packet-switched data transmission 

services 

(c) Circuit-switched data transmission 

services 

(f) Facsimile services 

(g) International closed user group 

voice and data services (use of 

private leased circuit service is 

permitted) 

(1) See mode 3 

(2) None 

(3) Within three years after China's 

accession, foreign service suppliers 

will be permitted to establish joint 

venture enterprises, without 

quantitative restrictions, and provide 

services in and between the cities of 

Shanghai, Guangzhou and Beijing. 

Foreign investment in the joint 

venture shall be no more than 25 per 

cent. 
Within five years after accession, the areas 

will be expanded to include services 
in and between Chengdu, Chongqing, 
Dalian, Fuzhou, Hangzhou, Nanjing, 
Ningbo, Qingdao, Shenyang, 
Shenzhen, Xiamen, Xi'an, Taiyuan 
and Wuhan. And foreign investment 
shall be no more than 35 per cent. 

Within six years after accession, there will 
be no geographic restriction and 
foreign investment shall be no more 
than 49 per cent. 

(4) Unbound except as indicated 

in horizontal commitments. 

(1) None 

(2) None 

(3) None 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

(4) Unbound except as indicated 

in horizontal commitments. 
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B. Computer and Related Services 
  

 

(a). Consultancy services related to the 

installation of computer hardware (CPC 

841) 

(1) None 

(2) None 

(3) None 

(4) Unbound except as indicated in 

horizontal commitments. 

(1) None 

(2) None 

(3) None 

(4) Qualifications are as follows: 

certified engineers, or personnel 

with Bachelor's degree (or above) 

and three years of experience in 

these fields. 
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Sector or sub-sector Limitations on market access Limitation on national treatment Additional 

commitments 

(b) Software implementation services (CPC 

842) 

- Systems and software consulting services 

(CPC 8421) 

- Systems analysis services (CPC 

8422) 

- Systems design services (CPC 

8423) 

- Programming services (CPC 

8424) 

- Systems maintenance services (CPC 

8425) 

(1) None 

(2) None 

(3) Only in the form of joint ventures, 

with foreign majority ownership 

permitted. 

(4) Unbound except as indicated in 

horizontal commitments. 

(1) None 

(2) None 

(3) None 

 
 

(4) Qualifications are as follows: 

certified engineers, or personnel 

with Bachelor's degree (or above) 

and three years of experience in 

these fields. 

 

(c) Data processing services 

(CPC 843) 

- Input preparation services (CPC 

8431) 

- Data processing and tabulation services

 (CPC 8432) 

- Time-sharing services (CPC 

8433) 

 

 

 

 
(1) None 

(2) None 

(3) None 

(4) Unbound except as indicated in 

horizontal commitments. 

 

 

 

 
(1) None 

(2) None 

(3) None 

(4) Qualifications are as follows: 

certified engineers, or personnel 

with Bachelor's degree (or above) 

and three years of experience in 

these fields. 
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Chapter 4: GATS, Data Flows and Privacy Protection  

I INTRODUCTION  

Privacy protection is among the most commonly proffered rationales for government 

restrictions on cross-border data flows.1 In recent years, several countries have 

implemented data protection laws to increase their control over how personal data of their 

citizens is used, re-used, stored, and transferred.2 United Nations Conference on Trade 

and Development (‘UNCTAD’) estimates that 58% of countries have now adopted some 

kind of privacy or data protection law, although their survey does not examine the quality 

or scope of these laws.3 Many of these laws include provisions restricting the free flow 

of personal data across borders so as to ensure that all digital service suppliers comply 

with domestic standards on data and privacy protection.4  

Data-restrictive measures can be incorporated in various forms in privacy and data 

protection laws. Some countries require personal data to be stored locally to protect 

privacy of individuals. For example, in Russia, all digital service suppliers are required 

to store personal data of Russian residents on domestic servers.5 Other examples of such 

explicit data-restrictive measures include restrictions on cross-border transfer of 

electronic health records of Australian residents6 and financial information of Chinese 

residents.7 In other cases, cross-border data flows are permitted but subject to specific 

conditions to ensure privacy protection. For example, under the GDPR, personal data can 

be transferred to non-EU countries that obtain a positive adequacy assessment from the 

European Commission (‘EC’).8 All such data-restrictive provisions in privacy and/or data 

protection laws are termed ‘privacy-related data-restrictive measures’ in the thesis.  

Privacy-related data-restrictive measures adversely impact internet openness. Ensuring 

internet privacy is essential for fostering trust in the digital environment. In fact, internet 

privacy is one of the pre-requisites for enabling internet openness.9 However, when 

domestic privacy and data protection laws and regulations incorporate data-restrictive 

 

1 See ECIPE, ‘Digital Trade Estimates Database’ 

<http://ecipe.org/dte/database/?country=&chapter=829&subchapter=830>.  
2 See, eg, W Kuan Hon, Data Localization Laws and Policy (Edward Elgar, 2017) 8.  
3 UNCTAD, ‘Summary of Adoption of E-Commerce Legislation Worldwide’ 

< https://unctad.org/en/Pages/DTL/STI_and_ICTs/ICT4D-Legislation/eCom-Global-Legislation.aspx>.  
4 See generally Shin-yi Peng and Han-wei Liu, ‘The Legality of Data Residency Requirements: How Can 

the Trans-Pacific Partnership Help?’ (2017) 51(2) Journal of World Trade 183, 199. See also Hon, above 

n 2, 48-9; Communication from the African Group, ‘Work Programme on Electronic Commerce, Report 

of Panel Discussion on ‘Digital Industrial Policy and Development’, WTO Doc JOB/GC/133 (21 July 

2017).  
5 See discussion in Section III.  
6 Personally Controlled Electronic Health Records Act 2012 (Cth) s 77. 
7 中国人民银行关于银行业金融机构做好个人金融信息保护工作的通知 [Notice to Urge Banking 

Financial Institutions to Protect Personal Information] (People’s Republic of China), 21 January 2011. 
8 See further discussion in Section IV.  
9 See discussion in Chapter 2 (Section IIB). 

http://ecipe.org/dte/database/?country=&chapter=829&subchapter=830
https://unctad.org/en/Pages/DTL/STI_and_ICTs/ICT4D-Legislation/eCom-Global-Legislation.aspx
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requirements (eg, imposing local data storage/processing requirements or burdensome 

compliance checks for carrying out cross-border data transfers), they interfere with the 

open, end-to-end architecture of the internet.10 These requirements are often unnecessary 

as achieving internet privacy is primarily dependent on the robustness of the technical 

standards and data processing models designed by digital service suppliers and the 

internet technical community.11 For example, the quality and strength of encryption 

software used in digital services is an important factor in ensuring internet privacy.12  

Privacy-related data-restrictive measures have a trade-restrictive impact. As previous 

chapters have discussed, data-restrictive measures are typically inefficient and create 

competitive disadvantages and market access barriers for digital service suppliers based 

abroad. Where Members allow cross-border transfer of personal data to only specific 

Members, they may also violate the non-discrimination obligations in GATS.13 Further, 

certain data protection authorities require foreign suppliers that transfer and process 

personal data abroad to register their business operations domestically.14 These 

requirements are especially unaffordable for smaller businesses and can significantly 

reduce their access to such markets.15  

Given that privacy-related data-restrictive measures can restrict trade, this chapter 

examines how GATS applies to such measures and the balance that can be struck between 

internet openness and privacy in applying GATS rules. Section II explains how relevant 

provisions in GATS apply to privacy-related data-restrictive measures. Additionally, to 

provide a broader understanding of the international trade framework, this section covers 

provisions in the CPTPP on cross-border data flows and privacy protection. Sections III 

and IV contain two case studies assessing how GATS applies to the Russian data 

localisation measure and the GDPR provisions on cross-border transfer of personal data 

respectively. Section V evaluates the extent to which GATS can contribute to balancing 

internet openness and privacy. 

 

10 For discussion on end-to-end internet architecture, see Chapter 2 (Section IIA1).  
11 See Dara Hoffman et al, ‘Trust in the Balance: Data Protection Laws as Tools for Privacy and Security 

in the Cloud’ (2017) 10 Algorithms 47, 55-6; Tatevik Sargsyan, ‘The Turn to Infrastructure in Privacy 

Governance’ in Francesca Musiani et al (eds), The Turn to Infrastructure in Internet Governance (Springer, 

2015) 189, 198; Anupam Chander and Uyen P Le, ‘Data Nationalism’ (2015) 64(3) Emory Law Journal 

677, 730; Jennifer Daskal, ‘The Un-Territoriality of Data’ (2015) 125(2) Yale Law Journal 326, 329; 

Christopher Kuner et al, ‘Internet Balkanization Gathers Pace: Is Privacy the Real Driver?’ (2015) 5(1) 

International Data Privacy Law 1, 2.  
12 See generally Christopher Kuner, ‘Regulation of Transborder Data Flows under Data Protection and 

Privacy Law: Past, Present and Future’ (OECD Digital Economy Papers No. 187, OECD Publishing, 2011). 

7. See also Lingjie Kong, ‘Data Protection and Transborder Data Flow in the European and Global Context’ 

(2010) 21(2) European Journal of International Law 441, 444. 
13 See discussion in Section IIA1(a).  
14 UNCTAD, Data Protection Regulations and International Data Flows: Implications for Trade and 

Development (2016) 20. 
15 Ibid.  
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Section VI concludes that although some privacy-related data-restrictive measures violate 

GATS obligations, Members can often justify such measures under the general exceptions 

in GATS art XIV. In fact, GATS art XIV(c)(ii) explicitly permits Members to take 

measures necessary to achieve compliance with domestic privacy laws. GATS art XIV 

can be helpful in distinguishing legitimate privacy and data protection measures from 

protectionist restrictions on cross-border data flows that are disguised as privacy 

measures. Similarly, GATS art VI promotes proportional and objective privacy/data 

protection standards in sectors in which Members have inscribed relevant commitments 

in their Schedules. In order to apply these provisions meaningfully in balancing internet 

openness and privacy, Panels/AB should use a holistic approach examining both legal 

and technical evidence related to privacy-related data-restrictive measures. However, the 

extent to which GATS can balance internet openness and privacy is limited by: (i) the 

absence of international consensus among countries on norms and standards for internet 

privacy and data protection; (ii) the limited relevance of technological solutions and 

market-driven standards and mechanisms in assessing necessity and 

proportionality/objectivity of privacy-related data-restrictive measures under GATS; and 

(iii) the uncertain nature of internet privacy risks resulting from the highly dynamic nature 

of digital technologies.  

II APPLYING INTERNATIONAL TRADE LAW TO PRIVACY-RELATED DATA-

RESTRICTIVE MEASURES  

This section explains how provisions in GATS and PTAs such as CPTPP apply to 

privacy-related data-restrictive measures. Section IIA1 argues that the data-restrictive 

elements of privacy measures can violate GATS obligations on non-discrimination, 

market access and domestic regulation. Section IIA2 argues that certain trade-restrictive 

privacy-related measures could be justified under GATS art XIV(a) (protecting public 

morals) or GATS art XIV(c)(ii) (achieving compliance with domestic privacy and data 

protection laws). Section IIB then explains how CPTPP applies to privacy-related 

measures. It argues that although these CPTPP provisions advance on GATS in terms of 

liberalising cross-border data flows, they have a more limited impact on enhancing 

internet privacy.  

 Evaluating Privacy-Related Data-Restrictive Measures under GATS  

 Consistency of Privacy-Related Data-Restrictive Measures with GATS Obligations  

 MFN Treatment  

A measure violates the MFN treatment under GATS art II if it fails to ‘accord immediately 

and unconditionally to services and service suppliers of any other Member treatment no 

less favourable than that it accords to like services and service suppliers of any other 
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country’.16 However, this provision does not apply if ‘such a measure is listed in, and 

meets the conditions of, the Annex on Article II Exemptions’. 17 Thus, three requirements 

will be tested under GATS art II, when applied to a privacy-related data-restrictive 

measures: (i) whether the measure is covered under Member’s exemptions under GATS 

art II; (ii) whether the measure affects like digital services and service suppliers of two 

different Members; and (iii) whether the measure provides less favourable treatment to 

‘like’ services and service suppliers of different Members. 

The test of likeness of services and service suppliers, as explained in the last chapter,18 is 

essentially an economic test to determine the degree of competition between different 

services and service suppliers.19 Privacy-related factors can be relevant in assessing 

likeness of services and service suppliers in the context of consumer preferences. For 

instance, consumers could distinguish between services with secure encryption and those 

with weak or no encryption.20 Here, the Panel could take into account evidence provided 

by the parties on market competition such as consumer surveys. Privacy preferences could 

sometimes also result in non-price competition (especially in countries highly sensitive 

to privacy such the EU).21 However, consumers often have insufficient knowledge of 

differences in privacy levels of different digital services.22 Absent consumer preferences, 

differences in privacy levels/terms of digital services is unlikely to be relevant in 

determining likeness of services or service suppliers.23 For example, without specific 

differences in consumer preferences, encrypted chat service such as WhatsApp and 

unencrypted chat service such as WeChat both offer similar functions and thus constitute 

‘like’ services.  

The requirement of ‘no less favourable treatment’ between like services and service 

suppliers under GATS art II:1 covers both de jure and de facto discrimination.24 The test 

 

16 GATS art II:1.  
17 GATS art II:2.  
18 See Chapter 3 (Section IIID2).  
19 See AB Report, Canada – Autos [181]; AB Report, Argentina – Financial Services [6.25]-[6.26], [6.30]-

[6.32]. See also Panel Report, EC – Bananas III (Ecuador) [7.322]. See generally Won-Mog Choi, Like 

Products in International Trade Law (Oxford University Press, 2003).  
20 AB Report, Argentina – Financial Services [6.30], [6.38]-[6.45]. See also Svetlana Yakovleva, ‘Should 

Fundamental Rights to Privacy and Data Protection be a Part of the EU’s International Trade “Deals”?’ 

(2018) 17(3) World Trade Review 477, 491-2.  
21 Mira Burri, ‘Understanding the Implications of Big Data and Big Data Analytics for Competition Law: 

An Attempt for a Primer’ in Klaus Mathis and Avishalom Tor (eds), New Developments in Competition 

Behavioural Law and Economics (Springer, 2018) 241, 255. 
22 See William Drake and Kalypso Nicholaidis, ‘Global Electronic Commerce and the General Agreement 

on Trade in Services: The “Millennium Round” and Beyond’ in Pierre Sauve and Robert M Stern (eds), 

GATS 2000: New Directions in Services Trade Liberalization (The Brookings Institution, 2000) 399, 423. 
23 See AB Report, Argentina – Financial Services [6.25]. See generally Katherine Connolly, ‘Finding Space 

for Regulatory Autonomy in GATS Article XVII after EC – Seals: Public Services and the “Likeness” of 

Public and Private Service Providers’ (2015) 42(1) Legal Issues of Economic Integration 57, 61.  
24 AB Report, EC-Bananas III [231], [233]-[234]: AB Report, Canada – Autos [78]; Panel Report, EC-

Bananas III [7.303].  
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of no less favourable treatment looks at whether a measure creates different competitive 

conditions for like services or service suppliers of different Members. The regulatory 

rationale behind the discrimination is irrelevant in assessing less favourable treatment.25 

For example, if a Member bans WeChat (Chinese service supplier) but allows WhatsApp 

(US service supplier) because the former is an unencrypted service, then such a measure 

is likely to violate GATS art II:1. This measure could however be justified under GATS 

art XIV, as discussed later in Section IIA2.  

 National Treatment  

A measure violates the national treatment obligation in GATS art XVII applies if : (i) if 

the measure affects sectors and modes of delivery in which Members have undertaken 

commitments on national treatment in their Schedule; (ii) the foreign and domestic 

services and service suppliers affected by the measure are ‘like’; and (iii) the measure 

accords ‘treatment no less favourable’ to foreign services and services suppliers than it 

‘accords’ to domestic ‘like services and service suppliers’.26  

The first step is identifying if Members have made any commitments in their Schedules 

on national treatment in sectors and modes of delivery affected by the privacy-related 

data-restrictive measure. As discussed in Chapter 3, this step requires interpreting the 

Members’ Schedules.27 The next step involves assessing likeness of foreign and domestic 

services and service suppliers, which is similar to the MFN test, discussed above. Finally, 

the last step is assessing whether less favourable treatment has been accorded to (some or 

all) foreign services or service suppliers pursuant to the privacy-related data-restrictive 

measure. In making this assessment, Panels can consider whether the measure imposes 

additional costs or competitive disadvantages for foreign suppliers in the domestic 

market, or alternatively, cost advantages to domestic services or service suppliers, or 

both.28 For example, data localisation is generally beneficial to local service suppliers as 

they are more likely to own local servers compared to foreign service suppliers. This 

means that foreign suppliers would need to build new servers or lease server space from 

local suppliers, thereby creating competitive disadvantage for foreign services and service 

suppliers and/or favouring domestic services and service suppliers. If such a data 

localisation measure is imposed in sectors where Members have inscribed national 

treatment commitments in their Schedule, it would violate GATS art XVII. 

 

25 AB Report, Argentina – Financial Services [6.151], [6.124]-[6.126].  
26 GATS art XVII(1).  
27 For determining relevant sector and mode at issue and interpreting commitments of Members in GATS 

Schedule, see Chapter 3 (Section II). 
28 Nellie Munin, Legal Guide to GATS (Wolters Kluwers, 2010) 159.  
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 Market Access  

The obligation on market access in GATS art XVI:2 imposes two requirements: (a) a 

Member must have made commitments on market access in sectors/modes affected by a 

measure; (b) the challenged measure should fall under one of the sub-paras of GATS art 

XIV:2 containing both quantitative and qualitative restrictions on market access.29  

If a Member inscribes full market access commitments for a specific service sector, any 

privacy-related measure banning cross-border data flows in that sector will effectively 

restrict the number of foreign service suppliers and/or foreign service transactions or 

operations to zero in the Member’s territory (ie unless the foreign supplier localised its 

server operations). The AB has previously held that a complete restriction on market 

access constitutes a ‘zero quota’ and is a violation of GATS art XVI. 30 Thus, a measure 

banning cross-border data flows in a sector and mode of delivery in which the Member 

has inscribed full market access commitments breaches GATS art XVI(b) and (c). 

Another example of a market access violation is the requirement imposed on all foreign 

cloud service suppliers in China to partner with local companies (so as to obtain 

licence).31 Since China has offered full market access commitments on data processing 

services and data processing and tabulation services (assuming cloud computing services 

is covered by these sub-sectors),32 the above measure can violate GATS art XVI(e) as it 

‘restrict[s] or require[s] specific types of legal entity or joint venture’ for supplying cloud 

computing services in China. 

 Domestic Regulation  

GATS also imposes various obligations on Members regarding implementation of 

domestic regulations in art VI. GATS art VI:1 states:  

In sectors where specific commitments are undertaken, each Member shall ensure that all 

measures of general application affecting trade in services are administered in a 

reasonable, objective and impartial manner. 

The term ‘measures of general application’ is not defined in GATS but can be understood 

as measures that apply in general to all services and service suppliers rather than limited 

to specific companies.33 For example, a Member could prescribe full commitments on 

market access in its GATS Schedule in a certain sector but require that any data pertaining 

to that sector to be processed abroad only if the service supplier obtains a specific licence 

 

29 For general discussion on GATS art XVI in Chapter 1 (Section IIIB1).  
30 See AB Report, US – Gambling [238], [251], [373].  
31 US-China Business Council, ‘Optimizing Connectivity: Updated Recommendations to Improve China’s 

Information Technology Environment’ (February 2018) 

<https://www.uschina.org/sites/default/files/uscbc_ict_recommendations_en.pdf>.  
32 For discussion on classification of cloud computing services, see Chapter 3 (Section IIE).  
33 See Chapter 3 (Section IIIB).  

https://www.uschina.org/sites/default/files/uscbc_ict_recommendations_en.pdf
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or authorisation. This constitutes a measure of general application as it applies to all 

digital service suppliers conducing cross-border data operations in a specific sector. 

GATS art VI:1 would require that such a measure be implemented fairly, for example, 

not making it unduly burdensome for service suppliers to obtain the licence, providing 

ample opportunities to qualified applicants to provide explanations, and making 

administrative decisions by providing adequate reasons.  

Where Members have offered relevant commitments, GATS art VI:5 prohibits Members 

from imposing licensing requirements or technical standards related to data transfer that 

would ‘nullify and impair’ those commitments including when they are not based on 

objective and transparent criteria; are more burdensome than necessary;34 or ‘could not 

reasonably have been expected of that Member at the time the specific commitments in 

those sectors were made’.35 In making an assessment of whether the licensing and 

qualification requirements and technical standards are reasonable and based on objective 

criteria, the Panels can consider international standards set by ‘relevant international 

organizations’.36 Although certain organisations such as the OECD provide guidelines on 

privacy protection, they are not binding.37 In any case, the OECD is a grouping of only 

36 countries and thus these guidelines are not relevant to non-OECD countries. Thus, 

under GATS art VI:5, Members have wide discretion in choosing the applicable technical 

standards or other compliance requirements in implementing their domestic privacy 

laws.38  

With respect to privacy and data protection, two approaches are followed in most 

domestic laws, namely a ‘geographical approach’, regulating data processing activities of 

digital service suppliers by restricting or limiting data movement across borders; and ‘an 

accountability-based approach’, holding organisations responsible for their data 

processing practices, irrespective of the location of data storage and processing.39 A 

geographical approach in data protection often contains burdensome requirements on 

digital services suppliers engaging in cross-border data operations. For example, even 

when digital service suppliers adopt industry robust technical standards and best practices 

in their global data processing operations, they may need additional 

authorisations/licences to transfer data to their foreign servers, even for day-to-day 

business operations. Although obtaining such licences is likely to be burdensome (eg, 

expensive or slow or both) and unnecessary (given that the service suppliers already 

 

34 GATS art VI:5(a) (i) read with GATS art VI:4. 
35 GATS art VI:5(a) (ii).  
36 GATS VI.5(b). Relevant organisations is defined as ‘international bodies whose membership is open to 

the relevant bodies of at least all Members of the WTO’. 
37 Christopher Kuner, ‘The European Union and the Search for an International Data Protection Framework’ 

(2014) 2(2) Groningen Journal of International Law 55, 59-60.  
38 Rolf H Weber, ‘Regulatory Autonomy and Privacy Standards under the GATS’ (2012) 7 Asian Journal 

of WTO and International Health Law & Policy 25, 37. 
39 Hon, above n 2, 29-30.  
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follow robust data processing practices), GATS art VI has limited potential in addressing 

such requirements because no consensus exists among Members on the relevant 

international standards on privacy and data protection.  

 Justifying Privacy-Related Data-Restrictive Measures under General Exceptions 

 Justifying under GATS art XIV(a)  

Under GATS art XIV(a), a measure inconsistent with Members’ GATS obligations is 

provisionally justified if it is ‘necessary to protect public morals or to maintain public 

order’. As explained in Chapter 3, ‘public morals’ is a very broad term and determined 

by the social, cultural and political values of individual Members.40 Panels/AB have also 

refrained from questioning how Members define their public morals but only examined 

whether measures imposed by Members are necessary for protecting their notion of public 

morals.41 As privacy is intrinsically tied to cultural and social values in many societies,42 

Members can argue that their privacy-related data-restrictive measures fall within the 

scope of GATS art XIV(a). For example, data related to one’s sexual preferences (a 

common data point for dating applications) is considered private in many societies and 

could evoke moral concerns around harassment/discrimination based on sexuality. 

Therefore, such countries are likely to impose restrictions on cross-border flows or 

processing of such personal data, including selling this information for third-party 

advertising. Such restrictions could be justified under GATS art XIV(a) as necessary to 

protect public morals.  

 Justifying under GATS art XIV(c) 

Under GATS XIV(c)(ii), a measure violating GATS obligations can be justified if: (a) it 

is implemented to secure compliance with domestic ‘laws and regulations’43 including 

those ‘relat[ing] to’:  

 (ii) the protection of the privacy of individuals in relation to the processing and 

dissemination of personal data and the protection of confidentiality of individual records 

and accounts;… 

 

(b) the above ‘laws and regulations’ are consistent with WTO law; and (c) the measure is 

necessary to secure compliance with these laws and regulations. 44  

 

40 See Chapter 3 (Section IIIE1).  
41 Ibid.  
42 See, eg, James Q Whitman, ‘The Two Western Cultures of Privacy: Dignity Versus Liberty’ (2014) 113 

Yale Law Journal 1153-1221.  
43 See AB Report, Mexico – Taxes on Soft Drinks [79] (where the AB held that ‘laws and regulations’ refer 

to domestic laws and regulation, and not international law, unless it is incorporated into domestic law).  
44 Panel Report, Colombia – Ports of Entry [7.514]; AB Report, US – Shrimp (Thailand) [7.174]. See also 

AB Report, Korea – Various Measures on Beef [157]; AB Report, Thailand – Cigarettes (Philippines) 
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GATS art XIV(c)(ii) can be interpreted in an evolutionary manner to cover different 

aspects of internet privacy.45 For instance, ‘protection of privacy of individuals’ in GATS 

art XIV(c)(ii) can be interpreted to cover policy objectives of preventing unauthorised 

online surveillance of individuals by governments and indiscriminate use of personal data 

by companies without express user content. In GATS art XIV(c)(ii), the term ‘secures 

compliance’ implies that domestic laws and regulations should ‘enforce “obligations” 

contained in [those] laws and regulations’.46 For example, data processing outside one’s 

borders may be restricted to prohibit illegal third-party use of personal data. However, 

the AB has found that the term ‘securing compliance’ does not imply that the results of 

the measure can be guaranteed with ‘absolute certainty’.47 

 Necessity of Privacy Measures under GATS art XIV 

Under GATS art XIV, the necessity of a measure is examined through two steps: (i) 

assessing the relative importance of the interests and values underlying the measure; and 

(ii) conducting a ‘weighing and balancing’ test in light of the importance of those policy 

objectives. The weighing and balancing test requires Panels/AB to consider various 

factors, such as contribution of the measure to the policy objective, the restrictive impact 

of the measure on international commerce, and availability of reasonable and less trade-

restrictive alternatives proposed by the complainant in the dispute.48 Usually, the more 

critical the policy objective behind a measure, the easier it is for Panels/AB to accept the 

necessity of the measure.49  

Protection of individual privacy is explicitly covered under GATS art XIV(c)(ii), 

indicating that Members were concerned even in the pre-internet era regarding service 

suppliers undermining privacy of consumers.50 In a highly digitalised world, ensuring 

privacy in the context of online activities of individuals is a significant policy challenge 

for all governments. As discussed in Chapter 2, several governments and international 

organisations have taken initiatives to ensure or enhance privacy of internet users.51 

Further, privacy is a central concern with regard to how digital technologies and networks 

 

[177]; AB Report, US – Gambling, [6.536] – [6.537]. See also Ming Du, ‘The Necessity Test in World 

Trade Law: What Now?’ (2016) 15(4) Chinese Journal of International Law 817, 835.  
45 In the context of evolutionary interpretation, see AB Report, US – Shrimp [129]. While Members tend to 

accept GATS exception in an online context, they favour a narrow reading of exceptions. See Work 

Programme on Electronic Commerce, ‘Progress Report to the General Council’, WTO Doc S/L/74 (27 July 

1999) [14].  
46 Panel Report, US — Gambling [6.538]. See also AB Report, US — Gasoline [6.33]. 
47 AB Report, Mexico – Taxes on Soft Drinks [72]-[74]. See also Panel Report, China —Auto Parts [7.337].  
48 AB Report, Brazil – Retreaded Tyres [146], [178]; AB Report, US –Gambling [307]; Korea – Various 

Measures on Beef [164]. See also Du, above n 44, 817.  
49 AB Report, Korea – Various Measures on Beef [162]. 
50 AB Report, US – Gambling [304].  
51 See Chapter 2 (Section IIB3).  
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are being designed today.52 Given these factors, Panels are likely to accord high priority 

to privacy-related objectives of Members.  

The next step of legal analysis under GATS art XIV involves weighing and balancing 

different considerations in determining the necessity of a measure to achieve privacy-

related policy objectives.53 First, Panels will consider whether a ‘genuine relationship of 

means and ends’ exists between the measure and policy objective of privacy protection 

ie if the measure contributes to the objective of privacy protection.54 In conducting this 

examination, the Panel can consider both legal and technological questions.55 For 

example, experts suggest that local data storage is counterproductive to privacy protection 

as it increases the vulnerability of data to both cyberattacks and illegal government 

surveillance; therefore, compromising individual privacy rather than facilitating it.56 This 

kind of technical information can also be useful in determining whether a measure 

contributes to internet privacy. 

Second, Panels will look at the trade-restrictive impact of the measure and its impact on 

international commerce. Data-restrictive measures are generally highly disruptive to the 

economy,57 affecting commercial arrangements across different industries due to the 

widespread adoption of digital services in various business operations.58 Therefore, such 

measures are likely to have an adverse impact on international commerce. However, the 

 

52 Adamantia Rachovitsa, ‘Engineering and Lawyering Privacy by Design: Understanding Online Privacy 

Both as a Technical and an International Human Rights Issue’ (2016) 24(4) International Journal of Law 

and Information Technology 374, 375, 390.  
53 For a discussion on the weighing and balancing test, see Chapter 3 (Section IIIE2).  
54 AB Report, Brazil – Retreaded Tyres [210]. See also AB Reports, EC – Seal Products [5.210].  
55 See discussion of a similar approach in Urs Gasser, ‘Recoding Privacy Law: Reflections on the Future 

Relationship Among Law, Technology, and Privacy’ (2016) 130 (2) Harvard Law Review Forum 61.  
56 Tim Maurer et al, ‘Technological Sovereignty: Missing the Point?’ in Markus Maybaum et al eds, 

Architectures in Cyberspace (NATO CCD COE Publications, 2015) 53, 61-2; Nigel Cory, ‘Cross-Border 

Data Flows: Where are the Barriers and What Do They Cost?’ (May 2017) 3-4; Konstantinos Komaitis, 

‘The “Wicked Problem” of Data Localization’ (2017) 3(2) Journal of Cyber Policy 355, 361-2; United 

States International Trade Commission, ‘Global Digital Trade 1: Market Opportunities and Key Foreign 

Trade Restrictions’ (Publication number 4716, Investigation Number 332-561, August 2017) 285; Usman 

Ahmed and Anupam Chander, ‘Information Goes Global: Protecting Privacy, Security, and the New 

Economy in a World of Cross-border Data Flows’ (Think Piece, E15 Expert Group on the Digital Economy, 

November 2015) 6-7; W Kuan Hon et al, ‘Policy, Legal and Regulatory Implications of a Europe-only 

Cloud’ (2016) 24(3) International Journal of Law and Information Technology 251, 262.  
57 See eg, Matthias Bauer et al, ‘The Costs of Data Localisation: Friendly Fire on Economic Recovery’ 

(ECIPE Occasional Paper 3/2014, 2014); Joshua P Meltzer, ‘The Internet, Cross-Border Data Flows and 

International Trade’ (2014) 2 Asia & the Pacific Policy Studies 90, 92; United States International Trade 

Commission, ‘Digital Trade in the US and Global Economies, Part 2’ (Publication No 4485, August 2014) 

65; James Manyika et al, ‘Digital Globalization: The New Era of Global Flows’ (McKinsey Global 

Institute, March 2016) <http://www.mckinsey.com/business-functions/digital-mckinsey/our-

insights/digital-globalization-the-new-era-of-global-flows> 1. 
58 Hon et al, above n 56, 253-54.  

http://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/digital-globalization-the-new-era-of-global-flows
http://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/digital-globalization-the-new-era-of-global-flows
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direct economic impact of cross-border data flows is not easily measurable.59 This could 

inhibit complainants from providing Panels with robust quantitative evidence of the 

restrictive impact of data localisation.60 However, complainants could provide other 

evidence showing the impact of a measure on electronic commerce, such as surveys 

showing less open or competitive markets for foreign digital services, low trust levels in 

indigenous digital services or local cloud computing facilities, and lack of sufficient 

digitally-driven services in the domestic market. All these factors indicate reduced 

opportunities of import and export of digital services into the market.61  

Finally, Panels will consider if alternative less trade-restrictive measures proposed by the 

complainant are reasonably available to defendant,62 and achieve an equivalent level of 

privacy protection.63 For example, a complainant might propose privacy trustmarks or 

self-certification mechanisms as less trade-restrictive alternatives to data-restrictive 

measures. Privacy trustmarks are usually driven by private parties under the oversight of 

a governmental agency. For example, Truste (the accountability agent under the APEC 

Cross Border Privacy Rules System (‘CBPR’)) is a business organisation based in the US 

recognised by the US government. Similarly, Japan Institute for Promotion of Digital 

Economy and Community, the second accountability agent under APEC CBPR, is 

recognised by the Japanese government. The most prominent example of a self-

certification mechanism is the EU-Privacy Shield, which allows US companies to self-

certify that they meet EU data protection standards.64 These mechanisms are however not 

necessarily true alternatives. For example, many developing Members have inadequate 

expertise and resources to enforce or monitor self-certification programmes. Further, 

certain governments suspect the reliability of privacy trustmarks and could thus argue that 

these mechanisms do not achieve the desired level of privacy protection. 65 In such cases, 

the Panel/AB is likely to find that these alternatives are infeasible. Therefore, such data-

 

59 Economics and Statistics Administration and the National Telecommunications and Information 

Administration, ‘Measuring the Value of Cross-Border Data Flows’ (US Department of Commerce, 

September 2016) 1.  
60 Both quantitative and qualitative evidence can be presented as evidence on the restrictive impact of a 

measure. See AB Report, Brazil – Retreaded Tyres [146]. 
61 See generally Tania Voon, ‘Exploring the Meaning of Trade Restrictiveness in the WTO’ (2015) 14(3) 

World Trade Review 451, 456. 
62 AB Report, US – Gambling, [308]; AB Report, China – Publications and Audiovisual Products, [326]-

[327]; AB Report, EC – Seal Products [5.279].  
63 See, eg, AB Report, Brazil – Retreaded Tyres [156]; AB Report, China – Publications and Audiovisual 

Products [246].  
64 Commission Implementing Decision Pursuant to Directive 95/46/EC of the European Parliament and of 

the Council on the Adequacy of the Protection Provided By the EU-U.S. Privacy Shield, Decision C(2016) 

4176 final (12 July 2016) (‘EU−US Privacy Shield’). 
65 Chris Connolly et al, ‘Privacy self-regulation in crisis? TRUSTe’s “deceptive” practices’ (UNSW Law 

Research Paper no 2015-08, UNSW, 2014) 

<https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2567090&download=yes> 2, 3.  

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2567090&download=yes
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restrictive measures can be provisionally justified under GATS art XIV(a) or art 

XIV(c)(ii). 

 Compliance with GATS art XIV Chapeau  

If a privacy-related data-restrictive measure provisionally satisfies the necessity test in 

GATS art XIV, it will be further examined for consistency with the chapeau of GATS art 

XIV:  

 
Subject to the requirement that such measures are not applied in a manner which would 

constitute a means of arbitrary or unjustifiable discrimination between countries where 

like conditions prevail, or a disguised restriction on trade in services, nothing in this 

Agreement shall be construed to prevent the adoption or enforcement by any Member of 

measures: 

This provision prevents abuse of the exceptions contained in the sub-sections of GATS 

art XIV.66 In conducting this assessment, Panels will examine the implementation and 

operationalisation of the measure67 to ensure that it is implemented in ‘good faith’.68 The 

assessment under the chapeau requires an enquiry into the ‘design, architecture, and 

revealing structure of a measure’69 to assess if the measure violates the GATS art XIV 

chapeau in ‘its actual or expected application’.70 Panels also often use factual evidence in 

assessing a measure under the chapeau where the design of the measure is not revealing.71 

In applying the chapeau to a privacy-related data-restrictive measure, Panels will first 

assess whether ‘like conditions’ prevail either: (i) between the Member imposing the 

privacy measure and other exporting Members; or (ii) in case a privacy measure favours 

or disfavours specific exporting Members, then between those Members and other 

exporting Members. In assessing ‘like conditions’ under the chapeau, Panels can compare 

regulatory conditions in different countries. For example, Members with strong data 

protection laws, including those that recognise and enforce a fundamental right to privacy, 

are unlike Members with a weak privacy regime.  

In examining whether the privacy measure constitutes ‘arbitrary or unjustifiable 

discrimination’ or ‘disguised restriction on trade’, different aspects of the design, 

structure and implementation of the privacy measure could be informative.72 For 

example, if a domestic law prevents commercial surveillance by foreign suppliers, 

including assembling and manipulating data for estimating market trends, but imposes no 

 

66 Munin, above n 28, 372.  
67 AB Report, US – Gasoline, 22.  
68 AB Report, US – Shrimp [158]. 
69 AB Report, EC – Seal Products [5.302]. 
70 Ibid.  
71 AB Report, China – Rare Earths [5.113].  
72 Similar test applied in AB Report, US – Shrimp [156]; AB Report, EC – Seal Products [5.302]. 
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such requirement on domestic suppliers, then it qualifies as ‘arbitrary or unjustifiable 

discrimination’. Similarly, allowing domestic suppliers to conduct extensive data analysis 

across their entire customer network while depriving foreign suppliers of similar benefits 

constitutes a ‘disguised restriction on trade in services’.73  

From the discussion above, it is concluded that privacy-related data-restrictive measures 

can violate GATS obligations. However, Members imposing these measures are likely to 

justify them under GATS art XIV(a) or art XIV(c)(ii). The legal test in these provisions 

is rigorous and requires scrutinising various factors, such as how the data-restrictive 

measure contributes to privacy protection, its trade-restrictive impact, less trade-

restrictive alternatives available, and whether the measure is implemented in an even-

handed manner. This test enables the Panels/AB, at least to some extent, to balance the 

economic need for cross-border data flows with Members’ policy objectives on internet 

privacy.  

 Cross-Border Data Flows, Data Localisation and Personal Information Protection 

Provisions in CPTPP74  

This section highlights the key provisions in the Electronic Commerce Chapter of the 

CPTPP dealing with cross-border data flows and personal information protection. The 

CPTPP is considered a benchmark for digital trade rules and has informed provisions on 

digital trade in other PTAs such the Japan-Mongolia EPA,75 and United States-Mexico-

Canada Agreement (‘USMCA’).76 Therefore, this section uses the example of CPTPP to 

broadly understand evolving digital trade rules on cross-border data flows and privacy. 

This section argues that although the relevant CPTPP provisions can be useful in 

facilitating data flows and advance on GATS disciplines, they remain deficient in 

appropriately balancing internet openness and privacy.  

 Cross-Border Data Flows and Data Localisation  

CPTPP art 14.11.2 requires all parties to ‘allow the cross-border transfer of information 

by electronic means, including personal information, when this activity is for the conduct 

of the business of a covered person’. The definition of ‘covered person’ excludes any kind 

of ‘financial institutions’ or ‘cross-border supplier of financial services’ but broadly 

 

73 Diane A MacDonald and Christine M Streatfield, ‘Personal Data Privacy and the WTO’ (2014) 36(3) 

Houston Journal of International Law 629, 648 (referring to U.S. – Gambling [369]).  
74 Various provisions of the CPTPP Electronic Commerce and Intellectual Property Chapters have been 

discussed extensively by the author in Neha Mishra, ‘The Role of the Trans-Pacific Partnership Agreement 

in the Internet Ecosystem: Uneasy Liaison or Synergistic Alliance?’ (2017) 20(1) Journal of International 

Economic Law 31-60.  
75 Japan – Mongolia Economic Partnership Agreement (‘Japan – Mongolia EPA’) art 19.1.2.  
76 United States – Canada- Mexico Trade Agreement (‘USMCA’) <https://ustr.gov/trade-agreements/free-

trade-agreements/united-states-mexico-canada-agreement/united-states-mexico> art 19.11. However, 

unlike the CPTPP, the provision on data localisation in USMCA (art 19.12) does not contain any exception.  

https://ustr.gov/trade-agreements/free-trade-agreements/united-states-mexico-canada-agreement/united-states-mexico
https://ustr.gov/trade-agreements/free-trade-agreements/united-states-mexico-canada-agreement/united-states-mexico
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covers all other service suppliers and investments.77 Further, this provision also does not 

apply to government services.78 CPTPP art 14.13.2 prohibits parties from requiring a 

‘covered person to use or locate computing facilities in that Party’s territory as a condition 

for conducting business in that territory’. Both these obligations are subject to the non-

conforming measures adopted by the Members in their Schedule ie parties can exclude 

these obligations to apply in certain sectors by expressly listing them.79 These provisions 

have a similarly worded exception enshrined in Articles 14.11.3 and 14.13.3 respectively 

which allows countries to ‘adop[t] or maintain[n] measures’ inconsistent with art 14.11.2 

and art 14.13.2 in order to achieve a ‘legitimate public policy objective’, provided that 

the measure: (i) is not applied in a manner that constitutes arbitrary or unjustifiable 

discrimination or disguised restriction on trade; and (ii) does not restrict information 

transfers or location of computing facilities ‘greater than required to achieve the 

objective’.80 

CPTPP art 14.11 has a broad scope of application. Potentially, most data that is transferred 

over the internet, including personal communication over social networking sites and 

emails is arguably for the ‘conduct of the business of a covered person’. The word ‘for’ 

suggests that a certain degree of causal relationship must exist between the flow of data 

(ie activity) and the covered business (ie supplier of any digital service). Data processing 

and transfer for business purposes is essential for almost all digital services, including 

emailing services, social networking websites, and online search engines. Further, a large 

amount of personal data collected in the use of digital services is re-used for commercial 

purposes.81  

The exceptions to cross-border data flows and data localisation in CPTPP are slightly 

different from GATS art XIV. CPTPP does not have a prescribed list of policy objectives 

but rather refers to an undefined ‘legitimate public policy objective’.82 While this wording 

is pragmatic given the absence of international internet policies, it also creates room for 

ambiguity and legal uncertainty. For instance, if a dispute relates to a controversial policy 

objective (for example, restraining freedom of expression online for protecting public 

morals), parties are unlikely to agree as to if and how this objective should be attained. 

Here, a tribunal may choose to be fully deferential to a country’s regulatory objective or 

investigate it further leading to possible intrusion on domestic regulatory autonomy. A 

CPTPP tribunal is more likely to take the former approach as art 14.11.1 and art 14.13.1 

 

77 CPTPP art 14.1.  
78 CPTPP art 14.2.3. 
79 CPTPP art 14.2.6. 
80 CPTPP art 14.11.3 and art 14.13.3. In the USMCA, the prohibition on data localisation is not qualified 

with a specific exception. See USMCA art 19.12.  
81 For an understanding of how personal data is reused in Big Data processing, see Bart Custers and Helen 

Ursic, ‘Big Data and Data Reuse: A Taxonomy of Data Reuse for Balancing Big Data Benefits and Personal 

Data Protection’ (2016) 6(1) International Data Privacy Law 4, 10-14. 
82 CPTPP art 14.11.3 and art 14.13.3. 
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explicitly acknowledge that parties have their ‘own regulatory requirements’ on cross-

border data transfers and data localisation.83 A highly deferential approach towards 

parties’ policy objective(s) may however not be meaningful in removing regulatory 

barriers to data flows among the CPTPP parties.  

 Personal Information Protection  

CPTPP art 14.8.2 requires all parties to ‘adopt or maintain a legal framework that provides 

for the protection of the personal information of the users of electronic commerce’. 

However, the provision does not prescribe any standards or benchmarks for the legal 

framework but imposes a general requirement that CPTPP parties ‘take into account 

principles or guidelines of relevant international bodies’.84 In a more recent PTA, the 

USMCA, the parties have agreed on examples of relevant guidelines of international 

bodies, namely APEC Privacy Framework and the OECD Privacy Guidelines.85 

CPTPP art 14.8.2 provides further clarification regarding what constitutes a legal 

framework for protection of personal information: 

For greater certainty, a Party may comply with the obligation in this paragraph by adopting or 

maintaining measures such as a comprehensive privacy, personal information or personal data 

protection laws, sector-specific laws covering privacy, or laws that provide for the enforcement of 

voluntary undertakings by enterprises relating to privacy.86  

This provision paves the path for CPTPP parties to adopt their own version of a privacy 

law without having to comply with any specific international standards. Given that 

internet privacy is increasingly recognised in the international community as a 

fundamental human right, the ambiguous wording of the above provision is problematic. 

First, parties could argue that the boundaries of ‘legitimate public policy objective’ in 

CPTPP arts 14.11.3 and 14.13.3 is circumscribed by CPTPP art 14.8.2. In other words, 

the policy space to restrict data flows on grounds of privacy will be determined by the 

interpretation of what constitutes a ‘legal framework’ for ‘protection of personal 

information’. Second, the provision does not provide sufficient clarity on the importance 

of international standards in determining the scope and applicability of CPTPP art 14.8.2, 

resulting in a low threshold for what constitutes an adequate framework for protection of 

personal information. For instance, ‘voluntary undertakings by enterprises relating to 

privacy’, such as self-regulatory standards, do not necessarily conform to fundamental 

 

83 CPTPP art 14.11.1. and 14.13.1.  
84 CPTPP art 14.8.2.  
85 USMCA art 19.8.2, 
86 CPTPP art 14.8.2, n 6.  
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principles in data processing.87 Similarly, domestic laws providing ad hoc or sector-

specific mechanisms may be inadequate for holistically protecting privacy of individuals. 

CPTPP art 14.8.3 states that all parties ‘shall endeavour to adopt non-discriminatory 

practices in protecting users of electronic commerce from personal information protection 

violations occurring within its jurisdiction’. CPTPP art 14.8.4 requires parties to publish 

information on how consumers can pursue violations for privacy breaches and how 

businesses can comply with the legal framework for personal information protection. 

Finally, art 14.8.5 recognises that parties should ‘promote compatibility’ between their 

privacy regimes through mechanisms such as ‘autonomous’ or ‘mutual’ recognition of 

each other’s regulations, or through ‘broader international frameworks’. Although this 

provision appears helpful in creating interoperability between regulatory frameworks on 

privacy across CPTPP parties, it can be difficult to implement without sufficient 

consensus on an international privacy framework. 

Despite duly recognizing the important policy goals of privacy laws in CPTPP art 

14.8.1,88 the impact of art 14.8 in ensuring higher levels of internet privacy is not 

significant.89 One such example is the compatibility of Vietnam’s (a CPTPP party) data 

protection law with CPTPP art 14.8.2. Under this new law, privacy of individuals can be 

compromised for ‘information security’, which is vaguely defined to include national 

security, state secrets, political stability and economic and social development.90 Under 

CPTPP art 14.8.2, even an ambiguously worded privacy framework like the Vietnamese 

law is sufficient to satisfy the legal requirement. This outcome is dangerous as ensuring 

robust laws and standards on internet privacy are fundamental to internet openness. Thus, 

CPTPP fails to appropriately balance an open regulatory environment for cross-border 

data flows (eg, enforced through CPTPP art 14.11 and 14.13) with a robust and reliable 

provision facilitating internet privacy.  

 

87 Graham Greenleaf, ‘APEC’s Privacy Framework: A New Low standard’ [2005] Privacy Law Reporter 

1.  
88 CPTPP art 14.8.1 reads: 

The Parties recognise the economic and social benefits of protecting the personal information of users of 

electronic commerce and the contribution that this makes to enhancing consumer confidence in electronic 

commerce.  
89 See generally George Yijun Tian, ‘Current Issues of Cross-Border Personal Data Protection in the 

Context of Cloud Computing and Trans Pacific Partnership Agreement: Join or Withdraw’ (2016) 34(2) 

Wisconsin International Law Journal 367; Graham Greenleaf, ‘The TPP Agreement: An Anti-Privacy 

Treaty for Most of APEC’ (2015) 138 Privacy Laws & Business International Report 21.  
90 See Law on Network Information Security (Vietnam), Law no 86/2015/QH13, 1 July 2016 art 4.1.  
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III CASE STUDY 1: APPLYING GATS TO THE RUSSIAN DATA LOCALISATION 

MEASURE  

This section examines how GATS applies to the Russian data localisation measure 

(‘Russian DL Measure’).91 The Russian DL measure requires all digital service suppliers 

to store the master copy of personal data of all Russian residents in domestic servers.92 

The Russian DL measure was introduced as an amendment to the Russian federal law on 

personal data,93 the purpose of which is ‘ensuring protection of the rights and freedoms’ 

of Russian citizens for ‘processing of his personal data including protection of the rights 

to inviolability of private life, personal and family secret’.94 Therefore, an obvious 

justification for the Russian DL measure is protecting individual privacy,95 as has been 

confirmed by the Russian government.96 

Section IIIA explains the data-restrictive elements of the Russian DL measure. Section 

IIIB explains why the Russian DL measure is inconsistent with Russia’s obligations on 

national treatment under GATS. Section IIIC argues that Russian DL measure is unlikely 

to satisfy GATS art XIV(c)(ii) because: (i) it is difficult to demonstrate that data 

localisation is necessary to achieve stronger internet privacy in Russia; and (ii) even if the 

Russian government is able to demonstrate that data localisation is necessary for certain 

reasons (eg, pursuing foreign service suppliers breaching domestic data protection laws), 

the measure is unlikely to satisfy the GATS art XIV chapeau because of its arbitrary and 

discriminatory implementation.  

 Data-Restrictive Elements of the Russian Data Localisation Measure 

The Russian DL measure requires that during the process of data collection (including 

through the internet), all companies within and outside Russia ‘record, systematize, 

accumulate, store, amend, update and retrieve’ personal data of all Russian nationals, 

 

91 Since Russia is not party to any PTA containing provisions related to cross-border data flows or privacy, 

the analysis in this section is limited to GATS. However, the GATS analysis can be relevant to PTAs 

containing similar provisions. 
92 Портал персональных данных Уполномоченного органа по защите персональных данных [Federal 

Law No. 242-FZ of July 21, 2014 on Amendments to Certain Legislative Acts of the Russian Federation 

with Regard to Specifying the Procedure for the Processing of Personal Data in Data Telecommunications 

Networks] (Russia), 21 July 2014 (‘Russian DL Law’), art 18(5). 
93 Russian DL Law, art 1.  
94 Federal Law on Data Protection, Federal Law no 152-FZ, 14 July 2006, art 2 (‘Russian Data Protection 

Law’).  
95 Strasbourg Convention for the Protection of Individuals with Regard to Automatic Processing of 

Personal Data 2005 (‘Strasbourg Convention’); Russian Constitution 1993 (art 23 and art 24); Federal 

Law No. 149-FZ on Information, Information Technologies and Data Protection 2006.  
96 Alexander E Karpukhin and Daria A Sivkova, ‘How to Comply with the Russian Requirements on 

Localisation of Personal Data’ (Expert Opinion, Financier Worldwide, November 2017) 

<https://www.financierworldwide.com/how-to-comply-with-the-russian-requirements-on-localisation-of-

personal-data#.XTGhm7wzaUk>.  

https://www.financierworldwide.com/how-to-comply-with-the-russian-requirements-on-localisation-of-personal-data#.XTGhm7wzaUk
https://www.financierworldwide.com/how-to-comply-with-the-russian-requirements-on-localisation-of-personal-data#.XTGhm7wzaUk
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using servers located within Russia.97 The Ministry of Telecom and Mass 

Communications has clarified that this measure applies to all companies whose business 

activities are focused on Russia, even if they have do not have a domestic presence. For 

example, businesses having a Russian domain name or Russian language website, 

offering pricing in Rubles on their website, providing Russian phone numbers for 

customer services, as well as conducting advertising and marketing targeted to Russia, all 

fall within this provision.98 The measure does not apply to online booking of airline tickets 

and processing of personal data of Russian citizens solely for employment contracts.99  

The Russian DL measure has a wide scope of application, as ‘personal data’ covers ‘any 

information, relating to directly or indirectly’ to an ‘identified or identifiable 

individual’.100 Personal data is routinely used for all digital services, even when users 

access websites (including foreign ones) and provide details such as name, date of birth 

or credit card details. Further, digital service suppliers can use anonymised and 

depersonalised datasets in combination with geolocation software and Big Data 

processing to predict personal information of users with reasonable certainty.101  

Although the Russian DL measure only requires local storage of personal data and does 

not prohibit cross-border data transfers,102 this distinction is unclear in practice. For 

example, the Russian DL measure requires certain activities such as systematisation and 

retrieval of data to be conducted using local servers.103 However, systematisation and 

retrieval of data is commonly required while transferring data across borders, which is 

not prohibited by the Russian DL measure.104 In order to deal with this ambiguity, the 

Russian data protection authority, Roskomnadzor, proposed that all data be initially 

recorded and stored in local servers as master copies, and mirrored thereafter in foreign 

servers as secondary copies.105 Thus, the measure requires all foreign service suppliers 

using personal data of Russian residents and having a business interest in Russia to build 

or lease space in local servers, irrespective of whether they mirror this data in foreign 

servers or not.  

 

97 Russian DL Law, art 18(5).  
98 Russian DL Law, art 18(5). 
99 Russian DL Law, art 18(5). 
100 Russian Data Protection Law, art 3(1).  
101 See Russian Data Protection Law, art 3(1). 
102 This position was also clarified in non-binding guidelines issued by the Ministry of Telecom and Mass 

Communications. See Squire Patton Boggs, ‘Russia Issues Guidance on Localization of Personal Data’ 

(2015) referring to <http://minsvyaz.ru/en/personaldata/>. This position also aligns with the Russian Data 

Protection Law, art 12. 
103 Russian DL Law, art 18(5). 
104 Alexander Savelyev, ‘Russia’s New Personal Data Localization Regulations: A Step Forward or a Self-

Imposed Sanction?’ (2016) 32 Computer Law & Security Review 128,133.  
105 Ibid.  

http://minsvyaz.ru/en/personaldata/
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The failure to comply with the Russian DL measure can result in the banning of the 

infringing websites (maintained in a register of blacklisted websites)106 and imposition of 

penalties.107 Since the implementation of this measure, the Russian government has 

executed extensive audits of multinational companies,108 banned foreign companies such 

as LinkedIn109 and Telegram,110 and even threatened to ban Twitter and Facebook.111  

 Consistency of Russian Data Localisation Measure with GATS National Treatment 

Obligation 

The national treatment obligation in GATS art XVII, as explained in Section IIA1(b), 

applies to a measure if: (i) if a Member has undertaken national treatment commitments 

in sector(s) and mode(s) of delivery affected by the measure; (ii) the measure accords 

differential treatment to ‘like’ domestic and foreign services or service suppliers. This 

section argues that although the Russian DL measure prima facie appears origin-neutral 

(ie local data storage requirement applies to both Russian and foreign services and service 

suppliers), it nonetheless violates the national treatment obligation under GATS art XVII 

for discriminating against foreign services and service suppliers.112 

The first step in assessing the consistency of Russian DL measure with GATS art XVII 

is interpreting the scope of Russian commitments on national treatment in its Schedule in 

the sector(s) and mode(s) of delivery affected by this measure. The Russian DL measure 

has a broad scope as personal data is required for business activities in numerous service 

sectors. As Russia joined the WTO in 2012,113 its GATS commitments are quite broad 

and cover several sectors.114 For example, in computer and related services (CPC 84), the 

 

106 Russian Data Protection Law. See also Federal Law No. 149-FZ of July 27, 2006, on Information, 

Information Technologies and Protection of Information (Russia), art 15.5. See also Nathalie Marachel, 

‘Networked Authoritarianism and the Geopolitics of Information: Understanding Russian Internet Policy’ 

(2017) 5(1) Media & Communication 29, 32.  
107 Code for Administrative Offences of the Russian Federation, art 13.11, art 19.7; Criminal Code of the 

Russian Federation, art 173.2, Russian Data Protection Law, art 24. See also Marachel, above n 106, 32. 
108Sergei Blagov, ‘Russia’s 2016 Data Localization Audit Plan Released’ on Bloomberg Law: Privacy & 

Data Security (online), 15 January 2016 <http://www.bna.com/russias-2016-data- n57982066291>.  
109 ‘Russia Turns the Switch off on LinkedIn’, The Moscow Times (online), 18 November 2016, 

<https://themoscowtimes.com/articles/linkedin-finally-blocked-in-russia-56206>.  
110 Mariella Moon, ‘Telegram Banned in Russia Following Court Ruling’, The Endgadget (online), 13 April 

2018, <https://www.engadget.com/2018/04/13/telegram-banned-russia/>.  
111 Marc Bennetts, ‘Facebook and Twitter Could be Blocked in Russia in Data Storage Row’, The Guardian 

(online), 17 April 2019 <https://www.theguardian.com/world/2019/apr/17/facebook-and-twitter-face-

russian-sanctions-in-data-storage-row >.  
112 See AB Report, Argentina – Financial Services [6.39]; Panel Report, China – Publications and 

Audiovisual Products [7.975]. See also Nicholas F Diebold, Non-Discrimination in International Trade in 

Services: Likeness in WTO/GATS (Cambridge University Press, 2010) 4. 
113 WTO, ‘WTO Membership Rises to 157 with the Entry of Russia and Vanuatu’ (Press Release, 22 August 

2012) <https://www.wto.org/english/news_e/pres12_e/pr671_e.htm>.  
114 Russia has opened up more sectors compared to many Members. See Sébastien Miroudot and Kätlin 

Pertel, ‘Water in the GATS: Methodology and Results’ (OECD Doc TAD/TC/WP(2014)19/FINAL, 

August 2015) 30.  

http://www.bna.com/russias-2016-data-%20n57982066291
https://themoscowtimes.com/articles/linkedin-finally-blocked-in-russia-56206
https://www.engadget.com/2018/04/13/telegram-banned-russia/
https://www.theguardian.com/world/2019/apr/17/facebook-and-twitter-face-russian-sanctions-in-data-storage-row
https://www.theguardian.com/world/2019/apr/17/facebook-and-twitter-face-russian-sanctions-in-data-storage-row
https://www.wto.org/english/news_e/pres12_e/pr671_e.htm
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Russian Federation has prescribed full commitments on national treatment under Modes 

1 and 2.115 For Mode 3, Russia has prescribed full commitments on national treatment 

except ‘with respect to subsidies and other forms of State support related to national 

culture and identity’.116 As Russia has inscribed fairly liberal commitments on national 

treatment in various service sectors and modes of delivery, at least some sectors in which 

national treatments commitments have been inscribed will be caught by the Russian DL 

measure.  

The next step is assessing if the Russian DL measure affects like domestic and foreign 

service suppliers. As discussed in Section IIA1(a), likeness of service and service 

suppliers requires examining the competitive relationship between foreign and domestic 

services and service suppliers. The Russian DL measure, for instance, would most 

probably affect cloud computing services. Foreign and domestic cloud computing service 

suppliers provide an identical function of enabling data processing, storage and transfer. 

No available data suggests a qualitative difference (eg, level of data security and privacy) 

in data processing and storage services of foreign and Russian cloud service suppliers. 

Even if that were the case, the AB’s reasoning in previous disputes is clear that such 

factors only matter under GATS art XVII if it affects the competition between domestic 

and foreign service suppliers.117 Press reports suggest that foreign demand for Russian 

data centres has increased since the implementation of the Russian DL measure.118 This 

increase suggests that Russian and foreign cloud services and service suppliers compete 

with each other and should therefore be considered ‘like’ for the purposes of GATS art 

XVII.  

The next question is whether the Russian DL measure affords ‘less favourable treatment’ 

to foreign services or service suppliers compared to domestic services or service 

suppliers.119 The assessment of ‘less favourable treatment’ in GATS art XVII:1 requires 

comparison of competitive conditions for Russian and foreign services and service 

suppliers.120 Further, GATS art XVII:1, footnote 10 provides:  

 

115 Council for Trade in Services, ‘Schedule of Commitments: Russian Federation’, WTO Doc 

GATS/SC/149 (5 November 2012).  
116 Ibid. 
117 Based on the reasoning in AB Report, EC – Bananas III [241]; AB Report, Argentina – Financial 

Services [6.30], [6.38]-[6.45]. 
118 Peter Judge, ‘Russian Data Law: Apple Complies, Google and Facebook Delay’, Data Centre 

Knowledge (online), 14 September 2015 <http://www.datacenterdynamics.com/content-tracks/design-

build/russian-data-law-apple-complies-google-and-facebook-delay/94785.fullarticle>; ‘Goldman Sachs 

Invests $15 Million in Russian Data Centre’ , 13 September 2017 

<http://www.ewdn.com/2017/09/13/goldman-sachs-invests-15-million-in-russian-data-center/ >.  
119 Panel Report, China – Electronic Payment Services [7.700]; Panel Report, Argentina – Financial 

Services [7.173]; AB Report, Argentina – Financial Services [6.22]. Article XVII:3 GATS states that 

‘different treatment shall be considered to be less favourable if it modifies the conditions of competition’. 
120 See Section IIA1(b). 

http://www.datacenterdynamics.com/content-tracks/design-build/russian-data-law-apple-complies-google-and-facebook-delay/94785.fullarticle
http://www.datacenterdynamics.com/content-tracks/design-build/russian-data-law-apple-complies-google-and-facebook-delay/94785.fullarticle
http://www.ewdn.com/2017/09/13/goldman-sachs-invests-15-million-in-russian-data-center/
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Specific commitments assumed under this Article shall not be construed to require any 

Member to compensate for any inherent competitive disadvantages which result from the 

foreign character of the relevant services or service supplier. 

The Russian DL measure creates competitive disadvantage for foreign services and 

service suppliers as they need to forego economies of scale achieved by using the most 

competitive servers or cloud services available globally. Instead, foreign suppliers are 

forced to set up domestic data operations in Russia to comply with the measure. This 

competitive disadvantage is not inherent or intrinsic to the service sector but created 

through artificial restrictions imposed by the Russian DL measure. In other words, absent 

this measure, foreign suppliers could have used servers located anywhere to provide the 

same/better quality of digital service at more competitive prices. Further, press reports 

indicate that the Russian DL measure has swayed domestic competition in favour of 

domestic companies such as Rostelecom and Rostec (the main cloud service suppliers in 

Russia).121 This discrimination is also evident from the statistics indicating the sharp rise 

in the use of Russian data centres by foreign companies post implementation of the 

Russian DL measure.122 Thus, by creating competitive advantages for domestic service 

suppliers, the Russian DL measure results in ‘less favourable treatment’ to like foreign 

services and service suppliers and breaches GATS art XVII.  

 Justifying the Russian Data Localisation Measure under General Exceptions 

 Relevance of GATS art XIV(a)  

GATS art XIV(a) allows Members to impose measures necessary to protect public morals 

or maintain public order. The Russian DL measure is intended to protect privacy of 

individuals in Russia.123 The Russian constitution recognises individual privacy as a 

fundamental right.124 Russia is also a signatory to Convention 108, an international treaty 

on data protection.125 However, the Russian authorities generally demand strong control 

over personal data of Russians, including banning digital service suppliers that refuse to 

provide unfettered access of personal data of Russians to the Federal Security Service of 

Russia.126 Therefore, at first sight, it seems unlikely that the Russian government would 

 

121 Jason Verge, ‘Firms Rethink Russian Data Center Strategy, as Data Sovereignty Law Nears Activation’, 

Data Centre Knowledge (online), 21 July 2015 

<http://www.datacenterknowledge.com/archives/2015/07/21/russian-data-localization-law-spurs-data-

center-strategy-changes>.  
122 Judge, above n 118; ‘Goldman Sachs Invests $15 Million in Russian Data Centre’ , 13 September 2017 

<http://www.ewdn.com/2017/09/13/goldman-sachs-invests-15-million-in-russian-data-center/ >. 
123 Section IIIA.  
124 Russian Constitution, art 23.  
125 Council of Europe, ‘Chart of Signatures and Ratifications of Treaty 108’ 

<https://www.coe.int/en/web/conventions/full-list/-

/conventions/treaty/108/signatures?p_auth=rgAKyz9H>.  
126 Freedom House, ‘Freedom on the Net 2018: The Rise of Digital Authoritarianism’ (October 2018) 

<https://freedomhouse.org/report/freedom-net/freedom-net-2018/rise-digital-authoritarianism> 15.  

http://www.datacenterknowledge.com/archives/2015/07/21/russian-data-localization-law-spurs-data-center-strategy-changes
http://www.datacenterknowledge.com/archives/2015/07/21/russian-data-localization-law-spurs-data-center-strategy-changes
http://www.ewdn.com/2017/09/13/goldman-sachs-invests-15-million-in-russian-data-center/
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/108/signatures?p_auth=rgAKyz9H
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/108/signatures?p_auth=rgAKyz9H
https://freedomhouse.org/report/freedom-net/freedom-net-2018/rise-digital-authoritarianism
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defend their DL measure on grounds of protecting ‘public morals’ ie arguing that privacy 

protection is an important social and cultural value in their society.127 However, if the 

government were to take this stance, Panels would most likely be deferent to their 

understanding of ‘public morals’ and only investigate the necessity of the measure to 

protect such public morals.  

The Russian government could also argue that the Russian DL measure is important to 

preserve ‘public order’ as this measure addresses a ‘genuine and sufficiently serious 

threat’ to a fundamental interest of the society.128 For example, they could argue that 

storing personal data of all residents could help them in addressing internal security risks 

more expeditiously. This argument is however both tenuous and counterintuitive as it 

fundamentally conflicts with the rationale of ensuring individual privacy for Russian 

users, which as explained in Section IIIA, is presented as the main reason behind the 

Russian DL measure. Thus, the Russian government is unlikely to argue that the DL 

measure is necessary to maintain public order under GATS art XIV(a).  

 Relevance of GATS art XIV(c)(ii) 

The Russian government is more likely to justify its DL measure under GATS art 

XIV(c)(ii) as being necessary to achieve better compliance with Russian Data Protection 

Law.129 Under GATS art XIV(c)(ii), Russia would first need to identify how its DL 

measure achieves compliance with requirements in its data protection law. For example, 

Russia could argue that the DL measure facilitates lawful processing of data,130 ensures 

reliability and accuracy of personal data,131 ensures security of personal data 

processing,132 enforces rights of data subjects,133 and holds operators liable for failing to 

comply with domestic data protection law.134 All these requirements are explicitly set out 

in the Russian Data Protection Law.  

Next, the Panels would examine if these requirements in domestic laws and regulations 

are consistent with WTO law.135 The goal of Russia’s Data Protection Law ie protecting 

private life, family and personal secrets is prima facie consistent with WTO law. Many 

 

127 See Section IIA2(a).  
128 GATS art XIV(a), fn 5.  
129 For a discussion on the legal test under GATS art XIV(c)(ii), see Section IIA2(b).  
130 Russian Data Protection Law, art 5.2 
131 Russian Data Protection Law, art 5.6.  
132 Russian Data Protection Law, art 7 and art 19.  
133 Russian Data Protection Law, art 14-16.  
134 Russian Data Protection Law, art 17. Additionally, under GATS art XIV (c) (ii), Russia could also argue 

that data localisation enables compliance with the Russia’s information security law including ‘ensuring 

security’ of ‘information systems, their operation and protection of information contained therein’ (with 

reference to data security), ‘accuracy of information and the timeliness of provision’ and ‘inviolability of 

private life, impermissibility of collection, storage, use and dissemination of information on the private life 

of a person without his or her consent thereto’. This aspect is not covered in this thesis.  
135 AB Report, US – Carbon Steel [157]. See also AB Report, Dominican Republic – Import and Sale of 

Cigarettes [111]; AB Report, US – Gambling [138]. 



 

 

123 

of the above-discussed objectives such as obtaining informed user consent or holding 

digital service suppliers for breaches in their data operations also appear consistent with 

WTO law. The Russian Data Protection Law is based on Convention 108, which has been 

ratified by 51 countries and is often recognised as a global benchmark for data protection 

laws. Further, even if certain aspects of Russian Data Protection Law were found to be 

inconsistent with WTO law, it would not automatically imply that the entire legislation 

in inconsistent with WTO law.136 Thus, Russia could still justify data localisation as being 

necessary to secure compliance with all other provisions in the Russian Data Protection 

Law that are consistent with WTO law.  

The next step is demonstrating whether the Russian DL measure ‘secure(s) compliance’ 

with provisions in Russian data protection laws. For instance, Russia could demonstrate 

that data localisation will improve compliance with its domestic data protection 

framework because it facilitates easier and stricter monitoring and enforcement of data 

collection rules. For example, it might be easier for Russian authorities to monitor that all 

digital service suppliers are obtaining informed consent of Russian users for using their 

personal data for advertising. Similarly, local storage and processing of data might 

facilitate easier auditing of data security practices of foreign digital service suppliers, 

particularly when they lease space on local servers.  

 Necessity of the Russian Data Localisation Measure under GATS art XIV(c)(ii) 

Privacy protection is an important goal in many societies; therefore, Panels/AB should 

accord high priority to these goals in a trade dispute.137 The importance of protection of 

individual privacy is also evident from the explicit recognition in GATS art XIV(c)(ii). 

Thus, if Russia defends its DL measure because it is important to ensure compliance with 

its domestic data protection framework, the Panel is likely to accord very high importance 

to this policy objective.  

The next step will be examining the necessity of the DL measures under GATS art 

XIV(c)(ii), by applying the weighing and balancing test, discussed in Section IIA2(c). 

First, the Russian government will need to establish that the Russian DL measure 

contributes to policy objectives related to privacy protection.138 Technical experts have 

generally concluded that data localisation is ineffective in ensuring or enhancing privacy 

of internet users.139 In the given case, the contribution of Russian DL to reducing privacy 

breaches and ensuring greater control of Russian internet users over collection, processing 

 

136 Panel Report, Argentina – Financial Services [7.622], [7.625].  
137 Robert Howse and Joanna Langille, ‘Permitting Pluralism: The Seal Products Dispute and Why the 

WTO Should Accept Trade Restrictions Justified by Non-instrumental Moral Values’ (2012) 37(2) Yale 

Journal of International Law 367, 368, 417. 
138AB Report, Brazil – Retreaded Tyres [210]. See also AB Report, EC – Seal Products [5.210].  
139 Hon, above n 2, 32, 105; Hoffman et al, above n 11, 55-6; Sargsyan, above n 11, 198; Chander and Le, 

above n 11, 730. See also Daskal, above n 11, 329; Kuner, above n 11, 2.  
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and sharing of personal data is unclear. This is particularly because ensuring internet 

privacy depends on the technical designs and protocols of digital services and data 

management practices of digital service suppliers rather than location of storage or 

processing of data.140 Thus, a Panel is quite likely to find that the Russian DL measure 

does not contribute to privacy protection in Russia. To the contrary, concentration of data 

in Russian servers makes it more susceptible to privacy breaches and unauthorised 

surveillance.141  

Although data localisation has little impact on improving internet privacy, Russia can 

nonetheless argue that its measure is necessary as local storage of personal data facilitates 

better monitoring of the activities of digital service suppliers. This could in turn facilitate 

taking due actions against digital service suppliers breaching Russian Data Protection 

Law. This argument is not completely unreasonable as international cooperation on cross-

border enforcement of privacy laws is rare.142 Thus, Members may consider data 

localisation to be relevant and effective if they face difficulties establishing their legal 

authority over foreign service suppliers.143 Further, developing countries might not have 

sufficient resources to pursue legal actions against service suppliers located in foreign 

jurisdictions.  

In the next step, Panels will examine the impact of the Russian DL measure on 

international commerce. The Russian DL measure has already had a strong negative 

impact on both the entry of new players in the digital market and the continuation of 

incumbent foreign players, including global companies such as Linkedin, Twitter and 

Facebook.144 Studies also indicate that the Russia DL measure has had severe trade-

restrictive effects, including reducing the number of foreign players in the domestic 

market, preventing entry of new players (particularly smaller companies), increasing the 

cost of Big Data analytics for foreign companies, and generally impeding internet 

openness, digital innovation and entrepreneurship in the digital sector.145  

Finally, under the necessity test, Panels will examine if any less trade-restrictive 

alternatives advanced by the complainant achieve an equivalent level of privacy 

protection as the Russian DL measure and are reasonably available to the defendant. In 

doing so, they will take into account the costs and practicalities of monitoring and 

pursuing these alternatives. The Panel is likely to take a deferential stance towards the 

 

140 See Chapter 2 (Section IIB3).  
141 Savelyev, above n 104, 138. 
142 OECD, ‘Report on the Cross-Border Enforcement of Privacy Laws’ (2006) 

<http://www.oecd.org/sti/ieconomy/37558845.pdf 3> 4, 20, 21.  
143 Thomas Streinz, ‘Digital Megaregulation Uncontested? TPP’s Model for the Global Digital Economy’ 

in Benedict Kingsbury et al (eds), Megaregulation Contested: Global Economic Ordering After TPP 

(Oxford University Press, 2019) 312, 334.  
144 See Section IIIA.  
145 See, eg, Matthieus Baeur et al, ‘Data Localisation in Russia: A Self-Imposed Sanction’ (ECIPE Policy 

Brief 5/16, ECIPE, 2015).  
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Russian DL measure, if Russia can demonstrate with reasonable certainty that this 

measure is the most cost-effective and efficient tool available to it to monitor privacy 

breaches by foreign service suppliers. For example, a complainant might propose privacy 

trustmarks as a less trade-restrictive alternative to the Russian DL measure, particularly 

if the end goal is ensuring that digital services in Russia comply with internationally 

recognised standards on privacy protection. However, as argued in Section IIA2(c), 

Russia could argue that this mechanism is not foolproof or too expensive to implement.  

 Compliance with GATS art XIV Chapeau 

Even if the Russian DL measure provisionally satisfies GATS art XIV(c)(ii), it must also 

meet the requirement under the GATS art XIV chapeau.146 The first question is if 

conditions in Russia and other Members supplying digital services are ‘like’. The likeness 

assessment in the GATS art XIV chapeau allows Panel to assess likeness of regulatory 

conditions in two Members in light of the policy objective behind the measure.147 

Therefore, a substantial difference in privacy or data protection regulations between 

Russia and other Member(s) can imply that their conditions are unlike. However, no 

existing evidence suggests that Russia has a substantially more robust data protection 

framework than other Members. Thus, a Panel is likely to find that the regulatory 

conditions in Russia and other Members affected by the DL measure is ‘like’.  

The next question is whether the Russian DL measure constitutes ‘arbitrary or 

unjustifiable discrimination’ among Members, where like conditions prevail, or if it 

constitutes ‘a disguised restriction on trade in services’. Certain factors indicate that the 

requirements of the Russian DL measure are arbitrary and violate the GATS art XIV 

chapeau. First, the guidelines of the Russian authorities, as discussed in Section IIIA, 

permit databases to be mirrored abroad in countries that have signed the Convention 108 

because any party to this convention is deemed to have an adequate level of data 

protection.148 This requirement is arbitrary and discriminatory as Convention 108 does 

not require any oversight to ensure that all parties enforce a minimum standard of data 

protection.149 There is no guarantee that the secondary copies of personal data stored in 

Members that have signed Convention 108 are safer than other Members who have not 

signed it. In other words, Convention 108 is not an appropriate benchmark to distinguish 

between countries enforcing strong standard of privacy protection and those that provide 

 

146 The legal test under the GATS art XIV chapeau is discussed in Section IIA2(d). 
147 AB Report, EC – Seals [5.321]. 
148 Regarding cross-border transfer of personal data (an issue relevant to international trade law), art 12.1 

and art 12.2 of the Russian Data Protection Law allows automatic transfer of personal data (subject to other 

legal requirements) to countries which are party to the Strasbourg Convention. The Roskomnadzor can also 

include countries with similar levels of data security as prescribed in the Convention as having adequate 

standards for cross-border data transfer. (art 12.2). 
149 With respect to the enforcement of Convention 108, see Lee A Bygrave, Data Privacy Law (Oxford 

University Press, 2014) 35-6; Colin J Bennett, ‘Information Policy and Information Privacy: International 

Areas of Governance’ (2002) 2 Journal of Law, Technology and Policy 385, 393.  
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weak standards on data protection. Bygrave, for instance, argues that several 

commonalities exist between OECD Privacy Guidelines and Convention 108; thus, being 

party to Convention 108 is not the only means to determine if a Member provides 

adequate privacy protection. 150 

Second, the Panel may also take note of the various disparities in domestic laws, such as 

those facilitating breaches of individual privacy (while imposing a huge cost on foreign 

service suppliers through the Russian DL measure to supposedly improve individual 

privacy). For example, although foreign service suppliers are expressly prohibited from 

engaging in surveillance to protect privacy of Russians, domestic laws allow domestic 

online communication providers and internet platforms to track user details and 

activity.151 Further, the Federal Security Service can prescribe encryption standards for 

digital services using personal data, thereby enabling unauthorised surveillance.152 Thus, 

despite claiming the primacy of its privacy-related objectives, Russia does not sufficiently 

prohibit illegal surveillance by domestic companies. In that light, the Russian DL measure 

appears as a tool for controlling internet activities of Russian citizens and promoting local 

digital businesses rather than protecting privacy and might thus fail the test in the chapeau 

of GATS art XIV.  

The evaluation under the chapeau will largely depend on the evidence produced, 

particularly the audit reports conducted by Russia since the inception of the Russian DL 

measure. These reports could indicate discriminatory practices in implementing the 

measure, the extent to which privacy violations have been prevented, and the net impact 

on the domestic digital industry. Further, the complainant may also provide evidence 

regarding the impact of the Russian DL measure on foreign suppliers of affected digital 

services. Since such data is not publicly available, providing a conclusive assessment is 

difficult.  

This case study shows that disguised privacy measures, such as the Russian DL measure, 

are likely to violate GATS. The Russian DL measure discriminates in favour of Russian 

digital service suppliers and creates significant competitive disadvantages for foreign 

suppliers using non-Russian servers. Thus, the measure breaches Russia’s national 

treatment obligations under GATS. This case study also highlights the importance of 

GATS art XIV in detecting protectionist measures disguised as privacy measures. For 

instance, Russia is unlikely to be able to demonstrate that data localisation enhances 

internet privacy, although it could argue that its DL measure facilitates stronger 

enforcement against foreign digital service suppliers breaching domestic privacy laws. 

 

150 See above n 149, 44, 46. 
151 See eg Federal Law no 149 on Information, Information Technologies and Protection of Information, 

(Russia), 2006, art 10.1.3; art 10.2.9. See also discussion on System of Operational Investigatory Measures 

requiring all digital products to install deep-packet inspection capabilities in Marachel, above n 106, 33.  
152 Anna Konstantinovna Zharova and Vladimir Mikhailovich Elin, ‘The Use of Big Data: A Russian 

Perspective of Personal Data Security’ (2017) 33(4) Computer Law & Security Review 482, 486.  
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Even if Russia succeeds in provisionally justifying its DL measure under GATS art 

XIV(c)(ii) using this rationale, the measure will most likely fail the test under the chapeau 

of GATS art XIV. This is because the Russian Data Protection Law uses an arbitrary 

benchmark to distinguish between countries considered safe enough to host personal data 

of Russian users and those that are not. A Panel is also likely to note that Russian laws do 

not prohibit illegal surveillance by domestic companies, while strictly enforcing the DL 

measure to discipline egregious privacy violations by foreign companies.  

IV CASE STUDY 2: APPLYING GATS TO DATA TRANSFER PROVISIONS IN THE GDPR  

The EU implemented a new framework on data protection called the GDPR in May 2018. 

This section examines the data-restrictive provisions in the GDPR and their consistency 

with GATS. Section IVA discusses various provisions of the GDPR that restrict flows of 

personal data to outside of the EU, especially focusing on the adequacy mechanism 

prescribed in GDPR art 45 and the EU-US Privacy Shield. Section IVB explains how 

these two provisions may violate MFN treatment in GATS art II. The EU – US Privacy 

Shield could additionally violate GATS art VII. Finally, Section IVC argues that the EU 

could justify these restrictions on personal data transfers in the GDPR under GATS art 

XIV(a) and GATS art XIV(c)(ii), although certain aspects of these restrictions may be 

inconsistent with the GATS art XIV chapeau.  

 Cross-Border Data Transfer Provisions in the GDPR  

The GDPR is the fundamental regulation on data protection in the EU. It has twin 

objectives: (i) to protect privacy of individuals in the EU; and (ii) to enable free flow of 

data within the EU.153 This regulation is intended to foster an environment of digital trust 

in the EU and provide legal certainty and transparency for both businesses and individuals 

in the EU.154 The GDPR applies to all data controllers and processors, whether they are 

located in the EU or not, ‘if the processing of personal data relates to offering goods or 

services to, or monitoring the behaviour of, data subjects in the EU’.155 A ‘data controller’ 

is the legal entity which determines the purpose of data processing while a ‘data 

processor’ processes the data on behalf of the controller.156 The term ‘data subjects’ is not 

specifically defined in the GDPR but refers to individuals whose personal data is collected 

and processed. 

The GDPR sets out basic principles on data protection, namely: (i) lawful, fair and 

transparent processing of data; (ii) processing only for ‘specified, explicit and legitimate 

purposes’; (iii) processing only to the extent necessary to achieve such purposes; (iv) 

ensuring data accuracy; (v) deidentification of data as soon as possible; and (v) ensuring 

 

153 GDPR Preamble [3]. 
154 GDPR Preamble [13]. 
155 GDPR art 3(2). 
156 GDPR art 4(7), art 4(8). 
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data security.157 These principles apply to any information or data concerning an 

identified or identifiable natural person (ie any anonymised data that could become 

identifiable with additional information).158 The GDPR also provides internet users the 

right to demand data controllers to erase data about themselves under certain set of 

conditions (known as the ‘right to be forgotten’), such as where the data is no longer 

relevant or was unlawfully processed.159 

The GDPR contains specific provisions regulating transfers of personal data out of the 

EU. The key restriction is contained in the ‘adequacy mechanism’, which imposes 

limitations on the free flow of personal data of EU residents to other non-EU countries.160 

This mechanism empowers the EC to determine whether a non-EU country has an 

adequate level of data protection ie if its data protection framework is ‘essentially 

equivalent’ to that of the EU.161 When a country receives a positive assessment from the 

EC (in other words, is ‘deemed adequate’), digital service suppliers collecting and 

processing data of EU residents can freely transfer personal data of EU residents to such 

countries. Free transfers of personal data of EU residents is not allowed to all other non-

EU countries that are not deemed adequate. To transfer personal data of EU residents to 

such non-adequate countries, digital service suppliers must comply with other 

requirements, as discussed further below.  

The EC considers several factors under the adequacy mechanism including whether the 

non-EU country has an independent and effective data protection authority, respects rule 

of law, implements data privacy laws in an effective manner, has undertaken international 

commitments on data protection, and participates in international organisations, 

especially in relation to data protection.162 In deciding whether the EC should conduct an 

adequacy assessment for a non-EU country, it considers various factors including: (i) the 

commercial relationship between EU and that country, including existing Free Trade 

Agreements (‘FTAs’); (ii) the magnitude of data flows between EU and that country; (iii) 

the role of that country in the global dialogues on privacy/data protection; and (iv) the 

nature of political relationship with that country such as shared norms or common 

values.163 Currently, the following countries have received a positive assessment from the 

EC under the adequacy mechanism: Andorra, Argentina, Canada (limited to commercial 

 

157 GDPR art 5(1).  
158 GDPR art 4(1). 
159 GDPR art 17.  
160 GDPR art 45.  
161 GDPR Preamble [104], art 45(1).  
162 GDPR art 45(2). 
163 Communication from the Commission to the European Parliament and the Council, Exchanging and 

Protecting Personal Data in a Globalised World (January 2017) 8. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32010D0625
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organisations), Faroe Islands, Guernsey, Israel, Isle of Man, Japan, Jersey, New Zealand, 

Switzerland and Uruguay.164  

Additionally, the EU has a special arrangement/agreement with the US under the EU – 

US Privacy Shield, which allows US service companies to self-certify that their data 

transfers comply with EU regulatory requirements. If the required certification is 

provided by the US supplier, it can transfer personal data of EU residents to the US. This 

agreement should be distinguished from the adequacy mechanism. Under the adequacy 

mechanism, automatic and free personal data transfers are allowed from the EU to any 

country that has received a positive assessment. In contrast, under the EU – US Privacy 

Shield, only those US service suppliers that provide a certification that they are GDPR-

compliant can transfer personal data of EU residents to the US.  

Digital service suppliers can transfer personal data of EU residents to countries that have 

not obtained a positive assessment under the adequacy mechanism under certain 

circumstances. First, digital service suppliers can offer certain ‘appropriate safeguards’ 

available under the GDPR:165 (i) binding corporate rules (‘BCRs’) that are adopted and 

enforced by all members in a group of companies so as to allow intra-company data 

transfers outside the EU;166 (ii) standard contractual clauses (‘SCCs’) that have been 

approved by the EC and adopted by digital service suppliers so as to facilitate data 

transfers to non-EU data controllers/processors;167 and (iii) use of approved certification 

mechanisms such as privacy seals by digital service suppliers certifying that their services 

are GDPR-compliant.168  

Second, in the absence of appropriate safeguards, digital service suppliers can transfer 

personal data of EU residents outside the EU if the data subject explicitly consents to such 

transfer after being informed of all risks;169 or where such transfer is necessary for the 

performance of a contract; or to protect an important ‘public interest’; or to ‘protect vital 

interests of the data subject’; or the transfer is made from a public register.170 Generally 

speaking, these derogations are rarely available in regular business activities in the digital 

 

164 EC, ‘Adequacy Decisions’ <https://ec.europa.eu/info/law/law-topic/data-protection/international-

dimension-data-protection/adequacy-decisions_en>.  
165 GDPR art 46(1).  
166 GDPR art 46(2)(b). See also GDPR art 47, art 63  
167 GDPR art 46(3) (a). 
168 GDPR art 46(2) (f). See also GDPR art 42.  
169 The requirements on informed consent are contained in GDPR art 7(1). Generally, these consent 

requirements are expensive to implement, particularly for SMEs. See Hannah Kuchler, ‘US Small 

Businesses Drop EU Customers Over New Data Rule’, The Financial Times (online), 24 May 2018 

<https://www.ft.com/content/3f079b6c-5ec8-11e8-9334-2218e7146b04>. See generally Laurits 

Christensen et al, ‘The Impact of the Data Protection Regulation in the E.U.’ 

<http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.657.138&rep=rep1&type=pdf>. 
170 GDPR art 49.  
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sector.171 For example, most day-to-day internet uses do not create contracts although 

personal data is invariably collected and processed in these transactions.172  

 Consistency of Data Transfer Provisions in the GDPR with GATS Obligations  

This section argues that the adequacy mechanism prescribed in the GDPR and the EU – 

US Privacy Shield are likely to violate MFN treatment in GATS art II. Further, this 

section demonstrates why certain Members could argue that the EU – US Privacy Shield 

violates obligations on mutual recognition under GATS art VII.  

 MFN Treatment 

As explained in Sections IIA1(a), in assessing whether a measure violates MFN 

obligation in GATS art II applies, three conditions must be satisfied: (i) the measure is 

not listed in the Member’s exemptions under GATS art II; (ii) the measure affects like 

digital services and service suppliers of two different Members; and (iii) the measure 

provides less favourable treatment to ‘like’ services and service suppliers of different 

Members. This section examines whether the adequacy mechanism in the GDPR and the 

EU-US Privacy Shield are consistent with GATS art II.  

The EU has not listed any exemptions under GATS art II related to its data protection 

framework.173 The next step is examining whether the adequacy mechanism and the EU 

– US Privacy Shield affect ‘like’ services and service suppliers of different non-EU 

Members. The adequacy mechanism distinguishes between different countries based on 

whether the EC has arrived at a positive assessment regarding the adequacy of their data 

protection framework. In other words, while service suppliers can transfer personal data 

to certain non-EU countries deemed adequate, they cannot transfer personal data to all 

other countries. This means that foreign digital service suppliers cannot store or process 

data in their non-EU servers, unless these servers are located in countries deemed 

adequate. The adequacy mechanism constitutes de-facto discrimination as the differential 

treatment of digital services or service suppliers is based on their origin ie where the data 

operations for the services are conducted. Previously, the AB has held that when a 

measure imposes discrimination based solely on the origin of the service or service 

supplier, then likeness can be presumed.174 Regulatory rationale, ie differentiating based 

on the privacy regulations in different Members, is irrelevant in the context of assessing 

non-discrimination obligations.175 Thus, it can be presumed that digital services and 

 

171 Aaditya Mattoo and Joshua P Meltzer, ‘International Data Flows and Privacy the Conflict and Its 

Resolution’ (2018) 21 Journal of International Economic Law 769, 777.  
172 Ibid.  
173 EC and their Member States, ‘Final List of Article II (MFN) Exemptions’, WTO Doc GATS/EL/31 (15 

April 1994).  
174 AB Report, Argentina – Financial Services [6.44]-[6.45]. 
175 AB Report, Argentina – Financial Services [6.151], [6.124]-[6.126]; AB Report, Japan – Taxes on 

Alcoholic Beverages 19-21.  
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service suppliers of Members deemed adequate under GDPR are ‘like’ digital services 

and service suppliers of other Members that have not been deemed adequate by the EC 

under the adequacy mechanism.  

Similarly, under the EU – US Privacy Shield, only those US companies willing to certify 

that they are GDPR-compliant are allowed to freely transfer data to their US servers. This 

mechanism is not available to digital service suppliers of other Members conducting their 

data operations abroad. The only obvious difference between the US digital services and 

service suppliers and services and service suppliers of other Members is the country of 

origin of services or service suppliers. Again, this would constitute a case of de facto 

discrimination under GATS art II and thus likeness of digital services and service 

suppliers from the US and all other Members can be presumed.  

The next step is determining if these two measures accord less favourable treatment to 

‘like’ services and service suppliers of some Members. As explained in Section IVA, the 

adequacy mechanism allows for automatic transfer of personal data of EU residents to 

those Members that the EC deems adequate under the GDPR adequacy mechanism. 

Digital service suppliers conducting their data operations from all other non-adequate 

non-EU Members must comply with additional conditions to transfer personal data across 

borders. For instance, Section IVA discusses appropriate safeguards, such as BCRs and 

SCCs, that digital service suppliers can use to conduct cross-border data transfers in the 

absence of an adequacy assessment. However, these safeguards result in less competitive 

conditions for foreign service suppliers as they are burdensome, expensive and time-

consuming. For example, a study indicated that digital service suppliers from India (a 

Member not deemed adequate by the EC under the GDPR adequacy mechanism) incurred 

significant costs and long waiting times to obtain approvals of their SCCs from the EC.176 

Further, in order to exercise these safeguards (ie BCRs and SCCs), digital service 

suppliers are typically required to have some form of local presence, making it extremely 

expensive for smaller foreign companies.177 Thus, foreign services and service suppliers 

from Members that are not deemed adequate under the GDPR face a competitive 

disadvantage compared to the ones from Members deemed adequate. Thus, the GDPR 

adequacy mechanism results in less favourable treatment of services and service suppliers 

of certain Members and is likely to violate the MFN obligation in GATS art II.  

The above logic also applies to the EU – US Privacy Shield. US suppliers that are able to 

self-certify under the EU – US Privacy Shield can freely transfer data of EU residents to 

their US servers for data processing. However, this mechanism is not available to services 

and service suppliers of all other Members (barring those originating from Members 

deemed adequate under GDPR), creating a significant competitive disadvantage for these 

 

176 Mattoo and Meltzer, above n 171, 777-9.  
177 Ibid 780.  
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service suppliers vis-à-vis US digital service suppliers. Thus, the EU – US Privacy Shield 

is also likely to violate the MFN obligation in GATS art II.  

 Mutual Recognition 

GATS art VII:2 requires that if a Member recognises licences or certifications granted to 

service suppliers of another Member either through a process of harmonisation or a 

mutual agreement, it must provide ‘adequate opportunity’ to all other Members to 

negotiate similar/comparable recognition agreements. The EU – US Privacy Shield 

provides a mechanism to all US digital service suppliers to self-certify that their data 

operations are GDPR-compliant, thereafter allowing them to freely transfer personal data 

of EU residents to their US servers. GATS art VII:2 may thus be violated if another 

Member could demonstrate that it has not been provided adequate opportunity (ie similar 

to the US) to negotiate an arrangement or agreement on data transfer (ie 

similar/comparable to the EU – US Privacy Shield).  

The EU – US Privacy Shield may also violate GATS art VII:3:  

A Member shall not accord recognition in a manner which would constitute a means of 

discrimination between countries in the application of its standards or criteria for the 

authorization, licensing or certification of services suppliers, or a disguised restriction on 

trade in services. 

Since Members may have regulatory frameworks comparable to the US (eg, most APEC 

members follow the APEC Privacy Framework and thus have regulatory frameworks 

comparable to the US), the EU – US Privacy Shield is likely to constitute a violation of 

GATS art VII:3. In order to substantiate this violation, the aggrieved Member must 

substantiate how its regulatory framework is similar or stronger than the US and why its 

digital service suppliers have sufficient resources and ability to self-certify that their data 

processing practices are GDPR-compliant.  

 Justifying GDPR Data Transfer Provisions under General Exceptions 

This section argues that although the data transfer provisions in the GDPR are inconsistent 

with GATS obligations, the EU can justify that they are necessary to achieve its public 

policy objectives on data privacy and protection under the general exceptions contained 

in GATS art XIV. This section first explains why the GDPR data transfer provisions are 

prima facie covered under both GATS art XIV(a) (protecting public morals) and GATS 

art XIV(c)(ii) (achieving compliance with WTO law-consistent domestic laws). It then 

examines if these provisions satisfy the necessity test in GATS art XIV. It argues that 

these measures are likely to be provisionally justified under GATS art XIV(a) and art 

XIV(c)(ii). Finally, the section examines if these provisions are consistent with the  GATS 

art XIV chapeau. It argues that certain aspects of the GDPR adequacy mechanism are 



 

 

133 

likely to be inconsistent with the GATS art XIV chapeau. It also argues that the EU – US 

Privacy Shield most likely violates the GATS art XIV chapeau. 

 Relevance of GATS art XIV(a) and GATS art XIV(c)(ii) 

The data transfer provisions in the GDPR could be justified as being necessary to protect 

‘public morals’ and ‘public order’ under GATS art XIV(a). As explained in Chapter 3, 

these two terms have been interpreted very broadly by Panels/AB by paying absolute 

deference to the cultural, social, moral and political values of Members.178 Privacy and 

data protection are protected as fundamental human rights in various EU treaties.179 

Privacy protection is also closely linked to the socio-cultural values of the peoples of 

EU.180 Further, as privacy breaches cause various harms including material or non-

material damage, cyber-crimes including identity theft, and loss of confidentiality,181 

protecting unauthorised intrusion of personal data is important to preserve fundamental 

public interests. Therefore, the EU could argue that the restrictions on personal data 

transfers to non-EU countries in the GDPR are necessary to protect its public morals and 

maintain public order under GATS art XIV(a).  

Further, the broad objective of the data transfer provisions in the GDPR is ensuring 

compliance with EU data protection standards, for example, by preventing transfer of data 

to those countries where the privacy framework is below the threshold requirements.182 

In other words, the adequacy mechanism and the EU – US Privacy Shield are intended to 

preserve the basic privacy and data protection rights of EU users in line with EU or EU-

like standards.183  

GATS art XIV(c)(ii) permits Members to implement trade-restrictive measures if they 

are:  

(c) necessary to secure compliance with laws or regulations which are not inconsistent with 

the provisions of this Agreement including those relating to:  

(i)…  

(ii) the protection of the privacy of individuals in relation to the processing and 

dissemination of personal data and the protection of confidentiality of individual records 

and accounts; 

 

178 See Chapter 3 (Section IIIE1).  
179 Charter of Fundamental Rights of the European Union, art 8(1). See also ECHR art 8. See also Mira 

Burri and Rahel Schär, ‘The Reform of the EU Data Protection Framework: Outlining Key Changes and 

Assessing Their Fitness for a Data-Driven Economy’ (2016) 6 Journal of Information Policy 479, 481. 
180 European Data Protection Supervisor, ‘Data Protection’ <https://edps.europa.eu/data-protection_en>.  
181 GDPR Preamble [75].  
182 GDPR Preamble.  
183 Christopher Kuner, ‘Extraterritoriality and Regulation of International Data Transfers in EU Data 

Protection Law’ (2015) 5(4) International Data Privacy Law 235, 239-240.  

https://edps.europa.eu/data-protection_en
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Under GATS art XIV(c)(ii), the EU could argue that the data transfer provisions in the 

GDPR are necessary to ensure compliance with standards and legal requirements in EU 

data protection law. For example, restricting personal data transfers to non-EU countries 

can ensure that digital service suppliers comply with basic obligations on data protection, 

such as lawful and transparent data processing, protecting data confidentiality, and 

enhancing data security, quality and accuracy.184 These objectives are per se consistent 

with WTO law.185 Thus, the EU can employ both GATS art XIV(a) and art XIV(c)(ii) to 

justify the GDPR data transfer provisions.  

 Necessity of the GDPR Data Transfer Provisions under GATS art XIV 

Data and privacy protection is clearly an important policy objective in the EU, as reflected 

in its constitutional document.186 The EC has also repeatedly emphasised the unique 

importance of privacy in its social and political culture, including objecting to negotiating 

privacy-related clauses in trade agreements.187 Further, privacy breaches can result in 

adverse economic consequences. Given these factors, Panels are likely to accord high 

priority to the data protection/privacy rationale behind the GDPR data transfer provisions.  

The next step under GATS art XIV is applying the necessity test to the GDPR data 

transfer provisions. As explained in Section IIA2(c), Panels assess the necessity of a 

measure by weighing and balancing different factors in light of the importance of privacy-

related policy objectives under GATS art XIV: (i) contribution of the measure to the 

policy objective; (ii) its trade-restrictive impact across different sectors; and (iii) the less 

trade-restrictive alternatives reasonably available to the defendant. Applying this test to 

the GDPR data transfer provisions, this section argues that these provisions can be 

provisionally justified under GATS art XIV(a) and art XIV(c)(ii).  

The first step of the necessity test is assessing if the data transfer provisions in the GDPR 

contribute to the objectives of protecting individual privacy and obtaining compliance 

with data protection standards in EU law. Given the lack of international cooperation and 

international standards on data protection, many governments find it convenient to restrict 

data transfers to any country whose data protection framework they do not trust. The 

adequacy mechanism in the GDPR also employs the same rationale by limiting personal 

data transfers to only specific non-EU countries which have an independent, functional, 

and effective data protection framework, and are committed to relevant international 

treaties protecting privacy as a fundamental human right. Thus, it could be argued that 

 

184 See discussion of basic objectives of GDPR in Section IVA.  
185 Even if a certain aspect of GDPR is inconsistent with WTO law, it would not render the whole law 

invalid or inconsistent. See Panel Report, Argentina - Financial Services [7.622]-[7.625]. See also Section 

IIIC2.  
186 Treaty on the Functioning of the European Union art 16.  
187 Viviane Reding, ‘The European data protection framework for the twenty-first century’ (2012) 2(3) 

International Data Privacy Law 119, 124.  
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the adequacy mechanism is necessary to achieve the objective of protecting individual 

privacy and ensuring compliance with EU data protection standards under GATS art 

XIV(a) and art XIV(c)(ii) respectively.  

Similarly, the EU – US Privacy Shield only allows data transfers to the US when the 

digital service suppliers provide the assurance to follow EU data protection standards 

while processing personal data of EU residents in the US. Therefore, this agreement 

contributes to ensuring that all US digital services provided in the EU comply with data 

protection standards prescribed in EU law. However, if a complainant could adduce 

evidence that the US service suppliers certified under the EU – US Privacy Shield do not 

comply with the GDPR requirements, then it could be argued that the EU – US Privacy 

Shield does not contribute to the objective of ensuring compliance with EU data 

protection standards under GATS art XIV(c)(ii). The annual reviews published by the EC 

indicate that the self-certified US service suppliers have assured an adequate level of data 

protection for the personal data of EU residents transferred to the US.188 Thus, it appears 

less likely that a Member could argue that the EU – US Privacy Shield does not ensure 

compliance with EU data protection standards.  

The second step of the necessity test is examining whether the GDPR data transfer 

provisions have a trade-restrictive impact across different sectors of the economy. As 

explained in Section IIIC3, personal data is used/processed in most digital services used 

across different sectors of the economy. As the GDPR restricts cross-border processing 

of personal data, its trade-restrictive impact is likely to be very severe.189 In particular, 

MSMEs from Members that have not been deemed adequate under the GDPR adequacy 

mechanism are likely to be adversely affected and may not even be able to access the EU 

markets because of the expensive compliance requirements. One such example discussed 

in Section IVB1 is the high costs of adopting SCCs and BCRs for foreign service 

suppliers. 

Finally, Panels will examine whether any less trade-restrictive alternatives advanced by 

the complainant achieve an equivalent level of privacy protection as the GDPR data 

transfer provisions, and are reasonably available to the EU, thus rendering the 

requirement for restrictions on cross-border transfers of personal data under the GDPR 

unnecessary. For instance, a complainant could propose that EU internet users could be 

protected by imposing mandatory technological requirements on all digital service 

suppliers.190 The GDPR already incorporates a mandatory mechanism requiring all digital 

 

188 See, eg, EC, ‘EU-US Privacy Shield: Second Review Shows Improvements But a Permanent 

Ombudsperson Should be Nominated by 28 February 2019’ (Press Release, 19 December 2018) 

<http://europa.eu/rapid/press-release_IP-18-6818_en.htm>.  
189 Erik van der Marel et al, ‘The Costs of Data Localisation: A Friendly Fire on Economic Recovery’ 

(ECIPE Occasional Paper 3/2014, ECIPE, May 2014) 6, 8.  
190 Hon, above n 2, 8; Gasser, above n 55, 65. 

http://europa.eu/rapid/press-release_IP-18-6818_en.htm
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service suppliers to implement ‘technical and organisational measures’191 that incorporate 

‘the principles of data protection by design and data protection by default’ in all digital 

products, services and applications.192 This principle is also called ‘privacy-by-design’.  

However, the privacy-by-design requirement in the GDPR is not sufficient by itself to 

ensure compliance with EU data protection standards for two reasons: (i) data protection 

authorities in the EU are unlikely to have sufficient resources to monitor whether each 

digital service supplied in the EU (whether domestically or from abroad) complies with 

the EU data protection standards;193 (ii) in the absence of any international standards on 

privacy protection,194 the assessment of compliance with privacy-by-design requirement 

is more of a guesswork than a foolproof process.195 Thus, technological provisions such 

as privacy-by-design complement the data transfer provisions in the GDPR but cannot be 

considered as viable alternatives under GATS art XIV. Rather, they form a part of the 

‘complex suite of measures’ intended to protect privacy of EU residents in the GDPR.196  

 Compliance with GATS art XIV Chapeau  

As discussed in Section IIA2(d), even if a measure is provisionally justified under of the 

sub-clauses of GATS art XIV, it must also meet the legal requirements of the GATS art 

XIV chapeau: 

Subject to the requirement that such measures are not applied in a manner which would 

constitute a means of arbitrary or unjustifiable discrimination between countries where 

like conditions prevail, or a disguised restriction on trade in services, nothing in this 

Agreement shall be construed to prevent the adoption or enforcement by any Member of 

measures: 

This section points out the different arguments that are likely to be raised by complainants 

in arguing that the GDPR data transfer provisions do not satisfy the GATS art XIV 

chapeau.  

As discussed previously, the benefits of the adequacy mechanism are only available to 

digital services and service suppliers from limited number of Members. Similarly, only 

 

191 GDPR art 25(1).  
192 GDPR Preamble [78]. See also GDPR art 25 (1).  
193 European Union Agency for Network and Information Security, Privacy and Data Protection by Design 

– from policy to engineering (December 2014) 2. 
194 Christopher Kuner, ‘Developing an Adequate Legal Framework for International Data Transfers’ in 

Serge Gurtwith et al (eds), Reinventing Data Protection (Springer, 2009) 263, 269. 
194 Christopher Kuner et al, ‘The Language of Data Privacy Law (and How it Differs from Reality)’ (2016) 

6(4) International Data Privacy Law 259, 259. See also Lee A Bygrave, ‘Hardwiring Privacy’ in Roger 

Brownsford et al (eds), The Oxford Handbook of Law, Regulation and Technology (Oxford University 

Press, 2017) 755, 759, 772. 
195 Kuner et al, above n 194, 259, 269. 
196 See AB Report, Brazil – Retreaded Tyres [151],[211]; Panel Report, China – Rare Earths [7.186]; Panel 

Report, Australia — Tobacco Plain Packaging (Indonesia) [7.1384] – [7.1391].  
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US-based digital services and service suppliers can transfer data outside the EU under the 

EU – US Privacy Shield. The basis of these provisions is that the EU considers that only 

these Members have a regulatory framework on privacy and data protection essentially 

equivalent to that of the EU. However, this argument can be challenged if other Members 

demonstrate that they have a robust regulatory framework on privacy and data protection 

comparable to the GDPR. This is especially the case now as several Members have 

adopted regulatory frameworks similar to the GDPR.197 In that scenario, the regulatory 

conditions in these other non-EU Members are ‘like’ regulatory conditions in Members 

deemed adequate. Thus, restricting data flows to non-adequate non-EU Members under 

the adequacy mechanism could be considered a violation of the GATS art XIV chapeau 

for being ‘arbitrary or unjustifiable discrimination between countries where like 

conditions prevail’.198 However, if the EU is able to demonstrate its willingness to 

negotiate an arrangement with such non-adequate Members through a fair, objective and 

transparent process, then the adequacy mechanism may not fail this test under the GATS 

art XIV chapeau.  

The above argument would be especially relevant in the context of the EU – US Privacy 

Shield. Several Members have data protection frameworks that are stronger than or at 

least similar to that of the US (thus, the criterion of ‘like conditions’ in the GATS XIV 

chapeau is satisfied). However, the EU has not entered into individual arrangements with 

each of these Members.199 This distinction between the US and other Members with 

comparable regulatory frameworks on privacy/data protection can constitute ‘arbitrary or 

unjustifiable discrimination’. In order to be consistent with the GATS art XIV chapeau, 

the EU may need to enter into similar arrangements as the EU – US Privacy Shield with 

other Members that offer or can offer the same level of privacy protection as US digital 

service suppliers.  

Conclusively, the above section indicates that the GDPR adequacy mechanism and the 

EU-Privacy Shield are likely to be provisionally justified under GATS art XIV(a) and art 

XIV(c)(ii). Although they have a restrictive impact on different sectors of the economy, 

especially affecting the ability of MSMEs to export digital services to the EU, no viable 

less trade-restrictive alternatives exist that negate the necessity for the data transfer 

provisions in the GDPR. However, both the adequacy mechanism and EU – US Privacy 

Shield can be challenged under the GATS art XIV chapeau. In order to remove these 

inconsistencies with the chapeau, the EU may need to negotiate new arrangements with 

other Members that have a robust framework on data protection (especially if comparable 

 

197 Mark Scott and Lauren Cerulus,‘Europe’s New Data Protection Rules Export Privacy Standards 

Worldwide’ on Politico (31 December 2018) <https://www.politico.eu/article/europe-data-protection-

privacy-standards-gdpr-general-protection-data-regulation/>. 
198 See Svetlana Yakovleva and Kristina Irion, ‘The Best of Both Worlds - Free Trade in Services and EU 

Law on Privacy and Data Protection’ (2016) 2(2) European Data Protection Law Review 191, 207. 
199 Currently, the EU is only negotiating an adequacy arrangement with South Korea. 

https://www.politico.eu/article/europe-data-protection-privacy-standards-gdpr-general-protection-data-regulation/
https://www.politico.eu/article/europe-data-protection-privacy-standards-gdpr-general-protection-data-regulation/
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to the US) or reform their adequacy mechanism to ensure more objectivity and fairness 

in assessing their non-EU counterparts.200  

V BALANCING INTERNET OPENNESS AND PRIVACY: THE ROLE OF TRADE LAW  

This section assesses whether GATS can contribute to balancing internet openness and 

privacy. The case studies in Sections III and IV indicate that privacy-related data-

restrictive measures can violate GATS obligations on non-discrimination, market access, 

recognition and domestic regulation. But Members can also justify these measures under 

GATS art XIV; thus, GATS does not per se prohibit Members from imposing privacy-

related measures. To the contrary, GATS art XIV plays an important role in balancing the 

economic need for facilitating cross-border flows of data with safeguarding the regulatory 

space necessary for Members to ensure internet privacy within their borders. Nonetheless, 

limitations could arise in using the disciplines in GATS to balance internet openness and 

privacy for the following reasons: (i) lack of international consensus on internet privacy; 

(ii) limited scope under GATS (especially GATS art XIV and art VI) to consider 

technological and market-based privacy mechanisms and multistakeholder/private 

standards; and (iii) general uncertainty surrounding privacy of digital technologies.  

GATS can contribute to balancing internet openness and privacy in various ways. First, 

GATS obligations generally facilitate a non-discriminatory global regulatory 

environment for data flows. For example, the case study of the Russian DL measure 

reveals that requiring foreign digital service suppliers to store and process master copies 

of personal data of all Russian residents within Russia is likely to violate the national 

treatment obligation in GATS art XVII. Similarly, the adequacy mechanism in the GDPR 

limiting the transfer of personal data of EU residents to those Members that the EC deems 

adequate is likely to violate MFN treatment in GATS art II. Thus, GATS obligations on 

non-discrimination prohibit Members from restricting data flows in a discriminatory 

manner, thereby facilitating internet openness. However, the obligation on national 

treatment is triggered only for service sectors in which Members have inscribed national 

treatment commitments in their Schedules.  

Second, GATS encourages Members to develop interoperability between their respective 

domestic regulatory frameworks (GATS art VII). For example, where a Member has 

implemented an agreement with another Member to facilitate data flows, a similar 

opportunity needs to be afforded to all other Members. The case study on the GDPR 

indicates that Members with a regulatory framework on data protection comparable to 

that of the US can demand that the EC consider entering into data transfer agreements 

with them (ie similar to the EU – US Privacy Shield). Given that domestic regulations on 

privacy and data protection vary across countries, GATS art VII facilitates the global 

 

200 Gregory Shaffer, ‘Globalization and Social Protection: The Impact of EU and International Rules in the 

Ratcheting Up of U.S. Privacy Standards’ (2000) 25(1) Yale Journal of International Law 1, 53-54.  
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interoperability of cross-border data operations without requiring individual Members to 

compromise their domestic regulations on internet privacy. Thus, GATS art VII can 

contribute to balancing internet openness and privacy. 

Third, obligations on domestic regulation in GATS art VI can help address burdensome 

technical standards or licensing requirements in domestic data protection and privacy 

laws. For example, where Members require digital service suppliers to obtain licences or 

authorisation for cross-border data transfers (assuming the Members have committed to 

keep these services open to foreign services or service suppliers in their Schedules), such 

applications should be assessed in a fair and objective manner.201 Panels can also examine 

if specific privacy standards imposed by Members in such sectors are consistent with 

relevant international standards.202 However, Panels are unlikely to consider 

private/multistakeholder privacy standards (eg, standards developed by the internet 

technical community) in this assessment as they do not fall qualify as ‘relevant 

international standards of international organizations’.203  

Finally, the various exceptions in GATS art XIV play a crucial role in balancing internet 

openness and privacy. GATS art XIV(c)(ii) confirms that Members are permitted to adopt 

measures necessary to achieve domestic privacy-related policy objectives (including in 

the context of the internet), even if such measures violate GATS obligations. Thus, 

privacy measures are not per se prohibited by GATS. Rather, GATS art XIV helps in 

distinguishing privacy measures genuinely aimed at protecting privacy of individuals or 

achieving higher standards of data protection from those protecting domestic digital 

services or service suppliers. For example, the Russian DL measure is likely to violate 

GATS because it has a negligible impact on internet privacy and is implemented in an 

arbitrary manner. In contrast, the data transfer provisions in the GDPR are more likely to 

provisionally satisfy GATS art XIV(a) and art XIV(c)(ii) because they support the distinct 

privacy culture of the EU. However, the discriminatory and arbitrary aspects of these 

provisions, particularly the EU – US Privacy Shield, may fail the test under the GATS art 

XIV chapeau.  

For holistic application of the necessity test in GATS art XIV, this chapter argues that 

Panels can and should adopt a multidimensional approach in assessing the necessity of 

privacy-related data-restrictive measures. This approach requires that Panels consider not 

only legal but also technical evidence in assessing if a data-restrictive measure is 

necessary to achieve internet privacy. For example, experts from the internet technical 

 

201 GATS art VI:1.  
202 GATS art VI:5 read with art VI:4.  
203 See Section IIA1(d). Delimatsis argues that in certain cases (such as while applying TBT), the AB has 

shown openness towards non-consensual international standards in assessing compatibility of national 

measures with WTO law but the same approach is harder to apply in the context of GATS. See Panagiotis 

Delimatsis, ‘Global Standard-Setting 2.0: How the WTO Spotlights ISO and Impacts the Transnational 

Standard-Setting Process’ (2018) 28(2) Duke Journal of Comparative and International Law 273, 276. 
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community could help Panels understand the internal logic and the technical impact of a 

privacy-related measure.204 Several experts have argued that data-restrictive measures 

generally interfere with the open architecture of the internet and fail to protect internet 

privacy transnationally.205 Experts also typically support market-driven privacy 

technologies and standards over prescriptive domestic standards as the former are more 

robust and effective in dealing with cyber-risks.206 Such technical inputs can be helpful 

in examining the necessity of privacy-related data-restrictive measures.  

GATS provisions are however not always effective in balancing internet openness and 

privacy. The first limitation in balancing internet openness and privacy arises because of 

the varying perception of privacy and data protection across Members. Members usually 

devise their privacy and data protection laws based on their regulatory needs and 

capacities and societal preferences. In particular, countries that consider privacy to be a 

fundamental human right prefer a prescriptive geographical approach to data protection 

compared to those that consider privacy a consumer right and thus prescribe an 

accountability-based approach.207 Conflicting domestic laws and regulations do not 

facilitate a global framework on privacy protection. Certain bodies such as the OECD 

have developed guidelines on privacy protection, but these guidelines are neither binding 

nor universally accepted. Thus, these guidelines are not relevant under GATS, for 

example, in assessing the proportionality and objectivity of privacy standards under 

GATS art VI:5. Hence, GATS cannot always resolve the conflicts arising due to differing 

approaches of privacy protection among Members.  

Further, Panels are unlikely to consider certain technological and market-driven solutions, 

to privacy protection, such as privacy trustmarks and privacy-by-design provisions,208 as 

viable less trade-restrictive alternatives under the necessity test in GATS art XIV 

(assuming the complainants propose such alternatives in a dispute). However, these 

market-driven and technological solutions are extremely important from the point of view 

 

204 Gasser, above n 55, 68. 
205 Dennis Broeders, ‘Aligning the International Protection of “the Public Core of the Internet” with State 

Sovereignty and National Security’ (2017) 2(3) Journal of Cyber Policy 366, 367-9; Laura DeNardis et al, 

‘The Rising Geopolitics of Internet Governance: Cyber Sovereignty v. Distributed Governance’ (Paper 

Presented at Columbia SIPS Tech & Policy Initiative, Columbia SIPA, November 2016) 14-15. See also 

Noction, ‘How Does BGP Select the Best Routing Path’ (18 January 2013) 

<https://www.noction.com/blog/bgp_bestpath_selection_algorithm>; Max Seddon, ‘Russia's Telegram 

Block Hits Other Websites, Apps’, The Financial Times (online), 17 April 2018 

<https://www.ft.com/content/df35a894-4245-11e8-803a-295c97e6fd0b>. 
206 See eg, Staicy Baird, ‘The Government at the Standards Bazaar’ in Laura DeNardis ed, Opening 

Standards: The Global Politics of Interoperability (MIT Press, 2011) 13, 18-19; Rishab Ghosh, ‘An 

Economic Basis for Open Standards’ in Laura DeNardis (ed), Opening Standards: The Global Politics of 

Interoperability (MIT Press, 2011) 75, 76. 
207 Catherine L Mann, ‘International Internet Governance: Oh What A Tangled Web We Weave’ (2001) 

2(2) Georgetown Journal of International Affairs 79, 81.  
208 Anupam Chander, ‘Future-Proofing Law’ (2017) 51(1) UC Davis Law Review 1,3. See also Joel R 

Reidenberg, ‘E-Commerce and Trans-Atlantic Privacy’ (2001) 38 Houston Law Review 717, 726.  
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of internet governance, perhaps even more than prescriptive laws and regulations. For 

instance, most data protection laws are likely to fall short in ensuring sufficiently robust 

encryption for interconnected digital technologies such as IoT.209 The initiatives of the 

multistakeholder internet community are likely to be more fruitful in addressing such 

privacy risks. For example, certain technology companies and transnational bodies are 

now investing significant resources in developing trustmarks for IoT.210 Such market-

driven or multistakeholder mechanisms are unlikely to inform the application of WTO 

law. In applying GATS to privacy-related measures, Panels will balance trade obligations 

only with a country’s domestic values on internet privacy, irrespective of whether those 

values align with multistakeholder norms/standards on internet privacy. Thus, GATS has 

a limited role in fostering a global culture of internet privacy.211 

Finally, the uncertain nature of privacy risks in the digital world poses a major challenge 

in balancing internet openness and privacy. The evolving and unpredictable nature of 

privacy risks makes it difficult for governments to detect and control privacy risks through 

laws and regulations. Predictably, some governments have chosen to curtail these risks 

by adopting highly prescriptive measures such as data-restrictive measures. However, this 

chapter reveals that many of these measures make a negligible contribution to improving 

internet privacy.  

Certain recent PTAs such as CPTPP and USMCA attempt to address deficiencies in 

GATS by requiring that all parties adopt basic regulations on data protection. The 

rationale behind this requirement is that free cross-border data flows are possible only in 

an environment where trading partners trust each other. Rules on privacy and data 

protection play an important role in developing such trust in the digital ecosystem. 

However, the wording of these PTA provisions, such as CPTPP art 14.8, are weak and 

fail to balance appropriately requirements on privacy protection with binding obligations 

on free flow of data and prohibitions on data localisation. In fact, CPTPP art 14.8.2 adopts 

a low threshold for what constitutes an adequate framework for personal information 

protection, which CPTPP parties can satisfy even when they adopt a weak privacy or data 

protection framework. Thus, these PTAs must be reformed to develop a better balance 

between internet openness and privacy. 

 

209 Caron Xavier et al, ‘The Internet of Things and Its Impact on Individual Privacy: An Australian 

Perspective’ (2016) 32(1) Computer Law & Security Review 4, 9.  
210 See, eg, ThingsCon, ‘Introducing the Trustable Technology Mark: A Better Way to Evaluate IoT 

Products’ on M Read, Write and Participate (7 December 2018) <https://medium.com/read-write-

participate/introducing-the-trustable-technology-mark-f2ed8df3ba1c>.  
211 On developing a global culture of internet privacy through multistakeholder norms, see Milton Mueller, 

Will the Internet Fragment? (Polity Press, 2017) 91. 
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VI CONCLUSION 

Privacy and data protection are among the most commonly proffered rationales for data-

restrictive measures. Regulatory frameworks on privacy and data protection are rapidly 

evolving in both developed and developing countries. Many countries have adopted 

domestic laws and regulations on privacy/data protection that restrict digital service 

suppliers in conducting cross-border data operations. For example, certain laws require 

personal data to be stored and processed in local servers while others allow personal data 

transfers abroad only when digital service suppliers comply with several requirements. 

These data-restrictive measures usually have an adverse impact on internet openness and 

further restrict trade in digital services.  

This chapter examines how disciplines in GATS and recent PTAs such as CPTPP apply 

to privacy-related data restrictive measures and whether GATS rules can be applied to 

balance internet openness and privacy. This chapter argues that GATS applies to privacy-

related data-restrictive measures and that such measures can violate various GATS 

obligations. However, GATS does not preclude Members from undertaking privacy-

related measures that can be justified under general exceptions such as GATS art XIV(a) 

and GATS art XIV(c)(ii).  

This chapter argues that the GATS provisions can be applied thoughtfully to promote a 

non-discriminatory environment for cross-border flows of personal data: facilitating 

interoperability among different domestic regulatory frameworks on data protection and 

privacy and eliminating protectionist measures that are disguised as privacy measures. 

Both legal and technological evidence can and should be used by Panels in assessing 

disputes on these measures, especially in examining the necessity of privacy-related data-

restrictive measures under GATS art XIV. Such a multidimensional approach can be 

helpful in achieving a better balance between internet openness and privacy 

However, certain limitations exist in aligning GATS with the principles of internet 

openness and privacy. These limitations arise primarily due to the lack of international 

consensus on internet privacy, the limited scope under GATS art XIV to consider 

technological and market-based privacy mechanisms as less trade-restrictive alternatives, 

and the general uncertainty surrounding digital technologies. Further, this chapter argues 

that multistakeholder perspectives on regulating internet privacy have little relevance in 

WTO law as GATS does not require balancing a country’s domestic goals on privacy and 

data protection with transnational or global aspects of internet privacy. Thus, in the 

absence of binding international frameworks on internet privacy, many Members 

continue to adopt conflicting privacy laws and regulations, often incorporating data-

restrictive elements that adversely affect internet openness. Although certain recent PTAs 

such as CPTPP have attempted to address this conflict by requiring all trading partners to 

adopt basic frameworks on data protection, these provisions are weak and do not support 

implementation of internet privacy transnationally. Thus, more tools must be developed 
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in WTO law to achieve stronger alignment between GATS and internet privacy. Chapter 

6 of the thesis discusses some ideas for strengthening this alignment.  
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Chapter 5: GATS, Data Flows and Cybersecurity Protection 

I INTRODUCTION  

Cybersecurity relates to a broad range of concerns from vulnerability reduction and 

incident response to more proactive cyber deterrence policies aimed at warding off threats 

in the global ICT infrastructure such as averting cyberwars.1 Cybersecurity failures entail 

high economic and political costs including financial and commercial risks arising from 

data breaches, breach of rights of internet users, strategic risks to critical infrastructure 

and, at the extreme, loss of lives and resources.2 Given the risks of cybersecurity failures 

coupled with reducing trust in the internet, laws, regulations, government practices, 

strategies and policies on cybersecurity (or ‘cybersecurity measures’) are on the rise.3 

Cybersecurity governance mechanisms, including the regulatory tools used by 

governments, differ significantly across countries. Certain governments support market-

based solutions to resolve cybersecurity concerns and therefore prefer principles-based 

approach to regulating cybersecurity.4 For instance, under the NIST Cybersecurity 

framework, the US has collaborated with the private sector in developing cybersecurity 

best practices, guidelines, reference standards and recommendations for critical 

infrastructure.5 This framework provides autonomy to the private sector in deciding how 

 

 1 Joe Burton, ‘Deterring Cyber Attacks: Old Problems, New Solutions’ on The Conversation (5 June 2018) 

<https://theconversation.com/deterring-cyber-attacks-old-problems-new-solutions-96279>; Max Sweets, 

‘An Outcome-Based Analysis of U.S. Cyber Strategy of Persistence & Defend Forward’ on Lawfare (28 

November 2018) <https://www.lawfareblog.com/outcome-based-analysis-us-cyber-strategy-persistence-

defend-forward>. Cyber-offence is common to many cybersecurity strategies. See, eg, Matthias Schulze, 

‘Germany Develops Offensive Cyber Capabilities Without A Coherent Strategy of What to Do With Them’ 

on Council on Foreign Relations (3 December 2018) <https://www.cfr.org/blog/germany-develops-

offensive-cyber-capabilities-without-coherent-strategy-what-do-them>.  

 2 Laura DeNardis and Mark Raymond, ‘The Internet of Things as a Global Policy Frontier’ (2017) 51(2) 

UC Davis Law Review 475, 475, 479; Gary P Corn and Robert Taylor, ‘Sovereignty in the Age of Cyber’ 

(2017) 111 AJIL Unbound 207, 208.  
3 See United States Trade Representative (‘USTR’), 2019 National Trade Estimates Report on Foreign 

Trade Barriers (2019) 100-1, 104, 112-13, 477, 515 (highlighting several examples of prescriptive 

cybersecurity laws). See also Martina F Ferracane et al, ‘Digital Trade Restrictiveness Index’ (European 

Centre for International Political Economy, 2018) <http://globalgovernanceprogramme.eui.eu/wp-

content/uploads/2018/09/DTRI-final.pdf>.  
4 See, eg, USMCA art 19.15.2.  
5 See Framework for Improving Critical Infrastructure Cybersecurity, Version 1.1 (16 April 2018) 

<https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf>. For public-private collaboration in 

the US cybersecurity framework (NIST), see Patrick Gallagher, ‘The Partnership between NIST and the 

Private Sector: Improving Cybersecurity’ (2013) <https://www.nist.gov/speech-testimony/partnership-

between-nist-and-private-sector-improving-cybersecurity>. 

https://theconversation.com/deterring-cyber-attacks-old-problems-new-solutions-96279
https://www.lawfareblog.com/outcome-based-analysis-us-cyber-strategy-persistence-defend-forward
https://www.lawfareblog.com/outcome-based-analysis-us-cyber-strategy-persistence-defend-forward
https://www.cfr.org/blog/germany-develops-offensive-cyber-capabilities-without-coherent-strategy-what-do-them
https://www.cfr.org/blog/germany-develops-offensive-cyber-capabilities-without-coherent-strategy-what-do-them
http://globalgovernanceprogramme.eui.eu/wp-content/uploads/2018/09/DTRI-final.pdf
http://globalgovernanceprogramme.eui.eu/wp-content/uploads/2018/09/DTRI-final.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://www.nist.gov/speech-testimony/partnership-between-nist-and-private-sector-improving-cybersecurity
https://www.nist.gov/speech-testimony/partnership-between-nist-and-private-sector-improving-cybersecurity
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to implement the guidelines6 and adhering to internationally recognised standards on 

cybersecurity.7 In contrast, some governments prefer prescriptive laws and regulations so 

as to ensure greater control over the internet.8 Some examples of such measures include 

stringent security assessment for cross-border data transfers,9 mandatory domestic 

cybersecurity standards,10 and data localisation, especially for critical infrastructure 

services.11 

Cybersecurity measures address a range of policy rationales from addressing 

technological and commercial risks to increasing governmental control over the domestic 

internet network. Several cybersecurity measures address technological/commercial risks 

to ensure the confidentiality, integrity and availability of digital data and networks. For 

example, in sensitive sectors such as health or finance, many governments impose strong 

compliance requirements for cybersecurity given the sensitivity of data used in these 

sectors.12 However, in recent years, some governments have adopted cybersecurity 

measures addressing concerns other than technological or commercial risks. For example, 

China and Vietnam have openly declared the close nexus between their cybersecurity 

legislation and national security (with national security being defined very broadly to 

include military, social and economic security). 13 The US has also banned certain digital 

 

6 Framework for Improving Critical Infrastructure Cybersecurity, Version 1.1 (16 April 2018) 

<https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf> v, 2-3.  
7 Ibid vi, 2.  
8 See, eg, Evegny Morozov, ‘Reasserting Cyber Sovereignty: How States are Taking Back Control’, The 

Guardian (online), 7 October 2018 <https://www.theguardian.com/technology/2018/oct/07/states-take-

back-cyber-control-technological-sovereignty>; Adam Segal, ‘Year in Review: Chinese Cyber Sovereignty 

in Action’, Council on Foreign Relations (8 January 2018) <https://www.cfr.org/blog/year-review-chinese-

cyber-sovereignty-action>.  
9 For discussion of similar requirements in Chinese data protection law, see Freshfields Bruckhaus 

Deringer, Where Are we Now with Data Protection in China? (13 September 2018) 

<http://knowledge.freshfields.com/en/Global/r/3824/where_are_we_now_with_data_protection_law_in_c

hina_>.  
10 For discussion on Chinese cybersecurity standards, see Samm Sacks and Manyi Kathy Li, ‘How Chinese 

Cybersecurity Standards Impact Doing Business in China’ (CSIS Briefs, CSIS 2 August 2018) <https://csis-

prod.s3.amazonaws.com/s3fspublic/publication/180802_Chinese_Cybersecurity.pdf?EqyEvuhZiedaLDF

DQ.7pG4W1IGb8bUGF>.  

11 See, eg, 中华人民共和国网络安全法 [Cybersecurity Law] (People’s Republic of China), National 

People's Congress, 7 November 2016; Luật an ninh mạng [Law 24 On Cybsersecurity] (Vietnam), Law No. 

24/2018/QH14, 12 June 1998 (‘Vietnamese Cybersecurity Law’), art 43.1.  
12 ITU, International Cybersecurity Strategy Guide (September 2011) 5.  
13 Anthea Roberts et al, ‘The Geoeconomic World Order’ on Lawfare (19 November 2018) 

<https://www.lawfareblog.com/geoeconomic-world-order>.  

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://www.theguardian.com/technology/2018/oct/07/states-take-back-cyber-control-technological-sovereignty
https://www.theguardian.com/technology/2018/oct/07/states-take-back-cyber-control-technological-sovereignty
https://www.cfr.org/blog/year-review-chinese-cyber-sovereignty-action
https://www.cfr.org/blog/year-review-chinese-cyber-sovereignty-action
http://knowledge.freshfields.com/en/Global/r/3824/where_are_we_now_with_data_protection_law_in_china_
http://knowledge.freshfields.com/en/Global/r/3824/where_are_we_now_with_data_protection_law_in_china_
https://csis-prod.s3.amazonaws.com/s3fspublic/publication/180802_Chinese_Cybersecurity.pdf?EqyEvuhZiedaLDFDQ.7pG4W1IGb8bUGF
https://csis-prod.s3.amazonaws.com/s3fspublic/publication/180802_Chinese_Cybersecurity.pdf?EqyEvuhZiedaLDFDQ.7pG4W1IGb8bUGF
https://csis-prod.s3.amazonaws.com/s3fspublic/publication/180802_Chinese_Cybersecurity.pdf?EqyEvuhZiedaLDFDQ.7pG4W1IGb8bUGF
https://www.lawfareblog.com/geoeconomic-world-order
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products and services that it believes are exploited by foreign governments for 

unauthorised cyber-surveillance and cyber-theft of state secrets.14 

Certain cybersecurity measures affect the free flow of data through the internet, thereby 

affecting internet openness (‘cybersecurity-related data-restrictive measures’). Data 

localisation tends to be the most restrictive type of these measures as it directly hinders 

cross-border data flows. It limits the global data processing and cybersecurity operations 

of foreign service suppliers, thereby reducing their competitiveness while increasing 

compliance costs.15 The data localisation requirement in the Vietnamese Cybersecurity 

Law (see Section V) is one such example. Mandatory cybersecurity standards can also 

indirectly affect internet openness where the prescribed standards deviate from 

internationally recognised standards, thereby prejudicing both efficiency and security of 

data flows.16 For example, China has issued nearly 300 cybersecurity standards that are 

not only a significant market access barrier,17 but also affect the efficiency of data flows 

out of China and could compromise the openness and interoperability of the internet.18  

Cybersecurity laws that require service suppliers to conduct security assessments or 

obtain authorisation before transferring data abroad can also affect internet openness, 

especially where the administrative requirements are disproportionate and non-

transparent. Finally, certain cybersecurity laws contain requirements to disclose source 

code or algorithms as a condition of market access. Although these requirements do not 

directly affect internet openness, they can prevent digital service suppliers (especially 

 

14 See, eg, US Department of Homeland Security, ‘DHS Statement on the Issuance of Binding Operational 

Directive 17- 01’ (Press Release, 13 September 2017) <https://www.dhs.gov/news/2017/09/13/dhs-

statement-issuance-binding-operational-directive-17-01>; The White House, Executive Order on Securing 

the Information and Communications Technology and Services Supply Chain (15 May 2019) 

<https://www.whitehouse.gov/presidential-actions/executive-order-securing-information-

communications-technology-services-supply-chain/>.  
15 Joshua Meltzer, ‘Governing Digital Trade’ (2018) 18(S1) World Trade Review s23, s24-26; William J 

Drake et al, ‘Internet Fragmentation: An Overview’ (Future of the Internet Initiative White Paper, World 

Economic Forum, 2016) 45. See also Alan Beattie, ‘Data Protectionism: The Growing Menace to Digital 

Businesses’, The Financial Times (online), 3 May 2018, <https://www.ft.com/content/6f0f41e4-47de-

11e8-8ee8-cae73aab7ccb>.  
16 Alberto Oddenino, ‘Digital Standardization, Cybersecurity Issues and International Trade Law’ [2018] 

Questions of International Law 31, 35. 
17 Sacks and Li, above n 10. See also Nathaniel Ahrens, ‘National Security and China’s Information 

Security Standards’ (CSIS Briefs, CSIS, November 2012) <https://csis-prod.s3.amazonaws.com/s3fs-

public/legacy_files/files/publication/121108_Ahrens_NationalSecurityChina_web.pdf>.  
18 Council for Trade in Services, ‘Report of the Meeting Held on 2 March 2018’, WTO Doc S/C/M/138 (5 

April 2018) 19-24; Sacks and Li, above n 10; Oddenino, above n 16, 35.  

https://www.dhs.gov/news/2017/09/13/dhs-statement-issuance-binding-operational-directive-17-01
https://www.dhs.gov/news/2017/09/13/dhs-statement-issuance-binding-operational-directive-17-01
https://www.whitehouse.gov/presidential-actions/executive-order-securing-information-communications-technology-services-supply-chain/
https://www.whitehouse.gov/presidential-actions/executive-order-securing-information-communications-technology-services-supply-chain/
https://www.ft.com/content/6f0f41e4-47de-11e8-8ee8-cae73aab7ccb
https://www.ft.com/content/6f0f41e4-47de-11e8-8ee8-cae73aab7ccb
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/publication/121108_Ahrens_NationalSecurityChina_web.pdf
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/publication/121108_Ahrens_NationalSecurityChina_web.pdf
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foreign suppliers) from entering certain markets because of risks of trade secrets theft and 

illegal surveillance, thereby reducing free flow of digital services across borders.19  

Given that cybersecurity measures are emerging as significant barriers to digital trade,20 

this chapter examines how GATS applies to cybersecurity-related data-restrictive 

measures and the balance that can be struck between internet openness and security in 

applying GATS rules. Sections II and III explain how GATS applies to cybersecurity-

related data-restrictive measures ie obligations likely to be violated by such measures and 

whether they can be justified under the exceptions in GATS art XIV and GATS art 

XIVbis. In order to provide a broader context to the international trade framework, 

Section IV outlines the relevant rules in PTAs on cybersecurity and data restrictions, their 

impact on the ability of parties to adopt cybersecurity measures, and whether these rules 

achieve a better balance between internet openness and security compared to GATS. In 

Section V, the data localisation requirement in the Vietnamese Cybersecurity Law is used 

as a case study to demonstrate how GATS applies to cybersecurity-related data-restrictive 

measures. Further, as Vietnam is a party to CPTPP, this section explores whether the data 

localisation requirement is consistent with CPTPP. Finally, Section VI draws broad 

conclusions regarding whether GATS is effective in balancing internet openness and 

security given the extremely complex and diffused framework for cybersecurity 

governance.  

Section VII concludes that GATS applies to cybersecurity measures restricting cross-

border data flows and can play an important role in detecting discriminatory, 

unreasonable and non-transparent cybersecurity measures. It can also help facilitate a 

better balance between internet openness and security through a creative and thoughtful 

application of general exceptions (GATS art XIV). The argument for using security 

exceptions (eg, GATS art XIVbis) to justify cybersecurity measures is much weaker and 

less relevant as it applies in exceptional circumstances. However, despite GATS being 

relevant to cybersecurity measures, Panels/AB will face challenges in applying GATS 

rules to balance internet openness and security due to: (i) the ambiguous and diffused 

cybersecurity governance framework, both domestically and internationally; (ii) the lack 

of binding international consensus on cybersecurity standards, norms and best practices; 

 

19 For example, for concerns related to Chinese laws on this issue, see White House, ‘How China’s 

Economic Aggression Threatens the Technologies and Intellectual Property of the United States and the 

World’ (June 2018) <https://www.whitehouse.gov/wp-content/uploads/2018/06/FINAL-China-

Technology-Report-6.18.18-PDF.pdf>.  
20 See, eg, WTO, ‘Members Debate Cyber security and Chemicals at Technical Barriers to Trade 

Committee’ (14 and 15 June 2017) <https://www.wto.org/english/news_e/news17_e/tbt_20jun17_e.htm>. 

https://www.whitehouse.gov/wp-content/uploads/2018/06/FINAL-China-Technology-Report-6.18.18-PDF.pdf
https://www.whitehouse.gov/wp-content/uploads/2018/06/FINAL-China-Technology-Report-6.18.18-PDF.pdf
https://www.wto.org/english/news_e/news17_e/tbt_20jun17_e.htm
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and (iii) the technological uncertainties surrounding the development of digital 

technologies, especially cyber-weapons and other harmful software.  

II CYBERSECURITY-RELATED DATA-RESTRICTIVE MEASURES AND GATS 

OBLIGATIONS  

This section examines whether cybersecurity-related data-restrictive measures breach any 

GATS obligations. The discussion below focuses on potential violations of the GATS 

provisions on MFN treatment, national treatment, market access, and domestic regulation.  

A MFN Treatment 

A measure is subject to three tests under GATS art II on MFN treatment: (i) if the measure 

affects service sectors falling outside the Member’s exemption list under GATS art II; (ii) 

if the services and service suppliers affected by the measure are ‘like’; (iii) if a less 

favourable treatment is accorded to like services and service suppliers of different 

Members.21 The likeness of services and service suppliers is primarily an economic test 

to assess the degree of competition and involves assessment of various factors, including 

properties and nature of services; end uses; consumer preferences; and the classification 

of services under Doc W/120.22  

A difference in the security levels of services or security practices of service suppliers 

can be relevant in the likeness test in two ways: (i) if security itself is a defining factor in 

the final nature of the service;23 or (ii) if consumer preferences are affected by the security 

level of services or security practices (or even reputation) of service suppliers.24 The 

former is difficult to argue as the end output of secure digital services (for example, those 

with end-to-end encryption or using sophisticated cybersecurity technologies) are not 

materially different from the less secure ones. One exception is when the digital service 

is itself directly related to cybersecurity such as an anti-virus software. In majority of 

cases, however, the latter is relevant, for example, if available consumer surveys 

demonstrate with certainty that consumers consider security a pertinent factor in 

purchasing/using digital services. Cybercrimes was among the predominant concerns 

affecting consumers in several countries in the recent CIGI-IPSOS survey.25 Similarly, 

 

21 GATS art II:1.  
22 See further discussion on GATS art II in Chapter 3 (Section IIID2).  
23 See AB Report, EC – Asbestos [114] (where AB held that toxicity of asbestos was a defining aspect of 

the physical nature of the good).  
24 See, eg, AB Report, Argentina – Financial Services [6.22] (in the case of Art XVII) and [6.24] (in the 

case of art II); Panel Report, China – Electronic Payment Services [7.700].  
25 See, eg, CIGI and IPSOS, ‘2018 CIGI-Ipsos Global Survey on Internet Security and Trust’ 

<https://www.cigionline.org/internet-survey-2018>.  

https://www.cigionline.org/internet-survey-2018
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certain domestic surveys in the US also show that cybersecurity-related concerns affect 

consumer behaviour.26 However, these concerns are less likely to affect consumers in 

developing countries with lower levels of digital adoption and development.27  

If digital services and service suppliers of different Members are found to be ‘like’, the 

next step entails examining whether specific foreign services or service suppliers receive 

less favourable treatment compared to other Members, implying that their competitive 

opportunities are lesser than other Members.28 For example, in 2017, the US government 

banned Kapersky, a Russian supplier of anti-virus software, because of the ‘information 

security risks presented by the use of Kaspersky products on federal information systems’ 

and ‘the ties between certain Kaspersky officials and Russian intelligence and other 

government agencies’.29 GATS art II is violated in this case as the measure is targeted at 

foreign suppliers originating from a specific Member (ie Russia). The regulatory rationale 

— ensuring security of federal services — is irrelevant in the assessment under GATS art 

II.30  

B National Treatment  

GATS art XVII prohibits Members from according less favourable treatment to foreign 

services and service suppliers than it accords to ‘like’ domestic services and service 

suppliers.31 This obligation only applies in those sectors and mode(s) of delivery in which 

Members have inscribed commitments in their Schedules.32  

Assuming a Member has offered national treatment commitments in sectors affected by 

the data-restrictive measure in their Schedule, the first step entails determining if domestic 

and foreign services and service suppliers in those sectors are ‘like’. This likeness analysis 

is similar to the test under GATS art II.33 The next step is assessing whether the 

cybersecurity measure accords ‘less favourable treatment’ to like foreign services and 

service suppliers ie if it could result in less competitive conditions for foreign services 

 

26 See, eg, Ted Knutson, ‘Poll: Cybersecurity Big Source Of Consumer Worry And Negligence’, Forbes 

(online), 3 April 2018 <https://www.forbes.com/sites/tedknutson/2018/04/03/poll-cybersecurity-big-

source-of-consumer-worry-and-negligence/#70664e3a5379>.  
27 Irene Muniz Ruiz, ‘Cyber Security Challenges in Developing Countries’ on 

MS&E 238 Blog (6 July 2017) <https://mse238blog.stanford.edu/2017/07/imunizr/cyber-security-

challenges-in-developing-countries/>.  
28 See Chapters 3 (Section IIID2) and 4 (Section IIA1(a)).  
29 US Department of Homeland Security, above n 14.  
30 AB Report, EC – Bananas III [241].  
31 GATS art XVII:1.  
32 See discussion on GATS art XVII in Chapter 3 (Section IIID2).  
33 Section IIA.  

https://www.forbes.com/sites/tedknutson/2018/04/03/poll-cybersecurity-big-source-of-consumer-worry-and-negligence/#70664e3a5379
https://www.forbes.com/sites/tedknutson/2018/04/03/poll-cybersecurity-big-source-of-consumer-worry-and-negligence/#70664e3a5379
https://mse238blog.stanford.edu/2017/07/imunizr/cyber-security-challenges-in-developing-countries/
https://mse238blog.stanford.edu/2017/07/imunizr/cyber-security-challenges-in-developing-countries/
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and service suppliers.34 For example, data localisation increases compliance costs for 

foreign service suppliers and reduce their competitiveness by forcing them to duplicate 

resources in a foreign country such as by building or leasing new servers.35 In contrast, 

domestic digital service suppliers (especially the bigger companies) are likely to own 

local servers and therefore not affected by this requirement. In fact, foreign service 

suppliers may even rely on these local servers, further diverting competition in favour of 

local services and service suppliers.36 Thus, data localisation imposed on grounds of 

cybersecurity protection can result in less favourable treatment of foreign services and 

service suppliers and violate GATS art XVII. 

Other types of cybersecurity-related data-restrictive measures may also violate GATS art 

XVII. For example, measures imposing domestic cybersecurity standards can affect 

foreign service suppliers by increasing costs and potentially reducing security levels of 

their services. For example, when the mandated standards are weaker or incompatible 

with globally accepted standards, they disrupt alignment between suppliers’ local and 

global data operations. Domestic suppliers are less likely to be affected by this measure 

as they can function competitively without aligning their foreign and local data 

operations. Further, certain domestic service suppliers may have contributed to the 

development of the mandated domestic standards, thereby having a competitive 

advantage over foreign service suppliers. Finally, as cybersecurity is emerging to be 

critical in ensuring competitiveness of digital services,37 restrictions on using market-

driven technical standards can become an obstacle for foreign digital service suppliers. 

Thus, cybersecurity-related data-restrictive measures, like other data-restrictive measures 

discussed in Chapters 3 and 4, are likely to accord less favourable treatment to foreign 

services and service suppliers and violate GATS art XVII. 

C Market Access  

GATS art XVI prohibits Members from restricting market access in those sectors where 

they have made commitments in their Schedule by limiting the number of service 

suppliers, service transactions or assets, service operation or natural persons that can be 

 

34 See Chapter 3 (Section IIID2).  
35 See, eg, Chapter 4 (Section IIIB).  
36 Allan A Friedman, ‘Cybersecurity and Trade: National Policies, Global and Local Consequences’ (Centre 

for Technology Innovation at Brookings, September 2013) 10, 12. 
37 See generally Pricewaterhouse Coopers, ‘Moving Forward with Cybersecurity and Privacy’ (2017) 

<https://www.pwc.com/kr/ko/industries/automotive/201512_moving-forward-with-cybersecurity-and-

privacy_en.pdf> 6-7.  

https://www.pwc.com/kr/ko/industries/automotive/201512_moving-forward-with-cybersecurity-and-privacy_en.pdf
https://www.pwc.com/kr/ko/industries/automotive/201512_moving-forward-with-cybersecurity-and-privacy_en.pdf
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employed in a sector; or measures restricting or requiring specific legal entities or joint 

ventures to supply services domestically and limiting participation of foreign capital.38  

Cybersecurity-related data-restrictive measures can violate a Member’s market access 

commitments under GATS art XVI in certain cases. For example, if a Member has 

undertaken full Mode 1 (cross-border delivery) market access commitments in a specific 

sector but imposes a restriction on digital services in a sector for security reasons (eg, by 

explicitly requiring local storage/processing of all data in that sector or banning certain 

insecure services), it could amount to a ‘zero quota’ restricting total number of service 

suppliers/service transactions/service transactions in violation of GATS art XVI(2)(a), (b) 

and (c) respectively.39 However, if cybersecurity-related data-restrictive measures impose 

only additional compliance requirements for cross-border data transfers (eg, obtaining 

regulatory or consumer approvals) but do not prohibit digital service suppliers from 

conducting their cross-border operations, GATS art XVI is not violated.40  

D Domestic Regulation 

Cybersecurity measures may not always discriminate against foreign suppliers or violate 

market access obligations such as where a domestic cybersecurity standard is imposed 

with the intent of achieving a higher level of security in the network or data-driven 

services. Similarly, security assessment of cross-border data transfers or requirement to 

provide source code does not prevent market access for foreign service suppliers. Such 

requirements are also generally equally expensive and cumbersome for domestic and 

foreign suppliers. Despite not being discriminatory, such burdensome measures could be 

subject to disciplines in GATS art VI.41  

GATS art VI:1 states that subject to a Member’s commitments, all measures must be 

administered in a ‘reasonable, objective and impartial manner’. This obligation can be 

relevant to certain cybersecurity-related data-restrictive measures. For example, despite a 

Member committing to keep certain digital sectors open to foreign suppliers, it may 

require them to provide their source code, encryption keys or algorithms as a condition 

of market access. Such measures may violate GATS art VI:1, if they are administered in 

an unreasonable or partial manner, for example, where they are used for unauthorised 

surveillance (potentially breaching user privacy policies of the service supplier) or 

facilitate governments to illegally share trade secrets of foreign suppliers with domestic 

competitors. The Panel has previously condemned government measures that facilitated 

 

38 GATS art XVI (2).  
39 Relying on AB Report, US – Gambling [238], [251], [373]. See also Chapter 4 (Section IIA1(c)).  
40 See AB Report, US - Gambling [25]-[26].  
41 See discussion on GATS art VI, in Chapter 3 (Section IIID3).  
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leaking confidential business information of foreign companies to local competitors.42 

Further, requirements to undergo security assessment for cross-border data transfers may 

violate GATS art VI:3 where such approvals are not provided in a transparent manner 

(eg, not providing reasons for disallowing data transfers).43 

GATS art VI:5 requires that ‘qualification requirements and procedures, technical 

standards and licensing requirements’ are:  

(a) based on objective and transparent criteria, such as competence and the ability to 

supply the service; 

(b) not more burdensome than necessary to ensure the quality of the service; 

(c) in the case of licensing procedures, not in themselves a restriction on the supply of the 

service.44 

To assess conformity of measures with GATS art VI:5, Panels can also consider the 

‘international standards of relevant international organizations’.45 Where Members 

prescribe specific cybersecurity standards in relation to supply of services in sectors in 

which they have made relevant GATS commitments, GATS art VI:5 is relevant. For 

example, where a mandatory domestic cybersecurity standard deviates significantly from 

internationally recognised cybersecurity standards, foreign suppliers can face a greater 

burden to incorporate these domestic standards in their digital services. Where effective 

international standards exist, such compliance requirements are unreasonable and 

unnecessarily burden foreign companies to expend resources. Further, such cybersecurity 

standards are often less secure as they are not publicly verifiable like the international 

standards developed by internet technical bodies such as the IETF.46  

 

42 Panel Report, Argentina – Hides and Leather [11.90]-[11.94].  
43 Communication from the US, ‘Measures Adopted and Under Development by China Relating to Its 

Cybersecurity Law’, WTO Doc S/C/W/374 (26 September 2017).  
44 GATS art VI:5(a)(i) read with GATS art VI:4.  
45 GATS art VI:5 (b).  
46 Karen Scarfone et al, ‘Cybersecurity Standards’ 

<https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=152153>.  

https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=152153
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Most global cybersecurity standards are created by multistakeholder organisations, such 

as the ISO,47 IETF,48 IEEE49 and W3C,50 or by private industry groups.51 The only major 

exception is the ITU, which is a multilateral institution involved inter alia in 

formulating/promoting harmonised cybersecurity standards.52 Multistakeholder/private 

bodies do not qualify as ‘international organization’ because they do not constitute 

‘international bodies whose membership is open to the relevant bodies of at least all 

Members of the WTO’.53 The AB has previously held that in assessing whether an 

international organisation is open to all WTO Members, ‘provisions, procedures, and 

practices governing accession to a standardizing body’ shall be considered.54 For 

example, the membership of IETF55 and IEEE56 is open only to individuals (including 

those from government) while Membership to W3C is open to organisations including 

government agencies.57 These membership criteria are insufficient to qualify these bodies 

as an ‘international organization’. Thus, standards devised by multistakeholder and 

private bodies are likely to be less relevant in determining reasonableness and objectivity 

of domestic standards under GATS art VI:5. This presents a major challenge in the 

context of assessing cybersecurity standards under GATS art VI:5, as discussed further 

in Section VI.  

III JUSTIFYING CYBERSECURITY MEASURES UNDER GATS EXCEPTIONS  

This section discusses how GATS exceptions can be used to justify cybersecurity 

measures inconsistent with Members’ GATS obligations. It argues that GATS exceptions 

(both art XIV and art XIVbis) can be interpreted in an evolutionary manner to cover 

certain aspects of cybersecurity-related policy objectives. Applying GATS art XIV 

thoughtfully and rigorously (for example, by considering both legal and technical 

 

47 See, eg,  ISO, ISO/IEC 27032:2012 — Information technology — Security techniques — Guidelines 

for Cybersecurity <https://www.iso27001security.com/html/27032.html>. 
48 IETF, Leading Engineers Agree to Upgrade Standards to Improve Internet Privacy and Security (7 

November 2013) <https://www.ietf.org/blog/leading-engineers-agree-upgrade-standards-improve-

internet-privacy-and-security/>.  
49 For cybersecurity standards formulated by IEEE, see IEEE, ‘Design’ 

<https://cybersecurity.ieee.org/center-for-secure-design/>.  
50 For standards designed by W3C, see W3C, ‘Security at W3C’ <https://www.w3.org/Security/>.  
51 See generally Konstantinos Karachalios and Karen McCabe,’ Standards, Innovation, and their Role in 

the of the World Trade Organization’ (Think Piece, E15 Initiative, December 2013) 

<http://e15initiative.org/wp-content/uploads/2015/09/E15-Innovation-KarachaliosMcCabe-FINAL.pdf>.  
52 https://www.itu.int/en/ITU-T/about/groups/Pages/sg17.aspx 
53 GATS art VI:5(b), n 3.  
54 AB Report, US – Tuna II (Mexico) [386].  
55 IETF, ‘About IETF’ < https://www.ietf.org/about/>. 
56 IEEE, ‘Membership’ <https://www.ieee.org/about/today/at-a-glance.html#membership>. 
57 IEEE, ‘Membership FAQs’ <https://www.w3.org/Consortium/membership-faq#who>.  

https://www.iso27001security.com/html/27032.html
https://www.ietf.org/blog/leading-engineers-agree-upgrade-standards-improve-internet-privacy-and-security/
https://www.ietf.org/blog/leading-engineers-agree-upgrade-standards-improve-internet-privacy-and-security/
https://cybersecurity.ieee.org/center-for-secure-design/
https://www.w3.org/Security/
http://e15initiative.org/wp-content/uploads/2015/09/E15-Innovation-KarachaliosMcCabe-FINAL.pdf
https://www.itu.int/en/ITU-T/about/groups/Pages/sg17.aspx
https://www.ietf.org/about/
https://www.ieee.org/about/today/at-a-glance.html#membership
https://www.w3.org/Consortium/membership-faq#who
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evidence from internet experts) to cybersecurity measures can often be effective in 

distinguishing cases of blatant protectionism from legitimate cybersecurity protection.58 

Finally, this section argues that defending cybersecurity-related measures under the 

security exception (GATS art XIVbis) is significantly harder than general exceptions 

(GATS art XIV) because GATS art XIVbis applies in limited circumstances, for example, 

measures taken during war or related to military/nuclear facilities. 

A Justifying under General Exceptions 

Cybersecurity-related data-restrictive measures inconsistent with GATS obligations can 

be justified as being necessary to achieve the policy objectives listed in the general 

exceptions (GATS art XIV).59 This section looks at the two most relevant exceptions for 

cybersecurity-related data-restrictive measures: GATS art XIV(a) (public order and 

public morals) and GATS art XIV(c) (compliance with domestic laws and regulations).60  

 Relevance of GATS art XIV(a) and art XIV(c)  

GATS art XIV(a) covers all ‘measures necessary to protect public morals or to maintain 

public order’, with ‘public order’ being defined as ‘a genuine and sufficiently serious 

threat’ to ‘one of the fundamental interests of society’.61 The AB has previously read the 

exceptions in GATS art XIV in an evolutionary manner to cover contemporary policy 

concerns not envisaged at the time of drafting of the instrument.62 Cybersecurity threats 

in both digital and physical infrastructure are capable of creating several risks to public 

order, including damaging socio-cultural fabric of a society and creating chaos from 

widespread failures of digitalised products and services.63 For example, GATS art XIV(a) 

can be interpreted to cover measures designed to address security threats in Internet of 

Things (‘IoT’) that pose a threat to security of all homes connected via smart gadgets.64 

Further, cybersecurity failures have disrupted government activities, for example, by 

infecting government websites or erasing government databases.65 Such attacks constitute 

 

58 See similar argument on privacy-related data-restrictive measures in Chapter 4 (Section IIA2).  
59 For a general discussion of GATS art XIV and relevant case law, see Chapters 3 (Section IIIE), 4 (Section 

IIA2).  
60 GATS art XIV(b) (protecting human health) could apply if a cyber-attack hurts or kills human beings or 

where a cyber-disruption (eg, health services) leads to adverse consequences for human health. However, 

given the slim possibility of such events, this discussion is excluded here.  
61 GATS art XIV(a) read with n5. See explanation of GATS art XIV(a) in Chapter 3 (Section IIIE1).  
62 AB Report, US – Shrimp [129]. 
63 See Section I.  
64 See, eg, Scott J Shackleford et al, ‘When Toasters Attack: Enhancing the ‘Security of Things’ Through 

Polycentric Governance’ (2017) 2 University of Illinois Law Review 415.  
65 See, eg, Matthew Field, ‘WannaCry Cyber Attack Cost the NHS £92m as 19,000 Appointments 

Cancelled’, The Telegraph (online), 11 October 2018 

<https://www.telegraph.co.uk/technology/2018/10/11/wannacry-cyer-attack-cost-nhs-92m-19000-

https://www.telegraph.co.uk/technology/2018/10/11/wannacry-cyer-attack-cost-nhs-92m-19000-appointments-cancelled/
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a ‘genuine’ and ‘serious’ threat to ‘fundamental interests of society’, including public 

safety, and interfere with the stability of governmental functions, given the possible scale 

and impact of these cyberattacks. While the link between cybersecurity threats and public 

order is obvious, cybersecurity can also relate to public morality in some cases, such as 

protecting children from cybercrimes.66 

GATS art XIV(c) covers measures necessary to secure compliance with domestic laws 

and regulations that are WTO law-consistent including those related to:  

(i) the prevention of deceptive and fraudulent practices or to deal with the effects of a 

default on services contracts;  

(ii) the protection of the privacy of individuals in relation to the processing and 

dissemination of personal data and the protection of confidentiality of individual records 

and accounts;  

(iii) safety; 

Laws preventing ‘deceptive and fraudulent practices’ in GATS art XIV(c)(i) and ‘safety’ 

in GATS art XIV(c)(iii) can be interpreted to cover domestic laws protecting consumers 

from cybercrimes, including unauthorised hacking by third parties and malware attacks.67 

Further, although GATS art XIV(c)(ii) is primarily about the protection of privacy of 

individuals, the term ‘protection of confidentiality of individual records and accounts’ 

could include data or network security. Finally, GATS art XIV(c) is not an exhaustive list 

and can cover other domestic laws and regulations.68  

 

appointments-cancelled/>; Kenn Dodson, ‘Annual Cybersecurity Report: Impacts on Government’ on 

Cisco Blog (10 April 2018) <https://blogs.cisco.com/government/annual-cybersecurity-report-impacts-on-

government>.  
66 See, eg, Zak Doffman, ‘Google Chrome Update – A Threat To Children, Cybersecurity And Government 

Snooping’, Forbes (online), 22 April 2019 <https://www.forbes.com/sites/zakdoffman/2019/04/22/crisis-

as-changes-to-google-chrome-threaten-child-safety-and-cybersecurity/#2340b9c75704>.  
67 Philipp Kastner and Frédéric Mégret, ‘International Legal Dimensions of Cybercrime’ in Nicholas 

Tsagourias and Russell Buchan (eds), Research Handbook on International Law and Cyberspace (Edward 

Elgar, 2015) 190, 205. 
68 Use of the word ‘including’ in GATS art XIV(c) indicates its non-exhaustive nature. See AB Report, 

India – Solar Cells [5.58]. 

https://www.telegraph.co.uk/technology/2018/10/11/wannacry-cyer-attack-cost-nhs-92m-19000-appointments-cancelled/
https://blogs.cisco.com/government/annual-cybersecurity-report-impacts-on-government
https://blogs.cisco.com/government/annual-cybersecurity-report-impacts-on-government
https://www.forbes.com/sites/zakdoffman/2019/04/22/crisis-as-changes-to-google-chrome-threaten-child-safety-and-cybersecurity/#2340b9c75704
https://www.forbes.com/sites/zakdoffman/2019/04/22/crisis-as-changes-to-google-chrome-threaten-child-safety-and-cybersecurity/#2340b9c75704
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 Necessity of Cybersecurity Measures under GATS art XIV 

  Policy Objective of Cybersecurity Protection  

Cybersecurity threats have increased dramatically in recent years, including targeted 

cyber-attacks on government infrastructure as well as private companies.69 Therefore, 

Members are likely to justify their data-restrictive measures on grounds that they are 

necessary to address threats arising from poor cybersecurity practices (both potential and 

existing) or for preventing cybercrimes harming domestic consumers and businesses. To 

substantiate these claims, Members could present evidence on the nature and scale of 

cybersecurity threats within their jurisdiction. Even isolated security risks in the digital 

supply can chain prejudice the security of the entire network.70 Thus, in majority of cases, 

Panels are likely to accord high priority to cybersecurity protection in conducting the 

weighing and balancing test under GATS art XIV. Three factors are weighed and 

balanced under GATS art XIV namely, contribution of measure to cybersecurity 

protection, its trade-restrictive impact, and the less trade-restrictive alternatives available 

to the defendant. 71 

 Contribution of Data-Restrictive Measures to Cybersecurity Protection 

In order to establish that a measure contributes to cybersecurity protection, a Member 

should demonstrate a causal link between its measure and its policy objectives related to 

domestic cybersecurity.72 The effectiveness of a cybersecurity measure depends on the 

impact of the measure on the security levels of the network and the digital services used 

in the network. For example, when a mandatory domestic cybersecurity standard deviates 

from international standards and best practices, a Member would it difficult to 

demonstrate that its standard is robust and effective in achieving a high standard of 

cybersecurity protection.73 For direct restrictions on cross-border data flows, Panels are 

much better placed to assess the contribution of the measure to cybersecurity protection 

and thus detect protectionist disguised measures. For example, measures preventing 

cross-border data flows to Members having poor track record of cybersecurity are likely 

to be considered effective as they avert cybersecurity threats.74 In contrast, a data 

 

69 Andrew Coburn et al, ‘Cyber Risk Outlook 2018’ (Centre for Risk Studies, University of Cambridge, 

2018) <https://www.jbs.cam.ac.uk/fileadmin/user_upload/research/centres/risk/downloads/crs-cyber-risk-

outlook-2018.pdf> 2.  
70 Shackleford et al, above n 64.  
71 See Chapter 3 (Section IIIE2).  
72 AB Report, Brazil – Retreaded Tyres [146]. 
73 Scott J Shackleford et al, ‘Unpacking the International Law on Cybersecurity Due Diligence: Lessons 

from the Public and Private Sectors’ (2016) 17(1) Chicago Journal of International Law 1, 21. 
74 For example, restricting data flows to countries scoring low on ITU’s Global Cybersecurity Index. See 

also Chapter 1 (Section IVA).  

https://www.jbs.cam.ac.uk/fileadmin/user_upload/research/centres/risk/downloads/crs-cyber-risk-outlook-2018.pdf
https://www.jbs.cam.ac.uk/fileadmin/user_upload/research/centres/risk/downloads/crs-cyber-risk-outlook-2018.pdf
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localisation measure is unlikely to contribute to the objective of eliminating cybersecurity 

threats although it may facilitate stronger enforcement against 

cybercrimes/cybercriminals.75 

In assessing the contribution of a measure to cybersecurity protection, Panels can consider 

various factors including design and operation of the measure and the technical impact of 

the measure on data/network security. The Panel’s role is however limited to examining 

sufficiency of the evidence regarding the contribution of the measure. It does not act as 

an ‘arbiter’ of conflicting opinions ie resolving conflicting evidence or expert reports 

regarding the efficacy of a cybersecurity standard.76 For example, foreign service 

suppliers are likely to be suspicious of indigenous cybersecurity standards as being more 

risky and less secure and therefore prefer multistakeholder/private standards such as those 

developed by the ISO, IEEE or IETF.77 Such bodies however do not enjoy the same level 

of public sanction as multilateral institutions.78 Further, certain experts argue that 

private/multistakeholder standards reflect the interests of leading technology companies 

in developed countries and thus do not constitute representative international standards.79 

While consultation with external experts can assist Panels appreciate the evidence 

regarding the effectiveness, representativeness and transparency of domestic 

cybersecurity standards, the lack of international consensus on cybersecurity standards 

limits their ability to comprehensively assess measures imposing domestic cybersecurity 

standards.  

Similarly, the Panels cannot decide the appropriate type of cyber-risk management for 

Members as it is the sole prerogative of Members themselves.80 For example, certain 

 

75 Scott J Shackelford, Managing Cyber Attacks in International Law, Business, and Relations in Search of 

Cyber Peace (Cambridge University Press, 2013) 89. See also AB Report, Brazil – Retreaded Tyres [228]. 
76 Panel Report, EC – Asbestos [8.181]-[8.182]. 
77 See, eg, Han Wei-Liu, ‘China Standard Time: The Boundaries of Techno-Nationalism in Megaregionals’ 

in Shin-yi Peng et al (eds), Governing Science and Technology under the International Economic Order 

(Edward Elgar, 2018) 114, 127-31.  
78 Shin-yi Peng, ‘“Private” Cybersecurity Standards? Cyberspace Governance, Multistakeholderism, and 

the (Ir)relevance of the TBT Regime’ (2018) 51(2) Cornell International Law Journal 445, 462. See also 

in the context of TBT agreement, AB Report, US – Tuna II (Mexico) [359]-[401] 
79 Vera Thorstensen et al, ‘Private Standards — Implications for Trade, Development, and Governance’ 

(Think Piece, E15Initiative, September 2015) <http://e15initiative.org/wp-content/uploads/2015/07/E15-

Regulatory-Thorstensen-et-al.-final.pdf> 2-4. See generally Christopher S Gibson, ‘Globalization and the 

Technology Standards Game: Balancing Concerns of Protectionism and Intellectual Property in 

International Standards’ (2007) 22(4) Berkley Technology Law Journal 1407; Erik Wijkström and Devin 

McDaniels, ‘International Standards and the WTO TBT Agreement: Improving Governance for Regulatory 

Alignment’ (Staff Working Paper ERSD-2013-06, WTO, 25 April 2013) 

<https://www.wto.org/english/res_e/reser_e/ersd201306_e.pdf> 11.  
80 AB Report, US – Continued Suspension [592]. See also AB Report, EC – Seals [5.200] (where the AB 

held that different countries may have varying levels of protection for the same moral interests); Ming Du, 

http://e15initiative.org/wp-content/uploads/2015/07/E15-Regulatory-Thorstensen-et-al.-final.pdf
http://e15initiative.org/wp-content/uploads/2015/07/E15-Regulatory-Thorstensen-et-al.-final.pdf
https://www.wto.org/english/res_e/reser_e/ersd201306_e.pdf
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governments require service suppliers to disclose the source code, algorithms or 

encryption keys of their digital services as a condition of accessing their domestic 

markets. Despite its highly restrictive impact, certain governments consider the disclosure 

of such information vital for addressing vulnerabilities such as backdoors for foreign 

surveillance or to detect/investigate domestic crimes/security threats (thus, qualifying 

under the public order exception in GATS art XIV(a)).81 As these policy concerns are 

relevant for the government to manage cyber-risks domestically, they are likely to 

contribute to better cybersecurity protection within the country.  

 Trade-Restrictiveness of Cybersecurity Measures  

Data-restrictive measures are highly trade-restrictive even when the measure is confined 

to specific sectors or digital services.82 Data restrictions usually have a cross-cutting 

impact and affect exports across all sectors due to the increased digitalisation of majority 

of sectors in the economy.83 Further, foreign service suppliers and their consumers often 

bear the additional costs arising from data-restrictive measures.84 These costs are 

particularly burdensome for foreign SMEs that depend on digital services for managing 

their day-to-day business operations.85 Thus, cybersecurity-related data-restrictive 

measures are likely to be trade-restrictive as they generally restrict cross-border supply 

of digital services.  

 Demonstrating Reasonable Availability of Less Trade-Restrictive Alternatives  

The last step in conducting the weighing and balancing test is to assess whether any 

alternative measure(s) proposed by the complainant are less trade-restrictive, reasonably 

available to the defendant,86 and achieve the same desired level of protection as the 

implemented data-restrictive measure.87 For example, conditional restrictions on data 

transfers such as undergoing security assessment or obtaining consent from regulators for 

data transfers outside a Member’s territory is less trade-restrictive than explicit data 

 

‘Re-Conceptualizing the Role of Science in International Trade Disputes’ (2018) 52(5) Journal of World 

Trade 697, 700.  
81 See generally Neeraj RS, ‘Trade Rules on Source Code – Deepening the Digital Inequities by Locking 

Up the Software Fortress’ (Working Paper no CWS/WP/200/37, Centre for WTO Studies, 28 April 2017) 

17-19, 25-26.  
82 For discussion on trade-restrictiveness under GATS art XIV necessity analysis, see Chapter 4 (Section 

IIA2(c)).  
83 Ibid.  
84 Karl Grindal, ‘Regulating Cyber Through Trade Regimes’ on International Governance Project (15 

March 2018) <https://www.internetgovernance.org/2018/03/15/regulating-cyber-trade-regimes/>.  
85 Kommerskollegium, No Transfer, No Trade (January 2014) 9, 17-20.  
86 AB Report, US – Gambling [308]; AB Report, China – Publications and Audiovisual Products [326]-

[327]. 
87 AB Report, EC – Seal Products [5.200]-[5.201]. 

https://www.internetgovernance.org/2018/03/15/regulating-cyber-trade-regimes/
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localisation (assuming governments authorise these data transfers in a transparent and 

objective manner). Therefore, in a WTO dispute, a complainant may propose conditional 

transfer mechanisms as a less trade-restrictive alternative to data localisation. However, 

the defendant can argue that certain sectors such as critical infrastructure are too sensitive 

or crucial. Additionally, implementing conditional data transfer mechanisms are 

administratively more complex than express bans on data transfers. Therefore, certain 

Members (especially developing countries) can argue that such alternatives to data 

localisation are infeasible.  

Certain experts recommend market-based and technological solutions to address 

cybersecurity threats instead of prescriptive ex-ante regulations such as data 

localisation.88 One such example is imposing a security-by-design requirement on all 

digital service suppliers, implying that adequate security features have to be incorporated 

at the time of designing the digital product or service.89 This approach allows digital 

service suppliers to adopt internationally-recognised standards instead of using specific 

ones. It is less restrictive because mandatory standards restrict the ability of companies to 

switch to innovative cybersecurity technologies and increase their compliance costs. As 

security-by-design requirement is outcome-focused, it provides more freedom to service 

suppliers to choose appropriate standards when processing data and thus less trade-

restrictive in nature.  

In practice, Panels are unlikely to accept the above alternative (if proposed by the 

complainant) because of: (i) low viability of security-by-design laws or policies in the 

context of unpredictable, modern-day technologies;90 (iii) lack of binding international 

consensus on cybersecurity standards and best practices; and (iii) Panel’s inability to 

second guess the level or types of cyber-risks that Members are willing to tolerate.91 

Therefore, in the current uncertain environment, security-by-design and similar 

technological/market-based approaches are at best complements to prescriptive measures, 

 

88 Farzaneh Badiei et al, ‘Markets versus Mandates: Solutions fora Securing the Internet of Things’ 

(November 2017) <https://www.rstreet.org/wp-content/uploads/2017/11/121.pdf>1.  
89 See, eg, GDPR art 32.  
90 See generally Department for Digital, Media, Culture & Sport (UK), Secure by Design: Improving the 

Cybersecurity of Consumer Internet of Things Report (2018) <https://www.privacyitalia.eu/wp-

content/uploads/2018/03/Secure_by_Design_Report_.pdf>; Lee A Bygrave, ‘Security by Design: The 

Emperor’s New Clothes in the Cybersecurity Space?’ (Presentation at the University of Melbourne, 

Melbourne, 26 October 2018) 

<https://law.unimelb.edu.au/__data/assets/pdf_file/0004/2917534/SBD_Melb_Bygrave_261018.pdf>.  
91 See Sungjoon Cho, ‘Of the World Trade Court’s Burden’ (2009) 20(3) European Journal of International 

Law 675, 684. See also Emily Lydgate, ‘Is it Rational and Consistent? The WTO’s Surprising Role in 

Shaping Domestic Public Policy’ (2017) 20(3) Journal of International Economic Law 561, 570.  

https://www.rstreet.org/wp-content/uploads/2017/11/121.pdf
https://www.privacyitalia.eu/wp-content/uploads/2018/03/Secure_by_Design_Report_.pdf
https://www.privacyitalia.eu/wp-content/uploads/2018/03/Secure_by_Design_Report_.pdf
https://law.unimelb.edu.au/__data/assets/pdf_file/0004/2917534/SBD_Melb_Bygrave_261018.pdf
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and thus form a part of the ‘complex suite of measures’ intended to achieve a policy 

objective.92 

 Compliance with GATS art XIV Chapeau  

The assessment of the cybersecurity measure under the GATS art XIV chapeau is the 

final step in the necessity assessment that ensures that the exception is not abused, and 

the measures are implemented in good faith.93 The chapeau reads as follows:  

Subject to the requirement that such measures are not applied in a manner which would 

constitute a means of arbitrary or unjustifiable discrimination between countries where 

like conditions prevail, or a disguised restriction on trade in services, nothing in this 

Agreement shall be construed to prevent the adoption or enforcement by any Member of 

measures:  

Under this test, the level of cybersecurity protection in the Member imposing the measure 

and others are first compared to assess if their regulatory conditions are ‘like’. Looking 

at the Global Cybersecurity Index, for instance, provides information about the state of 

cybersecurity governance in various countries.94  

Assuming the conditions are like, Panels will examine the design and implementation of 

the measure to assess if there is any instance of arbitrary or unjustifiable discrimination. 

If foreign service suppliers face higher burdens in domestic laws compared to their 

domestic counterparts, it can be considered ‘arbitrary or unjustifiable discrimination 

between countries where like conditions prevail’.95 For example, domestic suppliers may 

be exempted from obtaining certain regulatory approvals or conducting security 

assessments for cross-border data transactions under different domestic laws. If the same 

exemption is not available to foreign service suppliers, then it constitutes arbitrary or 

unjustifiable discrimination. However, the complainant must provide specific evidence to 

prove such arbitrary or unjustifiable discrimination. This can be difficult where the 

requirements apply equally to foreign and domestic service suppliers.  

Further, cybersecurity measures can constitute disguised restriction on trade in services, 

if the measure clearly protects domestic services or service suppliers or reduces 

opportunities for foreign suppliers. For example, certain mandatory technical standards 

provide advantage to domestic service suppliers if they are developed by them or where 

 

92 AB Report, Brazil – Retreaded Tyres [172]. 
93 See Chapter 3 (Section IIIE3).  
94 ITU, ‘Global Cybersecurity Index’ <https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-

cybersecurity-index.aspx>.  
95 Lydgate, above n 91, 567.  

https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx
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the foreign service suppliers face financial or regulatory roadblocks in implementing that 

standard. Similarly, mandatory disclosure of source code or other key technical 

information can be burdensome for foreign suppliers as it increases chances of trade secret 

theft, prejudices the security of their data operations in other markets, and causes 

reputational damages that can especially hurt global/multinational suppliers.96 In severe 

cases, foreign service suppliers could be completely shut out of the domestic market, 

thereby eliminating competition for domestic suppliers. Therefore, this test can be 

effective in detecting those measures that are worded neutrally but protect domestic 

digital services and service suppliers.  

B Justifying under Security Exception 

This section examines the relevance of the security exception (GATS art XIVbis) in 

justifying cybersecurity-related data-restrictive measures. After introducing the 

jurisprudence on security exceptions in WTO law (especially the findings in Russia – 

Traffic in Transit), this section argues that GATS art XIVbis is largely irrelevant in 

justifying cybersecurity measures because most existing cybersecurity measures do not 

fall within its scope. This section also argues that invoking GATS art XIVbis to defend 

cybersecurity measures raises legal and technological questions outside the scope and 

competence of Panels.  

 Legal Interpretation of GATS Security Exception  

The security exception or GATS art XIVbis reads:  

 Nothing in this Agreement shall be construed: 

 (b) to prevent any Member from taking any action which it considers necessary for the 

protection of its essential security interests: 

(i) relating to the supply of services as carried out directly or indirectly for the purpose of 

provisioning a military establishment; 

(ii) relating to fissionable and fusionable materials or the materials from which they are 

derived; 

(iii) taken in time of war or other emergency in international relations; or 

(c) to prevent any Member from taking any action in pursuance of its obligations under 

the United Nations Charter for the maintenance of international peace and security.97 

 

96 Gabriel Wildau, ‘China Drafts Law to Ban Forced Tech Transfer from Foreign Partners’, The Financial 

Times (online), 24 December 2018 <https://www.ft.com/content/90cd02ba-0739-11e9-9fe8-

acdb36967cfc>.  
97 Emphasis added  

https://www.ft.com/content/90cd02ba-0739-11e9-9fe8-acdb36967cfc
https://www.ft.com/content/90cd02ba-0739-11e9-9fe8-acdb36967cfc
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This exception has not been invoked in a GATS dispute and rarely been used in disputes 

related to trade in goods (GATT art XXI).98 However, in a recent dispute between Russia 

and Ukraine (Russia –Traffic in Transit), the Panel laid down a comprehensive test on the 

application of GATT art XXI to security measures. In some other disputes (currently 

being considered by Panels), Members have also invoked the security exception in GATT 

to justify measures affecting cross-trade in goods.99 As the security exception in GATS 

and GATT are analogous, the discussion below relies on GATT art XXI jurisprudence to 

draw conclusions regarding the scope and applicability of GATS art XIVbis.  

 Self-Judging Nature of Security Exception  

The fundamental question on GATT art XXI/GATS art XIVbis is whether it permits 

Members to unilaterally determine if the exception applies to them (ie if it is self-judging 

in nature). This reasoning is based on the wording of the chapeau of GATS art XIVbis 

1(b) which states those measures which a Member considers necessary to protect its 

essential security interests are permitted (because of the phrase ‘it considers necessary’ 

in GATT art XXI(b)/GATS artXIVbis 1(b)). In other words, Members can unilaterally 

decide what their essential security interests are and how they can protect it, and the same 

cannot be judicially reviewed. This argument was advanced by Russia and the US (a third 

party) in Russia – Traffic in Transit.100 Some scholars also argue that GATT art XXI(b) 

(which is analogous to GATS artXIVbis 1(b)) should be interpreted as being self-judging 

because the underlying questions are highly political and relate to matters of state 

sovereignty.101  

In an unadopted report (US – Trade Measures Affecting Nicaragua), the GATT tribunal 

inferred that GATT art XXI would be redundant if it was considered entirely self-

judging.102 In Russia – Traffic in Transit, the Panel held that GATT art XXI(b) should 

 

98 See summary of all past disputes on security exception in Panel Report, Russia – Traffic in Transit, 

Appendix.  
99 United Arab Emirates — Measures Relating to Trade in Goods and Services, and Trade-Related Aspects 

of Intellectual Property Rights (DS526); United States — Certain Measures on Steel and Aluminium 

Products.  
100 Panel Report, Russia –Traffic in Transit [7.28]-[7.30], [7.51]-[7.52].  
101 See generally Sophocles Kithardis, ‘The Unknown Territories of the National Security Exception: the 

Importance and Interpretation of Article XXI of the GATT’ (2014) 21 Australian International Law Journal 

79, 86-7; Raj Bhala, ‘National Security and International Trade Law: What the GATT Says, and What the 

United States Does’ (1998) 19(2) University of Pennsylvania Journal of International Economic Law 263, 

268; Hannes L Schloemann and Stefan Ohlhoff, ‘“Constitutionalization” and Dispute Settlement in the 

WTO: National Security as an Issue of Competence’ (1999) 93(2) American Journal of International Law 

424, 427, 442.  
102 US – Trade Measures Affecting Nicaragua, 13 October 1986 (unadopted), GATT Doc. L/6053 [5.17].  
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not be considered ‘totally self-judging’103 because the phrase ‘it considers’ is qualified by 

essential security interests limited to specific scenarios, namely, related to military 

facilities, nuclear facilities and measures taken in time of ‘war’ or ‘other emergency in 

international relations’.104 All the above scenarios can be objectively assessed on a case-

by-case basis and thus subject to judicial reasoning.105 This view is also supported by 

several other countries such as the EU106 and advocated by several academics.107  

 War or Other Emergency in International Relations  

Since Russia invoked GATT art XXI(b)(iii) in the context of restricting transit of 

Ukrainian goods during a period of conflict between these countries, the Panel 

specifically reflected on the meaning of ‘war’ and ‘other emergency in international 

relations’. The term ‘war’ generally refers to an armed attack or conflict,108 while 

‘emergency in international relations’ is a broader term including ‘situation of armed 

conflict, or latent armed conflict, or heightened tension or crisis, or of general instability 

engulfing or surrounding a state’.109 Political and economic differences between countries 

do not constitute an emergency in international relations.110 The Panel further held 

whether a specific situation constitutes a war or emergency in international relations can 

be objectively assessed based on the evidence presented by the parties.111  

 Essential Security Interests and the Good Faith Requirement  

The next question is what constitutes essential security interests under the chapeau of 

GATS art XXI(b). The use of ‘essential’ implies that the level of security interests should 

be higher than usual security interests. This position was clarified by the Panel in Russia 

– Traffic in Transit:  

“Essential security interests”, which is evidently a narrower concept than “security 

interests”, may generally be understood to refer to those interests relating to the 

quintessential functions of the state, namely, the protection of its territory and its 

 

103 Panel Report, Russia –Traffic in Transit [7.72].  
104 Ibid [7.65]-[7.68]. 
105 Ibid [7.82] , [7.101]. See also [7.100]. 
106 Ibid [7.42]-[7.43].  
107 See, eg, Shin-yi Peng, ‘Cybersecurity Threats and the WTO National Security Exceptions’ (2015) 18(2) 

Journal of International Economic Law 449; Tsai-fang Chen, ‘To Judge the Self-Judging Security 

Exception under the GATT 1994 - A Systematic Approach’ (2017) 12(2) Asian Journal of WTO & 

International Health Law 311, 320-22, 356; Roger P Alford, ‘The Self-Judging WTO Security Exception’ 

(2011) 3 Utah Law Review 697, 704-6; Schloemann and Ohlhoff, above n 101, 448. 
108 Panel Report, Russia –Traffic in Transit [7.102]. 
109 Ibid [7.76]. 
110 Ibid.  
111 Ibid [7.71]. 
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population from external threats, and the maintenance of law and public order 

internally.112 

The Panel however acknowledged that essential security interests can vary from Member 

to Member, allowing individual Members to determine their essential security interests.113  

Importantly, the Panel held that the security exception must be invoked by Members in 

good faith,114 implying that Members should not use the security exception to circumvent 

their obligations in WTO law.115 This means that Members need to articulate their 

essential security interests clearly to help Panels determine the veracity of their claims.116 

If an emergency in international relations is far removed from a ‘situation of armed 

conflict’ or ‘breakdown of law and public order’, the Member would need to ‘articulate 

its essential security interests with greater specificity’.117  

Further, Members must demonstrate that their ‘measures at issue meet a minimum 

requirement of plausibility in relation to the proffered essential security interests’.118 The 

standard of ‘plausibility’ provides for a lower threshold than the necessity test under 

GATS art XIV, allowing Panels to be somewhat deferential to the security objectives of 

Members. However, the good faith requirement can still be intrusive; for example, Panels 

may be required to identify abusers of the exception in certain circumstances or 

investigate how the measure operates in practice.119  

 Justifying Cybersecurity-Related Data-Restrictive Measures under Security 

Exception  

GATS security exception was obviously not conceived to cover conflicts arising from the 

use of cyberweapons.120 But it is possible to read the security exception in an evolutionary 

manner to cover such cyber-conflicts. For example, certain coordinated cyberattacks 

 

112 Ibid [7.130] (Footnote omitted).  
113 Ibid [7.131].  
114 Panel Report, Russia –Traffic in Transit [7.132]; Peng, above n 107, 468, 451, 477.See generally 

European Union, ‘Third Party Written Submission: Russia – Measures Concerning Traffic in Transit’ (8 

November 2017) <http://trade.ec.europa.eu/doclib/docs/2018/february/tradoc_156602.pdf> [37]-[39], 

[42]-[48]. 
115 Panel Report, Russia –Traffic in Transit [7.133]. 
116 Ibid [7.134]. 
117 Ibid [7.135]. 
118 Ibid [7.138].  
119 J Benton Heath, ‘The New National Security Challenge to the Economic Order’ (2019) Yale Law Journal 

(forthcoming) <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3361107 > 48.  
120 Cyberweapons are ‘a combination of information systems, programs, or data designed, equipped, or 

modified to destroy, disrupt, or corrupt critical physical or information cyber infrastructure’. See Microsoft, 

‘International Cybersecurity Norms’ (Microsoft Policy Papers) 

<https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/REY05a>7. 

http://trade.ec.europa.eu/doclib/docs/2018/february/tradoc_156602.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3361107
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/REY05a
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might be of a magnitude sufficient enough to debilitate the economy or infrastructure of 

a country. Any data-restrictive measures that contain such cyberattacks could be 

considered to be measures taken to protect national security interests during a state of war 

(or cyber-war). Another example is that of data-restrictive measures that affect the supply 

of digital services used in military or nuclear facilities. These restrictions might be 

necessary to protect not only the integrity of digital systems but also national security 

interests of a country.  

 Cybersecurity Measures Related to Military and Nuclear Facilities  

GATS art XIVbis 1(b)(i) and(ii) applies when measures are ‘related to’ safeguarding 

military or nuclear facilities of a Member from cybersecurity threats. In Russia – Traffic 

in Transit, the Panel clarified that ‘relating to’ in GATT art XXI (b) (i)-(ii) (analogous to 

GATS art XIVbis (1)(b) (i)-(ii)) requires the defendant to demonstrate a causal connection 

between the measure taken to protect essential security interests and supply of services 

for military and nuclear facilities.121 Digital services are becoming integral to defence; 

therefore, requirements under GATS art XIVbis 1(b)(i) and (ii) can be satisfied in certain 

cases. For example, a cyberattack on a nuclear power plant or a defence equipment can 

cause damage in one or several countries.122 Similarly, digitalisation of military activities 

is also not uncommon, making such systems more vulnerable to cyberattacks.123 Thus, 

Members may impose cybersecurity measures to contain cybersecurity threats in digital 

services used in nuclear or military facilities, including restricting cross-border data flows 

pertaining to these services. However, GATS art XIVbis 1(b)(i) and(ii) has a limited role 

as cybersecurity measures protecting security interests in defence or nuclear sectors are 

unlikely to be challenged by Members. This is because most Members have shared 

interests in protecting their national defence and nuclear systems.  

 War or Emergency in International Relations in the Cyber Context  

The more relevant exception for cybersecurity measures is GATS art XIVbis 1(b)(iii) that 

permits Members to take measures to protect essential security interests during war or 

other emergency in international relations. For example, this exception can apply when 

 

121 Panel Report, Russia –Traffic in Transit [7.69] (referring to AB Report, US – Shrimp [141]).  
122 See, eg, Andrea Shalal, ‘IAEA chief: Nuclear Power Plant was Disrupted by Cyber Attack’, Reuters 

(online), 11 October 2016 <https://www.reuters.com/article/us-nuclear-cyber/iaea-chief-nuclear-power-

plant-was-disrupted-by-cyber-attack-idUSKCN12A1OC>.  
123 See, eg, Janosch Delcker, ‘Digitizing military will cost Europe up to €41 billion per year: study’ on 

Politico (23 November 2017) <https://www.politico.eu/article/digitizing-military-will-cost-europe-up-to-

e41-billion-per-year-study/>; ‘Digitalisation of Armed Forces is One of the Top Priorities for Govt, Says 

Union Minister Subhash Bhamre’, First Post (24 March 2017) <https://www.firstpost.com/tech/news-

analysis/digitalisation-of-armed-forces-is-one-of-the-top-priorities-for-govt-says-union-minister-subhash-

bhamre-3699863.html>.  

https://www.reuters.com/article/us-nuclear-cyber/iaea-chief-nuclear-power-plant-was-disrupted-by-cyber-attack-idUSKCN12A1OC
https://www.reuters.com/article/us-nuclear-cyber/iaea-chief-nuclear-power-plant-was-disrupted-by-cyber-attack-idUSKCN12A1OC
https://www.politico.eu/article/digitizing-military-will-cost-europe-up-to-e41-billion-per-year-study/
https://www.politico.eu/article/digitizing-military-will-cost-europe-up-to-e41-billion-per-year-study/
https://www.firstpost.com/tech/news-analysis/digitalisation-of-armed-forces-is-one-of-the-top-priorities-for-govt-says-union-minister-subhash-bhamre-3699863.html
https://www.firstpost.com/tech/news-analysis/digitalisation-of-armed-forces-is-one-of-the-top-priorities-for-govt-says-union-minister-subhash-bhamre-3699863.html
https://www.firstpost.com/tech/news-analysis/digitalisation-of-armed-forces-is-one-of-the-top-priorities-for-govt-says-union-minister-subhash-bhamre-3699863.html
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cybersecurity measures are imposed during times of war or emergency in international 

relations such as a ban on foreign digital services imposed during an armed attack to 

minimise lateral risks of cyberattacks. In such a case, the Panel can objectively determine 

whether a war or emergency in international relations exists and the plausible link 

between the imposed cybersecurity measure and the Member’s essential security 

interests. This exception can also apply when coordinated cyberattacks or systematic use 

of cyberweapons themselves result in a state of ‘war’ or ‘emergency in international 

relations’. If a Member imposed data restrictions to curtail such cyberattacks or use of 

cyberweapons, then it could justify its measure under GATS art XIVbis 1(b)(iii).  

Assessing whether cyberattacks result in a state of war or emergency in international 

relations is difficult in practice. For example, cyberattacks on government websites,124 

banks,125 electoral system,126 and national health system127 are common. However, it is 

unclear whether such cyberattacks constitute an ‘armed attack’.128 Therefore, Panels are 

likely to find it difficult to assess when a cyberthreat is of a magnitude grave enough to 

require action under GATS art XIVbis ie when the potential cyberthreat can cause damage 

similar to an armed attack or result in heightened tension or instability in a country. 

Another problem is determining if GATS art XIV bis1b(iii) covers measures taken to 

restrict cyberattacks initiated by private parties because ‘war’ typically refers to inter-

state actions while several cyber-attacks are often conducted by non-state parties.129 The 

 

124 See eg, ‘Hackers Hijack Government Websites to Mine Crypto-Cash’, BBC News (online), 11 February 

2018, <http://www.bbc.com/news/technology-43025788>.  
125 See eg, Natalia Zinets, ‘Ukraine Central Bank Warns of New Cyber-Attack Risk’, Reuters (online), 18 

August 2017 <https://www.reuters.com/article/us-cyber-ukraine-banking/ukraine-central-bank-warns-of-

new-cyber-attack-risk-idUSKCN1AY0Y4>.  
126 Nathalie Marachel, ‘Networked Authoritarianism and the Geopolitics of Information: Understanding 

Russian Internet Policy’ (2017) 5(1) Media & Communication 29, 35-7. 
127 See eg, Sarah Neville, ‘NHS Cyber Attack Far More Extensive Than Thought, Says Report’, The 

Financial Times (online), 27 October 2017 <https://www.ft.com/content/4110069a-ba3d-11e7-8c12-

5661783e5589>. 
128 Russell Buchan, ‘Cyber Espionage and International Law’ in Nicholas Tsagourias and Russell Buchan 

(eds), Research Handbook on International Law and Cyberspace (Edward Elgar, 2015)168,187; Eric 

Boylan, ‘Applying the Law of Proportionality to Cyber Conflict: Suggestions for Practitioners’ (2017) 

50(2) Vanderbilt Journal of Transnational Law 217, 229, 243. See also European Union, ‘Third Party 

Written Submission: Russia – Measures Concerning Traffic in Transit’ (8 November 2017) 

<http://trade.ec.europa.eu/doclib/docs/2018/february/tradoc_156602.pdf> [43]-[45]. 
129 Peter Marguiles, ‘Sovereignty and Cyber Attacks: Technology’s Challenge to the Law of State 

Responsibility’ (2013) 14 Melbourne Journal of International Law 496, 503.  

http://www.bbc.com/news/technology-43025788
https://www.reuters.com/article/us-cyber-ukraine-banking/ukraine-central-bank-warns-of-new-cyber-attack-risk-idUSKCN1AY0Y4
https://www.reuters.com/article/us-cyber-ukraine-banking/ukraine-central-bank-warns-of-new-cyber-attack-risk-idUSKCN1AY0Y4
https://www.ft.com/content/4110069a-ba3d-11e7-8c12-5661783e5589
https://www.ft.com/content/4110069a-ba3d-11e7-8c12-5661783e5589
http://trade.ec.europa.eu/doclib/docs/2018/february/tradoc_156602.pdf
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origin of cyberattacks are much harder to trace than conventional armed attacks,130 and 

therefore attributing cyberattacks to a specific Member is difficult.131  

 Essential Security Interests and the Good Faith Requirement 

Looking at the definition of ‘essential security interests’ laid down by the Panel in Russia 

– Traffic in Transit, namely ‘quintessential functions of the state’, Members could argue 

that cyber-intrusion of their electoral or public health or financial systems affect their 

essential security interests related to ‘maintaining internal law and order’.132 In Russia – 

Traffic in Transit, the Panel held that each state should determine its essential security 

interests in times of war or international emergency.133 Thus, where a Panel concludes 

that there is a state of war or international emergency, Members have greater scope to 

adopt cybersecurity measures, provided they are able to clearly articulate their essential 

security interests. For example, they could argue that given that they are in a state of war 

(or a cyber-war) with another Member, their cybersecurity measures are intended to 

reduce cybersecurity threats to their critical infrastructure or digital systems underlying 

basic public utility services such as electricity supply systems. This would constitute 

‘essential security interests’ as such threats are more serious than day-to-day threats. But 

the difference between essential and regular security threats is not always obvious given 

the unpredictable, covert and sudden nature of cybersecurity threats.  

Members defending their cybersecurity measures under GATS art XIVbis must also 

demonstrate that they have exercised the exception in good faith and establish a ‘plausible 

link’ between their measure and essential security interests. Establishing this plausible 

link is difficult because security vulnerabilities in digital services or systems are often not 

fully known (hence, difficult to be articulated). In any case, most data-restrictive measures 

are unlikely to minimise cybersecurity threats as they can originate anywhere, given the 

global connectivity of the internet. Panels are also likely to be cautious about 

cybersecurity measures that disproportionately benefit the domestic technology industry 

and do not obviously address existing/known threats. Finally, given the highly sensitive 

and critical nature of cybersecurity concerns, Members could use GATS art XIVbis 1(a) 

to argue that they are not required to provide substantive evidence regarding how they 

 

130 See generally Office of the Director of National Intelligence (US), A Guide to Cyber Attribution (14 

September 2018) 

<https://www.dni.gov/files/CTIIC/documents/ODNI_A_Guide_to_Cyber_Attribution.pdf>.  
131 Jack Goldsmith, ‘How Cyber Changes the Laws of War’ (2013) 24(1) European Journal of International 

Law 129, 131-2; Marguiles, above n 129, 503, 507. (arguing why financial aid is not enough to make an 

attribution to a state).  
132 Panel Report, Russia – Traffic in Transit [7.130].  
133 Ibid [7.131]. 

https://www.dni.gov/files/CTIIC/documents/ODNI_A_Guide_to_Cyber_Attribution.pdf
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implement certain cybersecurity measures as it would be contrary to their essential 

security interests (eg, prejudice security of their cyber-infrastructure).134  

 Cybersecurity Measures under the UN Charter 

GATS art XIVbis 1(c) can apply to measures taken ‘under the United Nations Charter for 

the maintenance of international peace and security’. Most cybersecurity measures do not 

fall within the purview of public international law but rather operate in a grey zone.135 In 

any case, there are no specific rules in international law or UN treaties governing 

cybersecurity.136 The UN Security Council could theoretically issue sanction(s) against a 

State that engages/acquiesces in cyberattacks disrupting international peace and security. 

If so, this sanction can inform a Member’s cybersecurity measure (for example, banning 

all digital services or data flows originating or linked to the sanctioned State). To date, no 

such binding resolution has been adopted at the UN.137 Thus, the exception available in 

GATS art XIVbis(1)(c) is also unlikely to be useful in justifying most cybersecurity-

related data-restrictive measures.  

IV EVOLVING DISCIPLINES ON CYBERSECURITY IN PTAS
138

  

Some recent PTAs contain cybersecurity-specific disciplines (in addition to the 

provisions on cross-border data flows, data localisation and data protection, discussed in 

Chapter 4).139 This section focuses on cybersecurity provisions in two PTAs, CPTPP and 

USMCA, as they contain the most comprehensive rules on cybersecurity among all 

 

134 Tania Voon and Andrew Mitchell, ‘Australia’s Huawei ban raises difficult questions for the WTO’ on 

East Asia Forum (22 April 2019) <https://www.eastasiaforum.org/2019/04/22/australias-huawei-ban-

raises-difficult-questions-for-the-wto/>.  
135 See Aaron Shull, ‘Governing Cyberspace During a Crisis of Trust’ on CIGI (26 March 2019) 

<https://www.cigionline.org/multimedia/video-governing-cyberspace-during-crisis-

trust?utm_source=cigi_newsletter&utm_medium=email&utm_campaign=beware-fake-news>.  
136 See generally Christian Henderson, ‘The United Nations and the Regulation of Cyber-security’ in 

Nicholas Tsagourias and Russell Buchan (eds), Research Handbook on International Law and Cyberspace 

(Edward Elgar, 2015) 465.  
137 But see UN Security Council, ‘Security Council Calls on Member States to Address Threats against 

Critical Infrastructure, Unanimously Adopting Resolution 2341 (2017)’, UN Doc SC/12714 (13 February 

2017).  
138 The CPTPP provisions in this section were elaborately discussed by the author in Neha Mishra, ‘Role 

of the Trans-Pacific Partnership Agreement in the Internet Ecosystem: Uneasy Liaison or Synergistic 

Alliance?’ (2017) 20(1) Journal of International Economic Law 31-60.  
139 See Chapter 4 (Section IIB).  

https://www.eastasiaforum.org/2019/04/22/australias-huawei-ban-raises-difficult-questions-for-the-wto/
https://www.eastasiaforum.org/2019/04/22/australias-huawei-ban-raises-difficult-questions-for-the-wto/
https://www.cigionline.org/multimedia/video-governing-cyberspace-during-crisis-trust?utm_source=cigi_newsletter&utm_medium=email&utm_campaign=beware-fake-news
https://www.cigionline.org/multimedia/video-governing-cyberspace-during-crisis-trust?utm_source=cigi_newsletter&utm_medium=email&utm_campaign=beware-fake-news
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PTAs.140 Moreover, many experts believe that these PTAs are likely to be benchmarks 

for future international trade agreements on digital trade, including at the WTO.141  

This section argues that these PTA provisions are not particularly effective in increasing 

international cybersecurity cooperation or addressing internet security concerns. Except 

for prohibiting forced disclosure of source code, these PTA disciplines do not advance 

significantly on GATS disciplines. USMCA adopts a more industry-oriented approach 

compared to CPTPP such as by recognising the importance of risk-based approach in 

cybersecurity regulation.142  

A International Cybersecurity Cooperation  

CPTPP art 14.16 sets out the provision on cybersecurity cooperation:  

The Parties recognise the importance of:  

(a) building the capabilities of their national entities responsible for computer security 

incident response; and 

(b) using existing collaboration mechanisms to cooperate to identify and mitigate 

malicious intrusions or dissemination of malicious code that affect the electronic 

networks of the Parties.  

This provision is non-binding and identifies a limited scope for international cooperation 

on issues such as ‘malicious intrusions’ or ‘dissemination of malicious code’. It does not 

adequately cover the commercial aspects of cybersecurity, especially the relationship 

between consumer protection and cybersecurity.143  

Like CPTPP, USMCA art 19.15 contains a non-binding but more comprehensive 

provision on cybersecurity cooperation. Art 19.15.1 reads:  

1. The Parties recognize that threats to cybersecurity undermine confidence in digital 

trade. Accordingly, the Parties shall endeavor to:  

 

140 The TBT Chapter of CPTPP and USMCA also contains provisions on innovation in encryption 

standards. See CPTPP art 8.5-8.8; TPP, Annex 8B, Section A.3. 
141 Anupam Chander, ‘The Coming North American Digital Trade Zone’ on Council on Foreign Relations 

(9 October 2018) <https://www.cfr.org/blog/coming-north-american-digital-trade-zone>.  
142 See generally OECD, ‘Cybersecurity Policy Making at a Turning Point: Analysing a New Generation 

of National Cybersecurity Strategies for the Internet Economy’ (OECD Digital Economy Papers, No. 211, 

OECD Publishing, 2012) <http://dx.doi.org/10.1787/5k8zq92vdgtl-en> 6. 
143 Some scholars however argue that rules on consumer protection do not traditionally ‘belong in trade 

agreements’. See Daneil J Ikenson et al, ‘Should Free Traders Support the Trans- Pacific Partnership? An 

Assessment of America’s Largest Preferential Trade Agreement’ (CATO Working Paper no 39, CATO 

Institute,12 September 2016) 48. 

https://www.cfr.org/blog/coming-north-american-digital-trade-zone
http://dx.doi.org/10.1787/5k8zq92vdgtl-en
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(a) build the capabilities of their respective national entities responsible for cybersecurity 

incident response; and 

(b) strengthen existing collaboration mechanisms for cooperating to identify and mitigate 

malicious intrusions or dissemination of malicious code that affect electronic networks, 

and use those mechanisms to swiftly address cybersecurity incidents, as well as for the 

sharing of information for awareness and best practices. 

The use of the words ‘shall endeavour’ (as opposed to ‘recognize’ in CPTPP) signifies 

the seriousness of the parties to build stronger cybersecurity cooperation. Moreover, the 

scope for collaboration between parties is broader as it covers cybersecurity incident 

response and sharing information on best practices. Another unique addition in USMCA 

is the recognition of risk-based approach as a more effective method to regulate 

cybersecurity threats compared to prescriptive regulation.144 Further, art 19.15.2 requires 

all parties to:  

…employ, and encourage enterprises within its jurisdiction to use, risk-based 

approaches that rely on consensus-based standards and risk management best practices to 

identify and protect against cybersecurity risks and to detect, respond to, and recover from 

cybersecurity events. 

USMCA art 19.15.2 reflects an industry-oriented approach, probably considering the 

challenges faced by American technology companies in dealing with prescriptive 

cybersecurity regulations in other parts of the world. However, the provision does not 

clarify the meaning of ‘consensus-based standards and risk management best practices’. 

For instance, it is unclear whether these standards and best practices can originate from 

the industry, international organisations such as ITU, or multistakeholder internet 

governance bodies. Finally, this provision is not binding, and its implementation is 

subject to the political will of the parties.  

The focus on cybersecurity threats originating from spam, ie preventing (bulk) circulation 

of unsolicited messages or more nefarious activities such as phishing and malware 

attacks,145 is quite limited in PTAs such as CPTPP and USMCA. While setting minimum 

requirements for adopting regulations on spam,146 and a best-efforts provision on 

cooperating on spam-related issues,147 the provision does not consider the issue of spam 

 

144 USMCA art 19.15.2.   
145 Vint Cerf et al, ‘Internet Governance is Our Shared Responsibility’ (2014) 10(1) I/S: A Journal of Law 

and Policy for the Information Society 1, 24-25. 
146 CPTPP art 14.14.1 USMCA art 19.13.1. 
147 CPTPP art 14.14.3.  
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regulation in the context of cybersecurity threats arising from botnet/malware attacks via 

spam. 148 

B Restrictions on Involuntary Disclosure of Source Code 

CPTPP art 14.17.1 prohibits parties from ‘requir[ing] the transfer of, or access to, source 

code of software owned by a person of another Party, as a condition for the import, 

distribution, sale or use of such software, or of products containing such software, in its 

territory’. Source code is not defined in CPTPP, but it usually refers to the instructions 

written in any programming language that is executed by computers.149 CPTPP art 

14.17.1 applies to ‘mass-market software or products containing such software’ but 

excludes ‘software used for critical infrastructure’.150 Further, this provision is not 

applicable to ‘commercially negotiated contracts’ which require for the ‘provision of 

source code’, or in circumstances, where a CPTPP party may ‘requir[e] the modification 

of source code of software necessary for that software to comply with laws or regulations 

which are not inconsistent with this Agreement’.151 The latter possibly includes situations 

where foreign suppliers are required to modify their source code to comply with national 

security requirements in the domestic laws of a country. Finally, the prohibition on 

involuntary disclosure of source code does not apply to source code required for ‘patent 

applications’, ‘granted patents’, including ‘in relation to patent disputes’, provided that 

there are ‘safeguards against unauthorised disclosure under the law or practice of a 

Party’.152 

CPTPP art 14.17 does not apply to ‘software used in critical infrastructure’. Since the 

term ‘critical infrastructure’ can be interpreted very broadly, CPTPPP art 14.17.1 has a 

limited scope.153 Further, CPTPP art 14.17 is not complemented by a strong provision on 

cybersecurity and consumer protection. Several CPTPP parties have weak cybersecurity 

standards including Vietnam, Peru, Mexico and Brunei, which are ranked low in the 

Global Cybersecurity Index.154 Even products such as routers, often manufactured in 

 

148 Susan Ariel Aaronson, ‘What does TPP mean for the Open Internet?’ (Policy Brief on Trade Agreements 

and Internet Governance Prepared for the Global Commission on Internet Governance, International 

Institute for Economic Policy, 16 November 2015) <https://tpplegal.files.wordpress.com/2015/12/iiep-

paper.pdf>.  
149 Java, ‘What is Source Code?’ <http://java.about.com/od/s/g/sourcecode.htm>.  
150 CPTPP art 14.17.2.  
151 CPTPP art 14.17.3. 
152 CPTPP art 14.17.4.  
153 Department of Homeland Security, Critical Infrastructure Sectors (27 October 2015); Stewart Baker, 

‘Cybersecurity and the TPP’ The Washington Post (online), 6 November 2015 

<https://www.washingtonpost.com>.  
154 International Telecommunications Union, Global Cybersecurity Index (2014) (see global ranking).  

https://tpplegal.files.wordpress.com/2015/12/iiep-paper.pdf
https://tpplegal.files.wordpress.com/2015/12/iiep-paper.pdf
http://java.about.com/od/s/g/sourcecode.htm
https://www.washingtonpost.com/
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developing countries, can be infested with malware.155 In many of these scenarios, 

governments are likely resort to the ‘critical infrastructure’ exemption to demand access 

to source code; thus, limiting the application of this provision. 

Compared to CPTPP, USMCA contains a much stronger prohibition on source code in 

art 19.16. First, USMCA not only prohibits requiring access to or transfer of source code 

of software as a ‘condition for import, distribution, sale or use’, but also extends this 

obligation to ‘algorithm expressed in that source code’. The term algorithm is defined as 

‘sequence of steps, taken to solve a problem or obtain a result’,156 or in other words, the 

underlying idea behind the digital solutions provided by the software.  

Second, USMCA prohibits involuntary disclosure of source code or algorithms for 

software used in critical infrastructure (unlike CPTPP, where it is exempted). As critical 

infrastructure can be interpreted very broadly, this provision reduces uncertainty as well 

as potential misuse. However, foreign service suppliers may still be required to provide 

source code or algorithms when regulatory or judicial authorities of a party require it for 

internal investigations or administrative/judicial proceedings (as discussed below).157  

Third, unlike CPTPP, USMCA does not provide for an exception allowing provision of 

source code for commercially negotiated contracts or modification requests for source 

code to ensure consistency with domestic laws and regulations. Instead, USMCA contains 

a differently-worded exception in art 19.16.2, allowing regulatory authorities and judicial 

bodies to require access to source code or its underlying algorithm for ‘specific 

investigation(s), inspection(s), examination(s), enforcement action(s), or judicial 

proceeding(s)’.158 This exception is subject to safeguards against unauthorised disclosure, 

including protecting trade secrets.159 

USMCA art 19.16 adopts a much stronger provision on source code possibly to minimise 

cyber-espionage through illegal means, including unauthorised disclosure of source code 

and algorithms to domestic companies by governments.160 Further, certain governments 

 

155 Lucian Constantin, ‘Malware implants on Cisco routers revealed to be more widespread’ on InfoWorld 

(21 September 2015) <http://www.infoworld.com>.  
156 USMCA art 19.1 (definitions).  
157 USMCA art 19.16.2.  
158 USMCA art 19.16.2  
159 USMCA art 19.16.2 read with n 6. See also general provisions on trade secrets, USMCA art 20.70 - art 

20.73.  
160 See, eg, USTR, Update Concerning China’s Acts, Policies and Practices Related to Technology 

Transfer, Intellectual Property and Innovation (20 November 2018) 

<https://ustr.gov/sites/default/files/enforcement/301Investigations/301%20Report%20Update.pdf> 10-17; 

David McLaughlin and Chris Strohm, ‘China State-Owned Company Charged With Micron Secrets Theft’, 

Bloomberg (online), 1 November 2018 <https://www.bloomberg.com/news/articles/2018-11-01/u-s-says-

http://www.infoworld.com/
https://ustr.gov/sites/default/files/enforcement/301Investigations/301%20Report%20Update.pdf
https://www.bloomberg.com/news/articles/2018-11-01/u-s-says-china-state-owned-co-stole-micron-trade-secrets
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can misuse the source code to access data illegally (for example, taking advantage of 

security vulnerabilities). Therefore, this provision indirectly also safeguards privacy of 

individuals.161 USMCA art 19.16.2 allows governments to access source code and 

algorithms for regulatory purposes, which could include checking for discriminatory 

algorithms and auditing security standards of digital services during domestic 

investigations or inspections. Further, this provision would cover governmental access to 

information on source code or algorithms for examining patent applications and resolving 

patent disputes.162 Therefore, this provision provides a better balance between promoting 

internet security and ensuring digital innovation and openness compared to CPTPP.  

C Contribution of PTA Disciplines to Internet Security  

The above provisions in USMCA and CPTPP have a weak effect on fostering internet 

security and creating greater trust among trading partners on cybersecurity issues (such 

as by facilitating international cybersecurity cooperation). Internet security is one of the 

fundamental preconditions for enabling internet openness.163 Therefore, provisions on 

cybersecurity play a critical role in better balancing internet openness and security. 

However, the above PTA provisions fail to draw explicit links between cross-border data 

flows and internet security. For example, both CPTPP and USMCA are silent on whether 

internet security qualifies as a ‘legitimate public policy rationale’ for imposing data 

localisation measures or restricting free flow of information across borders.164 This 

clarification could have been useful, given that governments often consider cybersecurity 

protection a basis for data-restrictive measures.  

Second, the contribution of these two PTAs in facilitating a global/transnational 

framework for cybersecurity regulation is negligible as the provisions on cybersecurity 

cooperation are narrowly worded and non-binding. They also do not recognise the role of 

multistakeholder organisations in improving cybersecurity although the USMCA makes 

a reference to the importance of ‘risk-based approach’ in cybersecurity regulation that 

could include an important role for the private sector.  

Third, these two PTAs contribute to protecting proprietary interests of digital service 

suppliers by prohibiting involuntary disclosure of source code/algorithms. However, in 

 

china-state-owned-co-stole-micron-trade-secrets>; David Talbot, ‘Cyber-Espionage Nightmare’ MIT 

Technology Review (10 June 2015) <https://www.technologyreview.com>.  
161 Paul Mozur, ‘New Rules in China Upset Western Tech Companies’, The New York Times (online), 28 

January 2015 <https://www.nytimes.com/2015/01/29/technology/in-china-new-cybersecurity-rules-

perturb-western-tech-companies.html>.  
162 CPTPP contained a specific provision for this (art 14.17.4).  
163 See Chapter 2 (Section IID).  
164 CPTPP art 14.13.2, art 14.11.2; USMCA art 19.13.2, art 19.11.2.  

https://www.bloomberg.com/news/articles/2018-11-01/u-s-says-china-state-owned-co-stole-micron-trade-secrets
https://www.technologyreview.com/
https://www.nytimes.com/2015/01/29/technology/in-china-new-cybersecurity-rules-perturb-western-tech-companies.html
https://www.nytimes.com/2015/01/29/technology/in-china-new-cybersecurity-rules-perturb-western-tech-companies.html
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certain cases, governments can claim that access to source code is necessary so that they 

can ensure that the digital services supplied in their markets are sufficiently secure.165 

Such cases can be addressed by USMCA art 19.16.2 as it strikes a good balance between 

protecting commercial interests and ensuring access to technical information to relevant 

authorities during domestic criminal investigations or judicial proceedings. This 

provision could be strengthened further by explicitly requiring parties to modify the 

source code when an investigation reveals that domestic laws have been violated, security 

standards of the digital service are below par, or where the algorithms are found to be 

discriminatory. 

V CASE STUDY: APPLYING GATS AND CPTPP TO THE DATA LOCALISATION 

REQUIREMENT IN THE VIETNAMESE CYBERSECURITY LAW  

The Vietnamese government adopted a cybersecurity law that came into force on 1 

January 2019.166 This law is intended to address the poor state of cybersecurity in Vietnam 

(such as addressing malware infection rates, spam, botnet attacks).167 Various countries 

and international organisations have criticised the data localisation requirement 

introduced in this law.168 This section examines the data localisation provision in this 

legislation, in light of Vietnam’s obligations under GATS. First, this section provides a 

brief background of the Vietnamese Cybersecurity Law, focusing on the data localisation 

requirement. Then this section examines whether this requirement is consistent with 

GATS and concludes that it is likely to breach GATS. Finally, this section examines if 

the data localisation requirement is likely to breach CPTPP and concludes that it is also 

likely to breach CPTPP. However, as Vietnam has received certain exemptions from other 

CPTPP parties, this law is currently not actionable in the CPTPP framework.  

A Data Localisation Requirement in the Vietnamese Cybersecurity Law 

The Vietnamese Cybersecurity Law is a broad regulation covering areas such as online 

content censorship, cyberespionage, cyberterrorism and dealing with cybersecurity 

 

165 Neeraj, above n 81.  
166 Vietnamese Cybersecurity Law, art 43.1.  
167 ‘Law on Cyber Security Not Hinder Activities of People, Businesses’, Vietnamnet Bridge (online), 13 

June 2018 <http://m.english.vietnamnet.vn/fms/science-it/202389/law-on-cyber-security-not-hinder-

activities-of-people--businesses.html>.  
168 See, eg, WTO, ‘Viet Nam’s Measures on Cybersecurity Products Questioned at Import Licensing 

Meeting’ (22 October 2018) <https://www.wto.org/english/news_e/news18_e/impl_23oct18_e.htm>; 

Amnesty International, ‘Viet Nam: New Cybersecurity Law a Devastating Blow for Freedom of 

Expression’ (12 June 2018) <https://www.amnesty.org/en/latest/news/2018/06/viet-nam-cybersecurity-

law-devastating-blow-freedom-of-expression/>; Human Rights Watch, ‘ Vietnam: Withdraw Problematic 

Cyber Security Law’ (7 June 2018) <https://www.hrw.org/news/2018/06/07/vietnam-withdraw-

problematic-cyber-security-law>.  

http://m.english.vietnamnet.vn/fms/science-it/202389/law-on-cyber-security-not-hinder-activities-of-people--businesses.html
http://m.english.vietnamnet.vn/fms/science-it/202389/law-on-cyber-security-not-hinder-activities-of-people--businesses.html
https://www.wto.org/english/news_e/news18_e/impl_23oct18_e.htm
https://www.amnesty.org/en/latest/news/2018/06/viet-nam-cybersecurity-law-devastating-blow-freedom-of-expression/
https://www.amnesty.org/en/latest/news/2018/06/viet-nam-cybersecurity-law-devastating-blow-freedom-of-expression/
https://www.hrw.org/news/2018/06/07/vietnam-withdraw-problematic-cyber-security-law
https://www.hrw.org/news/2018/06/07/vietnam-withdraw-problematic-cyber-security-law


 

 

 

175 

 

threats. The law is expressed as regulating ‘activities of protecting national security’, 

‘ensuring social order and safety in cyberspace’, and enforcing ‘the responsibilities [and 

rights] of agencies, organizations and individuals involved’.169 Terms such as ‘national 

security’,170 ‘safety’, and ‘social order’ are undefined. Each of the terms, 

‘cybersecurity’,171 ‘cybersecurity threat’,172 and ‘cybersecurity incident’,173 relate to 

protecting national security, maintaining social order, and ensuring lawful rights of 

agencies, organisations, and individuals. Given the broad scope and rather ambiguous 

definitions in the Vietnamese Cybersecurity Law, any services provided via the internet 

(including private websites, foreign cloud services and social media platforms) can fall 

within its scope.  

The Vietnamese Cybersecurity Law applies beyond conventional cybersecurity issues. 

For instance, this law requires maintaining ‘social order’ and safeguarding rights of 

individuals or organisations.174 These functions however do not relate to internet security, 

which deals with ensuring confidentiality, integrity and availability of data and digital 

networks.175 Further, this law links cybersecurity protection to national security and 

socio-economic development, including ensuring human and civil rights as one of the 

fundamental principles of cybersecurity protection. 176 This law sets out what type of 

content cannot be circulated on the internet, thus also addressing questions of online 

censorship.177  

The Vietnamese Cybersecurity Law is intended to protect Vietnam’s ‘cyber 

sovereignty’.178 It provides extensive powers to the regulators to control ‘national 

cyberspace infrastructure’, defined broadly to include any cyberspace infrastructure that 

‘create(s), transmit(s), collect(s), process(es), archive(s) and exchange(s) information’ 

using the national and internationally-connected telecommunications and satellite 

networks.179 The definition of national cyberspace infrastructure also includes online 

 

169 Vietnamese Cybersecurity Law, art 1. See also art 2.1 and 2.2. 
170 The term ‘national security’ is however defined in another domestic law in Vietnam. Art 2 of the Law 

on National Security defines ‘national security’ as ‘the stability and sustainable development of the socialist 

regime and the State of the Socialist Republic of Vietnam, the inalienability of the independence, 

sovereignty, unity and territorial integrity of the Fatherland’.  
171 Vietnamese Cybersecurity Law, art 2.1. 
172 Vietnamese Cybersecurity Law, art 2.12.  
173 Vietnamese Cybersecurity Law, art 2.13. 
174 Vietnamese Cybersecurity Law, art 2.1.  
175 For understanding what constitutes internet security, see Chapter 2 (Section IIC).  
176 Vietnamese Cybersecurity Law art 4.3.  
177 See, eg, Vietnamese Cybersecurity Law, art 8.1.  
178 See, eg, Vietnamese Cybersecurity Law, art 7.1; art 19.3.  
179 Vietnamese Cybersecurity Law, art 2.5(a) and art 2.4.  
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services such as e-commerce websites and social networking platforms; digital 

infrastructure involving smart technologies and IoT; and the national DNS.180 One of the 

fundamental principles underlying the cybersecurity protection objective of the 

legislation is ensuring compliance with relevant domestic laws, the Vietnamese 

Constitution, and the mandate of the ruling Communist party.181 Further, the provision on 

international cybersecurity cooperation is qualified by the emphasis on territorial 

integrity.182 

The Vietnamese Cybersecurity Law imposes obligations on digital service suppliers in 

relation to both critical and non-critical information security systems.183 Some of the 

trade-restrictive provisions include the extensive technical inspection and audit 

requirements,184 and the obligation to cooperate with regulatory authorities including 

providing access to technical codes185 and stored personal data.186 This section focuses 

on the data localisation requirement prescribed in art 26.3 of the Vietnamese 

Cybersecurity Law:  

Domestic and foreign service providers on telecom networks and on the Internet and other 

value added services in cyberspace in Vietnam [cyberspace service providers] carrying 

out activities of collecting, exploiting [using], analysing and processing data [being] 

personal information, data about service users’ relationships and data generated by 

service users in Vietnam must store such data in Vietnam for a [specified] period [to be] 

stipulated by the Government. Foreign enterprises referred to in this clause must have 

branches or representative offices in Vietnam. 

 

Art 26.3 requires all foreign and domestic suppliers of telecommunications as well as 

internet services (including OTT services) in Vietnam to store data locally. Given its 

broad wording, all online service suppliers must comply with art 26.3 as long as their 

services are accessible online in Vietnam (thus, only excluding banned digital services). 

The data localisation requirement applies to: (i) personal information; (ii) data about 

relationships of the internet users; and (iii) data generated by internet users. Additionally, 

 

180 Vietnamese Cybersecurity Law, art 2.5(b)-(d).  
181 Vietnamese Cybersecurity Law, art 4.1, art 4.2.  
182 See, eg, Vietnamese Cybersecurity Law, art 7.1. 
183 For the definition of critical information systems, see Vietnamese Cybersecurity Law art 10.2. For a 

general explanation of the various responsibilities of digital service suppliers in the Vietnamese 

Cybersecurity Law, see Jeff Olson et al, ‘Update: Vietnam’s New Cybersecurity Law’ (Hogan Lovells, 15 

November 2018) <https://www.hldataprotection.com/2018/11/articles/international-eu-privacy/update-

vietnams-new-cybersecurity-law/>.  
184 See, eg, Vietnamese Cybersecurity Law, art 13.3.  
185 See, eg, Vietnamese Cybersecurity Law, art 17 (especially art 17.2).  
186 Vietnamese Cybersecurity Law, art 13.3(c). 

https://www.hldataprotection.com/2018/11/articles/international-eu-privacy/update-vietnams-new-cybersecurity-law/
https://www.hldataprotection.com/2018/11/articles/international-eu-privacy/update-vietnams-new-cybersecurity-law/
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this law requires foreign digital service suppliers to open a branch or representative office 

in Vietnam.  

The implementing guidelines for art 26.3 are contained in a Draft Decree circulated in 

November 2018.187 The Draft Decree specifies the categories of information that must be 

stored permanently in Vietnam:188 (i) personal information including ‘full name, date of 

birth, place of birth, nationality, profession, position [title], place of residence, contact 

address, email address, telephone number, people’s identity card number, personal 

identification number [PIN], citizen’s identity card number, passport number, social 

insurance card number, credit card number, health status, medical history record, and 

biometrics’;189 (ii) data about user relationships including friends of users (eg, in social 

networking sites) or groups where the user participates;190 and (iii) data generated by users 

including information uploaded by users or data synchronised or imported from a device. 

The Vietnamese Cybersecurity Law and the Draft Decree do not explicitly restrict the 

transfer of personal data abroad.  

Under Art 25 of the Draft Decree, the data localisation requirement applies to service 

suppliers if three conditions are fulfilled: the service supplier deals with personal data; 

the service supplier allows prohibited cyber-activities; and the service supplier fails to 

comply with the directions of Cybersecurity Task Force (the cybersecurity regulator in 

Vietnam), each of which is explained below.  

First, the data localisation requirement applies to all service suppliers that collect, use, 

analyse and process personal data, data about user relationships, and data generated by 

users providing:191 

one of the services on telecom network, on the Internet, or added services in cyberspace 

with the following business activities in Vietnam: telecom services; services of data 

storage and sharing in cyberspace; supply of national or international domains to service 

users in Vietnam; e-commerce; online payment; intermediary payment; service of 

 

187 2nd Draft Decree Providing Detailed Regulations on a Number of Articles of the Law of Cybersecurity 

(31 October 2018) (‘Draft Decree’). See also Timothy McLaughlin, ‘Under Vietnam’s New Cybersecurity 

Law, U.S. Tech Giants Face Stricter Censorship’, The Washington Post (online), 16 March 2019 

<https://www.washingtonpost.com/world/asia_pacific/under-vietnams-new-cybersecurity-law-us-tech-

giants-face-stricter-censorship/2019/03/16/8259cfae-3c24-11e9-a06c-

3ec8ed509d15_story.html?noredirect=on&utm_term=.6c30609e622b>.  
188 For the duration of storage, see Draft Decree, art 26. Personal data must be generally stored permanently 

as long as the digital service is available/accessible in Vietnam (art 26.2 of Draft Decree). 
189 Draft Decree, art 24.1  
190 Draft Decree, art 24.3.  
191 Draft Decree, art 25.1(b). 

https://www.washingtonpost.com/world/asia_pacific/under-vietnams-new-cybersecurity-law-us-tech-giants-face-stricter-censorship/2019/03/16/8259cfae-3c24-11e9-a06c-3ec8ed509d15_story.html?noredirect=on&utm_term=.6c30609e622b
https://www.washingtonpost.com/world/asia_pacific/under-vietnams-new-cybersecurity-law-us-tech-giants-face-stricter-censorship/2019/03/16/8259cfae-3c24-11e9-a06c-3ec8ed509d15_story.html?noredirect=on&utm_term=.6c30609e622b
https://www.washingtonpost.com/world/asia_pacific/under-vietnams-new-cybersecurity-law-us-tech-giants-face-stricter-censorship/2019/03/16/8259cfae-3c24-11e9-a06c-3ec8ed509d15_story.html?noredirect=on&utm_term=.6c30609e622b
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transport connection via cyberspace; social networking and social media; online 

electronic games; email;192 

Second, the data localisation requirement applies only to service suppliers that allow (or 

fail to prohibit) cyber-activities prohibited under art 8.1 and 8.2 of the Vietnamese 

Cybersecurity Law. These two provisions cover a wide range of cyber-activities that can 

be interpreted at the discretion of the relevant ministries, such as Ministry of Culture and 

Ministry of Public Security.193 For example, art 8.1 prohibits the use of the internet and 

internet-related services to conduct anti-government propaganda, hurt national feelings, 

instil societal hatred and insult national symbols.194 Art 8.1 also prohibits using digital 

platforms: (i) to spread slanderous and historically inaccurate information, untruthful 

information about products or services, and information causing confusion among 

citizens; (ii) for cyberespionage, organising other illegal activities including online 

gambling and online prostitution, breaching online copyright (eg illegal uploads) and any 

‘other acts of using cyberspace, IT or e-facilities’ that ‘breach the law on national security, 

social order and safety’.195 Similarly, art 8.2 prohibits cyberattacks, cyberterrorism, 

cyberespionage or cybercrime or any other conduct that adversely affects any information 

system critical for information security. It is nearly impossible for any digital service 

supplier to completely restrict all the above prohibited cyber-activities, despite best 

efforts and sophisticated technical controls. Hence, most if not all digital service suppliers 

are unlikely to escape the data localisation requirement in the Vietnamese Cybersecurity 

Law. 

Third, the data localisation requirement applies to those service suppliers that oppose or 

obstruct the activities of the Cybersecurity Task Force, including by not complying with 

cybersecurity protection measures,196 failing to authenticate digital information, or 

maintain user confidentiality, or respond to requests from the regulatory authorities,197 

including taking down prohibited/illegal content within 24 hours.198  

 

192 Draft Decree, art 25.1(a). 
193 For details of Vietnamese government agencies dealing with censorship, see Open Net Initiative, ‘ONI 

Country Profile: Vietnam’ (2012) <http://access.opennet.net/wp-

content/uploads/2011/12/accesscontested-vietnam.pdf> 388-90.  
194 Vietnamese Cybersecurity Law, art 8.1 read with art 18.1 and art 16 and art 25.1(a) of Draft Decree.  
195 Vietnamese Cybersecurity Law, art 8.1 read with art 18.1 and art 17.1. See also Vietnamese 

Cybersecurity Law, art 8.2.  
196 Vietnamese Cybersecurity Law, art 8.4.  
197 Vietnamese Cybersecurity Law, art 26.2(a).  
198 Vietnamese Cybersecurity Law, art 26.2(b).  

http://access.opennet.net/wp-content/uploads/2011/12/accesscontested-vietnam.pdf
http://access.opennet.net/wp-content/uploads/2011/12/accesscontested-vietnam.pdf
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Press reports indicate that the Vietnamese authorities are unlikely to ban services for non-

compliance with the data localisation requirement.199 However, since this law came into 

effect on 1 January 2019, the Vietnamese government has accused Facebook of violating 

it.200  

B Consistency of the Data Localisation Requirement with GATS Obligations  

 Vietnamese GATS Commitments  

Two key steps are relevant in determining a Member’s GATS commitments in specific 

sectors: (i) the mode of delivery affected by the measure; and (ii) the sectors affected by 

the measure.201 The data localisation requirement affects cross-border supply of services 

(or Mode 1) by: (i) restricting companies engaging in cross-border data flows in day-to-

day business operations; and (ii) forcing companies to open a branch or representative 

office in Vietnam if dealing with data of Vietnamese residents.  

In determining the relevant sector(s) at issue, Panels have adopted a technologically 

neutral approach, considering the specific wording and the over-all context of the 

Schedule.202 With regard to several digital services including cloud computing services 

and internet platform services, potential difficulties arise in identifying the specific sector 

at issue because of the integrated nature of digital services.203 For example, internet 

platforms can be classified as computer and related services but also audiovisual (eg, 

content platforms such as YouTube) or telecommunications services (eg, messaging 

apps). Many digital services also include e-payment services, which arguably fall under 

financial services. All foreign and domestic service suppliers across several sectors such 

as telecommunications, online payments, social networking sites, email, website and blog 

owners, e-commerce websites, OTT services must comply with the data localisation 

requirement.204 Given this broad coverage, Vietnam’s commitments across different 

sectors will be relevant such as telecommunications services, computer and related 

services, audiovisual services, advertising services and financial services.  

 

199 Olson et al, above n 183.  
200 John Reed, ‘Vietnam Accuses Facebook of Breaking Cyber Security Laws’, The Financial Times 

(online), 9 January 2019 <https://www.ft.com/content/eb766caa-13b5-11e9-a581-4ff78404524e>.  
201 See Chapter 3 (Section II). 
202 For a discussion on classification of digital services and identifying relevant GATS commitments, see 

Ibid.  
203 Ibid.  
204 See Section VA.  

https://www.ft.com/content/eb766caa-13b5-11e9-a581-4ff78404524e
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Vietnam has made several commitments in its Schedule that could apply to digital 

services.205 For example, Vietnam has offered full commitments on market access and 

national treatment in Modes 1, 2 and 3 with respect to computer and related services with 

some minor exceptions for Mode 3.206 Similarly, for advertising services (arguably 

including online advertising), Vietnam has offered mostly full commitments on market 

access and national treatment for Modes 1-3.207 For telecommunications services, 

Vietnam has also offered some commitments. For example, for basic telecommunication 

services including VPN services as well as value-added telecommunication services 

(including internet access services), it has offered full commitments on national treatment 

for Mode 1 supply of services.208 However, the market access commitments on both basic 

and value-added telecommunications services are subject to specific conditions such as 

forming local partnerships and obtaining necessary licences.209 Based on these 

commitments, especially on telecommunications and computer services, the data 

localisation requirement is likely to affect data flows at least some in sectors where 

Vietnam has made relevant commitments.  

 Consistency with Provision on National Treatment  

Presuming that Vietnam has offered relevant commitments on national treatment, the data 

localisation requirement is subject to two tests under GATS art XVII: (i) whether 

domestic and foreign digital services and service suppliers are ‘like’; and (ii) whether the 

measure offers ‘treatment no less favourable’ to foreign services and service suppliers 

‘than that it accords to its own like services and service suppliers’.210 

As discussed in Section IIA, domestic and foreign digital service suppliers are considered 

‘like’ if they are in a competitive relationship with each other. For instance, if internet 

users in a country distinguish between different digital services and applications on the 

basis of their underlying security technologies, then this distinction is a relevant factor in 

assessing likeness of the services or service suppliers. Internet users are usually unaware 

of technical and security features of different digital services, as appreciating such 

features may require expert knowledge. However, cybersecurity concerns among 

consumers are increasing and thus a government may be able to adduce evidence that 

 

205 Council for Trade in Services, ‘Schedule of Specific Commitments – Viet Nam’, WTO Doc 

GATS/SC/142 (19 March 2007). 
206 Ibid 14.  
207 Ibid 16.  
208 Ibid 23-31.  
209 Ibid 23-31. 
210 GATS art XVII:1. 
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cybersecurity considerations affect competitiveness.211 In Vietnam, foreign digital 

services are extremely popular. For example, Facebook has 33.86 million users in 

Vietnam. 212 Use of other foreign social media tools such as Instagram and Google+ in 

also very common.213 Therefore, many foreign and Vietnamese digital services and 

service suppliers are likely to be considered ‘like’. 

The data localisation requirement can result in ‘less favourable treatment’ of foreign services 

and service suppliers and violate the national treatment obligation under GATS art XVII. 

This is because the requirement is likely to affect competitive conditions for foreign 

services and service suppliers as it increases their compliance and operational costs.214 

None of the major foreign internet companies currently have servers in Vietnam.215 In 

fact, to comply with the data localisation requirement, digital service suppliers have been 

forced to plan huge investments in both servers and offices in Vietnam.216 Even the 

Vietnamese legislators have agreed that the data localisation will increase costs for foreign 

service suppliers. 217 Further, the data localisation requirement will most likely generate 

revenue for local cloud companies as many foreign companies might lease server space 

domestically to continue with their business operations in Vietnam.218 Further, given poor 

cybersecurity levels in Vietnam,219 potential operational costs, and the risks to user 

privacy when relocating servers to Vietnam, foreign service suppliers will face 

roadblocks in complying with the data localisation requirement, including reduced access 

 

211 See, eg, PriceWaterhouse Coopers, above n 37, 6-7. 
212 Statista, ‘Number of Facebook users in Vietnam from 2017 to 2023 (in millions)’ 

<https://www.statista.com/statistics/490478/number-of-vietnam-facebook-users/>.  
213 Mark Ashwill, ‘How the Vietnamese Use the Internet, Including Social Media’, The Pie Blog (9 March 

2018) <https://blog.thepienews.com/2018/03/how-the-vietnamese-use-the-internet-including-social-

media/>.  
214 Nick Cossonery and Freddie Barber, ‘Localization to Fragment Data Flows in Asia’ (FTI Consulting, 

2017) <https://www.fticonsulting-asia.com/~/media/Files/apac-files/insights/articles/localization-to-

fragment-data-flows-asia.pdf>.  
215 John Berthelsen, ‘Draconian Viet Cybersecurity Law Due Jan 1’on Asia Sentinel (13 December 2018) 

<https://www.asiasentinel.com/society/draconian-vietnam-cybersecurity-law/>.  
216 John Reed, ‘Google and Facebook Push Back on Vietnam’s Sweeping Cyber Law’, The Financial Times 

(online), 13 December 2018 <https://www.ft.com/content/2c1e4640-fe78-11e8-aebf-99e208d3e521>; 

John Reed, ‘Vietnam Cyber Security law to Restrict Facebook and Google’, The Financial Times (online), 

12 June 2018 <https://www.ft.com/content/28edfa20-6e26-11e8-92d3-6c13e5c92914>. 
217 John Reed, ‘Vietnam Cyber Security law to Restrict Facebook and Google’, above n 216.  
218 No data is publicly available on this as the measure as the government intends to provide additional time 

to foreign companies to comply with data localisation requirement (ie only in cases where government 

thinks that a foreign service supplier meets the conditions in the Vietnamese data localisation law and the 

Draft Decree).  
219 A recent report indicates that in 2019, cybersecurity levels in Vietnam have improved but it still ranks 

50th rank among the 175 countries surveyed in the report. See ‘Vietnam Cyberattacks Down by Half’, VN 

Express (online), 6 July 2019 <https://e.vnexpress.net/news/news/vietnam-cyberattacks-down-by-half-

3948467.html>.  

https://www.statista.com/statistics/490478/number-of-vietnam-facebook-users/
https://blog.thepienews.com/2018/03/how-the-vietnamese-use-the-internet-including-social-media/
https://blog.thepienews.com/2018/03/how-the-vietnamese-use-the-internet-including-social-media/
https://www.fticonsulting-asia.com/~/media/Files/apac-files/insights/articles/localization-to-fragment-data-flows-asia.pdf
https://www.fticonsulting-asia.com/~/media/Files/apac-files/insights/articles/localization-to-fragment-data-flows-asia.pdf
https://www.asiasentinel.com/society/draconian-vietnam-cybersecurity-law/
https://www.ft.com/content/2c1e4640-fe78-11e8-aebf-99e208d3e521
https://www.ft.com/content/28edfa20-6e26-11e8-92d3-6c13e5c92914
https://e.vnexpress.net/news/news/vietnam-cyberattacks-down-by-half-3948467.html
https://e.vnexpress.net/news/news/vietnam-cyberattacks-down-by-half-3948467.html
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to competitive cloud services available outside Vietnam and less security of their local 

data processing operations.  

 Consistency with Provision on Domestic Regulation  

GATS art VI:1 requires that for sectors in which Members have undertaken GATS 

commitments, ‘all measures of general application affecting trade in services’ to be 

‘administered in a reasonable, objective and impartial manner’.220 Due to the vague scope 

and applicability of the data localisation requirement, the administration of this 

requirement is likely to be subject to the whims of the Vietnamese government (although 

detailed information on administration of this requirement is not publicly available). For 

example, any digital service supplier failing to prohibit cyber-activities listed under art 

8.1 and art 8.2 of the Vietnamese Cybersecurity Law can be subject to the data localisation 

requirement. In practice, even the most technically sophisticated digital service supplier 

is unlikely to meet this condition.221 Thus, while administering the law (for example, 

deciding to whom the data localisation requirement applies), the Vietnamese government 

can arbitrarily and irrationally target any foreign digital service supplier that it dislikes or 

wants to restrict for protectionist motives.  

Similarly, in complying with the Vietnamese Cybersecurity Law, foreign service 

suppliers may be compelled to violate their user privacy terms. For example, complying 

with the orders of the Cybersecurity Task Force may require foreign service suppliers to 

reveal sensitive personal information about their users, or alternatively, face penalties/ 

exit the market altogether.222 No specific penalty is specified for breaching the data 

localisation requirement. The penalty is ‘subject to the nature and seriousness of the 

breach’,223 creating further uncertainty for digital service suppliers. Therefore, 

theoretically, the Vietnamese government could administer the data localisation 

requirement in an unreasonable, unfair and arbitrary manner and violate GATS art VI:1. 

However, if this requirement is challenged, the complainant may need to provide specific 

evidence of such violation(s).  

 

220 For discussion on GATS art VI:1, see Chapter 3 (Section IIID3). 
221 The IETF has investigated different tools of internet censorship and the various complications in 

achieving successful blocking of all undesirable online content. See IETF, ‘A Survey of Worldwide 

Censorship Techniques’ (22 October 2018) <https://tools.ietf.org/id/draft-hall-censorship-tech-06.html>.  
222 Olson et al, above n 183, Reed, above n 217. 
223 Draft Decree, art 25.3.  

https://tools.ietf.org/id/draft-hall-censorship-tech-06.html
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C Justifying the Data Localisation Requirement under GATS General Exceptions 

 Necessity of the Data Localisation Requirement under GATS art XIV(a) 

The data localisation requirement is an integral part of the Vietnamese Cybersecurity Law 

which has three overarching objectives: protecting national security, maintaining social 

order, and ensuring lawful rights of agencies, organisations and individuals. The said 

objectives primarily fall under GATS art XIV(a) (measure necessary to protect public 

morals or maintain public order) and potentially GATS art XIV(c) (measures necessary 

to achieve compliance with domestic laws such as privacy and consumer protection laws). 

Since the Vietnamese Cybersecurity Law does not refer to any specific rights of agencies, 

organisations and individuals covered in specific domestic regulations, this section 

primarily focuses on GATS art XIV(a). Finally, national security objectives may also fall 

under GATS art XIVbis, covered in the next section.  

The data localisation requirement relates to various policy objectives, such as preventing 

cyberattacks, dealing with cyberespionage and protecting social order. The terms ‘public 

morals’ and ‘public order’ in GATS art XIV(a) can be interpreted to cover these 

objectives. In previous disputes, Panels/AB have interpreted the terms ‘public morals’ or 

‘public order’ liberally and contextually based on the socio-cultural, political and 

religious values of Members.224 Issues such as restricting online content, instilling social 

or ethnic divisions, hurting public sentiments, or affecting the stability of the domestic 

political system, all fall within the scope of ‘public morals’ and ‘public order’. Reducing 

cybersecurity threats, cyberespionage, cyberattacks and all other kinds of harmful cyber-

activities is also an important aspect of maintaining public order. As maintaining social 

and political order and preserving the moral or social values is important for governments, 

the Panel is likely to accord high priority to the policy objectives behind the Vietnamese 

Cybersecurity Law.  

Under GATS art XIV(a), the Panel would first assess if the data localisation requirement 

contributes to Vietnam’s underlying objective of enhancing or facilitating cybersecurity 

protection or preserving important socio-political or moral values. The link between the 

data localisation requirement and these objectives is unclear and weak. First, data 

localisation has little impact on enhancing security of digital services.225 Second, it is 

unclear if and how data localisation can prevent cyber-activities prohibited under art 8.1 

 

224 For discussion on WTO case law, see Chapter 3 (Section IIIE1).  
225 See discussion on effectiveness of data localisation measures in Chapter 4 (Section IIIC3). See also 

Business Software Alliance, ‘Joint Industry Comments on May 24 Revised Draft Law on Cybersecurity’ 

(28 May 2018) <https://www.bsa.org/sites/default/files/2019-

03/06052018VNJointIndustrySubmissiondraftCybersecLaw.pdf> 5-6.  

https://www.bsa.org/sites/default/files/2019-03/06052018VNJointIndustrySubmissiondraftCybersecLaw.pdf
https://www.bsa.org/sites/default/files/2019-03/06052018VNJointIndustrySubmissiondraftCybersecLaw.pdf
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and 8.2 of the Vietnamese Cybersecurity Law. Many of these prohibited cyber-activities 

are impracticable to control and difficult to assess objectively (eg, the content that the 

Vietnamese government might find offensive or objectionable). Even the most secure 

digital platforms are susceptible to cybercrimes and may not be able to censor all 

unwanted content, especially because of unclear guidelines. Third, the Vietnamese 

Cybersecurity Law does not contain an express prohibition on data transfers to foreign 

countries, indicating that personal data remains susceptible to security risks in foreign 

countries in any case.  

The Vietnamese government has argued that data localisation is necessary to address 

cybersecurity challenges in Vietnam and provide for stronger enforcement against foreign 

suppliers breaching domestic laws.226 However, the data localisation requirement does 

not directly address the underlying causes of poor cybersecurity in Vietnam. For example, 

the Vietnamese Cybersecurity Law does not require service suppliers to adopt 

international standards and best practices in cybersecurity. However, in certain cases, 

where foreign digital services can be misused to conduct illegal cyber-activities or where 

suppliers refuse to comply with domestic authorities during investigations, the assertion 

of the Vietnamese government could be more relevant. Even in that case, the government 

should be able to provide relevant evidence, especially how service suppliers using 

foreign servers or operating from foreign premises violate the fundamental objectives of 

the Vietnamese Cybersecurity Law.  

The data localisation requirement has a very broad scope of application and affects 

various digital services in the global supply chain. Therefore, it is likely to have a strong 

trade-restrictive impact, including reducing entry of new foreign players in the market, 

adversely affecting competitiveness of foreign players, and affecting several other 

industries that depend on digital services.227 

Under GATS art XIV(a), the Panel will finally consider any less trade-restrictive 

alternatives advanced by the complainant that achieve an equivalent level of protection 

as the data localisation measure and are reasonably available to the defendant.228 One 

possible alternative is requiring all digital service suppliers to follow internationally 

recognised cybersecurity standards and best practices rather than requiring data 

localisation. This alternative is contentious because of lack of consensus on international 

 

226 ‘Government Stands Form on Foreign Cybersecurity Protection’, The Voice of Vietnam (online), 13 

November 2008 <https://english.vov.vn/economy/government-stands-firm-on-foreign-cybersecurity-

protection-387088.vov>.  
227 See Chapter 4 (Section IIIC3) (discussing the trade-restrictive impact of another data localisation 

measure).  
228 For discussion of WTO case law on less trade-restrictive alternatives, see Chapter 4 (Section IIA2(c)).  

https://english.vov.vn/economy/government-stands-firm-on-foreign-cybersecurity-protection-387088.vov
https://english.vov.vn/economy/government-stands-firm-on-foreign-cybersecurity-protection-387088.vov
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cybersecurity standards amongst members of the international community. The Panel 

would also consider Vietnam’s regulatory capacity including its cybersecurity 

environment and capacity to pursue action against foreign offenders. Given that several 

Members have shown strong preference to formulate their cybersecurity laws strictly 

based on domestic cyber-risks and policy preferences, Panels might not consider these 

alternatives to satisfy the threshold under GATS art XIV(a).  

 Compliance with GATS art XIV Chapeau  

Even if a measure is provisionally justified under GATS art XIV(a), it is subject to the 

GATS art XIV chapeau, which requires examining the structure, actual or expected 

implementation of the data localisation requirement to ensure that it is not arbitrary or 

discriminatory or a disguised tool for protecting local digital services or service suppliers. 

The first step in this test involves comparing the likeness of conditions between Vietnam 

and other Members whose service suppliers are required to comply with the data 

localisation requirement. In general, the cybersecurity environment in Vietnam is 

generally much poorer than developed countries and local servers are more susceptible to 

cyberthreats compared to several foreign servers. While it could be argued that the online 

censorship policies in Vietnam make its regulatory conditions unique, the data 

localisation requirement has negligible impact on controlling circulation of morally 

offensive or politically sensitive content in Vietnam. Given these factors, it is hard to 

conclude that the conditions in Vietnam are unique or unlike regulatory conditions in 

other Members.  

Under the GATS art XIV chapeau, the Panel will then examine if there is arbitrary or 

unjustifiable discrimination between foreign and domestic digital services and service 

suppliers. First, as per the Draft Decree, data localisation only applies to services and 

service suppliers allowing prohibited cyber-activities. As discussed earlier, this 

requirement will theoretically be met by all foreign suppliers as even the most 

sophisticated technologies can be manipulated for illegal purposes by intelligent users. 

Second, as explained earlier, cooperating with the authorities and providing necessary 

information regarding users can violate a company’s terms of use and damage its 

reputation in the international market. In any case, the excessive requirements to access 

user information and technical codes can be used arbitrarily to interfere with the privacy 

rights of Vietnamese residents. Third, the requirement itself does not restrict cross-border 

data transfers, indicating that its main purposes is to increase government access to 

personal data rather than cybersecurity protection.  

Finally, the data localisation requirement could be a disguised restriction on trade as it 

imposes highly unreasonable requirements to build or lease local servers in a country with 
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a weak cybersecurity environment and poor record of preserving user privacy. Many 

foreign companies might be forced to exit the Vietnamese market altogether to protect 

their reputation, thereby creating more opportunities for local companies. However, 

several of these questions will be clearer once the data localisation requirement is 

enforced. Given that the guidelines are still being formulated, the Vietnamese 

government’s position on implementing the data localisation requirement is unclear. For 

instance, the penalties for non-compliance with data localisation have not been provided. 

Similarly, the intended rigour of implementation of the data localisation requirement is 

also unknown. However, considering all the above factors, it is quite likely that the data 

localisation requirement would not satisfy the threshold under the GATS art XIV 

chapeau, even if found provisionally necessary under GATS art XIV(a). 

D Justifying under GATS Security Exception229 

The Vietnamese Cybersecurity Law incorporates a broad definition of ‘cybersecurity’, 

including military and national security. The government has explicitly set out that the 

data localisation requirement is essential for its national security.230 However, the security 

exception in GATS (art XIVbis) applies only in the limited scenarios listed in the 

provision. The most likely part of the provision to justify the data localisation measure is: 

Nothing in this Agreement shall be construed: 

 (b) to prevent any Member from taking any action which it considers necessary for the 

protection of its essential security interests: 

(i) relating to the supply of services as carried out directly or indirectly for the purpose of 

provisioning a military establishment; 

(ii) relating to fissionable and fusionable materials or the materials from which they are 

derived; 

(iii) taken in time of war or other emergency in international relations;…  

The data localisation requirement in the Vietnamese Cybersecurity Law is not limited to 

digital services related to nuclear or military facilities. Therefore, art XIV bis (2)(b)(i) 

and (ii) are irrelevant. Further, for art XIVbis(2)(b)(iii) to be relevant, Vietnam must 

provide evidence that a threat (or imminent threat) of ‘war’ or ‘other emergency in 

international relations’ exists that is prejudicial to its ‘essential security interests’. As 

discussed in Section IIIC2(b), although these terms are undefined, they refer to grave 

external threats and do not cover day-to-day cybersecurity threats that are more related to 

public or social order (eg, those covered by GATS art XIV(a)). As such, the data 

 

229 See discussion on GATS art XIVbis in Section IIIB. 
230 Vietnamese Cybersecurity Law, art 1.  
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localisation requirement addresses regular domestic cybersecurity threats and therefore 

unlikely to be covered by the security exception. 

E Consistency of the Data Localisation Requirement with CPTPP 231 

Since Vietnam is a party to CPTPP, the obligations under CPTPP art 14.13 prohibiting 

data localisation measures may be relevant when a dispute is brought before a CPTPP 

tribunal. Vietnam has however signed side letters with various CPTPP parties that no 

action can be brought under CPTPP against its cybersecurity law for 5 years after it comes 

into force.232 Further, CPTPP art 4.18.2 provides that for 2 years after CPTPP comes into 

force, no action can be brought against Vietnam under CPTPP Electronic Commerce 

Chapter.  

CPTPP art 14.13 reads: 

Article 14.13: Location of Computing Facilities 

1. The Parties recognise that each Party may have its own regulatory requirements 

regarding the use of computing facilities, including requirements that seek to ensure the 

security and confidentiality of communications.  

2. No Party shall require a covered person to use or locate computing facilities in that 

Party’s territory as a condition for conducting business in that territory. 

 3. Nothing in this Article shall prevent a Party from adopting or maintaining measures 

inconsistent with paragraph 2 to achieve a legitimate public policy objective, provided 

that the measure: (a) is not applied in a manner which would constitute a means of 

arbitrary or unjustifiable discrimination or a disguised restriction on trade; and (b) does 

not impose restrictions on the use or location of computing facilities greater than are 

required to achieve the objective. 

The data localisation requirement is a violation of CPTPP art 14.13.2 as it requires foreign 

service suppliers to store all personal data of Vietnamese residents in local servers. 

 

231 See discussion on CPTPP provisions on cross-border data flows and data localisation in Chapter 4 

(Section IIB).  
232 Side Letter Exchanged between New Zealand and Vietnam (8 March 2018) 

<https://www.mfat.govt.nz/assets/CPTPP/Viet-Nam-New-Zealand-Cyber-Security.pdf>; Side Letter 

Exchanged Between Canada and Vietnam (8 March 2018) <https://www.international.gc.ca/trade-

commerce/trade-agreements-accords-commerciaux/agr-acc/cptpp-ptpgp/text-texte/sl_la-

vietnam.aspx?lang=eng#4>; Side Letter Exchanged between Malaysia and Vietnam (8 March 2018) 

<http://www.wtocenter.vn/upload/files/fta/174-ftas-concluded/175-cptpp-tpp11/177-full-

text/Vietnam_Cyber_Security.pdf>; Side Letter Exchanged between Australia and Vietnam (8 March 2018) 

<http://www.wtocenter.vn/upload/files/fta/174-ftas-concluded/175-cptpp-tpp11/177-full-text/sl4-

australia-viet-nam-cyber-security.pdf>.  

https://www.mfat.govt.nz/assets/CPTPP/Viet-Nam-New-Zealand-Cyber-Security.pdf
https://www.international.gc.ca/trade-commerce/trade-agreements-accords-commerciaux/agr-acc/cptpp-ptpgp/text-texte/sl_la-vietnam.aspx?lang=eng#4
https://www.international.gc.ca/trade-commerce/trade-agreements-accords-commerciaux/agr-acc/cptpp-ptpgp/text-texte/sl_la-vietnam.aspx?lang=eng#4
https://www.international.gc.ca/trade-commerce/trade-agreements-accords-commerciaux/agr-acc/cptpp-ptpgp/text-texte/sl_la-vietnam.aspx?lang=eng#4
http://www.wtocenter.vn/upload/files/fta/174-ftas-concluded/175-cptpp-tpp11/177-full-text/Vietnam_Cyber_Security.pdf
http://www.wtocenter.vn/upload/files/fta/174-ftas-concluded/175-cptpp-tpp11/177-full-text/Vietnam_Cyber_Security.pdf
http://www.wtocenter.vn/upload/files/fta/174-ftas-concluded/175-cptpp-tpp11/177-full-text/sl4-australia-viet-nam-cyber-security.pdf
http://www.wtocenter.vn/upload/files/fta/174-ftas-concluded/175-cptpp-tpp11/177-full-text/sl4-australia-viet-nam-cyber-security.pdf
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However, like the general exceptions in GATS art XIV, it provides for an exception under 

art 14.13.3 where the measure is necessary to achieve a ‘legitimate public policy 

objective’. This term is undefined but arguably the underlying policy objectives of the 

Vietnamese Cybersecurity Law —namely protecting national security, maintaining social 

order, and ensuring lawful rights of agencies, organisations and individuals—would 

qualify as legitimate public policy objectives. Further, art 14.13.1 acknowledges that 

parties may impose restrictions on data storage based on their ‘own regulatory 

requirements’, which in this case could include improving the state of cybersecurity in 

Vietnam and protecting its public order and social values.  

The exception in CPTPPP art 14.13.3 applies if the measure is (i) not arbitrary or 

unjustifiable discrimination or a disguised restriction on trade (like the GATS art XIV 

chapeau); and (ii) not more restrictive than required to achieve the policy objective 

(somewhat similar to the requirement on domestic regulations under GATS art VI:4). As 

discussed in Section VC2 above, several aspects of the data localisation requirement 

appear to be arbitrary and unjustifiable discrimination and may even constitute a 

disguised restriction on trade. The second requirement entails a proportionality test to 

assess if the measure is not unnecessarily restrictive and burdensome. Data localisation is 

not an effective tool to ensure cybersecurity-related objectives. For instance, requiring 

foreign service suppliers to adopt international cybersecurity standards is more effective 

than data localisation in ensuring internet security. Further, enforcing internet censorship 

policies is not necessarily ensured by data localisation. Although some of these 

alternatives are contentious, a CPTPP tribunal may consider them relevant in making their 

assessment under CPTPP art 14.13.3. Thus, Vietnam is likely to violate CPTPP art 

14.13.3.  

The above case study indicates that the data localisation requirement in the Vietnamese 

Cybersecurity Law is likely to violate GATS. It imposes a competitive disadvantage on 

foreign suppliers of digital services (thus, constituting less favourable treatment) despite 

Vietnam inscribing national treatment commitments in several relevant sectors in their 

Schedule. Further, it appears that this requirement could be administered in an 

unreasonable and unfair manner, especially targeting foreign digital service suppliers 

arbitrarily at the whim of the government, in violation of GATS art VI:1. The data 

localisation requirement is also unlikely to satisfy GATS art XIV(a) as it does not 

effectively contribute to cybersecurity protection and other policy objectives such as 

protecting public morals but rather appears to be aimed at increasing government control 

over domestic internet users. Further, even though the wording of the data localisation 

provision appears neutral, it favours local service suppliers and thus may fail the test 

under the GATS art XIV chapeau. The security exception in GATS art XIVbis is 
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irrelevant to the data localisation requirement as it does not fall within the scope of the 

exceptional circumstances listed in this provision. 

Finally, although no legal action is currently possible against the Vietnamese 

Cybersecurity Law under CPTPP, the data localisation requirement can violate CPTPP 

art 14.13. Therefore, provisions in GATS and CPTPP can be effective in curtailing 

straightforward disguised measures such as the Vietnamese Cybersecurity Law and could 

facilitate a better balancing of internet openness and security.  

VI BALANCING INTERNET OPENNESS AND SECURITY: THE ROLE OF TRADE LAW  

The previous sections indicate that GATS applies to cybersecurity-related data-restrictive 

measures and can play an instrumental role in balancing internet openness and security, 

especially when assessing these measures under exceptions in GATS art XIV and other 

provisions such as GATS art VI. Further, GATS does not per se prohibit Members from 

adopting data-restrictive measures for cybersecurity protection but requires that they 

design cybersecurity measures that are non-discriminatory and consistent with 

obligations such as market access and national treatment. Based on previous sections, this 

section explains how GATS and other relevant provisions can contribute to internet 

security and balance internet openness and security, as well as the main challenges 

involved in achieving this balance. 

Obligations on non-discrimination, market access and domestic regulation facilitate more 

certainty and openness in the digital services market, including facilitating cross-border 

data flows. Rules on domestic regulation also encourage the adoption of more reasonable 

and objective cybersecurity regulations, for example, in consonance with standards 

adopted by international organisations. Similarly, the necessity test in GATS art XIV and 

analysis under the GATS art XIV chapeau can potentially avert highly trade-restrictive 

and technologically inefficient measures and are especially effective in curtailing 

protectionist measures disguised as cybersecurity measures. Several countries also argue 

that their cybersecurity measures are important for national security and would fall within 

the scope of GATS art XIVbis. However, this exception has a limited scope and should 

be interpreted more strictly given the potential for misuse.233 The case study in Section V 

demonstrates that some highly restrictive data localisation measures can be disciplined 

using GATS disciplines. Thus, GATS rules can, at least to some extent, contribute to 

achieving internet security and help balance internet openness and security. 

 

233 See discussion in Section IIIB2. 
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However, GATS provisions are not effective in balancing internet openness and security 

in all cases. For instance, under GATS art XIV (if applicable), Panels can assess whether 

a specific measure is necessary to achieve a Member’s specific policy objective but 

cannot interfere with how they set their policy objectives. In other words, Members can 

have different reasons for regulating certain cybersecurity threats or cyber-risks. Certain 

data-restrictive measures, such as imposition of domestic cybersecurity standards usually 

increase governmental control over domestic internet activities at the cost of internet 

security. While these domestic standards are theoretically subject to scrutiny under GATS 

art XIV and GATS art VI:5, Panels are likely to face constraints in assessing legitimacy 

and effectiveness of domestic standards, given the lack of international norms and 

multilateral standards on cybersecurity protection. For example, certain governments may 

argue that their domestic cybersecurity standards are superior to other prevalent 

standards. Such Members may object to Panels considering any other standards as 

relevant benchmarks to assess the reasonableness or necessity of their domestic 

cybersecurity standards. This uncertainty is further exacerbated by the unpredictable 

nature of cybersecurity threats234 and the lack of consensus (arguably, even within the 

internet technical community) on best policies or technological tools to achieve 

cybersecurity.235 

Although looking at technical and legal evidence can sometimes be helpful in dealing 

with complex data-restrictive measures, Panels do not have the mandate to resolve 

fundamental policy disagreements on cybersecurity issues. For example, in a case 

involving contested cybersecurity standards, they are more likely to defer to the 

Member’s standard, even if it is inefficient or ineffective. In particular, GATS provides 

little scope for Panels to have regard to the importance of private and multistakeholder 

cybersecurity standards such as while examining evidence on consistency of domestic 

standards with internationally recognised standards.236 More governments are now 

recognising the importance of private and multistakeholder standards in developing their 

domestic cybersecurity framework,237 which could change their relevance in the future in 

applying and interpreting GATS. But, for now, the unresolved relationship between 

GATS and private/multistakeholder standards is likely to lead to incoherence and 

uncertainty.  

Similarly, assessing the reasonable availability and effectiveness of cybersecurity 

measures, including the less trade-restrictive alternatives proposed by a complainant in a 

 

234 Peng, above n 78, 450.  
235 See discussion on implementation of internet security in Chapter 2 (Section IIC3).  
236 Peng, above n 78, 450, 465.  
237 See discussion of ENISA and NIST in Peng, above n 78, 451. 
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WTO dispute, is not straightforward in an environment of technological and legal 

uncertainty. For example, the use of technological solutions to security issues can be 

considered inadequate in addressing cybersecurity policy concerns. One such example is 

a security-by-design requirement, which means that instead of dealing with cyber-risks 

in an ad-hoc or post-hoc manner, all digital manufacturers should configure robust 

security controls in the design of the digital product or service.238 Such a requirement 

could be incorporated in domestic laws. However, such solutions may be considered 

insufficient under GATS art XIV as ‘alternative’ measures because Members might find 

it difficult to monitor and assess if all digital service suppliers are complying with 

security-by-design requirements, especially given the lack of consensus on cybersecurity 

standards. Thus, judicial remedies (ie through international trade tribunals) are not always 

suited to achieving an effective balance between internet openness and security. 239  

Certain Members are now claiming that their cybersecurity measures are justified under 

the security exception, as national security and cybersecurity are interlinked.240 However, 

Members must be cautious as GATS art XIVbis applies in very limited circumstances and 

the application of this exception to cybersecurity measures can raise questions outside the 

competence and mandate of the WTO. As cybersecurity threats are growing in an 

unpredictable manner, countries are understandably adopting stronger measures to detect 

and avert future or latent cybersecurity threats. But Panels are in no position to assess the 

possibility/probability of such cyber-risks. Refraining from adjudicating on such issues is 

also judicious as underestimating cyber-risks can be harmful to international peace and 

security while being blindly deferential to a Member’s assertions under GATS art XIVbis 

can increase incidence of disguised cybersecurity measures.  

As cybersecurity threats are evolving, the notion of internet security is also changing 

drastically.241 Moreover, cyberattacks are different from military attacks (which GATS 

art XIVbis was drafted to cover)242 because cyberthreats are persistent, can originate 

anywhere, be executed by both state and non-state parties and cause extensive damage in 

 

238 AWS, ‘Security by Design’ <https://aws.amazon.com/compliance/security-by-design/>.  
239 See generally Gregory Shaffer, ‘A Tragedy in the Making: The Decline of Law and the Return of Power 

in International Trade Relations’ (Legal Studies Research Paper Series no 2018-64, University of 

California, 2018) 8-9.  
240 See, eg, Rogier Creemers et al, ‘Translation: Xi Jinping’s April 20 Speech at the National Cybersecurity 

and Informatization Work Conference’ on DigiChina (30 April 2018) 

<https://www.newamerica.org/cybersecurity-initiative/digichina/blog/translation-xi-jinpings-april-20-

speech-national-cybersecurity-and-informatization-work-conference/>.  
241 See generally Weishan Mao et al, ‘From Technological Issue to Military-Diplomatic Affairs: Analysis 

of China’s Official Cybersecurity Discourse (1994-2016) in Jeremy Hunsinger et al (eds), Second 

International Handbook of Internet Research (Springer, Forthcoming) (copy available with the author).  
242 See Section IIIB2(b).  

https://aws.amazon.com/compliance/security-by-design/
https://www.newamerica.org/cybersecurity-initiative/digichina/blog/translation-xi-jinpings-april-20-speech-national-cybersecurity-and-informatization-work-conference/
https://www.newamerica.org/cybersecurity-initiative/digichina/blog/translation-xi-jinpings-april-20-speech-national-cybersecurity-and-informatization-work-conference/
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a matter of seconds or minutes. The unique nature of cybersecurity threats and 

cyberwarfare raises further questions about whether GATS art XIVbis must be read 

differently to address internet security risks or whether a new exception may be necessary, 

for example, one which clearly covers imminent cybersecurity threats and cyberattacks 

conducted by non-state entities. Finally, even if Panels find that certain cybersecurity 

measures violate GATS, the implementing Members may choose to ignore these findings 

if they consider their cybersecurity measures a fundamental expression of their sovereign 

power. These outcomes are highly undesirable in the current political climate and could 

further weaken the multilateral trade system.243  

The evaluation of cybersecurity provisions in recent PTAs in Section IV reveals the 

complex relationship of trade law and cybersecurity. Recent PTAs, such as CPTPP and 

USMCA, focus on different internet security issues although binding provisions have 

been included only on data localisation and forced disclosure of source code. The 

cybersecurity disciplines in these PTAs are much weaker in dealing with international 

cybersecurity cooperation, for example, encouraging trading partners to adopt 

internationally recognised and competitive cybersecurity standards. Thus, they fail to 

balance the requirements regarding free flow of data with internet security. For instance, 

none of these PTAs require parties to adopt robust and transparent standards and practices 

on cybersecurity protection. Therefore, despite acknowledging the importance of internet 

security issues, PTAs such as USMCA and CPTPP fail to make a significant contribution 

to balancing internet openness and security.  

VII CONCLUSION  

Cybersecurity measures are emerging as a key concern in digital services trade today. 

Many of these measures restrict cross-border data flows and thus inhibit internet 

openness. Given the increasing incidence of such measures, this chapter focuses on 

applying GATS and certain relevant PTA rules to cybersecurity measures restricting 

cross-border data flows. Some examples discussed in this chapter include explicit 

restrictions on cross-border data transfers, such as data localisation; mandatory domestic 

cybersecurity standards that reduce interoperability of global data operations; and 

mandatory requirements of disclosure of source code, algorithms, or other key technical 

information to access domestic markets. Governments often justify such measures as 

necessary for internet security, for example by protecting internet users from cybercrimes 

and promoting data/network security. Increasingly, countries also consider cybersecurity 

an issue of national security and thus assert that some of these measures are necessary to 

 

243 Tania Voon, ‘The Security Exception in WTO Law: Entering a New Era’ (2019) 113 AJIL Unbound 45, 

48, 50.  
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protect their essential security interests and covered by the security exceptions in 

international trade agreements.  

This chapter argues that cybersecurity-related data-restrictive measures may be 

inconsistent with GATS obligations on national treatment, market access, MFN treatment 

and domestic regulation. However, given their underlying policy rationale(s), they may 

be justified under GATS art XIV(a) or art XIV(c). A much smaller set of measures will 

qualify under the security exception in GATS art XIVbis, which applies in limited and 

exceptional circumstances such as measures taken to protect essential security interests 

during war or related to digital services used in nuclear and military facilities. Further, in 

specific cases, the relevant cybersecurity disciplines under PTAs may also apply, for 

example, if parties to such PTAs impose data localisation requirements or require 

disclosure of source code or algorithms as a condition of market access. However, the 

PTA disciplines on cybersecurity do not represent a significant advance on GATS rules.  

The exception contained in GATS art XIV and CPTPP (art 14.13.3) and other provisions 

such as GATS art VI:5 can be effective in dealing with straightforward data-restrictive 

measures with a clear protectionist intent or if they impose arbitrary or 

excessive/disproportionate technical standards or other licensing requirements. The case 

study of the data localisation requirement in the Vietnamese Cybersecurity Law is one 

such example. In assessing this measure, Panels can and should thoroughly investigate 

the measure using both legal and technological evidence to examine its effectiveness in 

achieving the stated policy objective, its trade-restrictive impact, and less trade-restrictive 

alternatives, bearing in mind that the WTO cannot question or interfere with Members’ 

identification of cyber-risks or desired level of cybersecurity protection. 

In conducting this assessment under GATS art XIV, Panels can face limitations such as 

being unable to consider multistakeholder/private standards and best practices in 

cybersecurity protection. Further, the technological and policy uncertainty and divergent 

perspectives among Members on cybersecurity issues could put Panels in an 

uncomfortable position. Thus, this chapter concludes that while international trade law, 

especially GATS, can play a helpful role in disciplining cybersecurity-related data-

restrictive measures, certain limitations exist in applying trade rules to achieve an 

optimum balance between internet openness and security. Similar to the conclusion in the 

previous two chapters, this chapter indicates that certain reforms in WTO rules might be 

necessary and helpful in ensuring stronger alignment between GATS and principles of 

internet governance such as internet security. Chapter 6 of the thesis discusses what these 

reforms are and how the WTO could implement them.  
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Chapter 6: Conclusions and Ideas for Aligning Trade with Internet Policy 

Objectives  

 

Data flows are fundamental to digital trade. They not only drive commercial transactions 

but also constitute ‘intangible asset[s]’ and ‘infrastructure’ underlying a digitalised 

economy.1 Free flow of data is also essential to preserve the fundamental end-to-end 

architecture of the internet. Despite the economic and technological importance of data 

flows, various governments restrict personal or non-personal data from flowing across 

their borders through data-restrictive measures. These restrictions have significant 

economic costs, by hindering cross-border trade in services and interfering with the 

seamless functioning of different layers of the internet. Thus, regulation of cross-border 

data flows is a key concern in both international trade law and internet policy/governance.  

International trade law and internet governance are distinct fields of regulation and 

governance. The internet is primarily governed by a complex web of norms, protocols 

and standards developed by a diverse (often, multistakeholder) group of organisations in 

the internet policy and technical community. These norms, protocols and standards are 

not legally binding although there is significant consensus around them.2 In contrast, rules 

applicable to trade-restrictive measures are contained in WTO treaties and PTAs and 

impose several binding obligations on Members. For example, Members restricting data 

flows could violate GATS obligations on national treatment and market access, if they 

impose data-restrictive measures in sectors in which they have inscribed relevant 

commitments in their Schedules.  

Data-restrictive measures, although implemented domestically, are far-reaching, 

affecting global business models and practices of technology companies. Further, data-

restrictive measures hinder the balanced application of the principles of internet openness, 

privacy and security. For example, many data localisation measures not only restrict 

cross-border data operations of foreign companies but also adversely impact data privacy 

and security.3 Data-restrictive measures are especially harmful when aimed at achieving 

ulterior motives like protecting domestic digital sectors in violation of international trade 

law or breaching human rights under the guise of achieving internet privacy or security.  

 

1 Dan Ciuriak, ‘Rethinking Industrial Policy for the Data-driven Economy’ (CIGI Paper no 82, Centre for 

International Governance Innovation, October 2018) 6.  
2 Joost Pauwelyn et al, ‘When Structures Become Shackles: Stagnation and Dynamics in International 

Lawmaking’ (2014) 25(3) European Journal of International Law 733, 738, 743, 749; Dennis Redker et 

al, ‘Towards Digital Constitutionalism? Mapping Attempts to Craft an Internet Bill of Rights’ (2018) 80(4) 

International Communications Gazette 385-400.  
3 See, eg, Chapter 4 (Section III) (Russian Data Localisation Law) and Chapter 5 (Section V) (Vietnamese 

Cybersecurity Law).  
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The deeply integrated nature of the global digital economy requires data to flow freely 

despite regulatory differences among Members. However, no international consensus 

exists regarding how countries regulate data flows, making it difficult to trade and internet 

policy objectives when applying GATS to data-restrictive measures. GATS does not 

preclude Members from restricting data flows for legitimate policy reasons including 

protecting internet users from harm (eg, measures justifiable under GATS art XIV). 

However, in applying GATS art XIV, Panels must ideally achieve the right balance 

between liberalising data flows and preserving sufficient autonomy for Members to 

achieve their internet policy objectives. Several countries have varying and even 

conflicting viewpoints on the kinds of cyber-risks that they are willing to tolerate and the 

regulatory tools they use to do so. For example, certain countries view data/server location 

as a proxy for more effective regulation of data while others argue that data localisation 

is ineffective and unnecessary for achieving internet policy objectives.4 Given these 

regulatory differences among Members, the potential impact of GATS on achieving 

internet policy objectives, both transnationally and globally, is unclear. Thus, the study 

of interlinkages between GATS and internet policy/governance is both timely and vital.  

Section II outlines the arguments and conclusions from previous chapters. First, it 

summarises the theoretical framework proposed in Chapter 2, namely the role of the 

principles of internet openness, privacy and security in the governance of data flows, and 

how these principles could be relevant in applying international trade law to data-

restrictive measures. Next, this section summarises the key arguments advanced in 

Chapters 3, 4 and 5 highlighting: (i) how GATS applies to data-restrictive measures; (ii) 

the extent to which GATS can align with and therefore contribute to internet openness, 

privacy and security; and (iii) the challenges in aligning GATS with internet openness, 

privacy and security.  

In light of the various challenges arising with respect to aligning GATS with internet 

openness, privacy and security, Section III addresses if GATS can be utilised better or 

reformed to achieve stronger alignment with these three principles. Additionally, it 

evaluates options outside the WTO framework to develop more robust and balanced 

regulations on cross-border data flows. It looks at three areas: (i) using existing GATS 

provisions on transparency (art III) and recognition (art VII) more meaningfully; (ii) 

developing new WTO disciplines on cross-border data flows; and (iii) exploring 

informal/soft law mechanisms in WTO law to develop high-level principles facilitating 

cross-border data flows and developing stronger international regulatory cooperation. 

 

4 For example, US/Japan and India/South Africa/China have contrasting views on data localisation. See, 

eg, Communication from China, ‘Joint State on Electronic Commerce’, WTO Doc INF/ECOM/19 (23 April 

2019); Communication from the US, ‘Communication from the US, ‘Joint Statement on Electronic 

Commerce’, WTO Doc INF/ECOM/23 (26 April 2019); Communication from Japan, ‘Joint Statement on 

Electronic Commerce’, WTO Doc INF/ECOM/4 (24 April 2019) [2]; Communication from the African 

Group, ‘Work Programme on Electronic Commerce, Report of Panel Discussion on ‘Digital Industrial 

Policy and Development’, WTO Doc JOB/GC/133 (21 July 2017). 
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Section IV highlights future areas of research necessary for developing holistic 

understanding of the role of international trade law in the global internet and data 

governance framework.  

Section V concludes that GATS can be thoughtfully applied and interpreted to align with 

principles of internet openness, privacy and security. For example, Members’ 

commitments in their Schedules can be interpreted in a technologically neutral and 

liberalising manner to facilitate internet openness. Further, GATS obligations on non-

discrimination, domestic regulation and market access support an open market for cross-

border data flows (to the extent they are applicable in sectors in which Members have 

inscribed relevant commitments), thus supporting internet openness. Finally, under 

GATS art XIV, Panels can distinguish protectionist data-restrictive measures disguised 

as cybersecurity/privacy/content regulation measures from those genuinely necessary to 

achieve these objectives. Thus, GATS can facilitate a better balance between internet 

openness and privacy/security, especially in the case of direct and blatant data-restrictive 

measures.  

However, the extent to which GATS can align with internet openness, privacy and 

security is circumscribed by two factors: first, the lack of multilateral consensus on 

international standards and norms on internet openness, privacy and security; and second, 

the growing distrust in the global internet resulting in inward-looking data-restrictive 

measures among Members. To address these challenges, this thesis suggests a multi-

pronged approach combining: meaningful use of existing GATS provisions on 

transparency (art III) and recognition (art VII); further reforming WTO law such as 

introducing relevant disciplines on cross-border data flows; and finally, examining 

options outside the multilateral system such as a high-level, non-binding WTO 

declaration on data flows; facilitating stronger international and transnational regulatory 

cooperation on relevant cross-border data regulation-related issues; and developing 

experimental collaborations between the WTO and internet governance institutions. 

Given the broad membership of the WTO, the thesis also proposes that the WTO can 

support regulatory cooperation in different fora by acting as a site for dialogue, 

information exchange, and coordination among countries. 

 ALIGNING WTO LAW WITH INTERNET OPENNESS, PRIVACY AND SECURITY: THE 

ROLE OF GATS  

This thesis develops a framework based on the foundational principles in internet 

governance on data flows (internet openness, privacy and security) in order to evaluate 

how trade and internet policy objectives can be balanced when applying GATS to data-

restrictive measures (as set out in Chapter 2). Section IIA recaps this framework and then 

argues that aligning GATS with internet openness, privacy and security is essential to 

support both an open and predictable framework for digital trade and robust regulations 

supporting legitimate internet policy objectives. The remainder of this section 
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summarises the key findings from Chapters 3, 4 and 5. Section IIB highlights the various 

means by which GATS provisions can be thoughtfully interpreted and applied to data-

restrictive measures in order to align with the principles of internet openness, privacy and 

security, while Section IIC explains the various challenges in doing so. This section 

concludes that although GATS can align with internet openness, privacy and security, 

certain inherent gaps in GATS coupled with the lack of international consensus on 

internet policies limit the extent to which this alignment can be achieved.  

A Importance of Internet Openness, Privacy and Security in Governing Data Flows  

Principles of internet governance can be derived from various sources such as 

declarations and resolutions of internet multistakeholder organisations; technical 

standards and memos; recommendations and best practices of the private sector and 

internet technical community; voluntary norms and standards set by multistakeholder 

internet organisations; and relevant soft law declarations of governments or multilateral 

organisations. By looking at these multiple resources, this thesis distils and assimilates 

the key principles applicable to data flowing through the internet, namely internet 

openness, internet privacy and internet security, each briefly summarised below.  

1 The Principle of Internet Openness 

Internet openness refers to the free flow of data through the internet without unnecessary 

disruptions or controls. The importance of a ‘free and open internet’ is recognised in 

several declarations of intergovernmental and multistakeholder bodies. The internet 

technical community and private companies play a critical role in ensuring internet 

openness as they design technical protocols, designs and standards used in digital 

services. Internet openness is not absolute. Some fragmentation is necessary for technical 

and practical reasons, such as implementing private networks used in military facilities, 

enabling secret communications for intelligence operations, and prohibiting circulation 

of harmful online content (eg, child pornography). As data-restrictive measures often 

contain unreasonable restrictions on cross-border data flows, they constrain internet 

openness. However, certain governments continue imposing such measures, including by 

interfering with the underlying routing protocols of the public internet and/or forcing 

digital service suppliers to adopt specific standards. These measures are mostly 

counterproductive as they inhibit innovation, limit internet users’ access to global 

markets, and increase concentration of cyberthreats in certain territories or networks.  

2 The Principle of Internet Privacy  

The principle of internet privacy refers to protecting the information related to personal 

lives of internet users by giving them control over the collection and use of their data, 

thereby preventing unauthorised use, collection, and disclosure of such data. The right to 

privacy is enshrined in various international human rights treaties and other international 

conventions, such as the COE Convention, and in the constitutions or domestic laws of 
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several countries (arguably including privacy in the online context). Many countries also 

implement data protection laws to achieve privacy protection with their borders. The UN 

has in various resolutions acknowledged the importance of privacy in the digital age. 

Other organisations, such as the OECD and APEC, have also developed frameworks on 

privacy and data protection. Despite significant consensus on the importance of internet 

privacy, governments differ in how they perceive privacy as a policy objective (eg, as a 

fundamental human right versus consumer right) and the tools they use to protect it (eg, 

comprehensive privacy and data protections laws, sectoral regulations or voluntary 

undertakings by private companies).5 The internet technical community and private sector 

also play a vital role in ensuring that technical designs and standards used in the network 

and digital services comply with privacy requirements (including complying with 

relevant domestic laws). 

3 The Principle of Internet Security  

The principle of internet security or cybersecurity refers to protecting confidentiality, 

integrity and availability of data as well as the networks carrying the data. The principle 

of internet security has different connotations for different stakeholders. For example, 

several governments consider cybersecurity as a fundamental component of national 

security, while the internet technical community is primarily concerned with the technical 

designs and standards that ensure security of data and networks. The importance of 

‘cybersecurity’ is increasingly recognised in both intergovernmental and 

multistakeholder declarations. Additionally, various governments have implemented 

cybersecurity laws or strategies and coordinate extensively with the private sector in 

developing national cybersecurity frameworks, such as the US’ NIST framework.6 

Despite its importance, the global regulatory framework for internet security is highly 

fragmented. For example, while some governments support a market-driven approach in 

developing cybersecurity standards, others prefer a prescriptive approach, including 

developing domestic cybersecurity standards that are incompatible with standards 

developed by the internet technical community.7 

4 Complementarity of Internet Openness, Privacy and Security  

Internet security and privacy appear to be barriers to internet openness. For example, 

governments may need to restrict an open internet to reduce cybercrimes, protect internet 

users from harmful content, and ensure security of digital infrastructure. This thesis offers 

an alternative view, arguing that internet privacy and security play a critical role in 

ensuring trust in the internet and could therefore be enablers of internet openness. In other 

 

5 See discussion on the various laws and regulations on privacy and data protection in Chapter 2 (Sections 

IIB2, IIB3). 
6 Chapter 5 (Section I).  
7 Ibid.  
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words, when internet privacy and security are implemented in an objective, reasonable 

and judicious manner, they have a complementary relationship with internet openness. 

Despite the complementary nature of these three principles, governments have conflicting 

views on the degree of permissible internet openness and the types of laws and regulations 

necessary to achieve internet security and privacy domestically. Consequently, an 

important challenge in data governance is finding an optimal balance between internet 

openness and privacy/security in domestic and global regulatory frameworks. 

Several examples demonstrate the complementary relationship between internet 

openness, privacy and security. Proprietary or closed standards and protocols not only 

constrain internet openness but also prejudice internet security and privacy as they are not 

subject to the rigorous scrutiny common to competitive market-driven standards and open 

network protocols developed by the internet technical community. Further, security and 

privacy risks are not automatically eliminated in closed networks. For example, if the 

designs and protocols of closed networks are not robust, they remain susceptible to 

unauthorised intrusions. Finally, internet security and privacy are also related, as secure 

technologies (such as strong encryption standards) protect internet users from privacy 

breaches.  

5 Importance of Aligning GATS with Internet Openness, Privacy and Security  

The thesis proposes that GATS should be applied to data-restrictive measures so as to 

align with and contribute to internet openness, privacy and security in a balanced and 

complementary manner. These principles can be helpful in aligning trade with internet 

policy objectives and can also contribute to the liberalisation of digital services. First, 

implementing internet openness, privacy and security in a balanced manner creates 

greater opportunities for digital entrepreneurs while promoting responsible digital 

behaviour, thereby supporting the ‘economic welfare’ objective of WTO law. Second, 

multistakeholder norms, technical standards and best practices relating to these principles 

can be relevant in assessing trade disputes related to data-restrictive measures. For 

example, experts from the internet technical and policy community can provide insights 

regarding the necessity of data-restrictive measures to achieve specific internet-related 

policy objectives. In certain cases, multistakeholder norms or standards can be useful 

benchmarks to assess the proportionality of domestic technical standards restricting data 

flows. Third, these principles can help understand important gaps in GATS. For example, 

despite the importance of internet privacy and security in facilitating an open internet and 

cross-border flows of digital services, GATS (being a pre-internet era treaty) does not 

require Members to adopt regulatory frameworks on privacy and security or to take into 

account multistakeholder or private standards/norms on internet policy issues while 
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devising domestic regulations.8 Thus, the proposed framework can help in balancing trade 

and internet policy objectives in WTO law.  

B Balancing Trade with Internet Policy Objectives under GATS: Opportunities 

This thesis focuses on three kinds of data-restrictive measures, related to regulating online 

content (Chapter 3), achieving privacy and data protection (Chapter 4), and cybersecurity 

protection (Chapter 5). For each of these measures, the thesis examines how GATS 

applies to data-restrictive measures and whether it can be aligned with principles of 

internet openness, privacy and security. Using various examples discussed in Chapters 3-

5, this section focuses on the available opportunities in aligning GATS with principles of 

internet openness, privacy and security, namely (as elaborated below): (i) technologically 

neutral interpretation of GATS commitments in Members’ Schedules can facilitate 

internet openness; (ii) obligations on non-discrimination can facilitate internet openness; 

(iii) disciplines on domestic regulation can facilitate a better balance of internet openness, 

privacy and security; (iv) an evolutionary and more thoughtful interpretation of GATS 

exceptions (eg, art XIV) can contribute towards achieving a better balance of internet 

openness, privacy and security, especially in the case of direct and blatant data-restrictive 

measures.  

1 Technological Neutrality and Internet Openness  

GATS obligations on national treatment and market access apply in those sectors and 

modes of delivery in which Members have inscribed commitments in their Schedules. 

Interpreting these Schedules in a secure and predictable manner is important to ensure 

liberalisation of digital services. However, as most Members developed their Schedules 

based on a two-decade old services classification system (CPC Prov), significant 

uncertainty exists regarding the scope of Members’ Schedules vis-à-vis modern-day 

digital services.9  

WTO jurisprudence supports liberal and contemporaneous interpretation of commitments 

listed in Members’ Schedules. The AB has held that the commitments in Schedules are 

‘continuing obligations’, implying that they can apply to services which did not exist at 

the time of making commitments provided that these commitments are ‘generic enough’ 

to cover the new services.10 The AB has also indirectly supported technologically neutral 

interpretation of GATS commitments,11 implying that new means of supplying a service 

 

8 See generally Neha Mishra, ‘Privacy, Cybersecurity, and GATS Article XIV: A New Frontier for Trade 

and Internet Regulation?’ (2019) (Advanced Access) World Trade Review 1, 20-23.  
9 See examples discussed Chapter 3 (Sections IIIC, IIIE).  
10 AB Report, China – Publications and Audiovisual Products [396].  
11 See, eg, Ibid [364],[396].  
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(eg, from physical medium to online or from hardware to cloud-based) does not change 

the fundamental nature of the service.  

A technologically neutral approach in interpreting Members’ Schedules facilitates 

internet openness. Members intending to restrict data flows (for various policy motives) 

are likely to argue that the sectoral commitments in their Schedules on national treatment 

and market access do not apply to modern digital services such as internet search services 

and cloud computing services.12 However, interpreting these commitments in a 

technologically neutral manner would ensure that instead of rendering certain GATS 

obligations inapplicable to Members’ data-restrictive measures, Members would need to 

justify that their measures are necessary to achieve specific public policy objectives (eg, 

those listed in GATS art XIV). This outcome is preferable as the necessity test under 

GATS art XIV is rigorous and eliminates protectionist restrictions on internet openness.13 

Further, it facilitates greater certainty and predictability for digital service suppliers, 

thereby enhancing opportunities for digital innovation and supporting internet openness.14  

2 GATS Obligations and Contributions to Internet Openness, Privacy and Security  

Obligations on non-discrimination (ie national treatment and MFN) ensure that the 

internet remains free from discriminatory laws and regulations, thereby contributing to 

internet openness. Similarly, obligations on market access ensure that the global market 

for digital services remains free and open, thereby also contributing to internet openness. 

For example, Members imposing data localisation measures that discriminate against 

foreign services and service suppliers are likely to violate the national treatment 

obligation in GATS.15 By prohibiting discriminatory treatment of foreign services and 

service suppliers, the national treatment obligation facilitates cross-border data operations 

of digital service suppliers, and therefore supports internet openness. Similarly, a Member 

banning digital services from another Member (while allowing similar services from 

other Members) is likely to violate the MFN obligation in GATS. By preventing 

discriminatory restrictions on digital services based on the country of origin of the digital 

service or service supplier, the MFN obligation also facilitates internet openness.16  

However, obligations on national treatment and market access only apply in sectors in 

which Members have offered express commitments in their Schedules. Given that 

Members may not have inscribed commitments in all sectors affected by data-restrictive 

measures coupled with the lack of sufficient consensus on classification of digital services 

 

12 See discussion of relevant examples in Chapter 3 (Sections IIIC, IIIE). 
13 See Section IIB3.  
14 See Section IIA1.  
15 Also subject to Members’ GATS commitment in relevant sectors(s) and mode(s) of delivery. See case 

studies on data localisation measures in Russia (Chapter 4, Section III) and Vietnam (Chapter 5, Section 

V). 
16 See discussion on the US’ ban on Kapersky antivirus software discussed in Chapter 5 (Section IIA).  
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at the WTO, the obligations on national treatment and market access cannot address data-

restrictive measures in all sectors and, in that sense, make a limited contribution to 

enabling internet openness.  

The provision on domestic regulation (GATS art VI) can also help Members achieve a 

better balance of internet openness, privacy and security in their domestic regulations.17 

For example, under GATS art VI:5(b), Members that have inscribed commitments in 

specific sectors in their Schedules cannot impose disproportionate standards on 

cybersecurity or privacy in those sectors, for example, if the measure are more 

burdensome than necessary or inconsistent with prevailing international standards. 

Similarly, if Members have offered commitments in certain sectors related to digital 

services, they cannot administer compliance requirements in these sectors (eg, licensing 

requirements) in an inconsistent, unreasonable or unfair manner.  

The above obligations on domestic regulation generally ensure that data-restrictive 

measures are implemented reasonably, fairly and objectively, and provide for proper 

administrative procedures and guidelines. This prevents abuse of administrative 

discretion and ensures minimum due process,18 thereby leading to more balanced 

domestic regulations. This provision is particularly helpful as data-restrictive measures 

often provide for broad administrative discretion given the uncertainties surrounding 

digital technologies and can therefore be easily misused.19 Cross-border data flows can 

also be restricted by mandatory indigenous cybersecurity and encryption standards. 

GATS art VI:5(b) provides Panels the opportunity to consider relevant standards of 

international organisations that are likely to be more effective in achieving cybersecurity 

and privacy without disproportionately constraining internet openness. However, as 

‘international organization’ is defined narrowly in GATS art VI, prevalent 

multistakeholder and private standards may be less relevant under GATS art VI:5(b), as 

discussed further in Section IIC3.  

3 GATS Exceptions and Balancing Trade with Internet Policy Objectives  

The general exceptions in GATS art XIV allow Members to impose trade-restrictive 

measures when necessary to achieve specific public policy objectives. GATS art XIV can 

be interpreted in an evolutionary manner to accommodate various internet policy 

objectives, such as protecting circulation of harmful or offensive online content (GATS 

art XIV(a)), privacy and data protection (both GATS art XIV(c)(ii) and art XIV(a)), and 

protecting data and network security (GATS art XIV(c) and GATS art XIV(a)). Thus, 

Members are not per se prohibited from restricting data flows to regulate online content 

 

17 See discussion of GATS VI in Chapter 3 (Section IIID3).  
18 Shin-yi Peng, ‘The Rule of Law in Times of Technological Uncertainty: Is International Economic Law 

Ready for Emerging Supervisory Trends?’ (2019) 22(1) Journal of International Economic Law 1, 16-18. 
19 Ibid 9. 
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or on grounds of privacy/cybersecurity. Rather, Members need to demonstrate that these 

restrictions are necessary to achieve the specified policy objectives.  

GATS art XIV is an important tool for Panels to balance trade and internet policy 

objectives. It allows for a comprehensive investigation of the necessity of a data-

restrictive measure in achieving objectives including online content regulation, privacy 

and data protection and cybersecurity. If such measures are found to have negligible 

impact on achieving these policy objectives, they are likely to fail the test in GATS art 

XIV. Further, while assessing the necessity of data-restrictive measures, Panels can 

consider not only legal evidence but also inputs from the internet technical and policy 

community regarding the effectiveness of the measures and its impact on the internet.20 

For example, DSU art 13.2 allows Panels to seek information from relevant experts, 

including advisory opinions, on aspects of trade disputes. Through these inputs, Panels 

can gather helpful information to unearth hidden motives behind carefully disguised 

measures. For instance, both in the case of the Russian Data Localisation Law and the 

Vietnamese cybersecurity law, technical evidence is likely to indicate that these measures 

are counterproductive because they weaken technical standards, increase susceptibility of 

servers to cyber-attacks, and even facilitate illegal government surveillance.21 Given that 

these measures have negligible impact on improving privacy and cybersecurity and 

promote domestic companies, they are likely to violate GATS art XIV. By preventing 

such measures, GATS contributes to achieving higher levels of internet openness and 

curtails domestic laws creating a false sense of internet privacy or security. 

GATS art XIV also allows Panels to assess the viability of less trade-restrictive 

alternatives advanced by the complainant, including whether the said alternatives are 

reasonably available to the defendant and achieve the same level of protection of the 

policy objective. For instance, instead of the highly restrictive data localisation 

requirements, the Vietnamese cybersecurity law could arguably be more effective if it 

required all digital service suppliers to adopt international cybersecurity standards and 

best practices.22 Some experts have also suggested that rather than restricting data 

transfers to specific jurisdictions on grounds of privacy, Members could rely upon privacy 

trustmarks or similar data transfer mechanisms.23 Depending on the regulatory capacity 

of Members and the effectiveness of these alternatives, Panels/AB may or may not find 

such alternatives feasible. A fair, informed and balanced assessment of the less trade-

restrictive alternatives can promote improved outcomes for internet openness, privacy 

and security.  

 

20 For a general discussion on data localisation vis-à-vis GATS art XIV, see Mishra, above n 8.  
21 See discussions on the relevant technical evidence in such WTO disputes in Chapters 4 (Section IIIC3) 

and 5 (Section VC1). 
22 See Chapter 5 (Section VC1).  
23 See discussion of privacy trustmarks in Chapter 4 (Section IIIA2(c).  



 

  

204 

Where data-restrictive measures are helpful in online content regulation or preventing 

cyber threats and privacy violations, GATS art XIV safeguards the policy space necessary 

for Members to impose data-restrictive measures to achieve these internet policy 

objectives. For example, as the GDPR data transfer provisions facilitate greater protection 

of personal data of EU users and compliance with EU data protection standards, they are 

likely to be provisionally justified under GATS art XIV(a) and art XIV(c)(ii). Similarly, 

the prohibition on the supply of unauthorised VPN services in China, although highly 

trade-restrictive, is effective in achieving the government’s objective of banning access 

to harmful or offensive online content and thus provisionally justified under GATS art 

XIV(a).24  

Finally, GATS art XIVbis can be interpreted to cover cybersecurity-related data-

restrictive measures relating to national security. For example, data restrictions pertaining 

to digital services used in military or nuclear facilities or other types of defence-related 

infrastructure affect national security and thus covered under GATS art XIVbis. 

Similarly, data-restrictive measures imposed by Members in the event of a war or 

emergency in international relations are covered under GATS art XIVbis. Thus, GATS 

art XIVbis can foreseeably play a critical role in contributing to internet security although 

its role and relevance in balancing trade and internet policy objectives is limited compared 

to GATS art XIV for two reasons. First, the meaning of ‘war’ or ‘emergency in 

international relations’ in the context of cyber-relations is unclear in public international 

law, thereby creating uncertainty regarding the scope of GATS art XIVbis. Second, 

majority of prevalent cybersecurity-related data-restrictive measures address day-to-day 

commercial cybersecurity risks rather than the exceptional circumstances contained in 

GATS art XIVbis.25  

C Balancing Trade with Internet Policy Objectives under GATS: Challenges  

This section summarises the main challenges arising in aligning GATS with internet 

openness, privacy and security. First, the unique structure of GATS coupled with the pre-

internet era nature of this treaty raises challenges in interpreting the scope and 

applicability of Members’ Schedules vis-à-vis modern-day digital services. Second, the 

legal, policy and technological uncertainties in data-driven sectors and the lack of binding 

international consensus or applicable international law on internet policy issues raises 

challenges in applying GATS to data-restrictive measures. Third, GATS does not provide 

sufficient room to Panels to consider relevant multistakeholder or private standards or 

norms as benchmarks in assessing data-restrictive measures under provisions such as 

 

24 Both these measures are likely to be with inconsistent with the GATS art XIV chapeau because of their 

arbitrary application. See Chapters 3(Section IIIE3) and 4 (Section IVC3).  
25 See Chapter 5 (Section IIIB2).  
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GATS art VI:5 and art XIV. Finally, certain aspects of cross-border data flows such as 

protection of international human rights cannot be addressed or resolved using WTO law.  

1 Unresolved Classification Issues Related to Digital Services  

Given that the classification system used by most Members (CPC Prov) is old and was 

not designed to cover many digital services available today, considerable differences exist 

among Members on how the relevant commitments in their respective Schedules should 

be interpreted. For example, the most recent version of this classification system (CPC 

v2) does not contain ‘computer and related services’ (CPC 82) but distributes the 

subsectors under CPC 82 to other categories such as ‘business services’ and ‘online 

content services’.26 Thus, it is uncertain whether modern digital services (eg, internet 

platform services) fall within the scope of ‘computer and related services’ in Members’ 

Schedules. Further, given the conflicting views among Members, renegotiating Schedules 

or agreeing on a common meaning/scope of ‘computer and related services’ or ‘database 

services’ appears unlikely.27  

As discussed in Section IIB1, interpreting the commitments in a technologically neutral 

manner can be useful in dealing with the unresolved problems on classification of digital 

services. However, this approach is not always helpful. For example, a technologically 

neutral approach is not necessarily sufficient to determine if internet platforms (resulting 

from the integration of various digital services) should be considered a combination of 

different services (ie looking at commitments across sectors), an integrated service driven 

by ancillary services (ie requiring determination of the primary sector at issue) or a 

completely new service (ie outside the scope of GATS).28  

2 Lack of International Consensus on Internet Policy Issues  

Countries generally do not agree on the desirable or optimal balance between internet 

openness, privacy and security and the best means or standards to achieve it. This is also 

reflected at the WTO, where no clear consensus exists on how legitimate restrictions on 

data flows should be distinguished from trade-distorting data-restrictive measures.29 For 

example, the EU argues that privacy measures should be excluded from the scrutiny of 

international trade agreements as privacy is a fundamental human right,30 whereas other 

Members seek a balance between enabling cross-border data flows and addressing 

 

26 Central Product Classification (CPC) Version 2.1 (ST/ESA/STAT/SER.M/77/Ver.2.1, Department of 

Economics and Social Affairs, Statistics Division, UN, 2015).  
27 For discussion on differences among Members on classifying digital services, see Chapter 3 (Section 

IIIC).  
28 See Chapter 3 (Section IIIE).  
29 Susan Ariel Aaronson, ‘Safe Passage through the Cross-Border Data Minefield’ (Paper Presented at SIEL 

Sixth Biennial Conference, Washington, July 2018) 12.  
30 EC, ‘Horizontal Provisions for Cross-Border Data Flows and for Personal Data Protection’ 

<http://trade.ec.europa.eu/doclib/docs/2018/may/tradoc_156884.pdf>. 

http://trade.ec.europa.eu/doclib/docs/2018/may/tradoc_156884.pdf


 

  

206 

privacy-related concerns, including by incorporating certain international 

guidelines/standards on data protection in their PTAs.31  

As GATS permits Members to assess policy preferences depending on their socio-

economic, regulatory and political circumstances, the lack of international consensus on 

internet policy issues is a constraint in balancing trade and internet policy objectives. This 

is despite the strong consensus in the internet multistakeholder community on how to 

achieve internet openness, privacy and security.32 For example, several countries claim 

that their cybersecurity laws are necessary to protect national security. However, given 

the lack of international legal norms on what constitutes a cyber war or how cyberattacks 

are attributable to specific Members, GATS art XIVbis can be misused by Members to 

impose unnecessary and inefficient cybersecurity measures. Similarly, data protection 

laws imposing burdensome and expensive compliance requirements for cross-border data 

operations (such as BCRs in the GDPR)33 cannot be fully addressed by GATS art VI or 

art XIV (assuming it is implemented in a non-discriminatory manner). Here, Panels, are 

unlikely to consider other market-driven and risk-based approaches to regulating privacy 

(eg, accountability-based approach in data protection)34 and technological solutions (eg, 

privacy-by-design),35 even though these approaches have garnered support in the internet 

multistakeholder community.  

3 Irrelevance of Multistakeholder and Private Standards  

The inability of Panels to consider multistakeholder/private internet standards in 

examining data-restrictive measures under GATS can constrain balancing trade and 

internet policy objectives. The multistakeholder internet community plays a vital role in 

advocating standards and protocols that balance internet openness, privacy and security.36 

Such protocols and standards are usually open, competitive, transparent and market-

driven.37 Many of these standards however do not fall within the definition of 

‘international standard’ under GATS art VI:5(b) as they are not devised or sponsored by 

intergovernmental or multilateral organisations.38 Therefore, data flows restricted by 

burdensome domestic standards on cybersecurity or privacy could comply with GATS, 

even when incompatible with internationally recognised standards developed by 

private/multistakeholder bodies, such as the IETF, ISO, IEEE and W3C. This argument 

 

31 See, eg, USMCA art 19.8.2.  
32 See Redker et al, above n 2.  
33 See discussion on BCRs in Chapter 4 (Section IVB1).  
34 See discussion on accountability-based approach in Chapter 4 (Section IIA1(d)).  
35 See discussion on privacy-by-design in Chapter 4 (Section IVC2) and security-by-design in Chapter 5 

(Section IIIA2(d)).  
36 See Section IIA.  
37 Harsha Vardhan Singh et al, ‘Governance of International Trade and the Internet: Existing and Evolving 

Regulatory Systems’ (CIGI Paper Series no 32, Centre for International Governance Innovation, May 

2016) 7. 
38 See discussion in Chapters 4 (Section IIA1(d)) and 5(Section IID).  
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also applies in assessing the necessity of domestic technical standards under GATS art 

XIV. Where such standards are contested (eg, if the Member imposing the domestic 

standard believes that it is more effective than private/multistakeholder standards), Panels 

lack the mandate or expertise to decide between such conflicting domestic and 

private/multistakeholder standards and therefore unlikely to interfere even when these 

standards adversely affect internet openness, privacy and/or security.39  

4 Dealing with Areas Outside the Scope of GATS  

GATS is not equipped to deal with various political and social dimensions of internet 

openness, privacy and security.40 For example, principles of internet openness, security 

and privacy have international human rights and political connotations,41 falling outside 

the scope of WTO law.42 For example, while examining whether internet censorship 

measures or internet shutdowns violate GATS, Panels are likely to avoid discussing 

human rights concerns associated with it.43 GATS also does not directly discipline the 

behaviour of private companies using and processing personal data. Several of these 

issues are more likely to be addressed through competition, data and consumer protection 

laws.44  

 A MULTI-PRONGED APPROACH TO BALANCING TRADE AND INTERNET POLICY 

OBJECTIVES  

The above section highlights various challenges in aligning GATS with internet openness, 

privacy and security and thus balancing trade and internet policy objectives. The key 

challenge lies in balancing trade liberalisation and internet policy objectives in a legally 

sound and politically sensitive manner, such that GATS can support free cross-border 

data flows without Members compromising on achieving their internet policy objectives. 

It also highlights the need for an international legal framework that facilitates trust among 

countries on issues such as privacy and cybersecurity and reduces their incentive/desire 

to impose data-restrictive measures. To address these challenges, this section builds on 

various existing ideas in the field45 and proposes a multi-pronged approach so as to 

 

39 This argument was comprehensively investigated by the author in Mishra, above n 8, 22.  
40 Mira Burri, ‘New Legal Design for Digital Commerce in Free Trade Agreements’ (2017) 107(3) 

Digiworld Economic Journal 1, 2, 5.  
41 See, eg, internet openness is linked to freedom of expression; internet privacy relates to protecting 

fundamental right to privacy; internet security is linked to national security. See Chapter 2 (Sections IIA1, 

IIB1, IIC1).  
42 Susan Aaronson, ‘What Are We Talking About When We Talk About Digital Protectionism?’ (2018) 

(Advanced Access) World Trade Review 1, 6,7, 19.  
43 Aaronson, above n 29, 13.  
44 For a discussion on data and competition issues, see Dan Ciuriak, ‘World Trade Organization 2.0: 

Reforming Multilateral Trade Rules for the Digital Age’ (CIGI Policy Brief no 152, CIGI, 11 July 2019).  
45 See, eg, Usman Ahmed, ‘The Importance of Cross-Border Regulatory Cooperation in an Era of Digital 

Trade’ (2019) 18(S1) World Trade Review s99; Joshua P Meltzer, ‘Governing Digital Trade’ (2019) 18 

(S1) World Trade Review s23; Peter F Cowhey and Jonathan D Aaronson, Digital DNA: Disruption and 

the Challenges for Global Governance (Oxford University Press, 2017); Neha Mishra, ‘Building Bridges: 
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achieve stronger alignment between GATS and principles of internet openness, privacy 

and security.  

Section IIIA focuses on the use of provisions on transparency (art III) and recognition (art 

VII) in GATS to promote more certainty and interoperability in cross-border data flows. 

Section IIIB discusses various areas where Members could adopt new binding disciplines 

to ensure a better balance between free cross-border data flows and internet policy 

objectives. Section IIIC proposes parallel options that Members could explore outside the 

traditional multilateral processes/mechanisms of the WTO. First, it highlights 

mechanisms by which multistakeholder norms and standards on internet openness, 

privacy and security could be considered in applying WTO law. Second, it proposes 

initiatives that could further facilitate ongoing international and transnational regulatory 

cooperation on issues related to cross-border data flows and the potential role of the WTO 

in facilitating the same. Finally, it highlights the possibility of the WTO developing 

experimental collaborations with the multistakeholder internet community in order to 

build stronger interlinkages between international trade law/policy and informal internet 

governance mechanisms. 

A Meaningful Use of Existing GATS Mechanisms  

1 Transparency Mechanisms under GATS  

Under GATS art III, Members are bound by various obligations on transparency 

including: (i) publishing all domestic measures and signed international agreements 

pertaining to or affecting trade in services;46 (ii) informing the Council for Trade in 

Services (a subsidiary body of the WTO facilitating the operation of GATS) for new 

measures or changes to existing measures affecting trade in services;47 (iii) establishing 

enquiry points to respond to queries from other Members regarding their measures or 

international agreements pertaining to trade in services.48 Although transparency is an 

important aspect of ensuring openness, certainty and predictability in international trade, 

Members often overlook its importance and thus GATS art III disciplines remain 

underutilised.49  

 

International Trade Law, Internet Governance, and the Regulation of Data Flows’ (2019) 52(2) Vanderbilt 

Journal of Transnational Law 463-509; Andrew Mitchell and Neha Mishra, ‘Regulating Cross-Border Data 

Flows in a Data-Driven World: How WTO Law Can Contribute’ (2019) (Advanced Access) Journal of 

International Economic Law 1-28; Andrew Mitchell and Neha Mishra, ‘Data at the Docks: Modernizing 

International Trade Law for the Digital Economy’ (2018) 20(4) Vanderbilt Journal of Entertainment & 

Technology Law 1073-1134; Burri, above n 40.  
46 GATS art III:1. 
47 GATS art III:3. 
48 GATS art III:4.  
49 Mark Halle and Robert Wolfe, ‘A New Approach to Transparency and Accountability at the WTO’ (Issue 

Brief 6, Entwined, 2010) <https://www.iisd.org/pdf/2011/IssueBrief6-2010-09-14-low.pdf> 3.  

https://www.iisd.org/pdf/2011/IssueBrief6-2010-09-14-low.pdf
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The obligations on transparency in GATS art III would require Members to provide 

details regarding how they regulate cross-border data flows through domestic laws and 

regulations including certifications required for data transfers, applicable technical 

standards for data processing, and the regulatory criteria for blocking certain digital 

services or data transfers. Certain scholars also argue that GATS art III will ensure greater 

transparency on bilateral arrangements for data transfers among certain groups of 

Members.50 Internet-related regulations often tend to be opaque and arbitrary and such 

kind of accountability can be beneficial in promoting internet openness. Notification 

mechanisms under GATS art III are sparsely used in digital services sectors. For example, 

three of the four case studies covered in this thesis highlight the lack of adequate public 

information regarding how Members intend to or are implementing the measure.  

In addition to GATS art III, some scholars have argued that the Trade Policy Review 

Mechanism (a peer review mechanism of the WTO allowing for assessment of Members’ 

trade policies and practices)51 can generally promote transparency in trade.52 In the 

context of cross-border data flows, this mechanism can be used to identify practices on 

data regulation that are unnecessarily restrictive. Another relevant example is a recent 

proposal recommended by certain Members that suggests that all Members failing to 

notify measures within specific periods should be penalised to incentivise greater 

transparency.53 This mechanism can also be helpful in the context of cross-border data 

flows, as several Members tend to adopt data-restrictive measures in an opaque manner 

without adequately notifying the underlying guidelines or procedures for implementation.  

2 Interoperability of Regulatory Frameworks  

GATS art VII:1 provides means by which Members may enhance ‘compatibility’ in 

‘standards or criteria for the authorization, licensing or certification of services suppliers’ 

by recognising ‘the education or experience obtained, requirements met, or licenses or 

certifications granted’ by other Members. Given the diversity of regulatory frameworks 

among Members, GATS art VII:1 recognises that such compatibility could be accorded 

autonomously or result from harmonisation or arrangements or agreements between 

Members. Under GATS art VII:2, Members who accord autonomous recognition or are 

parties to such arrangements/agreements must ‘afford adequate opportunity’ to other 

Members to join them. Further, GATS art VII:3 prohibits Members from according 

 

50 Aaditya Mattoo and Joshua P Meltzer, ‘International Data Flows and Privacy: The Conflict and its 

Resolution’ (2018) 21(4) Journal of International Economic Law 769, 788.  
51 WTO, ‘Trade Policy Reviews: Ensuring Transparency’ 

<https://www.wto.org/english/thewto_e/whatis_e/tif_e/agrm11_e.htm>.  
52 See, eg, Julien Chaisse and Mitsuo Matushita, ‘Maintaining the WTO’s Supremacy in the International 

Trade Order: A Proposal to Refine the Role of the Trade Policy Review Mechanism’ (2013) 16(1) Journal 

of International Economic Law 9, 13-14. 
53 Communication from Argentina and others, ‘Procedures to Enhance Transparency and Strengthen 

Notification Requirements under WTO Agreements’, WTO Doc JOB/GC/204 JOB/CTG/14 (1 November 

2018).  

https://www.wto.org/english/thewto_e/whatis_e/tif_e/agrm11_e.htm


 

  

210 

recognition to other Members in a discriminatory or arbitrary manner.54 If and when 

Members adopt recognition measures or modify them, they must report it to the Council 

for Trade in Services.55 Finally, GATS art VII:5 provides some guidance on according 

recognition:  

Wherever appropriate, recognition should be based on multilaterally agreed criteria. In 

appropriate cases, Members shall work in cooperation with relevant intergovernmental 

and non-governmental organizations towards the establishment and adoption of common 

international standards and criteria for recognition and common international standards 

for the practice of relevant services trades and professions. 

GATS art VII is underutilised by Members. In fact, the only instance where Members 

have used GATS art VII:5 is negotiating the Guidelines for Mutual Recognition 

Agreements or Arrangements in the Accountancy Sector which ‘provide[s] practical 

guidance for governments, negotiating entities or other entities entering into mutual 

recognition negotiations on accountancy services’.56 

Organisations such as the OECD have noted the increasing importance of mutual 

recognition agreements in promoting international regulatory cooperation,57 especially 

given the difficulties in achieving harmonisation in several areas of governance.58 Some 

scholars argue that, although non-binding, GATS art VII can and should be used to 

promote non-discriminatory mutual recognition agreements on relevant standards or 

certification requirements related to data transfers and help increase interconnectivity 

between different regulations governing data flows.59 As explained in Chapter 1, this kind 

of interconnectivity between standards and regulatory systems is known as 

interoperability and is essential for cross-border data flows.60 The degree of 

interoperability between different regulatory frameworks should however be ‘optimal’ 

such that it facilitates data flows without compromising other objectives, including 

ensuring security and privacy of digital services.61  

GATS art VII can be used to incentivise more inoperability of standards or certification 

requirements on certain aspects of data transfers across Members. One such example is 

mutual recognition of different privacy seals or trustmarks. Given the regulatory 

differences among countries, harmonised standards on privacy are unlikely. Some 

 

54 See also GATS art VII:1.  
55 GATS art VII:4.  
56 Council for Trade in Services, ‘Guidelines for Recognition of Qualifications in the Accountancy’, WTO 

Doc S/L/38 (28 May 1997).  
57 On international regulatory cooperation, see Section IIIC2. 
58 OECD, International Regulatory Cooperation: Addressing Global Challenges (OECD Publishing, 2013) 

16, 54. 
59 See, eg, Mattoo and Meltzer, above n 50, 787-88; above n 45, 15-16.  
60 See Chapter 1 (Section IIA).  
61 John Palfrey and Urs Gasser, Interop: The Promise and Perils of Highly Interconnected Systems (MIT 

Press, 2012) 11, 81, 88.  
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regional groups such as the APEC have designed certification mechanisms that allow 

cross-border data transfer among APEC Members.62 The EU also provides mechanisms 

such as BCRs, allowing companies to transfer data to non-EU Members even if they 

originate from countries whose domestic framework are not ‘deemed adequate’ under 

GDPR.63 However, these mechanisms are expensive and limited to certain groups of 

countries.64 GATS art VII:1 and art VII:3 could however ensure that mutual recognition 

agreements on such data transfer certification mechanisms are more inclusive, non-

discriminatory, and accessible/available to greater number of Members and would thus 

facilitate greater internet openness and balanced requirements on internet privacy.  

B New Rules in WTO Law 

Certain limitations arise in aligning GATS with principles of internet openness, privacy 

and security because GATS was designed before the digital age. One such issue is the 

sectoral nature of GATS commitments, which makes it difficult to ensure cross-border 

data flows across all sectors. This is especially problematic as the same data can be used 

across different sectors and for different purposes in an economy reliant on movement of 

data. As GATS commitments on national treatment and market access apply only in 

specific sectors enumerated in Members’ Schedules, scholars have argued that GATS 

commitments cannot ensure efficient functioning of all data-driven services.65 Finally, 

although GATS does not prohibit Members from adopting internet security/privacy 

measures, it also does not require Members to adopt basic frameworks on internet security 

and privacy in domestic laws and regulations.66  

In order to overcome these challenges, Members can consider implementing certain 

reforms in existing WTO rules: (i) incorporating an express obligation in WTO law 

requiring Members to allow data transfers across borders and prohibiting data 

localisation; and (ii) introducing new disciplines that require all Members to adopt basic 

frameworks for internet privacy and security, each of which is addressed below. At the 

outset, it is acknowledged that given that stalemate at the WTO, new rules may not be 

politically feasible. However, the possibility of developing these new disciplines should 

be considered, given the interest among several Members under the WTO Joint Statement 

Initiative on Electronic Commerce to formulate rules on digital trade, including on cross-

border data flows and data localisation. 

Certain scholars have argued that a broader obligation on cross-border data across all 

service sectors flows is more effective than sector-by-sector commitments as under 

 

62 See discussion on APEC Privacy Framework in Chapter 4 (Section IIA2(c)).  
63 See discussion of BCRs in GDPR in Chapter 4 (Section IVB1).  
64 Ibid.  
65 Mitchell and Mishra, ‘Data at the Docks’, above n 45, 1088-90.  
66 See Chapter 2 (Section IIID).  
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GATS.67 Certain recent PTAs such as CPTPP and USMCA contain express obligations 

requiring all parties to allow cross-border data transfers necessary for the conduct of 

business and prohibiting data localisation measures.68 However, these obligations are 

subject to any non-conforming measures prescribed by Members in their respective 

schedules.69 These obligations are also subject to an exception (somewhat similar in 

language to GATS art XIV but not defining or providing an illustrative list of ‘legitimate 

public policy objectives’). Although the provisions on cross-border data flows and data 

localisation in certain PTAs have limitations including being subject to non-conforming 

measures of parties, they provide greater certainty to digital service suppliers and could 

enable internet openness, especially in the case of recent PTAs containing broader 

commitments.  

Incorporating an express obligation requiring all Members to allow cross-border data 

flows across all sectors and prohibiting data localisation measures is also desirable in 

WTO law. Such an obligation should be qualified with clear and flexible exceptions 

allowing data-restrictive measures necessary for achieving legitimate public policy 

objectives. In order to do so, GATS art XIV and art XIVbis should remain applicable to 

any horizontal disciplines on cross-border data flows or data localisation, 70 and as 

discussed earlier, should be read and interpreted in an evolutionary manner. Alternatively, 

if Members adopt a broader exception like the one in CPTPP, Members must consider 

adding an illustrative list of policy objectives to ensure that Panels/AB have sufficient 

guidance on interpreting which policy objectives qualify as legitimate public policy 

objectives.71  

Given the current political climate at the WTO, Members may not agree upon undertaking 

horizontal obligations on data flows but perhaps only agree that such an explicit 

obligation applies in sectors in which they have offered commitments in their Schedules. 

This would limit the extent to which a new provision could contribute to internet openness 

and arguably even render it meaningless. Similarly, even though experts have almost 

unanimously found data localisation measures to be inefficient and ineffective, many 

Members are likely to be reluctant to adopt a broad obligation prohibiting data localisation 

across sectors.72  

 

67 Mira Burri, ‘The Regulation of Data Flows Through Trade Agreements’ (2017) 48(1) Georgetown 

Journal of International Law 407, 443; Mitchell and Mishra, ‘Regulating Cross-Border Data Flows’, above 

n 45, 18-19.  
68 USMCA art 19.12, art 19.11.1; CPTPP art 14.11.2 and art 14.13.2. See detailed discussions on these 

provisions in Chapters 4 (Section IIB) and 5 (Section IV).  
69 USMCA art 19.2.4; CPTPP art 14.2.6.  
70 See, eg, GATS art XIV and art XIVbis is incorporated mutatis mutandis into the CPTPP. See CPTPP art 

29.1.3. 
71 See Chapter 4 (Section IIB1).  
72 See n 4.  
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Finally, even if Members agreed upon a broader obligation on data flows/data localisation 

(including a horizontal obligation applicable across all sectors), other pragmatic 

difficulties remain such as ensuring that these new provisions remain compatible with 

GATS. For example, existing Schedules of Members would need to be read consistently 

with horizontal commitments on data flows/data localisation. Members will also need to 

decide whether to incorporate such an obligation through additional commitments under 

GATS art XVIII or a Reference Paper. Members will further need to decide if they can 

permit these obligations to apply on an MFN basis to all other WTO Members (ie who 

have not undertaken similar commitments) or taking a new route such as a non-MFN-

based plurilateral agreement.73 Finally, Members may need to consider if specific 

flexibility should be extended to developing countries and LDCs; for example, to 

implement the commitments at a later date than developed Members.74 Such questions 

appear difficult to be resolved given the conflicting policy preferences among Members 

on data/internet regulation.75 

One of the fundamental reasons why Members impose data-restrictive measures is 

because of the distrust in the regulatory frameworks of other countries or their ability to 

implement domestic laws and regulations. Certain scholars have argued that this distrust 

can be addressed by adopting new provisions requiring Members to adopt baseline 

regulations for internet privacy and security.76 Such a provision can be helpful because 

although exceptions such as GATS art XIV permit Members to impose data-restrictive 

measures when they are necessary for achieving internet policy objectives, they are alone 

insufficient in generating adequate trust in the digital environment (as this thesis 

demonstrates). Therefore, Members should consider adopting new disciplines in WTO 

law that require Members to adopt basic frameworks on internet privacy and security, 

which in turn can generate trust in the multilateral trade framework and minimise 

regulatory uncertainties.  

The question regarding what constitutes a basic framework for internet privacy or security 

is not within the mandate or expertise of the WTO.77 Thus, it is important that these 

 

73 See Mitchell and Mishra, ‘Data at the Docks’, above n 45, 1127-9 (discussing these options in greater 

detail). See also Section IV.  
74 As indicated in Section IV, this is an important area for future research. 
75 For discussion on conflicting approaches to data regulation, see Susan Aaronson and Patrick Leblond, 

‘Another Digital Divide: The Rise of Data Realms and its Implications for the WTO’ (2018) 21(2) Journal 

of International Economic Law 245, 253-68; Mitchell and Mishra, ‘Data at the Docks’, above n 45, 1081-

88.  
76 See, eg, Robert Wolfe, ‘Learning About Digital Trade: Privacy and e-commerce in CETA and TPP’ 

(2019) 18 (S1) World Trade Review s63, s78; Cowhey and Aaronson, above n 45, 234-6; Mitchell and 

Mishra, ‘Regulating Cross-Border Data Flows’, above n 45, 21-4.  
77 See generally Cowhey and Aaronson, above n 45, 194-5. See also Joel R Reidenberg, ‘E-Commerce and 

Trans-Atlantic Privacy’ (2001) 38 Houston Law Review 717, 747-8 (arguing that a WTO treaty should also 

establish privacy standards, which the author disagrees with); Paul De Hert and Vagelis Papakonstantinou, 

‘Three Scenarios for International Governance of Data Privacy: Towards an International Data Privacy 
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provisions are neutral (ie incorporate relevant international norms and standards on 

internet privacy and security by reference), allowing such policy debates to evolve in the 

appropriate platforms. Further, these provisions should only ensure baseline protection 

and not prevent Members from adopting additional disciplines consistent with WTO law. 

As discussed in Section IV, policy debates in other non-trade institutions should 

eventually inform such new disciplines in WTO law.  

C Looking Beyond Multilateral Mechanisms  

Given the current stalemate at the WTO, Members may not agree upon new WTO rules 

on data flows, as proposed in the last section.78 Thus, this section explores options outside 

the traditional WTO multilateral mechanisms that could contribute to further aligning 

trade with internet policy objectives. First, the section discusses the potential and benefits 

of incorporating multistakeholder norms and standards on internet governance in a non-

binding WTO declaration. It then discusses how the WTO could act as an important 

facilitator of transnational and international regulatory cooperation on data-related issues. 

Finally, this section proposes that the WTO should consider experimental initiatives to 

collaborate with the internet multistakeholder community in order to develop greater 

harmony between international trade law and principles/norms in internet governance. 

1 Incorporating Multistakeholder Perspectives on Internet Openness, Privacy and 

Security 

Multistakeholder norms, standards and best practices on internet openness, privacy and 

security have limited relevance in WTO law, despite their fundamental importance in 

functioning of the internet and facilitating cross-border data flows. However, certain 

scholars argue that using norms and standards originating in non-treaty driven institutions 

can be relevant in applying and interpreting public international law, including WTO 

law.79 These scholars argue that despite the informality of actors, processes and outputs 

in ‘informal international law’ (as opposed to formal treaties driven by countries), it can 

generate rules and standards that are followed extensively80 while remaining flexible, 

agile and adaptable to complex policy and technological changes.81 This approach can be 

 

Organization, Preferably a UN Agency?’ (2013) 9(2) I/S: A Journal of Law and Public Policy 271, 274, 

318-22 (arguing that international privacy norms should be developed by a UN body).  
78 See, eg, Subhayan Chakraborty, ‘India Refuses to Join E-commerce Talks at WTO, Says Rules to Hurt 

Country’, Business Standard (online), 25 February 2019 <https://www.business-

standard.com/article/economy-policy/india-refuses-to-join-e-commerce-talks-at-wto-says-rules-to-hurt-

country-119022500014_1.html>.  
79 See generally Ayelet Berman et al (eds), Informal International Lawmaking: Case Studies (Torkel Opsahl 

Academic EPublisher, 2012) 19, 22; Joost Pauwelyn et al (eds), An Introduction to Informal International 

Lawmaking (Oxford University Press, 2012).  
80 Pauwelyn et al, above n 2, 743-44.  
81 Ibid 743. See also Angela Mckay et al, ‘International Cybersecurity Norms: Reducing Conflict in an 

Internet-dependent World’ (Microsoft, 2015) 

<https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/REVroA> 19.  

https://www.business-standard.com/article/economy-policy/india-refuses-to-join-e-commerce-talks-at-wto-says-rules-to-hurt-country-119022500014_1.html
https://www.business-standard.com/article/economy-policy/india-refuses-to-join-e-commerce-talks-at-wto-says-rules-to-hurt-country-119022500014_1.html
https://www.business-standard.com/article/economy-policy/india-refuses-to-join-e-commerce-talks-at-wto-says-rules-to-hurt-country-119022500014_1.html
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/REVroA
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particularly helpful for developing disciplines on data flows82 because, in complex areas 

such as internet governance, soft law norms are more effective than binding rules such as 

provisions in WTO treaties.83 Thus, the question arises regarding how multistakeholder 

standards and norms on internet openness, privacy and security can be adapted and used 

in applying GATS to data-restrictive measures. 

Certain critical aspects of internet openness, privacy and security are well-addressed in 

multistakeholder norms, such as the importance of access to information and choice of 

services to internet users; importance of innovation and generativity on the internet; 

achieving interoperable and competitive cybersecurity standards; and incorporating 

fundamental data protection principles in the technical designs of digital services.84 

Various intergovernmental instruments also set out high-level principles on internet 

policymaking. For example, the OECD Principles for Internet Policymaking, formulated 

through a multistakeholder process and endorsed by 34 countries, sets out principles for 

developing a free and open internet and balancing various policy concerns, such as 

privacy, security, IP protection and free flow of information.85 More recently, the G20 

Members have advocated a model of ‘data flows with trust’, which combines obligations 

on free flow of data with regulations on privacy, security and intellectual property to 

ensure trust in the internet.86 These intergovernmental principles/declarations reaffirm the 

importance of multistakeholder norms and best practices on internet governance.  

The norms developed by the multistakeholder internet community could be included in a 

high-level non-binding declaration adopted by Members. This declaration could inform 

how Members devise their domestic laws and regulations pertaining to the internet, 

leading to greater interoperability of regulatory framework among Members. Similar 

options have been explored by Members in other fields. For instance, the Understanding 

on Commitments on Financial Services is a non-binding WTO document that has 

informed how several Members have structured their GATS commitments on financial 

services.87 An example of a successful initiative outside the WTO is the Santiago 

Principles developed by the International Working Group of Sovereign Wealth Funds, 

comprising various agencies and banks administering Sovereign Wealth Funds.88 

Although these principles are non-binding, they have been endorsed by the International 

 

82 See, eg, Francesca Casalini et al, ‘A “Digital” Convention to Protect Cyberspace?’ (International 

Economic Law Clinic, Trade Lab, 18 January 2018) 10.  
83 Report of the UN Secretary-General’s High-level Panel on Digital Cooperation, The Age of Digital 

Interdependence (2019) 31.  
84 For discussion on these principles, see Chapter 2 (Section II).  
85 OECD, OECD Recommendation on Internet Policy Making Principles 

<https://www.oecd.org/internet/ieconomy/oecd-principles-for-internet-policy-making.pdf> 4.  
86 Shinzo Abe (Speech Delivered at WEF Davos Meet, Davos, 23 January 2019) 

<https://www.weforum.org/agenda/2019/01/abe-speech-transcript/>.  
87 WTO, Understanding on Commitments in Financial Services 

<https://www.wto.org/english/tratop_e/serv_e/21-fin_e.htm>.  
88 Santiago Principles <https://www.ifswf.org/sites/default/files/santiagoprinciples_0_0.pdf>.  

https://www.oecd.org/internet/ieconomy/oecd-principles-for-internet-policy-making.pdf
https://www.weforum.org/agenda/2019/01/abe-speech-transcript/
https://www.wto.org/english/tratop_e/serv_e/21-fin_e.htm
https://www.ifswf.org/sites/default/files/santiagoprinciples_0_0.pdf
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Monetary Fund and play a central role in the management of Sovereign Welfare Funds in 

various countries.89 Although the proposed declaration on data flows would be non-

binding, several Members would have the incentive to follow these principles in devising 

their domestic regulations as it is can reduce trade costs, facilitate a robust domestic 

regulatory framework on data governance, and generate opportunities for domestic digital 

service suppliers and consumers.  

In addition to multistakeholder norms, standards developed by multistakeholder or 

private bodies are also important in implementing internet openness, privacy and security. 

These standards tend to be more apposite for the internet as the internet technical 

community and private sector have more experience in developing interoperable and 

transparent technical standards and addressing privacy/security risks expeditiously.90 

Further, the private sector needs room to innovate and implement strong encryption 

standards and develop highly secure technologies so as to address relevant cyber-risks. 

These multistakeholder or private standards however do not prevent governments 

requiring private companies to comply with reasonable domestic laws and regulations, 

such as requiring companies to obtain consumer consent for using their data or providing 

remedies to internet users suffering losses from data breaches. 91  

Greater consideration of multistakeholder and private standards in the context of GATS 

might require new disciplines in WTO law. For example, certain scholars recommend 

that a new provision could be adopted that requires Members to consider relevant 

multistakeholder/private internet standards while setting domestic standards (eg, under 

GATS art VI:5), provided such standards are accountable, transparent, objective, clear, 

open and neutral.92 These conditions are important to ensure that multistakeholder or 

private standards are not solely based on the interests of large corporations and protect 

public interests of developing countries.93 Alternatively, if sufficient number of Members 

agree that the term ‘international organization’ in GATS art VI:5 should be read more 

broadly to include relevant internet multistakeholder institutions (particularly those 

allowing government participants), then the Ministerial Conference and the General 

 

89 See Chaisse and Matushita, above n 52, 13.  
90 Laura DeNardis, The Global War for Internet Governance (Yale University Press, 2014) 78-9; Laura 

DeNardis, ‘Introduction: Global Controversies over Open Standards’ in Laura DeNardis (ed), Opening 

Standards: The Global Politics of Interoperability (MIT Press, 2011) vi, ix. See generally Konstantinos 

Karachalios and Karen McCabe, ‘Standards, Innovation, and their Role in the of the World Trade 

Organization’ (Think Piece, E15Initiative, 2014).  
91 Mark Leiser and Andrew Murray, ‘The Role of Non-State Actors and Institutions in the Governance of 

New and Emerging Digital Technologies’ in Roger Brownsford et al (eds), The Oxford Handbook of Law, 

Regulation & Technology (Oxford University Press, 2017) 672, 676.  
92 Mitchell and Mishra, ‘Regulating Cross-Border Data Flows’, above n 45, 25 (recommending that an 

arrangement similar to the TBT Code of Good Practice be adopted under GATS).  
93 For broader discussions on representativeness of technical standards, see Ayelet Berman, ‘Industry, 

Regulatory Capture and Transnational Standard Setting’ (2017) 111 AJIL Unbound 112, 112, 113; Vera 

Thorstensen et al, ‘Private Standards — Implications for Trade, Development, and Governance’ (Think 

Piece, E15 Task Force on Regulatory Systems Coherence, 2015) 2-4.  
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Council could adopt an ‘official interpretation’ of GATS art VI:5 to that effect.94 

However, even in that case, this decision requires a three-fourths majority of the 

Members.95 Given the political tussle among Members on internet standard-setting, this 

solution could be difficult to implement.  

Some scholars have proposed that commitments on private standards could take the form 

of a Reference Paper where all signatories agree to exercise due diligence and enforce 

transparency requirements on domestic private sector resulting in reliable private 

standards.96 Scholars have argued that private or multistakeholder standards can be 

relevant in WTO law (eg, assessing necessity of data-restrictive measures under GATS 

art XIV or proportionality of standards under GATS art VI), if they meet the requirements 

of WTO law including being open, clear, objective and transparent.97 This argument can 

be particularly important in the context of digital technologies as centralised technologies, 

such as IoT, reduce incentives for open standards.98 Again, such an initiative would only 

be possible if sufficient number of Members agree on the benefits such a Reference Paper. 

As adopting the Reference Paper is voluntary, Members are more likely to agree upon 

this solution to facilitate widespread adoption of trustworthy and robust internet 

standards.  

2 Developing International and Transnational Regulatory Cooperation  

Several experts have recommended that policy concerns in digital trade can be addressed 

by developing stronger international regulatory cooperation.99 International regulatory 

cooperation has many advantages, such as ensuring more accountability and 

transparency, reducing discriminatory practices (especially unilateral practices), and 

supporting interoperability of technological standards and regulatory frameworks.100 It 

also optimises resources spent on dealing with individual issues in different fora.101 Some 

scholars have argued that disciplines on regulatory cooperation could lead to stronger 

 

94 WTO Agreement, art XI:2  
95 Ibid.  
96 Peter C Mavroidis and Robert Wolfe, ‘Private Standards and the WTO: Reclusive No More’ (2017) 16(1) 

World Trade Review 1, 18. 
97 Ibid 20. See also UN Report on Digital Cooperation, above n 83, 19. 
98 Padmashree Gehl Sampath, ‘Industrial Policy 4.0 Promoting Transformation in the Digital Economy’ 

(Global Development and Environment Institute Working Paper 18-04, Tufts University, December 2018) 

8.  
99 See, eg, Mattoo and Meltzer, above n 50; Joshua Meltzer, ‘Governing Digital Trade’ (2019) 18 (S1) 

World Trade Review s23-s48; Ahmed, above n 45, s100-s101; Mitchell and Mishra, ‘Regulating Cross-

Border Data Flows’, above n 45, 15-16.  
100 Eyal Benvenisti, ‘Upholding Democracy Amid the Challenges of New Technology: What Role for the 

Law of Global Governance?’ (2018) 29(1) European Journal of International Law 9, 14. Francesca Casalini 

et al, ‘Approaches to Market Openness in the Digital Age’ (OECD Trade Policy Papers No. 219, OECD, 

2019) 16.  
101 Thomas J Bollyky and Peter C Mavroidis, ‘Trade, Social Preferences and Regulatory Cooperation The 

New WTO-Think’ (2017) 20(1) Journal of International Economic Law 1, 3. 
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compliance with international trade agreements.102 For example, international regulatory 

cooperation is essential in developing mutual recognition agreements under GATS art 

VII. Further, dialogues on establishing cooperation mechanisms can help in determining 

baseline regulatory frameworks in relevant areas of digital trade. Members can also 

resolve cyber conflicts through bilateral understandings103 and international cooperation 

on cybersecurity.104  

Several examples exist where international or transnational bodies have successfully 

fostered regulatory cooperation among several countries. For instance, the International 

Competition Network (‘ICN’), an organisation bringing together competition authorities 

from across the world, plays a key role in building ‘consensus and convergence towards 

sound competition policy principles across the global antitrust community’.105 Another 

example is the Basel Committee on Banking Supervision consisting of central banks and 

bank regulators from various countries, which has played a key role in promoting 

regulatory convergence on issues related to banking supervision.106 The G20 also plays a 

key role in policy coordination on important issues and can potentially facilitate further 

regulatory cooperation. 107  

The OECD has identified various activities falling with the scope of international 

regulatory cooperation: 

….exchange of information on regulatory processes; the harmonisation and compatibility 

enhancement of technical rulebooks and norms; the development of mechanisms for 

technical assistance between the parts; the possibility of involving the other parts in the 

process of the development of new norms and regulations; improved compatibility of 

conformity assessment processes; the simplification of processes for accepting 

conformity assessment evaluations from a different country; and the possibility of 

 

102 See, eg, Elizabeth Sheargold and Andrew D Mitchell, ‘The TPP and Good Regulatory Practices: An 

Opportunity for Regulatory Coherence to Promote Regulatory Autonomy’ (2016) 15(4) World Trade 

Review 587-612; Peng, above n 18, 18; WTO, World Trade Report 2018 (2018) 132.  
103 See, eg, G20 Leaders’ Communiqué (15-16 November 2015) [26]; ‘Singapore, Canada agree to boost 

cybersecurity cooperation’, Channel News Asia (online) , 14 November 2018 

<https://www.channelnewsasia.com/news/singapore/singapore-canada-cybersecurity-cooperation-mou-

agreement-10930094>. See also Marie Bazner, ‘Cybersecurity in Sino-American Relations’ (2018) 224 

CSS Analyses in Security Policy 1-4.  
104 See, eg, African Union Convention on Cyber Security and Personal Data Protection; Convention on 

Cybercrime. See also Alex Grisby, ‘The United Nations Doubles its Workload on Cyber Norms and Not 

Everyone is Pleased’ on Council on Foreign Relations (15 November 2018) 

<https://www.cfr.org/blog/united-nations-doubles-its-workload-cyber-norms-and-not-everyone-pleased>.  
105 ICN, ‘What is the ICN?’ <https://www.internationalcompetitionnetwork.org/about/>.  
106 OECD, above n 58, 35, 48, 49, 51; Mitsuo Matsushita, ‘A View on Future Roles of the WTO: Should 

There be More Soft Law in the WTO?’ (2014) 17(3) Journal of International Economic Law 701, 711, 713. 
107 Jan Wouters and Dylan Geraets, ‘The G20 and Informal International Lawmaking’ in Ayelet Berman et 

al (eds), Informal International Lawmaking: Case Studies (Torkel Opsahl Academic EPublisher, 2012) 19, 

22.  

https://www.channelnewsasia.com/news/singapore/singapore-canada-cybersecurity-cooperation-mou-agreement-10930094
https://www.channelnewsasia.com/news/singapore/singapore-canada-cybersecurity-cooperation-mou-agreement-10930094
https://www.cfr.org/blog/united-nations-doubles-its-workload-cyber-norms-and-not-everyone-pleased
https://www.internationalcompetitionnetwork.org/about/
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international agreements between private organisms in charge of conformity assessment 

evaluations.108 

Many of the above activities create non-binding or soft law mechanisms. Thus, in 

practice, international regulatory cooperation can be established through both binding and 

non-binding mechanisms.109  

In the context of cross-border data flows, international regulatory cooperation must be 

understood broadly, requiring cooperation among regulators themselves, and among 

regulators and non-state entities such as multistakeholder internet bodies. Transnational 

bodies (eg, those consisting of regulatory agencies), such as the International Conference 

of Data Protection and Privacy Commissioners, can also play a key role as they have 

specialised policy expertise on privacy issues.110 Further, some international/regional 

organisations can support the evolution of global norms on internet policy issues.111 For 

example, the G20 Members advocated a framework for ‘data free flow with trust’ in its 

recent declaration.112 This declaration was signed by 24 countries including China and 

Russia113 and could pave the way for binding legal norms on cross-border data flows.  

Two main areas in which regulatory cooperation is required for regulating cross-border 

data flows are privacy and cybersecurity. Meltzer argues that regulatory cooperation on 

privacy achieved in regional bodies such as the APEC or OECD can be integrated into 

existing trade disciplines, for example, by incorporating their guidelines or principles by 

reference in international trade agreements.114 This solution appears controversial as the 

APEC or OECD privacy frameworks are not universally considered representative or 

robust.115 However, this mechanism is intended to ensure that trading partners adopt 

baseline regulations that are interoperable and functional but does not deter them from 

adopting higher standards in their domestic laws. In fact, regulatory cooperation, 

especially among countries with evolved regulatory frameworks, could lead to 

widespread adoption of high-quality international standards and best practices in 

cybersecurity and privacy.  

 

108 OECD, above n 57, 32.  
109 Wolfe, above n 76, s79; OECD, above n 57, 51.  
110 See generally Ayelet Berman, ‘Industry, Regulatory Capture and Transnational Standard Setting’ (2017) 

111 AJIL Unbound 112, 113. See generally Gunther Teubner and Peter Korth, ‘Two Kinds of Legal 

Pluralism: Collision of Transnational Regimes in the Double Fragmentation of World Society’ in Margaret 

A Young (ed), Regime Interaction in International Law: Facing Fragmentation (Oxford University Press, 

2012) 23, 26-31, 53. 
111 Teubner and Korth, above n 110, 33.  
112 G20, G20 Osaka Leaders’ Declaration (2019) [11]; G20, G20 Ministerial Statement on Trade and 

Digital Economy (2019) [15]-[16].  
113 G20, G20 Osaka Leaders’ Declaration (2019) [11].  
114 Meltzer, above n 99, s47-s48.  
115 Ahmed, above n 45, s114.  
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Although regulatory cooperation in areas such as cybersecurity and privacy are ongoing 

in different organisations, the WTO as an institution with a membership of 164 Members, 

has a special role as a site for information exchange and encouraging cooperation, such 

as through discussions and exchanging relevant information in Committee meetings and 

the Work Programme on Electronic Commerce (which it already does to some extent). 

Thus, the WTO can indirectly support regulatory cooperation in other 

international/regional/transnational bodies, which is increasingly important in internet 

regulation. In that regard, the most important role that the WTO can play is disseminating 

information on relevant internet laws and policies to developing countries and LDCs and 

other countries that are not Members of bodies such as the OECD and APEC.  

3 Experimental Models of Global Cooperation at the WTO  

The WTO has recognised the need for initiatives spanning across various 

intergovernmental organisation in complex areas of global governance such as global 

financial regulation116 and environment.117 GATS art XXVI provides limited scope to the 

WTO to cooperate with relevant international internet organisations as it does not cover 

multistakeholder or transnational bodies and includes only intergovernmental 

organisations:  

The General Council shall make appropriate arrangements for consultation and 

cooperation with the United Nations and its specialized agencies as well as with other 

intergovernmental organizations concerned with services.  

In dealing with relevant policy concerns on cross-border data flows, under GATS art 

XXVI, the WTO could develop formal cooperation with bodies such as ITU and various 

UN agencies. This cooperation could extend to areas such as promoting harmonised 

technical standards on cybersecurity (ITU) (including incorporating them by reference in 

trade agreements) and developing mechanisms of technical assistance and capacity 

building for LDCs and developing countries in association with UN agencies. For 

instance, certain developing countries have taken inspiration from UNCTAD reports in 

developing their domestic digital policies.118  

However, the WTO also needs to engage with multistakeholder internet bodies and the 

private sector to facilitate further cooperation among Members on issues related to cross-

 

116 WTO, Declaration on the Contribution of the World Trade Organization to Achieving Greater 

Coherence in Global Economic Policymaking (15 December 1993). 
117 See, eg, WTO, ‘Relevant WTO Provisions: Text of 1994 Decision’ 

<https://www.wto.org/english/tratop_e/envir_e/issu5_e.htm>. See also WTO, Relevant WTO provisions: 

Text of Services Decision’ <https://www.wto.org/english/tratop_e/envir_e/issu6_e.htm>.  
118 See, eg, UNCTAD, Adapting Industrial Policies to a Digital World For Economic Diversification and 

Structural Transformation, UN Doc TD/B/C.I/MEM.8/5 (12 February 2018); UNCTAD, Trade and 

Development Report 2018: Power, Platforms and the Free Trade Delusion (2018). See also Colette Van 

Der Ven, ‘Special and Differential Treatment in the Context of the Digital Era’ (CUTS International, 2018) 

<http://www.cuts-geneva.org/pdf/KP2018-Paper-SDT_in_Digital_Era.pdf > 23. 

https://www.wto.org/english/tratop_e/envir_e/issu5_e.htm
https://www.wto.org/english/tratop_e/envir_e/issu6_e.htm
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border data flows. Multilateral bodies alone are incapable of dealing with the highly 

dynamic and multifaceted policy environment in the digital sector. Thus, civil society has 

made repeated calls for trade negotiators to engage constructively with the internet policy 

community.119 Further, certain scholars have proposed that trade negotiations at the WTO 

can align with parallel discussions at G20, internet policy community and transitional 

regulatory bodies.120 The internet technical and policy community is better placed to deal 

with technological issues in an adept manner.121 For example, as soon as the engineers at 

IETF become aware of privacy or security risks in a protocol, they quickly fix it.122 In 

contrast, if governments were to use trade agreements or other multilateral routes to set 

these standards and protocols, these risks could not be addressed as expeditiously.  

Experimental cooperation mechanisms are not uncommon in internet governance.123 

Some examples include the Global Commission on Stability of Cyberspace (‘GCSC’), a 

multistakeholder platform developing norms and policies on internet security sponsored 

by different countries;124 Global Conference on Cyberspace, an ad-hoc multistakeholder 

conference helping both governments and private sector to develop their security 

frameworks;125 Paris Call for Trust and Security in Cyberspace launched by French 

Government in cooperation with Microsoft now supported by 65 countries and 334 

companies;126 and, most recently, UN High-Level Panel on Digital Cooperation 

comprising digital experts from different sectors, convened by the UN Secretary 

General.127 The private sector is also increasingly engaging with ‘norm entrepreneurship’, 

especially in areas such as cybersecurity and privacy, where it has relevant expertise and 

experience.128  

Drawing from the experience of the above collaborations in internet governance, the 

WTO could develop new methods of cooperating with relevant non-trade institutions to 

facilitate consensus-building on issues related to trade-related aspects of cross-border data 

flows. One rare example of an experimental collaboration at the WTO is the Electronic 

 

119 IGF Dynamic Coalition on Trade and the Internet Resolution on Transparency (2017).  
120 See, eg, William Drake, ‘Background Paper for the Workshop on Data Localization and Barriers to 

Transborder Data Flows’ (World Economic Forum, 2016); Cowhey and Aaronson, above n 45, 233-258; 

Mitchell and Mishra, ‘Data at the Docks’, above n 45, 1129-32.  
121 See generally Stavros Gadinis, ‘Three Pathways to Global Standards: Private, Regulator and the Ministry 

Networks’ (2015) 109(1) American Journal of International Law 1, 1-2.  
122 John B Morris Jr, ‘Injecting the Public Interest into Internet Standards’ in Laura DeNardis (ed), Opening 

Standards: The Global Politics of Interoperability (MIT Press, 2011) 3, 5. 
123 Kubo Mačák, ‘On the Shelf, But Close at Hand: The Contribution of Non-State Initiatives to 

International Cyber Law’ (2019) 113 AJIL Unbound 81, 85.  
124 GCSC, ‘The Commission’ <https://cyberstability.org/about/>.  
125 See more information on the conferences <https://www.internetsociety.org/events/gccs-2017/>. 
126 Paris Call for Trust and Security in Cyberspace (12 December 2018) 

<https://www.diplomatie.gouv.fr/IMG/pdf/paris_call_cyber_cle443433-1.pdf>.  
127 UN Report on Digital Cooperation, above n 83.  
128 See generally Louise Marie Hurel and Luisa Cruz Lobato, ‘Unpacking Cyber Norms: Private Companies 

as Norm Entrepreneurs’ (2018) 3(1) Journal of Cyber Policy 61-76.  
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World Trade Platform, a collaboration between the WTO, Alibaba and the World 

Economic Forum, intending to foster public-private dialogue on rules affecting cross-

border electronic commerce.129 A similar initiative could be encouraged in the context of 

facilitating cross-border data flows. This kind of collaboration could be a helpful 

complement to the ongoing regulatory cooperation initiatives in various international and 

regional organisations. 130 

The experience of the World Health Organization (‘WHO’) in dealing with non-state 

actors, including its Framework for Engagement with Non-State Actors,131 could be a 

helpful reference for the WTO in developing greater cooperation with multistakeholder 

and private internet institutions.132 Some key principles outlined in this framework 

include exercising due diligence (including checking the funding of the non-state actors, 

their agenda and degree of representativeness); ensuring accountability of processes; 

promoting transparent engagement; preventing conflict of interests; and mutual respect 

for institutional values.133 Such principles can also be helpful if the WTO were to engage 

in further or deeper collaboration with multistakeholder or private bodies dealing with 

critical aspects of internet governance.  

 FUTURE AREAS OF RESEARCH 

This thesis indicates that certain aspects of cross-border data flows need to be explored 

further by scholars/experts in international trade law and other relevant fields. The first 

problem is understanding how Members can incorporate basic obligations on internet 

privacy and security in WTO law. For example, can certain international frameworks be 

considered relevant benchmarks, or should Members individually decide on the best 

framework, depending on their regulatory capacity and needs? Certain international 

treaties and guidelines such as Convention on Cybercrime, OECD Privacy Framework 

and COE Convention, although widely accepted, are not universal. Moreover, although 

this thesis primarily covers privacy, cybersecurity and online content regulation, other 

supporting regulatory frameworks (eg, online consumer protection, spam and electronic 

authentication and signatures) may need to be considered in developing disciplines on 

data flows in WTO law.134 These issues fall outside the scope of WTO law and need to 

be evaluated by scholars and experts in other fields of international and domestic law and 

policy including international human rights, cybersecurity governance, consumer 

protection, and data protection/privacy.  

 

129 Electronic World Trade Platform <https://www.ewtp.org/>.  
130 As discussed in Section IV, the models of cooperation and collaboration between various institutions in 

data regulation should be explored further by legal and international relations scholars.  
131 WHO, WHO Framework for Engagement with Non-State Actors, WHO Doc WHA69.10 (28 My 2016).  
132 See generally Berman, above n 110, 115.  
133 Annex, WHO Framework for Engagement with Non-State Actors Annex [4]-[7],[22],[27],[32]. 
134 See generally Mitchell and Mishra, ‘Regulating Cross-Border Data Flows’, above n 45, 24-5. 
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Second, further research and policy discussions are required to explore the best and most 

feasible framework for incorporating additional disciplines on data flows in WTO law. 

For example, Members could adopt binding obligations (as discussed in Section IIIB) or 

use existing mechanisms such as developing dedicated domestic regulations on electronic 

commerce under GATS art VI, additional commitments under GATS art XVIII or 

developing a Reference Paper. Each of these options need to be evaluated given the 

political realities of the digital economy and compatibility with existing WTO rules. This 

subject could be of interest to both legal and international relations scholars. Similarly, 

scholars may also be interested to further explore viable models of global regulatory 

cooperation at the WTO and elsewhere on issues of data regulation, including designing 

a framework enabling collaboration between the WTO and internet multistakeholder 

organisations. 

Third, researchers and policymakers must understand how developing countries and 

LDCs can develop regulatory frameworks suited to a data-driven economy.135 In recent 

years, several developing countries and LDCs have highlighter their regulatory incapacity 

in developing and implementing regulatory frameworks on privacy and cybersecurity as 

well as the potential economic disadvantages of being forced to rapidly liberalise data-

driven sectors of their economy.136 Certain experts argue that data-restrictive measures 

are unhelpful and even counterproductive to developing new economic opportunities for 

entrepreneurs in developing countries and promoting digital inclusion.137 These issues 

must be explored further, including if new disciplines on data flows and data localisation 

should be enforced on LDCs. Further dialogue is also required on the continued relevance 

of GATS art IV and art XXV in supporting developing countries and LDCs on digital 

issues. If special and differential treatment is provided to developing countries and LDCs 

on data-related issues, assessing the legal framing of the relevant provisions is also 

necessary.138 

Finally, further research is required to understand the role of international trade law in the 

context of international law and governance of cyberspace, especially in the emerging 

field of ‘global data law’.139 This would relate to understanding broadly how emerging 

technologies affect human lives as well as how technology companies and governments 

can contribute to achieving higher standards of data ethics. Another problem is the impact 

of digital services on jurisdictional claims on data access. This issue is becoming more 

 

135 See generally Susan Aaronson, ‘Data is a Development Issue’ (CIGI Paper no 223, Centre for 

International Governance Innovation, 2019) <https://www.cigionline.org/publications/data-development-

issue>.  
136 UNCTAD, Adapting Industrial Policies to a Digital World For Economic Diversification and Structural 

Transformation, UN Doc TD/B/C.I/MEM.8/5 (12 February 2018) 9.  
137 Mona Farid Badran, ‘Economic Impact of Data Localization in Five Selected African Countries’ (2018) 

20(4) Digital Policy, Regulation & Governance 337. 
138 See, eg, Colette Van Der Ven, ‘Special and Differential Treatment in the Context of the Digital Era’ 

(CUTS International, 2018) <http://www.cuts-geneva.org/pdf/KP2018-Paper-SDT_in_Digital_Era.pdf >.  
139 NYU Law, ‘Global Data Law’ <https://www.guariniglobal.org/global-data-law>. 

https://www.cigionline.org/publications/data-development-issue
https://www.cigionline.org/publications/data-development-issue
http://www.cuts-geneva.org/pdf/KP2018-Paper-SDT_in_Digital_Era.pdf
https://www.guariniglobal.org/global-data-law
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important as more countries are adopting data-restrictive measures to enhance 

governmental access to data.  

 CONCLUSION  

Cross-border data flows are fundamental to the digital services sector. The growing 

number of data-restrictive measures—which are imposed to achieve various policy 

objectives such as regulating online content, privacy and cybersecurity—disrupt digital 

services and lead to economically and technologically inefficient outcomes. As these 

measures affect trade in services, data-restrictive measures can be subject to GATS. Many 

data-restrictive measures, examined in this thesis, are contrary to GATS obligations on 

non-discrimination, market access, domestic regulation and transparency. However, some 

of these obligations, such as national treatment, market access and some provisions on 

domestic regulation, only apply in those sectors in which Members have undertaken 

relevant commitments in their Schedule.  

In case a data-restrictive measure is inconsistent with any of the above GATS obligations, 

Members could justify this measure under the exceptions in GATS art XIV and GATS 

art XIVbis. GATS art XIV can apply to data-restrictive measures necessary to achieve 

internet policy objectives such as preventing circulation of harmful or offensive content, 

ensuring compliance with domestic data protection standards, and enhancing data and 

network security. GATS art XIVbis has a more limited scope of application and applies 

in exceptional circumstances such as where data-restrictive measures are taken in times 

of war or international emergency or necessary to safeguard military or nuclear facilities 

of Members. These exceptions play a significant role in disciplining data-restrictive 

measures as they help distinguish between measures that help achieve legitimate internet 

policy objectives of Members and those that protect the domestic digital sectors or 

increase government control over internet users. Thus, when applied to data-restrictive 

measures, GATS plays an important role in balancing trade and internet policy objectives. 

These exceptions are particularly fruitful in disciplining direct restrictions on data flows 

such as data localisation measures. 

This thesis proposes that in dealing with such data-restrictive measures under GATS and 

balancing trade and internet policy objectives, three principles of internet governance are 

important, namely internet openness, privacy and security. GATS can align with and 

contribute to principles of internet openness, privacy and security due to several reasons. 

First, GATS obligations on non-discrimination and market access ensure an open and 

non-discriminatory environment for cross-border data flows. However, as obligations on 

national treatment and market access only apply in sectors in which Members have 

inscribed relevant commitments in their Schedules, these obligations do not prevent data-

restrictive measures in all sectors. Second, subject to Members’ commitments in their 

Schedules, GATS obligation on domestic regulation can facilitate a better balance of 

internet openness, privacy and security, for example, because they require regulations to 
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be implemented in a fair, reasonable and objective manner and prohibit disproportionate 

technical standards and qualification and licensing requirements. Finally, under GATS 

art XIV (and GATS art XIVbis, albeit to a limited extent), data-restrictive measures of 

Members are subject to a rigorous necessity test, which requires balancing trade 

liberalisation objectives with domestic internet policy objectives of Members. The thesis 

argues that in order to make a holistic assessment, Panels should use both legal and 

technical evidence (eg, inviting experts from the internet policy and technical community 

to assess the technical efficacy of measures) in evaluating the necessity of such data-

restrictive measures. Such a holistic assessment can better align GATS with internet 

openness, privacy and security.  

However, the unique and somewhat outdated architecture of GATS (including 

disagreement among Members on interpreting Schedules vis-à-vis modern digital 

services) and the lack of international consensus and binding international legal norms 

and standards on internet policies prevent stronger alignment between GATS and the 

principles of internet openness, privacy and security. This thesis proposes that Members 

should consider utilising the existing WTO framework more meaningfully to achieve 

further alignment between GATS and the principles of internet openness, privacy and 

security. For example, GATS art III can be used more meaningfully to incentivise 

Members to adopt transparent internet/data regulations. Similarly, GATS art VII can 

facilitate interoperability of certain aspects of data transfer mechanisms such as privacy 

trustmarks. Additionally, the thesis recommends that Members consider certain new 

disciplines in WTO law to achieve further alignment between trade and internet policy 

objectives. For example, Members could adopt binding disciplines on cross-border data 

flows and data localisation and a mandatory requirement to incorporate basic frameworks 

on internet privacy and security in domestic laws. 

Given the current political stalemate at the WTO, this thesis acknowledges that some of 

the suggested reforms in WTO law, such as adopting new WTO disciplines on data flows, 

will be difficult to achieve. Thus, this thesis also emphasises the importance of informal, 

non-binding cooperation mechanisms outside strict multilateral processes of the WTO. 

For example, the thesis recommends that the WTO could emerge as an important site for 

developing and supporting greater transnational and international regulatory cooperation 

among countries. The WTO could also experiment with informal models of global 

cooperation involving the multistakeholder internet community, including considering 

adoption of a high-level non-binding declaration incorporating fundament norms on data 

flows. Such processes can help in strengthening the interlinkages between WTO law and 

internet governance and ensuring a balanced implementation of the principles of internet 

openness, privacy and security (both at domestic and global levels), thereby stimulating 

a more open, secure and robust environment for trade in digital services. Although 

international trade agreements such as GATS cannot fully resolve all challenges arising 

with respect to cross-border data flows, this thesis concludes that they can and should 
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play a more proactive role in supporting an open, free and secure internet, thereby striking 

an appropriate balance between trade and internet policy objectives.  
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Appendices 

I TABLE OF ABBREVIATIONS  

AB Appellate Body 

AI Artificial Intelligence  

APEC  Asia-Pacific Economic Cooperation 

BCRs Binding Corporate Rules 

CAD Computer Aided Design  

CBPR Cross Border Privacy Rules System  

CIGI Centre for International Governance Innovation 

CPC Central Product Classification  

CPC Prov Central Product Classification Provisional List  

DNS Domain Name System  

EC European Commission  

ENISA  European Union Agency for Cybersecurity 

EU European Union  

FTAs Free Trade Agreements  

GCSC Global Commission on the Stability of Cyberspace 

GDPR  General Data Protection Regulation  

GNI Global Network Initiative  

IANA Internet Assigned Numbers Authority 

ICANN Internet Corporation for Assigned Names and Numbers 

ICDPCC International Conference of Data Protection and Privacy Commissioners 

ICN International Competition Network  

ICT Information and Communications Technology  

IEEE Institute of Electrical and Electronics Engineers 
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IETF Internet Engineering Task Force  

IGF Internet Governance Forum 

IoT Internet of Things 

IP  Intellectual Property  

ISO International Organization for Standardization  

ISOC  Internet Society  

IT Information Technology  

ITU International Telecommunications Union  

MFN Most Favoured Nation 

MIIT Ministry of Industry and Information Technology 

MSMEs Micro, Small and Medium-sized Enterprises 

NIST National Institute of Standards and Technology 

OECD  Organisation for Economic Co-operation and Development 

OTT Over the Top 

PTAs Preferential Trade Agreements  

RFCs Request for Comments  

SCCs Standard Contractual Clauses  

SMEs Small and Medium-sized Enterprises  

TCP/IP Transmission Control Protocol / Internet Protocol 

UN United Nations 

UNCTAD United Nations Conference on Trade and Development 

UNESCO  United Nations Educational, Scientific and Cultural Organization  

UNGGE United Nations Group of Governmental Experts on Information Security 

US  United States 

USTR United States Trade Representative 
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USTR United States Trade Representative  

VPN Virtual Private Network 

W3C World Wide Web Consortium  

WHO World Health Organization  

WSIS World Summit on the Information Society 

WTO  World Trade Organization  
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International Covenant on Civil and Political Rights, opened for signature 16 December 

1966, 999 UNTS 171 (entered into force 23 March 1976)  

Japan – Mongolia Economic Partnership Agreement, signed 10 February 2015 (entered 

into force 7 June 2016) 

Marrakesh Agreement Establishing the World Trade Organization, opened for signature 

15 April 1994, 1867 UNTS 3 (entered into force 1 January 1995), annex IB (‘General 

Agreement on Trade in Services’) 

Marrakesh Agreement Establishing the World Trade Organization, opened for signature 

15 April 1994, 1867 UNTS 3 (entered into force 1 January 1995), annex IC (‘Agreement 

on Trade-Related Aspects of Intellectual Property Rights’) 

 Marrakesh Agreement Establishing the World Trade Organization, opened for signature 

15 April 1994, 1867 UNTS 3 (entered into force 1 January 1995), annex 2 
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Marrakesh Agreement Establishing the World Trade Organization, opened for signature 

15 April 1994, 1867 UNTS 3 (entered into force 1 January 1995), annex IA (‘Agreement 

on Technical Barriers to Trade’) 

Marrakesh Agreement Establishing the World Trade Organization, opened for signature 

15 April 1994, 1867 UNTS 3 (entered into force 1 January 1995) 

Treaty on the Functioning of the European Union, opened for signature 7 February 1992 

[2009] OJ/C 115/99 (entered into force 1 November 1993)  

United States – Canada- Mexico Trade Agreement <https://ustr.gov/trade-

agreements/free-trade-agreements/united-states-mexico-canada-agreement/united-

states-mexico>.  

Universal Declaration of Human Rights, GA Res 217 [III] A, UNGAOR, 3rd sess, 183rd 

plen mtg, UN Doc A/10 (10 December 1948)  

Vienna Convention on the Law of Treaties, opened for signature 23 May 1969, 1155 

UNTS 331 (entered into force 27 January 1980) 

III TABLE OF DOMESTIC AND EU LEGISLATION 

Beschluss des Rates der IT-Beauftragten der Ressorts (Germany), Beschluss Nr 2015/5, 

29 July 2015 

Computer Information Network and Internet Security, Protection and Management 

Regulations (People’s Republic of China), Ministry of Public Security, 30 December 

1997 

Computer Information Network and Internet Security, Protection and Management 

Regulations (People’s Republic of China), Ministry of Public Security, 30 December 

1997 

Decree on the Management, Provision and Use of Internet Services and Online 

Information (Vietnam), Decree No 72/2013/ND-CP, 15 July 2013 

Federal Law No. 149-FZ of July 27, 2006, on Information, Information Technologies and 

Protection of Information (Russia), 27 July 2006 
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Federal Law on Data Protection (Russia), Federal Law no 152-FZ, 4 July 2006 

Freedom of Information and Protection of Privacy Act (British Columbia), R.S.B.C. 1996  

Internet Code of Practice (Singapore), 1 November 1997 

Law on National Security (Vietnam), Law No 32/2004/QH11, 3 December 2004 

Law on Network Information Security (Vietnam), Law No 86/2015/QH13, 1 July 2016 

Law on Payment and Security Settlement Systems, Payment Services and Electronic 

Money Institutions (Turkey), Law no. 6493, 20 June 2013 

Luật an ninh mạng [Law 24 On Cybsersecurity] (Vietnam), Law No. 24/2018/QH14, 12 

June 1998  

Personal Information International Disclosure Protection Act (Nova Scotia), N.S. 2006  

Personally Controlled Electronic Health Records Act 2012 (Cth) 

Regulation on the Protection of Natural Persons with Regard to the Processing of 

Personal Data and on the Free Movement of Such Data, and Repealing Directive 

95/46/EC, Regulation (EU) 2016/679 of the European Parliament and of the Council 

[2016] OJ L119 (25 May 2018)  

Strafgesetzbuch [Criminal Code] (Germany), 13 November 1998 

Undang-Undang Tentang Pelayanan Publik (Indonesia), Law No 25/2009, 18 July 2009 

Кодекс Российской Федерации об административных правонарушениях [Code for 

Administrative Offences of the Russian Federation] (Russia), Federal Law no 195-Fz, 

December 30, 2001 

Портал персональных данных Уполномоченного органа по защите персональных 

данных [Federal Law No. 242-FZ of July 21, 2014 on Amendments to Certain Legislative 

Acts of the Russian Federation with Regard to Specifying the Procedure for the 

Processing of Personal Data in Data Telecommunications Networks] (Russia), 21 July 

2014 
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Уголовный кодекс Российской Федерации [Criminal Code of the Russian Federation] 

(Russia), Federal Law no No. 63-Fz, 13 June 1996 

 中华人民共和国网络安全法 [Cybersecurity Law] (People’s Republic of China), 

National People's Congress, 7 November 2016 

中国人民银行关于银行业金融机构做好个人金融信息保护工作的通知 [现行有效] [Notice to 

Urge Banking Financial Institutions to Protect Personal Financial Information] (People’s 

Republic of China), Order no No.17 [2011] of the People’s Bank of China, 5 January 

2011 

工业和信息化部关于清理规范互联网网络接入服务市场的通知 [MIIT Notice on 

Cleaning Up and Regulating the Internet Access Service Market], MIIT Telecom. Dept. 

Doc. No. [2017] 32 (People’s Republic of China), Ministry of Industry and Information 

Technology, 17 January 2017 
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WT/DS453/AB/R (14 April 2016) 

Panel Report, Argentina – Measures Relating to Trade in 

Goods and Services, WTO Doc WT/DS453/R (30 

September 2015) 
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Plain Packaging 
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Panel Report, Australia — Certain Measures Concerning 
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Products and Packaging, WTO Doc WT/DS435/R; 
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Appellate Body Report, Brazil – Measures Affecting 
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Panel Report, Brazil — Certain Measures Concerning 
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Products, WTO Doc WT/DS207/AB/R (23 September 

2002) 
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Panel Report, China — Certain Measures Affecting 
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China – Intellectual 
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Panel Report, China – Measures Affecting the Protection 
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