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Abstract

The Nonlinear Feedback Shift Register (NLFSR) based stream cipher is becoming the

mainstream design of modern stream ciphers. The properties of high operation speed,

small footprint in hardware and low power consumption make such ciphers preferable in

resource constrained applications requiring secure communications. In the last decade,

many NLFSR-based stream ciphers have been proposed, among which the Grain family

ciphers are the most mature and well studied ciphers. However, security concerns hinder

the development and application of such ciphers. Cryptanalytic attacks like the Time-

Memory-Data Trade-Off (TMDTO) attack requires that the size of the internal state

should be at least twice of the security level, which is conflict with the requirement of

high efficiency. In order to optimise the trade-off between the performance and security,

researchers focus on developing new ideas to design stream ciphers inheriting the effi-

ciency of Grain family ciphers but remaining resist to the known attacks especially the

TMDTO attack. To this end, new design ideas of using shorter Feedback Shift Registers

(FSRs) or deploying single Galois NLFSR spark interest in this field. In this thesis,

we aim to analyse the security of the newly designed stream ciphers and explore the

theory of NLFSR to make progress in studying the NLFSR-based stream ciphers. This

research aims to address four research questions. The four research questions and the

corresponding contributions are detailed as follows.

The first research question is about the security of small-state stream ciphers. As the

initial design of small-state stream ciphers, Sprout is proved to be insecure. Its successors

including Plantlet, Fruit and Lizard are also not as secure as expected. In this research,

we aim to improve the Sprout cipher against the divide-and-conquer key recovery attack

and analyze the security of all the small-state stream ciphers. By analyzing the four

types of sieving and merging techniques used in the key recovery attack, we identify the

design weakness in Sprout. Then we propose countermeasures to resist each type of the

sieving and merging techniques. Five experiments are conducted to verify our theoretical

improvements. The results of the first four experiments show that our countermeasures

are effective and the result of the last experiment shows that the improved cipher resists

the key recovery attack. Moreover, we analyze the attack results on Plantlet and Fruit

and find that the countermeasures we propose are consistent with the improvements

made in these. Finally, we summarize the design principles for small-state Sprout-like

stream ciphers.

The second research question is how to determine whether a Galois NLFSR is equiva-

lent to a Fibonacci NLFSR. We refer to those equivalent ones as transformable Galois

NLFSRs. The transformation between Fibonacci and Galois NLFSRs have been studied

extensively, but still the equivalence is not fully established. To address this issue, we
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adopt the notion nonlinear recurrence and derive the necessary and sufficient condition

for a Galois NLFSR to be equivalent to a Fibonacci NLFSR. We prove that the three

types of transformable Galois NLFSRs discovered in literature satisfy this condition.

Besides, we study several properties of the nonlinear recurrence and discover a special

case where a Galois NLFSR is equivalent to two different Fibonacci NLFSRs.

The third research question is how to transform an NLFSR between Fibonacci and

Galois configurations. For the three types of transformable Galois NLFSRs, either no

transformation algorithm has been proposed or the algorithm has very high complexity.

There are several limitations and a common issue in existing algorithms. In this research,

we aim to address all the issues. First, we give a formal description of a transformation

algorithm. Second, we develop a compensation method. The basic idea is to build

relations of the internal states of the NLFSR before and after transformation. According

to the established relations, it is possible to construct the output function and compute

the initial state for the transformed NLFSR. Based on this unified method, we propose

transformation algorithms for all the three types of Galois NLFSRs. Moreover, we

discover a new type of transformable Galois NLFSRs, namely Type-IV Galois NLFSRs.

We show that this new type also satisfies the necessary and sufficient condition proposed

to answer the second research question in Chapter 5. Based on the same compensation

method, we propose transformation algorithms for the Type-IV Galois NLFSRs. All

the proposed algorithms are easy to program and have polynomial time complexity. We

provide a pesudocode for each algorithm.

The fourth research question is about the security of maximum period Galois NLFSR-

based stream ciphers. We reinterpret the design method and identify a conditional

equivalence problem. We find that this problem can be addressed by the Type-II-

to-Fibonacci transformation algorithm proposed in Chapter 6. Then we apply this

algorithm on Espresso cipher. The Galois NLFSR used in the cipher is transformed

to a Linear Feedback Shift Register (LFSR) with a nonlinear output function, which is

often referred to as an LFSR filter generator. We mount the fast algebraic attack and

the Rønjom-Helleseth attack on the transformed cipher and break it with computation

complexity of 268.50 and 248.59 logical operations respectively, which is far lower than

the claimed security level of 2128. We then show that not only the Galois NLFSR

in Espresso cipher, but also the entire class of maximum period Galois NLFSRs can be

transformed back to LFSRs with precise output functions. Therefore, this kind of cipher

is always equivalent to an LFSR filter generator. We discuss other related attacks and

give suggestions for the future design.
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Chapter 1

Introduction

1.1 Background

The development of stream ciphers went through a steady rising period since the be-

ginning of the 20th century, and then impeded by the publication of DES and RSA

in 1970s. In the 1990s, stream ciphers are widely used in mobile devices and wireless

network [5]. The most popular applications include the A5/1 and A5/2 cipher used in

European GSM mobile phones, the RC4 cipher used in WEP and the E0 cipher used in

the Bluetooth protocols. Since then, the study of stream cipher has received continuous

attention from academia, industry and government departments all over the world.

In 2000, the NESSIE project was launched by the European Commission to call for

strong cryptographic primitives providing confidentiality, data integrity, and authen-

tication. This project ended in 2003. Unfortunately, none of the six stream ciphers

submissions including BMGL [6], Leviathan [7], LILI-128 [8], SNOW [9], SOBER-t16

[10] and SOBER-t32 [11] were selected in the final report [12] since none of them met

the security requirements. During the same time period, the Japanese government setup

the CRYPTREC project to evaluate and monitor the security of e-Government recom-

mended ciphers, as well as to examine the establishment of evaluation criteria for cryp-

tographic modules. Stream ciphers like MUGI [13] and MULTI-S01 [14] were selected

in the Candidate Recommended Ciphers List. In 2004, Steve Babbage from Vodafone

presented a paper [15] discussing what does the industry want for stream ciphers at the

SASC workshop. Later, Adi Shamir delivered a presentation about the state of stream

1
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ciphers [16] at the 2004 ASIACRYPT Conference. Combining their insightful comments,

the future design of stream ciphers can be divided into two categories:

1. Hardware-oriented stream ciphers with exceptionally small footprint (gates, power

consumption, etc) to be used in constrained devices (e.g., RFID);

2. Software-oriented stream ciphers with exceptionally high speed to be used in multi-

giga-bit per second communication links (e.g., routers).

Following the guidelines, the eSTREAM project was launched by EU ECRYPT, running

from 2004 to 2008. In the final list, three hardware-oriented stream ciphers Grain-v1 [17],

MICKEY 2.0 [18] and Trivium [19] are selected; four software-oriented stream ciphers

HC-128, Rabbit, Salsa20/12 and SOSEMANUK are selected. This project especially

the successful selection of 7 stream ciphers has profound impact in the development of

stream ciphers. Many successors of the winners of this project have been proposed and

the study of properties and security of stream ciphers has become an ongoing hot topic.

Even the application in message authentication has been explored. As pointed by Steve

Babbage, stream cipher will also remain competitive in authenticated encryption. In

2013, the CAESAR competition (Competition for Authenticated Encryption: Security,

Applicability, and Robustness) was announced at the Early Symmetric Crypto workshop

for this purpose. Stream cipher based scheme ACRON [20] is selected in the final

portfolio which is published in 2019.

1.1.1 Structure of Stream Cipher

In the course of development, the structure of stream cipher is continuously evolving.

Initially, stream cipher was proposed to imitate the One Time Pad (OTP), in which

truly random binary sequences are generated. From a practical perspective, it is hard

to generate long pure random sequences, instead, pseudorandom sequences with good

statistical properties are generated by stream ciphers. The output pseudorandom se-

quence is referred to as a keystream. The main component of a stream cipher is called a

keystream generator. As presented in Figure 1.1, the keystream generator is initialized

by a secret key K and sometimes with an initial value (IV). The output keystream bits
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z0, z1, z2, . . . are xored with the plaintext p0, p1, p2, . . . bit by bit to generate the cipher-

text c0, c1, c2, . . .. On the receiver’s side, the same keystream generator and same secret

key are used to recover the plaintext.

Figure 1.1: Stream cipher encryption and decryption.

The evolution of stream cipher structure is mainly reflected in the upgrade of building

blocks in the keystream generator. Initially, the Linear Feedback Shift Register (LFSR)

is adopted as the main building block due to its good statistical properties such as max-

imum period. However, independently using a single LFSR provides no cryptographic

security for a stream cipher. The output sequence of the LFSR can be recovered from at

most n keystream bits if the feedback function is public. Even if the feedback polynomial

is kept secret, the entire sequence can be recovered by the Berlekamp-Massey algorithm

[21] with 2n consecutive keystream bits, where n is the length of the LFSR. With the

recovered keystream and the observed ciphertext, the plaintext can be recovered easily

by xoring the two sequences.

To increase the complexity, one approach is to connect the LFSR with a filter function

as shown in Figure 1.2. The LILI-128 and SNOW cipher are designed based on this

method. The other approach is to combine several LFSRs together as shown in Figure

1.3. The A5/1, A5/2, and E0 are constructed by using this method.

However, the LFSR-based stream ciphers are still weak to Algebraic attacks [22–24]

and Correlation attacks [25, 26]. In eSTREAM project, a new method is proposed:

using Nonlinear Feedback Shift Register (NLFSR) in the design to increase complexity.

Compared to an LFSR, an NLFSR is known to be more resistant to cryptanalytic

attacks. The Grain-v1 cipher is the first design constructed by a combination of an
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Figure 1.2: LFSR filter generator. Figure 1.3: LFSR combiner generator.

LFSR and an NLFSR. The overall structure of Grain-like stream ciphers is presented

in Figure 1.4. Many successors of the Grain-v1 cipher have been proposed adopting the

same design structure.

Figure 1.4: Overall structure of Grain-like stream ciphers.

Except for the Feedback Shift Register (FSR) based stream ciphers, there are highly

diverse structures of stream ciphers. For example, stream ciphers based on the shift

register with carry feedback (FCSR), Sponge structure, ARX (addition, rotation, XOR)

and so on. More details can be find in [27].

1.1.2 Security of Stream Cipher

Since the stream cipher encryption is done by simply xoring the keystream with the

plaintext, the keystream should be as random as possible, otherwise a distinguishing at-

tack can be mounted. The attacker first guesses the plaintext, then derive the keystream
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by xoring the plaintext with the observed ciphertext. If the keystream can be distin-

guished from a truly random sequence, then the guessed plaintext is correct. Therefore,

the stream cipher should generate keystream with good statistical properties so that an

attacker would not be able to distinguish it from a truly random sequence.

Compared to the distinguishing attack, a more powerful attack on stream ciphers is the

key recovery attack. As a symmetric cryptography, the secret key used in the stream

cipher is kept secret while the structure details and IV are usually known by the public.

The ultimate goal of an attacker is to recover the secret key. If the key is recovered,

all the possible keystream can be reproduced to decrypt the entire ciphertext. The

security level of a stream cipher is the complexity of exhaustive searching the key. If

the complexity of an attack is less than the security level, then the stream cipher is

considered broken by this attack.

The security of a stream cipher is assessed by the resistance to the known attacks. In

the cryptanalysis of stream ciphers, the known plaintext attack and the chosen plaintext

attack are considered. An attacker is assumed to have access to certain amount of

plaintext or get to choose the plaintext and the corresponding ciphertext, which means

the corresponding keystream is revealed. These two attack models provide the framework

for the cryptanalytic attacks such as algebraic attack, correlation attack, divide-and-

conquer attack, guess-and-determine attack, Time-Memory-Data Trade-Off (TMDTO)

attack and all the other attacks mentioned in this thesis.

1.2 Motivation

In this thesis, we focus on FSR-based stream ciphers. Among the aforementioned stream

ciphers, the A5/1, A5/2, E0, LILI-128, SNOW, Grain-v1, Mickey and Trivium are all

based on FSRs. As we discussed, the LFSR-based stream ciphers have inevitable defect

due to their linear nature. The NLFSR-based stream ciphers are good candidates for

secure and efficient cryptographic primitives. More importantly, the properties of high

operation speed, small footprint in hardware and low power consumption make such

cipher preferable in resource constrained applications, hence such ciphers are classified

in lightweight cryptography. The Grain-v1, Trivium and Mickey ciphers are listed in

the promising lightweight stream cipher. However, these three primitives have their
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own limitations. The Mickey cipher has less flexibility in implementation compared to

Grain-v1 and Trivium and is vulnerable to timing and power analysis [28]. The Grain-v1

and Trivium are widely analyzed but only support 80-bit keys. In stream cipher design,

there is a trade-off between the security and the performance. In order to satisfy both

the resource constrained demand and the security requirement, the research of stream

cipher focuses on improving the hardware performance while maintaining the resistance

to all the known attacks.

1.2.1 Small-state Stream Ciphers

Performance metrics considered in the design of lightweight stream cipher usually include

area size, power consumption, latency and throughput etc. Among these metrics, area

size is essential for NLFSR-based stream ciphers. Reducing the area size of the cipher

leads to lower power consumption [28]. Area size is typically described in terms of Gate

Equivalences (GEs) for Application-specific integrated circuit (ASIC) implementations.

One GE represents the area size of implementing a two-input NAND gate. In [29],

the implementations of the eStream finalists using 0.13µm CMOS and the standard cell

library. The results show that the Grain-v1 cipher has an area size of 1294 GEs, Trivium

cipher needs 2580 GEs, and Mickey cipher requires 3188 GEs.

Even though Grain-v1 cipher is the most efficient in terms of area size among the three

ciphers, the security level is only 80 bits. The TMDTO attack [30] is proposed to break

this cipher. To resist the TMDTO attack, Grain-128 is proposed but proved to be weak

very soon. The revised version Grain-128a is more secure. In hardware implementation,

the Grain-128 cipher requires 2133 GEs and the Grain-128a requires 2145.5 GEs [31].

However, for resource constrained devices like the RFID, the area size is up to 10,000

GEs, out of which only 2,000 GEs may be used for security purposes [28]. Therefore,

hardware implementation of the employed stream cipher must be under 2000 GEs [32].

For even smaller devices, like 4-bit microcontrollers, the total gate count is 1000 GEs

[33]. Even though the Grain-128a is secure, it is not suitable for such device.

Driven by the increased demand in lightweight cryptography, researchers focus on de-

veloping new ideas to design stream ciphers applicable to resource constrained devices

and remain the resistance to the known attacks especially the TMDTO attack. In 2015,

a new design method was proposed by Armknecht et al in [34]. The basic idea is to
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use a short NLFSR but involve the key bits in the keystream generation phase. The

involved key bits are counted as the equivalent internal states so that the total size of

internal states is enough to resist the TMDTO attack. The Sprout cipher was imme-

diately proved insecure against several attacks [35–40]. In 2017, the authors proposed

an improved cipher called Plantlet [41]. Another successor of Sprout is the Fruit cipher

[42] proposed by Ghafari et al. in 2016. Several versions of this cipher were published

online after that. In 2018, Fruit-80 [43] is proposed as the final version of Fruit cipher.

The area size of Sprout, Plantlet, Fruit-v2 and Fruit-80 are 813 GEs, 928 GEs, 990

GEs, 960 GEs respectively. Since they are based on short FSRs, they are called small

state stream ciphers. Compared to Grain-v1 and Grain-128a, these ciphers are more

compact. However, there are various attacks mounted on small-state stream ciphers.

The question about whether adopting short FSRs to design a stream cipher is secure

or not is still open. It is necessary to analyze the weakness of the small state stream

ciphers and improve the design method.

1.2.2 Galois NLFSR-based Stream Ciphers

Except for area size and power consumption, latency and throughput are important

metrics of hardware performance. Latency is the measure of time between the initial

request of an operation and producing the output [28]. Throughput is the rate at which

new outputs are produced and is measured in bits/clock or bits/cycle. Latency and

throughput can be negatively correlated, in which case improving the throughput would

result in reducing the latency. In automobile systems, there are application scenarios

like in-vehicle, vehicle-to-vehicle and road-to-vehicle communication, which require the

cryptographic primitives to be low latency and high throughput. For RFID devices, the

primitive must have a latency of under 50 cycles and encryption/decryption throughput

of more than 1 bit/cycle [32].

Stream ciphers have lower latency and higher throughput compared to block ciphers,

which make stream ciphers more preferable than block cipher in resource constrained

applications. In the finalist of the eSTREAM project, Trivium outperformed the Grain-

v1, Grain-128, Mickey and Mickey-128 cipher implementations in throughput by at least

two orders of magnitude [44]. The results show that Trivium is executed with a max-

imum throughput around 3,333 KBps. The Grain-v1 and MICKEY implementations



Chapter 1 8

performed at less than 50 KBps. The reason behind this is that Trivium cipher uses

Galois NLFSRs instead of Fibonacci NLFSRs as building blocks. Galois NLFSRs and

Fibonacci NLFSRs are NLFSRs implemented in two different configurations. In the

Fibonacci configuration, the feedback is applied to the stage with largest index of the

register only. In the Galois configuration, the feedback can be applied to any stage. The

feedback functions in Galois NLFSRs can be implemented in parallel, leading to lower

latency and higher throughput compared to Fibonacci NLFSRs.

After the completion of the eSTREAM project, many researchers put efforts in im-

proving the throughput of stream ciphers, especially focus on exploring the theory and

application of Galois NLFSRs.

On the one side, the Grain family of stream ciphers have an important feature which

is that the throughput can be increased by adding more hardware. This is because the

Grain family ciphers can be parallelized. Specifically, the feedback functions and the

output function can be implemented up to 32 times, denoted as Grain Xk, where k is the

multiple time. Moreover, in [45] and [46], the Grain-v1, Grain-128 and Grain-128a are

improved in throughput by transforming the Fibonacci NLFSR used in the design into a

Galois NLFSR. The Fibonacci NLFSR and the Galois NLFSR are equivalent according

to the transformation algorithm proposed by Dubrova et al. [2]. The throughput of

the cipher is significantly increased after transformation. For example, the frequency

is improved by 58% for 1 bit/cycle, 55% for 4 bits/cycle and 28% for 8 bits/cycle in

Grain-v1 with Galois configuration [45].

On the other side, the transformation algorithm [2] is applied to construct Galois NLFSR

with period 2n − 1 from maximum length LFSR [4]. This method is a big step of

exploring the theory of NLFSR. It was adopted in [47] to design a class of maximum

period Galois NLFSR-based stream ciphers. Espresso cipher is the representative of

this class of stream cipher. Even though the design is based on Grain-128a, the main

structure is quite different. Instead of combining an LFSR with a Fibonacci NLFSR, a

single Galois NLFSR is used as the building block. The Galois NLFSR is constructed

from an equivalent 256-bit maximum length LFSR, hence it yields binary sequence with

period 2256 − 1. There is no need to add an extra LFSR, the Galois NLFSR itself can

provide the maximum period. The large size of internal states and the nonlinearity

of the Galois NLFSR assure the security of this kind of ciphers. Besides, the Galois
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configuration assures high throughput. Consequently, the Espresso cipher is the fastest

among the designs below 1500 GEs [47]. However, the fact that the building block of

this cipher is constructed from an LFSR weaken the robustness of the design.

1.2.3 Transformation between Fibonacci and Galois NLFSRs

The transformation between Fibonacci and Galois configurations is initially studied

in LFSRs. There is a one-to-one mapping between a Fibonacci LFSR and a Galois

LFSR. The transformation between them can be simply done by reversing the order of

the coefficients in the feedback polynomial. However, the transformation problem in

NLFSR is much more complicated. For a Fibonacci NLFSR, there are lots of equivalent

Galois NLFSRs while for a Galois NLFSR there may not exist any equivalent Fibonacci

ones. In literature, three types of Galois NLFSRs have been discovered to be equivalent

to Fibonacci NLFSRs. The underlying methods of proving the equivalence are quite

different. In [1], the equivalence is proved by showing there is a one-to-one mapping

between the internal states of the two NLFSRs. In [2, 48], a sufficient condition based

on graph theory is proposed. In [49, 50], the equivalence is proved by showing the

existence of a nonlinear recurrence. In [51], the proof is based on a mathematical tool

semi-tensor product. However, the problem of how to precisely determine whether a

random Galois NLFSR is equivalent to a Fibonacci NLFSR is still open.

What makes it worse is that the transformation between the Fibonacci and Galois NLF-

SRs cannot be easily done by simple modification of the functions such as reversing the

order of taps in LFSRs. In existing work, different methods have been used to transform

different Galois NLFSRs. For example, the transformation algorithm proposed in [2] is

based on shifting monomials between the feedback functions and the algorithm in [51]

is exhaustive searching the matching internal states of the Fibonacci NLFSR and the

Galois NLFSR. Moreover, for the Galois NLFSRs discovered in [1, 49], no transforma-

tion algorithm has been proposed. Therefore, further study is needed for the problem

of transforming NLFSRs between Fibonacci and Galois configurations.

Overall, most of the NLFSR-based stream ciphers use Fibonacci NLFSRs as building

blocks. Correspondingly, most of the known attacks against such ciphers are mounted

on Fibonacci NLFSRs and most of the analysis of statistical properties are conducted on

Fibonacci NLFSRs as well. The transformation between Fibonacci and Galois NLFSRs
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makes it possible to study Galois NLFSRs by analyzing its equivalent Fibonacci NLFSRs.

However, the research about the transformation algorithm has not been thoroughly

conducted. It is necessary to delve deeper into this area and study the security of Galois

NLFSR-based stream ciphers.

1.3 Research Questions and Objectives

NLFSR-based stream cipher is the most promising primitive for resource constrained

devices due to the properties of high efficiency and reasonable complexity. To cater for

the constrained capabilities in area size, power consumption, latency and throughput,

new design ideas of using short FSRs or deploying single Galois NLFSR spark interest

in this field. In this thesis, we aim to analyse the security of the newly designed stream

ciphers and explore the theory of NLFSR to make progress in studying the NLFSR-

based stream ciphers. Our research is divided into four research questions (RQs). The

four research questions and their corresponding objectives are detailed as follows.

RQ1: Are small-state stream ciphers secure?

Small-state stream ciphers including Sprout, Plantlet, Fruit and Lizard are designed

targeting resource constrained devices while remaining resistance to the TMDTO attack.

As the first design of small-state stream cipher, Sprout is proved insecure. The new

mechanism brought in Sprout cipher exposes weakness to new attacks. As we discussed

in Section 1.1.2, the security of stream cipher is analyzed by the resistance to all the

known attacks. A small-state stream cipher must follow the inherited design principles of

the NLFSR-based stream ciphers and also resist all the new attacks. We aim to improve

the Sprout cipher against the key recovery attack and check the improvements made

in its successor Plantlet, Fruit and Lizard. The ultimate goal is to form the complete

design principles for small-state stream ciphers by combing our improvement results and

the security techniques adopted in existing ciphers.

RQ2: How to determine whether a Galois NLFSR is transformable or not?

Two NLFSRs are equivalent if they output the same sets of sequences. It is not practical

to compare every set of output sequences if the NLFSR is too long. In existing works,

as we discuss in Section 1.2.3, the underlying methods of proving the equivalence of the
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three types of transformable Galois NLFSRs are quite different. However, only sufficient

condition is proposed regarding to only one type of Galois NLFSRs. The problem of

precisely determining whether a random Galois NLFSR is transformable is still open.

In this thesis, we aim to find the necessary and sufficient condition for random Galois

NLFSRs and explore more properties of transformable Galois NLFSRs.

RQ3: How to transform NLFSR between Fibonacci and Galois configuration?

In existing work, the transformation problem is studied in different perspective. How-

ever, there are several issues need to be resolved. For the three types of transformable

Galois NLFSRs, either no transformation algorithm has been proposed or the proposed

algorithm has high complexity. More importantly, the common issue among existing

algorithms is that the output sequence is assumed to be generated only from the first

stage. Whether the sequence generated by other stages is equivalent or not is not known.

In this thesis, we aim to address all the issues and propose new transformation algo-

rithms for the all the three types of Galois NLFSRs. Moreover, we aim to discover more

Galois NLFSRs that can be transformed to Fibonacci NLFSRs.

RQ4: Are Maximum Period Galois NLFSR-based stream ciphers secure?

The maximum period Galois NLFSR used in Espresso cipher is constructed by using

the transformation algorithm in [2]. Based on the result we find regarding to RQ3, a

new transformation algorithm is proposed for the uniform Galois NLFSRs discovered

in [2]. Since the common issue mentioned in RQ3 is solved, the new algorithm is able

to transform the maximum period Galois NLFSR back to the original LFSR with a

corresponding output function. In this thesis, we aim to apply our transformation

algorithm on the maximum period Galois NLFSR-based stream ciphers like the Espresso

cipher and mount attacks on the transformed cipher.

1.4 Contributions

The main contributions of this thesis are listed below:

To answer RQ1, we study the security of Sprout cipher and analyze the known attacks.

Our main contribution is identifying the design weakness in Sprout according to the

sieving and merging techniques in the key recovery attack. Firstly, we reinterpret the
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four types of sieving respectively to make it easier to understand, especially the type

III guessing for sieving. Then we reveal that it is the design of the output function and

the round key function that makes the cipher vulnerable to this attack. If we involve

two boundary indexes in the output function and remove the product term from the

round key function, the attack only works for one round of sieving, resulting in 279 time

complexity. Five experiments are conducted to verify our theoretical improvements. The

results of the first four experiments show that our countermeasures are effective and the

result of the last experiment shows that the improved cipher resists the key recovery

attack. Finally, we analyze the successors of Sprout, including Plantlet, Fruit-v2, Fruit-

80 and Lizard ciphers. The suggestions we gave to improve the Sprout are consistent

with the countermeasure in Plantlet to resist the divide-and-conquer key recovery attack.

We summarize the design principles for small-state stream cipher against known attacks.

To answer RQ2, we introduce the notion of nonlinear recurrence. Then we point out the

necessary and sufficient condition for a Galois NLFSR to be equivalent to a Fibonacci

NLFSR is that there exist a nonlinear recurrence describing the output sequence of an

NLFSR. We prove that the three types of Galois NLFSRs in existing works all satisfy

the condition. Moreover, we discover a special case where a Galois NLFSR has two

equivalent Fibonacci NLFSRs. Several properties of nonlinear recurrence is also studied.

The result is a step forward to characterize all the Galois NLFSRs.

To answer RQ3, we develop a compensation method and propose transformation algo-

rithms for all the three types of Galois NLFSRs. The basic idea is to build a relation

of the internal states of the NLFSR before and after transformation and derive the re-

versed relation by a compensation operation. Based on the two relations, we are able

to construct the feedback functions, the output function and the initial state for the

transformed NLFSR. Based on this unified method, we propose the Type-I-to-Fibonacci

algorithm to convert the Type-I Galois NLFSRs to Fibonacci NLFSRs. For Type-

II and Type-III Galois NLFSRs, we propose transformation algorithms covering both

the Fibonacci-to-Galois and Galois-to-Fibonacci cases. Moreover, a new type of trans-

formable Galois NLFSR referred to as Type-IV Galois NLFSRs is discovered and proved

to satisfy the necessary and sufficient condition. We propose the Fibonacci-to-Type-IV

and Type-IV-to-Fibonacci transformation algorithm based on a backwards shift opera-

tion and the same compensation method. All the proposed transformation algorithms

consists of:
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1. Construction of the feedback functions for the transformed NLFSR;

2. Construction of the output function for the transformed NLFSR;

3. Computation of the set of initial states of the transformed NLFSR according to the

set of initial sates of the original NLFSR.

Therefore, all the issues discussed in RQ3 are addressed. Moreover, the proposed algo-

rithms are easy to program and the complexity is rather low compared to the known

algorithms. The pseudocode for each proposed algorithm is provided.

To answer RQ4, we first reinterpret the design method of the class of maximum period

Galois NLFSR-based stream ciphers. The Galois NLFSR used in this kind of cipher is

constructed by using a scalable method [4] and this method is based on a transformation

algorithm [2]. The Galois NLFSR is transformed from a maximum period LFSR so that

the maximum period is assured. We identify that the transformation algorithm [2] only

assures conditional equivalence of the Galois NLFSR and the LFSR. It is impossible to

directly replace the Galois NLFSR by the LFSR in the cipher to break it. However, we

find that the Galois NLFSR can be transformed by the Type-II-to-Fibonacci algorithm

proposed in Chapter 6. We apply the transformation algorithm on Espresso cipher.

The Galois NLFSR is transformed back to the LFSR with a nonlinear output function,

which is often referred to as an LFSR filter generator. Therefore, the Espresso cipher is

transformed to an LFSR filter generator. We mount the fast algebraic attack and the

Rønjom-Helleseth attack [52] on the transformed cipher and break it with complexity

of (268.50) and 248.59 computations respectively. We then show that not only the Galois

NLFSR in Espresso cipher, but also the entire class of maximum period Galois NLFSRs

can be transformed back to LFSRs with precise output functions. Therefore, this kind

of cipher is always equivalent to an LFSR filter generator. We discuss other related

attacks and give suggestions for future design.

1.5 Outline

The rest of thesis is organized as follows:

In Chapter 2, we present basic definitions and notations related to polynomials, se-

quences and Boolean functions that are used in the forthcoming chapters. We also
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introduce several new representations and notations that we use to study the transfor-

mation algorithms in Chapter 5, 6 and 7.

In Chapter 3, we present a general review of FSR-based stream ciphers and transfor-

mation algorithms. The LFSR-based stream ciphers, and NLFSR-based stream ciphers

including Grain family ciphers, small-state stream ciphers and Galois NLFSR-based

stream ciphers are presented. We describe the main structure, design methodology and

features for each introduced cipher and review the known attacks mounted on it. Then

we provide a comprehensive review of existing transformation algorithms and their ap-

plications.

In Chapter 4, we describe the sieving and merging techniques used in the divide-and-

conquer key recovery attack. The weakness in the design of Sprout regarding to each

technique is identified and the countermeasure is proposed. Five experiments are con-

ducted to verify our theoretical improvements. We compare our results with the im-

provements made in the successors of Sprout, including Plantlet, Fruit-v2, Fruit-80 and

Lizard ciphers. Then we discuss the security of these ciphers and summarize the design

principles of such small-state stream ciphers. This chapter is derived from:

- Ge Yao, and Udaya Parampalli. Improve sprout cipher to resist the divide and conquer

based key recovery attack. In Proceedings of the Australasian Computer Science Week

Multiconference, pp. 1-7. 2018.

In Chapter 5, we propose the necessary and sufficient condition for a Galois NLFSR to

be equivalent to a Fibonacci NLFSR. The three types of Galois NLFSRs in existing work

are proved to satisfy the condition. Moreover, several properties of nonlinear recurrence

is studied and the special case of Type-I Galois NLFSR is discussed.

In Chapter 6, we present the limitations and common issue in existing transformation al-

gorithms and give a formal description of the transformation algorithm of NLFSRs. Then

we introduce a compensation method and propose transformation algorithms for the

Type-I, Type-II and Type-III Galois NLFSRs. Moreover, a new type of transformable

NLFSRs, the Type-IV Galois NLFSR is discovered. We propose both Fibonacci-to-

Type-IV and Type-IV-to-Fibonacci transformation algorithms based on a backwards

shift operation and the same compensation method. Besides, the proof of correctness
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and the pseudocode of each proposed algorithm are presented. This chapter is derived

from:

- Ge Yao, and Udaya Parampalli. Transformation Algorithm for NLFSRs in Hardware

Oriented Stream Ciphers. International Conference on Sequences and Their Applica-

tions, 6-1: pp. 1-14. 2018.

- Ge Yao, and Udaya Parampalli. Improved Transformation Algorithms for Generalized

Galois NLFSRs. International Conference on Sequences and Their Applications, pp. 1-

21. 2020. (The full version of this paper is submitted to Journal Cryptography and

Communications Discrete Structures, Boolean Functions and Sequences (CCDS))

In Chapter 7, we present the cryptanalysis of maximum period Galois NLFSR-based

stream ciphers. We reinterpret the design method and identify a conditional equivalence

problem in the underlying transformation algorithm for the design method. The Type-II-

to-Fibonacci transformation algorithm proposed in Chapter 6 is introduced. We apply

the algorithm on the Espresso cipher and transform it back to the maximum length

LFSR with a nonlinear output function. The transformed cipher is broken by the fast

algebraic attack and the Rønjom-Helleseth attack. Finally, we analyse the security of

the maximum period Galois NLFSR-based stream cipher from the overall perspective.

This chapter is derived from:

- Ge Yao, and Udaya Parampalli. Cryptanalysis of the Class of Maximum Period Galois

NLFSR-based Stream Ciphers. Submitted to Journal Cryptography and Communica-

tions Discrete Structures, Boolean Functions and Sequences (CCDS).

In Chapter 8, we conclude this thesis by summarizing our key contributions and pointing

out directions for future work.
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Prelimilaries

In this chapter, we describe basic definitions and notations used in the forthcoming

chapters. Most of the mathematical concepts and terminologies are from [53].

2.1 Feedback Shift Registers

An n-bit Feedback Shift Register (FSR), as defined in [53], consists of n binary storage

elements called stages. As in Figure 2.1, the n stages are arranged in a row denoted as

variables xn−1, xn−2, . . . , x0.

Figure 2.1: Structure of an n-bit FSR.

Each stage stores a bit value which is the state value of that stage. The shift register is

controlled by an external clock. At each clock cycle, the bit value stored in xi is shifted

to xi−1 for all i ∈ {n − 1, n − 2, . . . , 1}. The value in the stage xn−1 is computed by a

feedback function f(x0, x1, . . . , xn−1).

16
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The feedback function in an n-bit FSR is a Boolean function mapping from n binary

inputs to one bit output. There are two common ways to express a Boolean function:

the algebraic normal form and the truth table.

Definition 2.1. [53] The Algebraic Normal Form (ANF) of a Boolean function f :

{0, 1}n → {0, 1} is a polynomial in GF (2) of type

f =

2n−1∑
i=0

ci · xi00 · . . . · x
in−1

n−1 ,

where x0, x1, . . . , xn−1 are the n variables and ci, i0, . . . , in−1 ∈ {0, 1}.

A truth table of a Boolean function f : {0, 1}n → {0, 1} is a table listing the output for

all the 2n possible inputs.

2.2 LFSR

A Linear Feedback Shift Register (LFSR) is a FSR with a linear feedback function. The

feedback function of an n-bit LFSR is a Boolean function defined in 2.1 with only linear

monomials. Precisely, it is defined as

f(x0, x1, . . . , xn−1) = c0x0 ⊕ c1x1 ⊕ . . .⊕ cn−1xn−1

=

n−1∑
i=0

cixi,

where the coefficients ci ∈ {0, 1}. Throughout the thesis, we use ”⊕” and ”·” to denote

addition and multiplication in GF (2).

Let s0, s1, s2, . . . denotes the output sequence generated by an n-bit LFSR. The output

sequence satisfies a linear recurrence

si+n =
n−1∑
k=0

cksi+k for i ≥ 0.

The statistical properties of the output sequence of an LFSR is determined by its feedback

polynomial (or connection polynomial). The coefficients in the feedback function are
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correspond to the coefficients in the feedback polynomial

f(x) = xn + c0x
n−1 + . . .+ c1x+ c0.

An important property of the output sequence generated by a FSR is period.

Definition 2.2. The sequence s0, s1, s2, . . . is called periodic with period p if si =

si+p, i ≥ 0.

Definition 2.3. A binary sequence with period 2n − 1 generated by an n-stage LFSR

is called an m-sequence (shorted for maximum-length sequence).

An m-sequence has good randomness properties. Let s denote a m-sequence generated

by an LFSR with length l. This sequence satisfies the properties of Golomb’s randomness

postulates [53]:

1. Balancedness: In the cycle of 2l − 1 consecutive bits, the number of 1’s differ from

the number of 0’s by at most 1.

2. Runs: a run is a set of consecutive zeroes flanked by ones, or of consecutive ones

flanked by zeroes. In the cycle of 2l−1 consecutive bits,, the proportion of runs of length

i consecutive bits is 2−i, 0 ≤ i ≤ l, which means at least half the runs have length 1, at

least one-fourth have length 2, at least one-eighth have length 3 etc. Moreover, among

all runs of length i, i ≤ l − 2, the number of runs of zeroes and the number of runs of

ones are equal, which means there are equally many gaps and blocks.

3. 2-level auto-correlation: The auto-correlation of a binary sequence of period 2l − 1 is

defined by

C(τ) =

2l−1∑
t=0

(−1)
st+s(t+τ) mod (2l−1) .

C(τ) measures the distance between the sequence stst+1 . . . st+2l−1 and the sequence

obtained by shifting it by τ positions which is st+τst+τ+1 . . . st+τ−1. For the m-sequence,

if τ is a multiple of (2l − 1), then C(τ) = 2l − 1; if τ is not a multiple of (2l − 1), then

C(τ) = −1. The auto-correlation of a m-sequence is two valued.
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It was proved in [53] that an LFSR generates m-sequence if its feedback polynomial is

primitive. A primitive polynomial is an irreducible polynomial whose roots are primitive.

For example, a 3-bit LFSR defined by a primitive polynomial f = x3 + x2 + 1 generates

sequence with period of 7. We present the LFSR and its truth table in Figure 2.2.

Figure 2.2: Structure and truth table of a 3-bit LFSR.

Definition 2.4. The linear span or linear complexity of a sequence is the length of the

shortest LFSR that generates the entire sequence.

Linear complexity is an important property of a sequence since it determines the smallest

linear recursion to describe the sequence. For a sequence to be useful in cryptographic

applications, the sequence must have a large linear complexity. Note that an m-sequence

has good randomness properties. But, it has the least linear complexity, i.e., if only any

2n consecutive bits are known from the entire sequence, then it is possible to determine

the characteristic polynomial uniquely by the Berlekamp-Massey algorithm [21], thereby

the entire sequence can be reconstructed. On the other hand, a random sequence has

linear complexity approximately half the length of the sequence [54].

2.3 NLFSR

A Nonlinear Feedback Shift Register (NLFSR) is a FSR with a nonlinear feedback func-

tion. The feedback function of an n-bit NLFSR is a nonlinear Boolean function.
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The maximum period of an NFSR sequence is 2n, which is a De Bruijn sequence of order

n defined as

Definition 2.5. [55] A de Bruijn sequence of order n is a binary sequence b0, b1, b2, . . .

of period 2n such that all n-tuples (bi, bi+1, . . . , bi+n−1), i = 0, 1, . . . , 2n− 1, are pairwise

distinct, where n is a positive integer.

The output sequences of a n-bit NLFSR are periodic if and only if the feedback function

f is nonsingular, precisely, f needs to satisfy the condition

f = x0 + g(x1, . . . , xn−1),

where g is a Boolean function of n − 1 variables x1, . . . , xn−1. In this thesis, we only

consider nonsigular NLFSRs.

There are 22n−1−n de Bruijn sequences of period 2n and the number of various Boolean

functions of n − 1 variables is 22n−1
. Therefore, the probability of choosing an NLFSR

with nonsingular feedback function is given by [56]

22n−1−n

22n−1 =
1

2n
.

LFSRs are well studied in literature, with a well-established theory. It is easy to mathe-

matically obtain an LSFR feedback function with an maximum period by using primitive

polynomials. While the theory behind LFSR is well established, NLFSRs still have many

open problems. The most important issues is to determine the period of sequences from

NLFSRs and to devise a systematic way to construct NLFSRs with optimal periods.

Existing algorithms are either only applicable to small NLFSRs or consider certain spe-

cial cases [57–60]. The length of NLFSRs have been discovered to generate de Bruijn

sequences is up to 27 [61].

2.4 FSR Configurations

A FSR can be implemented in two kinds of configurations, namely Fibonacci and Galois

configuration. As shown in Figure 2.3, in the Fibonacci configuration, the feedback is
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only applied to the last stage. In the Galois configuration, the feedback can be applied

to every stage.

Figure 2.3: Overall structure of Fibonacci and Galois NLFSRs.

In Figure 2.4, an example of 4-bit Fibonacci NLFSR is given. The feedback f3 is only

applied to the last stage x3. An example of 4-bit Galois NLFSR is also presented. The

feedback f2 is applied to x2 and the feedback f3 is applied to x3.

Figure 2.4: Examples of Fibonacci and Galois NLFSRs.

When the NLFSR is implemented, the average depth of the circuits implementing feed-

back functions of the Galois configuration is usually smaller than the depth of the circuits

implementing the feedback function of the Fibonacci configuration. The throughput can

be increased when the NLFSR is implemented in Galois configuration. Therefore, Galois

NLFSR-based stream ciphers are preferred in applications requiring high speed commu-

nications. As for the statistical properties, the Fibonacci NLFSR satisfy the 1st and

2nd Golomb’s randomness postulates while the Galois NLFSR does not satisfy any of

the postulates. The period of the sequence generated by a Fibonacci NLFSR is equal to

the longest cyclic sequence of its consecutive states while this is not true for the Galois

NLFSR.

In an n-bit FSR, the bit values stored in n stages form the internal state of the FSR

represented as Xt = {xt0, xt1, . . . , xtn−1} where t denotes the current clock. X0 =
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{x0
0, x

0
1, . . . , x

0
n−1} represents the initial state. At the next clock t + 1, the internal

state is updated by shifting the bit values one stage to the right and the last stage is

updated by a feedback function fn−1 = f(x0, . . . , xn−1) which takes arbitrary taps as

input. For consistency purpose, we consider other stages are also updated by a feedback

function fi = xi+1 for i = 0, . . . , n− 2 respectively. Precisely, the internal state at clock

t + 1 is updated as Xt+1 = {xt+1
0 , . . . , xt+1

n−1} on the right side below according to the

feedback functions on the left side below.

fn−1 = f(x0, . . . , xn−1),

fn−2 = xn−1,

· · ·

f1 = x2,

f0 = x1,

xt+1
n−1 = f(xt0, . . . , x

t
n−1),

xt+1
n−2 = xtn−1,

· · ·

xt+1
1 = xt2,

xt+1
0 = xt1.

The output sequence of a FSR is generated by a output function fz which consists of

variables x0, . . . , xn−1 from the FSR. For example, fz = x0 outputs the bit value of stage

x0 at each clock.

The feedback functions and output function are Boolean functions. Each term in a

Boolean function is called a monomial. For example, in a Boolean function f = x0⊕x1x2,

both x0 and x1x2 are called a monomial.

dep(·) is the dependence list of a monomial or a Boolean function. For example, the

dependence list of a monomial m = x2x3 is dep(m) = [2, 3] and the dependence list of a

Boolean function g = x0⊕x2x3 is dep(g) = [0, 2, 3]. If the indexes in the dependence list

of m or g are decreased by i, we denote it as m|−i or g|−i. Similarly, if the indexes are

increased by i, we denote it as m|+i or g|+i. For example, m|−1 = x1x2 and dep(m|−1) =

[1, 2], m|+1 = x3x4 and dep(m|+1) = [3, 4].

2.5 Cryptographic Criteria for Boolean Functions

To design a secure FSR-based stream ciphers, there are several requirements for the

Boolean functions used in the cipher.
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The Boolean function is balanced if the number of 0s and the number of 1s are equal

in the output sequence of the Boolean function. That is, the output bits are uniformly

distributed over {0, 1} to avoid statistical dependence between the input and the output

[62].

A Boolean function of algebraic degree at most one is called an affine Boolean function.

The nonlinearity of a Boolean function is defined as the minimum Hamming distance to

any affine function [62]. The Hamming distance of two functions f and g is the Hamming

weight of f ⊕ g. The Hamming weight of a Boolean function is the number of 1s in its

truth table. If a Boolean function has high nonlinearity, then it is hard to find a linear

approximation of the function and it becomes difficult to mount algebraic attacks.

A Boolean function f(x0, . . . , xn−1) is k-th order correlation-immune if every k-tuple

obtained by choosing k components from (xt0, . . . , x
t
n−1) is statistically independent of

f(xt0, . . . , x
t
n−1) for all t = 1, 2, 3, . . .. There is a trade-off between the algebraic degree

and the correlation immunity of a Boolean function. For an n-inputs Boolean function,

the algebraic degree d and correlation immunity order k satisfy d ≤ n− k − 1 [63].

A Boolean function f is a k-resilient function if it is balanced and correlation immune of

order k. This property is related to the correlation attacks. If f is not k-resilient, then

there exists a correlation between the output of the function and (at most) k coordinates

of its input; if k is small, a divide-and-conquer attack [64] and fast correlation attacks

[65–67] take advantage of this weakness to break the LFSR filter generator and LFSR

combination generators.

2.6 Summary

This chapter presents some definitions and notations related to Boolean functions, feed-

back shift registers and sequences which will be used in the later chapters. We also

introduce some new representations and notations that we use to study the transforma-

tion algorithms in Chapter 5, 6 and 7.
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Literature Review

In this chapter, we present a general review of FSR-based stream ciphers and transfor-

mation algorithms. In Section 3.1, the LFSR-based stream ciphers including A5/1, E0,

LILI-128, SNOW, and the NLFSR-based stream ciphers including the Grain family ci-

phers (Grain-v1, Grain-128 and Grain-128a), small-state stream ciphers (Sprout, Plant-

let, Fruit and Lizard) and Galois NLFSR-based stream ciphers (Trivium and Espresso)

are presented. We describe the main structure, design methodology and features for each

introduced cipher and review the known attacks mounted on it. In Section 3.2, we provide

a comprehensive review of existing transformation algorithms. The underlying logic and

precise mathematical description of these related works are presented in detail. The ap-

plications of existing transformation algorithm in improving hardware implementation,

cryptanalysis and constructing maximum period Galois NLFSRs are introduced.

3.1 FSR-based Stream Ciphers and Attacks

3.1.1 LFSR-based Stream Ciphers and Attacks

An LFSR with primitive feedback polynomial generates the m-sequence. As we describe

in Section 2.2, m-sequence has good statistical properties: balancedness, ideal run dis-

tribution and 2-level auto-correlation. More importantly, the m-sequence generated by

an LFSR with primitive feedback polynomial has the property of maximum period. The

period of a keystream is an important criteria for secure stream ciphers. It stands for

24
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the maximum number of plaintext bits that can be encrypted by the keystream. If the

period of the keystream is too short, cryptanalytic techniques could potentially recover

the sequential plaintext [68]. Therefore, an LFSR with primitive feedback polynomial is

a popular building block of modern stream ciphers. However, using a single LFSR pro-

vides no cryptographic security. Given an n-bit plain LFSR, the entire output sequence

can be recovered by the Berlekamp-Massey algorithm [21] with 2n consecutive bits even

if the feedback polynomial is kept secret. The algorithm is summarized as follows.

Input: a binary sequence s0s1 . . . sm−1 with length m.

Output: the linear complexity l and the feedback polynomial f .

Step 1: Initialization: f(x) = 1, f ′(x) = 1, y = −1, d′ = 1, l = 0, i = 0.

Step 2: If i = m, terminate;

Step 3: If i < m, then calculate:

d = si +

l∑
j=1

cjsi−j ,

where cj is the coefficient of of xj in f(x);

Step 4: If d = 0, go to Step 8;

Step 5: If d 6= 0, then

g(x) = f(x)

f(x) = f(x)− d(d′)−1f ′(x)xi−y;

Step 6: If 2l > i, go to Step 8;

Step 7: If 2l ≤ i, then

l = i+ 1− l

y = i

f ′(x) = g(x)

d′ = d

Step 8: i = i + 1 and repeat Steps 2 to Step 8.

From the algorithm, we can see that, given an infinite linear recurring sequence s, input

any m consecutive bits of the sequence, the output feedback polynomial is unique if and

only if m ≥ 2l. The Berlekamp-Massey algorithm finds the shortest LFSR with length l

that generates that sequence s with no more than 2l consecutive bits of that sequence.
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Therefore, for an n-bit LFSR, the output sequence can be recovered from at most 2n

bits.

Therefore, an LFSR should never be used by itself as the only building block of the

keystream generator of a stream cipher, instead it should be used with extra nonlinear

components. To this end, LFSRs are used as the main building block in keystream

generators including combination generators and filter generators. The generators are

often combined with extra nonlinear components such as irregular clock control and

combination with memories. The traditional stream ciphers A5/1, A5/2 and E0 and the

LILI-128 and SNOW cipher proposed in NESSIE project are designed in these manners.

A5/1. A5/1 is a stream cipher used in GSM standards for protecting the privacy

of voice and data in over-the-air transmissions. A5/1 was developed in 1987 and its

design detail was first kept secret but leaked in 1994. A5/1 is a combination generator

composed of 3 LFSRs of lengths 19, 22 and 23. The feedback polynomial of each LFSR

is f1 = x19 + x5 + x2 + x + 1, f2 = x22 + x + 1 and f3 = x23 + x15 + x2 + x + 1

respectively. The cipher is initialized by a 64-bit secret key and controlled by irregular

clocking. Each of the 3 LFSRs has its own clocking tap. A majority function is used

to calculate a majority bit from these clocking taps. At each clock, only those LFSRs

whose clocking taps are equal to the majority bit are clocked. The keystream bit of the

cipher is generated by xoring the output bits of 3 LFSRs.

In 1999, A5/1 was reverse-engineered by Briceno et al. [69]. Due to the fact that the

internal state of the cipher only consists of 64 bits, Time-Memory Trade-Off (TMTO) at-

tacks have been mounted on A5/1 [70, 71]. Moreover, some weakness in the initialization

process has been identified by Ekdahl et al. [72] and later was exploited in a correlation

attack [25]. Besides, the cipher is even proved to be weak against a guess-and-determine

attack [73].

In 1989, A5/2 was designed in the same purpose with similar structure of A5/1. It uses

4 LFSRs, one of which is a clock LFSR. It was published and broken in the same year

[74]. A5/2 is considered weaker than A5/1.

E0. E0 is a stream cipher used in wireless and Bluetooth networks for protecting the

confidentiality of point-to-point communications. E0 is another typical combination

generator composed of 4 LFSRs of lengths 25, 31, 33 and 39. The feedback polynomial
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of each LFSR is f1 = x25 + x20 + x12 + x8 + 1, f2 = x31 + x24 + x16 + x12 + 1, f3 =

x33 + x28 + x24 + x4 + 1 and f4 = x39 + x36 + x28 + x4 + 1. The outputs of the 4

LFSRs at clock t are denoted as x1
t , x

2
t , x

3
t , x

4
t . The sum of the outputs is computed and

corresponded to 3-bit integer

yt = x1
t + x2

t + x3
t + x4

t = 4y2
t + 2y1

t + y0
t ,

where y2
t , y

1
t , y

0
t are binary values. Besides, some internal memory composed of 4 bits

c1
t−1, c

0
t−1, c

1
t , c

0
t are included and updated as c1

t , c
0
t , c

1
t+1, c

0
t+1 where

c1
t+1 = (z1

t+1 + c1
t + c0

t−1) mod 2,

c0
t+1 = (z0

t+1 + c0
t + c1

t−1 + c0
t−1) mod 2,

and

zt = byt−1 + ct−1

2
c.

The cipher is initialized by a 128-bit secret key and 74-bit IV and regular clocked. At

each clock, a keystream bit is calculated as

st = y0
t + c0

t mod 2.

E0 cipher suffers from the linear attacks [75, 76], algebraic attack [23] and fast algebraic

attack [24], correlation attack [77] and fast correlation attack [26, 78]. The most efficient

attack among these attacks is [78] which recovers the secret key with 223.8 keystream

bits and computation complexity of 238 operations. In 2013, a real time TMDTO attack

is mounted on E0. It takes only a few seconds to recover the secret key on a one core

PC. The secret key can be restored with the knowledge of 222.7 keystream bits and

computation complexity of 227 [79]. This is the best known attack mounted on the E0

cipher so far.

LILI-128. LILI-128 [8] is a stream cipher submitted to the NESSIE project. Unfortu-

nately, it is not considered during the Phase II of the project. It is constructed by two

components for clock control and keystream generation. The clock control component

consists of a 39-bit LFSR and a filter function. This LFSR is regularly clocked and its

feedback polynomial is a primitive polynomial f = x39 + x35 + x33 + x31 + x17 + x15 +
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x14 + x2 + 1 which produce a m-sequence. The data generator component consists of

an 89-bit LFSR and a filter function. This LFSR is defined by a primitive polynomial

f = x89 +x83 +x80 +x55 +x53 +x42 +x39 +x+ 1 and is controlled by the clock control

component. The filter function takes 10 inputs from the LFSR. The cipher is initialized

by a 128-bit secret key. The output bits generated by the filter function is the keystream

bits of the cipher.

LILI-128 has been fund to be vulnerable against the fast correlation attack. The secret

key can be recovered in 271 bit operations from the knowledge of 230 keystream bits and

a precomputation of 279 table lookups [80]. A TMDTO attack breaks this cipher with

245 table lookups and computation complexity equivalent to 248 DES operations [81].

SNOW. SNOW [9] is a stream cipher submitted to the NESSIE project and made to the

second round but failed to be selected in the final profile. Different from other ciphers

discussed in this chapter which are all bit-oriented stream ciphers, SNOW is a word-

oriented stream cipher which outputs words of 32 bits. SNOW is another typical filter

generator composed of an LFSR of length 16 and a Finite State Machine (FSM). The

LFSR is defined by a feedback polynomial p(x) = x16 + x13 + x7 +α−1 over F232 , where

α is the zero of the irreducible polynomial that defines the finite field F232 . This cipher

is broken by a distinguishing attack [82] with 295 observed keystream bits and workload

about 2100 and a guess-and-determine attack [83] requiring 2224 observed keystream

bits with workload 295. Although SNOW is ruled out due to security issues, several

successors have been proposed, including SNOW 2.0 [84], SNOW 3G and SNOW-v [85].

The new designs are slightly revised version of the original construction. For example,

the feedback polynomial is different and the FSM is modified to take two input words

in SNOW 2.0. The SNOW 2.0 has been standardized in ISO/IEC 18033-4 and together

with SNOW 3G are used in UMTS 3G networks while SNOW-V is designed for 5G

applications.

Other word oriented stream ciphers like SOBER-t16, SOBER-t32, ZUC and Sosemanuk

are all based on LFSRs. Stream ciphers based on word oriented LFSRs are more efficient

in software but more complex compared to bit oriented stream ciphers. More details

about word oriented stream ciphers can be found in [12, 86, 87].
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3.1.2 NLFSR-based Stream Ciphers and Attacks

Since LFSR-based bit-oriented stream ciphers are proved to be weak against attacks like

TMDTO attack, algebraic attack and correlation attack, and LFSR-based word-oriented

stream ciphers are not efficient enough in hardware implementation, in the eSTREAM

project, NLFSR is adopted to design secure hardware-oriented stream ciphers. Since

then, the NLFSR-based stream cipher becomes the mainstream of design especially for

resource constrained applications.

3.1.2.1 Grain Family Ciphers

Grain. Grain is a stream cipher submitted to the eSTREAM project and made to the

final portfolio of hardware-oriented stream ciphers. The initial version submitted to

the project is Grain-v0. This version was soon discovered vulnerable to several attacks

[88–90]. Following the suggestions in [88], the designers slightly modified the feedback

function and the output function. The revised version is denoted as Grain-v1 [17] which

is the one selected in the final list. Grain-v1 consists of a 80-bit LFSR, a 80-bit NLFSR

and a nonlinear output function. The LFSR is used to provide a maximum period for

the output keystream, hence it is defined by a primitive polynomial

f(x) = x80 + x67 + x57 + x42 + x29 + x18 + 1.

The feedback polynomial for the NLFSR is

g(x) =1 + x18 + x20 + x28 + x35 + x43 + x47 + x52 + x59 + x66 + x71 + x80+

+ x17x20 + x43x47 + x65x71 + x20x28x35 + x47x52x59 + x17x35x52x71+

+ x20x28x43x47 + x17x20x59x65 + x17x20x28x35x43 + x47x52x59x65x71+

+ x28x35x43x47x52x59.

The output function is constructed by a filter function and several taps directly from the

LFSR and the NLFSR. The filter function is chosen to be balanced, correlation immune

of the first order and has the highest nonlinearity of 12 [17]:

h(x) = x1 + x4 + x0x3 + x2x3 + x3x4 + x0x1x2 + x0x2x3 + x0x2x4 + x1x2x4 + x2x3x4.
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The cipher is initialized by a 80-bit secret key and a 64-bit IV. During the initialization

phase, the cipher is clocked 160 times with the output xored with the input. After 160

clocks, the output bits form the keystream.

The adoption of an NLFSR in the design assures high algebraic degree against the

algebraic attack [24]. The improvements made in the feedback function and output

function of Grain-v1 make the correlation attack [88] and distinguishing attacks [89, 90]

on Grain-v0 no longer work. However, several weaknesses have been discovered in Grain-

v1 [91–93].

Grain-128a. In [17], the authors declare that the TMDTO attack [30] on Grain-v1

has a complexity of O(280). However, new research in TMDTO attacks suggests that

the complexity can be reduced to O(2K/2) where K is the key size. Since the key size

in Grain-v1 is 40-bit, the TMDTO attack breaks it with complexity of O(240) [94]. To

resist this attack, stream cipher supporting 128-bit key is recommended. Grain-128 [94]

is designed for this purpose. As denoted by the name, Grain-128 supports key size of

128 bits. The complexity of TMDTO attack is O(264), which is not feasible with modern

computers. The main structure of Grain-128 is similar to Grain-v1 but it is not as secure

as expected. It is broken by distinguishing attacks [95, 96] and dynamic cube attacks

[97, 98]. A new version, Grain-128a [31] is proposed. The same structure of Grain-128

is adopted but the feedback function of the NLFSR is slightly modified to resist known

attacks on Grain-128. The 128-bit LFSR is defined by a primitive polynomial

f(x) = 1 + x32 + x47 + x58 + x90 + x121 + x128.

The feedback polynomial of the 128-bit NLFSR is

g(x) =1 + x32 + x37 + x72 + x102 + x128 + x44x60 + x61x125

+ x63x67 + x69x101 + x80x88 + x110x111 + x115x117

+ x46x50x58 + x103x104x106 + x33x35x36x40.

The output function consists of a filter function and several stages form both the LFSR

and the NLFSR. The filter function is defined as

h(x) = x0x1 + x2x3 + x4x5 + x6x7 + x0x4x8.
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The cipher is initialized by a 128-bit secret key and a 96-bit IV. During the initialization

phase, the cipher is clocked 256 times with the output fed back to the input. After that,

the output bits form the keystream. There are two operation modes of Grain-128a: with

or without authentication controlled by setting IV0 = 0 or IV0 = 1.

The changes made in the functions of Grain-128a improve the cipher against known

attacks on the Grain-128. Since the Grain-128a is published, many attempts of crypt-

analysis trying to break this cipher. So far a differential fault attack [99] and a related

key Chosen IV attack [100] are successfully mounted on it. The Chosen IV attack re-

covers the secret key with a computation complexity of 296.322 from 296 chosen IVs and

2103.613 keystream bits [100]. Moreover, a fast correlation attack [101] proposed by Todo

et al. breaks all the Grain family ciphers. Grain-128a is broken by this attack with

2115.4 time complexity and 2113.8 data complexity. From the practical point of view, the

Grain-128a is still secure. It is standardized by ISO/IEC.

3.1.2.2 Small-State Stream Ciphers

Sprout. Sprout [34] cipher is designed to resist the TMDTO attack and preserve the

efficiency of Grain family ciphers. The basic idea is to involve the secret key not only in

the initialization phase but also in the keystream generation phase. To this end, a round

key function is added in the design while other components are similar to Grain family

ciphers. The specification of the design details is in Chapter 4. In order to understand

how the new design idea in Sprout works, we need to introduce the TMDTO attack.

As discussed in Section 1.1.2, to break a stream cipher, the goal of the attacker is to

compute the entire keystream from the knowledge of several keystream bits. To this

end, the attacker needs to either recover the key or recover the internal state of the

cipher. In the TMDTO attack, the second approach is adopted, the attacker only

inverts the output function in the keystream generation phase. More precisely, the

attacker inverts the function fz : GF (2)σ → GF (2)σ, where σ is the size of the internal

state. A TMDTO attack consists of two phases: precomputation (offline) phase and

real-time (online) phase. In the precomputation phase, a table of all possible values of

the function is constructed. In the real-time phase, the attacker runs the function and

captures its output and looks up the value in the precomputed table. The complexity

of the TMDTO attack is determined by the following costs [34]:
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|N |: the size of the search space.

TP : the time effort of the precomputation phase.

T : the time effort of the online phase.

M : the memory cost of the attack.

D: the number of captured outputs of fz during the online phase.

Specifically, the search space in this attack scenario is |N | = |S|, where S is the space

of internal state s ∈ GF (2)σ. Let st denotes the internal state at clock t. Given σ

keystream bits zt, zt+1, . . . , zt+σ−1 computed by the output function fz, the attacker

aims to recover st so that all the succeeding keystream bits zr, r ≥ t can be computed.

In all the existing TMDTO attacks [30, 71, 102], applicable in this scenario, the time

effort is T =
√
|S| = 2σ/2. For a security level of k, the size of the internal state must

satisfy σ ≥ 2k.

In Sprout cipher, the size of the LFSR and NLFSR is chosen to be as short as 40-bit.

The requirement for the internal state size is not satisfied for a secrurity level of 80. To

solve this problem, a round key function is used to update the NLFSR. The basic idea

is that as long as two different states (s, k) and (s′, k′) where k 6= k′ never produce the

same keystream, then the search space is at least |S| = 2k. In this case, the security

level is independent of the size of the FSRs but only depend on the key size. Therefore,

the round key function in Sprout needs to assure that two different keys always yield

states that produce different keystream sequences. To this end, the round key function

in the keystream generation phase is defined as

k∗t = kt mod 80 · (lt4 + lt21 + lt37 + nt9 + nt20 + nt29), t ≥ 80,

where lti, i = 4, 21, 37 and ntj , j = 9, 20, 29 represent the internal states of the LFSR and

the NLFSR at clock t respectively.

The key bits are cyclically inserted bit by bit. In order to avoid the situation where one

key is only a shifted version of another key, a counter bit is also involved in the update

function for the NLFSR.

Unfortunately, the Sprout cipher was immediately broken by several attacks [35–40, 103].

A further discussion about these attacks is presented in Chapter 4.
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Plantlet. Plantlet [104] is a revised version of Sprout. In order to resist all the known

attacks on Sprout, several modifications are made in the design of Plantlet. First, the

guess-and-determine attacks [36, 39, 40, 103] take advantage of the short internal state

of Sprout, hence the internal state size of Plantlet is increased from 40-bit to 61-bit to

rule out such attacks. Second, the key involvement in the keystream generation phase

is controlled by a linear combination of several state bits, the probability that a key is

taken is only 0.5, resulting in no influence of the key in certain keystream bits. This has

been exploited by the guess-and-determine attack [35], the TMDTO attack [36, 38] and

the key recovery attack [40]. To resist these attacks, the round key function in Plantlet

removes the linear combination part so that the key bits are involved at every clock bit

by bit.

k̃t = k(t mod 80), t ≥ 0.

Third, to resist the key recovery attack in [40], a “double-layer LFSR” is introduced

in the design of Plantlet. Two different LFSRs are used. Specifically, the LFSR with

feedback polynomial PI is adopted in the initialization phase, whereas the LFSR defined

by PK is used in the keystream generation phase [104].

PI(x) = x60 + x54 + x43 + x34 + x20 + x14 + 1,

PK(x) = x61 + x54 + x43 + x34 + x20 + x14 + 1.

The LFSR with PK is converted from the LFSR with PI by adding an extra bit l60 = 1,

hence avoid the case where the internal state of the LFSR becomes all-zero in the

keystream generation phase.

As for the distinguishing attack on Plantlet [37], the memory complexity is about 32768

terabytes which is very high. The countermeasure to resist this attack is either making

the round key function more complicated or further increasing the length of the FSRs.

However, the distinguishing attack [105] with data and memory complexity of 261 bits

and time complexity of 255 steps shows that the countermeasure of using a more com-

plicated round key function is invalid. As pointed out in [104], the designers of Plantlet

think that it is not reasonable to sacrifice the hardware performance to resist this at-

tack since the Plantlet is designed targeting for ultra lightweight devices. Recently, a

key recovery attack requires a computational complexity of around 276.26 encryptions is

proposed [106]. The attack complexity can be reduced to 269.98 since it is possible to
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lower the number of required keystream bits. Moreover, the Plantlet is broken by a fast

correlation attack [107] with 273.75 time complexity and 273.06 keystream bits.

Fruit. Fruit cipher is another successor of Sprout. There are several versions of this

cipher. The first version Fruit-v0 is proposed in 2016 but soon broken by a fast cor-

relation attack [108] and a dived-and-conquer attack [109]. A revised version Fruit-v1

is also found to be weak against a distinguishing and key recovery attack [105]. Then

Fruit-v2 [42] is proposed in which the pseudo-linearity property of the filtering func-

tion is removed and the round key function is modified to resist the known attacks.

However, a fast correlation attack [107] breaks Fruit-v2 with 255.34 time complexity and

255.62 keystream bits. Fruit-80 [43] is proposed as the final version of this cipher. The

main difference from Sprout and Plantlet cipher is that the round key function in all the

versions of Fruit cipher does not access the key bit by bit, instead several different key

bits are involved at each clock. The lengths of the FSRs are also different. Specifically,

the Fruit-80 is composed of a 37-bit NLFSR and a 43-bit LFSR. The round key function

is defined as

k′t = kr · k(p+16) · k(q+48) ⊕ kr · k(p+16) ⊕ k(p+16) · k(q+48) ⊕ kr · k(q+48) ⊕ k(p+16),

k∗t = kr · k(p+16) ⊕ k(p+16) · k(q+48) ⊕ kr · k(q+48) ⊕ kr ⊕ k(p+16) ⊕ k(q+48),

where r = (c0
t c

1
t c

2
t c

3
t ), p = (c1

t c
2
t c

3
t c

4
t c

5
t ), q = (c2

t c
3
t c

4
t c

5
t c

6
t ) and Cr : (c0

t , ..., c
6
t ) denotes the

7-bit counter. k′t is one of the inputs of the feedback function for NLFSR and k∗t is one

of the inputs of the filter function.

So far, the only known attack against Fruit-80 is the fast correlation attack [107] which

also breaks the Plantlet and Fruit-v2. The 80-bit key can be recovered by the attack

with 264.47 time complexity and 262.82 keystream bits.

Lizard. Lizard [110] is another small-state stream cipher designed to resist TMDTO

attack. Different from the Sprout-like ciphers (Sprout, Plantlet and Fruit), the basic idea

to resist the TMDTO attack is not involving the key bits in the keystream generation

phase, instead, a FP(1)-mode introduced in [111] is adopted in the initialization phase

of Lizard. As we discussed before, the TMDTO attack aims to recover the internal state

and then recover the secret key by reversing the initialization phase. However, by using

the FP(1)-mode, the secret key and IV mixing in Lizard is not one-to-one, leading to

the initialization phase not invertible. It is proved to provide 2
3n-security against generic
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TMDTO attack, where n is the internal state size. Since the internal state size of Lizard

is 121 bits, Lizard has a security level of 80-bit against TMDTO attack. Although Lizard

is a successor of Sprout, the main structure is quite different. It consists of two NLFSRs,

one is 31-bit and the other is 90-bit. The 31-bit NLFSR is actually the NLFSR A10 in

an eSTREAM candidate ACHTERBAHN-128/80 [112]. This NLFSR is chosen because

it generates maximum period sequence and it is efficient in hardware implementation.

So far, a distinguisher is identified in Lizard and a key recovery attack is mounted on

the round-reduced Lizard [113]. Besides, a TMDTO analysis [114] recovers the internal

state of Lizard with a computation complexity of 254 and a pre-computation complexity

of 267. However, due to the non-invertible property introduced by the FP(1)-mode, the

secret key in Lizard can not be recovered. Lizard is secure against TMDTO attack.

3.1.2.3 Galois NLFSR-based Stream Ciphers

Trivium. Trivium [19] is one of the hardware-oriented stream ciphers selected in the

final list of eSTREAM project. The building block contains 288-bit internal states

denoted as (s1, . . . , s288). At each clock i, the state bits are updated as follows [115]:

t1 ← s66 + s93,

t2 ← s162 + s177,

t3 ← s243 + s288,

zi ← t1 + t2 + t3,

t1 ← t1 + s91 · s92 + s171,

t2 ← t2 + s175 · s176 + s264,

t3 ← t3 + s286 · s287 + s69,

(s1, s2, . . . , s93)← (t3, s1, . . . , s92),

(s94, s95, . . . , s177)← (t1, s94, . . . , s176),

(s178, s279, . . . , s288)← (t2, s178, . . . , s287),

where zi is the output keystream bit.

In fact, the main structure of the Trivium can be considered as a 288-bit Galois NLFSR.

The 3 bits updated by the 15 specific state bits can be considered updated by a feedback
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function as follows:

f1 ← s243 + s288 + s286 · s287 + s69,

f94 ← s66 + s93 + s91 · s92 + s171,

f178 ← s162 + s177 + s175 · s176 + s264.

The remaining bits are updated by rotating the register. The output function is

fz = s66 + s93 + s162 + s177 + s243 + s288.

Trivium is initialized by a 80-bit key and a 80-bit IV. The cipher is clocked 4 * 288

times in the initialization phase without yielding any output. After that, the cipher

can produces up to 264 of keystream bits. So far, there is no practical attack has been

mounted on full version of Trivium. Several cube attacks [116–118] are mounted on its

variant with reduced initialization rounds.

Espresso. In the study of NLFSR, constructing an NLFSR with given long period or

determine the period for a given NLFSR is an open problem. For example, Trivium

is based on a Galois NLFSR, the period of the output sequence is hard to defined.

In the literature of study the period of NLFSR, only a scalable method is proposed

by Dubrova et al. [4] to construct a maximum length Galois NLFSR. Based on this

method, a new class of lightweight stream ciphers is proposed in [47]. Espresso is the

representative design. The basic idea is to employ a single NLFSR in Galois configuration

to design the cipher. Compared to the well-know Grain family ciphers which are based

on a combination of LFSRs and NLFSRs in Fibonacci configuration, the single Galois

NLFSR-based Espresso ciphers is more efficient. The hardware performance analysis

[47] shows that Espresso is the fastest among the stream ciphers below 1500 GEs. The

design details and cryptanalysis of Espresso is presented in Chapter 7.

3.1.3 Summary

As the mainstream of modern stream cipher, the FSR-based stream cipher is well studied

and its corresponding cryptanalytic attacks are well developed. We summarize the

aforementioned ciphers and attacks in Table 3.1.
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3.2 Transformation Algorithms and Applications

The equivalence of Fibonacci and Galois configurations is first studied in LFSRs [53].

For a Fibonacci LFSR, there is always a Galois LFSR that generates same sets of output

sequences. The transformation between the two LFSRs is a one-to-one mapping. Given

a Fibonacci LFSR, the equivalent Galois LFSR can be constructed by reversing the

order of the coefficients in the feedback polynomial [2]. Precisely, the transformation

process is:

Given a l-bit Fibonacci LFSR with feedback polynomial f(x) = clx
l + cl−1x

l−1 + . . .+

c1x+ 1, the equivalent Galois LFSR is constructed as

fl−1 = clx0,

fi = xi+1 + ci+1x0 for 0 ≤ i ≤ l − 2.

The transition matrices of the Galois LFSR TG is converted from the transition matrices

of the Fibonacci LFSR TF as

TF =

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

0 1 0 . . . 0

0 0 1 . . . 0
...

...
...

. . .
...

0 0 0 . . . 1

cl cl−1 cl−2 . . . c1

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣
⇐⇒ TG =

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

c1 1 0 . . . 0

c2 0 1 . . . 0
...

...
...

. . .
...

cl−1 0 0 . . . 1

cl 0 0 . . . 0

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣
where each row 1 ≤ i ≤ l of the transition matrix represents the coefficients for the

feedback function fi.

Note that the transformation is revertible. The feedback polynomial f(x) of the Fi-

bonacci LFSR can be obtained from the feedback functions fi, 0 ≤ i ≤ l − 1 of the

Galois LFSR accordingly. The transition matrix TF of the Fibonacci LFSR can also

be converted from TG. Therefore, the mapping between the Fibonacci LFSR and the

Galois LFSR is one-to-one. The transformation of LFSR is adopted in several studies of

transformations of Feedback-with-Carry Shift Registers (FCSRs) and Linear Finite State

Machines (LFSMs) or to optimize LFSRs in terms of different parameters [120–123]. The

common motivation for these studies is that the Galois LFSR is more efficient than the
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corresponding Fibonacci LFSR because the feedback functions can be implemented in

parallel [120].

For NLFSRs, however, the transformation from Fibonacci to Galois configuration is a

one-to-many mapping. Usually, a Fibonacci NLFSR can be transformed to many differ-

ent Galois NLFSRs. Hence, the improvement in implementation efficiency varies from

mapping to mapping. As we discussed in Section 3.1.2, NLFSR-based stream ciphers

are promising candidates for protecting resource constrained devices. Since the trans-

formation from Fibonacci to Galois configurations improves the efficiency, the study of

the transformation between the two configurations of NLFSR has practical significance.

Therefore, it is important to identify the fastest Galois NLFSR for a given Fibonacci

NLFSR. To this end, several types of Galois NLFSRs that can be transformed to LFSRs

are discovered and their equivalence to Fibonacci NLFSRs is studied in [1–3, 49–51].

Besides, several applications of these algorithms are presented in [4, 45–47, 103]. We

introduce these results in details.

3.2.1 Transformation Algorithms

In this subsection, we present the results of related works [1–3, 48–51]. Since the trans-

formation between Fibonacci and Galois NLFSRs is studied in different perspectives in

these works, we refer to them as Massey’s Transformation, Dubrova’s Transformation,

Wang et al.’s Transformation, Lin’s Transformation, Dubrova’s Second Transformation,

Lu et al.’s Transformation and Zhao et al.’s Transformation respectively.

Massey’s Transformation

The equivalence of Fibonacci and Galois NLFSRs is first studied by Massey et al. [1].

In their paper, a linear transformation from the internal states of a certain type Galois

NLFSR presented in Figure 3.1 and a Fibonacci NLFSR presented in Figure 3.2 is

established.

Figure 3.1: Galois NLFSR in [1]. Figure 3.2: Fibonacci NLFSR in [1].
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In the two figures, s = (s0, s1, . . . , sn−2, sn−1) and s′ = (s′0, s
′
1, . . . , s

′
n−2, s

′
n−1) represent

the internal state of the n-bit Galois NLFSR and the n-bit Fibonacci NLFSR respec-

tively. Let θ be the next-state operator, i.e., θs is the next state of an NLFSR with

current state s. The internal states of the two NLFSRs are updated as

θs = As⊕ f(s)g

θs′ = As′ ⊕ f ′(s′)u.

where f is the feedback function of the Galois NLFSR and f ′ represent the feedback

function of the Fibonacci NLFSR, g = (g1, g2, . . . , gn−1, 1) and u = (0, 0, . . . , 0, 1) are

two column vectors with n elements. A is a n× n matrix:

A =

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

0 1 0 . . . 0

0 0 1 . . . 0
...

...
...

. . .
...

0 0 0 . . . 1

0 0 0 . . . 0

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣
.

The main result in [1] is establishing a linear transformation T which transforms every

internal state of the Galois NLFSR to a internal state of the Fibonacci NLFSR, denoted

as T (s) = s′ for all s. T is a n× n matrix:

T =

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

t1 t2 t3 . . . tn

0 t1 t2 . . . tn−1

...
...

...
. . .

...

0 0 0 . . . t2

0 0 0 . . . t1

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣
,

in which the nonzero elements satisfy the sets of equations

t1 = 1,

t1gn−1 + t2 = 0,

. . .

t1g2 + t2g3 + . . .+ tn−1 = 0,

t1g1 + t2g2 + . . .+ tn−1gn−1 + tn = 0.



Chapter 3 41

This system of equations only has one solution. Therefore, the transformation is a

one-to-one mapping. The correctness of this result is proved in the Theorem in [1].

Dubrova’s Transformation

A new type of Galois NLFSR called uniform NLFSR is studied in [2].

Definition 3.1. An n-bit NLFSR is uniform if its feedback functions satisfy

(a) fi = x(i+1) mod n ⊕ gi, where gi : {0, 1}n−1 → {0, 1}, i+ 1 /∈ dep(gi), and

(b) for all the gi, 0 ≤ i ≤ n − 1 , max(dep(gi)) ≤ τ , where τ is the terminal bit, which

is the the maximum index of the feedback function so that fi = xi+1 for all the i < τ .

In [2], the equivalence of the uniform NLFSR and the Fibonacci NLFSR is proved by

showing that they have the same nonlinear recurrence. To this end, a new representation

of an NLFSR is introduced, namely feedback graph. The definition is

Definition 3.2. [2] The feedback graph of an n-bit NLFSR is a directed graph with n

vertices v0, . . . , vn−1 which represent the 0, . . . , n− 1 stages of the NLFSR, respectively.

There is an edge from vi to vj if i ∈ dep(fj), where fj , j ∈ 0, 1, . . . , n− 1 is the feedback

function for the stage xj .

An operation of the feedback graph is also introduced.

Definition 3.3. [2] The operation substitution, denoted by sub(vi, vj), is defined for

any vertex vi which has a unique predecessor vj . The substitution sub(vi, vj) removes

vi from the feedback graph and, for each successor vk of vi, replaces the edge (vi, vk) by

an edge (vj , vk).

In [2], Lemma 1 is proposed to show that if the feedback graph of an n-bit NLFSR

can be reduced to a single vertex vi, then there exists a nonlinear recurrence of order n

describing the sequence output by the stage xi of the NLFSR. In Lemma 2 [2], uniform

NLFSRs are proved to satisfy the condition in Lemma 1. Therefore, there exists a

nonlinear recurrence for an uniform Galois NLFSR. On the other side, a Fibonacci

NLFSR always has a nonlinear recurrence. An example is given in the paper. A 4-bit

Fibonacci NLFSR with feedback function f3 = x0 ⊕ x1 ⊕ x2 ⊕ x1x3 is considered. At
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clock t, the bit value in each stage is updated by the equation

xt3 = xt−1
0 ⊕ xt−1

1 ⊕ xt−1
2 ⊕ xt−1

1 xt−1
3 ,

xt2 = xt−1
3 ,

xt1 = xt−1
2 ,

xt0 = xt−1
1 .

According to the Definition 3.2, the feedback graph for this Fibonacci NLFSR is pre-

sented in subfigure (a) in Figure 3.3 and then it is reduced to a single vertex v3 by

substitution of the vertices one by one in subfigures (b), (c) and (d).

Figure 3.3: Reduction steps for the feedback graph of the Fibonacci NLFSR from
the example: (a) initial graph; (b) after sub(v0, v1); (c) after sub(v1, v2); (d) after

sub(v2, v3)[2].

The substitution operation in the feedback graph is equivalent to substitution the bit

value in the update equations. As a result, the final equation is xt3 = xt−4
3 ⊕ xt−3

3 ⊕

xt−2
3 ⊕ xt−3

3 xt−1
3 . This equation is the nonlinear recurrence for this Fibonacci NLFSR.

Therefore, an uniform Galois NLFSR is equivalent to a Fibonacci NLFSR which has the

same nonlinear recurrence. To be noted that there exist Galois NLFSRs whose feedback

functions do not satisfy the uniform condition, but has an equivalent Fibonacci NLFSR.

Hence, the uniform condition is also a sufficient but not necessary condition for a Galois

NLFSR to be transformable.

In Theorem 1 [2], a transformation algorithm is proposed to transform a Fibonacci

NLFSR to uniform Galois NLFSRs. The transformation is done by shifting the mono-

mials in the feedback function of the last stage of the Fibonacci NLFSR to other feed-

back functions. For example, given an n-bit Fibonacci NLFSR, a monomial m is shifted
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from fn−1 to fb, then fn−1 becomes fn−1 ⊕m and fb becomes fb ⊕m|−(n−1−b), where

m|−(n−1−b) is m with indexes deducted by n − 1 − b. In order to make sure the trans-

formed NLFSR is uniform, the position to where a monomial is shifted needs to be

chosen carefully. We provide a pseudocode for the shifting position chosen algorithm.

For each monomial mj , j ∈ [0, r−1], the lowest position bj is determined by the following

algorithm.

Algorithm 1 Uniform Shifting Position

Input: n,m0, . . . ,mr−1

Output: b0, . . . , br−1

1: for j ← 0, r − 1 do
2: τ ← max(τ,max(dep(mj)−min(dep(mj))
3: if min(dep(mj)) ≤ n− 1− τ then
4: bj ← n− 1−min(dep(mj))
5: else
6: bj ← τ

This algorithm only computes the lowest position for each monomial. There are multiple

combinations of the final positions of the monomials. However, not all the combination

results in an uniform NLFSR. Choosing the final shifting position still needs to check if

the resulting feedback functions satisfy the uniform condition.

Later, the authors published a following work of their transformation algorithm [124].

In this paper, they establish a relation between sequences of states generated by the

two NLFSRs and propose a method to compute the matching initial state of the Galois

NLFSR for every initial state of the Fibonacci NLFSR [124].

Wang et al.’s Transformation

Similar to the contribution in [2], a sufficient condition for a Galois NLFSR to be trans-

formable is presented in [48]. In their paper, the transformable problem is studied in

graph theory. A new representation dependence graph is introduced. A dependence

graph is a directed acyclic graph satisfying five conditions in the Definition 3 in [48].

Different from the feedback graph introduced in [2], it is not straightforward to construct

a dependence graph for a given NLFSR. An algorithm to search a dependence graph is

proposed. The complexity of this algorithm is O(n2(m + n3)), where n is the length

of the NLFSR and m is the total number of monomials in the feedback functions of

that NLFSR. Once the dependence graph of a given Galois NLFSR is constructed, one

can check if this graph satisfies a condition in Proposition 3 in [48]. If so, then there
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exists a nonlinear recurrence for this Galois NLFSR such that it can be transformed to

a Fibonacci NLFSR. An example of a 4-bit Galois NLFSR is given in the paper. The

feedback functions are

f3 = x0 ⊕ x2x3,

f2 = x3,

f1 = x2,

f0 = x1 ⊕ x0.

This NLFSR is not an uniform Galois NLFSR. However, the author did not specify what

kind of Galois NLFSRs that can be identified and transformed by their algorithm. To

be noted that the condition in Proposition 3 is a sufficient but not necessary condition.

To characterize Galois NLFSRs by their transformable property is still challenging.

Lin’s Transformation

In [49], a new type of Galois NLFSR is discovered. The feedback functions of such Galois

NLFSR with length n are defined as

fi = x(i+1) mod n ⊕ gi(x0, x1, . . . , xi), 0 ≤ i ≤ n− 1, (3.1)

where gi is a Boolean function.

The internal state of the NLFSR at clock t is updated by

xt0 = xt−1
1 ⊕ g0(xt−1

0 ),

xt1 = xt−1
2 ⊕ g1(xt−1

0 , xt−1
1 ),

. . .

xtn−2 = xt−1
n−1 ⊕ gn−2(xt−1

0 , . . . , xt−1
n−2),

xtn−1 = xt−1
0 ⊕ gn−1(xt−1

0 , . . . , xt−1
n−1).

(3.2)
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The transformation from the Galois NLFSR (3.1) to Fibonacci NLFSR is done by first

rewriting the equations in (3.2) as

xt−1
1 = xt0 ⊕ g0(xt−1

0 ),

xt−1
2 = xt1 ⊕ g1(xt−1

0 , xt−1
1 ),

. . .

xt−1
n−1 = xtn−2 ⊕ gn−2(xt−1

0 , . . . , xt−1
n−2),

xt−1
0 = xtn−1 ⊕ gn−1(xt−1

0 , . . . , xt−1
n−1).

(3.3)

Then from the first equation to the last equation in (3.3), iteratively substitute xt−1
i , 1 ≤

i ≤ n − 1 for their equivalent expressions [49]. At the first substitution step, an inter-

mediate value h0 = g0 is saved. At each substitution step 1 ≤ i ≤ n− 1, a intermediate

value hi is generated by xoring the resulting gi at that step and all the hj , 0 ≤ j < i.

The final equation is represented by

xt+n−1
0 = xt−1

0 ⊕ hn−2(xt0, . . . , x
t+n−2
0 )⊕ hn−1(xt−1

0 , . . . , xt+n−2
0 ).

This equation is the nonlinear recurrence of the Galois NLFSR.

Similarly, the initial states of the two NLFSR can be computed by the equations resulted

from iterative substitution. In the equation (3.3), xt−1
i , 1 ≤ i ≤ n− 1 can be iteratively

substituted and result in

xt−1
1 = xt0 ⊕ h0(xt−1

0 ),

xt−1
2 = xt+1

0 ⊕ h1(xt−1
0 , xt0),

. . .

xt−1
n−1 = xt+n−2

0 ⊕ hn−2(xt−1
0 , . . . , xt+n−3

0 ).

(3.4)

If the Galois NLFSR is initiated by a state (x0
0, x

0
1, . . . , x

0
n−1), then the initial state for

the Fibonacci NLFSR is (x1
0, . . . , x

n−1
0 ) computed by iteratively solving the first equation

to the last equation of (3.4) with t = 1.

Besides, the authors prove that the output sequences generated by Galois NLFSRs (3.1)

are periodic.
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Dubrova’s Second Transformation

In [3], the transformation between different Galois NLFSRs is studied. The transforma-

tion is presented by an intuitive description. Several new representations and notations

are introduced.

First, an n-bit FSR is described as a mapping {0, 1}n → {0, 1}n of type [3]


x0

. . .

xn−1

 →


f0(x0, . . . , xn−1)

. . .

fn−1(x0, . . . , xn−1)

 ,

where each Boolean function fi, i ∈ {0, 1, . . . , n − 1} is of type: fi = x(i+1) mod n ⊕

gi(x0, . . . , xi, xi+2, . . . , xn−1).

For example, a 4-bit NLFSR is represented by a 4-variate mapping {0, 1}4 → {0, 1}4:


x0

x1

x2

x3

 →


x1

x2

x3 ⊕ x1x2

x0 ⊕ x3

 . (3.5)

Second, an n-bit FSR can be represented by an n-bit ring with connections corresponding

to the monomials in the feedback functions. For example, the NLFSR with mapping

(3.5) can be represented by a 4-bit ring in Figure 3.4.

Figure 3.4: The 4-bit ring of the 4-bit NLFSR with mapping (3.5) [3].

Third, the State Transition Graph (STG) is introduced. It is a directed graph in which

the nodes represent the states and the edges show possible transitions between the states

[3]. The STG of the example (3.5) is presented in Figure 3.5.
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Figure 3.5: The state transition graph of the NLFSR with mapping (3.5). Each
4-tuple represents a state (x0, x1, x2, x3)[3].

The transformation of a FSR is done by moving the connections in its ring. In order

to make sure the FSRs before and after transformation output same sets of sequences.

The cycle structure of the STG should be preserved. To this end, four conditions should

be satisfied. These conditions limit the movement of the connections so that the cycle

structure remains unchanged. Then the authors formalize the transformation as an

algorithm. The four constraints of the movement are summarised as three conditions in

the algorithm.

For each index e ∈ dep(m), where m is the monomial needs to be shifted from fa to fb,

the following conditions must be satisfied:

(1) fi = xi+1 for i ∈ [e, ê], and fa = xa+1 ⊕m if a ∈ [e, ê].

(2) For all k ∈ [a, b], k /∈ dep(ga ⊕m) and k /∈ dep(gi) for each i ∈ {0, 1, ..., a − 1, a +

1, ..., x− 1} and fi = ni+1 ⊕ gi.

(3) For each j ∈ dep(fz), j − 1, j /∈ [a, b] and j − 1, j /∈ [e, ê].
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The movement of the connections is done by shifting monomials. The shift operation is

defined as:

Let m be a monomial that needs to be shifted from fa to fb, then fa becomes fa⊕m and

fb becomes fb⊕m′, where m′ is m with each element e ∈ dep(m) becomes e′ = (e−a+b)

mod n.

This algorithm is applied on the Trivium cipher. The monomials in g287, g194 and g110

are shifted to 9 feedback functions uniformly. After transformation, the keystream data

rate of the cipher is increased by 27%.

Lu et al.’s Transformation

In [51], a new mathematical tool, semi-tensor product (STP) of matrices, is introduced

to study the transformation between the Galois NLFSRs and the Fibonacci NLFSRs.

This mathematical tool is proposed in by Cheng et al. [125]. It has been widely used to

study the driven stability of Fibonacci NLFSRs [126], Boolean networks [127, 128] and

topological structures [129]. In [51], the STP is used to convert the update equations of

an NLFSR into a new algebraic form, resulting in a transition matrix for that NLFSR.

The transition matrix can be used to construct the update function for the corresponding

transformed NLFSR.

The STP operation is defined as

Definition 3.4. [125] Let A ∈ Rn×m and B ∈ Rp×q. The STP of A and B is defined

as An B = (A⊗ I l
m

)(B ⊗ I l
p
), where In is the identity matrix of dimension n, l is the

least common multiple of m and p.

For any Boolean function f(x0, x1, . . . , xn−1) with n variables, it can be represented as

f(x0, x1, . . . , xn−1) = Fx0 nx1 n . . .nxn−1, where F is called the structure matrix of f .

Given an n-bit Galois NLFSR with update functions

yt+1
i = fi(y

t
0, . . . , y

t
n−1), i ∈ {0, 1, . . . , n− 1}.

For each update function fi, i ∈ {0, 1, . . . , n − 1}, there exist a structure matrix Fi so

that fi(y
t
0, . . . , y

t
n−1) = Fiy

t
0 n yt1 n . . .n ytn−1. Let yt = yt0 n yt1 n . . .n ytn−1. The Galois
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NLFSR can be expressed as an algebraic form

yt+1 = LGy
t,

where LG = F0 ∗F1 ∗ . . . ∗Fn−1 with ∗ being the Khatri–Rao product [130]. LG is called

the transition matrix of the Galois NLFSR.

Similarly, given an n-bit Fibonacci NLFSR with update functions

xt+1
n−1 = f(xt0, . . . , x

t
n−1),

xt+1
i = xti+1, i ∈ {0, 1, . . . , n− 1}.

Let xt = xt0 nxt1 n . . .nxtn−1. The Galois NLFSR can be expressed as an algebraic form

xt+1 = LFx
t.

LF is called the transition matrix of the Fibonacci NLFSR.

The transformation from a Galois NLFSR to a Fibonacci NLFSR is done by computing

the transition matrix LF by LG. This is proved in the following Theorem.

Theorem 3.5. [51] If a Galois NLFSR with transition matrix LG can be transformed

into an equivalent Fibonacci NLFSR with transition matrix LF , then we have

LG = M−1
Φ LFMΦ,

where MΦ is constructed by Algorithm 1 in [51].

The Algorithm 1 checks whether a Galois NLFSR can be transformed to an equivalent

Fibonacci NLFSR. If so, the algorithm exhaustively search a corresponding internal state

of the Fibonacci NLFSR for each internal state of the Galois NLFSR. All the internal

state found in each step of the algorithm forms a column of MΦ.

The update functions or the feedback function of the Fibonacci NLFSR can be recovered

from LF . The example presented is the same 4-bit Galois NLFSR in [48]. This example

is one of the Galois NLFSRs (3.1) discovered in [49]. Nevertheless, this algorithm can

be applied on any Galois NLFSR with a complexity of O(2n) where n is the length of

the NLFSR.
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Zhao et al.’s Transformation

In [50], the authors present two types of Galois NLFSRs, namely Triangulation-I and

Triangulation-II. The Triangulation-I is defined as

f0 = g0(x0, . . . , xn−1),

fi = gi(x0, . . . , xi−1, f0), 1 ≤ i ≤ n− 1,
(3.6)

and the Triangulation-II is defined as

fi = gi(x0, . . . , xn−1)⊕ xi+1, 0 ≤ i ≤ n− 2,

fn−1 = gn−1(x0, . . . , xn−1).
(3.7)

Interestingly, the Triangulation-I and II are the inverse of each other [50]. The equiva-

lence of these two types of Galois NLFSRs with Fibonacci NLFRs is proved by showing

that there exists a n-th order nonlinear recurrence. The total number of these two types

of Galois NLFSRs is 2n − 1 where n is the length of such Galois NLFSRs. Besides,

it is shown that the Galois NLFSRs discovered in [1] and the uniform Galois NLFSRs

discovered in [2] are π-equivalent to certain Triangulation-I ones, whereas the Galois

NLFSRs discovered in [49] are equivalent to all the Triangulation-II ones [50].

3.2.2 Applications

When the transformation from Fibonacci LFSR to Galois LFSR is initially studied,

the motivation is that the Galois configuration is more efficient than the Fibonacci

architecture because the feedback functions can be implemented in parallel. This feature

of the Galois configurations also encourages the research on transformation of NLFSRs.

Based on the existing transformation algorithms, it is possible to improve the throughput

of Grain family ciphers [45, 46] and the Trivium cipher [3]. Moreover, the transformation

between Galois NLFSRs can be adopted in the cryptanalysis of NLFSR-based stream

cipher. A guess-and-determine attack based on the Galois-to-Galois transformation

algorithm is mounted on Sprout [103]. The last but not the least, a scalable method [4]

is proposed to construct maximum length Galois NLFSRs, which is an open problem in

the study of NLFSRs.
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Improving Hardware Implementation of Grain Family Ciphers

In [45], several techniques are deployed to improve the throughput of Grain-v1 and

Grain-128. One of the techniques is the transformation algorithm proposed by Dubrova

et al. [2]. Based on the algorithm, the Fibonacci NLFSR in Grain-v1 can be transformed

to uniform Galois NLFSRs with terminal bit τ = 63. According to the algorithm we

present in 1, the terminal bit should be τ = 54. However, the bit 63 of the NLFSR is

used in the output function. If the determine bit is set to 63, then the output sequence

of this cipher is not the same as the original one. Therefore, the determine bit is set

to 63. Similarly, the Fibonacci NLFSR in Grain-128 can be transformed to uniform

Galois NLFSRs with terminal bit τ = 95. Then 3 Galois NLFSRs are identified as the

maximum-throughput configurations for the 1, 4 and 8 bit/cycle version of Grain-v1 and

4 for the 1, 4, 8 and 16 bit/cycle version of Grain-128 respectively. The transformation

significantly increase the throughput of the NLFSR in the cipher. For example, the

implementation results show that the highest improvement in timing is 41.3% in the

NLFSR of Grain-v1 and 40% in the NLFSR of Grain-128 for 1 bit/cycle versions [45].

In Grain family ciphers, the bottleneck of propagation delay is the critical path in the

initialization phase. The transformation from Fibonacci to Galois configuration increase

the throughput in the keystream generation phase but has no impact on this path. The

solution to this problem is to change the working frequency of Grain-v1 by using low

frequency during the initialization phase and higher frequency during the keystream

generation phase [45]. To this end, a clock divising block is adopted in implementation.

As a result, Galois NLFSR-based Grain-80 can run at 58% for 1 bit/cycle, 55% for 4

bits/cycle and 28% for 8 bits/cycle higher frequency compared to original Grain, Galois

NLFSR-based Grain-128 can run at 55% for 1 bit/cycle, 50% for 4 bits/cycle, 45% for

8 bits/cycle and 35% for 16 bits/cycle higher frequency compared to original Grain-

128 [45]. The throughput of the two ciphers can be further improved by pipelining the

output function but with a small proportion of extra area and power consuming.

In [46], the same transformation algorithm [2] is applied in Grain-128a to improve the

throughput. The transformation algorithm is not only used to convert the Fibonacci

NLFSR to Galois NLFSRs but also used to transform the output function. In the ini-

tialization phase, the output is fed to the stage b127 in the NLFSR and s127 in the LFSR.

The output function can be considered as the feedback function of these two stages. The
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transformation algorithm distributes the monomials in the output function to the feed-

back functions of stages b126, b125 and s126, s125. During the keystream generation phase,

the feedback loop is disconnected and the output functions form a 3 levels pipeline [46].

Cryptanalysis of Sprout

In [103], the transformation algorithm for Galois NLFSRs proposed in [3] is improved by

relaxing some of the constraints. Consequently, a generalized transformation algorithm

between Galois NLFSRs is proposed in Theorem 4 in [103]. The authors then apply the

generalized algorithm on Sprout cipher. A monomial n29 is shifted from f39 to f27 and

the resulting Galois NLFSR is

nt+1
39 = lt0 ⊕ ct ⊕ k∗t nt0 ⊕ nt13 ⊕ nt17 ⊕ nt18 ⊕ nt19 ⊕ nt24 ⊕ nt28 ⊕ nt29 ⊕ nt35 ⊕ nt39 ⊕ nt2nt25

⊕ nt3nt5 ⊕ nt7nt8 ⊕ nt14n
t
21 ⊕ nt16n

t
18 ⊕ nt22n

t
24 ⊕ nt26(nt32 ⊕ nt21)

⊕ (nt33 ⊕ nt22)(nt36 ⊕ nt25)(nt37 ⊕ nt26)(nt38 ⊕ nt27)⊕ nt10n
t
11n

t
12

⊕ nt27(nt30 ⊕ nt19)(nt31 ⊕ nt20),

nt+1
27 = nt28 ⊕ nt17.

In the generalized algorithm, a step of construct the output function for the transformed

NLFSR is also given. The new output function of the cipher is

zt = nt4l
t
6 ⊕ lt8lt10 ⊕ lt32l

t
17 ⊕ lt19l

t
23 ⊕ nt4lt32(nt38 ⊕ nt27)⊕ lt30n

t
1 ⊕ nt6 ⊕ nt15 ⊕ nt28 ⊕ nt34.

The generalized algorithm only allows shifting a monomial between two adjacent feed-

back functions. Hence, the monomial n29 is shifted step by step. For each shift executed,

the feedback function is updated as described in Theorem 4 [103]. The final feedback

function is more complicated than the original one. On the other side, while the trans-

formation removes n17 and n23 from the output function, it also adds a dependency on

n27. The changes brought in the feedback function and the output function enable a

guess-and-determine attack on the cipher with time complexity of 270.87.

Construction of Maximum Period Galois NLFSRs

In [4], a scalable method is proposed to construct n-bit NLFSRs with period 2n − 1

from maximum length LFSRs. The basic idea is to transform a maximum length LFSR
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to a uniform NLFSR so that the resulting NLFSR can generate the same m-sequence.

Precisely, the construction method is presented in

Theorem 3.6. [4] Let N be an n-bit NLFSR with the feedback functions of type

fn−1 = x0 + fL(x0, . . . , xn−2) + fN (x1, . . . , xn−2),

fn−2 = xn−1 + fN (x0, . . . , xn−3),

fn−3 = xn−2,

. . .

f0 = x1.

(3.8)

where fN is an arbitrary Boolean function and fL is a Boolean function of type

fL = c1x1 + . . .+ cn−2xn−2,

where ci ∈ {0, 1}, i = 1, 2, . . . , n− 2. Then N has period of 2n − 1 if the polynomial

f(x) = 1 + c1x+ c2x
2 + . . .+ cn−2x

n−2 + xn

is primitive.

In fact, the construction method can be considered as a transformation from a maximum

length LFSR to an uniform NLFSR. The transformation is done by adding nonlinear

monomials fN in the feedback function fn−1 of the LFSR and shift the same monomials

fN to the feedback function fn−2. Note that it is important that in Theorem 3.6 neither

fL nor fN depend on the variable xn−1. Otherwise, the resulting NLFSR after shifting

fN is not uniform [4].

This method is illustrated in the state transition graph. As show in Figure 3.6, the

successors of the states (0, s1, . . . , sn−2, sn−1) and (1, s1, . . . , sn−2, sn−1) are interchanged.

This occurs because both the state (0, s1, . . . , sn−2, sn−1) and (1, s1, . . . , sn−2, sn−1) lead

to fN = 1. Consequently, the state transition cycle is splitted into two cycles. Since the

nonlinear component fN |−1 in fn−2 evaluates to 1 when the state is either (s1, . . . , sn−2,

sn−1, 0) or (s1, . . . , sn−2, sn−1, 1), the successors of the states (s1, . . . , sn−2, sn−1, a) and

(s1, . . . , sn−2, sn−1, ā) are interchanged. Therefore, the previously splitted cycles are

jointed back to one cycle.
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Figure 3.6: An illustration of the effect of nonlinear functions on the state cycle of the
LFSR for the case when fN (0, 0, . . . , 0) = 0. The dashed lines show the connections in
the original LFSR state cycle. The solid lines show the connections in the constructed

NLFSR state cycle; a, b ∈ {0, 1} are constants [4].

3.2.3 Summary

In aforementioned works, the transformation problem is studied from different perspec-

tives. In [1], a linear transformation between the internal states of a Fibonacci NLFSR

and a certain type Galois NLFSR is proved. In [2], the authors studied the transforma-

tion from Fibonacci to uniform Galois NLFSR. In [3], a Galois NLFSR is transformed to

a different Galois NLFSR with several strict conditions. In [49], a Fibonacci NLFSR is

proved to be equivalent to a type of Galois NLFSR that is slightly generalized than the

uniform one. In [51], a semi-tensor product of matrices is used to transform a Fibonacci

NLFSR to a Galois NLFSR. In [50], two generalized types of Galois NLFSRs are pre-

sented encompassing all the previously discovered Galois NLFSRs. We summarize these

results and their applications in Table 3.2.
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Chapter 4

Improving Sprout Cipher against

the Key Recovery Attack

In this chapter, we analyze the security of small-state stream ciphers to address the first

research question. As the initial design of small-state stream ciphers, Sprout is broken by

a divide-and-conquer key recovery attack. We study the four types of sieving techniques

used in the attack and propose countermeasures to improve the Sprout cipher against

each sieving technique. A toy Sprout is employed to verify our improvements in five

experiments. We also analyze the security of other small-state stream ciphers including

Plantlet and Fruit, and summarize the design principles of small-state stream ciphers.

4.1 Introduction

Stream ciphers are preferred in computing resources limited applications due to their

properties of high operation speed, small footprint in hardware and low power con-

sumption. A promising design method is proposed when the Grain family ciphers were

introduced. This kind of ciphers uses a novel design involving a maximum length LFSR

and an NLFSR as the building blocks. However, a TMDTO attack which is first de-

ployed in block ciphers [131] is explored to attack stream ciphers [30]. In order to resist

this attack while keeping the lightweight property, a new approach is developed and

is deployed in a new design namely Sprout cipher [34]. Except for the LFSR, NLFSR

and the output function, a round key function is added in the design. The basic idea

56
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is to use the round key function to involve the secret key not only in the initialization

process but also in the keystream generation phase. However, the Sprout cipher was

immediately proved insecure regarding several attacks [35–40, 103]. One of the serious

attacks is the key recovery attack [35]. This attack is based on the divide-and-conquer

and guessing-and-determine techniques. In Sprout, the number of internal states for

each clock round is 80-bit, it would take the same time and resources as brute force

search to guess the whole states. In the key recovery attack, it divides the high demand

task of guessing the whole 80 secret key bits into sieving and merging two separate 40-bit

lists. At the merge step, four types of sieving techniques are applied consecutively to

discard the impossible combination of the internal states from two computed lists. This

approach ends up at 272 candidates. With the remained internal states, the secret key

is recovered by the attacker. The dominant complexity of this attack is in the step of

merging and sieving that is a time complexity equivalent to 269 encryptions. It is 210

times faster than exhaustive search and only 13 keystream bits are needed.

In this chapter, we analyse the sieving and merging process and improve Sprout to resist

the key recovery attack. Our main contribution is identifying the design weakness in

Sprout and showing how to make up for these deficiencies. Firstly, we reinterpret the

four types of sieving respectively to make it easier to understand, especially the type III

guessing for sieving. Then we reveal that it is the design of the output function and the

round key function that makes the cipher vulnerable to this attack. The countermeasure

we propose is to involve two boundary indexes in the output function and remove the

product term from the round key function. Consequently, the attack only works for one

round of sieving, resulting in 279 time complexity which is no better than exhaustive

search. To verify our theoretical improvements, we introduce a toy Sprout cipher. Five

experiments are carried out on the toy cipher, among which, the first four experiments

are conducted to individually verify the countermeasure against each of the four types

of sieving techniques. The last experiment tests the combined improvements against

the entire merging and sieving process. The results show that our improvements of the

cipher are effective. Except for modifying the parameters in the function, an alternative

countermeasure is to increase the length of the FSRs so that the attack complexity

will be no better than the exhaustive search. For example, employing two FSRs of 45

bits each lead to 279 attack complexity. Besides, we analyze the successors of Sprout,
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including Plantlet and Fruit. The countermeasures we propose to resist the divide-and-

conquer key recovery attack are consistent with the improvements made in the Plantlet

and Fruit. Finally, we discuss the security of these ciphers and summarize the design

principles of small-state stream ciphers.

4.2 Description of Sprout

In this section, we describe the overall structure of the Sprout cipher. Following the

design of the Grain-128a cipher, the Sprout cipher is composed of a 40-bit LFSR, a

40-bit NLFSR and an output function. The main difference is that an extra round key

function is added to partially update the NLFSR. The overall structure of Sprout is

presented in Figure 4.1. The cipher runs in two phases. In the initialization phase,

the LFSR and the NLFSR are loaded with the 80-bit secret key and the 40-bit IV. The

output bits Z are fed back to the LFSR and the NLFSR in this phase. After 320 rounds,

the initialization phase is over. Then the cipher is in the keystream generation phase.

In this phase, the output bits are no long needed to fed to the FSRs, instead, they form

the keystream.

Figure 4.1: Overall structure of Sprout.
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The feedback function for LFSR is:

lt+1
39 = lt0 + lt5 + lt15 + lt20 + lt25 + lt34. (4.1)

The feedback function for NLFSR is different from the one in Grain family ciphers. It

is xored with one bit of output of the LFSR and a key bit from the round key function.

The feedback is computed as:

nt+1
39 = g(N t) + lt0 + ct + k∗t , (4.2)

g(N t) = nt0 + nt13 + nt19 + nt35 + nt39 + nt2n
t
25 + nt3n

t
5 + nt7n

t
8

+ nt14n
t
21 + nt16n

t
18 + nt22n

t
24 + nt26n

t
32 + nt33n

t
36n

t
37n

t
38

+ nt10n
t
11n

t
12 + nt27n

t
30n

t
31.

(4.3)

ct is a bit from a counter which is set to determine whether the round key bit is fed to

NLFSR or not. This counter uses 9 bits and count from 0 to 79, the fourth bit ct4 is the

one used in the above function. In the Figure 4.1, the number next to the arrow denotes

the number of variables taken from the head to the end of the arrow. Here, 29 stages of

the NLFSR are taken as inputs of the function g.

k∗t is the round key:

k∗t = kt, 0 ≤ t < 80, (4.4)

k∗t = kt mod 80 · (lt4 + lt21 + lt37 + nt9 + nt20 + nt29), t ≥ 80. (4.5)

The output function is:

zt = nt4l
t
6 + lt8l

t
10 + lt32l

t
17 + lt19l

t
23 + nt4n

t
38l

t
32 + lt30 + nt1

+ nt6 + nt15 + nt17 + nt23 + nt28 + nt34.
(4.6)

4.3 Key Recovery Attack on Full Sprout

In paper [35], a key recovery attack on full Sprout is presented. This attack is mainly

divided into three steps: building two independent lists, sieving and merging the lists

and recovering key bits. The objective of the attacker is to recover the internal state of
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the FSRs in the cipher then recover the secret key. The first step is the precomputation

step of building two lists. The first list is a list of all the possible internal states of the

NLFSR and several guessed bits and the second list is the list of all the possible internal

states of the LFSR. The two lists are merged in the second step. Then, four types of

sieving techniques are used to filter out the impossible combination of the internal states

of the two lists. Each combination can be considered as a candidate. With the remaining

possible candidates, a guess-and-determine technique is used to recover the secret key in

step three. For easy of understanding, we sorted out the working process for each step

and reinterpreted the sieving techniques used in this attack.

In the first step, the attacker builds two independent lists LN and LL. The list LN

contains 240+num possibilities for 40 bits internal states nr0, . . . , n
r
39 of NLFSR at round

r in the keystream generation phase and num bits αt = l0 + c + k∗ at round t =

r, r+1, . . . , r+num−1. List LL includes 240 elements for all the possible 40-bit internal

states lr0, . . . , l
r
39 of LFSR at round r.

Step 2 is the divide-and-conquer part of this attack. The goal is to rule out the impossi-

ble combinations from the merged 280+num combinations of two lists. To this end, four

types of sieving techniques are performed. Since the attack model is the known plaintext

attack [35], the attacker is assumed to have access to the plaintext and the correspond-

ing ciphertext. By xoring the plaintext and the ciphertext, the attacker obtains the

actual keystream bits. These keystream bits are used in this step to help sieving the

combinations.

4.3.1 Type I Direct Sieving for round r, r + 1

In the type I sieving process, suppose the keystream bit zr is known to the attacker.

Given each combination of an element in the list LN and an element in LL, the attacker

can easily compute the corresponding output keystream bit z′r according to the output

function. Specifically, the output keystream bit z′r is computed as:

z′r = nr4l
r
6 + lr8l

r
10 + lr32l

r
17 + lr19l

r
23 + nr4n

r
38l

r
32 + lr30 + nr1

+ nr6 + nr15 + nr17 + nr23 + nr28 + nr34.
(4.7)
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Then the attacker compares it with the actual output bit zr. If these two bits are

not equal, then this candidate of combination is discarded. The possibility that the

candidate remains is 2−1.

For round r+ 1, given each candidate of the 80-bit internal states at round r, the 40-bit

states of LFSR for round r + 1 are all known because the first 39 bits are shifted from

the former round r and the last bit is obtained according to the linear feedback function.

The first 39 bits of NLFSR are also known for the same reason, but the attacker is not

able to deduce the last bit nr+1
39 because the secret key bit involved in the feedback

function for NLFSR is unknown. As shown in Figure 4.2, the 40 bits internal states of

the NLFSR are arranged in a row and the green squares represent the known bits while

the blank ones represent unknown bits. Nevertheless, the output keystream bit z′r+1

still can be generated. In the Figure 4.2, the blue box in the contains all the required

bits in the output function including n1, n4, n6, n15, n17, n23, n28, n34, n38. As we can see

the n39 is not required for round r+ 1. Therefore the output keystream bit z′r+1 can be

computed by the following equation with the internal states in the precomputed lists:

z′r+1 = nr+1
4 lr+1

6 + lr+1
8 lr+1

10 + lr+1
32 lr+1

17 + lr+1
19 lr+1

23 + nr+1
4 nr+1

38 lr+1
32 + lr+1

30 + nr+1
1

+ nr+1
6 + nr+1

15 + nr+1
17 + nr+1

23 + nr+1
28 + nr+1

34

= nr5l
r
7 + lr9l

r
11 + lr33l

r
18 + lr20l

r
22 + nr5n

r
39l

r
33 + lr31 + nr1

+ nr7 + nr16 + nr18 + nr24 + nr29 + nr35.

(4.8)

Then, the attacker compares it with the known keystream bit zr+1 and discards the

impossible candidates with possibility of 2−1. In total, after the type I direct sieving,

the number of possible combinations of the internal states is 280+num−2.

Figure 4.2: Type I and Type II Sieving.
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4.3.2 Type II Direct Sieving for round r − 1

As shown in Figure 4.2, for the previous rounds in the keystream generation phase before

round r, part of the internal states also can be deduced by shifting backwards of the

given states at round r. While clocking backwards for 1 round, all the states of NLFSR

and LFSR except the first bit nr−1
0 and lr−1

0 are obtained. Fortunately, there is no need

of the missing states to compute the output z′r−1 since the smallest tap index required

from NLFSR is n1 and from LFSR is l6.

zr−1 = nr−1
4 lr−1

6 + lr−1
8 lr−1

10 + lr−1
32 lr−1

17 + lr−1
19 lr−1

23 + nr−1
4 nr−1

38 lr−1
32 + lr−1

30 + nr−1
1

+ nr−1
6 + nr−1

15 + nr−1
17 + nr−1

23 + nr−1
28 + nr−1

34

= nr3l
r
5 + lr7l

r
9 + lr31l

r
16 + lr18l

r
22 + nr3n

r
37l

r
31 + lr29 + nr1

+ nr5 + nr14 + nr16 + nr22 + nr27 + nr33.

(4.9)

Therefore, the attacker can reduce 2−1 of the number of candidates by removing the

ones with unmatched output.

4.3.3 Type III Guessing for Sieving

In [35], the authors consider improving the results from previous sieving by guessing the

round key bits. They introduce an extra term α = l0 + c + k∗ to simplify the feedback

function (4.2) for NLFSR as

nt39 = g(N t) + lt0 + ct + k∗t

= g(N t) + αt.
(4.10)

In the precomputation step, a number of num bits αr, αr+1, . . . , αr+num−1 are guessed

and stored in the list LN . Given these guessed bits, the output keystream bits can be

calculated without the knowledge of the secret key bits involved in these rounds. There-

fore, the attacker is able to perform num rounds of direct sieving before the guessing

for sieving. More precisely, we divide this sieving into two phases:

Phase 1: direct sieving for round r + 2, r + 3, . . . , r + num+ 1.
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Given a candidate (LNi , LLj ), where 0 ≤ i < 240+num, 0 ≤ j < 240, and LNi =

{nr0, nr1, . . . , nr39, α
r, αr+1, . . . , αr+num−1}, LLj = {lr0, lr1, . . . , lr39}, the attacker uses the

αr, αr+1, . . . , αr+num−1 bits to generate the last bit nt39 for each round t = r + 1, r +

2, . . . , r + num according to the simplified feedback function (4.10) for NLFSR. Conse-

quently, the nt38 bit for round t = r + 2, r + 3, . . . , r + num + 1 are known due to the

shifting at each clock, resulting in

nr+2
38 = nr+1

39 , nr+3
38 = nr+2

39 , . . . , nr+num+1
38 = nr+num39 . (4.11)

Then, the direct sieving is applied to filter those candidates with unmatched output for

each round in r + 2, . . . , r + num+ 1.

Phase 2: guessing for sieving for round r + 1, r + 2, . . . , r + num− 1.

According to the round key function

k∗t = kt mod 80 · (lt4 + lt21 + lt37 + nt9 + nt20 + nt29), t ≥ 80. (4.12)

If the product term lt4 + lt21 + lt37 +nt9 +nt20 +nt29 = 0, there is no need to guess the secret

key bit kt mod 80, the attacker now obtains the round key k∗t = 0. Then the attacker can

check if the given αt equals to lt0 + ct for each round t = r, r+ 1, r+ 2, . . . , r+ num− 1.

If the result is equal then the candidate is kept, otherwise is discarded. On the other

side, if lt4 + lt21 + lt37 + nt9 + nt20 + nt29 = 1, then in order to know the round key bit, the

attacker needs to guess the secret key bit, resulting in keeping the candidates no matter

what the guessed value is. The probability for this sieving phase is 1/2×1/2+1/2×1 =

3/4 = 2−0.415 for each round in r + 1, r + 2, . . . , r + num− 1.

In the process of this type of sieving, one important parameter is the number num. num

is the number of α bits that the attacker guessed in the precomputation phase and these

bits are only used in type III sieving. The number num is determined by analyzing the

complexity of recursively obtaining the reduced candidates. All the calculation details

of each chosen value are presented in the Table 2 in [35]. The result shows that the

number of output keystream bits involved ]z = 8 is optimal, which means num = 6.

As shown in Figure 4.3, with the guessed bits {αr, αr+1, . . . , αr+num−1}, all the blue

bits are known to the attack. Therefore, the Type III sieving technique works for 6

rounds r + 2, . . . , r + 7. The number of remaining candidates after Type I, Type II and
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Figure 4.3: Type III Sieving.

Figure 4.4: Type IV Sieving.

Type III sievings is 286−2−1−6×1.415 = 274.51. By multiplying 274.51 with 8/320, the time

complexity is equivalent to 269.19 encryptions.

4.3.4 Type IV Probabilistic Sieving for round r+num+2, . . . , r+num+5

The Type IV sieving is based on the observation of the output function (4.6). The

NLFSR state with largest index in the output function is nt38 and it is multiplied by the

product nt4n
t
32. If nt4n

t
32 = 0, then there is no need to know the value nt38. Since the

rounds r, r+1, r+2, . . . , r+num+1 are already covered in former sieving processes. Most

of the bits of the internal state at round r + num + 1 = r + 7 are known. Specifically,

as shown in the Figure 4.4, for round r + 7, only the last bit nr+7
39 of the NLFSR is

unknown. All the green bits are shifted from round r and blue bits are the results from

previous sieving processes.
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By continuely running the cipher, the number of unknown bits is increased. At the round

r+ 12, the unknown bits are nr+12
34 , nr+12

35 , nr+12
36 , nr+12

37 , nr+12
38 , nr+12

39 . Since n34 is one of

the inputs of the output function, the output keystream bit zr+12 cannot be calculated

even when nr+12
4 nr+12

32 = 0. However, the attacker is still able to compute the output

keystream bits z′r+8, . . . , z
′
r+11 if the nt4n

t
32 = 0 for these rounds. Then the attacker

compares calculated results with the real keystream bits and discards the unmatched

ones. The probability of nt4n
t
32 = 0 is 3/4 and each candidate is kept by the chance of

1/2 in this scenario but it is definitely kept when nt4n
t
32 = 1, so the total probability is

3/4× 1/2 + 1/4× 1 = 5/8 = 2−0.678 for each round in r + 8, r + 9, r + 10, r + 11.

In summary, the attacker obtains the reduced candidates of the internal states with

probability 2−1×2 = 2−2 for type I sieving, 2−1 for type II sieving, 2−1×num−0.415×num

= 2−1.415×num for type III sieving and 2−0.678×4 = 2−2.71 for type IV sieving. Since

the optimal choice of the number num is 6, the number of remaining candidates is

280+6−2−1−1.415×6−2.71 = 271.8 with a time equivalent to 269 encryptions.

The next step is to recover the whole key with remained candidates. In this process, not

only the key bits are recovered, the number of candidate is further reduced because the

secret key involved will start repeating when r > 80. The only variable in calculation of

the average number of states that the attacker will keep as candidates and the complexity

of testing the kept states in encryption function is the number r. The optimal case is

obtained for values of r close to 100 [35]. The complexity of the step 3 is 243.91 which

is much lower than the complexity of step 2. Therefore, the time complexity for sieving

the 271.8 candidates at the step 2 is the bottleneck of this attack. The whole 80 key bits

are recovered with time complexity of 269.19 encryptions.

4.4 Improvement of Sprout Cipher

The core of the divide-and-conquer based key recovery attack is the four types of sieving

techniques used in step 2. The sieving process takes advantage of the design weakness

of the Sprout cipher, including the short length of the NLFSR, the product term used

in the round key function and the dependency between the output function and the

NLFSR bits. In order to resist this attack, we analyse the weakness of the cipher in each
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type of sieving process and make corresponding modification in the round key function

and the output function to improve the cipher.

4.4.1 Countermeasure to Resist Type I Sieving

In the precomputation step, the attacker builds two lists of all the possible internal

states of NLFSR and LFSR at round r separately. These precomputed state values

make the type I sieving for round r feasible because all the internal states for this round

are given. Since the output function takes input bits n1, n4, n6, n15, n17, n23, n28, n34, n38

from NLFSR, the attacker is able to compute the output bit and compare it with the

actual keystream bit. For the next round r + 1, this sieving technique is also working

because all the required bits for the output function can be derived from the former

round r including the involved NLFSR bit with largest index nr+1
38 . But for all the

following rounds, the direct sieving will not succeed. For example, as shown in the

Figure 4.2, at round r + 2, the nr+2
38 bit is undetermined, which means the output bit

for this round cannot be computed and so as the following rounds.

Figure 4.5: Resistance to Type I and Type II Sieving.

As we can see, the type I direct sieving only depends on the largest index of the involved

NLFSR states in the output function. We denote the largest index as max. The number

of successful rounds of this sieving is x−max, where x is the length of NLFSR. In order

to improve the ability of resistant to this sieving, the designer should make the index

max as large as possible. Here, we improve the Sprout cipher by involving the last bit

n39 into the output function. As shown in Figure 4.5, the n39 bits are framed by a

dashed box denotes that we change the largest bit to n39 in the output function. Then

the type I sieving only works for the round r, which is inevitable. For all the subsequent



Chapter 4 67

rounds, n39 is undetermined (denoted as blue cross in the figure). The corresponding

output bits cannot be generated, therefore, the direct sieving is resisted.

4.4.2 Countermeasure to Resist Type II Sieving

The type II direct sieving has the similar working principle as the Type I sieving tech-

nique. While clocking backwards, partial of the internal states are shifted from the

known states at round r. The involved NLFSR bit with the smallest index is n1. For

round r − 1, the required bits for generating the output are all known. But for all the

rounds before that, the internal state nt1, t ≤ r − 1 is not revealed. Therefore, the num-

ber of successful rounds for type II sieving is min, which is the smallest index of the

involved bits in the output function. To resist this kind of sieving, the output function

should take internal state with the smallest index from NLFSR. For example, as shown

in the Figure 4.5, if the n0 bit is taken as input, then type II direct sieving would not

be working at all.

4.4.3 Countermeasure to Resist Type III Sieving

As depict in Section 4.3.3, phase 1 of type III sieving is the continuation of the di-

rect sieving. Although the working principle is similar to type I sieving, we cannot

directly modify the cipher using the same improvement method. Because the number

of successful rounds depends on num, which is the number of α = l0 + c + k∗ not

the index of the involved NLFSR bits. It is a little bit tricky to derive this number.

During the type I and type II sieving process, the attacker rearrange each list into 23

sublists according to three values n4,n38 and tn =
∑

j∈B nj for list LN , and l6, l32 and

tl = l30 + l8l10 + l19l23 + zt for list LL so that tl + tn + n4n38l32 + l6 = 0. After each

round of sieving, the 23+3−1 = 25 candidates are kept while the sublist size for each list

is decreased by 2−3. For type III sieving, the attacker divides the sublists further in 25

sublists according to the values n4, n38, tn,
∑
n and α for LN , l6, l32, tl,

∑
l and l0 for

LL. 25+5−1−0.415 = 28.585 candidates are remained while the sublist size for each list is

decreased by 2−5. Therefore, only 240−3×3−5×num = 231−5×num sublists left for LFSR

internal states and 240+num−3×3−5×num = 231−4×num sublists left for NLFSR. The total
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time complexity is

23×5+num×8.585 + 23×5+num×8.585+31−5×num+31−4×num

= 23×5+num×8.585 + 23×5+num×8.585+62−9×num.

If let num = 5, then the time complexity would be 274.93. If let num = 7, then the time

complexity would be 278.27. The best choice to optimise the complexity is to set num = 6.

The time complexity for all three types of sieving is 23×5+6×8.585 + 23×5+6×8.585+62−54 =

274.51.

We conclude from the above discussion that the number num depends on the length of

FSR, the number of rounds in type I and type II sieving and the number of matching

pairs for each sieving round. It is difficult to quantify the dependency between num

and these elements. But if we consider this sieving from the overall point of view, we

can find that the phase 1 of the Type III sieving only eliminates the extra complexity

introduced by the extra num bits.

During the second phase, the round key function is the key point for further sieving the

candidates. At each clock, a product term l4+l21+l37+n9+n20+n29 determines whether

the secret key bit is fed to the NLFSR. This attack takes advantage of the scenario when

l4 + l21 + l37 +n9 +n20 +n29 = 0, since there is no need to guess the key bit, the attacker

can compute the output and discard impossible candidates. The countermeasure to this

sieving is to change the round key function so that the the secret key bit is involved

every clock. For this purpose, changing the product term into a xor term would do the

work, that is replace the ′·′ operator with ′+′ in the round key function. However, there

are other cryptanalysis methods [36, 40] exploit the same design weakness and mounted

attacks on Sprout. Therefore, a better choice is to remove the product term so that the

secret key bit is fed into NLFSR at every clock. Precisely, to resist the Type III sieving,

the round key function is modified to

k∗t = kt, t ≥ 0.
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4.4.4 Countermeasure to Resist Type IV Sieving

From Figure 4.4, the Type IV sieving technique starts at round r+8 and stops at round

r + 12 because the bit n34 is unknown at round r + 12. This technique works for 4

rounds, which is actually the difference between the largest index and the second largest

index of the NLFSR bits involved in the output function. We denote these two bits

as nmax and nsecmax, so the number of successful sieving rounds is max − secmax. In

Sprout, max = 38, secmax = 34, in total 4 rounds of sieving occur in type IV sieving.

If we increase the second largest index, then the number of rounds would decrease. For

example, as shown in the Figure 4.6, if we replace n34 by n37 (dashed box), only one

round of sieving is able to be performed. An even better countermeasure is to involve a

single bit n39 in the output function. Then the guessing technique will not work.

Figure 4.6: Resistance to Type IV Sieving.

To sum up, the key factor for the success of this attack is the set of NLFSR bits involved

in the output function and the round key function. The total number of remained

candidates after the four types of sieving is

2x+num+y−(x−max)−min−1.415∗num−0.678∗(max−secmax), (4.13)

where x is the length of the NLFSR and y is the length of the LFSR. The best solution

is to make following changes in the design: involving at least one NLFSR internal state

with as large as possible index and one with as small as possible index in the output

function; removing the product term and incorporating a secret key bit at each clock;

the second largest index of NLFSR bit in output function should also be as large as

possible or involve a single largest bit in the output function. For example, one of the

possible improved versions of Sprout is
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The round key function is

k∗t = kt, t ≥ 0.

The output function is

zt = nt4l
t
6 + lt8l

t
10 + lt32l

t
17 + lt19l

t
23 + nt4n

t
38l

t
32 + lt30 + nt0

+ nt6 + nt15 + nt17 + nt23 + nt28 + nt39.

and all the other functions and parameters remain unchanged. If we improve the Sprout

like this, then the key recovery attack would result in 240+0+40−(40−39)−0−1.415×0−0.678×0

= 279 candidates after step 2, which is no better than brute force attack. Moreover, an

alternative countermeasure to resist this attack is to increase the length of the internal

states. For example, employing two FSRs of 45 bits each lead to 279 attack complexity.

The attack complexity is no better than the exhaustive search.

4.5 Implementation and Verification

In this section, we implement the divide-and-conquer key recovery attack on a toy Sprout

cipher. Five experiments are carried out, among which, the first four experiments are

conducted to individually verify the countermeasure against each of the four types of

sieving techniques. The last experiment tests the combined improvements against the

entire merging and sieving process.

4.5.1 Toy Sprout and Attack Result

The toy Sprout we adopt is a slightly modified version of the one used in [88]. The

overall structure follows the design of Sprout but the FSRs are around 4 times shorter.

It is composed of an 11-bit NLFSR and an 11-bit LFSR. The number of initialization

rounds is set to 88, around 4 times smaller than Sprout.

The feedback function for LFSR is:

lt+1
10 = lt0 + lt2 + lt5. (4.14)
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The feedback function for NLFSR:

nt+1
10 = nt0 + nt3n

t
5 + nt7n

t
9 + nt10 + lt0 + k∗t . (4.15)

The round key function is:

k∗t = kt, 0 ≤ t < 22, (4.16)

k∗t = kt mod 22 · lt2 + lt4 + lt8 + nt2 + nt4 + nt6, t ≥ 22. (4.17)

The output function is:

zt = nt1 + nt4l
t
1 + nt3n

t
9l
t
7. (4.18)

The process of the divide-and-conquer attack on this cipher is:

Step 1: Two independent lists LN and LL are built. LN contains 211+num possible

internal states nr0, . . . , n
r
11 of the NLFSR and guessed bits αr, . . . , αr+num−1. LL in-

cludes 211 possible internal states lr0, . . . , l
r
11 of the LFSR. The total number of possible

combinations is 222+num;

Step 2: The attacker recursively obtains the reduced candidates of the internal states

with probability 2−2 for type I sieving, 2−1 for type II sieving, 2−1×num−0.415×num =

2−1.415×num for type III sieving and 2−0.678×(9−4) = 2−3.39 for type IV sieving. The

optimal choice of the number num is 1 [35], the number of remaining candidates is

223−2−1−1.415×1−3.39 = 215.195 with a time complexity equivalent to 215.195 × 3
88 = 210.32

encryptions;

Step 3: The secret key is recovered based on the remained internal states. Since the

bottleneck of this attack is in Step 2, we omit the detail of this step.

4.5.2 Improving Toy Sprout

We implement the improved toy cipher for each type of sieving. The first experiment is

to test the resistance of type I sieving. Initially, the total number of candidates is 223.

In the original toy Sprout cipher, the largest index of the involved NLFSR bits in the

output function (4.18) is max = 9, the result of Type I sieving is 221. We modify the

value of max and run 5 more tests. The results are presented in Table 4.1 (Experiment
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results obtained on average on 500 random input key and IV). In the second column, the

improvement we made is to change the largest index to max = 10, 8, 7, 6, 5 respectively

in the 5 tests. In the third column, the results of the 5 tests show that the log number

of remained candidates after type I sieving decreases when we reduce max. To resist

the Type I sieving, the best choice is in the second row where max = 10, which means

the number of candidates have been ruled out by the Type I sieving technique after

this improvement is the smallest. Therefore, the cipher is resist to the Type I sieving.

As for the other columns, we present the results of the other three types of sieving on

the improved toy Sprout. Since we only improved the cipher against the Type I sieving

technique, the Type II, Type III phase 1 and phase 2 and Type IV sieving techniques

still work. Note that the last column denotes the final result of the attack in each test.

For example, in Test I 2 where max = 10, the final number of remained candidates is

223−1−1−1.415∗1−0.678∗6 = 215.517. The number of successful rounds for Type IV sieving

is 6 instead of 5 in the toy Sprout case. This is because the number of successful

rounds is max− secmax. Changing the max also changes this number. In toy Sprout,

max− secmax = 9− 4 = 5. Here, max− secmax = 10− 4 = 6.

Table 4.1: Improvement against the Type I Sieving.

Tests Improvement Number of Remained Candidates(log2)
(max =) Type I Type II Type III 1 Type III 2 Type IV

Toy Sprout 9 21 20 19 18.585 15.195
Test I 1 10 22 21 20 19.585 15.517
Test I 2 8 21 20 19 18.585 15.873
Test I 3 7 20 19 18 17.585 15.551
Test I 4 6 19 18 17 16.585 15.229
Test I 5 5 18 17 16 15.585 15.170

In Table 4.2, we present the result of testing the resistance to the Type II sieving. We run

the program for modified toy cipher with changes in the minimum index min = 0, 2, 3, 4

respectively in the 4 tests. As the results show, the number of remained candidates

is decreased when the value of min increase after type II sieving. The best choice is

min = 0. This verifies the improvement suggestion we made for resisting the type II

sieving.

For the type III sieving, the experiment is carried out in two tests and the result is

presented in results in Table 4.3. In the first test, we change the round key function

to k∗t = kt mod 22 + (lt2 + lt4 + lt8 + nt2 + nt4 + nt6), which is denoted as ”+” in the table.
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Table 4.2: Improvement against the Type II Sieving.

Tests Improvement Number of Remained Candidates(log2)
(min =) Type I Type II Type III 1 Type III 2 Type IV

Toy Sprout 1 21 20 19 18.585 15.195
Test II 1 0 21 21 20 19.585 16.195
Test II 2 2 21 19 18 17.585 14.195
Test II 3 3 21 18 17 16.585 13.195
Test II 4 4 21 17 16 15.585 12.195

Table 4.3: Improvement against the Type III Sieving.

Tests Improvement Number of Remained Candidates(log2)
(k∗t ) Type I Type II Type III 1 Type III 2 Type IV

Toy Sprout N/A 21 20 19 18.585 15.195
Test III 1 ” + ” 21 20 20 20 16.610
Test III 2 kt mod 22 21 20 20 20 16.610

Table 4.4: Improvement against the Type IV Sieving.

Tests Improvement Number of Remained Candidates(log2)
(secmax =) Type I Type II Type III 1 Type III 2 Type IV

Toy Sprout 4 21 20 19 18.585 15.195
Test IV 1 5 21 20 19 18.585 15.873
Test IV 2 6 21 20 19 18.585 16.551
Test IV 3 7 21 20 19 18.585 17.229
Test IV 4 8 21 20 19 18.585 17.907
Test IV 5 9 21 20 19 18.585 18.585

Table 4.5: An alternative improvement against the Type IV Sieving.

Tests Improvement Number of Remained Candidates(log2)
zt Type I Type II Type III 1 Type III 2 Type IV

Toy Sprout N/A 21 20 19 18.585 15.195
Test IV 4 Involving n10 21 20 19 18.585 18.585

For the second test, we remove the internal states from the round key function so that

k∗t = kt mod 22. As we can see, with the improvements, no candidates are ruled out in

both of the two phases of the Type III sieving. Therefore, the countermeasures invalidate

the type III sieving technique.

We conduct the forth experiment to test the resistance of type IV sieving. Since the

maximum index in the original toy Sprout is max = 9, without ambiguity, we keep

max = 9 but change the second largest index to secmax = 5, 6, 7, 8, 9 respectively in

the 5 tests. The results in the last column of Table 4.4 show that the final number
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of remained candidates increases as the value of secmax increases. The best choice is

secmax = 9 where no candidate has been discarded by the type IV sieving technique.

This verifies the improvement suggestion we made for resisting the type IV sieving.

As we point out in Section 4.4.4, another countermeasure is to involve the largest bit

individually in the output function. In this case, we involve n10 in zt. The test result

presented in Table 4.5 show that this countermeasure is also valid.

Table 4.6: Improvement against all the sieving techniques.

Tests Number of Remained Candidates(log2)
Type I Type II Type III 1 Type III 2 Type IV

Toy Sprout 20 19 19 18.585 16.195
Improved version 21 21 21 21 21

The final experiment is conducted to test the combination of improvements against four

sieving types. In the improved version, we set the round key function as k∗t = kt mod 22

and the output function as zt = nt0 +n10 +nt4l
t
1 +nt3n

t
9l
t
7 with boundary values min = 0

and max = 10. As shown in Table 4.6, no candidate has been ruled out by all the four

types of sieving except the one round r of Type I direct sieving, which is inevitable. The

improved version resists the divide-and-conquer key recovery attack.

4.6 Security Analysis of Small-State Stream Ciphers

Although Sprout is proved insecure against several attacks, the new design method

attracts attention from many cryptographers. In literature, several successors have been

proposed, including Plantlet [104], Fruit [42, 43] and Lizard [110]. The Plantlet and

Fruit ciphers are based on Sprout which consists of a short LFSR and NLFSR together

with a round key function, while Lizard is based on two NLFSRs with a FP (1)-mode for

initialization. These ciphers have similar structure as Grain-v1 but with much shorter

FSRs. The size of the internal states of Grain-v1, Sprout, Plantlet, Fruit-v2, Fruit-80,

Lizard are 160, 80, 101, 80, 121, respectively.

Plantlet is a revised version of Sprout. To resist the divide-and-conquer key recovery

attack [35], the internal state size is increased. The length of LFSR is increased to 61-bit.

Moreover, the round key function in Plantlet is defined as

k̃t = k(t mod 80), t ≥ 0.
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The divide-and-conquer attack on Plantlet is resulted in 2101−1−1−1−4×0.678 = 295.29

remaining internal states. The time complexity is 290 encryptions, which is even higher

than the complexity of exhaustive search 280. These modifications are consistent with

the countermeasures we suggest to resist the key recovery attack.

The series of Fruit ciphers also adopt the idea of involving key bits in the keystream

generation phase. As the final version, Fruit-80 is composed of a 37-bit NLFSR and a

43-bit LFSR. The round key function is defined as

k′t =kr · k(p+16) · k(q+48) ⊕ kr · k(p+16) ⊕ k(p+16) · k(q+48)

⊕ kr · k(q+48) ⊕ k(p+16),

k∗t =kr · k(p+16) ⊕ k(p+16) · k(q+48) ⊕ kr · k(q+48) ⊕ kr ⊕ k(p+16)

⊕ k(q+48).

where r = (c0
t c

1
t c

2
t c

3
t ), p = (c1

t c
2
t c

3
t c

4
t c

5
t ), q = (c2

t c
3
t c

4
t c

5
t c

6
t ) and (Cr : (c0

t , ..., c
6
t ) denotes the

7-bit counter. k′t is one of the inputs of the feedback function for NLFSR and k∗t is one

of the inputs of the filter function.

The output function is

fz =k∗t · (n36 ⊕ l19)⊕ l6l15 ⊕ l1l22 ⊕ n35l27 ⊕ n1n24 ⊕ n1n33l42

⊕ n0 ⊕ n7 ⊕ n19 ⊕ n29 ⊕ n36 ⊕ l38.

The modifications of removing the product term in the round key function and involv-

ing n0, n36 in the output function are consistent with the countermeasures we suggest

in Section 4.4. The divide-and-conquer attack on Plantlet is resulted in 280−1 = 279

remaining internal states, which is no better than exhaustive search.

However, the series of Fruit ciphers including Fruit-80 are proved to be insecure against

the fast correlation attack [107]. As for Plantlet, even though it is potentially weak

against a key recovery attack [106] and a fast correlation attack [107], but both attacks

require high data complexity. Therefore, Plantlet is the most secure small-state Sprout-

like cipher. It is proved to be resistant to the known attacks on Sprout [35–40, 103]. We

summarize the design principles for small-state Sprout-like stream cipher against these

attacks as follows
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1. The internal size of FSRs should be larger than 94 bits [40] to resist guess-and-

determine attacks like [36, 39, 40, 103].

2. The key bits should be independently involved in the keystream generation phase

almost by the same ratio to resist the divide-and-conquer attack [35], TMDTO attacks

[36, 38] and guess-and-determine attacks [36, 39, 40]. For example, one key bit is involved

to update the internal state at every clock in Plantlet. The complicated round key

function in Fruit-v2 and Fruit-80 also involves bits of the key in state update function

independently.

3. As for TMDTO distinguishing attack [105], the designers of Plantlet state that it

is not reasonable to sacrifice the hardware performance to resist this attack since the

Plantlet is designed targeting for ultra lightweight devices [104]. Nevertheless, in [105],

a suggestion is proposed that is to continuously using IV in the keystream generation

phase. Another countermeasure proposed in [43] is to limit the number of keystream

bits per key. For example, in Lizard cipher, the maximum number of keystream bits per

key/IV pair is 218.

4. In the initialization phase, countermeasures need be taken for preventing LFSR

becomes all zeros after initialization. For example, the double-layer LFSR structure

used in Plantlet. The last bit of LFSR is set to 1 after initialization in Fruit cipher.

5. The number of clock cycles of the initialization phase should be high enough to mix

the key and IV bits properly.

6. The feedback polynomial of the LFSR should be primitive to provide long period.

7. The feedback function of the NLFSR should be balanced and have high nonlinearity

and suitable resilience.

8. The output function of the cipher should also be balanced and have high nonlinearity

and correlation immunity of first order.

As for Lizard, by using the FP(1)-mode, the secret key and IV mixing in Lizard is

not one-to-one, leading to the initialization phase not invertible. Even though, a distin-

guisher is identified in Lizard and a key recovery attack is mounted on the round-reduced

Lizard [113] and a TMDTO analysis [114] recovers the internal state of Lizard, the secret
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key in Lizard can not be recovered. However, as presented in [132], Lizard requires more

area and power than Plantlet.

4.7 Conclusion

In this chapter, we reinterpreted the divide-and-conquer based key recovery attack on

Sprout. For each type of sieving technique used in the attack, we analysis the key factor

and design weakness in the cipher that make it vulnerable. Based on our analysis,

we propose different design suggestions to deduce the number of successful rounds in

each sieving process and gain the ability of resistant the key recovery attack. To prove

the validity of our improvement, we performed five experiments. The result verifies our

prediction. We analyze the attack results on Plantlet and Fruit-80. The countermeasures

we propose to improve the Sprout are consistent with the modification in Plantlet and

Fruit-80 to resist the divide-and-conquer key recovery attack. We summarize the design

principles for small-state sprout-like stream cipher against known attacks.



Chapter 5

Equivalence Condition for

Fibonacci and Galois NLFSRs

In this chapter, the second research question about how to determine whether a Galois

NLFSR is equivalent to a Fibonacci NLFSR is addressed. We introduce a notion of

nonlinear recurrence to describe the output sequences of an NLFSR. The necessary and

sufficient condition for a Galois NLFSR to be equivalent to a Fibonacci NLFSR based on

the nonlinear recurrence is proposed. We prove that the three types of Galois NLFSRs

discovered in literature all satisfy this condition and discover a special case where a

Galois NLFSR has two equivalent Fibonacci NLFSRs.

5.1 Introduction

NLFSR is one of the building blocks of modern stream ciphers. According to the imple-

mentation method, NLFSRs are divided into Fibonacci NLFSRs and Galois NLFSRs.

Stream ciphers like the Grain family ciphers [17, 31, 94] use Fibonacci NLFSRs com-

bined with LFSRs to generate keystream bits. Several following designs [34, 42, 104]

also adopt this structure. In other stream cipher such as Trivium [19] and Espresso [47],

Galois NLFSRs are employed without involving LFSRs.

The theory of NLFSR has not been thoroughly developed, especially the analysis of

Galois NLFSR is not well conducted. One of the research directions is the transformation

between Fibonacci and Galois NLFSRs. In [1], the authors are the first to study the

78
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equivalence relation between these two kinds of NLFSRs. They identify that Galois

NLFSRs defined by

fn−1 = f(x0, . . . , xn−1),

fi = xi+1 ⊕ ci · f(x0, . . . , xn−1) for i = 0, . . . , n− 2,
(5.1)

are equivalent to Fibonacci NLFSRs. We refer to this kind of Galois NLFSRs as Type-I

Galois NLFSR. The equivalence is proved by showing that there exist a linear transfor-

mation of the internal states of the two NLFSRs.

In [2], another type of Galois NLFSR namely Uniform Galois NLFSR (5.2) has been

discovered to be equivalent to Fibonacci NLFSR. We refer to Uniform Galois NLFSR

as Type-II Galois NLFSR.

fi = x(i+1) mod n ⊕ gi(x0, . . . , xτ ) for i = τ, . . . , n− 1,

fi = xi+1 for i = 0, . . . , τ − 1.
(5.2)

The authors first proposed a sufficient condition that if a Galois NLFSR’s feedback

graph can be reduced to a single vertex, then it can be transformed to a Fibonacci one.

A transformation algorithm to convert Fibonacci NLFSRs to Type-II Galois NLFSRs

was proposed. The following work [124] presents the method to compute initial state of

the Type-II Galois NLFSR based on the initial state of the original Fibonacci NLFSR.

Later, a slightly generalized type of Galois NLFSR which we refer to as Type-III Galois

NFLSRs (5.3) was showed to be able to transformed to Fibonacci NLFSRs in [49]. The

equivalence is assured by analyzing and comparing the internal states of the NLFSR

before and after transformation.

fi = x(i+1) mod n ⊕ gi(x0, . . . , xi) for i = 0, . . . , n− 1. (5.3)

In this chapter, we point out the necessary and sufficient condition for a Galois NFLSR

to be transformable to a Fibonacci NLFSR. The Type-I, II and Type-III are proved to

satisfy the condition. Moreover, we study several properties of nonlinear recurrence and

discover a special case where a Galois NLFSR has two equivalent Fibonacci NLFSRs.
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5.2 Preliminaries

Definition 5.1. [49] Two NLFSRs are equivalent if their sets of output sequences are

equal.

To check the equivalence of two NLFSRs, it is infeasible to compare all the output

sequences given that an n-bit NLFSR generates output sequences with period up to

2n − 1. Among all the properties of NLFSRs, an important notion is the nonlinear

recurrence, which is a relation satisfied by the output sequence. We adopt this notion

and study the equivalence between Fibonacci NLFSRs and the three types of Galois

NLFSRs.

Definition 5.2. [53] A binary sequence {zi}i≥0 can be generated by an n-stage Fibonacci

NLFSR whose recurrence relation is defined as

zn+k = f(zk, zk+1, . . . , zn+k−1), zi ∈ F2, k ≥ 0, (5.4)

where f(·) is the nonlinear feedback function fn−1 = f(x0, . . . , xn−1) of the NLFSR.

The recurrence relation can be rewritten as

xk+1
n−1 = f(xk0, x

k
1, . . . , x

k
n−1), xji ∈ F2, k ≥ 0, (5.5)

where (x0
0, x

0
1, . . . , x

0
n−1) is called the initial state and (xk0, x

k
1, . . . , x

k
n−1) is called the k-th

internal state of the NLFSR.

Based on the feedback functions of the NLFSR, it is possible to derive another recurrence

relation of the internal states.

Definition 5.3. [2] The nonlinear recurrence of order n describing the sequence of

values of the bit i of an n-bit NLFSR is the expression of type

xti =
2n−1∑
j=0

(cj ·
n−1∏
k=0

(xt−n+k
i )jk), t > 0, (5.6)

where cj ∈ [0, 1], (j0j1 . . . jn−1) is the binary expansion of j with j0 being the least

significant bit, and
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(xt−n+k
i )jk =


xt−n+k
i for jk = 1,

1 for jk = 0.

The nonlinear recurrence in (5.6) denotes that the internal state of stage xi at clock t

can be represented by the states of xi at clocks t− n, t− (n− 1), . . . , t− 1.

5.3 Existence of Nonlinear Recurrence

5.3.1 Nonlinear Recurrence of Fibonacci NLFSRs

For a Fibonacci NLFSR, there always exists a nonlinear recurrence defined in Definition

5.3 describing its output sequence. We prove this result in the following theorem.

Theorem 5.4. For an n-bit Fibonacci NLFSR defined by feedback functions

fn−1 = f(x0, . . . , xn−1),

fn−2 = xn−1,

. . .

f0 = x1,

(5.7)

there always exits a nonlinear recurrence of order n describing the output sequence.

Proof. Based on the feedback function in (5.7), the internal states of the Fibonacci

NLFSR are computed by

xtn−1 = f(xt−1
0 , . . . , xt−1

n−1) (1)

xtn−2 = xt−1
n−1 (2)

. . .

xt0 = xt−1
1 . (n)

From equation (2), we derive xt−1
n−2 = xt−2

n−1, then we substitute xt−1
n−2 in equation (1) and

obtain xtn−1 = f(xt−1
0 , . . . , xt−2

n−1, x
t−1
n−1). By combining (2) and (3), we get xt−1

n−3 = xt−3
n−1

and by combining (2), (3) and (4), we get xt−1
n−4 = xt−4

n−1. Similarly, by combining
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equations, all the states xt−1
n−2, . . . , x

t−1
0 can be represented by the state of stage xn−1

at different clock. Specifically, the state xt−1
i = xt−n+i

n−1 , i ∈ [0, n − 2]. Therefore, the

equation (1) becomes

xtn−1 = f(xt−nn−1, x
t−(n−1)
n−1 , . . . , xt−2

n−1, x
t−1
n−1). (5.8)

The equation (5.8) is the nonlinear recurrence of order n describing the sequence gener-

ated by stage xn−1 for this Fibonacci NLFSR. The nonlinear recurrence for other stages

can be derived from this equation by simple substitution. By substituting xn−1 by xn−2,

we get

xt+1
n−2 = f(xt−n+1

n−2 , x
t−(n−1)+1
n−2 , . . . , xt−2+1

n−2 , xt−1+1
n−2 ). (5.9)

Then we get the nonlinear recurrence for the stage xn−2

xtn−2 = f(xt−nn−2, x
t−(n−1)
n−2 , . . . , xt−2

n−2, x
t−1
n−2). (5.10)

Similarly, we get the nonlinear recurrence for each stage xi, i ∈ [0, n−1] of the Fibonacci

NLFSR as

xti = f(xt−ni , x
t−(n−1)
i , . . . , xt−2

i , xt−1
i ). (5.11)

Hence, there always exists a nonlinear recurrence of order n for every stage of a Fibonacci

NLFSR.

Equation (5.11) is a straightforward mapping from the the feedback function of the

Fibonacci NLFSR to its nonlinear recurrence. Therefore, the nonlinear recurrence can

be directly obtained from the feedback function. In fact, the mapping from a nonlinear

recurrence to a feedback function of a Fibonacci NLFSR is also straightforward.

Remark 5.5. Given an order n nonlinear recurrence defined in Definition 5.3 of a binary

sequence, the feedback function of the Fibonacci NLFSR generates that sequence is

f =
2n−1∑
j=0

(cj ·
n−1∏
k=0

(xk)
jk). (5.12)
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5.3.2 Nonlinear Recurrence of Galois NLFSRs

Although the nonlinear recurrence always exists for a Fibonacci NLFSR. It is not the

same for a Galois NLFSR. Up to now, there are three types of Galois NLFSRs have

been discovered to be equivalent to Fibonacci NLFSRs. We show that these three types

of Galois NLFSRs have at least one nonlinear recurrence.

Theorem 5.6. Given an n-bit Type-I Galois NLFSR defined by feedback functions in

(5.1), there exist a nonlinear recurrence of order n describing the sequence generated by

the stage xn−1.

Proof. According to the feedback functions in (5.1), the internal states of the Type-I

Galois NLFSR at clock t are computed as

xtn−1 = f(xt−1
0 , . . . , xt−1

n−1) (1)

xtn−2 = xt−1
n−1 ⊕ cn−2 · f(xt−1

0 , . . . , xt−1
n−1) (2)

. . .

xt0 = xt−1
1 ⊕ c0 · f(xt−1

0 , . . . , xt−1
n−1). (n)

(5.13)

We substitute f(xt−1
0 , . . . , xt−1

n−1) in equations (2), (3), . . . , (n) by equation (1) and get

xtn−1 = f(xt−1
0 , . . . , xt−1

n−1) (1)

xtn−2 = xt−1
n−1 ⊕ cn−2 · xtn−1 (2)

. . .

xt0 = xt−1
1 ⊕ c0 · xtn−1. (n)

(5.14)

Then we substitute xt−1
i in equation (n − i) by the equation (n − i + 1) starting from

i = n− 3 to i = 0 and obtain

xtn−1 = f(xt−1
0 , . . . , xt−1

n−1) (1)

xtn−2 = xt−1
n−1 ⊕ cn−2 · xtn−1 (2)

. . .

xt0 = xt−n+1
n−1 ⊕ cn−2 · xt−n+2

n−1 . . .⊕ c1 · xt−1
n−1 ⊕ c0 · xtn−1. (n)

(5.15)
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From (2), (3) , ..., (n) in equation (5.15), we get the states of these stages at clock t as

xti =
n−1∑
j=i

cj · xt−j+in−1 for i ∈ [0, n− 2], (5.16)

where cn−1 = 1 and the states at clock t− 1 are

xt−1
i =

n−1∑
j=i

cj · xt−j+i−1
n−1 for i ∈ [0, n− 2]. (5.17)

At last, we combine (1) in (5.15) and (5.17) and obtain the nonlinear recurrence for

stage xn−1 of the Type-I Galois NLFSR as

xtn−1 = f(xt−1
0 , . . . , xt−1

n−1), (5.18)

with xt−1
i for i ∈ [0, n− 2] represented by the state of xn−1 in (5.17).

Theorem 5.7. Given an n-bit Type-II Galois NLFSR defined by feedback functions in

(5.2), there exist a nonlinear recurrence of order n describing the sequence generated by

each stage xi, i ∈ [0, τ ].

Proof. According to the feedback functions in (5.2), the internal states of the Type-II

Galois NLFSR at clock t are computed as

xtn−1 = xt−1
0 ⊕ gn−1(xt−1

0 , . . . , xt−1
τ ) (1)

xtn−2 = xt−1
n−1 ⊕ gn−2(xt−1

0 , . . . , xt−1
τ ) (2)

. . .

xtτ = xt−1
τ+1 ⊕ gτ (xt−1

0 , . . . , xt−1
τ ) (n− τ)

xtτ−1 = xt−1
τ (n− τ + 1)

. . .

xt1 = xt−1
2 (n− 1)

xt0 = xt−1
1 . (n)

(5.19)
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First, we substitute the right side of each equation from (n − τ + 2) to (n) by the one

above it and get

xtτ−1 = xt−1
τ (n− τ + 1)

xtτ−2 = xt−2
τ (n− τ + 2)

. . .

xt1 = xt−(τ−1)
τ (n− 1)

xt0 = xt−ττ . (n)

(5.20)

Then we substitute xt−1
0 , . . . , xt−1

τ−1 in equations (1) to (n− τ) and get

xtn−1 = xt−τ−1
τ ⊕ gn−1(xt−τ−1

τ , . . . , xt−2
τ , xt−1

τ ) (1)

xtn−2 = xt−1
n−1 ⊕ gn−2(xt−τ−1

τ , . . . , xt−2
τ , xt−1

τ ) (2)

. . .

xtτ = xt−1
τ+1 ⊕ gτ (xt−τ−1

τ , . . . , xt−2
τ , xt−1

τ ) (n− τ)

(5.21)

Now we substitute xt−1
n−1, . . . , x

t−1
τ+1 in equation (1), ..., (n− τ) one by one and get xti for

i ∈ [τ, n− 1] as

xti = xt−τ−(n−i)
τ ⊕

n−1∑
j=i

gj(x
t−τ−1−(j−i)
τ , . . . , xt−1−(j−i)

τ ). (5.22)

Specifically,

xtn−1 = xt−τ−1
τ ⊕ gn−1(xt−τ−1

τ , . . . , xt−1
τ ) (1)

xtn−2 = xt−τ−2
τ ⊕ gn−1(xt−τ−2

τ , . . . , xt−2
τ )⊕ gn−2(xt−τ−1

τ , . . . , xt−1
τ ) (2)

. . .

xtτ = xt−nτ ⊕ gn−1(xt−nτ , . . . , xt−n+τ
τ )⊕ . . .⊕ gτ (xt−τ−1

τ , . . . , xt−1
τ ) (n− τ)

(5.23)
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Combining each equation (n− τ + 1), . . . , (n) in (5.20) with equation (n− τ) in (5.23),

we get

xtτ−1 = xt−n−1
τ ⊕ gn−1(xt−n−1

τ , . . . , xt−n+τ−1
τ )⊕ . . .⊕ gτ (xt−τ−2

τ , . . . , xt−2
τ )

= xt−nτ−1 ⊕ gn−1(xt−nτ−1, . . . , x
t−n+τ
τ−1 )⊕ . . .⊕ gτ (xt−τ−1

τ−1 , . . . , xt−1
τ−1)

xtτ−2 = xt−n−2
τ ⊕ gn−1(xt−n−2

τ , . . . , xt−n+τ−2
τ )⊕ . . .⊕ gτ (xt−τ−3

τ , . . . , xt−3
τ )

= xt−n−1
τ−1 ⊕ gn−1(xt−n−1

τ−1 , . . . , xt−n+τ−1
τ−1 )⊕ . . .⊕ gτ (xt−τ−2

τ−1 , . . . , xt−2
τ−1)

= xt−nτ−2 ⊕ gn−1(xt−nτ−2, . . . , x
t−n+τ
τ−2 )⊕ . . .⊕ gτ (xt−τ−1

τ−2 , . . . , xt−1
τ−2)

. . .

xt0 = xt−n−ττ ⊕ gn−1(xt−n−ττ , . . . , xt−n+τ−τ
τ )⊕ . . .⊕ gτ (xt−τ−1−τ

τ , . . . , xt−1−τ
τ )

. . .

= xt−n0 ⊕ gn−1(xt−n0 , . . . , xt−n+τ
0 )⊕ . . .⊕ gτ (xt−τ−1

0 , . . . , xt−1
0 )

(5.24)

Therefore, the nonlinear recurrence for each stage xi, i ∈ [0, τ ] is

xti = xt−ni ⊕ gn−1(xt−ni , . . . , xt−n+τ
i )⊕ . . .⊕ gτ (xt−τ−1

i , . . . , xt−1
i )

= xt−ni ⊕
n−1∑
j=τ

gj(x
t−j−1
i , . . . , xt−j−1+τ

i ).
(5.25)

Theorem 5.8. Given an n-bit Type-III Galois NLFSR defined by feedback functions in

(5.3), there exist a nonlinear recurrence of order n describing the sequence generated by

the stage x0.

Proof. According to the feedback functions in (5.3), the internal states of the Type-III

Galois NLFSR at clock t are computed as

xtn−1 = xt−1
0 ⊕ gn−1(xt−1

0 , . . . , xt−1
n−1) (1)

xtn−2 = xt−1
n−1 ⊕ gn−2(xt−1

0 , . . . , xt−1
n−2) (2)

. . .

xt1 = xt−1
2 ⊕ g1(xt−1

0 , xt−1
1 ) (n− 1)

xt0 = xt−1
1 ⊕ g0(xt−1

0 ). (n)

(5.26)
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The equation (n) can be rewritten as

xt−1
1 = xt0 ⊕ g0(xt−1

0 ),

and we derive

xt1 = xt+1
0 ⊕ g0(xt0). (5.27)

We substitute xt1 and xt−1
1 in equation (n−1) by the rewritten equation and the derived

equation respectively and get

xt−1
2 = xt+1

0 ⊕ g0(xt0)⊕ g1(xt−1
0 , xt0 ⊕ g0(xt−1

0 )). (5.28)

And we derive

xt2 = xt+2
0 ⊕ g0(xt+1

0 )⊕ g1(xt0, x
t+1
0 ⊕ g0(xt0)). (5.29)

As you can see, by substitution, we obtain the equation of xt1 represented by the states

xt0, x
t+1
0 in (5.27) and the equation of xt2 represented by the states xt0, x

t+1
0 , xt+2

0 in

(5.29). Similarly, we can obtain the equation of xt3 represented by xt0, x
t+1
0 , xt+2

0 , xt+3
0

and the equation of xt4 and so on. Generally, the equation we obtain is xti represented

by xt0, x
t+1
0 , . . . , xt+i0 , 1 ≤ i ≤ n− 1. At last, we obtain an equation of xt0 represented by

xt−1
0 , . . . , xt−n0 and that equation is the nonlinear recurrence of order n describing the

sequence generated by the stage x0 of the Type-III Galois NLFSR.

5.4 Equivalence Condition

In Theorem 5.6, Theorem 5.7 and Theorem 5.8, the three types of Galois NLFSRs are

proved to have one or more nonlinear recurrences. The number of nonlinear recurrence

for a Galois NLFSR depends on the feedback functions.

Lemma 5.9. Given an n-bit NLFSR with a nonlinear recurrence describing the sequence

generated by the stage xa, a ∈ [0, n − 1]. If feedback functions fb, fb+1, . . . , fa−1 satisfy

fi = xi+1 for each i ∈ [b, a−1] where 0 ≤ b ≤ a−1, then there exist nonlinear recurrences

of each stage xi, i ∈ [b, a− 1].
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Proof. Suppose the nonlinear recurrence of the stage xa is

xta = f(xt−na , xt−(n−1)
a , . . . , xt−2

a , xt−1
a ). (5.30)

The feedback functions for stages xi, i ∈ [b, a− 1] are

fa−1 = xa,

fa−2 = xa−1,

. . .

fb = xb+1.

(5.31)

According to these feedback functions, the internal states of these stages at clock t are

computed as

xta−1 = xt−1
a (1)

xta−2 = xt−1
a−1 (2)

. . .

xtb = xt−1
b+1. (a− b)

(5.32)

From the equation (1) in (5.32), we derive the representations for xt−na , x
t−(n−1)
a , . . . ,

xt−2
a , xt−1

a , xta and substitute these states in (5.30) to get

xt+1
a−1 = f(xt−n+1

a−1 , x
t−(n−1)+1
a−1 , . . . , xt−1

a−1, x
t
a−1). (5.33)

The nonlinear recurrence for xa−1 is

xta−1 = f(xt−na−1, x
t−(n−1)
a−1 , . . . , xt−2

a−1, x
t−1
a−1). (5.34)

Similarly, we derive the representations for xt−na−1, x
t−(n−1)
a−1 , . . . , xt−2

a−1, x
t−1
a−1, x

t
a−1 from

equation (2) in (5.32) to get the nonlinear recurrence for xa−2 and other stages xa−3, . . . ,

xb. The nonlinear recurrence for each stage xi, i ∈ [b, a− 1] is

xti = f(xt−ni , x
t−(n−1)
i , . . . , xt−2

i , xt−1
i ). (5.35)
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The necessary and sufficient condition for a Galois NLFSR to be equivalent to a Fi-

bonacci NLFSR is in the following theorem.

Theorem 5.10. An n-bit Galois NLFSR is equivalent to an n-bit Fibonacci NLFSR

if and only if there exist at least one nonlinear recurrence of order n describing the

sequence generated by a stage of the Galois NLFSR.

Proof. Suppose there is a nonlinear recurrence describing the sequence generated by

stage xi, i ∈ [0, n − 1] of the Galois NLFSR and the nonlinear recurrence is defined in

Definition 5.3. According to Remark 5.5, the sequence with that nonlinear recurrence

can be generated by a Fibonacci NLFSR with feedback function 5.12, which means the

sequence generated by stage xi of the Galois NLFSR is the same as the sequence gener-

ated by a Fibonacci NLFSR. Therefore, the Galois NLFSR is equivalent to a Fibonacci

NLFSR. On the other hand, if there exist no nonlinear recurrence for a Galois NLFSR,

then there is no Fibonacci NLFSR equivalent to it since all the sequences generated by

any stage of a Fibonacci NLFSR can be described by a nonlinear recurrence according

to Theorem 5.4 and Lemma 5.9.

Theorem 5.10 gives a necessary and sufficient condition for a Galois NLFSR to be trans-

formable to a Fibonacci NLFSR. Therefore, all the three types of the Galois NLFSRs

are equivalent to Fibonacci NLFSRs. The corresponding Fibonacci NLFSR can be con-

structed by the nonlinear recurrence according to Remark 5.5. The number of nonlinear

recurrences denotes the number of stages that generate same sequence as the Fibonacci

NLFSR does according to Lemma 5.9. For example, the Type-I Galois NLFSR always

have a nonlinear recurrence of the sequence generated by stage xn−1. It has n−i−1 more

stages that generate same sequence if all the successive coefficients cn−2, cn−3, . . . , ci are

equal to 0.

Moreover, we discover several special cases of Type-I Galois NLFSRs that have two

different sets of nonlinear recurrences, which means these Galois NLFSRs can be trans-

formed to two different Fibonacci NLFSRs.
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For example, a 5-bit Type-I Galois NLFSR

f4 = x0 ⊕ x1x2 (1)

f3 = x4 ⊕ x0 ⊕ x1x2 (2)

f2 = x3 ⊕ x0 ⊕ x1x2 (3)

f1 = x2 (4)

f0 = x1 (5)

(5.36)

According to Theorem 5.6, there is a nonlinear recurrence for the states of stage x4. We

derive this nonlinear recurrence by equation (5.18) as xt4 = xt−5
4 ⊕ xt−4

4 ⊕ xt−3
4 ⊕ (xt−4

4 ⊕

xt−3
4 ⊕ xt−2

4 )⊕ (xt−3
4 ⊕ xt−2

4 ⊕ xt−1
4 ). The feedback function for the equivalent Fibonacci

NLFSR is f4 = x0 ⊕ x1 ⊕ x2 ⊕ (x1 ⊕ x2 ⊕ x3)(x2 ⊕ x3 ⊕ x4) = x0 ⊕ x1 ⊕ x1x2 ⊕ x1x3 ⊕

x1x4⊕x2x4⊕x3⊕x3x4 according to Remark 5.5. The output sequences generated from

stage x4 of the two NLFSRs are the same.

However, another nonlinear recurrence can be derived from the feedback functions of

this Galois NLFSR. From (1), (4) and (5) in (5.36), we get xt4 = xt−1
0 ⊕ xt0x

t+1
0 . Then

we replace xt−1
4 in (2) and get xt3 = xt−2

0 ⊕ xt−1
0 xt0 ⊕ x

t−1
0 ⊕ xt0x

t+1
0 . At last, we replace

xt−1
3 and xt2 and get xt0 = xt−5

0 ⊕ xt−4
0 xt−3

0 ⊕ xt−4
0 ⊕ xt−3

0 xt−2
0 ⊕ xt−3

0 ⊕ xt−2
0 xt−1

0 which is

a nonlinear recurrence of stage x0. Therefore, this Galois NLFSR is also equivalent to a

Fibonacci NLFSR with feedback function f4 = x0 ⊕ x1x2 ⊕ x1 ⊕ x2x3 ⊕ x2 ⊕ x3x4. The

output sequences generated from stage x0 and x1 of the two NLFSRs are the same.

In fact, the reason why the second nonlinear recurrence exists is because the Type-I

Galois NLFSR in the example (5.36) is also a Type-III Galois NLFSR. According to

Theorem 5.8, there exist a nonlinear recurrence of the sequence generated by the stage

x0. Therefore, from this special case, we derive the following Theorem.

Theorem 5.11. Given an n-bit Galois NLFSR, if the feedback functions satisfy both

the conditions for the Type-I (5.1) and Type-III (5.3), precisely the feedback functions

are defined as

fn−1 = f(x0, . . . , xτ ),

fi = xi+1 ⊕ ci · f(x0, . . . , xτ ) for τ ≤ i ≤ n− 2,

fi = xi+1 for 0 ≤ i ≤ τ − 1,
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then this Galois NLFSR is equivalent to two different Fibonacci NLFSRs with output

sequences generated by different stages.

Proof. Since the Galois NLFSR is both a Type-I and a Type-III Galois NLFSR, accord-

ing to Theorem 5.6 and Theorem 5.8, there exist a nonlinear recurrence describing the

sequence generated by the stage xn−1 and another nonlinear recurrence for stage x0.

Therefore, there are two different Fibonacci NLFSRs that generate same sets of output

sequence as the Galois NLFSR outputs at stage xn−1 and stage x0 respectively.

5.5 Conclusion

In this chapter, we point out the necessary and sufficient condition for a Galois NLFSR

to be equivalent to a Fibonacci NLFSR. The three types of Galois NLFSRs in existing

work are proved to satisfy the condition. Moreover, several properties of nonlinear

recurrence are studied and the special case where a Galois NLFSR has two equivalent

Fibonacci NLFSRs is discussed. The result presented in this chapter is a step forward

of the theory of Galois NLFSRs.
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Transformation Algorithms

In this chapter, we propose transformation algorithms to convert NLFSRs between Fi-

bonacci and Galois configurations which address the third research question. We analyze

the existing transformation algorithms proposed for Type-I, Type-II and Type-III Galois

NLFSRs and point out their limitations and a common issue. We develop a compen-

sation method to address all the issues. Based on this unified method, the Type-I-to-

Fibonacci, Fibonacci-to-Type-II, Type-II-to-Fibonacci, Fibonacci-to-Type-III and Type-

III-to-Fibonacci transformation algorithms are proposed. Moreover, we introduce a new

backwards shift operation and discover a new type of transformable Galois NLFSRs. The

Fibonacci-to-Type-IV and Type-IV-to-Fibonacci are proposed based on the same compen-

sation method.

6.1 Introduction

In literature, three types of Galois NLFSRs have been discovered to be equivalent to

Fibonacci NLFSRs. The Type-I Galois NLFSRs is introsuced in [1]. A linear trans-

formation mapping every internal state of a Type-I Galois NLFSR to an internal state

of the Fibonacci NLFSR is established. For the Type-II Galois NLFSRs, a sufficient

condition that if the feedback graph of a Galois NLFSR can be reduced to a single

vertex then the NLFSR is equivalent to a Fibonacci NLFSR is proposed. The Type-II

(uniform) Galois NLFSRs is proved to satisfy this condition and a Fibonacci-to-Galois

92
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transformation algorithm which converts a Fibonacci NLFSR to Galois NLFSRs is pro-

posed in [2]. Later, a method of computing the initial state for the transformed NLFSR

is presented in [124]. In [49], the Type-III Galois NLFSRs is transformed to a Fibonacci

NLFSR by deriving its nonlinear recurrence and the relation of the internal states of

the NLFSR before and after transformation is established. In [48], a sufficient condi-

tion based on graph theory is proposed to check if a Galois NLFSR is equivalent to a

Fibonacci NLFSR. An algorithm to search a dependence graph is proposed. The com-

plexity of this algorithm is O(n2(m + n3)), where n is the length of the NLFSR and

m is the total number of monomials in the feedback functions of that NLFSR. In [51],

a new transformation algorithm based on semi-tensor product of matrices is proposed.

The proposed algorithm exhaustively searches internal states of the Galois NFLSR for

each possible internal state of the Fibonacci NLFSR. This algorithm works on random

Galois NLFSRs.

As we can see, in existing works, the transformation of the three types of Galois NLFSRs

is studied differently. There are several issues that need to be resolved. First, no

formal description of the transformation algorithm. Second, for the discovered Galois

NLFSRs, either no transformation algorithm is proposed or the proposed algorithm

has high complexity or is hard to program: For the Type-I Galois NLFSRs, there is

no transformation algorithm has been proposed; For the Type-II Galois NLFSRs, the

proposed algorithm in [2] is not applicable in the scenario that the output function

takes arbitrary stages of the NLFSR as inputs. Besides, no transformation algorithm

to convert a Type-II Galois NLFSR to a Fibonacci NLFSR; For the Type-III Galois

NLFSRs, the transformation is done by iteratively substituting the feedback functions

to obtain the nonlinear recurrence of the Galois NLFSR [49]. Their method is hard to

program. In [48], an example given in the paper shows that this algorithm works on

Type-III Galois NLFSRs, but what exact kind of Galois NLFSRs the proposed algorithm

works on is not specified. The algorithm in [51] works on random Galois NLFSRs but

has a complexity of 2n, where n is the length of the NLFSR. More importantly, we find

that there is a common issue in existing works. That is, the output sequence is only

assumed to be generated from stage x0. Whether the sequence generated by other stages

is equivalent or not is not known, hence making these algorithms infeasible in NLFSR-

based stream ciphers. The output sequence of NLFSR-based stream ciphers are usually

generated by an output function which takes multiple stages of the NLFSR as input. By
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applying existing transformation algorithms, the output sequences of the stream cipher

before and after transformation may not be equivalent. Therefore, it is important to

involve a step of constructing the output function for the transformed NLFSR in the

algorithm.

In this chapter, we aim to address all the issues in existing works. First, we give a formal

description of a transformation algorithm. It should consists of:

1. Construction of the feedback functions for the transformed NLFSR;

2. Construction of the output function for the transformed NLFSR;

3. Computation of the set of initial states of the transformed NLFSR according to the

set of initial sates of the original NLFSR.

The transformation algorithm should be simple and easy to implement. The complexity

should be reasonably low (polynomial time).

Second, we develop a compensation method to propose transformation algorithms for

all the three types of Galois NLFSRs. We introduce a shift operation, a new notation

of compensation list and a compensation operation. The shift operation is adopted to

construct the feedback functions. The compensation list and compensate operation are

introduced to construct the output function and compute the initial state for the trans-

formed NLFSRs. The basic idea is to build a relation of the internal states of the NLFSR

before and after shifting monomials. A reversed relation can be derived by the compen-

sation operation. According to the two relations, it is possible to construct the output

function and compute the initial state for the transformed NLFSR. Consequently, we

propose transformation algorithms for the Type-I, Type-II and Type-III Galois NLFSRs

based on this unified method.

Third, we tried different ways to shift the monomials and find that it is possible to

shift monomials backwards, which is defined as the backwards shift operation in Def-

inition 6.9. Based on this operation, we discover a new type of transformable Galois

NLFSRs with feedback functions in (6.1) referred to as Type-IV Galois NLFSRs. We

show that this type of Galois NLFSRs satisfies the necessary and sufficient condition

proposed in Chapter 5. Based on the same compensation method used in the first three

types of Galois NLFSRs, we propose the Fibonacci-to-Type-IV and Galois-to-Type-IV
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transformation algorithms.

fn−1 = x0 ⊕ gn−1(x0, . . . , xn−1),

fn−2 = xn−1,

fi = xi+1 ⊕ gi(xi+2, . . . , xn−1) for i = 0, . . . , n− 3.

(6.1)

Since the output function is taken care in all of our proposed algorithms, they are

applicable to scenarios where the output function takes arbitrary stages of the NLFSR

as inputs. For the Type-II, Type-III and Type-IV Galois NLFSRs, both Fibonacci-to-

Galois and Galois-to-Fibonacci cases are covered. For the Type-I Galois NLFSRs, not

all the Fibonacci NLFSRs can be transformed to a Type-I Galois NLFSR, hence only

the Type-I-to-Fibonacci algorithm is proposed. All the proposed algorithms are easy

to program and the complexity is rather low compared to the known algorithms. We

provide a pesudocode for each proposed transformation algorithm.

6.2 Compensation Method

To address the issues in the existing works and propose transformation algorithms that

consist of the essential components in the formal description, the main challenge is to

precisely derive the output function and the initial state for the transformed NLFSR. We

start with analysing the transformation of Type-II Galois NLFSRs. A formal description

of transformation between Fibonacci and Galois NLFSRs is first introduced in [2]. The

transformation from a Fibonacci NLFSR to Type-II Galois NLFSRs is done by shifting

monomials in the feedback function fn−1 to other feedback functions. Precisely, the shift

operation is defined as:

Definition 6.1. Let fa and fb be feedback functions of stage xa and xb of an n-bit

NLFSR, where a, b ∈ [0, n− 1]. The shift operation moves a monomial m from fa to fb.

As a result, the feedback function fa becomes fa ⊕m and

fb = fb ⊕m|−(a−b) if a ≥ b;

fb = fb ⊕m|+(b−a) if a < b.



Chapter 6 96

Consequently, the feedback functions for the transformed Type-II Galois NLFSR are

constructed by the shift operation. In order to construct the output function, we ana-

lyze the internal states of the two NLFSRs before and after the shifting. A connection

between the differences of internal states and the monomials shifted during the trans-

formation is identified. Based on the connection, we establish a relation between the

internal states of the original Fibonacci NLFSR and the transformed Type-II Galois

NLFSR in Lemma 6.2.

Lemma 6.2. Given an n-bit Fibonacci NLFSR, a monomial m is shifted from fn−1 to

fb according to the shift operation in Definition 6.1 and the resulting feedback functions

satisfy the conditions for Type-II Galois NLFSRs. If the initial state of the Type-II

Galois NLFSR is computed according to (6.2), then the internal state of the Type-II

Galois NLFSR x̂ti, i ∈ {0, . . . , n − 1} and the internal state of the Fibonacci NLFSR

xti, i ∈ {0, . . . , n− 1} also satisfy this relation for t > 0.

x̂ti = xti ⊕m|−(n−i)(X
t) for i ∈ [b+ 1, n− 1],

x̂ti = xti for i ∈ [0, b].
(6.2)

Proof. According to the Definition 6.1, the feedback functions of the Type-II Galois

NLFSR are constructed as

fn−1 = x0 ⊕ gn−1,

fn−2 = xn−1,

. . .

fb+1 = xb+2,

fb = xb+1,

fb−1 = xb,

. . .

f0 = x1,

fn−1
m−→fb

======⇒

fn−1 = x0 ⊕ gn−1 ⊕m,

fn−2 = xn−1,

. . .

fb+1 = xb+2,

fb = xb+1 ⊕m|−(n−1−b),

fb−1 = xb,

. . .

f0 = x1,

where dep(gn−1 ⊕m), dep(m|−(n−1−b)) ⊆ [0, b] so that the NLFSR is a Type-II Galois

NLFSR.
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We prove this lemma by induction. First we suppose the internal states of the two

NLFSRs before and after transformation satisfy the relation (6.2) for clock t = k, then

we prove the relation holds for the next clock t = k + 1.

According to feedback functions, internal states of the Fibonacci NLFSR and the Galois

NLFSR at clock t = k + 1 are

xk+1
n−1 = xk0 ⊕ gn−1(Xk),

xk+1
n−2 = xkn−1,

. . .

xk+1
b+1 = xkb+2,

xk+1
b = xkb+1,

xk+1
b−1 = xkb ,

. . .

xk+1
0 = xk1,

x̂k+1
n−1 = x̂k0 ⊕ gn−1(X̂k)⊕m(X̂k),

x̂k+1
n−2 = x̂kn−1,

. . .

x̂k+1
b+1 = x̂kb+2,

x̂k+1
b = x̂kb+1 ⊕m|−(n−1−b)(X̂

k),

x̂k+1
b−1 = x̂kb ,

. . .

x̂k+1
0 = x̂k1,

(6.3)

where Xk = {xk0, . . . , xkn−1} and X̂k = {x̂k0, . . . , x̂kb}.

Since the relation (6.2) holds for t = k, we have x̂ki = xki for i ∈ [0, b] and x̂ki =

xki ⊕m|−(n−i)(X
k) for i ∈ [b+ 1, n− 1]. We replace x̂ki in (6.3) and get

x̂k+1
n−1 = x̂k0 ⊕ gn−1(X̂k)⊕m(X̂k) = xk0 ⊕ gn−1(X̂k)⊕m(X̂k),

x̂k+1
n−2 = x̂kn−1 = xkn−1 ⊕m|−1(Xk),

. . .

x̂k+1
b+1 = x̂kb+2 = xkb+2 ⊕m|−(n−1−(b+1))(X

k),

x̂k+1
b = x̂kb+1 ⊕m|−(n−1−b)(X̂

k) = xkb+1 ⊕m|−(n−1−b)(X
k)⊕m|−(n−1−b)(X̂

k),

x̂k+1
b−1 = x̂kb = xkb ,

. . .

x̂k+1
0 = x̂k1 = xk1.

(6.4)

Comparing (6.3) and (6.4), we have x̂k+1
i = xk+1

i for each i ∈ [0, b− 1]. Since

dep(m|−(n−i)) ⊆ [i− b− 1, i− 1], i ∈ [b+ 1, n− 2], we have m|−(n−i−1)(X
k) =

m|−(n−i)(X
k+1), hence x̂k+1

i = xk+1
i ⊕m|−(n−i)(X

k+1) for i ∈ [b+ 1, n− 2] are valid.



Chapter 6 98

As for i = b, since dep(m|−(n−1−b)) ⊆ [0, b], we have m|−(n−1−b)(X̂
k) = m|−(n−1−b)

(x̂k0, . . . , x̂
k
b ) = m|−(n−1−b)(x

k
0, . . . , x

k
b ) = m|−(n−1−b)(X

k). Hence, x̂k+1
b = xkb+1.

Similarly, for i = n − 1 we get gn−1(X̂k) ⊕m(X̂k) = gn−1(Xk) ⊕m(Xk) then x̂k+1
n−1 =

xk0⊕gn−1(Xk)⊕m(Xk). Since dep(m) ⊆ [n−1−b, n−1], we have m(Xk) = m|−1(Xk+1),

hence x̂k+1
n−1 = xk+1

n−1 ⊕m|−1(Xk+1).

Therefore, the relation in (6.2) holds for t = k + 1. Since the initial state of the

Galois NLFSR is computed from the initial state of the Fibonacci NLFSR according

to this relation, we conclude that the internal states of the two NLFSRs before and after

transformation have relation (6.2) for every clock t ≥ 0.

From Lemma 6.2, we can see that the internal state X̂t of the transformed Type-II Galois

NLFSR can be represented by the internal state Xt of the original NLFSR. This implies

that a relation of the output keystream bit at each clock t of the transformed NLFSR

and the original NLFSR can be established. In order to precisely derive the output

function for the transformed NLFSR, we need to derive the relation of Xt represented

by X̂t. To this end, we develop a compensation method. The basic idea is to construct

a compensation list and use the list to build the relation.

Definition 6.3. A compensation list is a list with n elements denoted as C = [c0, c1, . . . ,

cn−1], where each element ci(x0, . . . , xn−1), i ∈ {0, . . . , n−1} is a combination of variants

of shifted monomials. The combination of two compensation lists Cm1 and Cm2 is defined

as bitwise xoring the elements in two lists denoted as C = Cm1 ⊕ Cm2 , where m1 and

m2 are two monomials.

Given an n-bit NLFSR, suppose we shift a monomial m from fa to fb where a, b ∈

[0, n− 1] and a > b, the compensation list is constructed as

C = [c0, . . . , cn−1] = [0, . . . , 0,m|−(a−b), . . . ,m|−1, 0, . . . , 0],

where ci = 0 for i ∈ [0, b] or [a+1, n−1] and ci = m|−(a−i+1) for i ∈ [b+1, a]. For example,

given a 4-bit NLFSR, we shift a monomial m1 = x3 from f3 to f1, the compensation

list can be constructed as Cm1 = [0, 0, x1, x2]. We shift another monomial m2 = x1x2

from f3 to f2 then Cm2 = [0, 0, 0, x0x1]. The combination list is C = Cm1 ⊕ Cm2 =

[0, 0, x1, x2 ⊕ x0x1].
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Definition 6.4. Given a compensation list C and a Boolean function f or a monomial

m, the compensate operation replaces each xi, i ∈ [0, n− 1] by xi⊕ ci in ascending order

or descending order of the index i with or without iteration, where ci is the i-th element

in C. We denote the compensated result as f or m.

For example, we use a compensation list C = [0, 0, x1, x2⊕x0x1] to compensate m = x2x3

and m|−1 in descending order iteratively. The compensate operation first replaces the

tap x3 by x3⊕ c3 = x3⊕x2⊕x0x1 in m and m becomes x2(x3⊕x2⊕x0x1) then replaces

the x2 by x2 ⊕ c2 = x2 ⊕ x1 and m becomes m = (x2 ⊕ x1)(x3 ⊕ (x2 ⊕ x1) ⊕ x0x1).

Similarly the m|−1 is compensated as m|−1 = x1(x2 ⊕ x1).

m = x2x3
replace x3
======⇒ x2(x3 ⊕ x2 ⊕ x0x1)

replace x2
======⇒ m = (x2 ⊕ x1)(x3 ⊕ (x2 ⊕ x1)⊕ x0x1)

m|−1 = x1x2
replace x3
======⇒ x1x2

replace x2
======⇒ m|−1 = x1(x2 ⊕ x1).

Based on the compensation list defined in 6.3 and the compensate operation defined

in 6.4, we establish a new relation between the internal states of the NLFSR before

and after transformation in Lemma 6.5. The internal state Xt of the original Fibonacci

NLFSR is represented by X̂t of the transformed Type-II NLFSR.

Lemma 6.5. Given an n-bit Fibonacci NLFSR, a monomials m is shifted from fn−1 to

fb according to the shift operation in Definition 6.1 and the resulting feedback functions

satisfy the conditions for Type-II Galois NLFSRs. If the initial state of the Type-II Galois

NLFSR is computed as in (6.2), then the internal state of the Type-II Galois NLFSR

x̂ti, i ∈ {0, . . . , n−1} and the internal state of the Fibonacci NLFSR xti, i ∈ {0, . . . , n−1}

satisfy the relation in (6.5) for t > 0.

xti = x̂ti ⊕m|−(n−i)(X̂
t) for i ∈ [b+ 1, n− 1],

xti = x̂ti for i ∈ [0, b],
(6.5)

where m|−(n−i) is m compensated by C = [0, . . . , 0,m|−(n−1−b), . . . ,m|−1] iteratively in

descending order.
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Proof. Since Lemma 6.2 shows that

x̂ti = xti ⊕m|−(n−i)(X
t) for i ∈ [b+ 1, n− 1],

x̂ti = xti for i ∈ [0, b],

we only need to prove m|−(n−i)(X̂
t) = m|−(n−i)(X

t) for i ∈ [b+ 1, n− 1].

Since the resulting Galois NLFSR is uniform, we have dep(m|−(n−1−b)) ⊆ [0, b], then the

dependence lists of the monomials are

dep(m) ⊆ [n− 1− b, n− 1],

dep(m|−1) ⊆ [n− 1− b− 1, n− 2],

· · ·

dep(m|−(n−1−(b+1))) ⊆ [1, b+ 1],

dep(m|−(n−1−b)) ⊆ [0, b].

For i = b+1, since dep(m|−(n−1−b)) ⊆ [0, b], no compensation is taken place for monomial

m|−(n−1−b). Hence m|−(n−1−b) = m|−(n−1−b)(x0, . . . , xb). Then we have

m|−(n−1−b)(X̂
t) = m|−(n−1−b)(x̂

t
0, . . . , x̂

t
b)

= m|−(n−1−b)(x
t
0, . . . , x

t
b)

= m|−(n−1−b)(X
t).

For i = b+2, since dep(m|−(n−1−b−1)) ⊆ [1, b+1], the compensation only takes place for

tap xb+1. Therefore, we getm|−(n−1−b−1) = m|−(n−1−b−1)(x1, . . . , xb, xb+1⊕m|−(n−1−b)).

Then we have

m|−(n−1−b−1)(X̂
t) = m|−(n−1−b−1)(x̂

t
1, . . . , x̂

t
b, x̂

t
b+1 ⊕m|−(n−1−b)(X̂

t))

= m|−(n−1−b−1)(x
t
1, . . . , x

t
b, x

t
b+1)

= m|−(n−1−b−1)(X
t).

For i = b+ 3, since dep(m|−(n−1−b−2) ⊆ [2, b+ 2], the compensation takes place for xb+2

and xb+1 iteratively. Therefore, we get
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m|−(n−1−b−2) =m|−(n−1−b−2)(x2, . . . , xb, xb+1 ⊕m|−(n−1−b), xb+2

⊕m|−(n−1−b−1)).

Then we have

m|−(n−1−b−2)(X̂
T ) =m|−(n−1−b−2)(x̂

t
2, . . . , x̂

t
b, x̂

t
b+1 ⊕m|−(n−1−b)(X̂

t),

x̂tb+2 ⊕m|−(n−1−b−1)(X̂
t))

=m|−(n−1−b−2)(x
t
2, . . . , x

t
b, x

t
b+1, x

t
b+2)

=m|−(n−1−b−2)(X
t).

Iteratively, we can prove that m|−(n−i)(X̂
t) = m|−(n−i)(X

t) for the rest of i. Therefore,

the relation in (6.5) is valid.

In this case, based on the relation established in Lemma 6.5, the output function of the

transformed Type-II Galois NLFSR can be constructed by the compensate operation as

fz(x0, . . . , xn−1)→ fz(x0, . . . , xb, xb+1 ⊕m|−(n−b+1), . . . , xn−1 ⊕m|−1),

where fz is fz compensated by C iteratively in descending order. The compensation

in the output function makes sure that each input value in fz is equal to xti input in

fz. Therefore, the output sequence generated by fz in the transformed Type-II Galois

NLFSR is equal to the sequence generated by fz in the Fibonacci NLFSR.

In conclusion, we have proposed an algorithm to transform a Fibonacci NLFSR to a

Type-II Galois NLFSR by shifting one monomial. First, we construct the feedback

function for the Type-II Galois NLFSR based on the shift operation in Definition 6.1.

Second, we establish a relation of the internal state of the two NLFSRs in Lemma 6.2

and compute the initial state for the Type-II Galois NLFSR based on this relation.

Precisely, the initial state is computed as

x̂0
i = x0

i ⊕m|−(n−i)(X
0) for i ∈ [b+ 1, n− 1],

x̂0
i = x0

i for i ∈ [0, b].

Third, we construct the output function by compensating the original output function

iteratively in descending order.



Chapter 6 102

Similarly, the transformation algorithm for the general case where multiple monomials

are shifted can be proposed based on the same compensation method. We generate a

compensation list for each shifted monomial and combine the lists together to get a final

compensation list and use it to construct the output function and compute the initial

state.

6.3 Proposed Transformation Algorithms

In this section, we propose transformation algorithms for the Type-I, Type-II and Type-

III Galois NLFSRs. Since a special case where only one monomial is shifted in the

transformation from a Fibonacci NLFSR to a Type-II Galois NLFSR is presented in

Section 6.2, we first propose the transformation for general case for the Type-II Galois

NLFSRs. For the Type-I and Type-III Galois NLFSRs, we also propose transformation

algorithms based on the same compensation method. The difference between algorithms

is in the compensation list and how the compensation operation is performed.

6.3.1 Transformation Algorithm for Type-II Galois NLFSRs

Since the transformed NLFSR must be a Type-II Galois NLFSR with feedback functions

in (5.2), the positions to which monomials can be shifted is limited. An algorithm to

calculate the lowest position is given in [2], we present it in Algorithm 2. Suppose the

feedback function of the Fibonacci NLFSR is fn−1 = x0 ⊕
J∑
j=1

mj and r < J monomials

mj , j ∈ [1, r] are shifted, then for each monomial, the lowest position is pj .

Algorithm 2 Type-II Shifting Position

Input: n,m1, . . . ,mr, τ = 0

Output: p1, . . . , pr

1: for j ← 1, J do

2: τ ← max(τ,max(dep(mj))−min(dep(mj)))

3: for j ← 1, r do

4: if min(dep(mj)) ≤ n− 1− τ then

5: pj ← n− 1−min(dep(mj))

6: else

7: pj ← τ
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Fibonacci-to-Type-II

Given an n-bit Fibonacci NLFSR with a output function fz and an initial state X0, the

process of transforming it to a Type-II Galois NLFSR is:

Step 1: For each monomial mj , j ∈ [1, r], calculate the lowest possible shifting position

pj according to Algorithm 2 and choose a position τj , pj ≤ τj ≤ n− 1;

Step 2: Shift the r monomials from the feedback function fn−1 to fτ1 , fτ2 , . . . , fτr , 0 ≤

τ1 ≤ τ2 ≤ . . . ≤ τr ≤ n− 1 respectively according to Definition 6.1;

Step 3: For each monomial mj , j ∈ [1, r], construct a compensation list Cmj = [0, . . . , 0,

mj |−(n−1−τj), . . . ,mj |−1]. Xor all the lists to get a combined compensation list C =

Cm1 ⊕ Cm2 ⊕ . . .⊕ Cmr ;

Step 4: Compensate the output function fz by C iteratively in descending order to get

the output function fz for the transformed NLFSR;

Step 5: The initial state is computed as x̂0
i = x0

i ⊕ ci(X0), i ∈ [0, n− 1].

The NLFSR before and after transformation are equivalent. The correctness of this

algorithm is proved by the following theorem.

Theorem 6.6. Let an n-bit Fibonacci NLFSR transformed to a Type-II Galois NLFSR

according to the Fibonacci-to-Type-II algorithm, then the internal states of the NLFSR

before and after transformation denoted by xti and x̂t satisfy

x̂ti = xti ⊕ ci(Xt) for i ∈ [τ1 + 1, n− 1],

x̂ti = xti for i ∈ [0, τ1],
(6.6)

and

xti = x̂ti ⊕ ci(X̂t) for i ∈ [τ1 + 1, n− 1],

xti = x̂ti for i ∈ [0, τ1],
(6.7)

and the two NLFSRs are equivalent.
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Proof. For each monomial, a compensation list is constructed. Specifically,

Cm1 = [0, . . . , 0,m1|−(n−1−τ1), . . . ,m1|−1],

Cm2 = [0, . . . , 0,m2|−(n−1−τ2), . . . ,m2|−1],

. . .

Cmr = [0, . . . , 0,mr|−(n−1−τr), . . . ,mr|−1].

The combination of above lists is

C = Cm1 ⊕ Cm2 ⊕ . . .⊕ Cmr

= [0, . . . , 0,m1|−(n−1−τ1), . . . ,m1|−1 ⊕m2|−1 ⊕ . . .⊕mr|−1],

where c0, . . . , cτ1 = 0 and cτj+1 = cτj ⊕mj |−(n−1−τj) for j ∈ [0, r − 1].

We first prove the relation (6.6) holds similarly as we prove Lemma 6.2.

Without loss of generality, we suppose only two monomials m1 and m2 are shifted to

fτ1 , fτ2 , τ1 < τ2 respectively. The feedback functions become

fn−1 = x0 ⊕ gn−1,

fn−2 = xn−1,

. . .

fτ2+1 = xτ2+2,

fτ2 = xτ2+1,

. . .

fτ1+1 = xτ1+2,

fτ1 = xτ1+1,

. . .

f0 = x1,

fn−1
m2−−→ fτ2

fn−1
m1−−→ fτ1

==========⇒

fn−1 = x0 ⊕ gn−1 ⊕m1 ⊕m2,

fn−2 = xn−1,

. . .

fτ2+1 = xτ2+2,

fτ2 = xτ2+1 ⊕m2|−(n−1−τ2),

. . .

fτ1+1 = xτ1+2,

fτ1 = xτ1+1 ⊕m1|−(n−1−τ1),

. . .

f0 = x1.

(6.8)

The compensation lists are

Cm1 = [0, . . . , 0,m1|−(n−1−τ1), . . . ,m1|−1],

Cm2 = [0, . . . , 0,m2|−(n−1−τ2), . . . ,m2|−1].
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Then the combination of above lists is C = Cm1 ⊕ Cm2 = [c0, . . . , cn−1]. Specifically,

ci = 0, i ∈ [0, τ1],

ci = m1|−(n−1−(i−1)), i ∈ [τ1 + 1, τ2],

ci = m1|−(n−1−(i−1)) ⊕m2|−(n−1−(i−1)), i ∈ [τ2 + 1, n− 1].

Now we prove the relation in (6.6) holds by induction. Suppose the relation holds at

clock t = k, we have

x̂kn−1 = xkn−1 ⊕ cn−1(Xk) = xkn−1 ⊕m1|−1(Xk)⊕m2|−1(Xk),

x̂kn−2 = xkn−2 ⊕ cn−2(Xk) = xkn−2 ⊕m1|−2(Xk)⊕m2|−2(Xk),

. . .

x̂kτ2+1 = xkτ2+1 ⊕ cτ2+1(Xk) = xkτ2 ⊕m1|−(n−1−τ2)(X
k)⊕m2|−(n−1−τ2)(X

k),

x̂kτ2 = xkτ2 ⊕ cτ2(Xk) = xkτ2 ⊕m1|−(n−1−(τ2−1))(X
k),

. . .

x̂kτ1+1 = xkτ1+1 ⊕ cτ1+1(Xk) = xkτ1+1 ⊕m1|−(n−1−τ1)(X
k),

x̂kτ1 = xkτ1 ,

. . .

x̂k0 = xk0.

At next clock t = k + 1 the internal states of the Fibonacci NLFSR and the Type-II

Galois NLFSR are computed according to their feedback functions (6.8) as

xk+1
n−1 = xk0 ⊕ gn−1(Xk),

. . .

xk+1
τ2 = xkτ2+1,

. . .

xk+1
τ1 = xkτ1+1,

xk+1
τ1−1 = xkτ1 ,

. . .

xk+1
0 = xk1,

x̂k+1
n−1 = x̂k0 ⊕ gn−1(X̂k)⊕m1(X̂k)⊕m2(X̂k),

. . .

x̂k+1
τ2 = x̂kτ2+1 ⊕m2|−(n−1−τ2)(X̂

k),

. . .

x̂k+1
τ1 = x̂kτ1+1 ⊕m1|−(n−1−τ1)(X̂

k),

x̂k+1
τ1−1 = x̂kτ1 ,

. . .

x̂k+1
0 = x̂k1.
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Since the transformed NLFSR is uniform, the dependence lists of the monomials satisfy

dep(m1) ⊆ [n− 1− τ1, n− 1],

dep(m1|−1) ⊆ [n− 1− τ1 − 1, n− 2],

· · ·

dep(m1|−(n−1−τ1−1)) ⊆ [1, τ1 + 1],

dep(m1|−(n−1−τ1)) ⊆ [0, τ1].

dep(m2) ⊆ [n− 1− τ1, n− 1],

dep(m2|−1) ⊆ [n− 1− τ1 − 1, n− 2],

· · ·

dep(m2|−(n−1−τ2−1)) ⊆ [1, τ1 + 1],

dep(m2|−(n−1−τ2)) ⊆ [0, τ1].

Similar to the proof in Lemma 6.2, we get mj |−(n−1−τj)(X̂
k) = mj |−(n−1−τj)(X

k) and

mj |−1(X̂k) = mj |−1(Xk) and mj |−(n−1−i)(X
k) = mj |−(n−1−(i−1))(X

k+1), i ∈ [τ1 +1, n−

2], j ∈ [0, 1] based on above dependence lists. Hence, the relation holds for clock t = k+1.

Since the initial state of the Galois NLFSR x̂0
i = x0

i ⊕ ci(X0), i ∈ [0, n − 1] also satisfy

this relation (6.6), we conclude that the relation is valid.

Then we derive the relation of Xt represented by X̂t similarly as we prove Lemma 6.5.

The relation in (6.7) also holds.

Therefore, the internal state of the Fibonacci NLFSR can be represented by the in-

ternal state of the Galois NLFSR at every clock t. If the output function fz takes

xi, i ∈ [τ1 + 1, n− 1] as input, the corresponding tap in fz is compensated by C. Since

the compensation is done iteratively, the xi in ci is also compensated. Therefore, at

each clock t, the bit value of that input in fz is equal to x̂ti⊕ ci(X̂t) which is equal to xti

according to (6.7). Hence, the output function fz generate same bit as the original func-

tion fz does at each clock. Therefore, the Type-II Galois NLFSR after transformation

is equivalent to the Fibonacci NLFSR.

The pseudocode for the Fibonacci-to-Type-II algorithm is in Algorithm 3.

For example, a 4-bit Fibonacci NLFSR with feedback functions

f3 = x0 ⊕ x1 ⊕ x3 ⊕ x1x2,

f2 = x3,

f1 = x2,

f0 = x1.
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Algorithm 3 Fibonacci-to-Type-II

Input: n, f0, . . . , fn−1, fz, m1, . . . ,mr

Output: f0, . . . , fn−1, fz, X̂
0

1: C ← [0, . . . , 0]
2: for j ← 1, r do
3: fn−1 ← fn−1 ⊕mj . remove monomial mj from fn−1

4: mj |−(n−1−τj) ← mj with dep(mj)− (n− 1− τj)
5: fτj ← fτj ⊕mj |−(n−1−τj) . add monomial mj |−(n−1−τj) to fτj
6: Cmj ← [0, . . . , 0]
7: for k ← τj + 1, n− 1 do
8: mj |−(n−k) ← mj with dep(mj)− (n− k)
9: Cmj [k]← mj |−(n−k)

10: C ← C ⊕ Cmj . combine all the compensation lists

11: for i← n− 1, 0 do
12: if ci 6= 0 then . ci is the i-th element in C
13: fz ← fz with xi replaced by xi ⊕ ci . compensate fz by C iteratively

14: fz ← fz
15: for i← 0, n− 1 do
16: x̂0

i = x0
i ⊕ ci(X0)

17: X̂0[i]← x̂0
i . calculate initial state for the transformed NLFSR

The output function is fz = x2x3 and the initial state is X0 = {x0
0, x

0
1, x

0
2, x

0
3} =

{0, 1, 1, 1}.

By applying the proposed Fibonacci-to-Type-II algorithm on this NLFSR, it is trans-

formed to a 4-bit Type-II Galois NLFSR. The transformation process is:

Step 1: For each monomial m1 = x3 and m2 = x1x2, calculate the lowest possible

shifting position as p1 = 1 and p2 = 2. Choose a position for each monomial as τ1 = 1

and τ2 = 2;

Step 2: After shifting the monomials, the feedback functions become

f3 = x0 ⊕ x1,

f2 = x3 ⊕ x0x1,

f1 = x2 ⊕ x1,

f0 = x1;



Chapter 6 108

Step 3: For each monomial, the compensation list is

Cm1 = [0, 0, x1, x2],

Cm2 = [0, 0, 0, x0x1],

and the combined compensation list is C = Cm1 ⊕ Cm2 = [0, 0, x1, x2 ⊕ x0x1];

Step 4: The output function is constructed as

fz = x2x3
x3→x3⊕c3=======⇒ x2(x3 ⊕ x2 ⊕ x0x1)

x2→x2⊕c2=======⇒

fz = x1 ⊕ x2 ⊕ x0x1 ⊕ x1x3 ⊕ x2x3 ⊕ x0x1x2;

Step 5: The initial state of the transformed NLFSR is computed as

x0
3 = 1,

x0
2 = 1,

x0
1 = 1,

x0
0 = 0,

xi⊕ci(X0)
======⇒

x̂0
3 = x0

3 ⊕ x0
2 ⊕ x0

0x
0
1 = 0,

x̂0
2 = x0

2 ⊕ x0
1 = 0,

x̂0
1 = x0

1 = 1,

x̂0
0 = x0

0 = 0.

The output sequence of the Fibonacci NLFSR is ’110010000111001...’ which is the same

as the sequence generated by the Type-II Galois NLFSR.

Type-II-to-Fibonacci

Given an n-bit Type-II Galois NLFSR with an output function fz and an initial value

X0, the process of transforming it to a Fibonacci NLFSR contains:

Step 1: Shift all the monomials in gi 6= 0 from fi, i ∈ [τ, n − 2] to fn−1 according to

Definition 6.1;

Step 2: For each gi 6= 0, i ∈ [τ, n− 2], build a compensation list Cgi = [0, . . . , 0, gi, gi|+1,

. . . , gi|+(n−2−i)]. Xor all the lists to get a combined compensation list C = Cg0 ⊕ Cg1 ⊕

. . .⊕ Cgn−2 ;

Step 3: Compensate the output function fz by C without iteration to get the output

function of the transformed NLFSR is constructed as fz = fz(x0⊕ c0, . . . , xn−1⊕ cn−1);
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Step 4: The initial state X̂0 = {x̂0
0, . . . , x̂

0
n−1} is computed as x̂0

i = x0
i ⊕ ci(X

0), i ∈

[0, n− 1], where ci is ci compensated by C iteratively in descending order.

The transformed NLFSR is a Fibonacci NLFSR and it is equivalent to the original

Type-II Galois NLFSR. Since the transformation process is completely the reverse of

the process in the Fibonacci-to-Type-II transformation algorithm, the proof of the cor-

rectness of this algorithm is omitted.

The pseudocode for the Type-II-to-Fibonacci algorithm is in Algorithm 4.

Algorithm 4 Type-II-to-Fibonacci

Input: n, f0, . . . , fn−1, τ , fz, X
0

Output: f0, . . . , fn−1, fz, X̂
0

1: C ← [0, . . . , 0]
2: for i← τ, n− 2 do
3: if gi 6= 0 then
4: fi ← fi ⊕ gi . remove gi from fi
5: gi|+(n−1−i) ← gi with dep(gi)|+ (n− 1− i)
6: fn−1 ← fn−1 ⊕ gi|+(n−1−i) . add gi|−(n−1−i) to fn−1

7: Cgi ← [0, . . . , 0]
8: for j ← i+ 1, n− 1 do
9: gi|+(j−i−1) ← gi with dep(gi) + (j − i− 1)

10: Cgi [j]← gi|+(j−i−1) . construct compensation list Cgi

11: C ← C ⊕ Cgi . combine all the compensation lists

12: fz ← fz(x0 ⊕ c0, x1 ⊕ c1, . . . , xn−1 ⊕ cn−1) . compensate output function without
iteration

13: for i← 0, n− 1 do
14: ci ← ci
15: for j ← n− 1, 0 do
16: if cj 6= 0 then
17: ci ← ci with xj replaced by xj ⊕ cj . get compensated ci

18: x̂0
i = x0

i ⊕ ci(X0) . calculate initial state
19: X̂0[i]← x̂0

i

For example, a 4-bit Type-II Galois NLFSR with feedback functions

f3 = x0 ⊕ x1,

f2 = x3 ⊕ x0x1,

f1 = x2 ⊕ x1,

f0 = x1.

The output function is fz = x1⊕ x2⊕ x0x1⊕ x1x3⊕ x2x3⊕ x0x1x2 and the initial state

is X0 = {x0
0, x

0
1, x

0
2, x

0
3} = {0, 1, 0, 0}.
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By applying the proposed Type-II-to-Fibonacci algorithm on this NLFSR, it is trans-

formed to a 4-bit Fibonacci NLFSR. The transformation process is:

Step 1: After shifting the monomials, the feedback functions become

f3 = x0 ⊕ x1 ⊕ x1 ⊕ x3 ⊕ x1x2,

f2 = x3,

f1 = x2,

f0 = x1;

Step 2: For each monomial, the compensation list is

Cg1 = [0, 0, x1, x2],

Cg2 = [0, 0, 0, x0x1],

and the combined compensation list is C = Cm1 ⊕ Cm2 = [0, 0, x1, x2 ⊕ x0x1];

Step 3: The output function is constructed as

fz = x1 ⊕ x2 ⊕ x0x1 ⊕ x1x3 ⊕ x2x3 ⊕ x0x1x2
x2→x2⊕c2,x3→x3⊕c3
==============⇒

fz = x1 ⊕ (x2 ⊕ x1)⊕ x0x1 ⊕ x1(x3 ⊕ x2 ⊕ x0x1)

⊕ (x2 ⊕ x1)(x3 ⊕ x2 ⊕ x0x1)⊕ x0x1(x2 ⊕ x1)

= x2x3;

Step 4: The initial state of the transformed NLFSR is computed as

x0
3 = 0,

x0
2 = 0,

x0
1 = 1,

x0
0 = 0,

xi⊕ci(X0)
======⇒

x̂0
3 = x0

3 ⊕ x0
2 ⊕ x0

1 ⊕ x0
0x

0
1 = 1,

x̂0
2 = x0

2 ⊕ x0
1 = 1,

x̂0
1 = x0

1 = 1,

x̂0
0 = x0

0 = 0.

The output sequence of the Type-II Galois NLFSR is ’110010000111001...’ which is the

same as the sequence generated by the Fibonacci NLFSR.
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6.3.2 Transformation Algorithm for Type-I Galois NLFSRs

In [1], the Type-I Galois NLFSRs is proved to be equivalent to a Fibonacci NLFSR.

However, the exact transformation process is not given in their paper. In this section,

we propose transformation algorithms for the Type-I Galois NLFSRs. Note that not all

the Fibonacci NLFSRs can be transformed to a Type-I Galois NLFSR. Hence, we only

present the Type-I-to-Fibonacci algorithm.

Type-I-to-Fibonacci

Given an n-bit Type-I Galois NLFSR with an output function fz, an initial state X0

and feedback functions defined as

fn−1 = f(x0, . . . , xn−1),

fi = xi+1 ⊕ f(x0, . . . , xn−1) i = τ1, τ2, . . . , τr,

fi = xi+1 the rest of i,

(6.9)

where 0 ≤ τ1 ≤ τ2 ≤ . . . ≤ τr ≤ n− 1. The transformation process is:

Step 1: For each fi, i = τ1, τ2, . . . , τr, remove gi = f(x0, . . . , xn−1) and construct a

compensation list Cgi = [xn−1−i, xn−i, . . . , xn−1, 0, . . . , 0];

Step 2: Compute the combined compensation list as C = Cgτ1 ⊕ Cgτ2 ⊕ . . .⊕ Cgτr ;

Step 3: Compensate fn−1 by C without iteration;

Step 4: Compensate the output function fz by C without iteration;

Step 5: The initial state X̂0 = {x̂0
0, . . . , x̂

0
n−1} of transformed NLFSR is computed from

X0 = {x0
0, . . . , x

0
n−1} and C0 in descending order. Specifically,

x̂0
n−1 = xn−1,

. . .

x̂0
τr+1 = x0

τr+1,

x̂0
τr = x0

τr ⊕ cτr(X̂
0),

. . .

x̂0
0 = x0

0 ⊕ c0(X̂0).

(6.10)



Chapter 6 112

The transformed NLFSR is a Fibonacci NLFSR and it is equivalent to the original Type-I

Galois NLFSR. The correctness of this algorithm is proved by the following theorem.

Theorem 6.7. Let an n-bit Type-I Galois NLFSR transformed to a Fibonacci NLFSR

by the proposed algorithm, then the internal states of the NLFSR before and after trans-

formation denoted by xti and x̂ti respectively satisfy

xti = x̂ti for i ∈ [τr + 1, n− 1],

xti = x̂ti ⊕ ci(X̂t) for i ∈ [0, τr],
(6.11)

and the two NLFSRs are equivalent.

Proof. For each shifted f(x0, . . . , xn−1) from feedback functions fτ1 , . . . , fτr , the com-

pensation list is

Cgτ1 = [xn−1−τ1 , xn−τ1 , . . . , xn−1, 0, . . . , 0],

. . .

Cgτr = [xn−1−τr , xn−τr , . . . , xn−1, 0, . . . , 0].

(6.12)

Then the combined compensation list is C = Cgτ1⊕Cgτ2⊕ . . .⊕Cgτr . After removing the

monomials in Step 2 and compensating fn−1 in Step 3, the feedback functions become

fn−1 = f(x0, . . . , xn−1),

fi = xi+1 i = [0, n− 2],
(6.13)

where f is f compensated by C without iteration.

Now we prove the relation (6.11) holds by induction. Suppose the relation holds at

t = k, we have

xkn−1 = x̂kn−1,

xkn−2 = x̂kn−2,

. . .

xkτr+1 = x̂kτr+1,

xkτr = x̂kτr ⊕ cτr(X̂
k),

xkτr−1 = x̂kτr−1 ⊕ cτr−1(X̂k),

. . .

xk0 = x̂k0 ⊕ c0(X̂k),

(6.14)
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where ci is the i-th element in C.

According to the feedback functions of the original NLFSR in (6.9) and the feedback

functions of the transformed NLFSR in (6.13), the internal states of the two NLFSR at

the next clock t = k + 1 are

xk+1
n−1 = f(Xk),

xk+1
i = xki+1 ⊕ f(Xk), i = τ1, τ2, . . . , τr,

xk+1
i = xki+1 for the rest of i,

x̂k+1
n−1 = f(X̂k),

x̂k+1
i = x̂ki+1, i ∈ [0, n− 2],

(6.15)

where Xk and X̂k denote the set of internal states of the original NLFSR and the

transformed NLFSR at clock k respectively.

From (6.15), we have xk+1
i = xki+1 and x̂k+1

i = x̂ki+1 for i ∈ [τr + 1, n − 2]. Since

xki+1 = x̂ki+1, i ∈ [τr + 1, n − 2] can be obtained from (6.14), xk+1
i = x̂k+1

i holds for

i ∈ [τr + 1, n− 2].

In order to prove xk+1
i = x̂k+1

i holds for i = n−1, we need to prove that f(Xk) = f(X̂k).

The replacement in the compensation of f assures that xi in f becomes xi⊕ci in f , hence

f = f(x0 ⊕ c0, x1 ⊕ c1, . . . , xτr ⊕ cτr , xτr+1, . . . , xn−1). Since xki = x̂ki ⊕ ci(X̂k), i ∈ [0, τr]

and xki = x̂ki , i ∈ [τr + 1, n − 1], we get f(X̂k) = f(x̂k0 ⊕ c0(X̂k), x̂k1 ⊕ c1(X̂k), . . . , x̂kτr ⊕

cτr(X̂
k), x̂kτr+1, . . . , x̂

k
n−1) = f(xk0, x

k
1, . . . , x

k
n−1) = f(Xk). Therefore, we have proved

xk+1
i = x̂k+1

i holds for i = n− 1.

For i = τ1, . . . , τr, from (6.15) we have

xk+1
τr = xkτr ⊕ f(Xk),

xk+1
τr−1

= xkτr−1+1 ⊕ f(Xk),

. . .

xk+1
τ1 = xkτ1+1 ⊕ f(Xk),

x̂k+1
τr = x̂kτr ,

x̂k+1
τr−1

= x̂kτr−1+1,

. . .

x̂k+1
τ1 = x̂kτ1+1,

(6.16)
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then we combine it with (6.14) and get

xk+1
τr = x̂kτr ⊕ f(Xk),

xk+1
τr−1

= x̂kτr−1+1 ⊕ cτr−1+1(X̂k)⊕ f(Xk),

. . .

xk+1
τ1 = x̂kτ1+1 ⊕ cτ1+1(X̂k)⊕ f(Xk),

x̂k+1
τr = x̂kτr ,

x̂k+1
τr−1

= x̂kτr−1+1,

. . .

x̂k+1
τ1 = x̂kτ1+1.

(6.17)

The combined compensation list is constructed by C = Cgτ1 ⊕ Cgτ2 ⊕ . . . ⊕ Cgτr where

Cgi , i ∈ [τ1, τ2, . . . , τr] are computed in (6.12). It is straight forward that cτr = xn−1

and cτj = cτj+1|−1 ⊕ xn−1 for j ∈ [1, r − 1]. Hence, cτr(X̂
k+1) = x̂k+1

n−1 and cτj (X̂
k+1) =

cτj+1|−1(X̂k+1) ⊕ x̂k+1
n−1 = cτj+1(X̂k) ⊕ x̂k+1

n−1 for j ∈ [1, r − 1]. Since we have proved

x̂k+1
n−1 = xk+1

n−1, we get x̂k+1
n−1 = f(Xk) and then get cτr(X̂

k+1) = f(Xk) and cτj (X̂
k+1) =

cτj+1(X̂k)⊕ f(Xk) for j ∈ [1, r − 1]. By combining these results with (6.17), we obtain

xk+1
τr = x̂kτr ⊕ cτr(X̂

k+1),

xk+1
τr−1

= x̂kτr−1+1 ⊕ cτr−1(X̂k+1),

. . .

xk+1
τ1 = x̂kτ1+1 ⊕ cτ1(X̂k+1),

x̂k+1
τr = x̂kτr ,

x̂k+1
τr−1

= x̂kτr−1+1,

. . .

x̂k+1
τ1 = x̂kτ1+1.

(6.18)

Therefore, we have proved xk+1
i = x̂k+1

i ⊕ ci(X̂k+1) for i = τ1, τ2, . . . , τr.

For the rest of i where 0 ≤ i ≤ τr, i 6= τ1, τ2, . . . , τr, from (6.15) we have

xk+1
i = xki+1, x̂k+1

i = x̂ki+1, (6.19)

then we combine it with (6.14) and get

xk+1
i = x̂ki+1 ⊕ ci+1(X̂k), x̂k+1

i = x̂ki+1. (6.20)

Since ci+1(X̂k) = ci(X̂
k+1), we further get xk+1

i = x̂k+1
i ⊕ ci(X̂k+1).

Now we have proved that the relation in (6.11) holds for every xi ∈ [0, n−1] at the next

clock t = k+ 1. Since the initial state in (6.10) also satisfy the relation. Inductively, the

relation holds for every clock.
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Note that the calculation method of the initial state in Step 5 is valid because the

calculation of each ci(X̂
0) only needs the initial values of x̂0

i+1, . . . , x̂
0
n−1 which are already

calculated. This is because the dependence set of the element in C satisfy dep(ci) ⊆

[i + 1, n − 1], i ∈ [0, τr]. In detail, for each compensation list Cgj , j = τ1, . . . , τr, the

dependence set of each element is dep(ck) = n − 1 − j − k, k ∈ [0, j] and it satisfy

dep(ck) ≥ n− 1− (n− 2) + k = k + 1 due to the fact that j ≤ n− 2.

Let fz(x0, . . . , xn−1) and fz be the output function of the original NLFSR and the

transformed NLFSR respectively. fz is compensated without iteration at Step 4, hence

fz = fz(x0 ⊕ c0, . . . , xτr ⊕ cτr , xτr+1, . . . , xn−1). The output bits for the two NLFSRs at

clock t are computed as

zt = fz(X
t) = fz(x

t
0, . . . , x

t
n−1),

ẑt = fz(X̂
t) = fz(x̂

t
0 ⊕ c0(X̂t), . . . , x̂tτr ⊕ cτr(X̂

t), x̂tτr+1, . . . , x̂
t
n−1).

(6.21)

Since the relation in (6.11) holds for every clock t, we get ẑt = fz(x
t
0, . . . , x

t
n−1) = zt,

which means the output bits of the two NLFSRs are the same at every clock. The two

NLFSRs are equivalent.

The pseudocode for the Type-I-to-Fibonacci algorithm is in Algorithm 5.

For example, a 5-bit Type-I Galois NLFSR is defined by

f4 = x0 ⊕ x1x2,

f3 = x4 ⊕ x0 ⊕ x1x2,

f2 = x3,

f1 = x2 ⊕ x0 ⊕ x1x2,

f0 = x1 ⊕ x0 ⊕ x1x2.

The output function is fz = x2⊕x0x4 and the initial state is X0 = {x0
0, x

0
1, x

0
2, x

0
3, x

0
4} =

{0, 1, 1, 0, 1}.

By applying the proposed Type-I-to-Fibonacci algorithm on this NLFSR, it is trans-

formed to a 5-bit Fibonacci NLFSR. The transformation process is:
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Algorithm 5 Type-I-to-Fibonacci

Input: n, f0, . . . , fn−1, fz, X
0

Output: f0, . . . , fn−2, fn−1, fz, X̂
0

1: C ← [0, . . . , 0]
2: for i← [τ1, . . . , τr] do
3: fi ← fi ⊕ f . remove all the monomials in f from fi
4: Cgi ← [xn−1−i, xn−i, . . . , xn−1, 0, . . . , 0] . construct compensation list Cgi

5: C ← C ⊕ Cgi . combine all the compensation lists
6: fn−1 ← fn−1(x0 ⊕ c0, x1 ⊕ c1, . . . , xn−1 ⊕ cn−1) . compensate feedback function

without iteration
7: fz ← fz(x0 ⊕ c0, x1 ⊕ c1, . . . , xn−1 ⊕ cn−1) . compensate output function without

iteration
8: X̂0 ← [0, . . . , 0] . calculate initial state
9: for i← n− 1, τr + 1 do

10: x̂i
0 ← x0

i

11: X̂0[i]← x̂0
i

12: for i← τr, 0 do
13: ci(X̂

0)← ci(0, . . . , 0, x̂
0
τr+1, . . . , x̂

0
n−1)

14: x̂0
i ← x0

i ⊕ ci(X̂0)

15: X̂0[i]← x̂0
i

Step 1: Remove x0 ⊕ x1x2 from f0, f1, f3, then the feedback function becomes

f4 = x0 ⊕ x1x2,

f3 = x4,

f2 = x3,

f1 = x2,

f0 = x1.

For each f0, f1, f3, construct a compensation list

Cg0 = [x4, 0, 0, 0, 0],

Cg1 = [x3, x4, 0, 0, 0],

Cg3 = [x1, x2, x3, x4, 0];

Step 2: The combined compensation list is computed as

C = [x4 ⊕ x3 ⊕ x1, x4 ⊕ x2, x3, x4, 0];
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Step 3: Compensate f4 to get

f4 = (x0 ⊕ x4 ⊕ x3 ⊕ x1)⊕ (x1 ⊕ x4 ⊕ x2)(x2 ⊕ x3)

= x0 ⊕ x4 ⊕ x3 ⊕ x1 ⊕ x1x2 ⊕ x1x3 ⊕ x2 ⊕ x2x3 ⊕ x2x4 ⊕ x3x4;

Step 4: Compensate fz to get

fz = (x2 ⊕ x3)⊕ (x0 ⊕ x4 ⊕ x3 ⊕ x1)x4

= x2 ⊕ x3 ⊕ x0x4 ⊕ x4 ⊕ x3x4 ⊕ x1x4;

Step 5: Compute the initial state of the transformed NLFSR as

x̂0
4 = x0

4 = 1,

x̂0
3 = x0

3 ⊕ x̂0
4 = 1,

x̂0
2 = x0

2 ⊕ x̂0
3 = 0,

x̂0
1 = x0

1 ⊕ x̂0
4 ⊕ x̂0

2 = 0,

x̂0
0 = x0

0 ⊕ x̂0
4 ⊕ x̂0

3 ⊕ x̂0
1 = 0,

so the initial state of the transformed NLFSR is X̂0 = {x̂0
0, x̂

0
1, x̂

0
2, x̂

0
3, x̂

0
4} = {0, 0, 0, 1, 1}.

The output sequence of the original Type-I Galois NLFSR is ’1001001100100110...’ and

the Fibonacci NLFSR with feedback function f4 and initial state X̂0 generates the same

sequence.

6.3.3 Transformation Algorithm for Type-III Galois NLFSRs

Comparing the dependence sets of feedback functions in Type-II (5.2) and Type-III

Galois NLFSRs (5.3), the constraint of dep(gi) ≤ τ is relaxed to dep(gi) ≤ i. The Type-

III Galois NLFSR can be considered as a generalized version of Type-II Galois NLFSR.

However, the transformation algorithm for Type-II is not suitable for the Type-III Galois

NLFSRs. The relaxed condition requires compensation not only in the output function

but also feedback functions for the transformed NLFSR. In this section, we propose new

transformation algorithms for Type-III Galois NLFSRs.
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Due to the limitation of feedback functions in a Type-III Galois NLFSR (5.3), the

number of possible positions to which monomials of a Fibonacci NLFSR can be shifted

is limited. Given an n-bit Fibonacci NLFSR fn−1 = x0

r∑
j=1

mj , the lowest position where

each monomial can be shifted to is calculated as

pj = n− 1−min(dep(mj)). (6.22)

The pseudocode is in Algorithm 6.

Algorithm 6 Type-III Shifting Position

Input: n, m1, . . . ,mr

Output: p1, . . . , pr

1: for j ← 1, r do
2: pj ← n− 1−min(dep(mj))

Fibonacci-to-Type-III

Given an n-bit Fibonacci NLFSR fn−1 = x0 ⊕
r∑
j=1

mj with an output function fz and

an initial value X0, the process of transforming it to a Type-III Galois NLFSR is:

Step 1: For each monomial mj , j ∈ [1, r], calculate the lowest possible shifting position

pj according to Algorithm 6 and choose a position τj , pj ≤ τj ≤ n− 1;

Step 2: Shift r monomials m1,m2, . . . ,mr from fn−1 to feedback functions fτ1 , . . . , fτr ,

0 ≤ τ1 < τ2 < . . . < τr ≤ n− 2 respectively according to Definition 6.1;

Step 3: For each monomial mj , j ∈ [1, r], construct a compensation list Cmj = [0, . . . , 0,

mj |−(n−1−τj), . . . ,mj |−1]. Xor all the lists to get a combined compensation list C =

Cm1 ⊕ Cm2 ⊕ . . . , Cmr ;

Step 4: Compensate gi = fi ⊕ xi+1 mod n which is a part of the feedback function

fi, i ∈ [0, n− 1] by C iteratively in descending order;

Step 5: Compensate the output function fz by C iteratively in descending order;

Step 6: The initial state is computed as X̂0 = {x̂0
i = x0

i ⊕ ci(X0), i ∈ [0, n− 1]}.

The NLFSR before and after transformation are equivalent. The correctness of this

algorithm is proved by the following theorem.
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Theorem 6.8. Let an n-bit Fibonacci NLFSR transformed to a Type-III Galois NLFSR

according to the Fibonacci-to-Type-III algorithm, then the internal states of the NLFSR

before and after transformation denoted by xti and x̂t satisfy

x̂ti = xti ⊕ ci(Xt) for i ∈ [τ1 + 1, n− 1],

x̂ti = xti for i ∈ [0, τ1],
(6.23)

and

xti = x̂ti ⊕ ci(X̂t) for i ∈ [τ1 + 1, n− 1],

xti = x̂ti for i ∈ [0, τ1],
(6.24)

and the two NLFSRs are equivalent.

Proof. We first prove that the relation in (6.23) holds. The compensation list for each

shifted monomial is

Cm1 = [0, . . . , 0,m1|−(n−1−τ1), . . . ,m1|−1],

. . .

Cmr = [0, . . . , 0,mr|−(n−1−τr), . . . ,mr|−1].

Then the combined compensation list is C = Cm1⊕Cm2⊕. . .⊕Cmr . It is straightforward

that C[τj + 1] = C[τj ]⊕m|−(n−1−τj) for j ∈ [1, r].

Without loss of generality, we suppose only two monomials m1 and m2 are shifted to

fτ1 and fτ2 , τ1 < τ2 respectively. The compensation lists are

Cm1 = [0, . . . , 0,m1|−(n−1−τ1), . . . ,m1|−1],

Cm2 = [0, . . . , 0,m2|−(n−1−τ2), . . . ,m2|−1].

Then the combination of above lists is C = Cm1 ⊕ Cm2 = [c0, . . . , cn−1]. Specifically,

ci = 0, i ∈ [0, τ1],

ci = m1|−(n−1−(i−1)), i ∈ [τ1 + 1, τ2],

ci = m1|−(n−1−(i−1)) ⊕m2|−(n−1−(i−1)), i ∈ [τ2 + 1, n− 1].
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In Step 4, the feedback functions of the Fibonacci NLFSR and the transformed Galois

NLFSR are

fn−1 = x0 ⊕ gn−1,

. . .

fτ2 = xτ2+1,

. . .

fτ1 = xτ1+1,

fτ1−1 = xτ1 ,

. . .

f0 = x1,

fn−1
m2−−→ fτ2

fn−1
m1−−→ fτ1

==========⇒

fn−1 = x0 ⊕ gn−1 ⊕m2 ⊕m1,

. . .

fτ2 = xτ2+1 ⊕m2|−(n−1−τ2),

. . .

fτ1 = xτ1+1 ⊕m1|−(n−1−τ1),

fτ1−1 = xτ1 ,

. . .

f0 = x1,

where gn−1 ⊕m2 ⊕m1 is gn−1 ⊕m2 ⊕m1 compensated by C iteratively in descending

order. Now we prove the relation in (6.23) holds by induction. Suppose the relation

holds at clock t = k, then we have

x̂kn−1 = xkn−1 ⊕ cn−1(Xk) = xkn−1 ⊕m1|−1(Xk)⊕m2|−1(Xk),

x̂kn−2 = xkn−2 ⊕ cn−2(Xk) = xkn−2 ⊕m1|−2(Xk)⊕m2|−2(Xk),

. . .

x̂kτ2+2 = xkτ2+2 ⊕ cτ2+2(Xk) = xkτ2+2 ⊕m1|−(n−1−(τ2+1))(X
k)⊕m2|−(n−1−(τ2+1))(X

k),

x̂kτ2+1 = xkτ2+1 ⊕ cτ2+1(Xk) = xkτ2+1 ⊕m1|−(n−1−τ2)(X
k)⊕m2|−(n−1−τ2)(X

k),

x̂kτ2 = xkτ2 ⊕ cτ2(Xk) = xkτ2 ⊕m1|−(n−1−(τ2−1))(X
k),

. . .

x̂kτ1+2 = xkτ1+2 ⊕ cτ1+2(Xk) = xkτ1+2 ⊕m1|−(n−1−(τ1+1))(X
k),

x̂kτ1+1 = xkτ1+1 ⊕ cτ1+1(Xk) = xkτ1+1 ⊕m1|−(n−1−τ1)(X
k),

x̂kτ1 = xkτ1 ,

. . .

x̂k0 = xk0.

(6.25)
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At next clock t = k + 1 the internal states of the Fibonacci NLFSR and the Galois

NLFSR are computed according to their feedback functions and resulted in

xk+1
n−1 = xk0 ⊕ gn−1(Xk),

xk+1
n−2 = xkn−1,

. . .

xk+1
τ2+1 = xkτ2+2,

xk+1
τ2 = xkτ2+1,

xk+1
τ2−1 = xkτ2 ,

. . .

xk+1
τ1+1 = xkτ1+2,

xk+1
τ1 = xkτ1+1,

xk+1
τ1−1 = xkτ1 ,

. . .

xk+1
0 = xk1,

x̂k+1
n−1 = x̂k0 ⊕ gn−1 ⊕m2 ⊕m1(X̂k),

x̂k+1
n−2 = x̂kn−1,

. . .

x̂k+1
τ2+1 = x̂kτ2+2,

x̂k+1
τ2 = x̂kτ2+1 ⊕m2|−(n−1−τ2)(X̂

k),

x̂k+1
τ2−1 = x̂kτ2 ,

. . .

x̂k+1
τ1+1 = x̂kτ1+2,

x̂k+1
τ1 = x̂kτ1+1 ⊕m1|−(n−1−τ1)(X̂

k),

x̂k+1
τ1−1 = x̂kτ1 ,

. . .

x̂k+1
0 = x̂k1.

(6.26)

We replace x̂ki , i ∈ [0, n− 1] in (6.26) by (6.25) and get

x̂k+1
n−1 = xk0 ⊕ gn−1 ⊕m2 ⊕m1(X̂k),

x̂k+1
n−2 = xkn−1 ⊕m1|−1(Xk)⊕m2|−1(Xk),

. . .

x̂k+1
τ2+1 = xkτ2+2 ⊕m1|−(n−1−(τ2+1))(X

k)⊕m2|−(n−1−(τ2+1))(X
k),

x̂k+1
τ2 = xkτ2+1 ⊕m1|−(n−1−τ2)(X

k)⊕m2|−(n−1−τ2)(X
k)⊕m2|−(n−1−τ2)(X̂

k),

x̂k+1
τ2−1 = xkτ2 ⊕m1|−(n−1−(τ2−1))(X

k),

. . .

x̂k+1
τ1+1 = xkτ1+2 ⊕m1|−(n−1−(τ1+1))(X

k),

x̂k+1
τ1 = xkτ1+1 ⊕m1|−(n−1−τ1)(X

k)⊕m1|−(n−1−τ1)(X̂
k),

x̂k+1
τ1−1 = xkτ1 ,

. . .

x̂k+1
0 = xk1.

(6.27)
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From (6.27), we have x̂k+1
i = xk+1

i for i ∈ [0, τ1− 1]. Since the feedback functions of the

Galois NLFSR satisfy (5.3), the dependence lists of the monomials satisfy

dep(m1) ⊆ [n− 1− τ1, n− 1],

dep(m1|−1) ⊆ [n− 1− τ1 − 1, n− 2],

· · ·

dep(m1|−(n−1−(τ1+1))) ⊆ [1, τ1 + 1],

dep(m1|−(n−1−τ1)) ⊆ [0, τ1],

and

dep(m2) ⊆ [n− 1− τ2, n− 1],

dep(m2|−1) ⊆ [n− 1− τ2 − 1, n− 2],

· · ·

dep(m2|−(n−1−(τ2+1))) ⊆ [1, τ2 + 1],

dep(m2|−(n−1−τ2)) ⊆ [0, τ2].

(6.28)

Since ci = 0, i ∈ [0, τ1], we have m1|−(n−1−τ1) = m1|−(n−1−τ1) ⊕ 0 = m1|−(n−1−τ1).

Hence, m1|−(n−1−τ1)(X̂
k) = m1|−(n−1−τ1)(X̂

k) = m1|−(n−1−τ1)(X
k). Therefore, we get

x̂k+1
τ1 = xkτ1+1 = xk+1

τ1 .

For i ∈ [τ1 + 1, τ2 − 1], from (6.28) we have dep(m1|−(n−1−i)) ⊆ [i − τ1, i], then

m1|−(n−1−i)(X
k) = m1|−(n−1−(i−1)(X

k+1) = ci(X
k+1). Hence, x̂k+1

i = xk+1
i ⊕ ck+1

i .

Similarly, we can get x̂k+1
i = xk+1

i ⊕ ck+1
i for i ∈ [τ2 + 1, n− 2].

For i = τ2, since m2|−(n−1−τ2) is m2|−(n−1−τ2) compensated by C, then xτ2 , xτ2−1, . . . ,

xτ1+1 are replaced by xτ2⊕cτ2 , xτ2−1⊕cτ2−1, . . . , xτ1+1⊕cτ1+1 iteratively. Without loss of

generality, we suppose τ2 = τ1+2, first the tap xτ2 in m2|−(n−1−τ2) is replaced by xτ1+2⊕

cτ1+2 = xτ1+2 ⊕m1|−(n−1−(τ1+1)), we have m2|−(n−1−τ2) = m2|−(n−1−τ2)(x0, . . . , xτ1+1,

xτ1+2 ⊕m1|−(n−1−(τ1+1))) and then the tap xτ1+1 is replaced by xτ1+1 ⊕ cτ1+1. We have

m2|−(n−1−τ2) = m2|−(n−1−τ2)(x0, . . . , xτ1+1 ⊕m1|−(n−1−τ1), xτ1+2 ⊕m1|−(n−1−(τ1+1))),

where m1|−(n−1−(τ1+1)) = m1|−(n−1−(τ1+1))(x0, . . . , xτ1 , xτ1+1 ⊕ m1|−(n−1−τ1)). Hence,

m2|−(n−1−τ2)(X̂
k) = m2|−(n−1−τ2)(X

k). Therefore, x̂k+1
τ2 = xk+1

τ2 ⊕ cτ2(Xk+1).

Similarly, we can get x̂k+1
n−1 = xk+1

n−1 ⊕ cn−1(Xk+1). Therefore, the relation (6.23) holds

for clock t = k + 1. Since the initial state computed in Step 6 also satisfy this relation,

we conclude that the relation is valid for every clock.

Now we prove that the relation in (6.24) holds. Since the relation (6.23) holds, we

only need to prove that ĉi(X̂
t) = ci(X

t) for i ∈ [τ1 + 1, n − 1]. In the proof of the

validity of relation (6.23), we have showed that m2|−(n−1−τ2)(X̂
k) = m2|−(n−1−τ2)(X

k)
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by analyzing the compensation result in details. The iterative compensation cancels

the changes in the internal state brought by modification of the feedback functions.

Since this relation holds for every clock, m2|−(n−1−τ2)(X̂
t) = m2|−(n−1−τ2)(X

t) is valid

for every clock. Similarly, we can get m1|−j(Xt) = m1|−j(X̂t), j ∈ [1, n − 1 − τ1] and

m2|−j(Xt) = m2|−j(X̂t), j ∈ [1, n− 1− τ2]. Then we get

ci(X
t) = m1|−(n−1−(i−1))(X

t) = ci(X̂
t), i ∈ [τ1 + 1, τ2],

ci(X
t) = m1|−(n−1−(i−1)) ⊕m2|−(n−1−(i−1))(X

t) = ci(X̂
t), i ∈ [τ2 + 1, n− 1].

Therefore, the relation in (6.24) holds for every clock.

In the Fibonacci-to-Type-III algorithm, let fz(x0, . . . , xn−1) and fz be the output func-

tion of the Fibonacci NLFSR and the Type-III Galois NLFSR respectively. fz is com-

pensated in Step 5, hence fz = fz(x0, . . . , xτ1 , xτ1+1 ⊕ cτ1+1, . . . , xn−1 ⊕ cn−1). The

output bits for the two NLFSRs at clock t are computed as

zt = fz(X
t) = fz(x

t
0, . . . , x

t
n−1),

ẑt = fz(X̂
t) = fz(x̂

t
0, . . . , x̂

t
τ1 , x̂

t
τ1+1 ⊕ cτ1+1(X̂t), . . . , x̂tn−1 ⊕ cn−1(X̂t)).

(6.29)

Since the relation in (6.24) holds for every clock t, we get ẑt = fz(x
t
0, . . . , x

t
n−1) = zt,

which means the output bits of the two NLFSRs are the same at every clock. The two

NLFSRs are equivalent.

The pseudocode for the Fibonacci-to-Type-III algorithm is in Algorithm 7.

For example, a 4-bit Fibonacci NLFSR is defined by

f3 = x0 ⊕ x2 ⊕ x1x2 ⊕ x2x3,

f2 = x3,

f1 = x2,

f0 = x1.

The output function is fz = x3 ⊕ x1x2 and the initial state is X0 = {x0
0, x

0
1, x

0
2, x

0
3} =

{1, 1, 1, 0}.
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Algorithm 7 Fibonacci-to-Type-III

Input: n, f0, . . . , fn−1, fz, m1, . . . ,mr, τ1, . . . , τr, X
0

Output: f0, . . . , fn−1, fz, X̂
0

1: C ← [0, . . . , 0]
2: for j ← 1, r do
3: fn−1 ← fn−1 ⊕mj

4: mj |−(n−1−τj) ← mj with dep(mj)− (n− 1− τj)
5: fτj ← fτj ⊕mj |−(n−1−τj)
6: Cmj ← [0, . . . , 0]
7: for k ← τj + 1, n− 1 do
8: mj |−(n−k) ← mj with dep(mj)− (n− k)
9: Cmj [k]← mj |−(n−k)

10: C ← C ⊕ Cmj
11: for i← n− 1, 0 do
12: if ci 6= 0 then
13: fz ← fz with xi replaced by xi ⊕ ci . compensate the output function
14: for j ← 0, n− 1 do . compensate all the feedback functions
15: fj ← fj with xi in gj replaced by xi ⊕ ci
16: fz ← fz
17: for i← 0, n− 1 do
18: x̂0

i = x0
i ⊕ ci(X0)

19: X̂0[i]← x̂0
i

20: fi ← fi

By applying the proposed Fibonacci-to-Type-III algorithm on this NLFSR, it is trans-

formed to a 4-bit Type-III Galois NLFSR. The transformation process is :

Step 1: For each monomial m1 = x2,m2 = x1x2,m3 = x2x3, calculate the lowest

possible shifting position as p1 = 1, p2 = 2, p3 = 1. Choose a position for each monomial

as τ1 = 1, τ2 = 2, τ3 = 2;

Step 2: After shifting the monomials, the feedback function becomes

f3 = x0,

f2 = x3 ⊕ x0x1 ⊕ x1x2,

f1 = x2 ⊕ x0,

f0 = x1;
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Step 3: For each monomial, the compensation list is

Cm1 = [0, 0, x0, x1],

Cm2 = [0, 0, 0, x0x1],

Cm3 = [0, 0, 0, x1x2],

and the combined compensation list is C = [0, 0, x0, x1 ⊕ x0x1 ⊕ x1x2];

Step 4: The feedback function is compensated by replacing x3 by x3⊕ x1⊕ x0x1⊕ x1x2

then replacing x2 by x2 ⊕ x0, the result is

f3 = x0,

f2 = x3 ⊕ x0x1 ⊕ x1(x2 ⊕ x0) = x3 ⊕ x1x2,

f1 = x2 ⊕ x0,

f0 = x1;

Step 5: The output function is constructed by compensating fz as

fz = (x3 ⊕ x1 ⊕ x0x1 ⊕ x1(x2 ⊕ x0))⊕ x1(x2 ⊕ x0)

= x3 ⊕ x1 ⊕ x0x1;

Step 6: The initial state of the transformed NLFSR is X̂0 = {x0
0, x

0
1, x

0
2 ⊕ x0

0, x
0
3 ⊕ x0

1 ⊕

x0
0x

0
1 ⊕ x0

1x
0
2} = {1, 1, 0, 1}.

The output sequence of the Fibonacci NLFSR is ’11100111001110...’ and the Type-III

Galois NLFSR generates the same sequence.

We also propose the reversed algorithm to convert a Type-III Galois NLFSR to a Fi-

bonacci NLFSR.

Type-III-to-Fibonacci

Given an n-bit Type-III Galois NLFSR with an output function fz and an initial value

X0, all the monomials in gi are shifted from fi, i ∈ [0, n− 2] to fn−1, the Galois NLFSR

is transformed to a Fibonacci NLFSR in following steps:

Step 1: For each gi 6= 0, starts from i = 0, remove it from fi and construct a compen-

sation list Cgi = [0, . . . , 0, gi, gi|+1, . . . , gi|+(n−2−i)] and compute C = C ⊕ Cgi ;
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Step 2: Compensation: only use ci+1 to compensate the tap xi+1 in all the gi = fi ⊕

xi+1 mod n, i ∈ [0, n− 1], which means xi+1 is replaced by xi+1 ⊕ ci+1;

Step 3: If i ≤ n− 2, then set i = i+ 1 and go back to Step 2, otherwise, go to Step 4;

Step 4: Xor all the shifted monomials gi|+(n−1−i), i ∈ [0, n− 2] to the feedback function

of bit xn−1 to get the final feedback functions for the transformed NLFSR.

Step 5: Compensate the output function fz by C without iteration to get the output

function of the transformed NLFSR is constructed as fz = fz(x0⊕ c0, . . . , xn−1⊕ cn−1);

Step 6: The initial state X̂0 = {x̂0
0, . . . , x̂

0
n−1} is computed as x̂0

i = x0
i ⊕ ci(X

0), i ∈

[0, n− 1], where ci is ci compensated by C iteratively in descending order.

The resulting NLFSR is a Fibonacci NLFSR and it is equivalent to the original Type-III

Galois NLFSR. Since the transformation process is completely the reverse of the process

of the Fibonacci-to-Type-III transformation algorithm, the prove of the correctness of

this algorithm is omitted here.

The pseudocode for the Type-III-to-Fibonacci algorithm is in Algorithm 8.

For example, we apply this algorithm on the 4-bit Type-III Galois NLFSR converted in

the last example. The feedback functions are

f3 = x0,

f2 = x3 ⊕ x1x2,

f1 = x2 ⊕ x0,

f0 = x1;

The output function is fz = x1⊕x3⊕x0x1 and the initial state is X0 = {x0
0, x

0
1, x

0
2, x

0
3} =

{1, 1, 0, 1}.

The transformation process is:

i = 0, gi = 0, Step 1 and Step 2 are not executed;

i = 1: Step 1: g1 is removed from f1, then f1 = x2 and a compensation list is constructed

as Cg1 = [0, 0, x0, x1]. The combined list C = [0, 0, x0, x1];
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Algorithm 8 Type-III-to-Fibonacci

Input: n, f0, . . . , fn−1, fz, X
0

Output: f0, . . . , fn−1, fz, X̂
0

C ← [0, . . . , 0]
2: for i← 0, n− 2 do

if gi 6= 0 then
4: fi ← fi ⊕ gi . shift monomials in gi from fi

Cgi ← [0, . . . , 0]
6: for j ← i+ 1, n− 1 do

gi|+(j−i−1) ← gi with dep(gi) + (j − i− 1)
8: Cgi [j]← gi|+(j−i−1) . construct compensation list

C ← C ⊕ Cgi . combine all the compensation lists
10: for j ← 0, n− 1 do

fj ← fj with xi+1 in gj replaced by xi+1 ⊕ ci+1 . compensate only xi+1

12: fz ← fz(x0 ⊕ c0, x1 ⊕ c1, . . . , xn−1 ⊕ cn−1) . compensate output function without
iteration
for i← 0, n− 2 do

14: fn−1 ← fn−1 ⊕ gi|+(n−1−i) . shift monomials to fn−1

for i← 0, n− 1 do
16: ci ← ci

for j ← n− 1, 0 do
18: if C[j] 6= 0 then

ci ← ci with xj replaced by xj ⊕ cj . get compensated ci

20: x̂0
i = x0

i ⊕ ci(X0)
X̂0[i]← x̂0

i

22: fi ← fi

Step 2: The feedback function is compensated by replacing x2 by x2 ⊕ x0 as

f3 = x0,

f2 = x3 ⊕ x1(x2 ⊕ x0) = x3 ⊕ x1x2 ⊕ x0x1,

f1 = x2,

f0 = x1;

i = 2: Step 1: g2 is removed from f2, then f2 = x3 and a compensation list is constructed

as Cg2 = [0, 0, 0, x1x2 ⊕ x0x1]. The combined compensation list is C = [0, 0, x0, x1 ⊕

x1x2 ⊕ x0x1];
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i = 3: Step 4: The feedback function for the transformed NLFSR is

f3 = x0 ⊕ x2 ⊕ x2x3 ⊕ x1x2,

f2 = x3,

f1 = x2,

f0 = x1;

Step 5: The output function is constructed as fz = x1⊕(x3⊕x1⊕x1x2⊕x0x1)⊕x0x1 =

x3 ⊕ x1x2;

Step 6: First compute c2 = x0 and c3 = x1 ⊕ x1(x2 ⊕ x0) ⊕ x0x1 = x1 ⊕ x1x2. The

initial state is computed as X̂0 = {x̂0
0, . . . , x̂

0
n−1} = {x0

0, x
0
1, x

0
2 ⊕ c2(X0), x0

3 ⊕ c3(X0)} =

{1, 1, 1, 0}.

As we can see, the Type-III Galois NLFSR is transformed back to the Fibonacci NLFSR

in the previous example.

6.4 New Type of Transformable Galois NLFSRs

The aforementioned transformation between different NLFSRs is done by shifting the

monomials between feedback functions according to the shift operation in Definition 6.1.

We consider a new way to shift the monomials, namely backwards shifting.

Definition 6.9. Let fa and fb be feedback functions of stage xa and xb of an n-bit

NLFSR, where a, b ∈ [0, n − 1]. The backwards shift operation moves a monomial m

from fa to fb. As a result, the feedback functions become

fa = fa ⊕m,

and

fb = fb ⊕m|+(n−a+b) if a ≥ b;

fb = fb ⊕m|−(n−b+a) if a < b.

As we can see, the indexes of the variant of m added to fb are increased when the

monomial is shifted to a lower feedback functions, which is opposite to the result in the

shift operation. Therefore, we name this operation as backwards shift.
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Based on the backwards shift operation, we discover a new type of Galois NLFSRs

referred to as Type-IV Galois NLFSRs that can be transformed to Fibonacci NLFSRs.

First, we show that the Type-IV Galois NLFSRs satisfies the necessary and sufficient

condition proposed in Chapter 5.

Theorem 6.10. Given an n-bit Type-IV Galois NLFSR defined by feedback functions

in (6.1), there exist a nonlinear recurrence of oder n describing the sequence generated

by the stage xn−2 and xn−1.

Proof. According to the feedback function in (6.1), the internal states of the Type-IV

Galois NLFSR at clock t are computed as

xtn−1 = xt−1
0 ⊕ gn−1(xt−1

0 , . . . , xt−1
n−1) (1)

xtn−2 = xt−1
n−1 (2)

xtn−3 = xt−1
n−2 ⊕ gn−3(xt−1

n−1) (3)

xtn−4 = xt−1
n−3 ⊕ gn−4(xt−1

n−2, x
t−1
n−1) (4)

. . .

xt1 = xt−1
2 ⊕ g1(xt−1

3 , . . . , xt−1
n−1) (n− 1)

xt0 = xt−1
1 ⊕ g0(xt−1

2 , . . . , xt−1
n−1). (n)

(6.30)

From equation (2), we derive

xt−1
n−2 = xt−2

n−1. (6.31)

We substitute xt−1
n−2 in equation (3) to get

xtn−3 = xt−2
n−1 ⊕ gn−3(xt−1

n−1),

and the derivative

xt−1
n−3 = xt−3

n−1 ⊕ gn−3(xt−2
n−1). (6.32)

Similarly, we substitute the states of xt−1
n−2 and xt−1

n−3 in equation (4) by the new derivative

in (6.31) and (6.32) to get the new representation for xtn−4 and its derivative xt−1
n−4, and

then substitute xt−1
n−2, xt−1

n−3 and xn−4 in equation (n−3) and so on. Finally, we will obtain

an equation of xtn−1 represented by xtn−1, . . . , x
t+n
n−1 and that equation is the nonlinear
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recurrence for the stage xn−1 of the Type-IV Galois NLFSR. By combining the nonlinear

recurrence for stage xn−1 and the equation xtn−2 = xt−1
n−1 and its derivatives, it is possible

to get the nonlinear recurrence for stage xn−2 as well.

The nonlinear recurrence for the Type-IV Galois NLFSRs indicates that the monomials

should be shifted backwards to the feedback function fn−1 to get the corresponding

Fibonacci NLFSR.

Now we propose the Fibonacci-to-Type-IV and Type-IV-to-Fibonacci transformation

algorithms.

Due to the limitation of feedback functions in a Type-IV Galois NLFSR (6.1), the

number of possible positions to which monomials of a Fibonacci NLFSR can be shifted

is limited. Given an n-bit Fibonacci NLFSR fn−1 = x0⊕
r∑
j=1

mj where 0 /∈ dep(mj), the

lowest position where each monomial mj can be shifted to is calculated as

pj = n− 2−max(dep(mj)). (6.33)

The pseudocode is in Algorithm 9.

Algorithm 9 Type-IV Shifting Position

Input: n, m1, . . . ,mr

Output: p1, . . . , pr

1: for j ← 1, r do
2: pj ← n− 2−max(dep(mj))

Fibonacci-to-Type-IV

Given an n-bit Fibonacci NLFSR with an output function fz and an initial value X0,

the process of transforming it to a Type-IV Galois NLFSR is:

Step 1: For each monomial mj , j ∈ [1, r], calculate the highest possible shifting position

pj according to Algorithm 9 and choose a position τj , pj ≤ τj ≤ n− 3;

Step 2: Shift r monomials m1,m2, . . . ,mr backwards from fn−1 to feedback functions

fτ1 , . . . , fτr , 0 ≤ τ1 < τ2 < . . . < τr ≤ n− 3 according to Definition 6.9 respectively;

Step 3: For each monomial mj , j ∈ [1, r], construct a compensation list Cmj = [mj , . . . ,

mj |+τj , 0, . . . , 0]. Xor all the lists to get a combined compensation list C = Cm1⊕Cm2⊕

. . . , Cmr ;
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Step 4: Compensate gi = fi ⊕ xi+1 mod n which is a part of the feedback function

fi, i ∈ [0, n− 1] by C iteratively in ascending order;

Step 5: Compensate the output function fz by C iteratively in ascending order;

Step 6: The initial state is computed as X̂0 = {x̂0
i = x0

i ⊕ ci(X0), i ∈ [0, n− 1]}.

The NLFSR before and after transformation are equivalent. The correctness of this

algorithm is proved by the following theorem.

Theorem 6.11. Let an n-bit Fibonacci NLFSR transformed to a Type-IV Galois NLFSR

according to the Fibonacci-to-Type-IV algorithm, then the internal states of the NLFSR

before and after transformation denoted by xti and x̂t satisfy

x̂ti = xti for i ∈ [τr + 1, n− 1],

x̂ti = xti ⊕ ci(Xt) for i ∈ [0, τr],
(6.34)

and

xti = x̂ti for i ∈ [τr + 1, n− 1],

xti = x̂ti ⊕ ci(X̂t) for i ∈ [0, τr].
(6.35)

Proof. We first prove that the relation in (6.34) holds. The compensation list for each

shifted monomial is

Cm1 = [m1, . . . ,m1|+τ1 , 0, . . . , 0],

Cm2 = [m2, . . . ,m2|+τ2 , 0, . . . , 0],

. . .

Cmr = [mr, . . . ,mr|+τr , 0, . . . , 0].

Then the combined compensation list is C = Cm1 ⊕ Cm2 ⊕ . . .⊕ Cmr .

Without loss of generality, we suppose only two monomials m1 and m2 are shifted to

fτ1 and fτ2 , τ1 < τ2 respectively. The compensation lists are

Cm1 = [m1, . . . ,m1|+τ1 , 0, . . . , 0],

Cm2 = [m2, . . . ,m2|+τ2 , 0, . . . , 0].
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Then the combination of above lists is C = Cm1 ⊕ Cm2 = [c0, . . . , cn−1]. Specifically,

ci = m1|+i ⊕m2|+i, i ∈ [0, τ1],

ci = m2|+i, i ∈ [τ1 + 1, τ2],

ci = 0, i ∈ [τ2 + 1, n− 1].

In Step 4, the feedback functions of the transformed NLFSR are constructed by com-

pensating the original feedback functions with shifted monomials by C. The feedback

functions of the Fibonacci NLFSR and the transformed Galois NLFSR are

fn−1 = x0 ⊕ gn−1,

. . .

fτ2 = xτ2+1,

. . .

fτ1 = xτ1+1,

. . .

f0 = x1,

fn−1
m2−−→ fτ2

fn−1
m1−−→ fτ1

==========⇒

fn−1 = x0 ⊕ gn−1 ⊕m2 ⊕m2,

. . .

fτ2 = xτ2+1 ⊕m2|+τ2+1,

. . .

fτ1 = xτ1+1 ⊕m1|+τ1+1,

. . .

f0 = x1,

where gn−1 ⊕m2 ⊕m1 is gn−1 ⊕ m2 ⊕ m1 compensated by C iteratively in ascending

order.

Now we prove the relation in (6.34) holds by induction. Suppose the relation holds at

clock t = k, we have

x̂kn−1 = xkn−1,

. . .

x̂kτ2+1 = xkτ2+1,

x̂kτ2 = xkτ2 ⊕m2|+τ2(Xk),

. . .

x̂kτ1+1 = xkτ1+1 ⊕m2|+τ1+1(Xk),

x̂kτ1 = xkτ1 ⊕m1|+τ1(Xk)⊕m2|+τ1(Xk),

. . .

x̂k0 = xk0 ⊕m1(Xk)⊕m2(Xk).

(6.36)
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At next clock t = k + 1 the internal states of the Fibonacci NLFSR and the Galois

NLFSR are computed according to their feedback functions

xk+1
n−1 = xk0 ⊕ gn−1(Xk),

xk+1
n−2 = xkn−1,

. . .

xk+1
τ2+1 = xkτ2+2,

xk+1
τ2 = xkτ2+1,

xk+1
τ2−1 = xkτ2 ,

. . .

xk+1
τ1+1 = xkτ1+2,

xk+1
τ1 = xkτ1+1,

xk+1
τ1−1 = xkτ1 ,

. . .

xk+1
0 = xk1,

x̂k+1
n−1 = x̂k0 ⊕ gn−1 ⊕m2 ⊕m1(X̂k),

x̂k+1
n−2 = x̂kn−1,

. . .

x̂k+1
τ2+1 = x̂kτ2+2,

x̂k+1
τ2 = x̂kτ2+1 ⊕m2|+τ2+1(X̂k),

x̂k+1
τ2−1 = x̂kτ2 ,

. . .

x̂k+1
τ1+1 = x̂kτ1+2,

x̂k+1
τ1 = x̂kτ1+1 ⊕m1|+τ1+1(X̂k),

x̂k+1
τ1−1 = x̂kτ1 ,

. . .

x̂k+1
0 = x̂k1.

(6.37)

We replace x̂ki , i ∈ [0, n− 1] in (6.37) by (6.36)

x̂k+1
n−1 = xk0 ⊕m1(Xk)⊕m2(Xk)⊕ gn−1 ⊕m2 ⊕m1(X̂k),

x̂k+1
n−2 = xkn−1,

. . .

x̂k+1
τ2+1 = xkτ2+2,

x̂k+1
τ2 = xkτ2+1 ⊕m2|+τ2+1(X̂k),

x̂k+1
τ2−1 = xkτ2 ⊕m2|+τ2(Xk),

. . .

x̂k+1
τ1+1 = xkτ1+2 ⊕m2|+τ1+2(Xk),

x̂k+1
τ1 = xkτ1+1 ⊕m2|+τ1+1(Xk)⊕m1|+τ1+1(X̂k),

x̂k+1
τ1−1 = xkτ1 ⊕m1|+τ1(Xk)⊕m2|+τ1(Xk),

. . .

x̂k+1
0 = xk1 ⊕m1|+1(Xk)⊕m2|+1(Xk).

(6.38)
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From (6.37) and (6.38), it is straightforward that x̂k+1
i = xk+1

i for i ∈ [τ2 + 1, n−2], and

x̂k+1
i = xk+1

i ⊕ ci(Xk+1) for i ∈ [0, τ1 − 1] and i ∈ [τ1 + 1, τ2 − 1].

For x̂k+1
n−1, we need to prove that gn−1 ⊕m2 ⊕m1(X̂k) = gn−1⊕m1⊕m2(Xk). Suppose

that τ1 = 1 and τ2 = 2, then C = [m1 ⊕m2,m1|+1 ⊕m2|+1,m2|+2, 0, . . . , 0]. We get

gn−1 ⊕m2 ⊕m1(X̂k) = gn−1 ⊕m2 ⊕m1(x̂k1 ⊕ c1(X̂k), x̂k2 ⊕ c2(X̂k), x̂k3, . . . , x̂
k
n−1)

= gn−1 ⊕m1 ⊕m2(x̂k1 ⊕ c1(x̂k2 ⊕ c2(X̂k), x̂k3, . . . , x̂
k
n−1),

x̂k2 ⊕ c2(X̂k), x̂k3, . . . , x̂
k
n−1)

= gn−1 ⊕m1 ⊕m2(x̂k1 ⊕ c1(Xk), xk2, x
k
3, . . . , x

k
n−1)

= gn−1 ⊕m1 ⊕m2(xk1, x
k
2, x

k
3, . . . , x

k
n−1)

= gn−1 ⊕m1 ⊕m2(Xk).

(6.39)

For general cases when τ1 > 1 and τ2 > 2, due to the iterative replacement in the

compensation operation, we can always get gn−1 ⊕m2 ⊕m1(X̂k) = gn−1⊕m1⊕m2(Xk).

Therefore, we have x̂k+1
n−1 = xk0 ⊕ gn−1(Xk) = xk+1

n−1.

For x̂k+1
τ2 , since dep(m2|+τ2+1) ⊆ [τ2 + 1, n− 1], there is no replacement of any tap, then

m2|+τ2+1(X̂k) = m2|+τ2+1(X̂k) = m2|+τ2+1(x̂kτ2+1, . . . , x̂
k
n−1) = m2|+τ2+1(Xk), there-

fore, x̂k+1
τ2 = xk+1

τ2 ⊕m2|+τ2+1(Xk) = xk+1
τ2 ⊕m2|+τ2(Xk+1) = xk+1

τ2 ⊕ cτ2(Xk+1).

For x̂k+1
τ1 , since dep(m1|+τ1+1) ⊆ [τ1 + 2, n− 1], similar to the proof of gn−1 ⊕m2 ⊕m1

(X̂k) = gn−1⊕m1⊕m2(Xk), the iterative replacement in the compensation of m1|+τ1+1

assures that m1|+τ1+1(X̂k) = m1|+τ1+1(Xk). Then we have x̂k+1
τ1 = xk+1

τ1 ⊕m2|+τ1+1(Xk)

⊕m1|+τ1+1(Xk) = xk+1
τ1 ⊕m2|+τ1(Xk+1)⊕m1|+τ1(Xk+1) = xk+1

τ1 ⊕ cτ1(Xk+1).

Therefore, the relation in (6.34) holds for clock t = k + 1. Since the initial state of the

transformed NLFSR computed in Step 6 also satisfy this relation, we conclude that the

relation is valid for every clock.

Now we prove the relation in (6.35) holds. Since the relation (6.34) holds, we only need to

prove that ĉi(X̂
t) = ci(X

t) for i ∈ [0, τr]. In the proof of the validity of relation (6.34),

we have showed that m1|+τ1+1(X̂k) = m1|+τ1+1(Xk) by analyzing the compensation

result in details. The iterative compensation cancels the changes in the internal state

brought by modification of the feedback functions. Since this relation holds for every

clock, m1|+τ1+1(X̂t) = m1|+τ1+1(Xt) is valid for every clock. Similarly, we can get
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m1|+j(Xt) = m1|+j(X̂t), j ∈ [0, τ1] and m2|+j(Xt) = m2|+j(X̂t), j ∈ [0, τ2]. Then we

get

ci(X
t) = m1|+i ⊕m2|+i(Xt) = ci(X̂

t), i ∈ [0, τ1],

ci(X
t) = m1|+i(Xt) = ci(X̂

t), i ∈ [τ1 + 1, τ2].

Therefore, the relation in (6.35) holds for every clock.

In the Fibonacci-to-Type-IV algorithm, let fz(x0, . . . , xn−1) and fz be the output func-

tion of the Fibonacci NLFSR and the Type-III Galois NLFSR respectively. fz is com-

pensated in Step 5, hence fz = fz(x0 ⊕ c0, . . . , xτr ⊕ cτr , xτr+1, . . . , xn−1). The output

bits for the two NLFSRs at clock t are computed as

zt = fz(X
t) = fz(x

t
0, . . . , x

t
n−1),

ẑt = fz(X̂
t) = fz(x̂

t
0 ⊕ c0(X̂t), . . . , x̂tτr ⊕ cτr(X̂

t), x̂tτr+1, . . . , x̂
t
n−1).

(6.40)

Since the relation in (6.35) holds for every clock t, we get ẑt = fz(x
t
0, . . . , x

t
n−1) = zt,

which means the output bits of the two NLFSRs are the same at every clock. The two

NLFSRs are equivalent.

The pseudocode for the Fibonacci-to-Type-IV algorithm is in Algorithm 10.

For example, a 7-bit Fibonacci NLFSR is transformed to a Type-IV Galois NLFSR:

f6 = x0 ⊕ x4x5 ⊕ x1 ⊕ x2 ⊕ x1,

f5 = x6,

f4 = x5,

f3 = x4,

f2 = x3,

f1 = x2,

f0 = x1,

f6
m2=x1−−−−→ fτ2=3

f6
m1=x2⊕x1−−−−−−−→ fτ1=1

===============⇒

f6 = x0 ⊕ x4x5,

f5 = x6,

f4 = x5,

f3 = x4 ⊕ x5,

f2 = x3,

f1 = x2 ⊕ x3 ⊕ x4,

f0 = x1.
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Algorithm 10 Fibonacci-to-Type-IV

Input: n, f0, . . . , fn−1, fz, m1, . . . ,mr, τ1, . . . , τr, X
0

Output: f0, . . . , fn−1, fz, X̂
0

1: C ← [0, . . . , 0]
2: for j ← 1, r do
3: fn−1 ← fn−1 ⊕mj . shift monomial mj from fn−1

4: mj |+(τj+1) ← mj with dep(mj) + (τj + 1)
5: fτj ← fτj ⊕mj |+(τj+1) . shift monomial mj to fτj
6: Cmj ← [0, . . . , 0]
7: for k ← 0, τj do
8: mj |+k ← mj with dep(mj) + k
9: Cmj [k]← mj |+k

10: C ← C ⊕ Cmj . combine all the compensation lists

11: for i← 0, n− 1 do
12: if ci 6= 0 then . ci is the i-th element in C
13: fz ← fz with xi replaced by xi ⊕ ci . compensate fz by C iteratively
14: for j ← 0, n− 1 do . compensate fj by C iteratively
15: fj ← fj with xi in gi replaced by xi ⊕ ci
16: fz ← fz
17: for i← 0, n− 1 do
18: x̂0

i = x0
i ⊕ ci(X0)

19: X̂0[i]← x̂0
i

20: fi ← fi . calculate initial state for the transformed NLFSR

The compensation list C = [x2, x3, x3, x4, 0, 0, 0]. The feedback functions are compen-

sated as

f6 = x0 ⊕ x4x5,

f5 = x6,

f4 = x5,

f3 = x4 ⊕ x5,

f2 = x3,

f1 = x2 ⊕ (x3 ⊕ x4)⊕ x4 = x2 ⊕ x3,

f0 = x1.

Suppose the output function of the Fibonacci NLFSR is fz = x2 ⊕ x3, then the output

function for the Type-IV Galois NLFSR fz is constructed as

fz = x2 ⊕ x3
replace x2
======⇒ (x2 ⊕ x3)⊕ x3

replace x3
======⇒ fz = (x2 ⊕ (x3 ⊕ x4))⊕ (x3 ⊕ x4) = x2.

Suppose the initial state of the Fibonacci NLFSR is X0 = {x0
0, x

0
1, x

0
2, x

0
3, x

0
4, x

0
5, x

0
6} =
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{1, 0, 1, 1, 0, 0, 0}, the initial states of the Type-IV Galois NLFSR is X̂0 = {x̂0
0, x̂

0
1, x̂

0
2, x̂

0
3,

x̂0
4, x̂

0
5, x̂

0
6}, where

x̂0
6 = x0

6 = 0,

x̂0
5 = x0

5 = 0,

x̂0
4 = x0

4 = 0,

x̂0
3 = x0

3 ⊕ x0
4 = 1,

x̂0
2 = x0

2 ⊕ x0
3 = 0,

x̂0
1 = x0

1 ⊕ x0
3 = 1,

x̂0
0 = x0

0 ⊕ x0
2 = 0.

The output sequence of the Type-IV Galois NLFSR is ’010001000010000...’ which is the

same as the sequence generated by the Fibonacci NLFSR.

Type-IV-to-Fibonacci

Given an n-bit Type-IV Galois NLFSR defined in (6.1) with an output function fz and

an initial value X0, all the monomials in gi are shifted from fi, i ∈ [0, n− 3] to fn−1, the

Galois NLFSR is transformed to a Fibonacci NLFSR in following steps:

Step 1: For gi 6= 0, starting from i = n− 3, remove it from fi and construct a compen-

sation list Cgi = [gi|−i−1, gi|−i, . . . , gi|−1, 0, . . . , 0] and compute C = C ⊕ Cgi ;

Step 2: Compensation: only use C[i] to compensate the tap xi in in all the gi =

fi ⊕ xi+1 mod n, i ∈ [0, n− 1],, which means xi is replaced by xi ⊕ C[i];

Step 3: If i 6= 0, then set i = i− 1 and go back to Step 2, otherwise, go to Step 4;

Step 4: The final combined compensation list is C. Xor all the shifted monomials

gi|−i−1, i ∈ [0, n − 3] to the feedback function of bit xn−1 to get the final feedback

functions for the transformed NLFSR;

Step 5: The output function fz is constructed by replacing xi, i ∈ [0, n − 1] in fz by

xi ⊕ ci, no iteration needed in this compensation process;

The initial state X̂0 = {x̂0
0, . . . , x̂

0
n−1} is computed as x̂0

i = x0
i ⊕ ci(X0), i ∈ [0, n − 1],

where ci is ci compensated by C iteratively in ascending order.
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The transformed NLFSR is a Fibonacci NLFSR and it is equivalent to the original

Type-IV Galois NLFSR. Since the transformation process is completely the reverse of

the process in the Fibonacci-to-Type-IV transformation algorithm, the proof of the

correctness of this algorithm is omitted.

The pseudocode for this algorithm is in Algorithm 11.

Algorithm 11 Type-IV-to-Fibonacci

Input: n, f0, . . . , fn−1, fz, X
0

Output: f0, . . . , fn−3, fn−2, fn−1, fz, X̂
0

1: Cgi ← [0, . . . , 0]
2: for i← n− 3, 0 do
3: if gi 6= 0 then
4: fi ← fi ⊕ gi . shift monomials in gi from fi
5: Cgi ← [0, . . . , 0]
6: for j ← 0, i+ 1 do
7: gi|−i−1+j ← gi with dep(gi)− i− 1 + j
8: Cgi [j]← gi|−i−1+j . construct compensation list

9: C ← C ⊕ Cgi . combine all the compensation lists
10: for j ← 0, n− 1 do
11: fj ← fj with xi in gj replaced by xi ⊕ ci . compensate only xi

12: fz ← fz with xi+1 replaced by xi+1 ⊕ ci+1

13: fz ← fz
14: for i← 0, n− 3 do
15: fn−1 ← fn−1 ⊕ gi|−i−1 . shift monomials to fn−1

16: for i← 0, n− 1 do
17: ci ← ci
18: for j ← n− 1, 0 do
19: if C[j] 6= 0 then
20: ci ← ci with xj replaced by xj ⊕ cj . get compensated ci

21: x̂0
i = x0

i ⊕ ci(X0)
22: X̂0[i]← x̂0

i

23: for i← 0, n− 3 do
24: fi ← fi

For example, the 7-bit Type-IV Galois NLFSR in the previous example is transformed

back to the Fibonacci NLFSR:

For g3 = x5, we remove it from f3 and construct Cg3 = [x1, x2, x3, x4, 0, 0, 0]. Then we

compensate the feedback functions and get
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f6 = x0 ⊕ x4x5,

f5 = x6,

f4 = x5,

f3 = x4 ⊕ x5,

f2 = x3,

f1 = x2 ⊕ x3,

f0 = x1,

f3
g3=x5−−−−→ f6

=========⇒

f6 = x0 ⊕ x4x5,

f5 = x6,

f4 = x5,

f3 = x4,

f2 = x3,

f1 = x2 ⊕ x3 ⊕ x4,

f0 = x1.

For g1 = x3⊕x4, we remove it from f1 and construct Cg1 = [x1⊕x2, x2⊕x3, 0, 0, 0, 0, 0].

Then we compensate the feedback functions and get

f6 = x0 ⊕ x4x5,

f5 = x6,

f4 = x5,

f3 = x4,

f2 = x3,

f1 = x2 ⊕ x3 ⊕ x4,

f0 = x1,

f1
g1=x3⊕x4−−−−−−→ f6

============⇒

f6 = x0 ⊕ x4x5,

f5 = x6,

f4 = x5,

f3 = x4,

f2 = x3,

f1 = x2,

f0 = x1.

The final compensation list is C = [x2, x3, x3, x4, 0, 0, 0]. The final feedback functions

are

f6 = x0 ⊕ x4x5 ⊕ x1 ⊕ x2 ⊕ x1,

f5 = x6,

f4 = x5,

f3 = x4,

f2 = x3,

f1 = x2,

f0 = x1.

Suppose the output function of the Fibonacci NLFSR is fz = x2, then the output

function for the Type-IV Galois NLFSR fz is constructed as
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fz = x2
replace x2
======⇒ fz = x2 ⊕ x3.

Suppose the initial state of the Type-IV Galois NLFSR is X0 = {x0
0, x

0
1, x

0
2, x

0
3, x

0
4,

x0
5, x

0
6} = {0, 1, 0, 1, 0, 0, 0}. The initial states of the Fibonacci NLFSR is X̂0 = {x̂0

0,

x̂0
1, x̂

0
2, x̂

0
3, x̂

0
4, x̂

0
5, x̂

0
6}, where

x̂0
6 = x0

6 = 0,

x̂0
5 = x0

5 = 0,

x̂0
4 = x0

4 = 0,

x̂0
3 = x0

3 ⊕ x0
4 = 1,

x̂0
2 = x0

2 ⊕ x0
3 ⊕ x0

4 = 1,

x̂0
1 = x0

1 ⊕ x0
3 ⊕ x0

4 = 0,

x̂0
0 = x0

0 ⊕ x0
2 ⊕ x0

3 ⊕ x0
4 = 1.

As we can see, the Type-IV Galois NLFSR is transformed back to the Fibonacci NLFSR

in the previous example.

6.5 Comparison and Discussion

We compare our algorithms with existing algorithms with respect to construction of

output function, coverage, reversibility and complexity.

Table 6.1: Comparing with existing algorithms.

Algorithms fz X0 Type of Galois NLFSRs FTG GTF Complexity

Dubrova [2] No [124] Type-II Yes No O(n)
Lin [49] No Yes Type-III No Yes N/A
Lu [51] No No Type-I,II,III No Yes O(2n)

Sec. 6.3.1 Yes Yes Type-II Yes Yes O(n)
Sec. 6.3.2 Yes Yes Type-I No Yes O(n2)
Sec. 6.3.3 Yes Yes Type-III Yes Yes O(n2)
Sec. 6.4 Yes Yes Type-IV Yes Yes O(n2)

In Table 6.1, the second column “fz” denotes whether the algorithm contains the step

of constructing output function for the transformed NLFSR. The third column “X0”
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denotes whether the algorithm contains the step of computing the initial state for the

transformed NLFSR. The fourth column denotes which types of Galois NLFSRs the

algorithm covers. The fifth column “FTG” checks if the algorithm transform works

for the Fibonacci-to-Galois case and the next column “GTF” checks if the algorithm

transform works for the reversed case Galois-to-Fibonacci. In the last column, the

complexity of the algorithm is given where n is the size of the NLFSR.

As we can see, the transformation algorithm proposed in [2] only covers the Fibonacci-

to-Galois case for Type-II Galois NLFSRs. The Galois-to-Fibonacci case is not cov-

ered and the output function is not constructed. The initial state is computed by the

method proposed in their following work [124]. However, the algorithm we proposed

for Type-II Galois NLFSRs in Section 6.3.1 covers both the Fibonacci-to-Galois and

Galois-to-Fibonacci cases. The output function and the initial state are covered with

the complexity of O(n) which is the same as the algorithm in [2]. For the Type-III Galois

NLFSRs, Lin’s algorithm [49] provides the method to compute the initial state but not

the output function, and only covers the Galois-to-Fibonacci case. The algorithm is hard

to program, hence the complexity is not presented. However, the algorithm we proposed

for Type-III Galois NLFSRs in Section 6.3.3 covers both the Fibonacci-to-Galois and

Galois-to-Fibonacci cases. The output function and the initial state are covered with the

complexity of O(n2) while Lin’s algorithm [49] is hard to program denoted as “N/A”.

Compared to Lu’s algorithm [51] which transforms Type-I, Type-II and Type-III Galois

NLFSRs to Fibonacci NLFSR with a complexity O(2n), our proposed algorithms have

much smaller complexity.

Overall, our proposed algorithms cover all the Type-I, Type-II, Type-III and Type-IV

Galois NLFSRs. The steps of constructing the output function and the initial state for

the transformed NLFSR are provided in each proposed algorithm. The complexity is in

polynomial time. Besides, our algorithms are reversible, both Fibonacci-to-Galois and

Galois-to-Fibonacci algorithms for Type-II, Type-III and Type-IV are presented. We

provide a python script for each proposed transformation algorithm, please find the link

in Appendix A.
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6.6 Conclusion

In this chapter, we point out the issues in existing works and formally define the trans-

formation algorithm of NLFSRs. We develop a compensation method to address all the

issues. Based on the compensation method, we propose a Type-I-to-Fibonacci algorithm

to converts Type-I Galois NLFSRs to Fibonacci ones. For Type-II and Type-III Ga-

lois NLFSRs, we propose both Fibonacci-to-Galois and Galois-to-Fibonacci algorithms.

Moreover, we discover a new type of transformable NLFSRs, the Type-IV Galois NLF-

SRs. A backwards shift operation is introduced to convert such NLFSRs. We propose

both Fibonacc-to-Type-IV and Type-IV-to-Fibonacci transformation algorithms based

on the backwards shift operation and the same compensation method. The proof of cor-

rectness and the pseudocode of each proposed algorithm are presented in this chapter.
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Cryptanalysis of the Class of

Maximum Period Galois

NLFSR-based Stream Ciphers

In this chapter, we apply the transformation algorithms proposed in Chapter 6 to address

the fourth research question. We reinterpret the design method of maximum period Ga-

lois NLFSR-based stream ciphers and present the design details of Espresso. We point

out the conditional equivalence problem and adopt the Type-II-to-Fibonacci transforma-

tion algorithm to solve it. The Espresso cipher is transformed to an LFSR filter gener-

ator by this algorithm and broken by the fast algebraic attack and the Rønjom-Helleseth

attack. Moreover, the entire class of maximum period Galois NLFSR-based stream ci-

phers are transformed to LFSR filter generators. We adopt the Fibonacci-to-Type-II

transformation algorithm to analyze other related attacks and give suggestions for future

design.

7.1 Introduction

Lightweight stream cipher targets resource constrained devices such as Radio-Frequency

IDentification (RFID) tags and sensor nodes which are widely used in embedded sys-

tems or wireless communication systems. These highly constrained devices require the

lightweight cryptographic primitives not only use a very small amount of gate equivalents

143
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(GEs), but also meet stringent timing and power requirements [28]. In order to optimise

the hardware efficiency while assuring the security, many new design ideas have been

proposed, among which a new class of lightweight stream ciphers based on maximum

period Galois NLFSRs has been proposed. The representative design is the Espresso

cipher [47]. The basic idea is to employ a single NLFSR in Galois configuration as the

building block of the cipher. Compared to the well-know Grain family ciphers which are

based on a combination of LFSRs and NLFSRs in Fibonacci configuration, the single

Galois NLFSR-based stream ciphers are more efficient, causing lower propagation delay

in implementation. The hardware performance analysis [47] shows that Espresso is the

fastest among the stream ciphers below 1500 GEs. In addition to the desirable hardware

efficiency, the Galois NLFSR in the cipher is assured to have maximum period property.

There is no need to add a maximum length LFSR. The Galois NLFSR itself can provide

a long period for the cipher. As for the security analysis, due to the lack of cryptanalysis

techniques on Galois NLFSRs-based stream ciphers, the security analysis of the Espresso

cipher is conducted on a transformed NLFSR which resembles a Fibonacci NLFSR in

the paper [47]. Their analysis shows that the cipher is resistant to all known attacks.

In this chapter, we first reinterpret the design method of the class of maximum period

Galois NLFSR-based stream ciphers. The Galois NLFSR used in this kind of cipher is

constructed by using a scalable method [4] and this method is based on a transformation

algorithm [2]. The Galois NLFSR is transformed from a maximum period LFSR so that

the maximum period is assured. We identify that the transformation algorithm [2] only

assures conditional equivalence of the Galois NLFSR and the LFSR. It is impossible to

directly replace the Galois NLFSR by the LFSR in the cipher to break it. However, we

find that the Galois NLFSR can be transformed by the Type-II-to-Fibonacci algorithm

proposed in Chapter 6. We apply the transformation algorithm to the Espresso cipher.

The Galois NLFSR is transformed back to the LFSR with a nonlinear output function.

Therefore, the Espresso cipher is transformed to an LFSR filter generator. We mount the

fast algebraic attack [23, 24] and the Rønjom-Helleseth attack [52] on the transformed

cipher and break it with computation complexity of 268.50 and 248.59 logical operations

respectively. We show that not only the Galois NLFSR in Espresso, but also the entire

class of maximum period Galois NLFSR can be transformed to LFSRs with precise

output functions. Therefore, this kind of cipher is always equivalent to an LFSR filter

generators. We discuss other related attacks and give suggestions for future design.
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7.2 Design Method

In this section, we reinterpret the design method of the class of Maximum Period Galois

NLFSR-based ciphers. The design details of Espresso are presented.

7.2.1 Construction of Maximum Period Galois NLFSRs

In the study of NLFSR, no general method has been found yet to build maximum

period NLFSRs. The only result in literature is the scalable method proposed in [4].

According to this method, a maximum period Galois NLFSR is constructed from a

maximum length LFSR. The LFSR is converted by using the transformation algorithm

proposed by Dubrova et al. [2]. As we explained in Dubrova’s Transformation presented

in Section 3.2.1, the resulting Galois NLSFR must be uniform as defined in Definition

3.1 so that it generate the same m-sequence as the original LFSR. More precisely, given

an n-bit maximum length LFSR with feedback function of type

gL = c1x1 ⊕ . . .⊕ cn−2xn−2,

where ci ∈ {0, 1}, i = 1, 2, . . . , n− 2, the corresponding feedback polynomial

g(x) = 1 + c1x+ c2x
2 + . . .+ cn−2x

n−2 + xn

is primitive. The LFSR can be transformed to the n-bit maximum period Galois NLFSR

with feedback function of type

fn−1 = x0 ⊕ gL(x0, . . . , xn−2)⊕ gN (x1, . . . , xn−2),

fn−2 = xn−1 ⊕ gN (x0, . . . , xn−3),

fn−3 = xn−2,

. . .

f0 = x1,

(7.1)

where gN is a nonlinear Boolean function with variables x1, . . . , xn−2.

In fact, the transformation is done by shifting nonlinear monomials gN from the feedback

function fn−1 of the LFSR to the feedback function fn−2 according to the shift operation
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defined in Definition 6.1. Note that it is important that neither gL nor gN depend on

the variable xn−1. Otherwise, the resulting NLFSR after shifting gN is not uniform [4].

In the transformation process, the nonlinear component gN can be shifted not only to

fn−2 but also to feedback functions with lower indexes as long as the resulting NLFSR is

uniform. To this end, the linear feedback gL should also satisfy that it only take inputs

from {x0, . . . , xτ} where τ is the terminal bit and xτ is the terminal stage, otherwise

monomials in gL need to be shifted. The maximum period Galois NLFSRs can be

constructed as

fn−1 = x0 ⊕ gL,

. . .

fτ = xτ+1,

fτ−1 = xτ ,

. . .

f0 = x1,

fn−1

gL,gN−−−−→fn−2,...,fτ
==============⇒

fn−1 = x0 ⊕ gn−1(x1, . . . , xτ ),

· · ·

fτ = xτ+1 ⊕ gτ (x0, . . . , xτ ),

fτ−1 = xτ ,

· · ·

f0 = x1.

(7.2)

7.2.2 Espresso Cipher

Espresso cipher [47] is the representative of the maximum period Galois NLFSR-based

stream ciphers. The overall structure is presented in Figure 7.1.

Figure 7.1: Overall structure of Espresso.
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The Galois NLFSR is constructed according to the method presented in Section 7.2.1.

The designers first choose a 256-bit maximum length Fibonacci LFSR with feedback

function

f255 = x0 ⊕ x12 ⊕ x48 ⊕ x115 ⊕ x133 ⊕ x213.

Then they choose several nonlinear monomials and shift them from f255 to other stages.

All the nonlinear monomials except x41x70 are shifted twice to different stages, hence

only x41x70 remains in f255. The linear monomials in f255 are also shifted. The Fibonacci

LFSR is transformed to a uniform Galois NLFSR.

f255 = x0 ⊕ x12 ⊕ x48

⊕ x115 ⊕ x133 ⊕ x213,

f255
x46x87,x12−−−−−−→ f251

f255
x52x110,x48−−−−−−−→ f247

f255
x55x130,x115−−−−−−−−→ f243

f255
x62x157,x133−−−−−−−−→ f239

f255
x87x110x130x157−−−−−−−−−−→ f235

f255
x74x183,x213−−−−−−−−→ f231

f255
x41x70−−−−→ f217

==================⇒
f255

x46x87−−−−→ f213

f255
x52x110−−−−−→ f209

f255
x55x130−−−−−→ f205

f255
x62x157−−−−−→ f201

f255
x87x110x130x157−−−−−−−−−−→ f197

f255
x74x183−−−−−→ f193

f255 = x0 ⊕ x41x70,

f251 = x252 ⊕ x42x83 ⊕ x8,

f247 = x248 ⊕ x44x102 ⊕ x40,

f243 = x244 ⊕ x43x118 ⊕ x103,

f239 = x240 ⊕ x46x141 ⊕ x117,

f235 = x236 ⊕ x67x90x110x137,

f231 = x232 ⊕ x50x159 ⊕ x189,

f217 = x218 ⊕ x3x32,

f213 = x214 ⊕ x4x45,

f209 = x210 ⊕ x6x64,

f205 = x206 ⊕ x5x80,

f201 = x202 ⊕ x8x103,

f197 = x198 ⊕ x29x52x72x99,

f193 = x194 ⊕ x12x121,

and all remaining feedback functions are of type fi = xi+1.

The output function is a nonlinear Boolean function with 20 variables

fz =x80 ⊕ x99 ⊕ x137 ⊕ x227 ⊕ x222 ⊕ x187 ⊕ x243x217 ⊕ x247x231 ⊕ x213x235 ⊕ x255x251

⊕ x181x239 ⊕ x174x44 ⊕ x164x29 ⊕ x255x247x243x213x181x174.
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The cipher is initialized by a 128-bit key ki, 0 ≤ i ≤ 127 and an 96-bit initialization

value IV. The initial state is

xi = ki, 0 ≤ i ≤ 127,

xi = IVi−128, 128 ≤ i ≤ 223,

xi = 1, 224 ≤ i ≤ 254,

xi = 0, i = 255.

At the initialization phase, the cipher would be clocked 256 times, the output bit is

xored with the stages x255 and x217

f255 = x0 ⊕ x41x70 ⊕ fz,

f217 = x218 ⊕ x3x32 ⊕ fz.

The feedback functions of the Galois NLFSR satisfy the uniform condition. Therefore,

it generates sequences with maximum period 2256 − 1. By using this method, a class

of maximum period Galois NLFSR-based ciphers can be constructed. Compared to a

Fibonacci NLFSR with the same security level, the Galois NLFSR has shorter circuits

implementing the feedback functions, leading to reduced propagation delay. This design

method is very promising for the 5G applications [47].

7.3 Conditional Equivalence Problem

Even though the Galois NLFSR in Espresso cipher is transformed from an LFSR, we

cannot directly replace the Galois NLFSR by the LFSR. The main reason is that the

transformation algorithm [2] only assures conditional equivalence of these two FSRs.

In [2], they define the equivalence of two FSRs as: if the output sequences of the two FSRs

are the same then they are equivalent. However, we find that the two FSRs before and

after transformation by [2] generate same sequences with the condition that the output

function fz only takes inputs from stages x0, . . . , xτ , where xτ is the terminal stage. If

the output function takes stages above the terminal stage xτ such as xτ+1, . . . , xn−1,

then the output sequences may not be the same. We refer to this problem as the



Chapter 7 149

conditional equivalence problem. The authors [2] claim the two FSRs are equivalent

because they assume the output function is fz = x0. This assumption appears in

following works [3, 48, 49, 51].

In the design of Espresso cipher, the Galois NLFSR transformed from an LFSR is uni-

form and the terminal stage xτ is x193. These two FSRs are equivalent only when the

output function takes inputs from stages x0, . . . , x193. However, the output function of

Espresso cipher takes several inputs from stages above the terminal stage x193, hence

the output sequence is different from the sequence generated by the LFSR. The security

of the cipher still relies on the Galois NLFSR not the LFSR. This design method seems

secure. However, if we solve the conditional equivalence problem, we will be able to

transform a FSR to unconditionally equivalent FSRs, then we will be able to transform

the Galois NLFSR in Espresso cipher back to the LFSR precisely. The security of the

cipher then relies on an LFSR filter generator. To avoid any ambiguity, we formally

define the unconditional equivalence of two FSRs.

Definition 7.1. Given an n-bit FSR A with arbitrary output function fA. For all the

possible initial stateX0 = {x0
0, . . . , x

0
n−1}, if a different n-bit FSR B with a corresponding

output function fB and an initial state X̂0 = {x̂0
0, . . . , x̂

0
n−1} generates the same sequence

as A does and vice versa, then the two FSRs A and B are unconditionally equivalent.

7.4 Unconditionally Equivalent Transformation Algorithm

The key to solve the conditional equivalence problem is to precisely derive the output

function and compute the initial state for the transformed FSR no matter which stages

above the terminal stage the output function of the original FSR takes as inputs. In

Chapter 6, a transformation algorithm Type-II-to-Fibonacci is proposed. The con-

ditional equivalence problem is solved by this algorithm. The transformation process

is:

Given an n-bit Type-II Galois NLFSR with an output function fz and an initial value

X0, the process of transforming it to a Fibonacci NLFSR contains:

Step 1: Shift all the monomials in gi from fi, i ∈ [τ, n−2] to fn−1 according to Definition

6.1;
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Step 2: For each gi 6= 0, i ∈ [τ, n− 2], build a compensation list Cgi = [0, . . . , 0, gi, . . . ,

gi|+(n−2−i)]. Xor all the lists to get a combined compensation list C = Cg0 ⊕Cg2 ⊕ . . .⊕

Cgn−2 ;

Step 3: Compensate the output function fz by C without iteration to get the output

function of the transformed NLFSR is constructed as fz = fz(x0⊕ c0, . . . , xn−1⊕ cn−1);

Step 4: The initial state X̂0 = {x̂0
0, . . . , x̂

0
n−1} is computed as x̂0

i = x0
i ⊕ ci(X

0), i ∈

[0, n− 1], where ci is ci compensated by C iteratively in descending order.

In this algorithm, the output function for the transformed NLFSR is constructed in

Step 3. The construction method works on arbitrary output function fz. In Step

4, for each initial state of the original NLFSR, the corresponding initial state of the

transformed NLFSR can be computed accordingly. Therefore, the NLFSR before and

after transformation by this algorithm is unconditionally equivalent.

For example, given a 4-bit Galois NLFSR with feedback functions on the left side below,

we shift monomials in g1 = x1 and g2 = x0x1 from f1 and f2 to f3 respectively, the

transformed Fibonacci NLFSR is on the right side.

f3 = x0 ⊕ x1,

f2 = x3 ⊕ x0x1,

f1 = x2 ⊕ x1,

f0 = x1,

f1
g1=x1−−−−→ f3

f2
g0=x0x1−−−−−→ f3

===========⇒

f3 = x0 ⊕ x1 ⊕ x3 ⊕ x1x2,

f2 = x3,

f1 = x2,

f0 = x1.

The compensation lists are

Cg1 = [0, 0, x1, x2], Cg2 = [0, 0, 0, x0x1],

C = Cg1 ⊕ Cg2 = [0, 0, x1, x2 ⊕ x0x1].
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We use C to compensate fz by replacing x3 by x3 ⊕ c3 = x3 ⊕ x2 ⊕ x0x1 and replacing

x2 by x2 ⊕ c2 = x2 ⊕ x1 to get the output function fz for the transformed NLFSR as

fz = x1 ⊕ x2 ⊕ x0x1 ⊕ x1x3 ⊕ x2x3 ⊕ x0x1x2
x2→x2⊕c2,x3→x3⊕c3
==============⇒

fz = x1 ⊕ (x2 ⊕ x1)⊕ x0x1 ⊕ x1(x3 ⊕ x2 ⊕ x0x1)

⊕ (x2 ⊕ x1)(x3 ⊕ x2 ⊕ x0x1)⊕ x0x1(x2 ⊕ x1)

= x2x3;

Similarly we get c3 = x2⊕x1⊕x0x1 and c2 = x1. Then we have c3(X0) = x0
2⊕x0

1⊕x0
0x

0
1

and c2(X0) = x0
1. The initial state of the transformed NLFSR is computed as

x0
3

x0
2

x0
1

x0
0

xi⊕ci(X0)
======⇒

x̂0
3 = x0

3 ⊕ x0
2 ⊕ x0

1 ⊕ x0
0x

0
1,

x̂0
2 = x0

2 ⊕ x0
1,

x̂0
1 = x0

1,

x̂0
0 = x0

0.

7.5 Transformation and Cryptanalysis of Espresso

7.5.1 Transformation of Espresso

We apply the Type-II-to-Fibonacci transformation algorithm to the Galois NLFSR in

Espresso cipher. First, all the monomials in g193, g197, g201, g205, g209, g213, g217, g231, g235,

g239, g243, g247, g251 are shifted to f255 respectively. The feedback functions are trans-

formed to

f255 =x0 ⊕ x41x70 ⊕ x74x183 ⊕ x87x110x130x157 ⊕ x62x157 ⊕ x55x130 ⊕ x52x110

⊕ x46x87 ⊕ x41x70 ⊕ x74x183 ⊕ x213 ⊕ x87x110x130x157 ⊕ x62x157 ⊕ x133

⊕ x55x130 ⊕ x115 ⊕ x52x110 ⊕ x48 ⊕ x46x87 ⊕ x12

=x0 ⊕ x12 ⊕ x48 ⊕ x115 ⊕ x133 ⊕ x213,

(7.3)

and fi = xi+1 for the rest of i ∈ [0, n− 2].
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The Compensation lists for gi, i = {193, 197, 201, . . . , 251} are

Cg193 = [0, . . . , 0, x12x121, . . . , x73x182],

Cg197 = [0, . . . , 0, x29x52x72x99, . . . , x86x109x129x156],

. . .

Cg247 = [0, . . . , 0, x44x102 ⊕ x40, . . . , x51x109 ⊕ x47],

Cg251 = [0, . . . , 0, x42x83 ⊕ x8, . . . , x45x86 ⊕ x11].

The combined compensation list is

C = [0, . . . , 0, x12x121, . . . , x16x125 ⊕ x29x52x72x99, . . . ,

x40x69 ⊕ x212 ⊕ x132 ⊕ x114 ⊕ x47 ⊕ x11].

We use C to compensate the output function. The output function becomes

fz =x80 ⊕ x99 ⊕ x137 ⊕ x227 ⊕ x222 ⊕ x187 ⊕ x243x217 ⊕ x247x231 ⊕ x213x235

⊕ x255x251 ⊕ x181x239 ⊕ x174x44 ⊕ x164x29 ⊕ x255x247x243x213x181x174,

where xi for i = {213, 217, 222, 227, 231, 235, 239, 243, 247, 251, 255} denotes xi ⊕ ci.

Specifically,

x213 =x213 ⊕ x31x140 ⊕ x44x67x87x114 ⊕ x19x114 ⊕ x12x87 ⊕ x9x67,

x217 =x217 ⊕ x35x144 ⊕ x48x71x91x118 ⊕ x23x118 ⊕ x16x91 ⊕ x13x71 ⊕ x7x48,

x222 =x222 ⊕ x40x149 ⊕ x53x76x96x123 ⊕ x28x123 ⊕ x21x96 ⊕ x18x76 ⊕ x12x53 ⊕ x7x36,

x227 =x227 ⊕ x45x154 ⊕ x58x81x101x128 ⊕ x33x128 ⊕ x26x101 ⊕ x23x81 ⊕ x17x58 ⊕ x12x41,

x231 =x231 ⊕ x49x158 ⊕ x62x85x105x132 ⊕ x37x132 ⊕ x30x105 ⊕ x27x85 ⊕ x21x62 ⊕ x16x45,

x235 =x235 ⊕ x66x89x109x136 ⊕ x41x136 ⊕ x34x109 ⊕ x31x89 ⊕ x25x66 ⊕ x20x49 ⊕ x192,

x239 =x239 ⊕ x45x140 ⊕ x38x113 ⊕ x35x93 ⊕ x29x70 ⊕ x24x53 ⊕ x196,

x243 =x243 ⊕ x42x117 ⊕ x39x97 ⊕ x33x74 ⊕ x28x57 ⊕ x200 ⊕ x120,

x247 =x247 ⊕ x43x101 ⊕ x37x78 ⊕ x32x61 ⊕ x204 ⊕ x124 ⊕ x106,

x251 =x251 ⊕ x41x82 ⊕ x36x65 ⊕ x208 ⊕ x128 ⊕ x110 ⊕ x43,

x255 =x255 ⊕ x40x69 ⊕ x212 ⊕ x132 ⊕ x114 ⊕ x47 ⊕ x11.
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The initial value X̂0 = {x̂0
0, . . . , x̂

0
255} for the transformed NLFSR is calculated as x̂0

i =

x0
i ⊕ ci(X0).

As we can see in the final feedback functions (7.3), the feedback only fed to the last

stage x255 and the feedback function f255 only contains linear terms. Therefore, the

transformed NLFSR is a Fibonacci LFSR with a nonlinear output function. Specifically,

the output function consists of 2289 monomials. There are 104 variables in the output

function and the algebraic degree is 12. The Espresso cipher is actually equivalent to an

LFSR filter generator.

7.5.2 Algebraic Attack

Algebraic attack is a very powerful cryptanalysis technique to break LFSR filter genera-

tors. The basic idea is to build a system of equations connecting the keystream bits and

the initial state of the LFSR, and then solve these equations to recover the secret key in

the initial state. The equations are obtained either directly using the output function or

multiplying it with a well chosen multivariate equation to lower the degree of the output

function.

7.5.2.1 Fast Algebraic Attack

The most representative algebraic attack is proposed by Courtois [22] and its revised

version is presented in [23]. A detailed analysis of complexity of this fast algebraic attack

is re-estimated by Hawkes and Rose [24]. We apply this attack on the transformed LFSR

in Section 7.5.1. The attack process and the complexity of each step are presented below.

Step1: Form a system of equations. As presented in Section 7.5.1, the output function

of the transformed LFSR is a 12 degree Boolean function with 104 variables. First,

we note that if we reduce the algebraic degree of the equations we can get from the

output function to relate the output keystream bits to the initial state of the LFSR.

From the function f̂z, we observe that the monomials with highest degree are included

in the term x̂255x̂247x̂243x̂213x181x174 where x̂255, x̂247, x̂243 and x̂213 are represented in

Section 7.5.1. This term can be extended into 2058 monomials. It is noteworthy that

the bit x181 and x174 appear in all these monomials. Therefore, we can multiply the

output function with (x181 + 1) or (x174 + 1) and obtain a Boolean function with lower
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degree. Moreover, we can further reduce the degree by multiplying it with (x44 + 1) or

(x67 + 1) or (x87 + 1) or (x114 + 1) or (x66 + 1) or (x89 + 1) or (x109 + 1) or (x136 + 1). In

total we obtain 16 functions with degree 8. One of such function is sufficient to form a

system of multivariate equations we need for the attack. For instance, we multiply the

output function fz with g = (x181 + 1)(x44 + 1) to get function h:

h = fzg = fz(x181 + 1)(x44 + 1).

The degree of the output function fz is denoted as df = 12, the degree of g is e = 2 and

the degree of h is d = 8.

For each known keystream bit zt at clock t, the above function gives an equation:

h(Xt) = ztg(Xt).

Since the keystream zt is a binary bit and only affect g(Xt), we can rewrite the equation

as:

h(Xt) + g(Xt, zt) = 0. (7.4)

The complexity of this step can be ignored.

Step 2: Pre-computation. As described in [24], any Boolean function of the LFSR state

can be expressed as a product of the monomial state matrix Md with a row vector of

that Boolean function such as h and g. Mapping from one monomial state to the next

monomial state can be expressed as a matrix product M t+1
d = Rd ·M t

d. Moreover, for

every clock t, the monomial state of the LFSR can be expressed as M t
d = Rtd · M0

d .

We consider the Boolean functions h and g as depending on distinct monomial states

Md and Me, with corresponding monomial state rewriting matrices Rd and Re [24].

Md represents all D =
∑d

i=0

(
n
i

)
monomials of degree d or less and Me represents all

E =
∑e

i=0

(
n
i

)
monomials of degree e or less. Equation (7.4) is then rewritten as :

h ·Rtd ·M0
d + g(zt) ·Rte ·M0

e = 0.

For the monomial state rewriting matrix Rd, there exists a characteristic polynomial

p(x) =
∑D

i=0 pixi so that
D∑
i=0

pi ·Rid = 0, (7.5)
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where 0 represents the all-zero matrix. The characteristic polynomial can be computed

by the Theorem 1 and the steps presented in [24] inspired by [133].

We can find the linear combination such that:

∑D
i=0 pi · (h ·R

t+i
d ·M0

d + g(zt+i) ·Rt+ie ·M0
e ) = 0.

The above equation can be further expanded as:

h ·Rtd ·M0
d ·
∑D

i=0 pi ·Rid +M0
e ·
∑D

i=0 pi · g(zt+i) ·Rt+ie = 0.

From equation (7.5), we have :

M0
e ·
∑D

i=0 pi · g(zt+i) ·Rt+ie = 0.

The complexity of this step depends on the computation of the characteristic polynomial,

which requires D(n(log n)2 + (log2D)3) logical operations.

Step 3: Substitution. The equation in step 2 is performed component-wise, so we write

the equation for t = 1, · · · , E. Then the Fast Fourier Transform (FFT) is applied to

substitute the obtained keystream bits into the equations. The complexity of this step

is 2DE(log2E).

Step 4: Solving the equations. The last step is to solve the equations by linearization.

The complexity of this step is Eω, where ω = 2.7 is the exponent of the Gaussian

reduction [134].

Among all the 4 steps, the dominant complexity is in the Step 3. In this case where D =∑8
i=0

(
256
i

)
and E =

∑2
i=0

(
256
i

)
, we break the Espresso cipher by using the fast algebraic

attack with computation complexity of 2ED(log2E) = 268.50 logical operations after a

pre-computation with complexity D(n(log n)2 + (log2D)3) = 265.49 and the number of

required keystream bits is D + E − 1 = 248.59.

7.5.2.2 Rønjom-Helleseth Attack

We also consider the attack proposed by Rønjom-Helleseth [52]. In this attack, the idea

of expressing the output function in terms of monomials of initial state and finding the
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characteristic polynomial of the coefficient sequences of all monomials is also adapted.

The main difference from the fast algebraic attack described in Section 7.5.2.1 is in the

step of solving the equations. This attack only needs to solve the linear part of the

formed system of equations. The process of this attack includes:

Step 1: Pre-computation. From the output function, compute the characteristic poly-

nomial p(x) =
∑D−n

j=0 pjx
j of the coefficient sequences of all monomial of degree ≥ 2.

The complexity of this step is D(n(log n)2 + (log2D)3).

Step 2: Form a linear equation system. After observing O(D) keystream bits, we get

equations zt = ft(x
0
0, . . . , x

0
n−1). From the characteristic polynomial p(x), we form a

system of equations

z∗t = f∗t (x0
0, . . . , x

0
n−1) for t = 0, 1, . . . , n− 1,

where z∗t =
∑D−n

j=0 pjzt+j and f∗t =
∑D−n

j=0 pjft+j(x
0
0, . . . , x

0
n−1). The complexity of this

step is O(D) and the data complexity is O(nD).

Step 3: Solving the system of linear equations. The complexity of this step is O(nω).

In conclusion, this attack breaks an LFSR filter generator with complexity O(D) after a

pre-computation of complexity D(n(log n)2 + (log2D)3), where D =
∑d

i=0

(
n
i

)
and d is

the degree of the filter function and n is the length of LFSR. In the transformed Espresso

cipher, we have d = 8 and n = 256. By using this attack, we break the transformed

Espresso cipher with complexity of 248.59 computations, and 265.49 pre-computations.

The number of required keystream bits is 256.59.

In another published paper [135], the Espresso cipher is also found to be equivalent to an

LFSR and they break it by the Rønjom-Helleseth attack. However, the authors use an

unknown mathematical software to find the output function of the LFSR (degree 12, 106

variables and 2590 monomials). We propose a transform algorithm and obtain a filter

function which has degree 12 and contains 104 variables and 2289 monomials. Since we

both get a filter function with degree 12 and the complexity of the Rønjom-Helleseth

attack mainly depends on this degree, the results based on this attack should be the

same. However, the differences in the number of variables and monomials show that

our result is different. Unfortunately, we are unable to verify their result as they do not
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provide an exact filter function. We provide a python script to verify our result, please

find the link in Appendix A.

7.5.3 Other Attacks on Espresso

Another known attack against Espresso cipher is a related key chosen IV attack [119].

This attack is mounted on a Espresso variant denoted as Espresso-a. The Galois NLFSR

in Espresso-a is

f255 = x0 ⊕ x12 ⊕ x48 ⊕ x115 ⊕ x133 ⊕ x213 ⊕ x41x70,

f254 = x255 ⊕ x40x69,

and fi = xi+1 for the remaining i. The output function of Espresso-a is the same

as the one used in Espresso cipher. However, according to our proposed algorithm

Fibonacci-to-Type-II, the actual output function for Espresso-a has 104 variables and

1988 monomials. Whether the Espresso cipher is weak against this attack or not should

be reevaluated.

Moreover, in the design of Espresso cipher [47], the security analysis is conducted on an

NLFSR F instead of the original Galois NLFSR G. The Galois NLFSR F is

f255 =x0 ⊕ x12 ⊕ x48 ⊕ x115 ⊕ x133 ⊕ x213 ⊕ x41x70 ⊕ x46x87 ⊕ x52x110⊕

x55x130 ⊕ x62x157 ⊕ x74x183 ⊕ x87x110x130x157,

f217 =x218 ⊕ x3x32 ⊕ x8x49 ⊕ x14x72 ⊕ x17x92 ⊕ x24x119 ⊕ x36x145⊕

x49x72x92x119,

and fi = xi+1 for the remaining i. According to our proposed transformation algorithm,

the actual output function for NLFSRS F has 104 variables and 7942 monomials. There-

fore, the security analysis of the cipher is not conducted on the actual cipher. Whether

it is resistant to chosen IV attacks, differential attacks and weak key attacks needs to

be reassessed.

We provide scripts to verify the equivalence of the NLFSRs, a link to the scripts is given

in Appendix A.
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7.6 Security Analysis of Maximum Period Galois NLFSR-

based Stream Ciphers

In this section, we analyse the security of the whole class of maximum period Galois

NLFSR-based stream ciphers.

We apply the Type-II-to-Fibonacci transformation algorithm to the maximum period

Galois NLFSRs constructed in (7.2). All the monomials in gi, i ∈ [τ, n − 2] are shifted

to fn−1. The feedback functions are transformed to

fn−1 = x0 ⊕ gn−1,

fn−2 = xn−1 ⊕ gn−2,

. . .

fτ = xτ+1 ⊕ gτ ,

fτ−1 = xτ ,

. . .

f0 = x1,

fi
gi−→fn−1

======⇒

fn−1 = x0 ⊕ gn−1 ⊕ gτ |+n−τ−1 ⊕ . . .⊕ gn−2|+1,

fn−2 = xn−1,

. . .

fτ = xτ+1,

fτ−1 = xτ ,

. . .

f0 = x1.

For each gi, we construct a compensation list Cgi = [0, . . . , 0, gi, gi|+1, . . . ,

gi|+(n−i)]. For example, for gτ , the compensation list is Cgτ = [0, . . . , 0, gτ , gτ |+1,

. . . , gτ |+(nτ )]. Then we get the combined compensation list as

C =Cgτ ⊕ Cgτ+1 ⊕ . . .⊕ Cgn−2

=[0, . . . , 0, gτ , gτ |+1 ⊕ gτ+1, . . . ,

gτ |+nτ−2 ⊕ gτ+1|+nτ−3 ⊕ . . .⊕ gn−3|+1 ⊕ gn−2].

Then we use C to compensate the output function. The output function becomes

fz =fz(x0, . . . , xτ , xτ+1 ⊕ cτ+1, . . . , xn−1 ⊕ cn−1

=fz(x0, . . . , xτ , xτ+1 ⊕ gτ , . . . ,

xn−1 ⊕ gτ |+nτ−2 ⊕ gτ+1|+nτ−3 ⊕ . . .⊕ gn−3|+1 ⊕ gn−2).

The initial value for the transformed NLFSR is x̂0
i = x0

i ⊕ ci(X0), i ∈ [0, n− 1].
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As we can see, the resulting NLFSR is in Fibonacci configuration. Moreover, since

the nonlinear monomials are not in the original fn−1, they will cancel each other out

when we shift them back. Therefore, the feedback function of the last stage becomes

fn−1 = x0 ⊕ gL which is the same as the original LFSR.

Using Galois NLFSRs constructed from maximum length LFSR to build stream ciphers

can certainly optimise the hardware size and the throughput of the cipher. However,

this kind of Galois NLFSRs can be always transformed back to the original LFSR with a

precise output function. The cipher is equivalent to an LFSR filter generator. Therefore,

this kind of cipher is potentially vulnerable to LFSR related attacks. One improvement

suggestion to resist the algebraic attack is to increase the degree of the output function to

be at least 30 [52], but the hardware efficiency may not be optimised. Compared to this

new method, the traditional method of using a maximum period LFSR together with a

Fibonacci NLFSR such as the Grain family ciphers is more promising. Besides, we can

improve the efficiency of traditional designs by transforming the Fibonacci NLFSR to

the fastest Galois NLFSR. To be noted that the cost of the output function should be

considered when identifying the fastest Galois NLFSR.

7.7 Conclusion

In this chapter, we analyse the security of maximum period Galois NLFSR-based stream

ciphers. We reinterpret the design method and identify a conditional equivalence prob-

lem in the underlying transformation algorithm for the design method. We introduce

the Type-II-to-Fibonacci transformation algorithm and point out that it solves the con-

ditional equivalence problem. We apply the algorithm to the Espresso cipher and trans-

form it back to the maximum length LFSR with a nonlinear output function. The

transformed cipher is broken by the fast algebraic attack and the Rønjom-Helleseth

attack. Finally, we analyse the security of the entire class of maximum period Galois

NLFSR-based stream ciphers.
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Conclusion and Future Work

We present conclusion and suggestions for future work in this chapter.

8.1 Summary of Contributions

This thesis focuses on the transformation and security analysis of NLFSR-based stream

ciphers. In recent years, resources constrained devices have been widely deployed in

emerging areas like Internet of Things (IoT) and 5G network. Lightweight crypto-

graphic primitives tailored for constrained devices are in high demand. NLFSR-based

stream ciphers are promising lightweight primitives. Small-state stream ciphers have

small area size and low power consumption. Galois NLFSR-based stream ciphers have

high throughput and low latency. However, security concerns and limited knowledge of

NLFSR impede the development and application of NLFSR-based stream ciphers.

In this thesis, we make contributions to the security analysis of small-state stream ci-

phers, the study of equivalence and transformation algorithms of NLFSRs, and the

security analysis of maximum period Galois NLFSR-based stream ciphers. The detailed

contributions are listed below.

In Chapter 3, we present the result of a comprehensive survey over the literature related

to FSR-based stream ciphers and transformation algorithms. Several important LFSR-

based stream ciphers and NLFSR-based stream ciphers are introduced, focusing on the

design structure and related attacks. All the known results of the transformation of

NLFSRs are presented, focusing on the underlying methodology and applications.

160
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In Chapter 4, we study the security of small-state stream ciphers. The Sprout cipher is

the first proposal of stream cipher using short FSRs. The basic idea is to adopt a round

key function to involve secret key bits in the keystream generation phase to resist the

TMDTO attack. However, the round key function is not well designed. Several attacks

exploit the weakness of the function and break the cipher. We focus on a divide-and-

conquer key recovery attack. For each type of sieving technique used in the attack, we

analysis the key factor and design weakness in the cipher that make it vulnerable. Based

on our analysis, we propose different countermeasures to reduce the number of rounds

in each sieving process and gain the ability of resistant the key recovery attack. To

prove the validity of our improvement, we performed five experiments. The results of

the first four experiments show that our countermeasures are effective and the result of

the last experiment shows that the improved cipher resists the key recovery attack. The

suggestions we made to improve the Sprout are consistent with the countermeasure in

Plantlet which is a revised version of Sprout. Another successor of Sprout is the Fruit

cipher. We study the design rationale and analyze the security of Plantlet and Fruit

cipher. A summary of the design principles for small-state sprout-like stream cipher

against known attacks is presented.

In Chapter 5, we study the equivalence of Fibonacci and Galois NLFSRs. In literature,

three types of Galois NLFSRs are discovered to be equivalent to Fibonacci NLFSRs.

However, the equivalence of the two NLFSRs is studied in different perspective in existing

works. We point out that the necessary and sufficient condition for a Galois NLFSR to

be equivalent to a Fibonacci NLFSR is that there exist a nonlinear recurrence describing

the output sequence of the Galois NLFSR. We prove that all the three types of Galois

NLFSRs satisfy this condition. Several properties of nonlinear recurrence is studied

and the special case where a Galois NLFSR has two equivalent Fibonacci NLFSRs is

discovered.

In Chapter 6, we propose transformation algorithms for the Type-I, Type-II and Type-

III Galois NLFSRs discussed in Chapter 5. We discuss the limitations in existing works

and point out a common issue among them. To address all the issues, we give a formal

description of the transformation algorithm and introduce two operations. The shift

operation can be used to construct the feedback functions and the compensate operation

is used to construct the output function. We find that it is possible to build a relation

between the internal states of the NLFSR before and after the shifting. This relation
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is used to compute the initial state. The reversed relation can be derived based on the

compensate operation, which is then used to construct the output function. This method

is referred to as compensation method. Based on this unified method, we propose a

Type-I-to-Fibonacci algorithm to convert Type-I Galois NLFSRs to Fibonacci NLFSRs.

For the Type-II and Type-III Galois NLFSRs, we propose both Fibonacci-to-Galois and

Galois-to-Fibonacci algorithms. Moreover, we find a new way to shift the monomials,

namely backwards shift operation. Based on this operation, we discover a new type of

Galois NLFSR, referred to as Type-IV Galois NLFSRs. First, we prove that this type

of Galois NLFSRs satisfy the necessary and sufficient condition proposed in Chapter 5.

Then we propose a Fibonacci-to-Type-IV and a Type-IV-to-Fibonacci algorithms based

on the aforementioned compensation method. Since the output function is taken care in

our proposed algorithms, they are applicable to scenarios where the output function takes

arbitrary stages of the NLFSR as inputs such as the NLFSR-based stream ciphers. All

the proposed algorithms are easy to program and the complexity is rather low compared

to the known algorithms. We provide a pesudocode for each proposed transformation

algorithm.

In Chapter 7, we present the cryptanalysis of the maximum period Galois NLFSR-based

stream ciphers. First, we reinterpret the design method of this class of stream ciphers.

The maximum period Galois NLFSR is constructed from a maximum length LFSR by

using a scalable method. We show in detail how the representative cipher Espresso

is designed by this method. Then we apply the Type-II-to-Fibonacci transformation

algorithm proposed in Chapter 6 on the Espresso cipher. The Galois NLFSR in the

cipher is transformed to an LFSR with a nonlinear output function. The transformed

cipher is broken by the standard algebraic attack and the Rønjom-Helleseth attack [52]

with complexity of 268.50 and 248.59 computations respectively. We then show that

not only the Galois NLFSR in Espresso cipher, but also the entire class of maximum

period Galois NLFSRs can be transformed back to LFSRs with precise output functions.

Therefore, this kind of cipher is always equivalent to an LFSR filter generator. We

discuss other related attacks and give suggestions for future design.

8.2 Future Work

In this section, we discuss several interesting research directions for future work.
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Development of small-state stream ciphers. The small-state stream ciphers are

promising lightweight primitives for resource constrained devices. The Plantlet cipher is

the most efficient and secure design among all the small-state stream ciphers. However,

there is always a potential to break it by the TMDTO distinguishing attack. It is

important to improve the Plantlet cipher against this attack. Another powerful attack

against small-state stream ciphers is the fast correlation attack. All the small-state

stream ciphers are broken by this attack but with a rather high data complexity. Future

work can be focused on reducing the data complexity.

Characterization of Galois NLFSRs. Up to now, four types of Galois NLFSRs are

discovered. Their transformations are done by the shift and backwards shift operations.

The algorithm is proposed based on the compensation method. However, the problem of

classify the Galois NLFSRs into transformable ones and not transformable ones is still

challenging. One research direction is to study the connection of the shift or backwards

shift operation and the compensate operation with the process of deriving the nonlinear

recurrence for the Galois NLFSR. If the underlying relation is discovered, it is possible

to propose a generalized algorithm to determine whether a random Galois NLFSR is

transformable or not. If not, we believe that it is possible to discover more transformable

Galois NLFSRs based on the compensation method.

Identification of the fastest Galois NLFSRs. The transformation from Fibonacci

to Galois configuration is a one-to-many mapping. Since the Galois NLFSR is more

efficient than the Fibonacci NLFSR, it is important to find the fastest equivalent Galois

NLFSR for a given Fibonacci NLFSR. Generally, if the monomials are shifted evenly

between the feedback functions, then the average length of the circuits implementing

the feedback functions is the shortest. However, according to the compensate opera-

tion, extra monomials need to be added in the feedback function and output function so

that the transformed NLFSR is unconditionally equivalent to the original one. Adding

monomials in the function depends on the shift position and the indexes of the shifted

monomials. The main challenge is to choose proper shifting positions for proper mono-

mials so that as little as extra monomials are added to the functions.

Improving hardware implementation of NLFSR-based stream ciphers. The

current result of improving the hardware implementation of Grain family ciphers are

based on the transformation algorithm [2]. The transformation of the NLFSR is limited
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by the terminal bit. Moreover, this algorithm cannot be applied on small-state stream

ciphers like Plantlet cipher the output function takes inputs from the second last stage.

Since this issue is address in our proposed algorithms, we can apply them on NLFSR-

based stream ciphers such as the Grain family ciphers, Trivium and the small-state

stream ciphers to improve the hardware implementation.

Cryptanalysis based on transformation algorithms. Another research direction is

to attack the NLFSR-based stream ciphers after transformation. The changes made in

the feedback functions and the output function during the transformation may expose

new weaknesses of the cipher. Possible attacks like the guess-and-determine attack can

be mounted on the transformed cipher.
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Appendix A

We implement all the transformation algorithms proposed in Chapter 6 in python. The

scripts can be found using link:

https://github.com/RebuTemp/transformation-algorithms

We implement the results of transforming the Espresso cipher presented in Section 7.5.1

and Section 7.5.3 in python. The scripts can be found using link:

https://github.com/RebuTemp/transformation-Espresso
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