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Abstract: The EPSRC pilot project Meeting the Design Challenges of nanoCMOS Electronics (nanoCMOS – 
www.nanocmos.ac.uk) has been funded to tackle some of the challenges facing the semiconductor electronics industry 
caused by the progressive scaling of CMOS transistors. As transistor dimensions are now at the nanometer scale with 
40nm MOSFETs already in mass production and sub-10 nm transistors scheduled for production by 2018, the intrinsic 
parameter fluctuations caused by the inherent discreteness of charge and matter at this atomistic scale are now one of 
the major challenges that the semiconductor electronics industry needs to address. The variability at the device level 
affects profoundly the circuit/system design process and hence can be regarded a semiconductor industry-wide problem. 
Fortunately many of the statistical variability related issues can be understood and forecasted through large scale 
simulation of ensembles of potentially hundreds of thousands of atomistically varying devices. However, one of the 
main distinguishing features of NanoCMOS when compared to other high performance computing (HPC) simulation 
domains is the imperative requirements on fine grained security. The data, the designs and even the simulations 
themselves all potentially have highly sensitive commercial intellectual property (IP) value associated with them, 
ranging from the IP of device manufacturers and the design houses through to licenses needed to run simulation and 
design software. This paper outlines the e-Infrastructure that has been developed within the nanoCMOS project with 
specific focus upon the security capabilities it supports and how these address the IP protection requirements of the 
industrial and collaborating partners. Our ultimate goal is to provide an environment that addresses security across the 
board and scales to meet the HPC and data management requirements of nanoCMOS research.  

 

Full Paper: This paper outlines the e-Infrastructure that has been developed within the nanoCMOS project describing 
both its overall architecture and the technical, IP, licensing and interaction considerations that have shaped its 
development. Given the fact that device modeling and circuit simulations can and do generate many hundreds of 
thousands of files, we show how the project supports global file based access control through the Andrew File System 
(AFS) and its use of Kerberos tickets. We describe how this has been seamlessly integrated with Grid-based job 
submission and management to utilize large scale resources such as ScotGrid (www.scotgrid.ac.uk). We describe how 
this has been achieved and the lessons learned in supporting both the scale and the management of the distributed real 
data and the associated meta-data, as well as the associated access control. In addition to metadata, file-based data 
management and security, the project supports secure access to and usage of a variety of services including OMII-UK 
GridSAM for job submission and monitoring. Through the JISC-funded Integrating VOMS and PERMIS for Superior 
Grid Authorization (VPman - http://sec.cs.kent.ac.uk/vpman/) project we describe how we have exploited both 
centralized attribute authorities such as Virtual Organisation Membership Service (VOMS), and decentralized attributes 
authorities such as Shibboleth Identity Providers (IdP) to enforce access control decisions on services and resources. 
This includes pushing and pulling of the appropriate attributes needed for access control decisions using the PERMIS 
(www.permis.org) authorization infrastructure. These solutions have been developed to incorporate latest results and 
standards of the Open Grid Forum (OGF) authorization working group on security attribute push/pull profiles and their 
implementation in PERMIS. We outline these profiles, their implementation and usage in nanoCMOS. We also discuss 
the pragmatic aspects of using such technological solutions when dealing with commercially sensitive environments 
such as the semiconductor domain. Finally we conclude with a discussion of the generic features of the platform that 
lend itself to a wide variety of other application domains where security is required. This includes its use for dealing 
with heterogeneity of domain specific data and associated access policies, as well as domain specific services and 
access policies implemented using other technical solutions such as Globus toolkit version 4. 

We note that this work is complementary to the two other nanoCMOS papers that have also been submitted to the AHM.  
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