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ABSTRACT 

An integral part of any information security management program is the information 

security policy.  The purpose of an information security policy is to define the means 

by which organisations protect the confidentiality, integrity and availability of 

information and its supporting infrastructure from a range of security threats.   

The tenet of this thesis is that the quality of information security policy is 

inadequately addressed by organisations.  Further, although information security 

policies may undergo multiple revisions as part of a process development lifecycle 

and, as a result, may generally improve in quality, a more explicit systematic and 

comprehensive process of quality improvement is required.  

A key assertion of this research is that a comprehensive assessment of information 

security policy requires the involvement of the multiple stakeholders in organisations 

that derive benefit from the directives of the information security policy. Therefore, 

this dissertation used a multiple-constituency approach to investigate how security 

policy quality can be addressed in organisations, given the existence of multiple 

stakeholders.  The formal research question under investigation was: How can 

multiple constituency quality assessment be used to improve strategic information 

security policy? 

The primary contribution of this thesis to the Information Systems field of knowledge 

is the development of a model: the Strategic Information Security Policy Quality 

Model.  This model comprises three components: a comprehensive model of quality 

components, a model of stakeholder involvement and a model for security policy 

development.  The strategic information security policy quality model gives a holistic 

perspective to organisations to enable management of the security policy quality 

assessment process.   

This research contributes six main contributions as stated below:  

 This research has demonstrated that a multiple constituency approach is 

effective for information security policy assessment 

 This research has developed a set of quality components for information 

security policy quality assessment 
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 This research has identified that efficiency of the security policy quality 

assessment process is critical for organisations 

 This research has formalised security policy quality assessment within policy 

development 

 This research has developed a strategic information security policy quality 

model 

 This research has identified improvements that can be made to the security 

policy development lifecycle 

The outcomes of this research contend that the security policy lifecycle can be 

improved by: enabling the identification of when different stakeholders should be 

involved, identifying those quality components that each of the different stakeholders 

should assess as part of the quality assessment, and showing organisations which 

quality components to include or to ignore based on their individual circumstances.  

This leads to a higher quality information security policy, and should impact 

positively on an organisation’s information security. 
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CHAPTER 1.  
INTRODUCTION 

This chapter introduces the field of IS security within organisations, and presents an 

evolution of the research questions and project rationale.  Relevant definitions and a 

glossary are included to assist with reading the thesis.  This chapter concludes with 

a description of the structure and content of the thesis to guide the reader through 

the data collection, study outcomes and details the specific contribution to 

knowledge made by this research. 

1.1. Introduction 

Over the past two decades organisations have undergone immense change with 

regard to their information technology (IT) (Raval and Fichadia 2007).  Modern 

organisations are highly reliant on their information systems and on the information 

assets that these systems encompass (Barlette and Fomin 2008; Van Niekerk and 

Von Solms 2009).  Stamper (1973) suggests that information within an organisation 

is what holds the organisation together.  Even though this was written more than 30 

years ago, it still holds true, with even more prominence in the current environment 

than ever before.  For instance, Peppard (2007) argues that information is 

analogous to the organisation’s “lifeblood” and that if the organisation’s information 

is compromised then the organisation may cease to exist.  Organisations have 

evolved from being driven by manual processes, to be driven electronically through 

the use of Information Systems (IS) that are frequently networked, often crossing 

national boundaries (Rees and Allen 2008; Dlamini, Eloff and Eloff 2009).  Having 

good security management in place to project these systems, and their information 

assets, has become critical to organisation best practice (Institute of Chartered 

Accountants in England and Wales 1988; Ernst and Young 1999; Saint-Germain 

2005; Ernst and Young 2007).   

A precursor to good security in organisations is the development and 

implementation of an information security policy (Swanson and Guttman 1996; Hone 

and Eloff 2002b; Fulford and Doherty 2003; Biegelman and Bartow 2006; Chaney 

2009).  The purpose of an information security policy is to define the means to 

protect the organisation’s information and related assets from threats that would 
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make the information inaccurate or unavailable, and to ensure that only people 

authorised to do so may view, change or delete information (Doherty, Anastasajis 

and Fulford 2009).  However, little is known about the impact that a low quality or 

higher quality security policy may have on the security of the organisation.  Whilst it 

may be reasonable to suggest that a high quality policy should ultimately result in 

higher quality security this may not always be the case.   

Within security policy research there exist several “levels” at which organisations 

can develop policy.  These levels are usually represented as a hierarchical structure 

(Diver 2007) and range from the top level governing or strategic polices through to 

technical and acceptable use policies (Dorey 1991; Lichtenstein 1995; Baskerville 

and Siponen 2002).  This research is specifically focussed on policies at the 

governing or strategic level of the organisation. 

This research uses a multiple constituency approach to investigate how security 

policy quality can be assessed in organisations.  A multiple constituency approach 

identifies stakeholder groups within the organisation and uses these groups in an 

evaluation of quality or effectiveness of an artefact or programme (Connolly, Conlon 

and Deutsch 1980).  The evaluation of an artefact using multiple constituencies is 

not a new methodology, although it has not been applied to the information security 

area.  From an effectiveness or quality research perspective, the multiple 

constituency approach has successfully been used in areas such as Decision 

Support System quality (Maynard 1997), On-Line Database Adoption in public 

libraries (Williamson, Wright, Burstein and Schauder 2003) and Organisational 

Effectiveness (Connolly et al. 1980).  Multiple constituencies, or stakeholders, have 

been used in these studies to assess the quality of different areas of these 

phenomena with the aim of gaining comprehensive knowledge about their 

effectiveness using the different perspectives of each stakeholder.   

In this study, the multiple constituency approach is used as there are many 

stakeholders in the organisation that are affected by security policy.  As a result, 

using multiple stakeholders to assess the quality of the security policy will take into 

account each of the stakeholders perspectives of the quality of the policy, and 

should enable the improvement of the security policy from these multiple 

perspectives. Whilst the multiple constituency approach has not been used in 

security policy research previously, the inclusion of multiple groups in policy 
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development is mandated by many authors (Baskerville 1988a; Warman 1992; 

Szuba 1998; Swanson 1998a; Anderson Consulting 1999; Tudor 2001).  It logically 

follows that if many groups are involved in policy development then they should also 

have input in to the policy quality assessment process.   

A key contribution of this study to the field of IS research is the development and 

validation of a comprehensive multiple constituency model of strategic information 

security policy quality (see Chapter 7).  This model allows organisations: to identify 

when the stakeholders should be involved in assessing quality within the policy 

lifecycle, to determine which quality components that each stakeholder should 

assess, to discern which quality components to include or ignore based on their 

circumstances and to identify excessive overlap (or lack of overlap) between 

stakeholder quality component assessments.  As such, the model empowers 

organisations to improve the development, implementation and use of strategic 

information security policy through assessment by multiple constituencies.   

The process of this model development is summarised in Figure 1.1 on page 4.  To 

the left of the figure, the theory design is represented consisting of two phases: 

conceptual analysis and empirical analysis.  To the right of the figure the 

development of the research model and the strategic information security policy 

quality model are shown.  During the phase 1a of the conceptual analysis, the 

literature is analysed to form an initial research model of policy lifecycle, constituent 

types, and quality components.  In phase 1b of the conceptual analysis, conceptual 

interviews with security experts are used to validate and refine the research model.  

In phase 2, the empirical analysis, case studies are used to further validate and 

refine the research model to produce the strategic information security policy quality 

model.  The security policy quality model describes the policy lifecycle steps, the 

multiple constituent types and the policy quality components.  It also describes when 

the constituents are involved in development to assess which of the quality 

components.  This model underpins the methodological development in the context 

of the study background. 

1.2. Study Background  

Over the last few decades a number of trends have become apparent that have 

increased the importance of protecting information within an organisation.  Firstly the 

availability of information and information sharing have increased exponentially 
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(Eloff and Eloff 2005; Watson 2005; Hentea 2007).  Secondly, many organisations 

are adopting additional technologies to enable them to function efficiently in this 

environment and to provide their employees access to the information assets that 

they require, whilst ensuring compliance with regulations and laws (Sipior and Ward 

2008; Knapp, Morris, Marshall and Byrd 2009).  Thirdly, many of the adopted 

technologies enable mobile work practices, shifting access to organisational 

information assets from within the organisation, to outside traditional organisation 

boundaries (Gold 2008; Doherty et al. 2009).   

 

Figure 1.1: Summary of Research Model Development 

The result of these factors is that the information consumption of organisations is 

greater than ever before, and their information is more accessible in terms of 

availability, and thus more susceptible to threats (Rein 1983; Mehta and Beena 

2001; Doherty et al. 2009; Reinhold, Frolick and Okunoye 2009).  Watson (2005) 

argues that wealth creation for many organisations is now centred more and more 

on information assets, rather than on more traditional assets such as plant, stock 

and warehouse.  So for organisations to protect their assets they need to focus on 
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ensuring that their information assets are protected in addition to the traditional 

protection of their plant, stock and warehouse assets.  Whilst traditionally insurance 

is used to protect from loss of assets this is not as appropriate for information as it is 

often difficult and extremely expensive to rebuild information assets, if this can be 

accomplished at all.  As Gold (2008, p. 60) points out it is difficult to insure 

information: “The insurance market for such coverage is in a continuous state of 

flux, and very few of the product offerings can be characterized as ‘customer 

friendly’.  Purchasing coverage for catastrophic loss events at affordable premiums 

remains challenging”.  As such, other methods of protecting information assets will 

need to be used. 

The information assets of an organisation are susceptible to an increasingly wide 

range of threats that exploit vulnerabilities within those systems to cause security 

problems (Borodzicz 2005; Whitman and Mattord 2005; Dhillon 2007).  Security 

incidents may have a severe impact on the viability of an organisation’s operation, 

often costing thousands of dollars before the organisation is able to recover.  The 

2005 American Federal Bureau of Investigation (FBI) computer crime survey reports 

that the average cost to an organisation from an information security breach was 

$24,000 US Dollars with over 75% of organisations reporting losses from 

information security incidents (Federal Bureau of Investigation (FBI) 2005).  This is 

also reported in the United Kingdom with an average of £10,000 British Pounds for 

each incident (Price Waterhouse Coopers 2006).  What is clear is that security 

incidents cost organisations in terms of time and money and that organisations need 

good information security to reduce the impact of their information systems 

vulnerabilities.   

Information Security can be defined as:  

“The protection of information and information systems from unauthorized access, 

use, disclosure, disruption, modification, or destruction in order to provide 

confidentiality, integrity, and availability.” (NIST 2009) 

Essentially, information security is the process of protecting data from unauthorized 

access, use, disclosure, destruction, modification or disruption.   

Traditionally, much of the research in information security focuses on the technical 

aspects and the socio-technical aspects are often ignored (Ezingeard and Bowen-
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Schrire 2007; Guba 2008; Kraemer, Carayon and Clem 2009).  However, many 

authors agree that the process of protecting an organisation’s information is not just 

a technical issue (Dhillon 1997; Borodzicz 2005; Whitman and Mattord 2005; Slay 

and Koronios 2006).  Whilst security has aspects that can be controlled by 

technology and technology can help to prevent security incidents, technology is not 

the only answer.  A comprehensive security solution for an organisation, while 

including technical controls, would also include good management practices and 

address human issues through policy (Hu, Hart and Cooke 2007).   

Many researchers and practitioners agree that an information security policy and its 

enforcement form the backbone of an organisation’s IS security (Straub 1990; 

Warman 1992; Parker 1997; Slay and Koronios 2006).  There are also a large 

number of models and descriptions of security management and governance 

practices within organisations that identify information security policy as an integral 

component of a good information security management strategy (for example Panko 

2004; Whitman and Mattord 2005; Standards Australia 2006; Dhillon 2007).  In 

these models, the policy often forms the basis on which security management 

practices are built, and often helps to dictate the type of technological security 

controls to use.  Fulford and Doherty (2003, p. 106) go as far to state that “effective 

security management … is predicated on the formulation, dissemination and 

operation of the information security policy”.  Whitman et al. (2005, p. 238) state that 

all stakeholders in the organisation “must consider policies as the basis for all 

information security planning, design and deployment”.  Furthermore, Hone and 

Eloff (2002a, p. 402) state that “undoubtedly, the singularly most important of these 

controls is the information security policy”.  From this research it is evident that it is 

extremely important for an organisation to have an information security policy to 

ensure the security of the organisation’s information assets.   

As a result of the increased importance of security issues to organisations, the 

importance of having an appropriate, high quality strategic information security 

policy for an organisation is clear.  This is backed up in many geographic areas with 

government regulations regarding aspects of information technology – for instance 

the Sarbanes-Oxley Act, the EU Data Protection Directive, Australia’s Privacy 

Legislation and the Health Insurance Portability and Accountability Act (HIPAA) to 

name a few (Borreson Caruso 2003; Volonino, Gessner and Kernis 2004; Wood 

2005; Anand 2008; Barlette and Fomin 2008; Listerman and Romesberg 2009; The 
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O'Neill Institute 2009).  With the implementation of these government regulations, 

the role of the information security policy has shifted from simply specifying the rules 

and processes of the organisation with regard to security and now must also 

incorporate legislative and other regulatory controls (Anand 2008; Rezgui and Marks 

2008).  For instance, security policies are now being utilised as proof of due 

diligence of management (Wood 2005), for reference during auditing (Jordan and 

Silcock 2005), and as evidence of quality control, especially in international 

standards (Standards Australia 1998). Subsequently, organisations are more 

accountable for issues like individual privacy, and their security policies are being 

strengthened to avoid possible legal action (Borreson Caruso 2003). 

Information Security Management relies on strategic policy to dictate organisational 

information security standards (Bayuk 1996).  The absence of a strategic security 

policy within an organisation is regarded as a serious problem (Sipior and Ward 

2008).  This is partly because a security policy ensures that there is a person in the 

organisation  who is responsible for securing information, and subsequently ensures 

that there is someone accountable for information security failures (Bayuk 1996).  

The policy is used to establish a framework for the development of security 

procedures and practices, and is a vehicle for the communication of this framework.  

For an organisation to begin to protect its information assets, it must have clear 

expectations about what it wants to accomplish (Yasin 2000).  These expectations 

are used to define the mechanisms that the organisation will use to protect its 

information assets.  Essentially, this is the codification of the organisation’s strategic 

security plan (Whitman, Townsend and Aalberts 2001) and becomes  the strategic 

information security policy.   

Given the relationship between policy and the security of an organisation as outlined 

above, it is logical to suggest that a higher quality strategic information security 

policy should influence the quality of the organisations security as a whole.  

However, it is interesting to note that whilst there is a large body of research on how 

to develop security policy, in varying amounts of detail and at different levels within 

organisations (Lichtenstein 1995; Olson and Abrams 1995; Warman 1995; Bayuk 

1996; Control Data 1999; Baskerville and Siponen 2002; Rees, Bandyopadhyay and 

Spafford 2003; Kadam 2007), there has been little research conducted that focuses 

on the quality of information security policy.  Additionally, where research mentions 

aspects of quality (such as success or effectiveness) there is little information about 
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how quality can be measured (see Section 2.3) (Hone and Eloff 2002b; Borreson 

Caruso 2003; Danchev 2003).  

The presence of a good strategic information security policy in an organisation forms 

the foundation for the successful implementation of the organisations security 

strategy (Danchev 2003).  Daughtrey (2001) goes as far to suggest that security 

policy is one of the critical success factors for information security management.  

Having a good policy should result in better security and security practices in the 

organisation.  It is logical to assume that the reverse would also be true: not having 

a strategic information security policy, or having a poor quality policy, would result in 

less than optimum information security in the organisation.  Unfortunately, the 

description of the term “good [or high quality] security policy” is nonexistent in both 

research and practice with most organisations and research projects focusing on 

only the process of developing policies, and not on their quality (Standards Australia 

2000a; Danchev 2003).  Furthermore, there are many levels of policy discussed as 

“security policy” in the literature, ranging from strategic level policies through to the 

operational type acceptable use policies (Diver 2007).  This research focuses only 

on strategic level policies within the organisation, as at this level of policy, the core 

of the organisation’s security plan or mission is defined.  If information security 

policy directly influences organisation information security, then it follows that the 

quality of a strategic information security policy should also influence the level of 

information security in the organisation, and the preparedness of the organisation to 

mitigate security threats.  Given this assumption, this research attempts to answer 

the following research question which will be discussed in depth in Section 1.4: 

How can multiple constituency quality assessment be used to improve 

strategic information security policy?  

1.3. Rationale for Project 

The motivation behind this research project was the paucity of published research 

on formal quality assessment of security policies within organisations.  Whilst it is 

believed there was informal security policy assessment taking place within 

organisations, there was no literary evidence apart from Karyda et al. (2005), who 

suggests that the continuous evaluation of the effectiveness of the security policy 

affects its implementation and adoption.  Although it is believed that a poorly 

designed security policy will significantly reduce the effectiveness of an 
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organisation’s security measures, there is to the author’s knowledge, no empirical 

research in this area, neither has there been research where security policy has 

been the target of evaluation.  Research has instead focused on the security audit; 

evaluating an organisation’s systems to determine if they are secure, rather than on 

the security policy artefact. 

However, it is rare for a security audit to test the information security policy and 

where testing is done it is usually limited to checking compliance of the policy to 

legislative and other requirements (Hardie 2003).  The audit may not take into 

account the problems involved with the development and implementation of the 

security policy.  Nor does it check the adequacy of the policy for the organisation, 

especially after a period of time has elapsed since the policy was developed.  The 

question to be asked, therefore, is how should the security policy of an organisation 

be evaluated?  Is it sufficient to simply evaluate the end product, or should there be 

an evaluation of the process used to produce the security policy?  Furthermore, 

what criteria should be used in the evaluation, and who should be involved?  Each 

of these questions essentially forms the rationale for this research. 

It was initially thought that the criteria for quality assessment of security policy could 

be developed from the security literature by looking at what criteria were important 

for the development of security policy and of security in organisations.  However, in 

practice this was difficult as in many cases the literature was not specific enough to 

determine the criteria.  As a result, other areas were researched that have in the 

past assessed quality of a developed artefact and the areas of software 

development quality and data model quality were eventually selected as areas in 

which quality models could be adapted for use in security policy assessment.  The 

policy quality components developed (Chapter 4) were derived from these two areas 

in conjunction with data obtained from security expert contextual interviews and 

were aimed to be a comprehensive list of criteria able to capture all facets of 

security policy quality when evaluated by multiple constituencies. 

In the critique of security policy literature in Chapter 2 there are numerous 

references to the use of stakeholders with varying perspectives in the development 

of security policies for an organisation.  If the approach to evaluation is taken where 

both the development process and information security policy artefact are assessed, 

then it seems logical that these multiple perspectives are taken into account in the 
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quality assessment process.  As such, the inclusion of an approach allowing multiple 

stakeholder assessment of policy was required.  The multiple constituency approach 

was selected based on this requirement and is discussed in Section 2.2.  This 

approach was initially used by organisational theorists to assess the effectiveness of 

organisations (Cameron 1980; Connolly et al. 1980) and has since been used in 

areas such as DSS quality assessment (Maynard 1997) and in the assessment of 

on-line library services (Williamson et al. 2003).   

The multiple constituency types identified along with the policy quality components 

were combined to create a research model that could be used as a lens to 

investigate how stakeholders within organisations informally assess information 

security policy quality (see Section 4.6 for a summary of the Research Model). 

1.4. Research Question 

As stated earlier, this thesis describes the manner in which security policy quality 

can be assessed by multiple constituencies.  The research question on which the 

research is based is; 

How can multiple constituency quality assessment be used to improve 

strategic information security policy? 

In order to answer this question effectively the following sub questions will need to 

be addressed. 

i. What components are addressed by constituents to determine the 

quality of strategic information security policy? 

There is little guidance as to what attributes of a security policy make it a good (or 

bad) policy, with researchers instead indicating what should and shouldn’t be done 

in policy development to make it successful.  This research borrows from the areas 

of data quality and software quality to determine a set of quality components that 

could be used to assess information security policy quality.  These factors are then 

used in this research to develop a research model which is validated and refined 

using established, empirically based research methods.  As a result of the validation 

and refinement of the research model, a quality component model to be utilised in 

strategic security policy quality assessment will be developed. 
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ii. How do organisations assess the quality of strategic information 

security policy? 

There is little known about how organisations determine whether or not their security 

policy is of good quality, nor is it known which methods they use to develop their 

security policy.  Research suggests that one way to improve security policy 

development is to use a lifecycle approach (Rees and Bandyopadhyay 2000; Knapp 

et al. 2009), which is also mandated by the ISO26001 security standard (ISO/IEC 

2005a).  This research will investigate how organisations currently assess strategic 

information security policy quality and will provide insights as to how this can be 

improved.  Through conducting this research, insight into organisational security 

policy development methods will also be gained. 

iii. How can organisations improve strategic information security policy 

through multiple constituency involvement in quality assessment? 

Literature suggests that there should be a number of stakeholders involved in the 

development of security policy, but little information exists as to when they should be 

involved, what they examine when they are involved, and what they contribute to the 

quality of the policy.  This research will attempt to answer these questions. 

1.5. Understanding Key Terms 

The previous discussions draw on a historical perspective to show how information 

has become more important to organisations.  Yet, research shows some 

organisations still do not have valid techniques for ensuring that their information is 

secure (Biegelman and Bartow 2006).  Also, the chances for security breaches have 

increased through advances in technologies that, for instance, allow for mobile work 

essentially allowing an organisation’s information assets to exist outside the 

organisations boundaries.  Furthermore, a number of authors argue that to provide a 

better mechanism for securing an organisation’s information it is necessary for 

specific procedures, policies and strategies to be implemented (Dhillon 1997; Eloff 

and Eloff 2005; Knapp et al. 2009).  The discussion below defines the key concepts 

used when examining information security policy quality. 
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1.5.1. Policy 

Policy has been defined as “a definite course or method of action selected from 

among alternatives and in light of given conditions to guide and determine present 

and future decisions. A high-level overall plan embracing the general goals and 

acceptable procedures especially of a governmental body.” (Merriam-Webster 

2008).  From an organisational perspective, the definition of policy will be similar, but 

will have definite focus on the goals of the organisation.   

This study defines policy as “a written plan or set of statements designed to guide 

and manipulate behaviour within an organisation”.  A policy is therefore used to 

determine how to implement the strategies of the organisation in the short term, and 

ongoing.  This can be done at both the strategic and the operational level within the 

organisation. 

1.5.2. Strategic Information Security Policy 

There are many definitions of information security policy available in the literature 

(Abrams and Bailey 1995; Warman 1995; Guttman and Bagwill 1999; Kokolakis and 

Kiountouzis 2000; Karyda et al. 2005; Doherty et al. 2009).  It has been defined as 

how management decisions are implemented (Abrams and Bailey 1995), as “a 

standing plan that establishes general guidelines for decision making” (Warman 

1995, p. 470), acceptable standards of use (McMillan 1998), how to document 

computer security decisions (Guttman and Bagwill 1999) and as a plan or course of 

action designed to influence behaviour (Olson and Abrams 1995).   

Lengthier definitions are available from many authors.  Some of these are: 

“The set of laws, rules and practices that regulate how an organisation manages, 

protects and distributes resources to achieve specified security policy objectives.  

These laws, rules and practices must identify criteria for according individuals 

authority, and may specify conditions under which individuals are permitted to 

exercise their authority.  To be meaningful these laws, rules, and practices must 

provide individuals reasonable ability to determine whether their actions violate or 

comply with the policy.”   (Olson and Abrams 1995, p.161) 

 “Set of authoritative statements that determine the set of acceptable options in 

future selection processes.  So a policy may be formal as well as informal and the 
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level of abstraction would be high enough to cover a wide range of instances of 

selection process and low enough to keep the number of acceptable options 

(decisions) in each decision process minimum.”    

 (Kokolakis and Kiountouzis 2000, p. 269) 

“The information security policy is a high level document, which defines the 

organisation’s goals, intentions and priorities, with respect to the management of 

information security, as well as highlighting the roles, rights and responsibilities of 

individual members of staff, with the respect to the attainment of the security 

objectives” (Doherty et al. 2009, p. 450) 

This research concentrates on the strategic level of the organisation, examining the 

strategic information security policy quality.   This type of policy has a focus on the 

information of the organisation, rather than on any particular system, or security 

problem that the organisation may face and may concentrate on business continuity.  

It is often driven from the security mission statement (or security maxims) of the 

organisation, and is based on the security strategies of the organisation.  The critical 

aspect of this type of policy is keeping the organisation’s information secure, 

available and unadulterated, and ensuring that the business can continue in the 

event of security incidents.  In this research, the definition of strategic information 

security policy is based on the definition presented by Doherty (2006):  

The strategic information security policy is a high level document, which 

defines the organisation’s goals, intentions and priorities, with respect to the 

management of information security, as well as highlighting the roles, rights 

and responsibilities of individual members of staff, with the respect to the 

attainment of the security objectives. 

1.5.3. Quality 

In an organisational context, quality is a measure of how well an organisation 

performs based on a number of well known and identifiable criteria.  From the 

perspective of information security policy, quality focuses on how well the 

organisations information security policy is developed, implemented, and 

maintained.  To the author’s knowledge, there is little research on the assessment of 

security policy quality from either a process perspective, or from the end product 
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perspective, with the only mention of quality being from an auditing perspective (as 

discussed in Section 2.3.1.3).   

Quality can be assessed by either looking at the quality of the process (in a similar 

manner to how International Organisation for Standardization (ISO) certification is 

conducted) or to look at the end product and to assess its quality.  If the quality of 

the process approach is adopted, then an assumption is made that if the process 

has high quality then the end product has high quality, but this may not always be 

true.  To assess process, organisations need to be aware of what influences quality 

and have to understand the quality components.  Likewise, focusing purely on the 

security policy end product offers no insight as to how or why policies are defined, 

and organisations still have a need to understand the components of security policy 

quality.  This may be crucially important to the success of security management 

within the organisation.   

In information security policy development, an approach to address the quality of 

process could be for an organisation to adopt a lifecycle approach to security policy 

development.  These types of approaches are frequently mentioned in the literature 

(Bayuk 1996; Rees et al. 2003) and are mandated in the ISO/IEC 26001 security 

standards (Humphreys 2005; ISO/IEC 2005a).  A policy lifecycle approach allows 

organisations to have a well defined approach for the ongoing development, 

implementation and use of information security policy.   

This research aims to focus the quality assessment of information security policy on 

both the process and on the end product.  By doing this, and by using a multiple 

stakeholder perspective, the research aims to produce a comprehensive multiple 

constituency model of information security policy quality for the lifecycle of the 

security policy.   

1.6. Glossary 

Within this thesis a number of terms and acronyms are used as defined below: 

AS/NZS Australian Standards / New Zealand Standards 

ASX Australian Stock Exchange 

BS British Standards 

CEO Chief Executive Officer 
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CFO Chief Financial Officer 

CIO Chief Information Officer 

COO Chief Operating Officer 

CTCPEC Canadian Trusted Computer Product Evaluation Criteria 

CTO Chief Technical Officer 

DOS Disk Operating System 

DSS Decision Support Systems 

ECITS Evaluation Criteria for IT Security 

FBI Federal Bureau of Investigation  

HIPAA Health Insurance Portability and Accountability Act 

HR Human Resources 

HTML Hypertext Markup Language 

ICT Specialist Information Communications Technology Specialist 

IEC International Electrotechnical Commission 

IS Information Systems 

ISO International Organisation for Standardization 

IT Information Technology 

ITSEC Information Technology Security Evaluation Criteria 

LAN/WAN Local Area Network / Wide Area Network 

PDF Portable Document Format 

PFIRES Policy Framework for Interpreting Risk in E-Commerce Security 

Satellite Office An office of the organisation in an overseas location 

SME Small and Medium Enterprises 

TCSEC Trusted Computer System Evaluation Criteria 

USB Universal Serial Bus 

VP Vice President 

WWW World Wide Web 
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1.7. Research Scope 

As introduced in Section 1.1, there are different levels of security policy within 

organisations that are aimed at protecting information.  These policies range from 

Internet use policies to policies focusing on document confidentiality and through to 

strategic policies dealing with information security.  Many researchers treat these 

policies in the same manner and fail to differentiate between them effectively.  This 

research aims to deal exclusively with those policies designed at a strategic level to 

protect the organisations information assets. 

The focus of this research is on the quality of information security policies designed 

to aid the protection of the assets of the organisation, including physical assets, as 

well as information and knowledge that is pertinent to the organisation’s operation.   

This research aims to: 

i. Analyse security policy development methods 

ii. Produce a research model consisting of: 

a. A model of stakeholder types 

b. A model of generic policy steps  

c. A model of security policy quality components 

iii. Use contextual interviews to preliminarily validate and refine the research 

model 

iv. Undertake case study research to validate and refine research model  

v. Produce a strategic information security policy quality model consisting of: 

a. A model of stakeholder involvement in security policy quality 

assessment 

b. A model of quality factors and characteristics 

c. A model of security policy development 

1.8. Research Constraints 

In conducting this research there are a number of limitations that are anticipated.  

These are: 

i. In Australia, there seems to be a high degree of confidentiality when dealing 

with security policy within organisations.  This tends to be at the higher levels 

of the organisation, often within the public relations and legal areas, not with 
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the operational line managers (security managers etc).  As a result it may 

become difficult to obtain an organisation’s permission to conduct the 

research within the organisational setting.  Two organisations agreed to be 

involved with the in depth case studies, whilst a number of individuals within 

organisations agreed to be used as security experts in the contextual 

interviews during the research model formulation. 

ii. The case studies that will be conducted have an Australian focus and may 

not be generalisable to other countries.  Furthermore due to the difficulties in 

gaining access to organisations as discussed above it  may not be possible 

to investigate the impact of organisational size (either large or small) on the 

research model.  However it could be argued that the research model would 

still be applicable to large organisations, but would have limited utility within 

small organisations (much like international security standards). 

iii. The maturity of security policy development as compared to software 

development (from where the quality model is adapted) is lower, so some of 

the quality components may have more utility as the security policy 

development process within the organisation matures. 

iv. Whilst this research has a strategic policy focus, it is clear that within 

organisations there are many information security policies ranging from 

strategic to operational, and that stakeholders do not usually differentiate 

between these policies very well.  Whilst every effort in analysis will be made 

to focus on strategic policy it may be possible that some operational level 

factors are included due to the understanding of the individual stakeholders. 

1.9. Research Contribution 

As stated previously, little is known about security policy quality, from both a 

research and a practitioner perspective.  The aim of this research is to develop a 

validated multiple constituency model of information security policy quality.  This 

model can then be used to: 

i. identify when different stakeholders should be involved in the policy lifecycle  

ii. identify those quality components that are important to each different 

constituency group (and thereby showing the differences between 

stakeholders) 
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iii. show organisations what to include, or what to ignore based on their 

circumstances 

iv. show organisations the overlap (or lack thereof) between stakeholders 

Therefore the model can be used to assess the quality of security policy and to then 

help to improve the policy’s quality, using a multiple constituency perspective.  If the 

hypothesis that a higher quality security policy results in higher quality security is 

correct, then use of the model should help to not only improve security policy quality, 

but to improve the overall security of the organisation. 

The findings of this research should be beneficial for any organisation that has, or is 

planning to implement an information systems security policy.  Any improvement to 

an organisation's security policy quality by implication should also result in a tangible 

improvement in the security of information and systems.  This may in turn result in 

improved confidence for employees, customers and external bodies about the safety 

of the organisations information assets.  The addition of practical knowledge to the 

theoretical background and research should improve research and commercial 

practice in information system security policy development and quality assessment.  

An in-depth discussion of the research contribution can be found in Section 8.4 

This dissertation is a theory-building, exploratory research study.  Consequently it 

will contribute to the existing body of knowledge in information security policy 

development, and will, from a practical perspective, help organisations to build more 

effective information security policies.  A list of publications resulting from this 

research is shown in Appendix A. 

1.10. Outline of Thesis 

In addition to this introductory chapter, this thesis has 7 further chapters.   

Chapter 2 synthesizes the literature on Security, Security Policy and Quality and 

discusses the shortfalls of security research, in particular with respect to security 

policy.  

Chapter 3 explains the research design used in this research and provides 

justification for the research paradigm used. It also provides discussion about the 

mechanics of how the research design was used. 
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Chapter 4 uses the synthesised literature from Chapter 2 to develop a research 

model consisting of: 

i. a list of multiple constituent types 

ii. the policy quality components 

iii. the steps involved in the policy lifecycle 

During the process of developing the research model a number of contextual 

interviews were conducted to initially validate and refine the model. 

Chapter 5 presents the description and analysis of an in depth, unique case study of 

a medium retail organisation. 

Chapter 6 presents the description and analysis of an in depth, unique case study of 

a medium IT organisation. 

Chapter 7 presents the analysis of the case study results, with particular emphasis 

on the development of a final model for the assessment if strategic IS security policy 

quality. 

Chapter 8 summarises the arguments and findings of the research and draws 

conclusions and implications of this work.  It also discusses the limitations of this 

study and suggests future research directions. 



Chapter 2 

20 

CHAPTER 2.  
LITERATURE REVIEW 

2.1. Introduction 

Over the last decade, as information access has become easier, the importance of 

security within many organisations has increased significantly (Reinhold et al. 2009).  

Survey results show a consistent increase in organisational interest in security and 

on the importance of security measures (James and Coldwell 1993; Ernst and 

Young 1995; Davis 1996; Kearvell-White 1996; Ernst and Young 1997; Ernst and 

Young 2002; Price Waterhouse Coopers 2006; Ernst and Young 2007; Price 

Waterhouse Coopers 2007).  As more frequent security incidents are experienced, 

the need for organisations to become actively involved with securing and actively 

protecting their information from malicious and non-malicious acts is apparent (Jung, 

Han and Lee 2001; Liebermann 2001).  One method of helping to accomplish this is 

for organisations to develop a high quality strategic information security policy. 

Unfortunately, as discussed later in this chapter, there is little research in what 

makes a high quality information security policy, and whilst there are a number of 

differing guidelines given as to how to develop policy (Olson and Abrams 1995; 

Warman 1995; Bayuk 1996; Lichtenstein and Swatman 1997b; Rees et al. 2003; 

Kadam 2007), these are sometimes contradictory and seem incomplete.  

Additionally, an assumption is made in the security policy standards (Standards 

Australia 2006) that if the process of security policy development is of high quality, 

then subsequent security policy will also have high quality.  Unfortunately, there are 

no indications about how to assess the quality of the process, let alone the quality of 

the policy document artefact. 

This chapter contains two major sections.  The first section introduces the multiple 

constituency approach, an approach grounded in organisational behaviour for the 

assessment of organisational effectiveness.  This approach has also been 

successfully utilised in assessing the effectiveness in many areas such as 

healthcare (Poulton and West 2007), decision support systems (Maynard 1997) and 

on-line database adoption in public libraries (Williamson et al. 2003).  Essentially the 

approach states that to be able to successfully evaluate an artefact then all 
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members of the organisation that are influenced by the artefact should have a say in 

the evaluation.   

The second section presents a selective topic review of studies conducted on the 

various aspects of strategic information security policy.  There are a plethora of 

studies on security policy, but few studies recognise the difference between 

strategic and operational levels.  Rather than focusing on purely strategic literature, 

operational level research is also included as it was impossible to find enough 

information about strategic security policy in the literature and clear links between 

the two types of policy levels are evident.  This chapter also investigates various 

methods of quality measurement for fields such as public policy, software 

development and data quality.  This is required due to a paucity of research 

addressing quality in security policy.   

2.2. The Multiple Constituency Approach 

The multiple constituency approach is an approach developed in the organisational 

behaviour field to assess the effectiveness of organisations (Goodman and 

Pennings 1977; Connolly et al. 1980; Cameron and Whetten 1983; Zammuto 1984).  

The main premise behind this approach is the characterisation of organisations as 

being “intersections of multiple influence loops, each embracing a constituency 

biased toward the assessment of the organisations activities in terms of its own 

exchanged within the loop” (Connolly et al. 1980, , p 215).  The approach identifies 

that there will be different ideas about the effectiveness of the organisation, and 

rather than selecting an arbitrary effectiveness statement, this approach is designed 

to identify the perspectives of multiple constituencies and to develop effectiveness 

statements that consolidate these perspectives.  Thus, in a worst case scenario, 

each constituency should be at least minimally satisfied with the item being 

evaluated (Zammuto 1984).  

In the multiple constituency approach a constituency is defined as a sub-unit of the 

organisation: an individual or group that has an interest in (or stake in) the decisions 

or actions of the organisation (Goodman and Pennings 1977; Cameron 1980; 

Connolly et al. 1980).  The distinction is specifically made that a constituency could 

either be an individual or a group of individuals with the same stake in the 

organisation, and by implication the same needs from the organisation.  In this 
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research we refer to these individuals or groups of individuals as stakeholders, or 

constituencies.   

The issue with using a sub-unit or constituency is that there is some latitude for each 

group to set their own criteria of effectiveness which is bound within the organisation 

limits (Goodman and Pennings 1977).  Furthermore, Connolly (1980) suggests that 

individuals are involved with organisations for a variety of different reasons, and 

these reasons will be reflected in how those individuals perceive organisational 

effectiveness.  As such, it is evident that different constituencies use different sets of 

criteria to evaluate effectiveness, and where a common criterion is used it may have 

different importance to each stakeholder group. 

Before using the multiple-constituency approach is utilised within the organisation a 

number of issues need to be addressed.  Firstly, it is important to determine which 

constituent groups should be part of the study.  Secondly, the manner in which the 

multiple criteria for effectiveness developed by the different constituencies are used 

in the evaluation process must be decided. 

2.2.1. Identification of Constituent Groups 

As previously mentioned, a common definition of a constituency is an individual or 

group that has some stake in the organisation.  Thus, in a comprehensive quality 

assessment process all constituencies influenced by the product, system or 

organisation should be included to some extent in the evaluation process (Connolly 

et al. 1980).  This enables each stakeholder to be involved and may allow an 

evaluation that is not excessively biased by a single constituency (Connolly et al. 

1980).   

Identifying constituencies that should be involved in the evaluation process however 

may be difficult (Cameron and Whetten 1983).  Many diverse groups in the 

organisation, such as strategic units, suppliers, customers, system users, and 

environmental groups can each be thought of as a constituency; but which of these 

if any should be considered as ‘significant constituencies’?  It is also possible that a 

constituency may be overlooked as it was not viewed previously as important, or 

perhaps, was not recognised as a constituency (Cameron and Whetten 1983).  

Fortunately, unlike some techniques, the multiple-constituency approach recognises 

constituencies that are new, only important on occasions, or have ceased to be 
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important (Connolly et al. 1980).  So initially not considering a constituent group 

does not mean that it will not be utilised later in the evaluation.  Thus, the multiple 

constituency approach identifies changes within the organisation and can alter the 

constituencies involved with the evaluation process as required.  This enables 

continual, valid evaluation to take place over extensive time periods within the 

dynamic organisational environment (Connolly et al. 1980). 

2.2.2. Handling Multiple Sets of Effectiveness Criteria 

In an ideal situation, each constituency would have similar effectiveness criteria on 

which to base their assessment of the organisation, and would evaluate these 

criteria in a similar manner.  In practice however, due to the diverse backgrounds 

and requirements of the constituent groups, this is extremely unlikely.  The nature of 

a constituency, its requirements, goals and objectives, means that competing and 

potentially incompatible effectiveness criteria may occur across constituencies in the 

evaluation process (Zinn, Zalokowski and Hunter 2001).  In more traditional 

evaluation methods, these incompatibilities need to be resolved to enable 

successful evaluation.  With some applications of the multiple-constituency 

approach, however, the criteria of each constituency are used separately in the 

evaluation process, thus circumventing the need for compatible effectiveness criteria 

(Zammuto 1984).  Other applications of the multiple-constituency approach attempt 

to combine effectiveness criteria in some way.  There are four main stances 

discussed in multiple constituency evaluation research that are used to deal with this 

issue.  These are discussed below. 

2.2.2.1. The Power Stance 

The power stance relies on the concept of “dominance” within the organisation.  

There are two slightly differing perspectives on this given by researchers.  Pennings 

and Goodman (1977) use a concept of the “dominant coalition” to drive the 

consolidation of effectiveness criteria.  The dominant coalition comprises members 

from a cross-section of constituencies with differing and competing effectiveness 

expectations.  In this approach, constituencies develop their own sets of 

effectiveness criteria which are then presented for discussion and sanctioning to the 

dominant coalition.  The approach assumes that if the members of the dominant 

coalition can come to some agreement on effectiveness factors, then the other 

constituencies will be satisfied (Pennings and Goodman 1977).  The outcome of this 
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process then reflects the power that each representative has as those criteria likely 

selected will be pushed by those with the most power in the organisation (Hrebiniak 

1978).  Thus, less powerful groups in the organisation may not have an equal 

representation of criteria used in the effectiveness assessment process (Zammuto 

1984). 

The second perspective is even more explicit in the identification of the criteria from 

the perspective of power in the organisation.  Pfeffer and Salancik (1978) suggest 

that like in the relativistic and evolutionary stances discussed later, all constituencies 

should develop their own criteria and use these in the evaluation.  Where they 

depart however is in the treatment of the effectiveness outcomes.  They explicitly 

identify the most powerful organisational constituency, and then they ensure that the 

most powerful constituents have their concerns addressed before less powerful 

constituents.  By doing this it is argued that “the organisation retains access to the 

critical resources controlled by those constituencies” (Zammuto 1984).  From this 

perspective the most effective organisation is the one that satisfies the preferences 

of the “most important” constituencies (Zammuto 1984). 

2.2.2.2. The Social Justice Stance 

The social justice stance is described by Keeley (1978) who proposes that a single 

set of criteria be used in the evaluation and that this set of criteria is that of the least 

advantaged constituency.  This stance attempts to minimise the regret of the least 

advantaged participant.  Connolly (1980) points out that therefore effectiveness is 

treated in terms of the minimum point of the distribution of satisfaction amongst the 

constituencies.  This can also be thought of as a minimal satisfaction stance where 

each constituency is at least minimally satisfied.  Cameron and Whetten (1983, p. 

18) pursued this further, stating “...satisfactory effectiveness is better for the 

organisation than is maximum effectiveness on any one constituency’s criteria”.  

With this approach, conflicting criteria are identified, and a point on the criteria 

continuum identified where each constituency has not yet become dissatisfied.  At 

this point, each constituency is minimally satisfied.  For example, a constituency 

may have preferences at one end of the criteria continuum, while another 

constituency may have preferences at the opposite end.  At some point along this 

continuum (in an ideal situation this would be the midpoint) a point would exist 

where both constituencies are minimally satisfied.  This approach requires the 
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evaluator to act as a mediator to identify where each constituency is at least 

minimally satisfied and thus minimise conflict with criteria. 

2.2.2.3. The Evolutionary Stance 

The evolutionary stance is described by Zammuto (1982) who states that the criteria 

produced by constituents are insufficient for assessing effectiveness as they fail to 

reflect performance limits that the organisation may face.  The evolutionary stance 

also includes the dimension of time in evaluation, stating that effectiveness changes 

over time and this must also be considered in the evaluation (Zammuto 1984).  The 

focus is on how the diverse criteria used by the different constituencies can be 

satisfied in the long term.  So the evolutionary stance focuses on “the continual 

process of becoming effective rather than on being effective” (Zammuto 1984, p. 

608).  In essence, this means using the criteria sets developed by the multiple 

constituents in a continuing process of effectiveness assessment with the goal of 

improving effectiveness over time.  In practice, constituents would need to update 

their criteria sets and the evaluator would need to identify new or defunct constituent 

groups for this approach to be useful. 

2.2.2.4. The Relativistic Stance 

In the relativistic stance, Connolly (1980) argues that rather than attempting to 

combine the diverse and often incompatible criteria into one effectiveness measure, 

or selecting an arbitrary set of criteria (either from the most powerful or weakest 

constituency) that each constituency uses the criteria that it developed in the 

evaluation process.  This is similar to that discussed in the evolutionary stance.  

Essentially effectiveness is then measured using “a set of several (or many) 

statements, each reflecting the evaluative criteria applied by the various 

constituencies involved to a greater or lesser degree with the focal organisation” 

(Connolly et al. 1980, , p 213).  Using this approach, multiple outcomes of the 

evaluation are produced and with these outcomes it is up to the evaluator to form a 

judgement of the overall effectiveness of the organisation (Connolly et al. 1980).  

This enables a comprehensive evaluation of the organisations effectiveness, using 

multiple criteria sets by multiple constituencies.  As we require equal input from all 

constituents in the quality assessment process, the Relativistic stance seems to be 

the most suitable.   



Chapter 2 

26 

2.2.3. Use of the Multiple Constituency Approach in Information 
Security Policy Quality Assessment 

The multiple constituency approach to evaluation of effectiveness has been used 

successfully by many researchers to assess the effectiveness of various artefacts.  

For example, Williamson et al. (2003) used the concept of multiple constituencies to 

evaluate the on-line library resources, Maynard (1997) used multiple constituencies 

in an approach to evaluate the success of Decision Support Systems (DSS) 

systems, and Zinn et al. (2001) use multiple constituencies in the evaluation of 

laboratory management performance.  The first two of these studies uses multiple 

constituencies to successfully carry out evaluation on a specific artefact (on-line 

library resources, and a DSS respectively), rather than focusing on the effectiveness 

of a non specific artefact (such as an organisation).  This enabled the assessment of 

success or quality of an artefact with the aim of gaining comprehensive knowledge 

about its effectiveness using different stakeholder perspectives, whilst also using the 

relativistic stance as discussed above.   

In terms of strategic security policy quality assessment, it seems logical that the 

perspectives of each of the stakeholder groups should be considered so that the 

views of each are taken into account.  As such in this research the relativistic stance 

will be utilised.  In this research, as discussed further in Chapter 4, the focus is on 

what criteria are being used by constituent groups to assess the quality of security 

policy.  Through identifying both the constituent groups and their evaluative criteria 

this research will produce a multiple constituency model of strategic information 

security policy quality. 

2.3. Quality in Security Policy Research 

Figure 2.1 on page 27 shows the structure of the main issues discussed in this 

section.  The organisation of this section is as follows: security policy quality and 

related issues are discussed, then policy development and organisational security 

are examined and finally initial ideas for the improvement of current strategic 

security policy practice are presented. 
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Figure 2.1: Structure of Section on Quality in Security Policy Research 

The remainder of this section will explore each of these areas in detail and will 

introduce relevant reference disciplines.   

2.3.1. Security Policy Quality 

The concept of quality in security is only discussed briefly in research and to the 

author’s knowledge no research has been conducted on the impact of security 

policy quality on security in an organisation, or on the security policy lifecycle.  

Where the concept of security policy quality is discussed, it is only done so 

superficially as part of a general security audit (Kapp 2000; Whitman et al. 2001; 

Hayes 2003).  The security audit essentially looks at the implementation of security 

within the organisation, but may not concentrate on determining if the security policy 

is of high quality.  Security audits will be discussed in more detail later in Section 

2.3.1.3. 

There are a number of statements made by researchers concerning the success of 

a security policy (Warman 1995; McMillan 1998; Guttman and Bagwill 1999; Kadam 

2007).  A selection of research which is typical of security policy development 

research is summarized in Table 2.1.  These statements essentially deal with policy 
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development (in italics) and building the culture of security within the organisation 

(underlined).   

Table 2.1: Summary of “Good” security policy practices 

Author “Good” Policy Practice 

(Warman 1995) A security policy must identify responsibility (Strategic / Operational) 
A security policy must reflect how the organisation deals with security issues 
(Strategic / Operational) 
A security policy must be termed using non-technical jargon and be easy to 
read (Strategic / Operational) 

(McMillan 1998) A security policy must be shown to have full management support and be 
driven by management (General Culture) 
A security policy must be termed using non-technical jargon and be easy to 
read (Strategic / Operational) 
A security policy must be a living document (Operational) 
A security policy is organisationally dependent (Strategic / Operational) 
A security policy should only set out principles (Strategic) 

(Guttman and Bagwill 
1999) 

A Security policy must be communicated well (Operational) 
A security policy must be shown to have full management support and be 
driven by management  (General Culture) 
A security policy must be consistent with other policies (Strategic / 
Operational) 

(Leinfuss 1996) A security policy will only be useful if people are aware of it and are educated 
about security (General Culture) 
A security policy must be documented, rather than not being put on paper 
(General Culture) 
A security policy must be enforced (Operational) 

(State of Oregon 1998) A security policy must be created by multiple people a staged implementation 
(Strategic / Operational) 
A security policy must be shown to have full management support and be 
driven by management 

(Whitman 2004) Outline individual responsibilities (Strategic / Operational) 
Define authorised and unauthorised uses of the systems(Strategic / 
Operational) 
Provide venues for employee reporting of identified or suspected threats to 
the system(Strategic / Operational) 
Define penalties for violations(Strategic / Operational) 
Provide a mechanism for updating the policy(Strategic) 

 

Many of these statements are made with an operational, rather than strategic 

outlook.  They focus on how to develop the security policy, rather than on assuring 

the quality of the developed security policy.  They assume that the quality of the 
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policy will be high if these practices are followed.  All of the practices state what 

needs to be accomplished, with little or no information provided about how to go 

about the implementation of the practice.  This, as Karyda et al. (2005) suggests is 

fairly typical in security policy research. 

Whilst stakeholders are often mentioned in security policy development (Baskerville 

1988b; Warman 1992; Swanson 1998a; Dhillon and Torkzadeh 2001), little is known 

about the impact that stakeholders have on the security policy development process 

or on assessment of the quality of security policy.  Additionally, information security 

policies often mandate concepts and processes that contradict how individuals 

perform their work duties.  As such, they fail to become part of the employees 

cognitive makeup and may fall into disuse as a result (Kabay 1994).  When 

designing policies it is important to consider how to teach people the learned 

behaviour of obeying the policy (Kabay 1994; Control Data 1999).  Whilst, the focus 

of Kabay’s (1994) research is on operational level polices, it is logical that this may 

also be applied to strategic policies, and organisations need to take this into account 

when strategic policies are developed.   

Like Kabay (1994), Control Data (1999) state that a natural weakness in security 

policy is that it is a barrier to progress, since it slows things down.  This view is 

shared by other researchers who suggest that a balance between security and 

convenience is required (Computer Technology Research Corporation 1998; Karyda 

et al. 2005), and that policy is more likely to be adopted when it is aligned to the 

constituents professional goals (Kabay 1994; Karyda et al. 2005).  At the strategic 

level it is important for organisations to protect their information, whilst still being 

able to conduct day to day business.  Strategic policies that are put into place 

should ensure this is to happen to help the policies to be effective. 

The following sections look at other areas in which quality is assessed including: 

public policy quality, the methods of evaluation used to ensure the quality of 

Information Systems products from a security perspective, and using security audit 

as a way of improving quality. 

2.3.1.1. Public Policy Quality 

One area in which policy has undergone research and evaluation is in public policy, 

though as Nagel (1983a, p. 89) points out “Although a number of applications of 
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policy evaluation methods have been and can be given, the field is still almost virgin 

territory”.  Public policy deals exclusively with governmental policies aimed at non-

commercial goals such as improving infrastructure and standards of living..  The 

main aim of public policy evaluation is to select from various alternate public policies 

to maximise benefits and minimise costs whilst achieving the set goals of the 

policies in question (Rein 1983; Nagel 1988, Ch. 1).  This presents some difficulties 

however, as there are often competing goals, with many differing interest groups all 

vying for their “policy” selection to be implemented, which makes it hard to assess 

policies objectively (Jones and Matthes 1983).  This concept of constituent groups 

each having their own agendas and priorities for the policy has already been 

discussed in Section 2.2, and is further expanded upon in Chapter 4. 

Public policy focuses on issues such as efficiency, effectiveness, cost saving, 

equity, scope, rate of return and public participation to evaluate the policies (Nagel 

1983a).  Nagel (1983a) suggests that to evaluate the issues previously mentioned 

there are five main approaches taken: Benefit-cost analysis, decision theory, 

optimum level analysis, allocation theory and time optimisation models.  These 

methods indicate that rather than assessing a particular implemented policy the 

focus is more about deciding which policy should be selected for implementation. 

This is made even clearer once the benefits for policy assessment are identified.  

Nagel (1983a) states that the benefits of evaluating public policy are that more 

effective and efficient decisions are made, better insights are acquired into the 

policies and into the issues, better understanding of the costs and benefits of each 

of the policies are gained which allows prediction of policy implementation and a 

better understanding of why decisions differ from the optimal decision.  Each of 

these benefits is focused more on decision theory – deciding the best policy for 

implementation. 

This field combines the concept of quality with the process of evaluation and is a 

selection of policy process, rather than an assessment of a particular policy.  As 

such, whilst some of the methods and ideas may be useful in security policy quality 

assessment, the evaluative nature means that not all techniques are useful in the 

context of this research project. 
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2.3.1.2. Security Evaluation of Information Systems  

The first concept of security evaluation originates in the US Department of Defence 

with the Trusted Computer System Evaluation Criteria (TCSEC) or the Orange Book 

published in 1985 (US Department of Defence 1995).  This was the baseline for 

security evaluation certainly in “high risk” government institutions, but also in some 

commercial situations.  Since the publication of these criteria, significant changes to 

the computing industry have taken place and many attempts at developing a 

standard form for security evaluation have been made.   

In 1991 the European standard for evaluation: Information Technology Security 

Evaluation Criteria (ITSEC) was developed by France, the United Kingdom, the 

Netherlands and Germany (Nash, Brewer, Chorley, Lampard and Williams 1991).  

Also in 1991, ISO/SC27 WG3 began work on evaluation criteria to be used in quality 

assurance of products producing ISO-ECITS (ISO/IEC 1995).  The Canadian 

evaluation effort began in 1993 with the Canadian Trusted Computer Product 

Evaluation Criteria CTCPEC (Canadian System Security Centre 1993) as did the 

new US standard FC-ITS), aimed at updating the TCSEC standard (NIST/NSA 

1993).  This effort was shelved, as researchers started a cooperative effort between 

the United States, Canada, France, Germany, the Netherlands and the United 

Kingdom to develop a set of Common Criteria (CC)  for Information Technology 

Security Evaluation CC (Overbeek 1995). 

The CC approach attempts to combine the best aspects of both TCSEC and ITSEC 

to try to ease the mutual recognition of evaluation results between nations.  It is an 

attempt at a set of “harmonised” evaluation criteria whose aim is to be accepted 

globally, enabling a single evaluation of a product, rather than one for each region.  

The CC approach focus is on the evaluation of software, hardware, firmware, 

systems and stand alone products from a security perspective.  Essentially a 

number of security requirements are provided, a protection profile is developed and 

a security target is produced.  The product being evaluated is then tested using the 

security target and protection profile to determine if the security requirements are 

met. 

Many of the security evaluation processes all have several things in common.  

Firstly they not only focus on the evaluation of finished products, but also on the 

development process, to attempt to see if systems are secure.  Further, many of 
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these product evaluation methods tend to have a military focus, which may not be 

appropriate for commercial use.  Lipner (1991) suggests that there should be a 

distinction made between systems that have a military focus verses those that are 

commercially oriented.   

Also, these methods have a distinctly technical approach to the evaluation process, 

rather than a more management oriented approach.  As such, they have a narrow 

focus on the product and its development process, rather than on the whole 

environment in which that product will be implemented. So even if the product has a 

high security standard, it may be implemented in an organisation with a security 

policy that is substandard, incorrectly implemented, or even missing which would 

result in sub-standard security being implemented.  A more comprehensive 

approach that is more strategically focused may be better suited.  From these initial 

security product evaluation efforts, standards for security have been developed. 

2.3.1.2.1. Standards for Security 

From the initial efforts at operational type product security evaluation, a number of 

standards for security management including ISO 17799, BS 7799, AS/NZS 

17799:2001 (Standards Australia 2001a), AS/NZS 27001/2:2006 (Standards 

Australia 2006) have been produced at the strategic level. The focus of these 

standards is on the organisational implementation of security rather than on 

products.  They provide guidance for the management of security within an 

organisation and focus on security in terms of confidentiality, integrity and availability 

(Daughtrey 2001).  Barnard and von Solms (2000) state that the standards define a 

baseline approach to information security and suggest controls that provide an 

adequate level of information security in organisations.  They provide “best practice” 

advice to organisations about what to do about information security management 

evaluation, but do not tell the organisation how to go about it. 

One of the advantages of these standards is that they bring together both the 

technical and managerial aspects of security at a more strategic level within the 

organisation.  In addition, organisations that comply with the standards can be 

certified as “quality” security organisations (Det Norske Veritas).  The standards are 

very popular in the United Kingdom and have been used as a contractual basis 

between organisations for several years (National State Auditors Association and U. 

S. General Accounting Office 2001; Department of Trade and Industry (UK) 2002).  
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They are gaining popularity in other countries such as the US, Canada and Australia 

since the ISO and AS/NZS standards were released in 2000 (Ernst and Young 

2006). 

Whilst global awareness of the standards has dramatically grown, the adherence 

and uptake may not be not be so widespread.  For instance, in the United Kingdom 

where the BS 7799 standard has been in use in its revised form since 1999, many 

organisations, whilst being aware of the standard, are unable to state what it covers.  

“Whilst BS 7799 has become the international standard of security, only 15% of 

people responsible for IT security in the UK are aware of its contents” (Department 

of Trade and Industry (UK) 2002).  Whilst there is no information regarding similar 

experiences with the ISO 17799 or AS/NZS 17799:2001 standards, nor the ISO/IEC 

27001/2 standards, anecdotal evidence seems to suggest that the findings of the 

United Kingdom survey would be comparable internationally. 

The standards in themselves are simply a set of guidelines aimed at helping 

organisations set up their security based on their risk level.  Whilst they do this 

successfully, and in the case of ISO/IEC 27001 (ISO/IEC 2005a) suggest a lifecycle 

“process” for security policy development, they do not concentrate in any way on 

improving quality of the implementation, assuming that if the lifecycle is followed that 

quality will be improved.  Furthermore, as Siponen and Willison (2009, p. 270) point 

out, “the mere existence of security practice does not guarantee their quality in 

practice”.  Yet, there are no implicit or explicit measures of quality measurement for 

assessing how the standards are followed, let alone how to measure the quality of 

the end product.  Nevertheless, through implementing the standards, the quality of 

process is improved over the ad hoc implementation of security controls.  

Unfortunately, from a quality of security policy perspective, simply using the process 

as directed in these standards does not enable any quality assurance of the end 

product.   

2.3.1.3. The Security Audit 

Unfortunately, there are many different connotations when the term security audit is 

used, depending on the background of the organisation and of the personnel 

conducting the audit.  One common way at looking at the security audit is to 

essentially evaluate the security within the organisation (Bitton 2002).  Security 

audits have been defined as simply penetration testing (Baharin, Din, Jamaludin and 
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Tahir 2003), as the analysis of log records to present information about the system 

in a clear and understandable manner (Bishop 2003a), and as a formal process that 

aims to detect and highlight any problem areas within the IT infrastructure and staff 

behaviours (Kapp 2000).  For the purposes of this research, the definition of a 

security audit is best given by the more holistic approaches such as that employed 

by Kapp (2000), Hayes (2003) and Whitman, Townsend and Aalberts (2001).  

Furthermore, consulting firms also have particular emphases on differing areas of 

security audit.  For instance Shake Communications Pty Ltd (2003)  focus on the 

appraisal of the security of LAN/WAN, servers and workstations, as well as the 

physical security of computer rooms.  Other consultants focus more holistically such 

as Pinkerton Consulting and Investigations (2003) who assess security based on the 

following areas:  

 Access Control 

 Disposal of Waste 

 High Value Asset 
Security 

 Adequacy of Written 
Security Procedures and 
Instructions 

 Goods Receipt & 
Despatch Procedures 

 Emergency Procedures 

 Security 

 Receipt of Mail 

 Alarm Systems 

 Perimeter Protection 

 Incident Reporting and 
Investigation 

 Control of Contractors, 
Visitors and Vehicles on 
Site 

 Reception and Security 
Staff Duties 

 Security Responsibilities 
& Organisation 

 Transport Security 

 Risk Assessment 

 Security Awareness 

 Security of Restricted 
Areas 

 Key Control, Office 
Security and Clear Desk 
Policies 

 Staff Selection and 
Vetting Procedures 

 Storage and Production 
Line CCTV Systems 

 Workplace Violence 

 

A common factor of both these consultant approaches is their lack of focus on the 

security policy.  Fortunately, this is not always the case and some consultants for 

example OLOSEC Network Security Solutions (2002) do have a more policy 

focused approach. 

Based on these foci it can be seen that security audits allow for the examination of 

how secure a site is in a fair and measurable manner.  Unfortunately though, as 

McCollum (2002)  suggests, good security auditing is hard to conduct in many 

organisations due to the lack of qualified people, lack of skills and lack of training 

available to those required to conduct audits. Perhaps this is why in some 

publications there is negativity over the perceived lack of professionalism by some 
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security consultants overstating their experience with security and security auditing 

(Gray 2003). 

The majority of holistic approaches described focus on the security policy and using 

that policy on which to base the audit of information security (Baharin et al. 2003; 

Morrell 2003).  A holistic security audit assesses the organisation’s security policy 

and provides an analysis of the implementation of that policy within the context of 

the organisations structure, objectives and activities (Hayes 2003).  This process 

should build on past audits and should attempt to redefine policy where necessary 

and to correct any deficiencies discovered.  However, some authors observe that 

when these approaches are used, the policy sometimes tends to be ignored (Hardie 

2003; Pinkerton Consulting and Investigations 2003).  Reasons for this include that 

the organisation simply does not have a policy, or the consultants or approach being 

used to conduct the audit simply does not take policy into consideration (Hardie 

2003; Pinkerton Consulting and Investigations 2003). 

In general where security policy is considered in the holistic approaches there is a 

common set of steps conducted.  These steps are shown in Table 2.2 (Kapp 2000; 

Whitman et al. 2001; OLOSEC Network Security Solutions 2002; Treasury Board of 

Canada 2002; Hayes 2003). 

Table 2.2: Audit Steps 

Stage Activities 

Initial Design of Audit Review past results of audits, conduct a site survey, conduct a survey of 
personnel about policy, review past incidents, determine scope and 
development of plan, focus on the depth and angle of attack of audit, Select 
appropriate tools for audit tasks 

Look at policy as a basis for audit, 

 Treat the policy as a threat and critically analyse it. 

 is everything covered,? 
is it well written? 
is it easy to understand? 
is it complete? 

Conducting Audit Interview staff, conduct a vulnerability assessment, conduct an operating 
system and application assessment, complete access control testing, look 
outside the square for other things not originally anticipated 

Briefing Write up audit report, brief key people about the audit findings 

Follow up  
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In practice, from an information security policy perspective where audit is used to 

assess security policy, it either examines the quality of the implementation of 

security policy, or at the assessment of quality in terms of completeness, 

implementation, enforcement and understandability based on a standard (Kapp 

2000; Whitman et al. 2001; OLOSEC Network Security Solutions 2002; Hayes 

2003).  However, in many cases this may not be comprehensive enough to assess 

quality, as there are many other issues that should be considered including: 

responsibilities of employees, link between risk and policy, and different 

perspectives on policy within the organisation to name a few. 

2.3.2. Security Policy Development and Issues 

Many organisations are only recently, and slowly, realizing the importance of 

information within their organisation and, as a consequence, are still coming to the 

realization of the need to have a policy to protect it (Rotvold 2008).  Whilst there 

have been a number of studies conducted on general security policy development 

(Bayuk 1996; Lichtenstein and Swatman 1997a; Woodward 2000; Fulford and 

Doherty 2003; Rees et al. 2003; Kadam 2007; Doherty et al. 2009; Knapp et al. 

2009) the focus is on creating policies and not necessarily on the actual 

implementation, maintenance and enforcement of a policy.  Furthermore, many of 

the research outcomes presented tell organisations what to do, rather than show 

them how to do it (Siponen and Iivari 2006).  Little descriptive research exists as to 

how and why security policies have been developed.   

The lack of practical involvement in earlier research may be a function of 

organisations not wanting to share information about their security processes and 

therefore not allowing research to take place into the development and 

implementation lifecycle of security policies within an organisation.  Notably, Doherty 

et al. (2009) and Knapp et al. (2009) are exceptions to this as they perform empirical 

research within organisations.  This may indicate that organisations are becoming 

more willing to provide data regarding their security policies. 

Most of the research on security policy development is still purely theoretical and 

few concepts have been empirically tested within organisations.  Warman (1992) 

studied security policy practice in industry during 1991 and again in 1994/5 

(Warman 1995).  Warman’s findings show that state of the art in organisations 

contradicts many of the concepts discussed by previous researchers.  Contrary to 
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the popular literature, Warman found that policy development is taking place at low 

levels of the organisation with low involvement of managers and of users, with IT 

staff being the major authors.  Interestingly, while the involvement of end users was 

low, the results of the survey show that their views were highly important (Warman 

1995).  Warman also found that the driving factor of many organisations was 

publicity, rather than consultants or research, stating that publicity was the main 

influence on security policy.  Once again many of these findings are for policies at 

the operational level, rather than at the strategic level.  As such, Warman’s (1995) 

finding about policy development at low levels of the organisation is not so 

surprising.  For strategic policy however, it would be reasonable to assume that 

development would occur at higher levels in the organisation, and there are strong 

indications that this is occurring in some organisations (Fulford and Doherty 2003; 

Rees et al. 2003).  

There is common agreement between researchers that a security policy should be a 

living document (Bayuk 1996; McMillan 1998; Hone and Eloff 2002b; Hayes 2003).  

This means that a security policy should not just sit on a shelf unused in an 

organisation.  It should be seen as being used on a day to day basis within 

organisations and should be kept up to date.  Further, McMillan (1998) sees a policy 

as a document that should be designed as a “long-term reference document” so that 

minimal changes are required over time.  This may be appropriate for strategic level 

policies, but may not be as appropriate for detailed policy reference documents at 

the operational level as frequent changes are often required due to changes in 

technologies, new threats, or to changes in the organisation. 

The focus on prescribing how to develop security policy, especially without much 

cross-fertilization of ideas amongst researchers, results in a number of methods 

being suggested about how to write a security policy (Bayuk 1996; CSE - Canadian 

Government Report 1996; State of Oregon 1998; Woodward 2000; NET IQ 2001; 

Rees et al. 2003; Wood 2005; Knapp et al. 2009).  Some of these methods show 

little evidence of testing or use in practice (State of Oregon 1998; DTI 1999; 

Woodward 2000).  Warman (1995, p. 475), one of the few researchers actively 

investigating security policy in practice, states that there is a discrepancy between 

theory and practice and that “Conventional perceptions and determination of ‘best 

practice’ in information systems security within the organisation must be 

challenged”.  Recently, there are studies being conducted that empirically 
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investigate security policy within organisations.  Doherty et al. (2009) empirically 

investigated the structure and content of security policies within universities, but as 

they conducted a survey of available security policies within organisations no data 

was available about development.  Knapp et al. (2009) also empirically investigate 

security policy within organisations to develop an information security process 

model. 

2.3.2.1. Security Policy Development Methods 

In this section a number of approaches for the development of information security 

policies will be described.  The initial approach introduced is one that is suspected to 

occur regularly in organisations, but is not represented well in research (Tudor 

2001).  The two further approaches presented are more frequently identified in the 

literature: the authoritative policy approach (Wood 1999; NET IQ 2001; Wood 2005) 

and the policy lifecycle approach (Bayuk 1996; Rees and Bandyopadhyay 2000; 

Rees et al. 2003).  Each of these approaches will be described in the following 

sections. 

2.3.2.1.1. The Template Approach 

One of the earliest methods being used by organisations for security development is 

to produce a security policy using a security policy template.  This template may be 

provided by colleagues working at other organisations, or from a set of templates 

developed by researchers (Tudor 2001).  The template is utilised by an organisation 

and is modified as required.  This method of security policy development is the least 

costly of the methods discussed, although it is not often discussed in the literature.  

It is apparent from gathering publically available security policies from the internet 

especially from small to medium sized organisations1, where neither expertise nor 

money is available for security policy development, that this approach may have 

been used extensively, as there are often remarkably similar structures and 

terminologies used.  In recent research, Hu, Hart and Cooke (2007) found that whilst 

colleagues discuss security practices and procedures, there was no evidence that 

these security practices and procedures were being blatantly copied.   

Unfortunately, there are inherent problems in this method, depending on how it was 

conducted. If the approach used was purely a “cut and paste” approach without 

                                                 
1 162 publically available policies were accessed via the internet in 2002. 
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reference to the risks apparent for a particular organisation (ie using the template 

without change) then there is no guarantee that the policy produced will be effective 

for the organisation as it is not tailored to the organisation’s characteristics 

(Whitman, Townsend and Aalberts 1999; Baumer, Earp and Payton 2000; Hone and 

Eloff 2002b).  If however, the approach used was to identify the risks facing the 

organisation and to then to modify the template, then a more organisational focused 

policy will be produced.  Tudor (2001) suggests that organisations that currently do 

not have a policy should use this method, and to tailor the template to the 

organisations requirements.  Using the template approach in this way will make the 

approach more effective as it will cater to the risks of the organisation. 

This approach will be an effective and cheap method of development, if the sources 

of the policy templates are effective policies, and that the statements themselves are 

of a high quality.  If this is not the case, then the policy developed may not be of high 

quality and may not be appropriate for organisational use.  The approach would be 

fairly useful for operational level security policy development, such as acceptable 

use policies, as these policies are often readily available publicly.  However for 

strategic policies the approach may not be so appropriate due to less availability of 

strategic policies and templates in the public forum.   

2.3.2.1.2. The Authoritative Policy Statement Approach 

The second method identified is a formalization of the first method discussed.  It 

uses a set of pre-written authoritative policy statements that are purchased from an 

organisation that specializes in security (Solsource 1998; NET IQ 2001).  A selection 

of these statements is put together to produce a workable policy.  The major 

difference in this method from the template method is that the process of policy 

development is more formalised, and the authoritative policy statements are of a 

higher quality (Wood 1999). 

Wood (2005) suggests that to develop a security policy using this approach that first 

the organisation must determine the areas of risk within the organisation, and then 

the selection of policy statements from the list of pre-written statements about each 

particular risk should be made.  This is done in a similar manner to piecing together 

a jigsaw.  Often a sample policy is shown to give some sort of idea what a 

completed policy should look like.  This method is a fairly inexpensive way an 

organisation can go about producing a policy (Wood 2005).  All the organisation 

needs to do is to purchase a document outlining the policy statements with 
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directions on how to use them.  Alternatively, a company representative can be 

hired to tailor the policy statements for the organisation, producing a tailored security 

policy (NET IQ 2001). 

NET IQ (2001), a company specialising in security policy development, uses this 

approach and sells a document (Wood 1999) that has 1000+ precise security policy 

statements that you can select from to make a policy.  A report compiled for the 

Canadian Government suggests that this approach would be appropriate, with some 

changes, for adoption within government departments.  The report states that the 

“breadth of coverage [of NET IQ’s product] is comprehensive” (CSE - Canadian 

Government Report 1996).  All major areas of security policy are covered and the 

scope, according to the report, is similar to current Government security policy.  

Further, the report suggests that the benefits of this method lie in its ease of use, 

and comprehensiveness. 

The approach adopted by NET IQ categorises the audience for each policy 

statement, so that the particular policy statement selected is tailored for the 

particular audience.  Policy statements are further categorised based on the 

environment risk in which the policy will be implemented.  So a high-risk situation 

has a set of policy statements specifically worded for “high risk” environments.  The 

approach is complete for a high level set of system security policy statements.  

However, according to the Canadian Government report, it is not valid for lower level 

policies and does not address the maintainability or enforcement of the policy (CSE 

- Canadian Government Report 1996). 

One problem with this approach is that it mixes strategic and operational policy 

statements and attempts to place all policy statements into a single overarching 

policy.  This may have the affect of confusing staff within the organisation, making it 

difficult to maintain and to enforce the policy.   

Other companies offer similar approaches to that provided by NET IQ (2001).  For 

instance, Solsource (1998) sells generic policies and will, for a fee, tailor their policy 

based on a site visit by the company.  This is typical of vendors who are selling their 

services as information security consultants.  It is, however, not the only approach. 



 Chapter 2 

41 

2.3.2.1.3. The Process Oriented Approaches 

The final approaches of security policy development discussed are process-oriented 

methods.  These approaches are the most written about of the considered 

approaches (Bayuk 1996; Rees and Bandyopadhyay 2000; Rees et al. 2003; Knapp 

et al. 2009), and may be the most costly of the three methods discussed.  

Consequently, they may only be useful in medium to large organisations.  In part, 

the cost is a function of the comprehensiveness of these methods as they involve 

the development, implementation and ongoing maintenance of the security policy 

within the organisation.  This type of approach, as well as being useful for in-house 

development of security policies, may also be used when the security policy 

development is outsourced (Anderson Consulting 1999).  Using this method, the 

security policy produced is tailored specifically for the organisation and will probably 

be less than useful to any other organisation.  These methods are distinguished by 

their orientation around a policy development process, which never really finishes as 

it has an iterative nature: an information security policy lifecycle.  There are several 

versions of a process of security policy development that are examined in the 

following discussion.  Each of these should be relevant for both operational level 

and strategic level security policy. 

There are a number of different methods that use a process oriented approach to 

security policy development (Computer Technology Research Corporation 1998; 

State of Oregon 1998; DTI 1999; Woodward 2000; Wahsheh and Alves-Floss 2008).  

The level of detail and completeness of these approaches varies dramatically.  As 

described later in this section, there are some well described approaches (Bayuk 

1996; Control Data 1999; Rees et al. 2003; Knapp et al. 2009) and others that are 

less-well described (State of Oregon 1998; Woodward 2000; Wahsheh and Alves-

Floss 2008).  There are many of these less-well described approaches, some of 

which are shown in Table 2.3.  Each of these approaches has many common 

factors.   
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As can be seen from the Table 2.3, each of the authors offers similar basic steps 

shown in bold for the development of a security policy document.  Individual authors 

also include specific details dependant on the researcher’s audience and purpose.  

Only the methods proposed by Woodward (2000), DTI (1999) and Wahsheh et al. 

(2008) suggest a monitoring and feedback loop.  DTI (1999) does not formally 

include this as part of the policy method, but includes it as part of developing 

security for an organisation.   

In each of the methods there is some sort of assessment of what needs to be 

protected, before the development of policy statements takes place.  All methods 

except for Computer Technology Research Corporation (1998) suggest that 

management support and agreement of the policy must take place.  With the 

method proposed by the State of Oregon (1998) this is done intrinsically as 

management are involved with the development process.  Finally, the policy is 

deployed within the organisation and a number of tasks, depending on the method 

used, are carried out.  These include gaining user acceptance of the policy, user 

training, and maintaining the policy. 

As mentioned there are also several well described and more complete process 

oriented approaches (Bayuk 1996; Control Data 1999; Rees et al. 2003; Knapp et 

al. 2009).  Bayuk (1996) proposes a process for the development of the security 

policy (see Figure 2.2).  Essentially the process progresses from the identification of 

what to secure, through a series of prototype documents, to producing a draft policy.  

Then the policy is approved and published; from this point the process repeats itself 

as the policy is continuously updated.   

Missing in this process as described by Bayuk (1996) is a feedback loop to the start 

of the complete process, i.e. the process never returns to the asset identification 

stage where new assets and threats may be identified.  The approach also does not 

specifically identify that risk assessment should take place in the initial stages, and it 

does not state how all of this should be accomplished in an organisation. 

Another example of a process of security policy development is presented by 

Control Data (1999).  They use a three phase process: Policy, Enforcement, and 

Assurance in the development of a security policy.  With this method, the 

development of the policy, including identifying the threats and risks, is done in the 

policy stage.  This stage also focuses on training and development of a method to 
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collect the information used later to test the policy.  Enforcement focuses on the 

action of a security policy.  This is where the policy is in use and is constantly 

monitored and tested within the organisation’s day-to-day activities.  In this phase 

the security policy is essentially tested.  The Assurance phase is where the policy 

and strategy effectiveness are tested.  Additional factors about the success or failure 

of the policy arise and are fed back to the policy stage.  With this particular process 

some documentation takes place that allows some indication of why things were 

done in a particular manner, and may enable an audit trail. 

 

Figure 2.2: A Process of Policy Development Bayuk (1996) 
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A more recent example of a process type approach is the PFIRES model for the 

development of E-Commerce security policies and refined later for the development 

of more general security policies as shown in Figure 2.3 (Anderson Consulting 1999; 

Rees and Bandyopadhyay 2000; Rees et al. 2003).  This approach is a more 

formalized process-oriented method and has a formal focus on the security policy 

development lifecycle.   

 

Figure 2.3: PFIRES Life Cycle Model Rees and Bandyopadhyay (2003) 

This method mimics a combination of the System Development Lifecycle approach 

and the new product development lifecycle.  It has four phases:  

Assess - The assess phase is initiated when it is decided that a review to policy 

takes place, either as part of the lifecycle or on initiation of the project.  The concept 

is to assess change against the existing policy and organisational environment.  

This phase has two steps: the policy assessment and the risk assessment. 
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Plan - The Plan phase takes the proposed changes from the Assess phase and 

prepares for their implementation.  The steps of policy development and 

requirements definition (for the security architecture) are completed. 

Deliver - The deliver phase carries out the implementation based on the planning 

phase.  It does this through two steps, the definition of the controls required and 

then the implementation of these controls. 

Operate - This final phase of the process is concerned with monitoring the 

implemented controls, controlling incidents as required.  It also monitors trends in 

the organisation and technology, with the aim of identifying issues that may 

necessitate updates to the policy. 

The important feature of this model is its formalised feedback loop that enables 

continual feedback to any phase of the development lifecycle. 

Knapp et al. (2009) used interviews with certified information security professionals 

to develop an information security policy process model (Figure 2.4 on page 47).  

The stages within the model are self explanatory, and all except for policy retirement 

are represented in the other process models.  This process also has extensive 

feedback loops, especially representing the ongoing nature of policy awareness and 

training, monitoring and policy enforcement within the overall policy development 

process.  

These process orientated approaches are examples of the more detailed policy 

development descriptions available in the literature.  Within these process models a 

number of common stages exist.  In this research we will refer to these stages at the 

top level using the terminology used by Rees et al. (2003): Assess, Plan, Deliver 

and Operate.  Each of the other models can be represented within these four 

stages.  For instance in Knapp’s model from Figure 2.4 Assess would encompass 

Policy Review and Risk Assessment, Plan would encompass Policy Development, 

Policy Approval, Deliver would encompass Policy Awareness and Training and 

Policy Implementation and Operate would encompass Monitoring and Policy 

Enforcement.  These stages: Assess, Plan, Deliver and Operate will be used within 

the research model specified in Section 4.4.1.8. 
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Figure 2.4: Information security policy process model (Knapp et al. 2009) 

2.3.2.2. Issues in Security Policy Development 

There are several areas of concern identified in the literature for organisations to 

address as they carry out the development of an information security policy.  These 

issues include:    

i. Policy Development Personnel 

ii. Security Policy Complexity 

iii. Policy Change Management 

iv. Normative Policy Development Guidance 

v. Policy Development Cost 

vi. Upkeep and Enforcement of Policy 

This section discusses each of these in turn.   
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2.3.2.2.1. Policy Development Personnel 

Many researchers discuss the question of who should develop security policy 

(Bayuk 1996; Henderson 1996; Fulford and Doherty 2003).  This seems to best be 

answered by stating that no single individual should develop the policy (Henderson 

1996; State of Oregon 1998).  Having diverse groups of people involved in policy 

development tends to reduce the impact of implementation of the policy and allows 

for multiple perspectives to be met within the policy(State of Oregon 1998).   

It is also argued that people developing policy statements should be senior in the 

organisation, and should come from every functional area (Bayuk 1996; State of 

Oregon 1998; Control Data 1999; Fulford and Doherty 2003).  These senior 

personnel should form a workgroup, elect a leader and then go through the 

development of the security policy in a similar manner to that discussed by Bayuk 

(1996) or Control Data (1999) previously.  Further, it is argued that it is extremely 

important to have the commitment of all senior executives throughout the 

organisation (State of Oregon 1998; Hone and Eloff 2002b).  Because the policy 

may change the way in which things are done within the organisation, it must be 

seen as being a directive from senior management.  Without this, it is possible that 

employees will think the policy is unimportant and will continue as before, possible 

continuing to break some of the policy principles (Fulford and Doherty 2003). 

Early research shows that getting senior level commitment is difficult (1995).  

However, post September 11, 2001 research is indicating that this is becoming less 

of a problem as management are placing security on their agendas, although it is 

still being regarded as a cost, rather than a way to ensure the ongoing viability of the 

business (Eloff and Eloff 2005; Anderson and Choobineh 2008; Rotvold 2008).  

The issue of who should develop the policy may be further complicated by 

organisations out-sourcing security policy development.  Presently there are 

numerous companies that sell their services as security policy development 

professionals, or who provide a number of templates to companies on which they 

can base their policy (for example Solsource (1998)).  Organisations using this 

approach will receive only the end artefact, without any gain to organisational 

knowledge the other development approaches may provide.  Loss of the 

organisational memory regarding security policy can also occur for internally 

developed policies.  Employees may leave the company and the expertise they 
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have developed in creating the security policy is lost to that company if it is not 

documented elsewhere.   

This issue is further discussed in Section 2.3.2.3 on Security Policy Stakeholders. 

2.3.2.2.2. Security Policy Complexity 

Many of the security policies developed in organisations are very rich in the 

information they contain.  Many authors are critical of this, stating that policies 

should be short, unambiguous and easy to read (State of Oregon 1998; Control 

Data 1999; Tudor 2001; Hone and Eloff 2002b).  As stated earlier, McMillan (1998) 

suggests that security policies should only contain principles, meaning that the 

security policy becomes a high level, often strategic document.  The practice of 

implementing information rich security policies has a direct link to the manner in 

which these policies are developed.  This seems to be a flawed approach as the 

resulting security policy will become large and unwieldy (Maynard and Ruighaver 

1999).   

2.3.2.2.3. Policy Change Management 

A major issue in organisations is the management of change when new initiatives 

are introduced (Kotter 1996).  The implementation of an information security policy 

is no different.  The marketing of the policy, and education about the policy, are 

important in order to help to manage the changes to the organisation resulting from 

policy implementation (Ezingeard and Bowen-Schrire 2007).  Also important is that a 

formal security policy change management process and exception process is 

developed for the organisation (Tudor 2001).   This will formalise the maintenance of 

the policy. 

Furthermore, employees should be made aware of why the policy is being 

implemented, how it will affect them and what the consequences are if they do not 

follow it (Leinfuss 1996; Control Data 1999).  By involving employees in this manner, 

it is more likely that they will be committed to the policy and will actively participate.  

Security policy awareness needs to be taught in a tailored manner and employees 

must be taught the values of the assets, the risks and the costs so that they are 

better able to appreciate the policy and thus comply with it.  Bayuk (1996, p. 1) 

states: 
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“Policy dictates what must be done to provide an acceptable level of assurance that 

systems are secure.  Awareness process ensures that people know what must be 

done.  To achieve assurance that policy is being followed uniformly throughout the 

organisation, security management must also address how policy is to be realized.”  

The policy in essence should be shown as critically important to the functioning of 

the organisation.  Without careful education and marketing of the information 

security policy it may be regarded as just another “stupid policy” (BT 2004).  This is 

especially critical at the strategic level of the organisation.  In a similar vein, 

organisations should promote the successes of the policy, rather than focusing on 

the security breaches that occur (Woodward 2000).  This will enable the 

organisation to move forward, and will show the policy as a “good thing”.   

2.3.2.2.4. Normative Policy Development Guidance 

As the previous section has shown, there are several methods that describe in a 

normative manner how a security policy should be written.  These methods describe 

the contents of the security policy on a section by section basis, but in general fail to 

describe the process to generate the output of these sections.  It is standard 

practice to describe what should be in the policy, but not to back it up with any 

obvious industry case studies (Leinfuss 1996; Computer Technology Research 

Corporation 1998; McMillan 1998; State of Oregon 1998).  This focus means that 

there is no clear link between research outcomes and industry practice.  

Furthermore, it is difficult to see if these normative development methods work 

effectively in a real life organisational environment.  Recent research efforts attempt 

to increase the links between industry practice and research (Fulford and Doherty 

2003; Doherty et al. 2009; Knapp et al. 2009).  These studies investigate security 

policy practice within organisations and draw links between these practices and 

research. 

2.3.2.2.5. Policy Development Cost 

Whilst the cost of information security as a whole is widely discussed in literature 

(Camp and Lewis 2004; Anderson and Moore 2006; Anderson and Choobineh 

2008), the cost of information security policy development is rarely specifically 

addressed.  As with any organisational expenditure, the cost of implementing an 

information security policy will affect the organisation’s profits.  Initially there will be 

costs in the time and manpower required in the development of the strategic 
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policies.  Then there will be additional costs in the implementation and ongoing 

maintenance of the policy.  Conversely, security policies may also reduce costs in 

the organisation as they may help the organisation and its employees to make more 

informed decisions about security hardware and software.  For instance, Computer 

Technology Research Corporation (1998, p. 2) states “A security policy can save the 

organisation money.  Often, the solution to any problem – security included – is to 

purchase a fix for the problem.  While immediately buying a firewall is tempting, 

deciding what type of security needs to be in place beforehand can save time and 

money.  In addition the security policy can influence later purchases”.   

As a result of these issues, before strategic information security policies are 

developed, clear benefits must be perceived by the organisation.  As the importance 

of information for an organisation’s core business activities increases, so does the 

benefits for protecting that information.  At a certain point, the benefits to the 

organisation of protecting their information through the use of a security policy will 

outweigh any costs incurred by the development and implementation of the policy 

(Swanson and Guttman 1996; Gritzalis 1997). 

2.3.2.2.6. Maintenance and Enforcement of Policy 

According to many researchers the maintenance and enforcement of a security 

policy is critical. If the policy is perceived as being outdated and poorly enforced 

then employees will disregard its importance to the organisation (Warman 1992; 

Swanson and Guttman 1996; Robinson 1997; Control Data 1999; Tudor 2001; 

Whitman et al. 2001).  When organisations were initially implementing security 

policies, it was reported that many organisations failed to monitor compliance with 

the policy (Ernst and Young 1997).  Ernst and Young (1998) report that there was a 

drop from 74% in 1997 to 64% in 1998 in the number of organisations monitoring 

compliance with policy.  This may indicate that there is an inherent problem in 

organisations with resources for the compliance process, or that organisations have 

a problem in identifying how to monitor compliance, or did not receive managerial 

support for their security policy programmes.  More recently, information security 

has become more important to organisations (Anderson and Choobineh 2008) and 

this trend has been turned around (Ernst and Young 2007). 

A further difficulty affecting policy maintenance is when organisations fail to review 

their security policy periodically to determine if the policy is still effective.  Several of 
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the development methods briefly describe the development of the policy as a 

process that goes through continual re-development, yet neglect to specify how it is 

determined what needs to be updated, added or removed from the policy (Computer 

Technology Research Corporation 1998; State of Oregon 1998; DTI 1999).  

Consequently, there is little information about how to determine if the information 

security policy is effective in achieving the aims of the organisation.  This could also 

be caused by the policy having no link between risk and policy statements.  If there 

were links specifically between the risks and the policy statements then when a risk 

is discovered or altered then the organisation is more likely to also alter the related 

policy statements. 

2.3.2.3. Stakeholders in Security Policy 

One of the concepts of policy development that is generally agreed upon by 

researchers is the need to involve multiple perspectives (Warman 1992; Szuba 

1998; Swanson 1998b; Dhillon and Torkzadeh 2001; Tudor 2001).  From a quality 

point of view, including each relevant reference group may produce a more 

balanced evaluation of the quality of the security policy, and may improve the 

process of policy development.  The multiple constituency approach described in the 

first section of this chapter (Section 2.2) is an example of such an approach.  This 

approach allows a range of views about the quality of the security policy to be 

elicited from the stakeholder groups.  Thus, several groups with differing goals and 

expected outcomes may and should be involved in the process of policy 

development and quality assessment.  This is also the case in the area of public 

government policy where interest groups, legislators, political parties and others are 

intimately involved with influencing policy making (Jones and Matthes 1983).   

In security policy development research, a number of different stakeholders have 

been suggested.  These are summarised in Table 2.4.  This table contains two 

columns, the first column gives a synonym for the stakeholder type and the second 

column list the stakeholders of that type. These groups will be further examined in 

Chapter 4 where the Multiple Constituency Approach is further discussed and the 

research model is developed.   

From Table 2.4 it can be seen that many researchers discuss which personnel 

should be involved with the development of security policy (Warman 1992; Szuba 

1998; Swanson 1998b; Dhillon and Torkzadeh 2001; Tudor 2001), or the 
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stakeholders who should be involved with security in general (Baskerville 1988a).  

Baskerville (1988a) was one of the first researchers in security who suggested that 

security efforts needed to involve a number of differing stakeholders.  He proposed 

that these stakeholders included the system owner, system builder, end users, 

industrial standards and professional licensure, clients, and “the state”.   

Table 2.4: Stakeholder groups suggested in the literature 

Synonym  Stakeholder 

Executive Management Senior Management (Woodward 2000) 
Top Management (Abrams and Bailey 1995) 
Managers (Baskerville ; Leinfuss 1996; Szuba 1998; Tudor 2001) 
Senior Management from all functional areas (Henderson 1996; State of 
Oregon 1998) 
Corporate (Robinson 1997) 

Business Unit 
Representatives 

Divisional Departmental Team or Group Management (Warman 1992) 
Business Units (Anderson Consulting 1999) 
System Owner (Baskerville 1988a; Swanson 1998a) 
Resource Owner (Tudor 2001) 
Information Owner (Swanson 1998a) 
Data Providers (Szuba 1998) 
Junior Management (Warman 1992) 

User Community End Users (Baskerville 1988a; Warman 1992; Leinfuss 1996; Swanson 
1998a) 
Computer Users (Abrams and Bailey 1995) 
User Community (Robinson 1997) 
Data Entry Staff (Szuba 1998) 
Data Processors (Szuba 1998) 
Information Collectors (Szuba 1998) 
User Groups (Diver 2007) 

Human Resources Human Resources (Anderson Consulting 1999; Diver 2007) 

ICT Specialists Technical Computer Specialists (Warman 1992) 
System Designer (Baskerville 1988a) 
IT People (Robinson 1997) 
System Administrator (Swanson 1998a) 
IS Professionals (Anderson Consulting 1999) 
IT Department (Woodward 2000) 
Technical Writers (Diver 2007) 
Technical Personnel (Diver 2007) 

External Representatives External Consultants (Gritzalis 1997) 
Clients (Baskerville 1988a) 

Legal & Regulatory 
Department 

Legal Department (Robinson 1997) 
Legal Counsel (Szuba 1998; Diver 2007) 
Legal and Regulatory People (Anderson Consulting 1999) 
Industrial Standards and Professional Licensure (Baskerville 1988a) 
“The State” (Baskerville 1988a) 
Audit and compliance (Diver 2007) 

Security Specialists System Security Manager (Swanson 1998a) 
Security People (Anderson Consulting 1999) 
Information Security Team (Diver 2007) 

Public Relations Public Relations (Anderson Consulting 1999) 
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Some issues with the stakeholders mentioned in security policy research are that 

the role of these stakeholders in the development process is sometimes unclear.  

Some authors simply mention that this group of people need to be involved within 

the development process (Robinson 1997; State of Oregon 1998) whilst other 

studies explain in great depth the specifics as to when each group should be 

involved, and for what tasks (Anderson Consulting 1999; Diver 2007).  Except for 

managerial support, few studies discuss the impact of inclusion or non inclusion of 

these stakeholder groups within development tasks. 

2.3.3. Information Security 

The reliance of organisations on information and information processing has 

dramatically increased the risks they face to their information (Mehta and Beena 

2001; Reinhold et al. 2009).  In essence, an organisation’s information is of high 

value and is difficult and expensive to replace if it is compromised.  Woodward 

(2000) suggests that organisations must determine how important an asset they 

consider information to be.  They should realize what would happen if suddenly their 

information was not available.   

Furthermore, as more organisations focus on technology, the opportunity increases 

for those who wish to misuse the technology to do so (Danchev 2003).  

Consequently, the protection of this information through physical measures and 

organisational policies should be a major concern for any organisation.  Swanson 

and Guttman (1996) argue that the mission of any organisation cannot be achieved 

if the organisation’s information or information processing ability are compromised.  

For instance, imagine the consequences if someone disables access to a stock 

market trading system even for a small period of time.  Therefore, Swanson and 

Guttman (1996) recommend that these resources should be protected like other 

important organisational assets.   

Guttman and Bagwill (1999) suggest that organisations often have a limited view of 

information security.  The main concerns for organisations about their information 

security are whether unauthorised users can access their internal systems, whether 

their valuable organisational data could be compromised and whether a breach of 

security would cause the organisation to be embarrassed (Guttman and Bagwill 

1999).  However many security incidents do not just originate with external 

unauthorised users, but rather from people within the organisation.  There is 



 Chapter 2 

55 

considerable evidence that these internal breaches to security are becoming more 

common within organisations (Patel 2009). 

Security within an organisation can be enabled by physical security measures: using 

cameras, firewalls, intrusion detection software etc. or through logical security by 

using policies and procedures.  The next section briefly discusses logical and 

physical security within an organisation. 

2.3.3.1. Logical and Physical Security 

From a security policy quality perspective many authors are still writing about policy 

quality focusing on the technical aspects especially at the operations level (Cholvy 

and Cuppens 1997; Siponen 2000c; Bishop 2003a).  This technical focus in many 

instances is not valid for organisations as expertise, time and money do not permit 

technical aspects to be implemented and will thus be hard to justify to management.  

Furthermore, the technical focus tends only to be valid for operational policy, and 

would not be so suitable for strategic security policy. 

Warman (1992, p. 305) observes that “While the existence of a distinction between 

technical and managerial approaches is reflected in nearly all discussions of 

computer security, there is a clear emphasis in flavour of one theme.  Information on 

technical issues greatly outweighs that of managerial issues”.  Furthermore, 

Warman states that in many discussions the themes of technical and managerial 

security are not brought together at all.  Fortunately this may be changing.  

Daughtrey (2001, p. 7) suggests that “Attention is shifting from a narrow technical 

focus on the security of specific information transactions to a wider framework for 

creating business relationships with high levels of trust, based on confidence in 

business partners’ systems and policies, including respect for individuals’ 

confidentiality concerns.” 

Having the physical aspects of security covered does not mean that employees, or 

outsiders, will not knowingly or unknowingly compromise these security efforts.  

Henderson (1996) suggests that one of the reasons that organisations have security 

policies and procedures is to guarantee that employees understand the need for 

security.  The reasons for having procedures and policies are to protect not only the 

organisation, but also to protect its customers, suppliers and employees.  These 

rules are used to protect organisation assets and to support the strategic goals of 
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the organisation (Swanson and Guttman).  It should also be noted that without 

procedures and policies no single person has the responsibility for securing the 

information or is made accountable for the information (Bayuk 1996). 

Organisations may spend money on physical security, yet forget that people can 

access data logically, rather than through a physical means (Woodward 2000).  

Other researchers share this perspective.  “By itself installation of hardware and 

software for security cannot protect an organisation’s assets” (Henderson 1996, 

p. 9).  “Hardware” can include its more traditional meaning of locked doors, cameras 

and security alarms.   

IS security practitioners are also questioning whether having physical security 

measures without policies and procedures is enough (Guba 2008; Kraemer et al. 

2009).  Even with state of the art technology protecting an organisation’s information 

assets, they may still not be secure due to poor policy decisions or weak practices 

and policies (Control Data 1999).  As such, it is important for an organisation to 

define security policy and then implement controls that complement such policies in 

order to sufficiently protect its information assets. 

The following section discusses the reasons that organisations should develop 

security policies and procedures to implement security measures.  They argue that a 

high quality method of security policy development is an integral aspect of managing 

an organisations security.  

2.3.3.2. Importance of Security Policy to Organisations 

One of the largest assets most organisations have is their information (Watson 

2005).  A large body of knowledge is available regarding the valuing of information 

assets (Hilton 1981; Ahituv 1989; Stevens 2005).  This body of research shows a 

wide variety of methods used in determining the value of information assets.  What 

remains unclear is the cost involved when those assets are compromised, either by 

intentional or unintentional modification or deletion.  It can be assumed that 

recreating information assets of an organisation would be a painful, expensive and 

sometimes fruitless task.  Protecting the systems and access to the information 

should thus be a crucial factor in protecting the organisations viability.  Policies are 

important as they state the guidelines and procedures developed to enable the 

protection of this most valuable asset. 
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The reasons for having procedures and policies are to protect the organisation, and 

also to protect its customers, suppliers and employees.  As Swanson and Guttman  

suggest, these rules are implemented to protect the organisation’s assets.  By 

developing a policy for information security, organisations are clarifying their 

obligations for information protection, and are generating a set of rules that govern 

employee behaviour.  It should also be noted that without procedures and policies, 

no single person has the responsibility for securing the information or is made 

accountable for the information (Bayuk 1996).  A security policy should state the 

consequences of failing to comply with any part of the policy.  If employees or 

outsiders fail to comply with the policy then the company should clearly state what 

actions they will take, usually expressed in legal terms (Diver 2007).  For those 

internal to the company, that may mean losing their jobs, as well as being dealt with 

in the same manner as those outside the company through the legal system.   

Further reasons that organisations may develop an information security policy are 

strategic.  Through the use of a policy, organisations may save money, by balancing 

the risks of not having a policy with the benefits that the policy provides (Bishop 

2003b).  In a small organisation the cost of policy development may outweigh the 

risks and that organisation may decide not to implement a policy.  For other 

organisations though, the policy may provide leverage for the implementation of 

security measures and may prevent major loss of information assets.  In addition to 

cost savings, a further reason for security policy implementation within an 

organisation is to reduce the likelihood that the organisations reputation is damaged 

by a security incident (Szuba 1998).  Each of these reasons may cause an 

organisation to take notice of the benefits of developing and implementing an 

information security policy.   

Given the importance of security policy to organisations, the question arises about 

what is the state of the art in security policy development?  As stated earlier 

research in security policy development, with few exceptions, tends to focus on 

prescribing how to write security policy, without seeming to have much theoretical 

basis (Henderson 1996; Cerbrus ISC inc. 1998; Computer Technology Research 

Corporation 1998; McMillan 1998; State of Oregon 1998; Swanson 1998a; Guttman 

and Bagwill 1999).   
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There are many views, which tend to converge, about the purpose of a security 

policy for an organisation (Bayuk 1996; McMillan 1998; Danchev 2003; Fulford and 

Doherty 2003; Doherty et al. 2009).  Bayuk (1996) states that a security policy or 

plan is a framework for the development of security procedures and that it is a 

vehicle for communicating the roles and responsibilities that individuals have within 

an organisation with respect to security.  This view is shared by others including 

NET IQ (2001) and McMillan (1998).  McMillan (1998) also states that a security 

policy helps with security decision making, helps to form reactions to security 

incidents and influences how systems are developed.  Henderson (1996) concurs 

with McMillan (1998) in that the policy can be used to determine how to deal with 

inappropriate conduct.  Henderson (Henderson 1996) also states that the policy can 

be used to define conduct that is appropriate and conduct that is inappropriate. 

In summary, a security policy is used by organisations to specify to individuals within 

and external to the organisation what is considered to be appropriate conduct and 

what is considered inappropriate conduct.  It also states the consequences for 

inappropriate conduct.  It informs individuals of their rights and responsibilities, 

whilst trying to stimulate development efforts to comply with the policy.   

There are a number of valid reasons for an organisation to have an information 

security policy: (Henderson 1996; Computer Technology Research Corporation 

1998; State of Oregon 1998; Nosworthy 2000) 

i. To demonstrate board and senior management commitment to 

information security 

ii. To set direction for implementation of that policy emphasizing it as critical 

to the day to day operations of the organisation 

iii. To clarify the obligations of the organisation with respect to security 

iv. To ensure availability of timely, accurate information 

v. To ensure the delivery of products and services 

vi. To help to maintain continuity of operations thereby continuing to provide 

services 

vii. To protect the company’s assets 

viii. To provide a mechanism for stating what behaviour is acceptable within 

the organisation 

ix. To stipulate the ramifications of non-conformance with the policy 
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x. To formalise grounds for termination and or prosecution of offenders 

xi. To create employee awareness, helping everyone to understand what is 

needed, what is possible and why 

xii. To stimulate appropriate conduct 

xiii. To specify and clarify responsibility for an organisation’s information and 

information processing 

xiv. To save money 

xv. To influence spending on security 

xvi. To help to anticipate risk 

Each of these reasons may cause an organisation to take notice of the benefits of 

developing and implementing an information security policy.   

2.3.3.3. Problems with Security Within Organisations 

Whilst the awareness of security within organisations has grown (Ernst and Young 

2007), many organisations are facing obstacles in the implementation of some of the 

security methods (Ernst and Young 2009).  The greatest obstacle for organisations 

in addressing security concerns is the lack of support given from senior 

management (Ernst and Young 1998; Diver 2007).  As security does not form part of 

the core business objectives some organisations put resources into what they think 

are more profitable.  In some organisations where state of the art technical security 

solutions are in place they are often ineffective and are not supported with effective 

procedures and policies (Henderson 1996).  As such, the organisation’s information 

is at risk, even though they have identified that it needs to be protected. 

Swanson and Guttman (1996) argue that security is an integral element of sound 

management practice, and should be treated as such.  Security should not be left 

out of critical core business objectives.  This will not happen in many organisations 

until senior management focuses on the risks to their information.  Woodward 

(2000) suggests that organisations must determine how important their information 

assets are to the functioning of the organisation as information and information 

processing ability have become critical assets within organisations and must be 

available to support the mission of the organisation.  Organisations need to realize 

the consequences if suddenly their information was not available, or was corrupted 

in some manner, or was handed to their competitors.  For instance, some 

companies would lose millions if an ordering system were unavailable even for a 
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period of ten minutes.  Swanson and Guttman (1996) therefore suggest that these 

resources should be protected by having adequate policies and procedures.  

Unfortunately, as many organisations do not recognize the value of their information 

the security of that information is generally not regarded as critical to the business.  

Contrary to this, Nosworthy (2000) argues that development of an information 

security policy demonstrates a level of commitment from an organisation, showing 

that information security is critically important.   

In those cases where organisations do regard security as important, some 

organisations only spend money on physical security measures such as cameras 

and firewalls; yet forget that people can bypass these physical security measures 

(Henderson 1996).  Having these physical aspects of security covered does not 

mean that employees, or outsiders, will not knowingly or unknowingly compromise 

these security efforts.  Perhaps this could be reduced if any physical security 

measures implemented are governed by policies and procedures designed to 

protect the organisations information assets (Bayuk 1996; Swanson and Guttman 

1996; Guttman and Bagwill 1999).   

Furthermore, having a security policy is not enough; it must be enforced and 

maintained.  Many companies that have clearly stated policies do not adequately 

enforce them (Robinson 1997). It is important that a security policy both does exist, 

and is enforced within the organisation.  Otherwise the organisation is leaving itself 

open to widespread damage from internal and external security breaches (Rezgui 

and Marks 2008). 

The major threats that organisations face originate from both unauthorised and 

authorised users (Siponen 2000b; Da Veiga and Eloff 2009).  In an Ernst and Young 

(1998) survey, malicious acts by current employees were reported by 43% of the 

4000 plus organisation surveyed.  These acts all affected the information processing 

capabilities of the organisations involved.  In their 2009 survey of 1900 organisations 

Ernst and Young (2009) found that there was an increase in attacks from within the 

organisation in 25% of the organisations surveyed within the last 12 months.   

The fact that employees are causing the information assets of the organisation to be 

affected by their actions is potentially a large problem to many organisations (Patel 

2009).  If information is not safe internally then how does an organisation guarantee 

that its information will not be compromised?  When organisations were first 
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introducing security the problem of malicious acts from within the organisation could 

be attributed to the general lack of security awareness shown by many employees.  

It is now thought however that employees have become more sophisticated with 

their technology skills and are more knowledgeable about information security and 

thus may be more likely in the current economic environment to make use of this 

knowledge (Ernst and Young 2009; Patel 2009). 

In 2007, Goodin (Goodin 2007) reports that 52% of the 430 respondents to the 

InfoWorld.com security survey stated that the biggest security challenge to face 

organisations is that employees underestimate the importance of following security 

policy.  It is thus, a necessity for the organisation to attempt to change cultural 

values within the organisation to make clear that security is a key issue and that the 

security policies are there for good reason.  Unless policies and procedures are 

developed, and are adequately communicated to employees, it is difficult to dismiss 

employees who act inappropriately and to instruct employees as to what constitutes 

appropriate behaviour (Wood 1995).  As well as being a problem, as discussed in 

the last paragraph, an increase in awareness in security may also benefit the 

organisation as employees should be able to identify breaches of security and report 

these to their supervisors.   

2.3.4. Discussion 

There are several areas in the literature where there is clear need for research to be 

conducted to improve the quality of strategic security policies in organisations.  

These areas are discussed in depth in this section. 

2.3.4.1. Documentation of the Development Process 

Development of security policies is a process of identifying and documenting 

possible points of failure in an organisation’s technology infrastructure as well as in 

the protection of this infrastructure.  Before a successful evaluation of a security 

policy can take place, it is likely that a new standard regarding the documentation of 

the development process, necessary for such an evaluation, will have to be 

developed.  The IS product security evaluation efforts explained previously attempt 

to enforce this from a product perspective (See Section 2.3.1.1 and Section 2.3.1.2).  

Not only do they evaluate the end product, they force developers to follow standards 

in the development process to provide documentation on which to base the 

evaluation. 
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Researchers in security policy development tend to ignore the documentation of the 

security policy development process, giving only a description of the finalised 

security policy artefact (Henderson 1996; Leinfuss 1996; Computer Technology 

Research Corporation 1998; McMillan 1998).  For example, Maynard and Ruighaver 

(1999) discuss the development of security policy through the identification of why 

the policy is needed, who should develop it, how detailed it should be, and what it 

should contain.  There is no concept of documenting the process of developing the 

policy, to enable ongoing change and management of what should be an evolving 

document.  As a result, if the person who wrote the document leaves the company 

the document may never be maintained, enforced, or even used. 

Solsource (1998) argue that documentation of the security policy process is critical 

to ensure that the policy developed can be justified.  Also, documenting how and 

why security policy development was undertaken may allow for future 

redevelopment of the policy allowing organisations to better determine the 

effectiveness of the policy.  The security policy development methods discussed 

previously, all suggest what things need to be done to develop a security policy but 

the need to document the policy development process is not identified, and as such, 

organisations may develop a security policy that will seem to its users to have no 

documented basis. This lack of adequate documentation also hampers the 

inevitable further development and adaptation of the security policy to a changing 

environment as there is no record of the reasoning behind the document.  

The outsourcing of security policy development by some organisations further 

complicates this situation. Presently there are numerous companies that either sell 

their services as security policy development professionals, or who provide a 

number of templates to companies on which they can base their policy (1998).  

Many companies are naively using this service without adequate consideration of 

the consequences and have no organisational memory dealing with the 

development of the security policy.  Rather, they have the end artefact – the policy 

itself.  This does not only occur in the case of out-sourced policy development.  Loss 

of the organisational memory regarding security policy can also occur for internally 

developed policies.  Employees may leave the company and the expertise they 

have developed in creating the security policy is lost to that company if it is not 

documented elsewhere.   
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An initial approach to improving the security policy development process may be to 

enforce similar standards to those used in information systems development.  This 

is discussed further in Section 2.3.4.4.2. 

2.3.4.2. No Links Between Risks and Policy Statements 

In some organisations, depending on the development method chosen, the policy 

statements developed may not be directly attributed to the risks to the information 

they are designed to nullify (Szuba 1998).  It is important to be able to have a 

verifiable link between the risks to information and to the policies aimed to reduce 

these risks. Unfortunately, with the development methods discussed there is no link 

evident.  Once again the key to this problem may lie in a better documented process 

of information security policy development. 

2.3.4.3. Enabling the Evaluation of Security Policies 

The research on security policy development covered in this chapter shows that a 

security policy evaluation procedure may need to concentrate on the policy itself 

without considering other issues in the organisation that may have contributed to the 

development of the policy, as there is no record of how the policy was developed.  

This has potentially dangerous consequences.  For instance, consider a scenario 

where there may be political pressures to implement a policy quickly and the policy 

is developed under time pressure by the security manager and is forced upon users 

without any consultation.  It is possible from this process that users would be 

required to remember seven different passwords that are forcibly changed every 

week because this is more secure for the business.  This may result in decreased 

security in the organisation, as several of those users would probably write their 

passwords down to remember them!   

Furthermore, many security policies developed attempt to fit everything into the 

security policy: the justification of importance and specific system instructions and 

descriptions.  However, Standards Australia (2001a) suggests that security policies 

should only contain principles.  With the use of documentation techniques within the 

development of the policy, a security policy would become a principles document 

and other information not dealing with the principles of security policy would be 

documented elsewhere along with the justification for the policy. 
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Through having documentation in addition to the security policy available detailing 

the methods used in policy development, the evaluation focus on the policy is at a 

greater depth, rather than superficially evaluating the end product.  For instance, 

rather than concentrating only on whether the policy has been implemented in a 

particular area, the focus can look at how that area was developed within the policy.  

Documentary evidence could be evaluated to determine if the policy adequately 

covers all issues identified within development without reducing their effectiveness.  

The methods used for evaluating products discussed in Section 2.3.1.2 may have 

useful parallels when it comes to the development of an evaluation method for 

security policy.  Likewise the standards for security ISO 17799, BS 7799, AS/NZS 

17799:2001, ISO/IEC 26001 (Putt and Springer 1989; Henderson 1996; Humphreys 

2005) may also have a role to play in improving the strategic security policy 

development.  The target of these is to protect the confidentiality, integrity and 

availability of the system.  They are also stimuli that enable organisations to comply 

with a set security standard. 

2.3.4.4. Supporting Theories 

There are several areas from which theories may be applied in information security 

policy development.  These areas include public policy and software development. 

2.3.4.4.1. Public Policy 

The development methodology in public policy is described by Jones and Matthes 

(1983) as a five step process.  These steps include:  

 simulation – to recognize and define issues,  

 clarification – to specify needs and solutions,  

 initiation – to decide to go forward,  

 implementation – to put programs into place, and  

 evaluation – to assess the results (Jones and Matthes 1983).   

Similarities between these steps and those undertaken in security policy 

development exist.  For instance in this research the steps Assess, Plan, Deliver 

and Operate are used to describe the development lifecycle at a high level (See 

Section 2.3.2.1.3).  The similarities end, however with the documentation of how the 

policy was developed and why.  By its very nature, public policy development 

requires significant amounts of documentation about how policies are conceived.  

This is usually in the form of proposals for policy that lead eventually to legislative 
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provisions, which are required for the policy to be developed and accepted (Dunn 

1983; Rein 1983).  In information system security, as is previously discussed, policy 

documentation tends to be the policy itself with no other supporting documentation 

being available.  This may be caused by the writers of security policies following one 

of the information system “policy writing” guides available which do not require any 

documentation except for the policy (Wood 1999). 

In addition, as mentioned in Section 2.3.1.1 Public Policy Quality, the methods in 

quality assessment of public policy are more comparative between differing policies 

and not evaluative for a particular policy, and are thus inappropriate in many ways 

for security policy quality assessment. 

2.3.4.4.2. Software Development 

The development of an information system progresses through several distinct 

phases from analysing the problem through to the implementation of the system 

(Avison and Fitzgerald 2006; Stair and Reynolds 2010).  Throughout this 

development process each step is documented and a number of deliverables are 

produced, including for instance: a feasibility analysis, project proposal, system 

design, testing plan, and implementation plan (Stair and Reynolds 2010).  In 

comparing the security policy development process occurring in many organisations 

to the current practice in software development, the documentation produced in 

security policy development is negligible.  Within any of the security policy 

development processes discussed in Section 2.3.2 there is no explicit 

documentation about how the document was created, who was consulted in its 

production or how the policy was implemented. Nor is there any documentation of 

political problems that may have occurred during the implementation of the policy, or 

of how to train people about the policy.  

Using a method similar to those used in software development for security policy 

development may produce enough background documentation for a comprehensive 

evaluation process to be conducted at a security policy level within an organisation.  

This will focus those developing the security policy, not only on the content of the 

policy, but also on the documentation of why that content is there and for what 

reasons.  
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2.4. Summary 

This chapter has critically analysed the literature pertaining to the theory of multiple 

constituency evaluation, and has described the state of security policy research and 

implementation.  In this process, the fields of public policy (development and quality 

assessment), organisational behaviour (multiple constituency theory) and software 

development (development process) have been investigated in addition to research 

relating to information security that have provided further insights to the process 

policy development and quality assessment.   

The next chapter will describe the research design for this research.  Chapter 4 

focuses on the development of a research model for quality assessment of strategic 

information security policies using some of the suggestions generated from this 

critical review of literature.   
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CHAPTER 3.  
RESEARCH DESIGN 

3.1. Introduction 

This chapter describes the research design used in this study and justifies the 

research paradigm used.  The purpose of this study is to produce reliable new 

knowledge in the assessment of the quality of information security policies from a 

multiple stakeholder perspective.  The development of an appropriate research 

design is an essential step to enable reliable new knowledge. 

Research methods within information systems over recent years have been the 

focus of much debate.  The focus has been on what information systems is, and 

which research methods are best suited in information systems research (Anthill 

1985; Galliers 1985; Hirschheim 1985; Mumford 1985; Galliers and Land 1987; Lee 

1989; Avison and Fitzgerald 1991; Fitzgerald 1991; Orlikowski and Baroudi 1991; 

Shanks, Rouse and Arnott 1993; Miles and Huberman 1994; Walsham 1995; 

Applegate 1999; Avison, Fitzgerald and Powell 2001; Chen and Hirschheim 2004; 

Sinclaire, Simon and Wilkes 2004; Walsham 2005).  A large body of knowledge is 

available regarding research methods within information systems, and as a result of 

this debate a more coherent set of guidelines and tools that help to guide 

information systems research now exists (Benbasat and Zmud 1999; Neufeld, Fang 

and Huff 2007). 

Section 3.2 describes the aims of this research.  This leads to a discussion of the 

various Information Systems research ontologies in Sections 3.3 and 3.4.    The 

overall approach for the conduct of this research is described in Section 3.5 and 

discussed in more depth in subsequent sections.   

3.2. Aims of the Study 

This research investigates the concept of quality of information security policies in 

organisations.   The research question as stated in Chapter 1 is restated here: 

How can multiple constituency quality assessment be used to improve 

strategic information security policy? 
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 What components are addressed by constituents to determine the 

quality of strategic information security policy?  

 How do organisations assess the quality of strategic information 

security policy?  

 How can organisations improve strategic information security policy 

through multiple constituency involvement in quality assessment? 

The aim of this research is to develop a model to assess information security policy 

from a multiple constituency perspective.  By looking at information security policy 

quality using a multiple perspective lens, organisations will be able to improve 

security policies from the perspectives of each stakeholder which should then 

improve the applicability of the security policy to the workplace for each 

constituency.  Consequently this may also improve the information security of the 

organisation. 

3.3. Information Systems Research Methods 

Research is creative work undertaken on a systematic basis in order to increase the 

stock of knowledge, including knowledge of humanity, culture and society, and the 

use of this stock of knowledge to devise new applications (OECD 1970).  

Furthermore, research can be described as a systematic process of inquiry to 

generate new knowledge in the form of solutions to specific problems (Guba and 

Lincoln 1989b).   

The selection of an appropriate research design is dependent upon the research 

phenomenon and constraints surrounding the study.  A rich assortment of 

techniques for the conduct of research has been developed within many varying 

discipline areas.  These can be essentially partitioned into traditional “scientific” 

techniques (experiments for instance) and into more “social” techniques (such as 

case studies) (Graziano and Raulin 1989).  These techniques all use a systematic 

process of inquiry to address the specific research problems.  It has been argued 

that Information Systems is an applied social science discipline, focusing on the 

adoption use and management of computer based information systems (Galliers 

1992a; Parker, Wafula, Swatman and Swatman 1994).  Furthermore, the focus in 

information system research is generally on the technologies, organisations or 

people involved, either individually or at a group or stakeholder level.  As such many 

differing social research methods are required when conducting Information system 
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research, with methods based in psychology, sociology and anthropology being 

common.  Within these areas there are three main philosophies regarding research; 

namely positivist, interpretivist and critical (Hirschheim 1985; Orlikowski and Baroudi 

1991; Galliers 1992a).  These are discussed further in Section 3.4. 

The selection of the research method should be governed by the research topic, 

goals of the researcher and by the research questions (Benbasat, Goldstein and 

Mead 1987).  Social research in the information systems discipline uses either 

quantitative or qualitative techniques (Myers 1997).  Whilst each of these techniques 

makes use of a systematic process, they also differ in a number of ways (Neuman 

2000). 

Quantitative research uses inferential statistics and descriptive statistics to analyse 

phenomena based on data in the form of concepts and relationships.  Quantitative 

research is conducted using a number of methods to study natural phenomena 

including laboratory experiments, surveys, and often mathematical or statistical 

modelling (Graziano and Raulin 1989; Gravetter and Wallnau 2007).  Quantitative 

research focuses on reliability and validity, which results in a larger number of 

samples or measurements than would be expected for qualitative research.  This 

provides the advantage of a high degree of empirical rigour when making 

statements about social phenomena (Hirschheim 1992; Shanks et al. 1993).  

Furthermore, the researcher is detached from the research, and therefore objective. 

Qualitative research approaches have roots in the social sciences and were 

developed to permit in depth study of phenomena without having the restrictions of 

specific quantifiable measures imposed on the researcher (Galliers 1992a).  The 

main aim of qualitative research is to gain an in depth understanding of humans and 

the cultural and social contexts of their environment (Strauss and Corbin 1990).  

Unlike quantitative research, qualitative research does not try to quantify and 

statistically analyse results, but attempts to explain phenomena using rich 

descriptions including an understanding of contextual issues from data which is in 

the form of words, dialog or pictures (Strauss and Corbin 1990).  Examples of 

qualitative methods are case studies, action research, ethnography and focus 

groups.  The research attempts to construct social reality and cultural meaning 

giving a rich picture of the phenomena, generally looking at a small sample, but in 

great depth.  The focus of the research is on the interactive processes and events 
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and the primary aim of the research is on authenticity (Neuman 2000).  In qualitative 

research, the researcher is deeply engaged with the research, interacting with 

research subjects and occasionally (in the case of action research) becoming a part 

of the research themselves.  Additionally, value judgements are made by the 

researcher in order to understand or portray the data collected.   

Whilst the qualitative and quantitative approaches have been developed in different 

research fields and are different in nature, there are a number of similarities 

between them.  The approaches are each systematic in their treatment of the vast 

amounts of data collected.  As part of the analysis process, the researcher is 

required to use reasoning to draw conclusions about the data (Neuman 2000).  Also 

each of the methods use comparison in evaluating and examining data to reach 

conclusions that are “valid and truthful” based on the data and are without 

inconsistencies (Anthill 1985; Orlikowski and Baroudi 1991).   

These approaches also have major differences.  In quantitative research, data 

analysis only commences after it has been collected, as doing statistical analysis on 

part of the data would not be appropriate.  However in qualitative research, data is 

collected and analysed concurrently and this adds to the richness of the picture as 

“better” data can be collected based on the data that is already analysed.  Secondly, 

qualitative research generates new concepts and theory based on the evidence 

identified in the data by the researcher, whereas in quantitative research, a more 

formal method is used where a series of hypothesis testing and statistical analysis 

takes place (Neuman 2000).  Furthermore, one of the major benefits of qualitative 

research is its ability to develop rich data about how people behave in a given 

cultural and social environment (Cavaye 1996).  This richness can often be 

compromised in quantitative methods as the statistical analysis may remove or hide 

the data richness.   

As information systems focus on the impact of technology on people and 

organisations, the richness of description and understanding of how people interact 

with phenomena in a given social and cultural setting is important to preserve in IS 

research.  Subsequently there is a growing popularity of qualitative research in 

information systems. 
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3.4. Research Epistemologies 

In addition to the classification of research strategies as qualitative or quantitative, 

research has also been classified into three main research epistemologies: 

positivism, interpretivism or critical (Hirschheim 1985; Orlikowski and Baroudi 1991; 

Galliers 1992a; Neuman 2000).  These categories give an idealized, simplified idea 

of each area (Neuman 2000).  The approaches essentially offer different ways in 

which one can look at the world:  ways in which we can observe, measure, and 

understand social phenomena. 

The positivist philosophy, also known as the scientific or empirical approach 

originates from scientific tradition and focuses on identifying causal relationships 

which can be used to predict behaviour in social systems (Galliers 1992a; Shanks et 

al. 1993).  This assumes that we can systematically and rationally investigate these 

relationships through empirical investigation.  According to Myers (1998) this 

philosophy assumes that: 

i. Social reality is objective, testable and independent of theoretical explanation 

ii. The researcher should be objective, unbiased, and should be a spectator 

iii. Theories and hypotheses can be tested independently of an understanding 

of meanings and intentions, and 

iv. Law like relations can be discovered and the purpose of research is to 

increase our predictive understanding of phenomena 

As Neuman (2000, p66) states, “Positivism sees science as an organised method 

for combining deductive logic with precise empirical observations of individual 

behaviour in order to discover and confirm a set of probabilistic causal laws that can 

be used to predict general patterns of human behaviour.”  This type of research 

often uses surveys and experiments to generate precise quantitative data to test 

hypotheses. 

The interpretivist philosophy, referred to also as antipositivism, focuses on direct 

observation of social behaviour and systematically analysing this behaviour to 

understand how people act in their natural surroundings (Shanks et al. 1993; 

Neuman 2000).  Interpretivism originates from the sociology field in the late 1800’s.   
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The assumptions behind this philosophy are (1998): 

i. Social reality is socially constructed 

ii. The researcher can only access reality through social constructions, and 

cannot be neutral 

iii. Interpretive studies should attempt to understand phenomena through the 

meanings people assign to them. 

The idea of interpretive research is to look at a cultural or social situation and to be 

able to describe the meaning of the interactions of humans in that situation.  This 

concept is related to hermeneutics.  Hermeneutics focuses on the examination of 

text in the form of conversations, pictures or written words, and is commonly used in 

the fields of philosophy, religious studies and linguistics (Klein and Myers 1999; 

Neuman 2000).  From this examination a rich picture of meaning that is hidden in 

the text can be produced.  This is also exhibited in the other techniques of 

interpretive research:  constructionalism, ethnomethodology, phenomenological, 

cognitive, idealist, subjectivist, and qualitative psychology  (Neuman 2000). 

Common techniques used in interpretive research include participant observation 

and field research.  Interpretive researchers often spend prolonged periods with 

research participants to record detailed precise notes which are then carefully 

analysed to understand the way in which the participants act in their social or 

cultural environment.  This is very much a pragmatic orientation to research that is 

concerned with how people interact to get work done, or to life their lives.  As 

Neuman (2000, , p71) defines, interpretive research is “the systematic analysis of 

socially meaningful action through the direct detailed observation of people in 

natural settings in order to arrive at understandings and interpretations of how 

people create and maintain their social worlds”.  In IS research, this can be 

understood as how people interact with technology and with each other where 

technology is involved. 

The critical philosophy gives another perspective.  It takes the view that social reality 

can be discovered, and that this reality changes over time based upon the tensions, 

and contradictions of social relations or institutions (Neuman 2000).  The critical 

philosophy is a “critical process of inquiry that goes beyond surface illusions to 

uncover the real structures in the material world in order to help people change 

conditions and build a better world for themselves” (Neuman 2000, p. 76).  The 
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critical approach assumes two main things – that social reality is historically 

constituted and that phenomena cannot be treated as isolated elements (Orlikowski 

and Baroudi 1991).  Due to these assumptions, critical studies are almost always 

longitudinal (Benson 1983).  The researcher critically assesses the situation; asking 

difficult questions, exposing hypocrisy and investigating contradictions to cause 

change with the main purpose being to change the world – effectively changing the 

status quo.  Essentially the researcher’s role is to go beyond merely studying the 

phenomena to becoming an agent for change (Benson 1983).  Of the three 

approaches, the critical philosophy is the most rarely used philosophy, and is more 

commonly found in use by activists and political organisations.  Resultantly, little 

critical research is published in scholastic journals (Neuman 2000). 

The differences and similarities of the approaches are well described by Neuman 

(Neuman 2000).  Neuman (2000, p. 86) suggests that all of the approaches are 

similar in that they are: Empirical, Systematic, Theoretical, Open for others to see, 

Self Reflective and Open Ended Processes.  However the approaches also have 

many differences regarding the research reason, how they look at social reality, how 

they perceive human nature, how the role of common sense is perceived, what the 

theory looks like, what constitutes good evidence and how values are dealt with. 

There are advantages and disadvantages of these philosophies and the research 

approaches each uses.  Selecting an approach to IS research depends primarily on 

the research question and on the characteristics of the problem.  These advantages 

and disadvantages are discussed extensively by several authors (Galliers 1985; 

Hirschheim 1985; Neuman 2000).  The key aspect in selecting an appropriate 

research approach is to ensure that it will allow researchers to achieve their 

research objectives and answer their research question. 

3.5. Research Approach and Rationale 

The purpose of research design is to guide the researcher through the process of 

collecting, analysing and interpretation of observations.  As Yin (2003) states, the 

research design is a blueprint for the study that essentially directs the researcher 

through the research. 

In addition to the philosophies discussed in Section 3.4 categorization of research 

can be made using a research cycle.  Research can be categorized using a cycle 
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containing three stages (Galliers 1992a; Neuman 2000).  These stages: theory 

building, theory testing and theory refinement can be used to classify the phases of 

research.  In non exploratory research, when the research is in the theory building 

stage, the focus is on exploration of a research question that leads to a theory.  The 

research question is then answered in the theory testing stage of the cycle through 

the design and execution of an appropriate research method.  This leads directly to 

theory refinement, where the theory developed and tested is improved using the 

information gained through theory testing.  Once this is complete the cycle continues 

through theory testing and theory refinement until the theory is established as fact. 

Shanks et al. (1993) argue that the first and third stages of the scholarship cycle are 

extremely important.  Scholarship by this definition is the ability of the researcher to 

synthesise knowledge in their field, and from other fields, and apply this knowledge 

to the current problem domain.  The outcome of this process would be a theory 

based in one domain and incorporating knowledge from other domains.  In the case 

of this research, the focus is on security policy with other information being 

incorporated from the domains of software development, policy, quality and 

organisational behaviour. 

This study is a detailed investigation of how organisations develop, implement and 

determine the effectiveness of strategic information security policies.  It is an 

exploratory study where there is access to the context (information security policies 

within organisations), but no control over the variables.  There will be multiple 

sources of evidence (interviewees, documents etc.) and the goal of the research is 

to build theory. 

The strategy used to conduct research is determined by the research question and 

the phenomenon being investigated.  In terms of security policy, research in the 

area has concentrated on approaches to policy development (Warman 1995; Bayuk 

1996; Rees and Bandyopadhyay 2000; Diver 2007; Kadam 2007; Knapp et al. 2009) 

and little has been done to address the concept of quality.  For this investigation the 

understanding of how individuals interact with the security policy development and 

implementation is important.  Also important, is how individuals address security 

policy quality within the organisational setting.  The nature of this research means 

that it is important to investigate the understanding of organisations towards 

strategic security policy.  To address this, an in depth understanding of how 
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organisations deal with security policy development, implementation and ongoing 

use from the different perspectives of organisation stakeholders is required. 

As this research is at an exploratory stage, the selection of approaches used in the 

research will need to take this into account and be appropriate for positivist 

exploratory research. 

3.5.1. Design for This Research Project 

The research design for this project uses the research methods discussed in this 

section and is shown in Figure 3.1.  Prior to conducting this research, ethics 

approval from the University of Melbourne’s Ethics Committee was obtained.  The 

letter of approval is shown in Appendix B. 

 

Figure 3.1: Research Design 

Essentially there are three stages to this design: a conceptual study where a 

research model for security policy quality is developed, contextual interviews where 

security specialists are asked to comment on the model, and an empirical analysis 

where the framework is evaluated and refined by empirically investigating 

organisations through case studies.  These stages are described below.   
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3.5.1.1. Conceptual Analysis (phase 1A) 

During the conceptual analysis stage of the research, the area of security policy and 

associated domains will be investigated from a theoretical perspective.  Various 

sources of information will be used including existing literature, conference 

presentations and seminars, Internet lists, personal contacts and anecdotal 

evidence.  This conceptual study will produce the research model which contains 

the policy lifecycle steps, the multiple constituency types and the quality 

components needed to conduct a quality assessment of strategic information 

security policy quality. 

This model, developed in Chapter 4, serves two purposes, firstly it will allow an initial 

understanding of the problem domain to be established that allows the guidance of 

the research.  Secondly, it will be informed by the research and the findings of the 

research and will be used in conjunction with the research findings to produce the 

final outcomes as mentioned above.  

3.5.1.2. Contextual Interviews (phase 1B) 

In this second stage, a number of security experts will be used to conduct the initial 

evaluation and refinement of the model.  Security experts will be shown the model 

and asked to comment on its utility from a security policy development and 

evaluation perspective.  Their comments and knowledge will be used to evaluate the 

models utility and will help to refine the model.  This process is discussed in 

Chapter 4. 

3.5.1.3. Empirical Analysis (phase 2) 

Empirical analysis will focus on the evaluation and refinement of the model through 

two in-depth case studies.  Once the case studies are complete and have been 

analysed the model will be updated with information obtained.  At the end of this 

stage a strategic security policy model will be produced that will allow organisations 

and researchers to better understand the relationships that constituents have with 

quality assessment of security policy, and with the security policy development 

process. 
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3.5.2. Role of Case Study Research 

A case study is an empirical enquiry that investigates a contemporary phenomenon 

within its real-life context: where the boundaries between the phenomenon and 

context are not clearly evident, where multiple sources of evidence are used and 

where the independent and dependant variables cannot be specified in advance 

(Benbasat et al. 1987; Cavaye 1996; Yin 2003).  Furthermore, a number of 

researchers state that case studies should be used if; the research is in its formative 

stages, its focus is on a real life phenomenon, the researcher has little control over 

events, and if one or a few entities are to be studied intensively (Benbasat et al. 

1987; Lee 1989; Orlikowski and Baroudi 1991; Galliers 1992a; Darke, Shanks and 

Broadbent 1998; Myers 1998; Yin 2003).   

Case studies use and combine many different sources of information, using a 

variety of data collection techniques.  Studies may involve single or multiple cases, 

and use either theoretical or literal replication (Cavaye 1996).   

As previously discussed, the research into strategic information system security 

policy is at an early stage, as is the measurement of how an organisation 

determines the quality of their security policy.  Each of these issues is best studied 

in an organisational context.  Furthermore, as not much is known about these 

issues, exploratory research would be appropriate as we are attempting to explore 

the phenomenon within an organisation.   

For this research the case study approach was selected due to the match between 

the requirements of this research and the characteristics of the case study 

approach.  This approach will enable a thorough understanding of the organisations 

studied in terms of: how they develop security policy, who is involved in this process, 

and how they assess security policy quality.  This understanding will enable the use 

of multiple constituency groups (as defined in Section 2.2) that will be critical in 

assessing the quality of security policy.  It also identifies how organisations assess 

security policy quality, and identifies the criteria used by specific stakeholders to 

assess quality.  Finally, it provides a mechanism to elicit the opinions of the various 

stakeholders about the quality model, in essence enabling validation of the model.  

Whilst the focus group approach could have been used in validating the quality 

model, using the case study approach to accomplish this reduces the complexity of 

the research (by only having one approach). 
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3.6. Contextual Interviews 

This section describes the rationale behind the selection of the experts used to 

conduct the initial evaluate and review phase of the research.  In particular the 

selection of participants and their role within the research is discussed.   

The contextual interviews were conducted as the initial research model was being 

constructed in phase 1b of the research.  The research model at this stage was 

purely based on the theoretical literature and on the researcher’s understanding of 

the problem area.  The contextual interviews were used to validate the research 

model from a practical perspective, with the aim of enhancing the model through 

practice.  The interview protocol (Appendix C) was developed based on the initial 

research model.  The interviews comprised of three main areas: determining 

personal experience and understanding, understanding of security policy 

development and commenting on the specifics of the research model.   

The selection of experts was based on their experience in security and in particular 

on whether they: 

i. were involved with security policy development 

ii. could identify stakeholders involved with security policy development 

iii. were experienced enough in security to assess security within their 

organisation. 

Security experts were identified either through contacting major organisations and 

asking to talk to their Information Security Managers, or through personal contacts 

of colleagues in security.  The process undertaken was to identify a security expert, 

then approach them via telephone to ascertain their interest and suitability as 

participants, and if deemed suitable, to then arrange to conduct an interview with 

them.  The interview was recorded, transcribed and detailed analysis was 

undertaken to gain an understanding of their perceptions of the research model.  

This was then repeated for the next expert until saturation was reached and there 

was no additional information obtained from the interview.  At the conclusion of the 

interview process, the comments and insights of the experts were incorporated into 

the research model. 
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Using this approach, four experts were interviewed.  These experts were sourced 

from organisations other than the case study organisations.  Details of the experts 

are shown in Table 3.1.  In all but the last case the interviews were recorded and 

transcribed.  In the last interview the participant requested that it not be recorded 

and field notes were taken, including a summary recording after the interview was 

concluded.   

Table 3.1: Experts Used in the Contextual Interviews 

No. Job Title Industry Sector Years of Security Experience 

1 Manager IT Security Logistics 5 years 

2 Security Analyst Logistics 4 years 

3 Security and Network Specialist Automotive 7+ years 

4 Security Manager Financial Services 4 years 

 

3.7. Case Study Details 

This section describes in detail the rationale behind the selection of the case study 

sites.  In particular it discusses the unit of analysis, case design, site selection and 

the selection of participants. 

3.7.1. Unit of Analysis 

The unit of analysis for this study is the security policy development unit and its 

associated stakeholders.  Each organisation will be investigated from the 

perspectives of all those affected by the policy within the organisation.  In effect 

each stakeholder group will be represented in the data collection, and a number of 

sources, where possible, for each stakeholder group will be used.  The only 

exception to this is where the stakeholder is not represented or available within the 

organisation. 

3.7.2. Single versus Multiple Case Design 

The choice between single-case and multiple-case designs for case study research 

is a function of the principal goal of the research, the availability of relevant cases, 

and the research budget (Barkley 2006).  Benbasat et al. (1987, p. 373) suggest that 

“multiple case designs are desirable when the intent of the research is description, 

theory building or theory testing”.  This allows for cross case analysis to take place 

resulting in more generalisable research results once saturation takes place. There 
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are a number of various arguments as to the number of cases required to be able to 

claim generalisability.  Mintzberg (1979) argues that having a small number of 

cases, analysed intensively is much better than having a large number of cases 

analysed superficially.  He argues that theory building requires rich descriptions, and 

that researchers can discover many relationships using “hard” data, but can only 

explain these relationships using “soft” data.  Yin (2003) argues that there must be 

multiple sources of evidence, both within a case (internal validity), and between 

cases (generalisability), but does not give an indication of the “correct” number of 

cases to conduct. 

Yin (2003) suggests that a single-case research design is useful if the case is an 

extreme, unique, or revelatory case; a representative or typical case; or a 

longitudinal case.  The basis for a revelatory case exists “when an investigator has 

an opportunity to observe and analyse a phenomenon previously inaccessible to 

scientific investigation” (Yin 2003, p. 42).  Where a phenomenon is rare, or is difficult 

to study a single revelatory case study could be completed due to the uniqueness of 

the situation (Yin 2003).  

In security research, access to case study sites is limited due to organisations being 

protective of their security, particularly when the research crosses the departmental 

boundaries of the organisation (West-Brown, Stikvoort, Kossakowski, Killcrecem, 

Ruefle and Zajicek 2003; Kotulic and Clark 2004).  In this research, the approach 

selected was to conduct two in-depth revelatory case studies.  A two case design 

was selected to provide some generalisation of the results and to extend the 

boundary of the research model.  This will be discussed in subsequent sections.  

3.7.3. Site Selection 

This research is using a two revelatory case design to evaluate and refine a model 

of information security policy development.  A number of factors were considered in 

selecting organisations for the study.  These include: 

i. One of the selected organisations should be “simple” in that it operates only 

in one geographical area within the legislative and cultural requirements of 

that area.  The second organisation should be “complex” in that it operates 

across national boundaries in areas governed by different legislative 
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requirements.  This is to investigate if there are any differences within these 

types of organisations and to extend the bounds of the research model. 

ii. The organisations should all be of a similar size to reduce the impact of size 

on the research.  This will allow the study to be more generalisable for that 

sized organisation. 

iii. Organisations will need to have an information security policy.  This is to 

ensure that we have an artefact to study. 

iv. Organisations will have developed their security policy in-house.  This is to 

ensure that the authors of the policy are more likely to be still available to act 

as participants in the study, and to reduce the impact that consulting firms 

may have on the study. 

The sites selected based on the above criteria will allow generalisations to be made 

as appropriate for similar organisations operating in similar environments.  Using 

this method added insights that may be made into the research questions, which will 

be richer than those found where all case organisations were similar, in our case 

either being all “simple” or “complex” organisations of the same size.  Given this, 

there is some likelihood that generalisations may also be possible with stakeholders 

who would be expected to identify the similar aspects of quality as important across 

the two case organisations. 

In this research two case study sites were selected.  Both sites were of medium 

size, with about 200 employees.  One site was a retail organisation and the other 

site was an IT service based organisation.  The retail organisation operates purely 

within the Australian environment and has one main office and three state offices.  

The IT organisation operates multi-nationally and has offices in several countries 

with differing legislative requirements.   

The case studies are revelatory due to the lack of availability of case study 

organisation sites in which to conduct in depth research on security.  Kotulic and 

Clark (2004) suggest at the reasons for this are that organisations may not trust the 

research and that “Information security is one of the most intrusive types of 

organisation research, and there is undoubtedly a general mistrust of any ‘outsider’ 

attempting to gain data about the actions of the security practitioner community” 

(Kotulic and Clark 2004, p. 604).  In this research there was great interest from 

security practitioners within organisations, but as the research uses constituents 
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from many areas of the organisations, it was when permission was sought from 

higher up in the organisation that it was denied, usually from the organisations legal 

or public relations department.  So this research is not only being conducted in an 

area that most organisations deem as intrusive, but also crosses departmental 

boundaries within the organisation.   

3.7.4. Selection of Participants 

Within each case study organisation, a similar process was utilised to gain access to 

participants for the study.  Firstly, the senior information technology manager was 

approached (the Chief Information Officer (CIO) in each case study), and the project 

was discussed to describe the aims and purpose of the study.  Then, at a later date, 

the CIO was interviewed as part of the study.  During this interview process, 

information was gained about those stakeholders involved with the security policy, 

and a list of possible stakeholder participants was developed.  After the interview, a 

feedback process with the CIO was used to gain permission  to contact  each of the 

stakeholders identified.   

As progress in each case proceeded, additional stakeholders were identified and 

permission was sought from each respective CIO to contact these new 

stakeholders.  Using the CIO as the conduit for contacting potential participants 

emphasised the importance of the study to the organisation, which in turn 

encouraged voluntary participation as participants recognised the potential benefits 

of the study to the organisation.  This included other high level executives within the 

organisations (including one CEO) and a variety of lower level managers and other 

personnel.  A total of 18 participants took part in the study.  Table 3.2 shows a 

summary of the two case studies demographics.  

Table 3.2: Case Study Participant Details 

No. Org Type Org Pseudonym # Participants Size 

1 Retail RetailOrganisation 6 ~200 employees 

2 IT ITOrganisation 12 ~200 employees 

 

3.7.5. Data Collection 

Yin (2003) suggests that there are six sources from which evidence for case studies 

can be collected: documentation, archival records, participant observation, direct 
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observation, interviews and physical artefacts.  For this study, evidence was 

primarily collected using interviews, and included follow up interviews with many 

participants where necessary.  Additionally, in both case study organisations the 

security policy artefact was used to gather further evidence, as were a number of 

other related documents.  The final evidence source in this study was observations 

of the security environment within each of the organisations.  The researcher was 

permitted to view documentation about the security policy and the policy artefact 

under a strict non-disclosure agreement and interview transcripts were returned to 

participants for approval before data could be used.   

The two case studies were conducted sequentially with a gap of nine months 

between the completion of one and the beginning of the next.  The data collection 

methods are described below. 

3.7.5.1. Interviews 

The majority of data collected was in the form of interviews.  This is one of the most 

widely used and important sources of data in case study research (Yin 2003; Rubin 

and Rubin 2005; Myers and Newman 2007).  Interviews are important as they give 

the researcher a wealth of information.  They allow the researcher to focus directly 

on specific issues within the case study topic, and are particularly insightful as the 

researcher acquires not only verbal responses to questions including the tone of 

voice, but also non verbal responses such as body language.  Additionally, 

interviews allow the participant to feel in control and assist the researcher in dealing 

effectively with complex issues.  In the interview setting, participants gave accounts 

of how they work, giving insights into the culture of the organisations as well as 

focusing on things that they find important to their work.   

In general, within case study research, interviews tend to be open, or semi 

structured (Yin 2003).  The researcher aims to give the participant a guide to the 

conversation, in which the participant essentially tells the story to build a rich 

narrative.  In this research semi structured interviews were used.  The interview 

obtained information about policy development, stakeholder involvement and quality 

assessment.  In this study the case study interview protocol (Appendix D) contains 

five sections of questions: background information, policy development, stakeholder 

use of policy, quality assessment and conclusion and feedback about the security 

policy quality framework.  As there were different levels of personnel, performing 
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widely different duties in the organisation it was necessary to tailor the interviews, 

essentially leaving out the section on policy development for those stakeholders who 

were not intimately involved with policy development. 

Initially some background information about the interviewee was elicited, which 

enabled categorisation into stakeholder groups.  Also this information gave an 

insight to the security awareness of the individual, and also the culture within the 

organisation.  Subsequently interviewees were asked about the development of 

security policy within the organisation.  The next stage of the interview was designed 

to determine which stakeholders were involved in phases of the lifecycle of the 

policy.  This identified any missed stakeholders in the research.  Then the interview 

concentrated on getting interviewees to discuss how they would go about assessing 

the quality of the security policy.  After this was done, specific questions about each 

of the quality characteristics were directed at the interviewee to elicit further 

responses about policy quality in the organisation and about the usefulness of the 

quality components developed in the research model for that stakeholder.  This 

clarified what policy quality is for particular stakeholders, and also validated the 

utility of the quality model. 

The interviews varied greatly in time ranging from 30 mins to one that lasted 2 hours 

with one of the policy specialists.  Interviews were digitally recorded in all instances 

with prior permission being given by the organisation and by participants.  All 

interviews were transcribed by the researcher, along with emotive symbology 

(*laughed*, *angry* for instance) to ensure the nature of the interaction was 

preserved.  This also ensured that data consistency was maintained and allowed the 

researcher to begin to develop an understanding of the data. 

Interviews are not the only source of evidence and Yin (2003) states that often 

interviews are subject to common problems such as bias, incorrect recall, or poor 

articulation and suggests that other sources of information should also be used.  To 

alleviate these issues multiple sources of information were used, including 

organisational observation and document collection, and participants were permitted 

to review their transcripts and comment on them.  Use of multiple data sources 

promoted greater understanding, for instance, data in both case studies suggested 

that security within the organisation was paramount, but only when observing the 



 Chapter 3 

85 

security environment was the researcher able to distinguish between the different 

levels of security between the organisations.  

3.7.5.2. Follow-up Interviews 

As the data was analysed there were some cases where further information was 

needed from participants.  Where this was the case, participants were contacted by 

phone and email and were asked to extend some of their answers where more 

information was required.  Follow-up questions covered issues that were in the 

original interviews, but simply asked for more information, or for clarification of some 

issues. 

3.7.5.3. Observations of the Security Environment 

In case study research, multiple sources of evidence are required when building 

theory (Eisenhardt 1989).  In this study, the researcher was able to observe the 

security environment in each of the case studies.  The researcher spent 21 hours 

across a 6 month period in RetailOrganisation and 39 hours over a 2 week period in 

ITOrganisation conducting interviews and viewing organisational behaviour.  This 

allowed the researcher to form a judgement about the state of security within each 

organisation, as well as giving an understanding of participant concerns regarding 

security policy quality.  The observations made within the organisations proved to be 

enlightening and in several instances contradictions between the responses in 

interviews and observations were identified, thereby verifying the importance of this 

source of data.  

3.7.5.4. The Policy Artefact and Other Documentation 

In addition to interviews and observation of the security environment, the researcher 

was able to collect other relevant documentation.  In each case study the policy 

being studied was able to be used for analysis only after signing a non-disclosure 

agreement.  Physical access to this document was an essential component of the 

research as it helped the researcher to contextualise stakeholder perceptions of its 

quality.  In addition, it was useful to be able to note the “kind” of policy that was 

present within each organisation and allowed some triangulation of evidence to take 

place with the interviews.   

Various documents, which were publicly available, were also collected and 

analysed.  These documents included each organisation’s annual reports (including 
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the high level strategies they have in place to deal with security) and other 

documents dealing with general information about the organisations.  These 

documents allowed the researcher to gain a rich picture of each organisation.  

Unfortunately the researcher was unable to collect minutes of meetings where the 

policy development was discussed as they did not exist in either organisation. 

3.8. Research Design Quality and Data Validity 

The credibility, reliability and validity of a research study reflects the rigour of the 

study in terms of the accuracy of the research findings and in the ability to convince 

the reader of the worthiness of the research findings (Lincoln and Essin 1992).  Kirk 

and Miller (1986) suggest that “the issue of validity is not a matter of methodological 

hair-splitting about the fifth decimal point, but a question of whether the researcher 

sees what he or she thinks he or she sees”.  In essence, this is checking to see 

whether the interpretation and explanation of the case make sense.  For exploratory 

research, Yin (2003) suggests that there are three main design quality tests used for 

exploratory comparative studies: construct validity, external validity and reliability2.   

Construct validity includes ensuring that there are multiple sources of evidence, that 

there is a chain of evidence and that key participants have a chance to read the 

draft case report (Yin 2003).  In this research multiple sources of evidence have 

been utilised so that triangulation can be used in the analysis of data.  In the case 

study descriptions and discussion (Chapters 5-7) the source of the evidence is clear 

and a chain of evidence is apparent.  

External validity in essence is “the problem of knowing whether a study’s findings 

can be generalised beyond the immediate case study” Yin (2003).  External validity 

can be shown through increasing degrees of freedom and by applying replication 

logic (Sarker and Lee 2003).  In this research replication is achieved through 

applying the same research practices across two revelatory case studies.  These 

case studies can each be seen as a separate study in which the research model 

tested.  Additionally, multiple observations are made where possible for each 

component of the research model across the case studies.  Whilst these 

organisations are in different industries, generalisation is possible based on 

                                                 
2 According to Yin (2003) internal validity is not useful in exploratory studies 
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organisation size.  Further research would be required of similar sized organisations, 

of both national and multi-national, in the same industries, with the same levels of 

security to allow full generalisation to occur.   

Reliability is concerned with whether the process of the study is consistent, is 

reasonably stable over time and across researchers and methods (Miles and 

Huberman 1994).  Reliability can be shown through the creation of a case study 

database and a case study protocol (Sarker and Lee 2003).  In this research, a case 

study database which contained annotated interview transcripts, case study 

documentation containing other organisation information, data tables and coding 

details was created.  Furthermore, a case protocol was developed containing a 

consistent interview protocol for each of the stakeholder roles across both case 

study organisations.  Additionally, all of the data for the case studies has been 

collected and stored in accordance with our Universities ethics procedures.  

Furthermore the analysis of data, consisting of tabular materials used to aid in 

analysis, have also been securely stored. 

3.9. Data Analysis 

The analysis of case study evidence is “one of the least developed and most difficult 

aspects of doing case studies” Yin (2003).  The collection of data for case studies 

results in large volumes of textual data.  To handle the volume of data a structured 

approach is required.  There are a number of ways to simplify the process of data 

analysis: within-case analysis and cross case analysis (Eisenhardt 1989; Yin 2003).  

In this study, interviews were transcribed within 72 hours to ensure the interview’s 

nuances were clear in the researchers mind.  All transcripts were sent back to 

interviewee’s for final approval for use.  Once this was completed, the transcripts 

and other information collected in the case study were assigned unique, participant 

protecting codes before they were analysed.  These codes protect the identity of the 

participants as much as possible. 

The analysis of the data from the case studies takes three forms (Miles and 

Huberman 1994): data reduction, data display and conclusion drawing/verification.  

In the data reduction phase all the data was initially coded using open coding with 

codes developed from the research model.  These codes were based around 

subsets of quality factors from the quality framework (at the factor level of the 
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model), as well as identification of stakeholder groups and of stages of security 

policy development.  Codes were developed for each interview transcript describing 

how the interviewee was involved in development, in quality assessment and with 

other stakeholders.  For organisational documents a similar method was used.  This 

approach allowed relevant information from the case to be selected and simplified 

enabling abstraction and transformation of that information for further analysis.   

Once the open coding was completed, axial coding was used to further analyse the 

data using codes developed from the research model at a lower level of abstraction.  

For the quality model this was the quality factor characteristics and for the 

development process this was the level below that identified in open coding above.  

At this stage, data was tabulated to show the interactions of stakeholders with the 

quality model and with the development stages.  This allowed for a greater 

understanding of the data with respect to the research framework.   

These two stages were conducted whilst the case studies were progressing.  This 

allowed the researcher to gain a better depth of understanding during the case study 

interview process.  After the case studies were complete the conclusion drawing and 

verification began.  Using selective coding and an analysis of the tabulated data it 

was possible to illustrate the research themes and identify which quality components 

were relevant to which stakeholder groups at the various stages of the policy 

development lifecycle.  In addition, various discussions about the data with 

colleagues and supervisors helped to clarify areas, often resulting in revisiting the 

interview transcripts. 

During the case study interviews, each stakeholder identified how important each 

quality component would be to them when they assessed the quality of their 

information security policy.  The statements made by stakeholders about each 

quality component were then rated as High, Med, Low or None subjectively by the 

researcher.  To increase the reliability of the rating, several stakeholders’ responses 

were independently rated by the researcher’s supervisor and any differences 

resolved through discussion.  This continued until the ratings converged and 

consistent ratings were achieved for each individual stakeholder.   



 Chapter 3 

89 

3.10. Research Design Constraints 

Within this research design a number of constraints were identified.  These 

constraints often exist within the organisations for pragmatic reasons such as the 

unavailability of research subjects, and the recognition that the organisation cannot 

just stop for research to be conducted. 

The major constraint in this research was the nature of security as a topic area, 

especially when organisational internal boundaries are crossed as part of the 

research.  This research focuses on how different stakeholders (from different 

organisational units) assess the quality of security policy.  Because this research 

requires participants from across many areas of the organisation it was not possible 

to gain permission from only the department head to do the study.  Permission had 

to be sought from higher in the organisation, and was often passed up to the CEO 

and then back down to the legal or public relations area for final approval.  In all but 

two cases this final approval did not occur as it was deemed too risky for the 

organisation to be involved with security research at that level.  From the 

researchers experience, where security research is conducted within the 

organisation unit dealing with security, it is much easier to get access to the 

organisations as personnel can see the value in the research, and are less likely to 

see it as a risk to the organisation.  This phenomenon has also been observed by 

other researchers (West-Brown et al. 2003; Kotulic and Clark 2004). 

A further constraint deals with the opportunity to physically observe the quality 

process in action within the organisation.  Within each organisation the assessment 

of quality was conducted in an ad hoc and informal manner.  There was no 

formalisation of the process and as such it was hard to observe first hand.  As such, 

the research has to rely on participant self reporting about how they assess quality, 

rather than being able to view the assessment taking place.  This assumes that the 

participant will give open and honest answers to the researcher and avoid impacting 

the study with misinformation.  Whist the research has attempted to reduce the 

impact of this through construct validity, by obtaining triangulation between 

participants and through other organisational documentation, the impact would be 

further reduced if it were possible to observe participants in depth as they conducted 

the evaluation of the organisation’s security policy.  
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3.11. Summary 

This chapter contains the description of the research design for this project.  This 

research uses a Yin (2003) like positivist case study approach to develop, validate 

and refine a model to assess the quality of security policy from a multiple 

constituency perspective.  Two revelatory case studies are conducted with multiple 

participants, acting in multiple stakeholder roles, to provide an in depth analysis of 

the utility of the research model.  

The following chapter is a conceptual study that develops a strategic security policy 

quality framework.   
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CHAPTER 4.  
A RESEARCH MODEL FOR 
ASSESSING MULTIPLE 
CONSTITUENT INFORMATION 
SECURITY POLICY QUALITY 

4.1. Introduction 

This research investigates the quality of information security policy at a strategic 

level.  As previously mentioned, it does not focus on low level, acceptable use type 

policies within organisations.  At the strategic level, of particular interest is what 

different stakeholder’s perspectives are of security policy quality, and the 

involvement of these stakeholders in the development process.  Figure 4.1 

summarizes an initial understanding of this problem space based on the literature 

review. 

In Figure 4.1, the associations between three areas: security policy quality, 

stakeholder types and the security policy lifecycle steps are shown.  The purpose of 

this chapter is to define each underlying areas and describe the scope and 

important aspects of each. 

 

Figure 4.1: An Overview of the Security Policy Quality Research Model 

This chapter presents a research model for the assessment of strategic information 

security policy quality within an organisational context from the literary base 
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discussed in Chapter 2.  In this chapter, the research model areas are developed 

and interviews with security experts are used to validate and refine these areas.  

The research model will, in later chapters, be further validated and refined using two 

revelatory case studies to produce a multiple constituency model of strategic 

information security policy quality. 

4.2. Security Expert Interview Participants 

In Section 3.6 the rationale as to the selection of security experts to initially evaluate 

and refine the research model is given.  Four contextual interviews (Holtzblatt, 

Wendell and Wood 2005) were conducted and their insights are included in the 

discussion of the development of the research model consisting of the policy quality 

components, policy lifecycle steps and stakeholder types presented in this chapter.  

The four interviewees were selected based on their experience in security with all 

interviewees working in the information security area for four or more years.  The 

interviews comprised three sections: personal experience and understanding about 

information security, understanding of security policy development and commenting 

on the research model.  The interview protocol (Appendix C) was developed based 

on the initial research model and the interviewees were able to view the research 

model and comment on its utility in enabling quality assessment of security policy.  

In the third part of the interview, particular focus was placed on determining the 

appropriateness of definitions of criteria, on identification of superfluous or missing 

criteria and on whether criteria were identified in the correct locations. 

Each interviewee had been involved with security policy development and had a 

good understanding of the process used to create a security policy.  All experts were 

situated within information technology areas of their organisations and all had similar 

job descriptions, in that they helped develop security policy.  None of the experts 

were from the case study organisations described in this thesis.  A summary of the 

four experts is presented in Table 4.1 on page 93. 

Expert_1 is an IT Security Manager within a large Australian logistics organisation.  

Expert_1 has been in their current role which involves the planning and 

development of the organisations IT security, including the policy development 

process for the last three years.  Prior to this they had a further two years of security 

experience in a similar role in another organisation, albeit at a lower management 
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level.  This was preceded by ten years of IT contracting experience in a variety of 

roles. 

Table 4.1: Experts Used in the Study 

No. Job Title Industry Sector Years of Security 
Expertise 

1 Manager IT Security Logistics 5 years 

2 Security Analyst Logistics 4 years 

3 Security and Network Specialist Automotive 7+ years 

4 Security Manager Financial Services 4 years 

 

Expert_2 is a Security Analyst focusing on the IT area of a large Australian logistics 

organisation.  Their role mainly focuses on the perimeter security around the IT 

area, as well as helping in planning and development of security policy within the 

organisation.  They have been performing this role for four years after initially being 

employed as an IT Analyst on graduation from University. 

Expert_3 is a Security and Network Specialist working in the automotive industry 

and led the security group in the Asia Pacific area of the organisation.  Their role 

was to implement and enforce policy through the Asia Pacific area for the 

organisation, whilst reporting to the head office.  They had been in this role for about 

15 months. They performed a similar role within Australia in the same organisation 

for four to five years previously.  Additionally they had “dabbled” in the security side 

of things within the organisation during their two decades of employment at the 

organisation. 

Expert_4 is a Security Manager within a large multinational financial services 

organisation.  Their role was developed from a Security Architect role that they held 

for two to three years prior to their one year as Security Manager.  Previously, they 

have been involved with security from a policing perspective for three years and in 

general IT for an additional nine years.  In their Security Manager role they were 

responsible for IT security throughout the organisation, which included everything 

from strategy, security policy, auditing, policing incidents and corporate security 

education. 

During the development of the research model presented in this chapter, the 

contextual interviews with security experts were used in the initial stage of validation 
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and refinement of the model.  Experts will be referred to as Expert_1...Expert_4 and 

appropriate quotations from the interviews will be used to illustrate their 

contributions to the research model development. 

4.3. Stakeholders in Security Policy 

In Section 2.2 the multiple constituency approach to assessment of an artefact was 

introduced and it was suggested that this approach is appropriate to utilise in the 

assessment of strategic information security policy quality.  It seems logical to 

include multiple constituencies in the assessment of security policy quality as in 

policy development many stakeholders should be consulted (Baskerville 1988a; 

Warman 1992; Woodward 2000).  The inclusion of multiple constituencies in the 

quality assessment will enable a comprehensive assessment of security policy 

quality to take place using multiple sets of criteria.  Through this, differing opinions, 

perspectives and priorities will be evident in the quality assessment.  Consequently 

a detailed analysis of how quality is treated by the constituent groups will be 

provided.  This may give further insights into the importance of areas of the policy 

development lifecycle to particular constituencies. 

From the literature discussed in Section 2.3.2.3 it is clear that a number of authors 

identified stakeholder groups that should be included in the development, quality 

assurance and ongoing maintenance of strategic security policies within 

organisations.  The stakeholder groups identified by these researchers are often 

named differently.  Table 4.2: Quality Assessment Stakeholders shows the names 

used by researchers for particular stakeholder groups and an identifier that is used 

in this research to describe that stakeholder group.  

Each stakeholder role may have involvement with security policy development at 

different levels and at different times during the policy development lifecycle.  

Additionally, as Multiple Constituency Theory suggests (Connolly et al. 1980) each 

individual stakeholder may have differing opinions as to the quality of the security 

policy process and may have different measures that they routinely make use of to 

determine the quality of security policy. 

The next nine sections introduce and define the multiple constituency types that the 

literature suggests are important in the policy development and evaluation lifecycle.  
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In Section 4.3.10 a summary is presented along with the security expert interview 

outcomes. 

Table 4.2: Quality Assessment Stakeholders 

Synonym  Stakeholder 

User Community End Users (Baskerville 1988a; Warman 1992; Leinfuss 1996; Swanson 1998a) 
Computer Users (Abrams and Bailey 1995) 
User Community (Robinson 1997) 
Data Entry Staff (Szuba 1998) 
Data Processors (Szuba 1998) 
Information Collectors (Szuba 1998) 
User Groups (Diver 2007) 

Legal & Regulatory 
Department 

Legal Department (Robinson 1997) 
Legal Counsel (Szuba 1998; Diver 2007) 
Legal and Regulatory People (Anderson Consulting 1999) 
Industrial Standards and Professional Licensure (Baskerville 1988a) 
“The State” (Baskerville 1988a) 
Audit and compliance (Diver 2007) 

ICT Specialists Technical Computer Specialists (Warman 1992) 
System Designer (Baskerville 1988a) 
IT People (Robinson 1997) 
System Administrator (Swanson 1998a) 
IS Professionals (Anderson Consulting 1999) 
IT Department (Woodward 2000) 
Technical Writers (Diver 2007) 
Technical Personnel (Diver 2007) 

Security Specialists System Security Manager (Swanson 1998a) 
Security People (Anderson Consulting 1999) 
Information Security Team (Diver 2007) 

Human Resources Human Resources (Anderson Consulting 1999; Diver 2007) 

Executive 
Management 

Senior Management (Woodward 2000) 
Top Management (Abrams and Bailey 1995) 
Managers (Baskerville ; Leinfuss 1996; Szuba 1998; Tudor 2001) 
Senior Management (Henderson 1996; State of Oregon 1998) 
Corporate (Robinson 1997) 

Business Unit 
Representatives 

Divisional Departmental Team or Group Management (Warman 1992) 
Business Units (Anderson Consulting 1999) 
System Owner (Baskerville 1988a; Swanson 1998a) 
Resource Owner (Tudor 2001) 
Information Owner (Swanson 1998a) 
Data Providers (Szuba 1998) 
Junior Management (Warman 1992) 

External 
Representatives 

External Consultants (Gritzalis 1997) 
Clients (Baskerville 1988a) 

Public Relations Public Relations (Anderson Consulting 1999) 
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4.3.1. User Community 

The importance of the inclusion of members of the User Community in the security 

policy development lifecycle should not be underestimated.  The granularity of the 

diverse User Community within an organisation means that often a number of 

“users” are, or should be consulted in the development of a security policy – even at 

a strategic level.  It is impossible however to list all of the functional groups, or 

individuals that need to be involved in the development process and this tends to be 

organisationally dependant.  The User Community for any organisation consists of 

individuals (and groups of individuals) who carry out a variety of diverse functions.  

Security policy literature tends to group the User Community under a number of 

banners, the most popular being “end users” (Baskerville 1988a; Warman 1992; 

Leinfuss 1996; Swanson 1998b).  Other terms used in the security literature include 

Computer Users (Abrams and Bailey 1995), User Community (Robinson 1997; Diver 

2007), Data Entry Staff, Data Processors and Information Collectors (Szuba 1998).   

Both Baskerville (1988a) and Warman (1992) found that there was little research 

directed towards the users and their interests in security, as usually computer 

specialists are more focused at the lower level technical aspects of security and 

often leave out user considerations such as non-interference in work practices, 

complexity, and the fact that strong security may reduce job satisfaction.  Baskerville 

states that these concerns may be superficial.  He argues that politics within the 

organisation and resistance to organisational change are also important user 

concerns and may need to be considered during the policy development process.  

Robinson (1997) and Diver (2007) also suggest that the User Community needs to 

be represented well in the development effort to ensure that the multidisciplinary 

nature of organisations is intrinsically integrated in the security policy.  Having the 

multidisciplinary nature of the User Community included in the policy development 

process may help to get policy makers to think outside the box, and may result in 

the identification of security issues, threats and risks from different perspectives.  

Furthermore, Szuba (1998) suggests that having involvement of the User 

Community in the development process may result in “buy-in” in the development 

process, and create a sense of ownership of the resulting policies.  Diver also states 

“it can be useful to work with users to determine how successful current security 
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policy is, and thereby determine how the policy may need to be changed to make it 

more usable for your target audiences” (Diver 2007, p. 17) 

Whatever the concerns of the users may be, the consensus in the literature is that 

end user, or User Community consideration in the security policy development 

process is extremely important for a number of reasons, including the fact that so 

many security incidents are caused, intentionally or unintentionally, by employees 

within the organisation (Baskerville 1988a; Warman 1992; Leinfuss 1996). 

4.3.2. Legal & Regulatory Department 

One of the main compelling reasons that organisations have for developing security 

policy is to mitigate the various security risks that the organisations faces (Doherty 

et al. 2009).  Essentially they are protecting themselves from people who want to 

exploit its resources and who, in doing so, may break laws, or perhaps act 

inappropriately in the organisations eyes.  As a result, many organisations obtain 

legal advice to ensure that their strategic security policy is a legally binding 

document (Robinson 1997; Szuba 1998) and is enforceable (Diver 2007).  

Furthermore, regulatory requirements of the State (Baskerville 1988a), or of industry 

bodies (Anderson Consulting 1999) must be adhered to and this may need to be 

reflected in the strategic security policy.  For example many countries have 

introduced legislation aimed at protecting the privacy of individuals, or to attempt to 

make spam mail illegal.   

4.3.3. ICT Specialists 

The ICT Specialist is usually one of the driving forces of the security policy 

development process, whether in a planned manner, or as a reaction to a security 

incident.  As a result, the ICT Specialist stakeholder group is highly represented in 

the security policy development literature.  In practice the ICT Specialist may come 

from a number of varying roles dealing with the management of an organisation’s 

computing infrastructure.  These roles include (but are not limited to) Technical 

Computer Specialists (Warman 1992; Diver 2007), the System Designer (Baskerville 

1988a), IT Specialists (Robinson 1997), the System Administrator (Swanson 

1998a), IS Professionals (Anderson Consulting 1999), IT Department personnel 

(Woodward 2000).   
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The use of one or more these stakeholders in the development is critical as they 

have technical knowledge of the systems that the security policy is being designed 

to protect.  They may also have some knowledge about the security of these 

systems.  The knowledge issue is why many authors focus on this stakeholder 

group (Robinson 1997; Swanson 1998a; Anderson Consulting 1999; Diver 2007).  It 

should be pointed out that traditionally, security policies tend to be developed within 

the organisation from the bottom up, and this process is usually driven from the IT 

area of the organisation.  As such, policies developed in this manner tend to have a 

very technical focus, rather than a focus on the organisation as a whole.  Woodward 

(2000) found that problems occur if the development process is purely driven from 

the IT Department.  These problems occur as the views of security within the IT 

department may differ from those of management or other stakeholder groups.  

Warman (1992) shares this view and found that technical computer specialists, 

whilst actively involved in the development process, should not be the only driving 

force being the development of security policy.  Including other stakeholders in the 

development and quality assessment process should reduce the impact that ICT 

Specialists have on the overall development, use and evaluation of the 

organisations information security policy. 

4.3.4. Security Specialists 

The Security Specialist role within an organisation has often been played by 

someone in IT as an adjunct to their main organisational role.  More frequently, 

however, medium to large organisations are employing people in roles focusing on 

protecting the organisation’s information, and on the development of security 

policies (Gritzalis 1997; Swanson 1998a; Anderson Consulting 1999; Diver 2007).  

The use of people in these roles in the security policy development process ranges 

from the management of the complete process, through to consulting them for ideas 

and advice regarding security initiatives.  This stakeholder group should be 

intimately familiar with security matters at a strategic and operational level, but may 

not know about the full inner workings of the computer systems and communications 

within the organisation (after all, that is the IT specialist’s job).  Often this 

stakeholder will be placed in charge of the security policy development process 

(Diver 2007). 
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4.3.5. Human Resources 

Within organisations the human resources department is mainly concerned with 

employee development: hiring, indoctrination, discipline, promotion, and firing.  From 

the perspective of a security policy development lifecycle their involvement is 

paramount as they will ensure that the policy meets standard organisational 

practices from a Human Resources perspective along with all other organisational 

policies.  The focus of the Human Resources involvement will be on consistency of 

the security policy with the organisational standards, equity of the policy and on 

training.  They will ensure that the process includes a duty of care to ensure that all 

employees are aware of the security policy and understand how the security policy 

may affect them.  Anderson Consulting (1999) suggests that Human Resources will 

be involved in the development process to ensure that adequate communication 

channels throughout the organisation are formed to communicate the security 

policies and to ensure that employees can “comment” on the policies if necessary.  

Also issues such as changes to job descriptions, motivation, training and policy 

enforcement, or policing, will be important roles for Human Resource 

representatives to be involved with throughout the lifecycle of the security policy. 

4.3.6. Executive Management 

As with any initiative at the strategic level it is important to involve senior 

management in that initiative for it to succeed.  The focus at the strategic level 

means that policies developed will affect, or perhaps protect, the strategic directions 

of the organisation.  Abrams and Podell (1995) state that the interests of the Chief 

Executive Officer (CEO) and board of directors are in the management and 

protection of corporate information.  A strategic security policy’s aim is to help to 

protect this information.  It is also thought that the involvement of senior 

management is one a key success factor in the development and implementation of 

policy (Kadam 2007). 

The development of such a strategic level policy therefore should involve Executive 

Management.  Woodward (2000) states that the impetus for security policy must 

come from senior management.  This is also echoed by many other researchers 

who state that corporate management must be involved in policy development 

(Baskerville 1988a; Leinfuss 1996; Robinson 1997; Szuba 1998; Tudor 2001). This 

is further emphasized in terms of the success of development: “Successful 
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implementation of a meaningful information security program rests with the support 

of top management” (State of Oregon 1998).   

4.3.7. Business Unit Representatives 

The second level of management involvement in the development of strategic 

security policies is at the business unit level.  The business unit level of the 

organisation often defines the ownership of systems and information, which is 

usually distributed on a functional basis within the organisation.  Tutor (2001) states 

that the resource owner needs to be involved in the development as they best 

understand the resources being protected.  Swanson (1998a) concurs, stating that 

information owners must be involved in the development as they are responsible for 

ensuring that security for their information is effective.  In many cases though, the 

owner of the information or the system is simply assumed to be involved with policy 

development (Baskerville 1988a). 

In addition to information owners other business unit managers may also be 

involved in security policy development.  Warman (1992) found that junior 

managers, who had responsibility for functional areas were significantly involved 

with policy development as they were required to support implementation and usage 

of the developed policy.  Anderson Consulting (1999) also suggest that managers at 

the business unit level (“Lines of Business”) must be involved with policy 

development to ensure successful implementation, use and ongoing functionality of 

the security policy within organisations.   

4.3.8. External Representatives 

In many cases for organisations of all sizes and types it may be necessary on 

occasion to involve other people not mentioned previously.  For instance, depending 

on the organisation and their relationships with customers, suppliers and other 

external entities, it may become important to ensure that participation of these 

groups is sought.  Baskerville (1988a) suggests that outside clients who are 

dependent on organisations systems may also need to be involved or at least 

consulted in security policy development.  This can be transferred to strategic 

security policy in some instances where there are strong strategic links between two 

or more organisations, often having a focus on the supply chain.  For instance at the 

strategic level a major retailer will develop security policy, some of which may 
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impact all their suppliers who are directly linked to the retailer‘s computer systems 

for order procurement and warehousing and distribution.  Each of the suppliers 

should be involved to ensure that the strategic policy set by the retailer does not 

impinge on the way that the supplier’s business functions.  Failure to include such 

interactions at the strategic level may cause problems in ongoing strategic 

relationships between the organisations (Bowersox, Closs and Cooper 2002). 

4.3.9. Public Relations 

An interesting stakeholder group that organisations are beginning to involve in the 

security policy development process is the Public Relations group within the 

organisation (Anderson Consulting 1999).  As security becomes more of an issue for 

an organisation the Public Relations stakeholders need to show the public that the 

organisation is committed to security.  This is extremely important if the organisation 

has a security incident. It is expected that this stakeholder group will only be present 

within large organisations. 

4.3.10. Summary of Stakeholders and Expert Interview Outcomes 

In this section nine constituency groups have been identified as having a significant 

stake in the security policy of the organisation.  To reiterate, these constituency 

groups are:  

i. User Community 

ii. Legal & Regulatory Department 

iii. ICT Specialists 

iv. Security Specialists 

v. Human Resources 

vi. Executive Management 

vii. Business Unit Representatives 

viii. External Representatives 

ix. Public Relations 

In the contextual interviews, interviewees were asked to describe the manner in 

which they would develop security policy in an organisation, including whom they 

would involve and how the security policy would be ratified and implemented in an 

organisation, and how quality could be assessed.  All experts identified a number of 

constituent groups as having a stake in the process.  Later in the interviews, experts 
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were specifically asked which stakeholders should be involved with the 

development, implementation and evaluation of security policies.  This question 

elicited a similar group of stakeholders to those they previously identified in their 

description of policy development.  Table 4.3 shows the stakeholders identified in 

the contextual interviews.  Constituent groups in brackets indicate how these groups 

are mapped onto the Research Model.   

Table 4.3: Contextual Interview Identified Stakeholders 

Expert Identified Stakeholders 

Expert_1 Business Representatives (Business Unit Representatives) 
Human Resources (Human Resources) 
IT Staff (ICT Specialists) 
Legal Representatives (Legal and Regulatory Department) 
Security Manager (Security Specialists) 
Senior Management (Executive Management) 

Expert_2 Chief Technical Officer  (Executive Management) 
Corporate public affairs (Public Relations) 
Human Resources (Human Resources) 
Legal services group (Legal and Regulatory Department) 
Privacy officer (ICT Specialist – job to ensure IT was aligned with privacy legislation) 
Representative sample of users (User Community) 
Security Manager (Security Specialists) 
Senior Business stakeholders (Business Unit Representatives) 
Senior executive (Executive Management) 
Some operations level staff across several areas (User Community) 

Expert_3 Application business owners (Business Unit Representatives) 
External consultants (External Representatives) 
Internal control - legal, public relations (Public Relations, Legal and Regulatory 
Department) 
Personnel Department (Human Resources) 
Security and Network Specialist (Security Specialists) 
Systems / IT Management (ICT Specialist) 
Users (User Community) 

Expert_4 IT specialists (ICT Specialist) 
Security Manager (Security Specialists) 
Business unit heads (Business Unit Representatives) 
Senior Executive (Executive Management) 
Human Resources (Human Resources) 
External Auditor (External Representatives) 

 

Table 4.4 shows which constituency groups identified in the literature are also 

identified by experts as important to consult in the development and quality 

assessment of the security policy. 
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As can been seen in Table 4.4, the ICT Specialist, Security Specialist, Business Unit 

Representative, Human Resource and Executive Management roles were identified 

by all of the security experts as being required to be involved in the development 

and quality assessment process.  Expert_1 states that senior management must be 

consulted “so they understand what we are trying to do, not only in IT, but in other 

areas corporate wide”.  This is in general agreement with the other experts.   

Table 4.4: Identified Constituency Groups by Expert 

Constituency Group Expert_1 Expert_2 Expert_3 Expert_4 

Business Unit Representatives X X X X 

Executive Management X X X X 

Human Resources X X X X 

ICT Specialists X X X X 

Security Specialists X X X X 

Legal & Regulatory Department X X X  

Public Relations X X X  

User Community  X X  

External Representatives   X X 

 

Two of the groups were not identified by one of the experts: Legal and Regulatory 

Department and Public Relations.  This may be because Expert_4’s organisation did 

not have these areas involved with the process, possibly due to the “newness” of 

having a policy within the organisation.   

The External Representatives and User Community were only identified by two 

experts each.  In the case of the User Community, Expert_4 is of the opinion that 

they, in large, shouldn’t have a say in the policy; “no input from users is requested.  

Not every employee gets a chance to say if they do or don’t agree [with policy]”.  

Expert_1 stated that users are not consulted, and communication and enforcement 

of the policy is left for line managers to indoctrinate their employees.  External 

Representatives were identified by two experts (Expert_3: External Consultant, 

Expert_4: External Auditor).  The other two experts did not see the need to have this 

in their current area of responsibility.  

The contextual interviews did not identify any additional constituent groups over 

those described in the literature and summarised in Section 4.3.10.  Experts did 

however identify that the External Representative group, as expected, was used in 

differing ways as it is aimed at the external interface to the security policy and may 
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include auditors and consultants used for various aspects around security.  

Additionally there was no evidence indicating that any of the identified constituent 

groups should be removed from the research model.  In the case of Public Relations 

and Human Resources the expert interview results strengthen their inclusion within 

the research model. 

It is clear that in medium to large organisations all nine of these stakeholder groups 

are likely to be present, being represented by one or more individuals, who would be 

involved in the security policy lifecycle within the organisation.  However, in smaller 

organisations due to the size of the organisation, individuals would be more likely to 

be involved in more than one stakeholder role and some stakeholder roles may be 

outsourced.  To adequately evaluate the quality of the security policy as many roles 

as possible should be included in the evaluation.  This will provide a comprehensive 

perspective on the quality of the security policy. 

4.4. Security Policy Quality 

The concept of security policy quality is rarely discussed in the literature.  Reasons 

for this are unclear, although it could be because of its complexity, or possibly 

because the security policy area is only beginning to develop enough so that quality 

is only now becoming important within organisations.  Quality of strategic security 

policy, as with any other area, is concerned with improving current practice.  In other 

words, investigating how organisations develop, implement, use and maintain 

strategic security policies and attempting to change organisation practice to improve 

the overall quality of the resultant policies.  As there is limited literature about 

security policy quality measurement, we must refer to reference disciplines to help 

define a security policy quality framework.  Figure 4.2 shows the policy quality 

components that have resulted from an analysis of the fields of software quality 

(McCall, Richards and Walters 1977; Standards Australia 1994; Tyrrell 2000; 

ISO/IEC 2001) and data modelling quality (Moody and Shanks 1998b; Moody and 

Shanks 2002).  This section will now describe quality in terms of software 

development and data modelling.   

From the software development quality assessment perspective there is a rich 

literature base beginning with McCall, Richards and Walters (1977) who define 

eleven dimensions of quality across three categories.  The quality dimensions 

proposed were: correctness, reliability, efficiency, usability, integrity, maintainability, 



 Chapter 4 

105 

flexibility, testability, portability, reusability and interoperability.  Whilst these factors 

are fairly inclusive issues such as perception and aesthetics were not addressed 

(Tyrrell 2000).  This research was later used in the definition of standards for 

software quality (Standards Australia 1994) and has been released as an 

international standard: ISO 9126 (ISO/IEC 2001).   

 

Figure 4.2: Information Security Policy Quality Components 

The ISO 9126 standard lists six main software quality attributes. These main 

attributes (with their sub characteristics listed in parenthesis) are:  

Functionality  (Suitability, Accuracy, Interoperability, Security, Functionality 

Compliance) 

Reliability (Maturity, Fault Tolerance, Recoverability, Reliability 

Compliance) 

Usability  (Understandability, Learnability, Operability, Attractiveness, 

Usability Compliance) 

Efficiency  (Time Behaviour, Resource Utilization, Efficiency Compliance) 
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Maintainability  (Analysability, Changeability, Stability, Testability, 

Maintainability Compliance) 

Portability  (Adaptability, Installability, Co-existence, Replaceability, 

Portability Compliance) 

In data modelling, there is also a rich base of literature.  Moody and Shanks (1998b) 

propose a model for evaluating and improving the quality of entity relationship 

models.  Their model was developed with reference to various discipline areas 

including data modelling, software quality, and architecture.  They propose seven 

factors: Correctness, Completeness, Flexibility, Implementability, Integration, 

Simplicity and Understandability.  With the exception of completeness, each of these 

factors is represented within the ISO 9126 software quality standard. 

Whilst there are potentially many other quality models from differing disciplines there 

are enough similarities between them to make their inclusion superfluous.  For 

instance, the characteristics Portability, Functionality, Efficiency, Reliability, 

Flexibility, Maintainability, Stability, Integration, Consistency, Re-usability and 

Usability have been defined by many authors and are similar to concepts that are 

the same as those already identified (Humphrey 1989; Dunn 1990; Yourdon 1992; 

Arthur 1993; Budgen 1994; Saunders and Curran 1994).  As such, a form of 

saturation is reached through combining the ISO 9126 standard with data modelling 

quality to form a list of quality components that might be useful to consider when 

assessing security policy quality. 

In the development of the information security policy quality components each of the 

quality components described in the above research was considered and overlap 

between components identified in the different areas were removed.  This resulted 

in the concept of “completeness” from the data model quality domain being added to 

the factors and characteristics identified in the ISO 9126 standard.  Furthermore, the 

concept of compliance was made an overarching factor that must be considered in 

the quality assessment process as a whole, rather than considering compliance 

within each of the factors as defined by ISO 9126.  The reasoning behind this is that 

for security policy compliance is dealing with legislative and organisational 

requirements that encompass all areas of quality identified. 

Whilst the quality assessment models discussed have similar characteristics, it is 

interesting to note that the focus of the application of those characteristics is often 
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quite different.  In Moody and Shanks’ (1998b) model, the application of the quality 

characteristics is based on the output of the model building process, “the E-R 

model”, whereas in software quality there is a focus on the evaluation of the process 

undertaken to develop the software as well as on the end product.  In this study we 

focus on the process and the final artefact of the process: the information security 

policy document.   

A number of issues dealing with the differences between security policy and 

software quality exist that may influence how a quality assessment takes place.  In 

comparison to security policy development, software development is very mature, 

having been researched extensively for more than 40 years.  As a result there are 

clear differences between the fields that may influence the quality model and the 

manner in which it is utilised.  For instance, in software development, a clear 

distinction between the development of the software artefact and the development of 

the requirements for the software is made.  In security policy development this 

distinction is not nearly as clear, and may not exist at all, which results in the design 

and development of the security policy being carried out simultaneously.  

Furthermore, in software development, as it is a mature field, one would expect that 

the quality components are expected to be found in all software quality evaluations, 

however for security policy this may not be the case as the assessment of security 

policy quality is not rigorous and occurs at a level that is appropriate to the maturity 

of the area within the organisation.  However, looking at security policy quality in this 

manner should give organisations an improved understanding of the quality of 

security policy and may also indicate how increasing the maturity of security policy 

will improve organisational security. 

The remainder of this section discusses the six high level quality factors that can be 

used for investigating the quality of information security policy.  As discussed in the 

next section, each of these factors focuses on an area of quality and consists of a 

number of characteristics that describe the each area in more detail.  These 

components will then be used within the research model as a lens in the subsequent 

case study analysis presented in Chapter 5 and Chapter 6. 

4.4.1. Information Security Policy Quality Components Defined 

In this section the information security policy quality components are described.  

These components consist of seven quality factors each containing a number of 
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quality characteristics.  At the end of each quality factor section is a discussion 

about each characteristic in terms of the contextual expert interviews. 

4.4.1.1. Functionality 

 

The common definition of Functionality is those capabilities of something that cause 

it to serve its purpose well (Dictionary.com 2010).  The Functionality factor, as 

defined in the ISO 9126 standard, focuses on the existence of the functions required 

for software to perform its tasks as defined by the stated or defined needs for that 

software.  Moody and Shanks (2002) use a similar concept, which they call 

Completeness, to determine if data models contain all the information to meet the 

user requirements.  However, in the case of software quality, and also security 

policy quality, Functionality is more than just Completeness and as such 

Completeness is treated as a subset of Functionality in this research. 

From the security policy perspective, it is assumed that the security policy artefact 

contains statements that are complete, are accurate, adhere to the organisation’s 

mission statement and the strategies of the organisation and can allow interaction 

with other policies within the organisation.  These assumptions are similar to those 

that underpin ISO 9126 from the Functionality factor perspective.  However, in 

security policy quality, the additional area of Completeness as defined by (Moody 

and Shanks 2002) should be added to enable Functionality to be assessed.   

In order to determine the Functionality of the information security policy a number of 

characteristics of Functionality are required.  From analysing the ISO 9126 standard 

(ISO/IEC 2001), Moody and Shanks (1998b) and McCall et al. (1977) the following 

characteristics will be used for determining Functionality of security policy: 

Suitability, Accuracy, Interoperability, Completeness and Security.  Each of these 

characteristics will now be described. 
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4.4.1.1.1. Completeness 

 

The Completeness characteristic is used to indicate whether the security policy 

encompasses all the areas that are required by the organisation.  This is to ensure 

that there is a good breadth of coverage of the security policy.  The Completeness 

characteristic is not defined within the software quality domain.  The manner in 

which software development quality is undertaken in terms of Completeness is 

influenced by how the software development process is designed.  In software 

development, before the software is written there is an extensive design stage that 

identifies and documents all of the functions, and often makes recommendations of 

aspects of the system to leave out.  This is where Completeness is assessed, even 

though it does not appear in the ISO 9126 standard.  In security policy development, 

however, there is no formalised requirements gathering and documentation stage 

which can result in things being overlooked and left out of the policy.  This was also 

observed by when addressing data model quality by Moody and Shanks (1998b) 

who added Completeness to their model to address similar issues.   

Whilst there are some aspects of Completeness discussed in Suitability and 

Compliance, it is not clear that these characteristics capture the concept of coverage 

breadth within security policy quality.  Whilst Suitability focuses on how suitable the 

policy is to the organisation and Accuracy focuses on whether the policy works as 

expected there are no quality components within the quality model that assess 

whether or not the security policy encompasses all the areas identified in the 

security risk analysis process.  It could be argued that the Compliance factor may be 

used to address Completeness, but this can only be partially true, even when the 

organisation is using a security standard, as other aspects outside security 

standards would need to be addressed within Completeness.  As a result, it is 

believed that the model of security policy quality may benefit from the inclusion of 

Completeness. 
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4.4.1.1.2. Suitability 

 

In the ISO 9126 standard (ISO/IEC 2005b) the Suitability characteristic is defined as 

whether the software is able to provide a set of functions for the specified tasks, and 

how appropriate those functions are to the user objectives.  There are two clear 

directions here, whether the functions as specified in the requirements specification 

exist in the software product and whether the implementation and inclusion of those 

functions is appropriate.  Suitability is thus concerned with the inclusion and 

appropriateness of something designed for a specific purpose.   

In security policy, the concept of a given set of functions or requirements being 

addressed is not new (Warman 1995; Leinfuss 1996; McMillan 1998; Guttman and 

Bagwill 1999; Whitman 2004).  For example, a strategic policy must include details 

about who (a person or more likely a role) is responsible for parts of the policy and  

should be clear about actions to be taken when breaches occur.  In information 

security policy quality, the Suitability characteristic focuses on the appropriateness 

of the information security policy for the organisation, based on the requirements of 

the organisation.  For instance, if the organisation has explicit security goals, 

specifically derived for this particular organisation, then the Suitability of the policy 

could be determined by ascertaining whether the security policy meets the stated 

goals or objectives of the organisation and does so in an appropriate way (LeClerc 

2001; Fulford and Doherty 2003).   

However, in many organisations, security goals are not derived specifically for the 

organisation, or may never be explicitly defined at all (Control Data 1999).  In such 

cases, stakeholder opinions could be used to determine if the security policy is 

suitable.  Other aspects of the security policy that organisations may assess as part 

of Suitability include whether the organisation enforces the security policy and 

determining whether certain aspects of the security policy are appropriate for the 

organisation.  
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4.4.1.1.3. Accuracy 

 

In security policy quality, Accuracy focuses on whether or not the policy is 

performing as people think it should, or in other words whether the policy statements 

are having the desired effect.  This is different from Suitability which focuses on 

whether the required functionality of the security policy is present.  Accuracy is 

commonly defined as whether or not something conforms to the truth and whether it 

is free from error.  In the ISO 9126 standard, Accuracy has been defined as the 

attributes of software that bare on the provision of accurate or agreed results or 

effects.  McCall et al. (1977) previously used correctness to describe a similar 

phenomena: the extent to which the program satisfies its specification and functional 

objectives.   

In an organisation where there are explicitly stated security goals, Accuracy could 

be determined by whether or not the stated goals were really the goals of the 

organisation, or were just the explicit written down goals, where the actual 

organisation security goals were different.  Where explicit goals are not known, the 

opinions of the stakeholders could be used to determine if the policy was accurate 

and was having the desired effect within the organisation.  This is further 

complicated in security policy quality where there is a difference between the written 

policy and the “real” policy.  Sometimes within an organisation there is a written 

policy that is there to ensure that the policy is documented, however, the way in 

which the organisation operates means that the written policy is not an accurate 

description of what really happens.  Therefore a comparison between the formalised 

written policy and what happens in practice would indicate the Accuracy of the 

security policy. 

Furthermore, Accuracy may deal with other areas where differences occur between 

what is documented in the policies and what is conducted in practice within the 

organisation.  For example, determining whether responsibilities indicated within the 

policy are actually true (Warman 1992; Regan 2001), whether resource ownership 
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as documented is in fact correct (LeClerc 2001) and whether the risks the policy 

states are addressed are really addressed (Anton and Earp 2001). 

4.4.1.1.4. Interoperability 

 

The Interoperability characteristic focuses, in the terms of security policies, on how 

well security policies interact with other policies within the organisation.  From data 

modelling perspective, Moody and Shanks (1998b) describe this as integration: how 

well the data model fits within the rest of the organisational data.  From software 

quality, McCall et al. (1977) focuses on the extent to which the software interacts 

with other systems and this is also used by the ISO 9126 standard to define 

Interoperability (ISO/IEC 2001).  A possible indicator of the Interoperability of the 

security policy is the fit of the information security policy with the other organisation 

policies. 

In organisations with explicitly stated security goals, Interoperability of the security 

policy could be indicated by the amount of alignment between the security goals and 

the organisations business objectives.  Like previous characteristics, when the 

organisation does not have explicit security goals, the stakeholder’s experiences 

with the security policy and other policies would need to be used to be able to 

determine Interoperability.  The likelihood of Interoperability between the security 

policy and other organisational policies should be increased when the security goals 

of the organisation are comparable with the business objectives.  Guttman and 

Bagwill (1999) suggest that it is important for the security policy to be aligned with 

other policies within the organisation.  From an output perspective, this focuses on 

whether the resultant policies do not contradict each other, and that their wording 

and structure is similar.   

Interoperability could also be assessed from a process perspective.  In this case 

whether the process of policy development for security policy is similar to that used 
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by other areas for policy development could determine Interoperability of the 

policies.  This could be further extended to determine if policy statements within the 

different policies are written in a consistent manner. 

4.4.1.1.5. Security 

 

In software quality, Security was initially examined from the integrity perspective 

(1977) which was then expanded to include aspects of confidentiality, integrity and 

availability within ISO 9126. Within the ISO 9126 standard, Security is concerned 

with the construction of the software to protect against unauthorised access to and 

changing of programs and data, and to protect against denial of access (ISO/IEC 

2005b). 

In a similar manner to software quality, the standard descriptors of information 

security: confidentiality, integrity and availability (Panko 2004; Ciampa 2007); can be 

used in security policy quality assessment to describe the Security characteristic.   

Confidentiality in terms of security policy focuses on whether the policy contains 

items that could be potentially harmful to the security of the organisation if the policy 

was made available outside the bounds of the organisation.   

Availability, from a security policy context, focuses on the trade off between having 

the policy available to all stakeholders or unavailable.  This is closely linked to the 

concept of Confidentiality.  There are two major views on this with regard to security 

policy content.  Regan (2001) suggests that policies that have significant technical 

security information should be safeguarded whilst other authors suggest that the 

security policy should not be technical, especially at the strategic level (McMillan 

1998; Peltier 2002; Whitman and Mattord 2005) and thus security of the policy is 

less important.  Whilst this is important, there is often a tendency with security policy 

to consider all the information contained within it as being too sensitive and thus 

organisations decide to restrict its distribution, even to those people who should 
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have access.  It is a better solution to remove the technical information from the 

policy and to allow the policy to be available to those who are subject to it. 

The final aspect of security, integrity, is concerned with whether changes to one part 

of the policy affect other areas of the policy, in other words, how well is the policy 

structured.  For the purposes of security policy quality assessment this is not of a 

concern within the Security characteristic is covered under Stability in Section 

4.4.1.2.2.   

4.4.1.1.6. Functionality: Expert interview discussion 

In general, the experts all considered the Functionality area of the research model 

as being useful for assessing quality, although they thought that they may be difficult 

to measure, especially Interoperability and Security.   

All the experts thought Completeness was a good or critical concept in terms of 

security policy quality.  Both Expert_2 and Expert_3 state that this is critical and the 

policy must be complete if it will protect the organisation.  “[The security policy] must 

be complete to be of use in the organisation.  If it is not complete then someone 

could get past it. Not a good thing for us.” (Expert_2).   

Suitability was focused on in a similar manner, with Expert_2 and Expert_3 stating 

that in their current organisations Suitability was built in as the policies were 

specifically designed within the organisation with the organisation’s needs upfront.  

“Suitability: um – how suitable the policy is to the organisation. Fairly important don’t 

you think? Ours was developed in house and it’s designed for this organisation – if it 

weren’t then it wouldn’t fit – This is critical!” (Expert_2).   

Accuracy was also deemed as useful in the quality assessment with Expert_2 

stating “this is a given.  It has to be accurate otherwise there will be breaches”.   

Expert_4 suggests that Interoperability is checked by the human resources area of 

their organisation. Expert_2 states that there simply can be no ambiguity between 

policy documents for legal reasons.  The other two experts state that Interoperability 

is important and have different ways in how it is dealt within their organisations.  For 

example, Expert_3 uses the concept of a deviation of policy where there is not a fit 

in one location due to other policies.  “Interoperability is critical, we can’t have 

conflicts – this is handled by HR in our [country removed] headquarters – it ensures 
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there is a good match.  Deviations are also looked at so [there are] no conflict[s] in 

other policies” (Expert_3).   

The Security attribute was the main area where the experts were not sure.  Some 

say that it may be important, with comments like “it depends on the organisation” 

(Expert_4) through to “internally it is ok, but externally it may give the game away” 

(Expert_1).  In general, the experts feel that it may be important, but have varying 

opinions about how it is handled, although they all agreed that the full policy must be 

secure from getting outside the organisation.  “Security of policy I can see as 

important from the outside – not letting non-organisational people get to it, especially 

write access <laughs>.” (Expert_1)  

There is evidence that the Functionality factor and its characteristics are supported 

by the experts  Whilst there are some concerns about how to “measure” 

Interoperability and Security, the experts were able to understand each of the 

components and showed support for the use of them in a quality assessment. 

4.4.1.2. Maintainability 

 

The Maintainability factor in information software quality according to 

McCall et al. (1977) focuses on the ease to maintain the system.  In the ISO 9126 

standard this is similarly defined focusing on the effort required to make specified 

modifications to the software (ISO/IEC 2001).  From an information security policy 

perspective, Maintainability is the effort required for upkeep of the information 

security policy.  In order to determine the Maintainability of the information security 

policy a number of characteristics of Maintainability are required.  Based on the 

AS/NZS 4216 and ISO 9126 standards for software quality, and Moody and Shanks’ 

(1998b) work in data modelling, these characteristics are Analysability, 

Changeability, Stability and Testability.  Each of these characteristics will now be 

described. 
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4.4.1.2.1. Analysability 

 

For information security policy quality, the characteristic Analysability is the ease of 

Analysability of deficiencies in the information security policy.  Analysability, from the 

software quality perspective focuses on the ability to diagnose deficiencies or 

causes of failures, or identify the parts of the system to be modelled.  More 

scientifically, Analysability is defined as the ability to examine methodically by 

separating into parts and studying their interrelations.   

In assessing the quality of information security policy from this perspective, the 

focus would be on how easy it is to determine why policy statements appear in the 

policy.  The analysis may focus on the risks to the organisation and whether the 

information security policy and its associated security measures mitigate those risks. 

4.4.1.2.2. Stability 

 

Stability is commonly defined as being the quality of being free from change or 

variation.  In a software quality context Stability is defined as “attributes of software 

that bare on the risk of unexpected effect of modifications” (ISO/IEC 2001).  

Stability, from an information security policy context, would thus be concerned about 

the introduction of security “holes” as a result of updates to the security policy.  

Moreover Stability in strategic security policy focuses on the impact of changes to 

the security policy on the overall security of the organisation. 

For instance, the modification of the security policy within an organisation to cater 

for a new threat may inadvertently cause a problem with the security policy in terms 

of depth of coverage, or may even introduce an opportunity to breach the policy that 

was previously not exposed. 
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4.4.1.2.3. Changeability 

 

In information security policy, Changeability focuses on the ability of the information 

security policy to adapt to changes to technology, or to changes in the 

organisational or external environments.  In software quality Changeability focuses 

on the effort required to change software due to modifications, fault removal, or to 

cater for changes in the environment.  Likewise in data modelling there is a 

characteristic called flexibility (Moody and Shanks 2002) which is the ease to which 

the data model can cope with business change.   

Changeability is a characteristic that is consistently emphasised in the literature in 

terms of ensuring that the policy is designed so that it can be changed as policies 

are meant to be “living documents” (Whitman et al. 2001).   Given this, 

Changeability is one of the most obvious characteristics that organisations will refer 

to when assessing the quality of their security policy.  For instance, the ability of the 

policy to be changed in accordance with changes to government legislation, 

standards or to business processes would be an indication that from the 

Changeability characteristic perspective that the process, and policy document 

artefact are of high quality.   

4.4.1.2.4. Testability 

 

In software development, Testability is defined as the effort required for validating 

modified software to determine any consequences of those software modifications 
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(ISO/IEC 2001).  For strategic security policy, the ability to physically test changes to 

policy before implementation would be useful.  Unfortunately due to the nature of 

security policy it is nearly impossible to accomplish this because unlike in a software 

environment, there is no test bed on which a new policy can be implemented.  In 

practical terms, however, in some organisations it may be possible to roll out 

security policy updates and changes incrementally, department by department, or 

country by country.  This may provide some aspects of Testability as enjoyed by 

software quality. From a meta-policy perspective, it is important that the meta-policy 

be tested for effectiveness and validity (Baskerville and Siponen 2002).  Meta 

policies could be tested using an incremental implementation approach as described 

above to give some qualities of Testability. 

4.4.1.2.5. Maintainability: Expert interview discussion 

Maintainability as a whole has some support from all experts.  “The concept of 

Maintainability is interesting as we sort of have this in mind when policies are 

revised and I can see the benefit of looking both at stability and changeability in the 

security area” (Expert_2).  For Stability and Changeability all experts could see the 

benefits of both.  Policies must both be designed for Stability and also be able to 

handle change where it is warranted.  Expert_3 states that Stability is essential 

“otherwise you wouldn’t know where you stand”.   

There were mixed feelings about the Testability characteristic.  Two experts stated 

that they thought that Testability would not be useful in assessing policy quality.  

The third expert stated that they couldn’t think how it could be accomplished 

although it seems logical.  “Testability – it’s not done presently, Intuitively I think it 

makes sense, but how to accomplish” (Expert_4).  The final expert stated that they 

implement policy on a country by country basis and as such they would find 

Testability useful in assessing policy quality.   

For Analysability, Expert_1 could see no usefulness, but the other three experts 

focused upon the audit process saying it should identify the weaknesses.  

“Analysability is more different and ... well ... I think auditing would cover this as a 

process” (Expert_2).  In general Analysability was thought to be probably important, 

but the experts were not certain of its utility. 

Even though there is some discord with the inclusion of Testability in the quality 

model, there is sufficient evidence from experts that none of the Maintainability 
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characteristics should be removed from the quality model.  It is noted, however that 

the applicability of the Testability area will need to be readdressed after the case 

studies. 

4.4.1.3. Portability 

 

Portability, in terms of software quality, focuses on the ability of the software to be 

transferred from one environment to another.  In information security policies 

developed in organisations, the Portability of policies (especially between 

organisations) is not generally considered as being a good thing, as policies should 

be tailored towards the individual organisation (Warman 1992).  Furthermore it is 

impractical for an organisation to use another organisation’s policies as they may 

not have a direct match, or even provide protection for the organisation when they 

are implemented outside the original development location.  So, for normal 

information security policies within organisations the Portability quality factor is not 

relevant.   

However, in large organisations where meta-policies exist or in organisations 

operating across widely different environments Portability becomes an issue.  As a 

result, Portability in large organisations focuses on the ability of the meta-policies to 

be utilised throughout the organisation, or for organisational security policies to be 

applied in different environments (for instance overseas locations).  To determine 

Portability a number of characteristics are required.  As stated by the ISO 9126 

standard these characteristics are Adaptability, Installability, Co-existence and 

Replaceability (ISO/IEC 2001). Each of these characteristics will now be described 

with relation to meta-policies. 

4.4.1.3.1. Adaptability 
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In terms of security policy, the focus of the Adaptability characteristic is on whether 

the security policy can be applied throughout the organisation.  In software quality, 

the characteristic Adaptability focuses on the opportunity for the software to be 

adapted to different environments without the need to further develop the software.  

Adaptability concerns the effort required to use the meta-policy to implement 

security policy throughout the organisation.  When a meta-policy is defined well, it 

tends to be easier to implement and fewer requests for “ignoring” or exceptions from 

policy will need to be made.  Quality is shown in terms of Adaptability by the meta-

policy having the process in place to allow for adaptation.  

Even in organisations that do not have meta-policies governing the development of 

policy within business units the Adaptability characteristic may still be useful.  For 

instance in large, decentralised, multinational organisations where many business 

units or divisions exist, the organisation may allow each business unit to write its 

own policies.  In this case, Adaptability would focus on how well the process used by 

one business unit could be adapted for another to also use.  The problem with this 

scenario is that it is output driven – the creation of the policy artefact.  Or, as 

Maynard and Ruighaver (2003) discuss, it is the lack of documentation that is 

inherently collected and created as part of many policy development exercises.  If 

there was documentation concerning decisions made and so forth, as in software 

development, then the policy development processes used would be more likely to 

be adaptable to other situations.  For smaller organisations, or organisations with a 

centralised structure this would not be so relevant.   

4.4.1.3.2. Co-Existence 

 

Co-Existence, in software quality terms, focuses on whether software can exist with 

other software in an environment where it shares resources.  For security policy, Co-

Existence has a slightly different outlook.  When meta-policies are created, it is 

expected that all units of the organisation must be able to adhere to the policy.  

However, in practical terms it is often impossible for this to actually occur.  Often, 

due to cultural differences, different government legislation or even different 
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technological requirements it may be impossible to meet the meta-policy guidelines 

in full.  Co-Existence, in real terms then is the ability for the meta-policy to be 

adapted to the requirements of local situations.  In practice, within organisations 

where full Co-Existence cannot be achieved it may be possible to formally request 

exemption from, or changes to particular areas of the policy to ensure that maximum 

Co-Existence is reached, and to document areas and reasons where it is not.  

4.4.1.3.3. Installability 

 

For security policy, the focus would be on how easy implementation of the security 

policy is across the organisation.  Installability, in terms of software quality, focuses 

on the effort required to install the software in a specified environment (ISO/IEC 

2001).  This characteristic helps to focus quality on the cultural differences between 

organisational units based in different countries, not only in terms of national culture, 

but also organisational culture.  This also applies where meta-policies are not 

present and the organisations security policy is implemented across the 

organisation.  In practice, within organisations where full Installability cannot be 

achieved it is possible to formally request exemption from, or changes to particular 

areas of the policy.  As is shown in the case study data (Chapter 6) this process is 

often referred to as a “policy deviation” or an “exception” by organisations. 

4.4.1.3.4. Replaceability 

 

In software quality, the characteristic Replaceability is used to investigate the 

amount of opportunity and effort required for using a piece of software in place of 

specified other software within that same environment (ISO/IEC 2001).  In other 

words, this characteristic focuses on the effect of replacing a current software 

product with a new one.  In policy quality, this characteristic may be important when 
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policies are replaced with other policies.  In security policy, Replaceability is ability 

for the security policy to be used as a replacement for an existing security policy.  

For instance, in an organisation that is taken over, what will be the effects of 

replacing their organisational security policies with those of the takeover 

organisation? 

4.4.1.3.5. Portability: Expert interview discussion 

Portability was the least useful in assessing policy quality for all but one of the 

experts.  It is clear that experts who are based in non multinational organisations do 

not see Portability as important with Expert_1 and Expert_2 specifically stating that 

they can’t see any use in the Portability area.  Expert_4 wasn’t as emphatic, stating 

“I can’t comment on the full utility of this as I haven’t come across it”.  In extreme 

contrast however is Expert_3, who is based in a large multinational organisation.  

They state that it is extremely important in their current organisation to get the policy 

implemented in all the units of the organisation, crossing many countries: “Policy 

needs to be able to adapt to handle culture, laws and regulations.  We use 

deviations to cater for this”.  Adaptability is seen by Expert_3 as critical: “it fixes 

things so that they work in the organisation”.  Of the other characteristics Expert_3 

only sees Replaceability as unimportant. 

There is little evidence from the experts showing that Replaceability is appropriate in 

the research model.  However, whilst none of the experts, including the one based 

in a multinational organisation, found usefulness in including Replaceability, it may 

be the case that in other multinational organisations the characteristic might prove 

useful.  As such, the decision whether or not to remove this characteristic from the 

research model will be left until after the case study round of validation and 

refinement.  All the other characteristics of Portability will be left in the research 

model. 

4.4.1.4. Efficiency 
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From an information security policy perspective, the Efficiency focuses on the cost 

and effort of developing and implementing the security policy from an organisational, 

rather than personal perspective, in terms of the amount of time and resources 

required.  The concept of Efficiency has been defined in software quality terms by 

McCall et al. (1977) as the amount of resources and interactions required to perform 

the required functions.  This was extended in the AS/NZS 4216 standard and was 

defined as the relationship between the level of performance of the software and the 

amount of resources used.  Colloquially, Efficiency is defined as the production of 

the desired effects with the minimum waste of time, effort or skill.   

In order to determine the Efficiency of the information security policy a number of 

characteristics of Efficiency are required.  Based on the ISO 9126 standard for 

software (ISO/IEC 2005b) quality these characteristics are Time Behaviour and 

Resource Utilization.  At this stage the researchers believe that thinking of security 

policy in this manner is rare, although some authors identify Efficiency as important 

to consider (Kabay 1994; Wood 2005).  This may be attributed to the immaturity of 

the field.  Also, in terms of resource and Time Behaviour, it is not clear how to write 

high quality policies.  As Chapter 7 shows, whilst it was not thought that efficiency 

would be of interest to stakeholders, in some cases some stakeholders were 

discussing quality of security with these characteristics in mind.   

4.4.1.4.1. Time Behaviour 

 

The focus in software quality on the Time Behaviour characteristic is on the 

response time of the software and on throughput rates in the functions that it 

performs.  In information security policy quality, Time Behaviour focuses on the time 

required for policy development, implementation and ongoing maintenance.  In 

practice, within organisations issues such as the ease of being able to update the 

policy or the ease with which the policy can be implemented in terms of time are 

useful indicators of Time Behaviour.  Also, issues such as the extra time required to 

complete tasks as a direct result of security controls should be investigated here. 
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An issue that will also relate to Resource Utilization is when an organisation can 

implement policies, or policy controls in more than one way to protect their assets 

(Wood 2005).  A decision will be made by the organisation of which strategy to 

implement, which in turn may have implications on the time required for 

development, implantation, and in turn Resource Utilization. 

4.4.1.4.2. Resource Utilization 

 

Resource Utilization focuses on the amount of resources required within the 

organisation for conducting a task.  In terms of software quality this means the 

amount of resources required for the software to carry out its functionality.  Likewise, 

in strategic security policy Resource Utilization focuses on the amount of resources 

required to implement, enforce, maintain and use the policy.  The amount of 

duplication of responsibilities and the amount of resources required for enforcing the 

policy may be useful within organisations when determining the amount of resources 

required for the information security policy.  Furthermore, the ease of auditing the 

policy and of training regarding the policy may impact on Resource Utilization.   

Like Time Behaviour, when organisations select between policy alternatives there 

may be resource implications.  It is clear from research that if the policy depends on 

changing the behaviour of stakeholders then the implementation of policy will 

probably be impaired and stakeholder acceptance will be low (Kabay 1994).  In such 

cases it is better to choose another option to reduce risk that is less likely to have a 

large impact on stakeholder behaviour. 

4.4.1.4.3. Efficiency: Expert interview discussion 

Expert_1 stated that none of the characteristics of this area were relevant for them 

so far as they simply “hadn’t got that far yet with things” only having the policy 

implemented recently.  This was reported in a similar way by Expert_2: “I can see 

where you are getting at, but it hasn’t been considered yet.  Is it important?  Hard to 

say, it is dependent on the organisation – maybe we are too new to it here to think 

about it in that way”.  The other two experts in contrast thought that whilst they didn’t 
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think in those terms, that they were always worried about the “cost” of security policy 

in the organisation.  On reflection, they stated that the cost was in terms of added 

requirements to employee work patterns and time.  Expert_4 states the “this is 

important from a user perspective.  We need to balance this and making the 

organisation secure”.  With Expert_3 agreeing “we are always worried about the 

cost and intrusiveness of the policy … needs to be non intrusive on time and 

resources … It fits well” 

Whilst it is clear from the experts that there is interest, two have suggested that 

some level of maturity in policy development and use must be present in order for 

the Efficiency factor to be considered.  Given this, there is no evidence for the 

exclusion of any of these characteristics from the research model. 

4.4.1.5. Reliability 

 

Reliability, as defined in the ISO 9126 standard focuses on the capability of software 

to maintain performance given stated conditions.  McCall et al. (1977) defines 

Reliability as the extent to which the software is expected to carry out its functions 

with the required precision and that it is available when it is required.  From a 

scientific perspective Reliability is an attribute of any system that consistently 

produces the same results, preferably meeting or exceeding its specifications.   

In information security policy Reliability deals with whether the security policy 

functions consistently and is able to reliably perform its intended tasks (which may 

vary from organisation to organisation).  In order to determine the Reliability of the 

information security policy a number of characteristics of Reliability are required.  

Based on the ISO 9126 standard for software quality these characteristics are 

Maturity, Fault Tolerance and Recoverability (ISO/IEC 2001).  Each of these 

characteristics will now be described. 
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4.4.1.5.1. Maturity 

 

Maturity is commonly defined as the state of being fully grown or developed.  In 

software quality, the ISO 9126 standard defines Maturity as the frequency of failure 

resulting from faults in the software.  This is making an assumption that the more 

mature the software becomes the less likely it would fail as faults will have been 

detected and fixed.  From an information security policy quality perspective, the 

concept of Maturity can be viewed from two perspectives.  From a policy lifecycle 

viewpoint, an assumption can be made that if a security policy has gone through a 

lifecycle several times, then it must have a higher quality (Diver 2007).  More 

importantly, Maturity may be indicated by a reduced number of security incidents 

that result in changes being made to the policy.  

For instance, within an organisation that has a good security culture, a mature 

security policy that undergoes few changes as the result of incidents and that 

includes the defined security principles of the organisation would be anticipated.  It 

would also be expected that the security policy has procedures in place to ensure its 

validity and currency. 

4.4.1.5.2. Fault Tolerance 

 

Fault Tolerance is described in software quality as the ability of the software to 

continue operations when things start to fail.  Therefore, Fault Tolerance is the 

ability of a “system or component” to continue normal operations despite the 

presence of faults within the system (hardware or software).  In practice, attaining 

Fault Tolerance often requires redundancy in many parts of the “system”.  From an 

information security policy perspective, the concept of Fault Tolerance has a focus 

on redundancy within security policies and in those controls implemented to enforce 

policy.  In security, Fault Tolerance is taken seriously and often the concept of 
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overlapping controls is implemented within organisations (Whitman and Mattord 

2005).  Likewise in strategic security policy it is vitally important that there is no one 

single point of failure. 

For instance, within an organisation where a comprehensive set of security policies 

exist, ranging from the security mission statement through to operational – 

acceptable use policies, then some redundancy is expected within the policies in 

terms of fall back when one policy fails, or does not capture a situation, to the next 

higher policy in the policy structure.  Furthermore, there should be evidence of 

overlapping controls to handle situations where key personnel are absent.  This 

does not suggesting overlapping responsibilities, but rather focuses on oversight 

issues. 

4.4.1.5.3. Recoverability 

 

A common understanding of Recoverability is the ability for something to be restored 

to a normal state.  In software quality, the ISO 9126 standard defines Recoverability 

as “an attribute of software that bears on the capability to re-establish its level of 

performance and recover the data directly affected in case of failure and on the time 

and effort required to do it” (ISO/IEC 2001).  In software development when there is 

an incident it is likely that data integrity may be compromised and Recoverability in 

this case means regaining data integrity.   

However, unlike in software development, in security policy, when an incident 

occurs the policy its self is not usually damaged.  So a direct comparison between 

software development and security policy is not possible.  However, there are 

certain aspects of Recoverability, for instance when you recover from a security 

incident and must change the policy, which are not actually Recoverability, but are 

rather covered by the Changeability characteristic.  As such it is unclear whether this 

characteristic should be included in the quality model.  However, as part of the 

research process of model validation and refinement, inclusion or exclusion of 

Recoverability will be further investigated and confirmed. 
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4.4.1.5.4. Reliability: Expert interview discussion 

Reliability was one of two areas of the research model where security experts had 

some difficulty in determining if it would be useful.  Expert_1 couldn’t sense if it 

would be useful or not in general, but makes a comment that Maturity is probably 

useful because as the policy matures, is audited and revised then it is probably of 

better quality.  “Maturity will show that policy is revised and audited etc, and that 

might be improving quality” (Expert_1).  Expert_1 however, could not see any 

usefulness of Recoverability and Fault Tolerance.  The other three experts after 

some thought stated that Maturity and Fault Tolerance could be useful to assess, 

but could not see any reason to think about Recoverability either because they 

hadn’t come across it, or perceived that what fails is not policy, so did not see how 

the policy can be recoverable.  In the case of Maturity all stated that they think that 

policies that have gone through refinement over time will be of better quality and that 

this should be assessed.  “Maturity makes sense – ours is mature, we believe high 

quality, better than banks we’ve seen” (Expert_3).  In Fault Tolerance, Expert_3 and 

Expert_4 stated that they thought they had this covered in their policies as there 

were inbuilt redundancies – defence in depth.  “This to me is defence in depth inside 

policy and controls.  [I am] not sure if anyone else would understand though, but [it 

is] important to security” (Expert_4). 

Of these factors it is clear that Maturity and Fault Tolerance should still be included 

in the research model.  For the area of Recoverability, however, there is not enough 

evidence either way to include or remove it.  “I’m not sure if this is important as a 

quality issue – once again not something I have come across” (Expert_4). For this 

research model, the inclusion of Recoverability has been left in at this stage for two 

reasons: firstly, different constituent groups may find it important, and secondly, 

because the experts were not certain that it should be removed. 

4.4.1.6. Usability 

 

Colloquially, Usability is defined as fitness for use, or having an item that is 

convenient to use.  In software quality, McCall et al. (1977) defines Usability in terms 
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of the time and resources required to effectively use the software.  The ISO 9126 

standard uses similar terminology in its definition, and focuses on the effort needed 

to use and on the individual assessment of use by a set of users.   

From the information security policy perspective, the Usability of the security policy 

focuses on mainly the implementation and understandability of the policy.  A good 

description of Usability is the effort required for constituents to create, use and 

update the information security policy.  An information security policy is only going to 

be useful if the stakeholders are aware and educated about the policy (Leinfuss 

1996; Control Data 1999) and if the communication of the policy to stakeholders is 

accomplished well (Guttman and Bagwill 1999).  

In order to determine the Usability of the information security policy, a number of 

characteristics of Usability are required.  Based on the ISO 9126 standard for 

software quality and Moody and Shanks’ (1998b) work in data modelling, these 

characteristics are Understandability, Learnability, Operability and Attractiveness.  

Each of these characteristics will now be described. 

4.4.1.6.1. Understandability 

 

From the perspective of information security policy quality, Understandability can be 

described as the ease of comprehensibility of the information security policy.  Moody 

and Shanks (1998b) define Understandability in data modelling as the ease with 

which the concepts and structures of the data model can be understood by others.  

Likewise, in software quality, Understandability has a focus on the effort required by 

users to recognise the logical concept and its applicability of the software.  

Understandability, in common terms, is defined as a quality of comprehensible 

language or thought, capable of being understood. 
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In practice, within a large organisation this may be extended to the comprehensibility 

of each policy and the linkages between the policies.  Understandability may be 

determined through examining employee’s understanding of security and of their 

responsibilities implicitly or explicitly described within the policy.  Also, depending on 

the roles and responsibilities of a stakeholder, the Understandability of the strategic 

security policy could relate back to which controls are implemented and for what 

reasons.  Clearly a misconception about any of these issues may result in a security 

breach within the organisation. 

Furthermore, Understandability of the policy for stakeholders will be affected if the 

policy uses jargon, or technical terminology (Warman 1995; McMillan 1998; Regan 

2001), or if it contains ambiguities which make the policy unclear (State of Oregon 

1998; Control Data 1999; Tudor 2001).  Each of these areas can be easily 

determined by looking at the organisations policy. 

4.4.1.6.2. Learnability 

 

In terms of information security policy, Learnability focuses on the effort constituents 

need to use to learn the information security policy so that they are able to abide by 

it.  Commonly, Learnability is defined as the ease of being able to retain something 

in memory.  From a software quality perspective, the ISO 9126 standard focuses on 

the amount of effort required for the user to learn the application in terms of input, 

output and operation.   

In practical terms within an organisation, one way of determining Learnability is 

through the training of new stakeholders and focusing on how they learn the policy.  

This characteristic takes into account the awareness training, but goes further to 

encompass the simplicity or complexity of the security policy.  Learnability is 

affected by the Understandability characteristic to a degree as if Understandability is 

a problem for stakeholders then it is likely that they will have problems learning the 

policies and their consequences (Herold 2005). 
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4.4.1.6.3. Operability 

 

The third characteristic of Usability, for information security policy quality concerns 

how easy psychologically from the individual’s perspective it is to work within the 

policy guidelines once the policy has been learnt and understood.  In software 

quality, this characteristic was used to test the effort of users to operate the software 

in question.  In every day terminology, Operability is used in terms of being able to 

put something into practice successfully.   

The concept of operability has different aspects depending on the stakeholders 

involved.  For instance, for all employees who are governed by the security policy it 

would be how easy the policy is to abide by.  For the security and IT stakeholders 

this might also encompass whether the policy is enforceable.  For other 

stakeholders it might be how well the policy supports them in their aims, whatever 

they might be.   

Failure to provide a simple, understandable security policy will ultimately cause it to 

be hard to abide by and therefore may increase the chances of it being breached as 

employees will consciously or sub-consciously fail to adhere to parts of the policy.  

Also, developing a policy that asks stakeholders to go against normal psychological 

norms will cause problems from an Operability perspective as they will be more 

likely to follow the norms, rather than abiding by the policy (Kabay 1994). 

4.4.1.6.4. Attractiveness 

 

The concept of Attractiveness is proposed by ISO 9126 and is the ability for the 

software to be attractive, in terms of interface design, to the user (ISO/IEC 2001).  In 

terms of software quality, the Attractiveness of the interface is often paramount to 

the success of the product and, understandably is a critical issue to the success of 

many commercial products (Schrepp, Held and Laugwitz 2006).  However, for 
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security policy, there is in essence, is no real “interface” as such, except for the 

paper on which the physical representation of the policy is written.   

An exception to this may be where the policies are available to stakeholders via an 

organisation’s intranet, in which case the presentation of the policy may have some 

impact on stakeholder’s perceptions of quality.  In practice, whilst some 

organisations make their policies available via their intranets, they often do so in the 

form of an Adobe PDF or Microsoft Word file, rather than making use of HTML or 

equivalent and as such the Attractiveness of the policy will be the same as the hard 

copy document. If organisations were to make use of HTML technologies, policies 

could be designed to be more interactive, rather than just being paper based and in 

such cases policy Attractiveness, let alone any of the other Usability characteristics, 

would become increasingly important to stakeholders.  

4.4.1.6.5. Usability: Expert interview discussion 

Usability was accepted by all of the experts as being an important area from which 

to assess policy quality.  They all thought that Understandability and Learnability 

were critical to the success of policies and, after clarification, were also impressed 

by Operability.  “[Learnability and understandability] are clearly important or the 

policy would become a bookend” (Expert_2).  Operability was more characterised by 

comments like “it makes it easy to abide by policy” (Expert_4) and “I hadn’t thought 

about this with regard to policy.  It does make sense – we need to have things that 

are compatible” (Expert_3).  Expert_2 made the comment that Operability is a 

change management process, rather than design of policy to match individual issue.  

Interestingly, this is exactly what Operability is attempting to negate; having 

something that matches stakeholder psychology, rather than making them change.  

The Attractiveness attribute was widely questioned as to what it meant, but on 

clarification all experts were of the opinion that whilst it wasn’t appropriate for some 

of their implementations of policy now, that in the future they could see it becoming 

important – ensuring people would be drawn in to read the policy.  One comment 

was made by Expert_3 regarding the factor of Understandability: “This is how I think 

of usability – but it’s much better split up like this”.  It will be of interest to see if this 

idea is also replicated by the stakeholders within the case study phase of this 

research. 
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Overall there is evidence for each of the characteristics of Usability to be included in 

the research model.   

4.4.1.7. Compliance 

 

For information security policy quality, Compliance focuses on whether the 

information security policy abides by the various standards and legislation 

requirements of the organisation.  In terms of software quality, Compliance is 

defined by ISO 9126 as whether or not the software adheres to government 

legislation, or organisationally adopted standards (ISO/IEC 2001).  Moody and 

Shanks (2002) define a similar concept, correctness, as whether or not a data model 

conforms to the conventions of the data modelling technique used by the 

organisation.  In general use, Compliance refers to whether or not one is acting 

according to certain accepted standards.   

In ISO 9126 the area of compliance is contained within each of the quality factors, 

so that in the model there is Functionality Compliance, Efficiency Compliance, 

Usability Compliance and so on.  In the proposed quality model, however the 

concept of Compliance was given greater importance and was defined as an 

overarching factor of Quality.  The reasoning for this is that compliance has become 

a more important concept for organisations, especially dealing with organisational 

security (Borreson Caruso 2003; Anand 2008; Rezgui and Marks 2008). 

As a consequence, this area for security policy quality is probably the most 

important and is also the one that should obviously be found to currently exist within 

organisations.  The reason for this is that there are a number of regulations and 

standards (for example the privacy legislation) that organisations must comply with 
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and these will be reflected within the policy statements.  This is the one reason that 

many organisations have a security policy in the first place (Barman 2002).  Also, it 

is likely that this is one of the few areas of security policy quality within organisations 

that is actively tested for, usually in the form of audits.  The important factor for 

organisations here is to ensure that they can have Compliance of polices at all 

times.  This means that policies need to be updated regularly (Bayuk 1996; McMillan 

1998; Baskerville and Siponen 2002; Hayes 2003). 

All experts thought that the Compliance factor was extremely relevant and important 

as without Compliance with various things such as: standards, legislation, and 

organisation procedures, then the policy would not be usable.  Expert_2 best 

expressed this “Yes we have lots of things to worry about in regards to Compliance 

because of who we are.  There is legislative pressure, standards, privacy, and 

organisational requirements so it is increasingly important to get it right in policy and 

not to contravene any of these”.  There is sufficient evidence for Compliance to 

remain in the research model. 

4.4.1.8. Summary 

The expert context interviews allowed useful insight into how security experts 

consider security policy quality.  Each of the experts was asked if they could identify 

any other policy quality criteria, but none were suggested.  Of the quality 

components identified in this research the security experts failed to confirm or 

disconfirm the usefulness of the Testability, Replaceability and Recoverability 

characteristics.  As such, whilst these characteristics will be utilised in the research 

model for the case studies they may not be appropriate for the assessment of 

security policy quality and may be removed from the model after the case studies 

have been used to further validate and refine the research model. 

4.5. Security Policy Lifecycle 

In Chapter 2, a number of different models were discussed for the development of 

security policy within organisations.  These models, whilst they are adequate for 

general security policy development, they may not be appropriate at the strategic 

level of the organisation.  In Chapter 2 it is suggested that the “better” models of 

security policy development are lifecycle models that enable the ongoing 

development of the security policy over time.  A lifecycle approach is also mandated 
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by ISO/IEC 27001 (ISO/IEC 2005a).  Understanding how stakeholders are involved 

in the policy development lifecycle may help pinpoint the criteria that they will use in 

assessing security policy quality and will enhance understanding of how they are 

involved.  Unfortunately, however, none of the lifecycle policy models indicate 

specifically where stakeholders are utilised, or what they do when they are utilised, 

with most models simply stating that the stakeholders should be utilised (Bayuk 

1996; DTI 1999; Rees et al. 2003; Knapp et al. 2009).   

The policy lifecycle describes the stages through which a security policy progresses 

during its lifetime.  As stated in Section 2.3.2.1.3 in this research the terms Access, 

Plan, Deliver and Operate are used to represent the policy development lifecycle at 

a high level.  These terms have been used as they describe the policy lifecycle 

steps used in many of the security policy lifecycle development models (Rees et al. 

2003; Knapp et al. 2009).   

The four steps used to describe the policy lifecycle contain a number of sub tasks.  

At the Assess stage, policy review and risk assessment takes place.  In the Plan 

stage policy development and requirements definition is carried out.  At the Deliver 

stage controls definition and controls implementation takes place as the policy is 

implemented and policy awareness training takes place.  Then in the Operate stage, 

monitoring takes place and policy enforcement occurs.  This is then fed back into 

the Assess stage.  For the sake of simplicity, for this study, in the research model 

the process of development is viewed from the level of Access, Plan, Deliver and 

Operate.  This will simplify the use of the research model.  What the development 

lifecycles models do not do is to give clear indications as to when stakeholders are 

utilised in the process.   

In the contextual interviews all security experts were asked to describe the manner 

in which they would create policy with the intention of trying to get them to identify 

when stakeholders were involved with the development process.  What is clear from 

the experts is that they all developed their own methods of policy development, 

ranging from using the security standards AS4444 through to a redevelopment 

process taking old policies and revising them with additional materials.  The 

interesting thing is that they all tend to use an informal process for developing policy 

that in fact tends to mirror somewhat the development phases: Assess, Plan, Deliver 

and Operate as specified above. 
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From all experts it was difficult to identify exactly where stakeholders were used in 

the development of policy apart from their use focusing on sign off and review 

process by unit managers, IT managers and senior executive.  However, when 

prompted further, the experts were able to give additional indications about where 

stakeholders were used and for what reasons.  This is summarised in Table 4.5 on 

page 137 that shows where experts suggested stakeholders were used within in 

each development stage.  Where no stakeholders are listed, that expert did not 

mention anything happening within that stage of development dealing with 

stakeholders. 

In terms of the specific stakeholders used in the development process, it is still 

unclear as to how stakeholders are used in any detail as the experts were unable to 

give any more details as to specific stages within the Assess, Plan, Deliver and 

Operate structure.  In the case study stage of this research more information will be 

gathered about the involvement of the identified stakeholder groups in the 

development process. 
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Table 4.5: Stakeholder involvement in Development 

Expert Development 
Stage 

Stakeholders and Roles 

1 Assess  
Plan Business Unit Representatives – determine requirements 

Human Resources – ensure enforcement is possible 
ICT Specialists – review, feedback, technical correctness 
Legal and Regulatory Department – ratification of policy 
Security Specialists – policy writing 
Executive Management – sign off, gauge impact on business 

Deliver  
Operate Security Specialists – monitor policy, identification of need 

2 Assess Legal and Regulatory Department – drive new initiatives 
Security Specialists  - push new initiatives 

Plan Legal and Regulatory Department – ensure liability is covered 
Human Resources – can it be enforced 
Executive Management sign off 
Public Relations – match to image of organisation 
ICT Specialist – technical fit, review document 
Security Specialists – security and technical fit, develop policy 

Deliver Human Resources - induction 
Business Unit Representatives – responsible for “reminding” employees 
User Community – is policy workable 

Operate Security Specialists – monitor policy, identification of need 
Legal and Regulatory Department – internal audit 

3 Assess  
Plan Legal and Regulatory Department – check policy is within legal bounds 

Human Resources – can it be enforced 
Security Specialists develop policy 
Public Relations is image of organisation shown in policy ok, also signoff 
Business Unit Representatives – organisational fit  
ICT Specialist –organisational fit 

Deliver ICT Specialist – technology fit  
User Community – appropriateness of policy, impact on work 

Operate External Representatives - Auditing  
Security Specialists – monitor policy, identification of need 

4 Assess Security Specialists – identification of need, review risk 
Plan Human Resources – ensure consequences are within possible HR actions 

ICT Specialist - review “fit” to organisational requirements 
Executive Management - review “fit” to organisational requirements, and 
sign off. 
Business Unit Representatives - review “fit” to organisational 
requirements 
Security Specialists – writing policy 

Deliver Business Unit Representatives – in charge enforcement in their area 
Human Resources  - induction 

Operate External Representatives – auditing 
Security Specialists – monitor policy, identification of need 
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4.6. Conclusion 

In this chapter a research model for the investigation of strategic information security 

policy quality from a multiple constituency perspective is developed from literature.  

This research model is also evaluated and refined through the use of contextual 

interviews.  The research model shown again in Figure 4.3 consists of three major 

components, a list of stakeholder types that should be involved in the evaluation, the 

policy quality assessment components and the policy lifecycle steps.  In this 

diagram, the characteristics of quality where it is not absolutely certain of their utility 

are marked with an asterisk.  This research model will allow an understanding of 

how organisations assess quality of security policy. 

 

Figure 4.3: Strategic Information Security Policy Quality Assessment 
Framework 
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In the following two chapters, the two unique case studies will be presented and this 

research model will be used as a lens to identify how the organisations perform 

quality assessment of their strategic information security policies.  In Chapter 7, the 

research model will be revised based on the specific results of the case studies.  

The outcome of Chapter 7 will be a new strategic information security policy quality 

model that will outline when and how stakeholder groups should be involved in 

development and quality assessment and what aspects of quality are used to 

assess security policy for each stakeholder group. 
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CHAPTER 5.  
CASE STUDY A: RetailOrganisation 

5.1. Introduction 

This chapter discusses the security policies, both explicit and implicit, in place within 

RetailOrganisation.  The discussion of these policies and the people involved with 

their evaluation is based on the framework developed in Chapter 4.  Sections 5.2 

and 5.3 introduce the organisation and discuss the changes within it that have 

occurred during the case study.  Section 5.4 discusses the security background 

within RetailOrganisation. Section 5.5 uses the research framework as a lens to 

present the analysis of the case study and a number of themes are identified in 

Section 5.6.  Section 5.7 concludes the interpretation of strategic security policy 

implementation within the case. 

5.2. Introduction to RetailOrganisation 

The case study described in this chapter focuses on a medium sized organisation’s 

implementation of security policy.  At the time of the study (2003-2004) the 

organisation employed about 170 people, but was rapidly undergoing a growth 

phase which posed some interesting dilemmas for management.  From the 

organisational perspective not only were the number of franchise stores increasing, 

but also the personnel required to run the head office and the regional offices were 

also increasing and the head office was preparing to be staffed around the clock for 

the first time.   

Due to the nature of the organisation (most of the stores are franchise owned), the 

security in terms of physical and cyber security, including policies of individual stores 

was outside the scope of this study. The reasoning for this was that the main 

business is a franchisee management business in the retail area, and the study was 

focused on the information security practices of the head office and the regional 

offices.  These security practices within the organisation’s head office and regional 

offices are clearly separate from the management of security in the franchised 

stores.  This in effect means that there are two entities – the franchisee stores and 

the controlling organisation.  This research focuses only on the controlling 

organisation. 
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The organisation only recently introduced the Internet into its business and the 

security focus of the organisation was driven by this innovation.  The level of 

security within the organisation at the time of the case study was low, although it 

was gaining importance due to the changes to the business observed during the 

case study period.  More details about the organisation are found in Section 5.3.  In 

terms of their security policy, RetailOrganisation have a number of security policies 

that combine strategic and operational use policy statements.  This is discussed in 

Section 5.4.2. 

5.2.1. Data Collection and Case Instrument 

The data was collected for this case study during 2003-2004 through semi-

structured interviews.  Interviews were conducted with six personnel in the 

organisation who were concerned with the development, use or authorization of the 

strategic security policy.  The interviews of between 1 and 2 hours length were 

scheduled at mutually acceptable times over a six month period.  The researcher 

was in the organisation for about 21 hours during this period.  Within this case study 

discussion, to preserve the anonymity of the participants two coding schemes have 

been utilized.  In the sections of the case where stakeholders are discussed in 

detail, the stakeholder roles of the interviewees have been used when giving 

credence to the importance of their evidence (stakeholder roles were identified 

earlier in Section 4.3).  In other areas of the case study, interviewees are referred to 

using their level within the organisations structure (for instance the terms executive, 

manager and employee are used to show the hierarchy within the organisation).  

This is a necessary construct as when stakeholder roles are discussed the exact 

role of the participant is required, whereas in other areas of the case description 

anonymity can be preserved by simply stating the interviewee’s management level 

within the organisation. 

Interview participants were asked a set of guideline questions based on their 

interaction with, and knowledge of, the strategic information security policy.  The 

areas of questions asked were to provide (see Appendix D for full detail): 

i. background information on the organisation, its use of security 

ii. information about personal experiences with security, both within and 

external to the organisation 

iii. information (where appropriate) about the development of the security policy 
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iv. information about their involvement with the security policy within the 

organisation 

v. feedback about who they think are involved with policy in the organisation 

vi. feedback about the quality of the security policy 

Participants were then asked more direct questions to distil their knowledge of the 

concept of quality and how they perceive the security policy in this context.  They 

were asked how they currently assess security policy quality, and based on their 

responses, follow-up questions that focused on each of the security policy quality 

components were asked to tease out further meaning and understanding.  At the 

conclusion of each interview, participants were shown the quality factor model and 

asked about its usefulness to their organisation. 

Other sources of information used in the case study include limited observation of 

the organisation (about 14 hours), in terms of obvious security mechanisms and 

procedures (and comparing these to their policies); the collection of appropriate 

documentation where it was made available (including the security policies); the 

collection of annual reports and use of the organisations organisational chart.  Even 

though not all documentation was available due to confidentiality issues, enough 

information was provided about classified documents by the interviewees that it was 

deemed that not having these documents would not be critical to the case study 

analysis and outcomes. 

5.2.2. Case Conduct 

Recruitment of RetailOrganisation was facilitated through the author’s previous 

contacts with organisation’s CIO.  The CIO was contacted by phone in late 2003 and 

after gaining an appreciation of the research, agreed that RetailOrganisation would 

like to be involved, but that permission from the CEO needed to be obtained.  A few 

weeks later this permission was obtained and the research was given the go ahead 

within the organisation.  One issue however, was that there were a number of large 

projects being conducted within the business, both from an IT implementation 

perspective and from a business acquisition perspective.  This meant that 

availability of personnel in a timely manner would be a problem, although the 

organisation was adamant that they would be available to be interviewed.  In 

practical terms however this meant that interviews were conducted over a 6 month 

period.   
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In late November 2003 the first interview of this case study was conducted with the 

CIO.  As part of this interview, a discussion of the conduct of the case study within 

the organisation was finalized.  This consisted of two areas, procedures to contact 

interviewees and their availability, and also who the other participants in the study 

would be.  Selection of further participants was based on the stakeholder groups 

identified in Chapter 4, and in conjunction with the CIO, five more participants were 

identified as potential stakeholder representatives and offered the opportunity to 

participate.  This allowed coverage of as many of the stakeholder roles that were 

present within RetailOrganisation, and also gave a good overview of the state of the 

organisation from multiple departmental perspectives at different managerial levels 

within the organisation.  Overall, there were six people within RetailOrganisation 

who were interviewed as part of this study.  These included the CEO, General 

Manager Information Technology, Network Manager, National Operations Manager, 

National HR Manager, and the Risk and Compliance Manager.   

Ideally each of the stakeholder roles identified should be played by more than one of 

the participants.  In the case of RetailOrganisation this was not always possible.  For 

instance only one employee within the organisation had a role of Security Specialist.  

This was also the case for the Human Resources role.  Furthermore, there is no 

internal legal department within RetailOrganisation so the role of Legal and 

Regulatory representative was not able to be filled (RetailOrganisation uses a legal 

representative external to the organisation).  Also, a stakeholder to represent the 

External Representative role was not able to be identified.  However, all other 

stakeholder roles are represented by more than one participant. 

Each of the participants was sent a project description and consent form as 

specified by the Universities ethics guidelines one week before the interview was to 

take place.  All but one of the participants read this prior to the interview and signed 

the consent form immediately prior to the interview starting.  The participant who 

didn’t read the project description was offered a copy and briefed at the beginning of 

the interview.  Each of the interviews followed the question areas specified in 

Section 5.2.1.  All the interviewees gave permission for the interviews to be 

recorded and notes were also made.  During the interviews, requests for 

documentation of the organisations policies were made to the CIO and Network 

Manager and copies of these documents were obtained under a confidentiality 

agreement.  Once the interviews were transcribed they were emailed to the 
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individual participants who were asked to approve their use in the study.  This was 

uniformly agreed and no subsequent changes were made to the documents.  

5.3. Organisation Background 

Understanding the organisation is important as it helps to place the research into the 

organisation setting.  In terms of RetailOrganisation it is important to understand its 

history and growth and to describe the management environment within the 

organisation as this will aid the reader in understanding the environment in which 

RetailOrganisation exists.  This section explores these issues.  

5.3.1. History and Growth 

RetailOrganisation is a family owned organisation that began operation in Australia 

in the late 1970’s with a single store based in Melbourne.  The head office was 

opened shortly after and a number of other stores were made operational.  Since 

then, the organisation grew somewhat modestly, to about 150 stores across three 

states by the late 1990’s.  This growth necessitated the opening of three state 

offices, one in Melbourne, one in Sydney and one in Brisbane.  These offices at the 

end of 2004 employed about 200 people.  “We are really at the stage now where 

you really can’t see the organisation from end to end … unfortunately you have to 

become a bit more bureaucratic and probably a bit more rules driven“ (CEO).  Since 

the late 1990’s the organisational growth has increased somewhat and by the end of 

2003 there were more than 300 stores in operation and the organisation is turning 

over upwards of 800 million dollars per year.  The organisation expects to open a 

further 200 stores by the end of 2005.   

Of these stores, RetailOrganisation owns and operates only the original store.  All 

other stores are set up via a franchisee arrangement.   The organisation owns 

everything in each of the stores except for the merchandise.  So within each of the 

franchised stores the computer systems and all fixtures and fittings are owned by 

the main organisation, whereas the franchisee owns the stock and goodwill.  As 

stated earlier, this case study only focuses on the security policies within the main 

organisational unit - the head office and each state office.  It does not investigate the 

individual security practices of the franchisee stores, except for the interface 

between these stores and the regional offices. 
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5.3.2. Management  

The management structure within RetailOrganisation at present consists of a 

management group that reports to the family “board” who have the final say on the 

operation of the organisation.  Early on, the management structure consisted wholly 

of the family owned board, with the company owner acting as the CEO of the 

organisation.  As the organisation grew and the company ownership took on a more 

supervisory role, it became necessary to set up a management committee who 

reports to the company board.  This management committee is made up of the Chief 

Executive Officer, Chief Financial Officer (CFO) and heads of each department 

within the organisation.  As seen in Figure 5.1, the organisation has several 

departments including those that have been there for years (Operations, Property, 

Construction and Information Technology) along with new departments that have 

been formed more recently (Marketing – in late 2002; and Human Resources – June 

2003).  So currently the management committee consists of the Chief Executive 

Officer, Chief Financial Officer, Marketing Manager, Operations Manager, Property 

Manager, Construction Manager, Human Resources Manager, and the Manager of 

Information Technology.   

The management group reports to the board through the CEO and CFO.  The board 

has a hands-off approach to the day to day operations of the business, but is 

actively involved with influencing the strategic direction of the organisation.  The 

decision making structure within the organisation allows each of the department 

heads to be responsible for their own department’s strategy as long as it is within 

the organisational strategic plan and as such each department head sets their 

departments strategic goals.  As a result, the pressure for new initiatives is often 

bought to the management committee from below.  When acting on these initiatives, 

the management group generally sets up a steering group made up of members 

from each department within the organisation to control the investigation and 

implementation of the initiative.   

This was especially the case for the introduction of the Internet and the security 

surrounding that, although for the security aspect no steering group was set up.  The 

initiative for security measures around the introduction of the Internet to the 

organisation was driven from within the IT department.  It was a push from both the 

network manager and the General Manager IT, who both understood the need for 
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improved security with the Internet.  This was done from purely a technical 

perspective in terms of getting a firewall set up and working and making sure that 

virus scanner software was installed.   

 

Figure 5.1: RetailOrganisation’s Organisation Structure 

During 2003 the management group realized that the organisation had finally 

become too big to be able to see from end to end.  The implementation of the HR 

function at a department level in June 2003 brings with it the ability for the 

organisation to manage its personnel in a more formal manner.  The result of the HR 

departments implementation is that it have become in part an enforcement role 

within the organisation for all of its polices and is beginning to take an active part in 

the development and upkeep of these policies. 

Due to the family oriented nature of the organisation, RetailOrganisation considers 

itself to have an open philosophy, and operates in an honest and ethical manner.  In 

fact, Executive1_1 states that they “probably have an unrealistic expectation of 

people” due to the organisations culture.  This culture has driven the manner in 

which the organisation had been operating since its inception.  For instance from a 

security perspective, the organisation did not consider physical security important 

within the head office and state offices until recently.  During the life of the case 



 Chapter 5 

147 

study, a physical security system was put in place at head office to limit access to 

the premises.  Likewise, cyber security was not considered important within the 

organisation until the adoption of Internet occurred in early 2000.  Now however, 

with a new CEO taking over in November 2002, and the increasing reliance on 

computers and on the Internet, there is an increased focus on security, both at the 

operational level and at the board level.  In Executive1_1’s words his focus for the 

organisation is to “ensure that the company doesn’t come to a grinding halt from the 

result of an intrusion, rather than on data confidentiality”. 

5.4. Security Background 

In this section, the security practices that are evident in RetailOrganisation will be 

described.   

5.4.1. Security 

Prior to 2000, security in terms of information security was not a driving concern 

within the organisation.  The organisation had the “normal” security measures of 

login’s and passwords, but that was all.  The major connections at this time into the 

head office from the stores were all dial back modem based, and used proprietary 

software written at the DOS (operating system) level.  The connection between state 

office’s and head office is via a frame relay set up with a separate router so it is 

essentially a private network.  The only other connections are frame relay 

connections through another router to some of their suppliers (these have not been 

named for confidentiality reasons).  The management perceptions at this time were 

that login and password security were sufficient.  Furthermore, the technical savvy 

of the management group and the board varied widely within the members.   

Since the adoption of the Internet and email in 2000 and the rapid increase in the 

organisation’s size, security has become more of an issue in the organisation.  “So 

suddenly how are we going to protect where we are at.  It will become more 

dangerous. We are about to go through sort of security passes to get into the 

building and those sorts of things as well” (Executive1_1).  Also, changes to the 

management group and their awareness of technology and the issues surrounding 

technology have changed the security climate within the organisation.  The 

introduction of the Internet was the driving force for the development of the security 
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policies within RetailOrganisation.  It was driven from bottom up, via Manager1_2 

through to Executive1_2.   

From the building perspective at head office, changes to the manner in which the 

organisation operated in 2004 (they were now operating 24 hours per day) and the 

interest of the management in protecting their interests, meant that building security 

was introduced in the form of swipe cards.  This initiative also included policies 

about using these systems.   

As a result of the manner in which the information security policies were developed 

there was a huge focus on the protection of the network, and little on the protection 

of information and physical resources (machines).  The introduction of the building 

security goes some way to alleviate this, but issues are still evident, such as staff 

letting visitors and suppliers into the building without getting proper passes, or 

though open doors.  From the perspective of Manager1_2 the security stance from a 

technical perspective is very strong as they are firewalled to an extent that they can 

deliver only what the business requires.  “We have automatic updates onto the 

firewalls, we have automatic virus updates, we have annual external firewall reviews 

to ensure that we have prevention against any hacking” (Manager1_2).   

5.4.2. Security Policy Background 

In RetailOrganisation the development of any security policies did not take place 

until around 2001 as the organisation had no need for these types of policies.  In 

2001 however the organisation introduced various Internet applications to cater for 

the changing requirements of the business.  Access to Email and to supplier Internet 

sites became important and this drove the need for policy to protect the organisation 

from the misuse and potential Internet borne threats.  As Manager1_2 points out, 

the organisation was being basically left behind because “We had people who had a 

need to use the Internet for new things that they were doing in their job description, 

job role.  And these were accessing information sources for the business, day to 

day.  As well as that there were people basically saying that we have got this great 

information system at our end (it might have been one of our fuel companies), and 

we’ve got this great information system and we want to get this information back to 

you.  But the only way that we do that is via email and you don’t have email – sorry.” 

(Manager1_2). 
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Since 2001, the organisation has developed a set of policies dealing with aspects of 

security ranging from acceptable use through to an Internet and internal systems 

policies.  These policies contain a combination of strategic and operational use 

policy statements and form an umbrella the organisation refers to as their security 

policy.  “In our view as an organisation we do not have an all encompassing 

information Security policy, but we have a lot of other policies that probably you 

could say together they form an information security policy, so you could say it is 

sort of an umbrella name for a number of other policies that we have. In effect what I 

see then is that we would have a number of policies under there and those policies 

would encompass pretty much every facet that exposes our systems.” 

(Manager1_2). 

The security policy was developed by the Network Manager using a piecemeal 

approach with the focus on meeting a perceived need of the organisation.  As such, 

in RetailOrganisation the security policy was developed from a bottom up 

perspective to meet the need of the organisation at the time.   

The next section describes the manner in which the security policies for 

RetailOrganisation were developed. 

5.4.3. Policy Development Process 

In RetailOrganisation, whilst there was no formalized policy development lifecycle 

process there was an informal approach adopted, probably by accident, which 

however did mimic a semi-lifecycle approach.  “We probably did a little bit of formal 

analysis.  We didn’t just go and grab a policy and say that it will do, we actually did 

spend a bit more time, or Manager1_2 did spend a bit of time reviewing what was 

the best way of putting the policy together and what we were going to achieve out of 

it” (Executive1_2).  The approach, as shown in Figure 5.2, began in 2001 when the 

organisation started to investigate the implementation of Internet applications such 

as email and World Wide Web (WWW) browsing and Manger1_2 and Executive1_2 

recognized the need to regulate the use of these types of application in order to 

protect the organisations information.   

After the initial recognition of the business need for policy, the definition of the scope 

of the policy as directed by Manager1_2 and Executive1_2 in conjunction with all 

department heads was completed.  Department heads were asked to specify the 
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types of Internet access that their areas of responsibility would require and the 

scope of allowable applications and their business requirements was developed.  

Over the following six months the policy was developed by Manager1_2 and 

reviewed monthly by Executive1_2.   

 

Figure 5.2: Policy Development within RetailOrganisation 

In the development of the policy, Manager1_2 relied on their past experience, trade 

magazines, security WWW sites and on other organisations security policies, to 

form the basis for the policy under development.  “Basically the way that policies 

were developed were I already had a fair idea, I had a knowledge base already, I 

had books, reference material already.  I already had a fair idea, once we did scope 

out exactly what was required for the business, that I then pieced together a number 

of drafts and that went on for a long time, probably 6 months I would say from what I 

recall.  And basically as well as that to get a good all round feel for some of the other 

policies that other people were creating and dictating we looked at a number of 

Internet providers to have a look at their acceptable use policies and some of their 

other policies as well, and what they would do in certain situations.  And basically 

we didn’t plagiarize them but we looked at how they did it, and we sort of said well is 
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that applicable to us, well not really with this sort of terminology, so we basically said 

for us in our environment this is what we are talking about” (Manager1_2).   

Once this drafting process was complete, the policy documents were passed by the 

Management committee for ratification, and were finally given to the CEO for sign 

off.  At this point, policies were distributed on the organisations intranet and all 

departmental heads were sent copies and were asked to inform their employees of 

the policy.  Furthermore, all employees underwent one-on-one training presented by 

the Manager1_2 on both the Internet technologies they would be using, and on the 

security policies relating to those technologies.  All employees had to sign off that 

they had read the policy and would abide by it.  Security within the organisation then 

was monitored through the security controls implemented.   

Presently, there is no formal review of policies although Manager1_2 states “since 

we have written the policies we actually have looked at them a number of times, no 

formal review process as such, but we haven’t had to adjust them again.”  

Executive1_2 states that whilst it would be ideal to formally review policies on a 

yearly basis that this may not happen due to the size and the priorities of the 

organisation.  However, with the implementation of the HR function within the 

organisation, there are moves driven by HR to carry out a review and update of all 

organisation policies.  “I want our policies reviewed and brought up to date.  It is a 

project that needs to be done” (Executive1_3).   

5.5. Case Study Analysis 

The following sections present an analysis of the case study based upon the model 

presented in Chapter 4.   

5.5.1. Stakeholder Involvement 

In the development of the research model in Section 4.3, nine stakeholder groups 

were identified that could possibly be utilized in the development and assessment of 

strategic information security policy.  In this case study, due to the size and nature of 

the organisation, only six of these nine constituent groups were identified in the 

organisation.  In RetailOrganisation, the Public Relations, Legal and Regulatory and 

External Representative stakeholder roles were not identified.  Whilst the 

organisation does have a Marketing Department, they are not involved in any way 

with the security policy processes and no interest was shown by the CEO in getting 



Chapter 5 

152 

them involved.  This may be to do with the culture and size of the organisation as it 

is not listed on the stock exchange, and is essentially a family run organisation so 

the need for marketing to be involved in security policy related decisions for the 

organisation is low.  As we stated in Section 4.3.8 this is not unexpected in a 

medium sized organisation.  The role of Legal and Regulatory stakeholder is 

outsourced in this organisation and resides with the organisation’s lawyer and as 

such, access was unavailable.  This was also the case with the ownership board of 

the organisation, which would act as one of the external stakeholders.  Of the other 

six stakeholder roles each is represented in the case study one or more times.  

Figure 5.3 shows a summary of the stakeholder roles identified in the organisation 

and the interviewee level that plays these roles.  The interviewee level within the 

organisation rather than their job title is shown to help to preserve participant 

anonymity.  The asterisks in the table show that the interviewee plays that particular 

stakeholder role within the organisation. 

 

Figure 5.3: List of Interviewees within stakeholder roles for RetailOrganisation 

Each of the identified stakeholders within RetailOrganisation plays a role in the 

information security development process.  Section 4.4.1.8 describes that 

development of security policy would usually have four steps: Assess, Plan, Deliver 

and Operate.  In the following section the involvement of stakeholders within these 

steps will be shown.   

In RetailOrganisation the responsibility of security within the organisation falls to 

Executive1_2 who has delegated this role to Manager1_2 who has expertise in 

security and acts in the Security Specialist role.  This role is prevalent in the policy 
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development methodology used by RetailOrganisation to develop policy.  

Executive1_1 is involved at the oversight level and has responsibilities along with all 

of the participants except for Manager1_2 for ratification of the policies.  ICT 

Specialists are used to help to review operation of the policy and to provide review 

of policy documents during development.  A summary of the roles that stakeholders 

may take in the policy development lifecycle is shown in Table 5.1 on page 154.  

These roles are discussed in more detail in the following sections.  

Table 5.1: Constituent Roles in Policy Development within RetailOrganisation 

Stage Role / Tasks Stakeholder 

Complete Lifecycle - 
Communication 

Training Security Specialist 

Induction Training Human Resources 

Complete Lifecycle - 
Governance 

Governance of Policy Executive Management 

Legal Responsibility Executive Management 

Assess – Policy 
Assessment/Risk 
Assessment 

Technical Requirements ICT Specialist 

Oversee Requirements Security Specialist 

Review Policy and Update Security Specialist 

Review Policy and Update (from 2004) Human Resources 

Determine Business Requirements Business Unit 
Representatives 

Plan – Policy 
Development 

Ratification of Policy Executive Management 

Policy Signoff Executive Management 

Internal Policy Review ICT Specialist 

Formal Policy Review ICT Specialist 

Write Policy Security Specialist 

Ratification of Policy Business Unit 
Representatives 

Plan – Requirements 
Definition 

Informal review of  Control 
Requirements 

ICT Specialist 

Define Control Requirements Security Specialist 

Deliver - Controls 
Definition/ 
Implementation 

Design and Implement Controls ICT Specialist 

Design and Implement Controls Security Specialist 

Operate – Monitoring 
Operations 

Operations monitoring  ICT Specialist 

Manage operations monitoring  Security Specialist 

Operate – Review 
Trends and Manage 
Events 

Monitor Trends in Business Executive Management 

Identify Technical Opportunities, Trends 
in Security 

ICT Specialist 

Identify Technical Opportunities, Trends 
in Security 

Security Specialist 

  

Constituents not Available in Case 

Legal and Regulatory 
External Representatives 
Public Relations 
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5.5.1.1. Assess Policy Lifecycle Stage 

In RetailOrganisation the ‘assess’ stage of the lifecycle focuses purely on the review 

and update of current policy, and on the identification and development of 

organisational requirements for policy.  For RetailOrganisation in terms of policy 

development, it is clear that there is no concept of a formal risk assessment process 

with regard to policy development, and as such, this is missing from their 

development process.  This means that the policy is developed based on 

requirements from the different business units of the organisation, using the tacit 

knowledge of the Security Specialist to informally protect the organisation from 

threats that they may not have anticipated. 

The review and update of current policy is conducted mainly by Manager1_2 as their 

role as the Security Specialist, whilst Executive1_2 is involved in the main oversight 

role.  There is no formal process in which this is undertaken and as specified 

previously there has been no requirement to update the security policies since they 

were implemented.  Additionally, at the time this case study was taking place, the 

Human Resource specialists were embarking on a review and update of all 

organisational policies.  As such they would be involved in the ‘assess’ policy 

lifecycle stage to help to assess and update the policy.  The purpose behind this 

was to provide more standardization between policies and to eliminate any 

contradictions identified between policies.   

An additional input into the ‘assess – review and update’ stage is when a business 

requirement is identified, then the Security Specialist will consult with Business Unit 

Representatives about the requirements of their areas with regard to the new 

business requirement, in the context of the security of the organisation.  This in 

essence was the driving factor for the initial development of security policy within the 

organisation.   

5.5.1.2. Plan Policy Lifecycle Stage 

At the ‘plan’ stage of the policy lifecycle in RetailOrganisation, the focus is primarily 

on policy development.  Four of the stakeholder groups are involved in this section 

in roles such as policy review, policy writing and signoff.   

In the first phase of this stage the physical policy document is developed by the 

Security Specialist stakeholders.  As the development is taking place various ICT 
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Specialists are consulted for correctness of language and of terms.  ICT Specialists 

essentially carry out an internal review of the policy as it is being developed.  On a 

monthly basis a senior member of the ICT Specialist stakeholder group conducts a 

formal review of the policy with the Security Specialist.  Once it is determined that 

there are no further changes to the document then the document undergoes 

ratification at the senior management level.  At this level the Executive Management 

group, along with selected members of the Business Unit stakeholders (i.e. the 

management committee of the organisation), each read the policy and ratify it for 

use within the organisation.  Once this is complete the policy is signed off on by the 

organisation’s CEO. 

Once this is accomplished the second phase of this stage, requirements definition, 

is conducted by the Security Specialist stakeholders.  In this phase the Security 

Specialist defines the requirements for the controls set up to implement the policy 

within the organisation.  This is accomplished with consultation with the ICT 

Specialists. 

5.5.1.3. Deliver Policy Lifecycle Stage 

The ICT Specialist and Security Specialist stakeholder groups are the major 

contributors to the Deliver Policy lifecycle stage.  These two stakeholder groups 

define which controls will be used to satisfy the requirements of the security policy.  

In RetailOrganisation, Executive1_2 and Manager1_2 have significant impact on 

which controls are used, with their selection having significant budgeting constraints.  

The main requirement that Executive1_2 has of the controls is that they need to 

ensure the ongoing viability of the organisation. 

5.5.1.4. Operate Policy Lifecycle Stage 

In the Operate Policy lifecycle stage there are three main stakeholder groups 

involved.  The ICT Specialist and the Security Specialist stakeholders monitor the 

operations of the security policy and its controls and react to any security breaches 

that may occur.  These stakeholders also identify technical opportunities and trends 

in security to ensure that there are no coverage issues in the policy and that the 

policy is still functional.  The Executive Management stakeholder also was involved 

in the identification of trends, but rather than from a security perspective this is done 

from a business perspective where a business requirement may drive changes to 

the policies or may result in the policies becoming outdated. 
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5.5.2. Assessment of Policy Quality 

During the case study process all interviewees were asked for their opinions about 

the information security policy’s quality and how quality of the security policy was 

assessed in the organisation.  It was very clear that within RetailOrganisation there 

was no systematic assessment of policy quality, with all the stakeholders 

interviewed agreeing that policy assessment was conducted in an informal ad hoc 

manner.  Executive1_2 pointed out that there was an unwritten rule that policies be 

revised every twelve months, but often this is a low priority that is usually 

overlooked.  “So, should it be reviewed on a yearly basis, yes it should.  But if you 

have got 100 things to do it would probably be the 150th thing to come across my 

desk” (Executive1_2).  Any reviews of policy are mostly triggered via forces external 

to the organisation; for instance legislative changes; and by changes to the 

organisation.  Quality is measured as “we don’t get unauthorized access” – “The 

quality of our security policy in our ability to stop people accessing what they 

shouldn’t access is proof of the pudding as we do not get uninitiated, well we don’t 

get people accessing things that they are unauthorized to get to” (Executive1_2).   

A semi-formal process of checking quality was present during the development of 

the policy though the form of reviews with senior management and Business Unit 

Representatives.  “In the review process we look at breadth – does it cover 

everything, but with an understanding that people only absorb a small amount of 

that they are given” (Manager1_1).  In these reviews, other areas of quality were 

covered, including the suitability of the policy for the organisation, whether it 

complies with the relevant legislation, and how easy it is to read.  This in essence 

was termed a quality assurance process by Manager1_2: “[the policy] is quality 

assured by going through review [with senior management] or a policy versioning 

process as they are written [where they are reviewed within the IT security area] – 

looks at completeness and correctness – there are issues around usability – written 

for lay people, with semi technical jargon“ (Manager1_2). 

Also, during the initial training process employees were asked to provide feedback 

on policy coverage, and Usability – mainly in the form of Understandability.  This 

was used as a reality check to determine the fit of the policy to the organisation at 

the lower levels. 
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Once policies were implemented, the main focus of policy quality or success was on 

whether or not there were any security problems; for instance Executive1_1 

commented “it must be working, except for one case of a breach”.  However with 

this as the only quality measure from Executive1_1’s perspective they are not 

confident that the policy is working in terms of detection and reporting of breaches.  

Furthermore, they are concerned about how to keep the security policy at the “front 

of” people’s minds. 

The organisation, having only recently in terms of the case study introduced a formal 

HR role, will focus on formalizing the review process for all policies, including their 

information security policy.  This will also include more formalized training and 

ongoing awareness campaigns for the security policy. 

In this case study, a number of areas were identified where an informal evaluation of 

security policy takes place.  These were summarised in the discussion above, and 

within Figure 5.4.  In the next section additional areas of interest for quality 

assessment of the security policy were identified after discussion with the 

stakeholders about the quality framework. 
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Figure 5.4: Current factors of interest for stakeholders when assessing quality 

5.5.3. Validation of Quality Factor Framework 

At the end of the interview process the research model presented in Chapter 4 was 

explained to each interviewee and comments about the model regarding its 

usefulness to them in evaluating the quality of the security policy were elicited.  
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Figure 5.5 shows a summary of the areas which were identified by stakeholders as 

important to them in order to assess policy quality in a formal manner.   

 

Figure 5.5: Factors important for stakeholders when formally assessing 
quality 

In addition to the factors of interest shown in Figure 5.4, Figure 5.5 shows an 

additional four cells highlighted to indicate that these stakeholders, after looking at 
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the proposed quality model, thought that those characteristics of quality were of 

interest to them if they were going to use the quality framework to formally evaluate 

the quality of the security policy.  For the Executive Management stakeholders, the 

Security of the security policy was important at a strategic level of policy as they had 

concerns that some of the strategic directions of the organisation would be visible at 

that level of policy.  If competitors were able to assess the strategic security policy 

they may be able to deduce the strategic direction of the organisation in other areas, 

thus losing RetailOrganisation’s competitive advantage. 

The Business Unit Representatives identified that Changeability would be important 

to consider from their perspective in a formalized policy review.  “The only thing that 

we need to do more effectively is to be able to update effectively when there are 

changes to legislation” Manager1_1.  This is also a view of Executive1_3 who also 

suggests that if legislation or organisation direction changes that the policies must 

be designed in a manner that allows the changes to be executed within the policy.   

The final quality characteristic possibly important to consider in a formal quality 

assessment process was Suitability and was identified by the ICT Specialists.  The 

Suitability of the policy to both the organisation, and to the technology employed by 

the organisation was currently not thought about by the ICT Specialists.  In the 

discussion on the model, however high interest was shown by Executive1_2 in 

ensuring that the security policy “matched the way in which the organisation works, 

its technology and people”. 

Whilst there were only these four differences between what the stakeholders were 

currently considering in their informal quality assessments and what they would 

consider to be important in a formal assessment using the quality model, there were 

many other comments made about the complexity and completeness of the model.  

These ranged from a comment from Executive1_1: “a lot of it is determining if it is 

working or not – need a balance of all those [pointing to model] elements you need 

to have” through to “that’s complex, there are areas here [pointing towards 

portability] that we would never use” Executive1_2 (ICT Specialist).   

Some of the quality components were not found to be of interest to any of the 

stakeholder groups interviewed.  For instance in addition to all of the Portability 

characteristics, the characteristics Fault Tolerance, Recoverability, Attractiveness, 

Testability, Stability and Analysability were all considered unimportant for the quality 
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assessment of the organisations strategic security policy.  The impact of this will be 

discussed in Chapter 7 where the cases are further analysed with respect to the 

research model and the quality model is further refined. 

5.6. Themes for Discussion 

Throughout the case study there were a number of themes that influenced how the 

policy was perceived within the organisation that relate to the quality of the policy in 

some way.  This section will discuss these areas and how they can be incorporated 

into the quality model.   

5.6.1. Policy Creep 

In RetailOrganisation, the interpretation of the policy is quite flexible.  This is evident 

in the subsequent discussion in Section 5.5.1 where there are widely differing views 

about how the organisation deals with security policy.  Within the security policy the 

organisation has endeavoured to ensure that areas of coverage are either “black or 

white”, however when these areas a being interpreted by personnel large shades of 

grey appear in the interpretation, because it is advantageous to the business.  For 

example Executive1_2: “I’ve said what are you doing your banking on the Internet 

for?  It’s my Internet and you shouldn’t be using it…And they say what do you want 

me to do, I did my banking in 5 minutes here and it’s all done do you want me to get 

in the car and go down the bank and spend an hour and a half, and you’ve lost me 

for an hour and a half.  Well it’s a fairly good argument.”  This is backed up by 

Executive1_1 who states that the organisation relies on the non-rigid interpretation 

of the policy and that the grey area is important to the organisation.  Furthermore, 

Executive1_3 sees this in the following way “I think that sort of this – people have to 

pay their bills, they don’t have to gamble, they don’t have to do other sorts of things, 

so yeah they are a bit flexible about that sort of thing.  And I guess that they would 

see it as so long as someone is not on it 2 hours, if its 10-15 mins or 5 mins then we 

are ok with that and our firewalls are probably a stronger to them so it is almost an 

asset and a bonus to our people”.  This is well and good, but it may result in Policy 

Creep. 

Policy Creep, as described by Manager1_1 is when the rules outlined in the policy 

are stretched to become the unwritten rules that employees obey within the 

organisation.  “The biggest issue to me with security policy or with any policy is 
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actually compliance and what I like to call policy creep, in other words what you say 

as the rule, versus what becomes the norm in the organisation.  From my point of 

view when we get to the stage of litigation of course, is that it’s almost giving 

consent if you get too far away from your policy.  You know, you didn’t act on this 

general move away from the company policies so how can you discipline this person 

or take action and that’s the next step.  And you see it quite regularly with this 

Internet issue” (Manager1_1).  From the quality assessment perspective, this may 

be important.  When conducting the assessment of security policy quality from a 

multiple stakeholder perspective, rather than having the actual security policy 

artefact being assessed it is likely that the stakeholder’s perceptions of the security 

policy as they perceive it, that will be assessed.  From a multiple constituency 

theoretical perspective however this is a positive as the perceptions of quality are 

what is important.  The impact of the mismatch between actual policy and perceived 

policy on quality assessment should be minimal as the assessment of how 

stakeholders perceive the security policy will still be reflected in the actual policies of 

the organisation.  In the quality model this would be a factor of Suitability and could 

possibly also impact on the Accuracy of the policy. 

5.6.2. Enforcement of Policy 

The second area of concern regarding policy within RetailOrganisation is the 

concept of policy enforcement.  From an organisational perspective, within 

RetailOrganisation there was a large amount of disagreement between the 

interviewees about the current amount of enforcement of policy taking place within 

the organisation.  Whilst some of the stakeholders state that the security policy is 

being enforced, this is only being done from a technical perspective.  Manager1_1 

states that “it is important… it needs the necessary policing function that would be 

put in place behind that to support the worth of the document.  Otherwise if we don’t 

enforce it what is the point of having it”.  However, this is in opposition to other parts 

of the organisation.  For instance Executive1_2 states that we can enforce it when 

we are told to – it’s a business decision not an IT decision.  Whilst there are some 

incidents that have been enforced, not a lot is done.  Furthermore they state 

“enforcement is not successful because the business hasn’t got a strategy or a 

philosophy or whatever you want to call it around it”. 
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Whilst this is not strictly a policy quality issue, it brings up the concept of where 

enforceability may be factored in within the quality model.  Rather than looking at 

whether it is enforced or not, the quality model will cater for the concept of 

enforceability – i.e., can the security policies be enforced by the organisation should 

they chose to do so.  Within the quality model this would be dealt with within the 

Operability area of the model; i.e. can it be operationalised.   

5.6.3. Missing Stakeholders That Should Be Involved in the 
Development Process 

The RetailOrganisation case encompassed all the stakeholders that were identified 

in literature in Section 4.3 except for the Public Relations, Legal and Regulatory and 

External Representative constituencies.  Due to the size and nature of 

RetailOrganisation the Legal and Regulatory and the Public Relations stakeholders 

did not exist in the organisation.  It was also not practical to gain access to and 

External Representatives as part of this case study as when approached the 

identified participants were not available to participate.  Given this, from the 

understanding of RetailOrganisation gained through the case study there are no 

other stakeholder groups that have been identified as important to include within the 

proposed quality model.   

5.7. Conclusion 

In this chapter the first case study – RetailOrganisation is presented.  It is clear that 

currently within RetailOrganisation there is no formal security policy development 

process and as such there is also no formal, systematic, quality assessment of 

developed policies.  Also, the use of stakeholders in the assessment of policy quality 

was limited.  However, the importance of information security (and security in 

general) to the organisation was undergoing change whilst the case study was 

taking place.  It was clear from the case study participants that there would be some 

value in understanding the process of quality assessment of their security policy and 

that the research model shown to participants could be a valuable tool in enabling 

them to understand how to accomplish a more formalized assessment of security 

policy quality within the organisation.   

As a result of the analysis of RetailOrganisation, two issues were identified where it 

was initially unclear about how they would fit within the quality model.  Firstly, the 
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area of policy creep was identified, which was determined to best be addressed 

within the Suitability characteristic of the quality model.  Secondly the concept of 

enforcement, or more correctly enforceability of the security policy was identified 

and it was determined that the Operability characteristic would address this issue.   

Within RetailOrganisation the main interest in security policy quality was in the 

Usability of the policy within the organisation.  This was closely followed by 

Compliance, Functionality and how easy the policy is to change in reaction to 

internal or external influences.  There was also some interest in the Maturity of the 

policy and in Efficiency by one or two of the stakeholder groups. 

The next chapter presents the second case study: ITOrganisation.  Chapter 6 is 

followed by a discussion chapter that focuses on the validation and refinement of a 

model of strategic information security policy quality assessment. 
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CHAPTER 6.  
CASE STUDY B: ITOrganisation 

6.1. Introduction 

This chapter presents the second case study, conducted at ITOrganisation, a 

medium sized IT consulting and services organisation.   

The purpose of this chapter is to describe the security policy development practices 

within ITOrganisation.  The framework in Chapter 4 is used to structure the 

discussion of these policy development practices.  The chapter initially introduces 

ITOrganisation and outlines the case procedures used within this case study.  It then 

extensively outlines the organisation’s background and security background, before 

discussing the organisation in terms of the lens developed earlier in Chapter 4.  

Finally a number of themes from this case study are identified for discussion in 

subsequent chapters. 

6.2. Introduction to ITOrganisation 

ITOrganisation is a medium sized, publicly owned organisation based in Australia 

employing about 200 staff.  At the time of the study (December 2005), 

ITOrganisation was undergoing what they called a “sustained growth” phase.  

Security within the organisation has a medium to high profile with employees being 

conscious of security in their day to day tasks.  Over an 18 month period leading up 

to the case study, the organisation had revisited the security policy development 

lifecycle and had developed a new security policy which was implemented just prior 

to the case study commencing.  This policy was designed to actively encourage all 

employees’ participation in security, and superseded the outdated and rarely 

consulted security policies developed eight years prior.  This case study focuses on 

the security policies within the whole organisation including its overseas units.   

6.2.1. Data Collection and Case Instrument 

The major form of data collection for the case study was through semi structured 

interviews.  Interviews were conducted with twelve key personnel within the 

organisation involved with the development, authorisation, and use of strategic 
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security policy.  The interviews, of between one and two hours, were scheduled over 

a two week period.  The researcher was in the organisation for about 39 hours 

during this period.  Unfortunately on the day that the CEO of ITOrganisation was to 

be interviewed he withdrew his participation due to time constraints and was unable 

to reschedule, although a replacement senior member of the organisation made 

themselves available.  To preserve the anonymity of the participants in this case 

study two coding schemes have been used.  In the sections of the case where 

stakeholders are discussed specifically in detail, the stakeholder roles of the 

interviewees have been used to give credence to the importance of their evidence.  

In other areas of the case study their level within the structure of the organisation is 

used to preserve their anonymity as much as possible.  This is necessary as in the 

stakeholder areas the exact role of the participant is required, whereas in other 

areas of the case description anonymity can be preserved by simply stating the 

interviewee’s management level within the organisation. 

Interview participants were asked a set of guideline questions based on their 

interaction with, and knowledge of, the strategic information security policy.  The 

areas of questions asked were the same as those used in the RetailOrganisation 

case study (see Appendix D for details): 

Participants were first asked open ended questions about each of the above areas 

to distil their knowledge of the concept of quality and how they perceive the security 

policy in this context.  They were asked for their options of each of the areas of 

quality (the quality components defined in Chapter 4).  Based on their responses, a 

series of follow-up questions were asked to gain a better understanding of their 

opinions for each of the quality areas.  At the conclusion of each interview each 

participant was shown the quality factor model and asked about its utility within their 

organisation. 

Other sources of information used in the case study include limited observation 

(about 23 hours over 2 weeks) of the organisation, in terms of obvious security 

mechanisms and procedures (and comparing these to their policies); the collection 

of appropriate documentation where it was made available (including the security 

guidelines, and how the organisation views its self in terms of the Australian 

Standard for Security Management); the collection of annual reports and use of the 

company’s organisational chart.  Even though not all documentation was available 
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due to confidentiality issues, enough information was provided about classified 

documents by the interviewees that it was deemed that not having these documents 

would not be critical to the case study analysis and outcomes. 

6.2.2. Case Conduct 

ITOrganisation was recruited through personal contacts, who knew the organisation 

had just been through the process of policy redevelopment.  The CIO of the 

organisation was contacted via email with details of the project and agreed to an 

initial discussion about the research area.  An initial one hour discussion was 

conducted with the CIO and the Production Manager in early November 2005.  

During this discussion, limited information about the project, and the organisational 

benefits were discussed.  Once the organisation agreed that the research would be 

interesting to them and they would get organisational approval from the CEO the 

discussion moved to the practicalities of the research, including when the interviews 

would be conducted (in December 2005), and who should be involved.   

The interviewees were selected based on the stakeholder groups identified in 

Chapter 4.  Input was also sought from the CIO regarding which stakeholders were 

involved with security policy within in the organisation.  Ideally each of the 

stakeholder roles would have been covered by more than one participant.  

Unfortunately, this was not always possible due to the availability of participants.  Of 

the stakeholder groups, the roles of Executive Management, Business Unit 

Representative, User Community, ICT Specialist, Legal and Regulatory and Security 

Specialist each had more than one interviewee who would act in that role (some 

participants as part of their jobs act in more than one role).  This should provide 

enough evidence to allow the triangulation between participants to occur (Yin 1994, 

p90).  However the Human Resources and External Representative roles only had 

one person each interviewed playing that role.  From a Human Resources 

perspective this was unfortunate as corroboration of facts from different members 

playing the Human Resources role would have been useful.  However, some 

evidence from other interviewees regarding Human Resources is evident with 

regard to the training aspect of security policy.  Interestingly with the Legal and 

Regulatory stakeholder role, the representation of this role from many perspectives 

was not anticipated based on the stakeholder selections.  Only when the analysis 

took place was it apparent that more than one stakeholder had interest in this role 
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within the organisation.  This is even more compelling as in many medium sized 

organisations, it was thought that there would probably not be an internal person 

occupying this role and it would probably be outsourced.  Having good 

representation in this stakeholder group is advantageous for this study.  

Furthermore, due to unavailability of personnel, the Public Relations role was not 

filled within this case study.   

Once the formal written agreement from the organisation was received the 

interviews were arranged.  Two weeks before the interviews took place, the CIO 

was emailed a project description and consent form (to be signed and collected at 

the interview) which was then passed on to the interviewees. 

Once the interviews commenced, there were two incidences where the interviewee 

was not given the project description or consent form prior to the interviews and had 

to be briefed on the project before the interview could commence (one of these 

people was the replacement for the CEO).  Each of the interviews followed the 

question areas outlined in Section 6.2.1.  The interviews were recorded with 

permission, and notes were also made.  Once interview transcripts were created, 

they were sent to each interviewee who was asked if they were happy for these 

transcripts to be used within the study.  Participants were not allowed to change 

their responses, although they were permitted at this stage to delete or add 

information as they thought necessary. 

6.3. Organisation Background 

In order to understand the policies developed for security within the case 

organisation it is important to know the background of the organisation in terms of its 

history and growth, its management model, and governance structures.  This 

section discusses these issues.  

6.3.1. History and Growth 

ITOrganisation was started in 1996 as a privately owned organisation concentrating 

in IT services.  It was listed on the stock exchange as an IT services organisation in 

1999 and is currently a global provider of on-line solutions to business.  The 

organisation has eight offices globally, and is split up into three business arms.  The 

organisation has purchased two organisations since 2002 and has merged, or is in 

the process of merging these operations into their own. 
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As at early 2006, the organisation employed 220 staff, of which 40 staff are 

employed in an IT support area that focuses on new business opportunities and 

infrastructure support.  The organisation currently supports 100 servers globally and 

has grown in terms of revenue from $60 million in 2004 to $73.3 million in 2005.  

Their customers include many small to medium enterprises (SME’s), and a number 

of large global and regional based organisations servicing fields such as the airline 

industry, mining, finance, automotive, clothing, furniture and electrical sectors.   

From a governance perspective, ITOrganisation has a focus on corporate 

governance in order to meet the standards of the ASX (Australian Stock Exchange) 

principles of corporate governance.  As a result, the organisation is subject to a 

number of audits from a financial, technical and security perspective. 

6.3.2. Management 

ITOrganisation is controlled by a board of directors who are responsible for guiding 

and monitoring the organisation on behalf of the shareholders.  Members of this 

board belong to one of the two current board committees, the Audit and Risk 

Management committee or the Human Resources, Remuneration and Nomination 

committee.  The board delegates the responsibility of the day to day operations of 

ITOrganisation to the CEO and the executive management team.  There are six 

board members, five of who are non-executive members and of these five, four are 

considered to be independent from the organisation. 

Within the operations of the ITOrganisation, the CEO delegates responsibilities to 

the executive management team who regularly meets as the executive committee.  

This executive committee, along with board input, sets the strategies of the 

organisation, focussing on the impact of issues on the business.  The individual 

members of the executive are accountable for certain aspects of the day to day 

operations of the business and have these accountabilities built in to their key 

performance indicators which are assessed on an annual basis.  The structure of 

the organisation is shown in Figure 6.1.   
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Figure 6.1: ITOrganisation’s Organisational Structure 

Within the organisation there are five Business Divisions.  The three main Business 

Divisions within the organisation: the reseller division, brand services and direct 

division, each focus on particular distinct aspects of the organisations business.  

Alongside these divisions there is also an area for international development – 

focusing on business opportunities, and products and marketing – focusing on the 

marketing of the organisations products.  Additionally there is an operations section 

of the organisation which focuses on the general operations of the organisation, 

including its reporting and regulatory duties. 

The third main area of organisation structure is the Technical Division.  This is made 

up of two groups within the organisation.  Firstly is the group headed by the CIO 

which focuses on the day to day technical operations of the organisation, including 

security.  Secondly is the group headed by the CTO (which was formally known as 

the Research Division), which focuses on the identification, and selection of new 

technologies, including security technologies, for use within the business. 
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From a security perspective, the CIO is accountable for the information security of 

the organisation.  This means that the CIO is accountable for all security within the 

organisation, including information security, building security and communications 

security.  The CTO’s focus in terms of security is on the selection of new security 

technologies to meet business needs, and the needs of the organisations clients.  

Additionally, the CTO was involved in the development of the initial security policy 

for the organisation and was also involved in the subsequent redevelopment of the 

security policy just completed.  

At the board level, the Audit and Risk Management committee also focuses on 

security in a number of ways.  It looks at the scope of audits, system continuity 

planning and security policy, with security policy being a specific item on the audit 

and risk management committee’s agenda. 

6.4. Security Background 

This section will introduce some aspects of ITOrganisation with respect to the 

security practices it follows, its security culture and how security policy is dealt within 

the organisation. 

6.4.1. Security 

As previously mentioned security within the organisation is driven from the Audit and 

Risk Management committee through the CIO to the organisation.  The CIO has the 

ultimate responsibility and is accountable for security within the organisation.  One 

of the senior management group stated that “The interesting thing is that it [security] 

is controlled by the CIO and that’s who it should be controlled by.  It reflects the role 

of the CIO and also that of the production manager as they see their roles as being 

more than just IT.  They are focusing on security obviously.  It reflects how they do 

their jobs.  They actually take control of the phone systems also, which arguably is 

not IT, but they don’t just view their role as just computers running, it is everything 

around them as well.” (Executive4_2).  This shows the diversity and importance that 

ITOrganisation places in security.  Not only is the CIO responsible for IT security (as 

they are in other organisations) they have also been given responsibility for security 

regarding communications, network, personnel, physical, operational and 

information.  This convergence of security within ITOrganisation is unusual when 

compared to many other organisations (Purpura 2008), but is useful as there is a 
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unified front for security within the organisation, rather than having disparate areas 

of the organisation dealing with different facets of security. 

As one would expect, there are many different perspectives as to the importance of 

and reasons for security within ITOrganisation.  At the management level, security is 

seen as critical to the operations of the organisation because, as stated by one 

senior level manager, “our brand is based on trust” (Executive1_2) and they must 

protect it.  Furthermore, senior management within ITOrganisation state that the 

development of policy is useful as it forces staff to think about security and risk 

management when it is created.  Likewise, its implementation “increases the 

awareness of employees which is paramount to the organisation” (Executive4_2). 

At the operations level within the organisation the reasoning behind security is 

summarised by a low level staff member who states that security within the 

organisation is all about “accountability – it is there to protect us, and the 

organisation” (Employee1_2).  Lower level users of the policy also have the view 

that the policy protects the organisation from users doing the wrong thing. 

Within the organisation the justification for security is based on intangible benefits 

such as “brand protection”, “getting an independent view of what is good”, and “best 

practice vs. our environment”.  According to several stakeholders, there have been 

no serious breaches of policy within the organisation, except for a virus outbreak 3-4 

years ago.  However, minor breaches seem more common, for instance the use of 

Universal Serial Bus (USB) devices. 

The security culture in the organisation could be described as being aware.  It is 

open and employees are encouraged to report if security policy is being broken, or if 

there are issues dealing with the policy and security.  These are handled, and either 

exceptions to policy are made, procedures changed, or the policy is changed to 

reflect the problem.  Employees do not separately sign off on security policy 

acceptance; although there is a clause in the employment contract stating that the 

employee agrees to adhere to the organisations policies and procedures. 

However there are some issues dealing with the enforcement of policies according 

to some stakeholders.  For instance, whilst discussing security policy a policy user 

stated that it would be useful to know why certain policies were there 

(Employee2_2).  Furthermore, a middle level manager stated “I guess I am a strong 
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believer in you either enforce policy or you don’t have it.  Otherwise it is just going to 

lie on the piece of paper and I think by association only for some and not others, 

then you start to water down the whole policy…The problem is that if we say that 

well, it is ok here, but not ok here then I think you have an argument as an employee 

to say, well how do I know which ones I am supposed to follow and which ones to 

not?” (Manager2_2).  This is further compounded by the fact that senior 

management believe that they are enforcing policy well.   

6.4.2. Security Policy Background 

The ITOrganisation initial security policy was developed, in response to a perceived 

need, in early 2000 and was an all encompassing security policy designed to cover 

all areas from strategic to operational, including acceptable use.  The policy 

according to several of the senior management executives was verbose, large and 

not manageable at the user level.  It was developed internally by one of the IT 

research employees within the CTO’s area and was developed using a piecemeal 

approach, with a focus on completeness, rather than on manageability and use.  

This policy was implemented and rolled out to everyone, but according to senior 

management this was done without any substantial training and was simply 

accompanied by a statement – “you must abide by this”.  “It was very much a 

document I felt that was put on the shelf and not referenced” (Manager1_2) 

It became clear to management of ITOrganisation that it was important for 

employees to understand the security policy in full if they were to actively implement 

them.  “The biggest problem in security policies is not the writing of them but the fact 

that they are implemented and put in a draw and people say that yes they have got 

a security policy, but hardly anyone has read them.” (Executive2_2).  As a result, a 

revised policy was developed during 2004 / 2005 focusing on the concept of 

“guidelines”.  The reasoning behind this focus on policy is best given by 

Executive2_4 who states “There are a number, several things.  In fact the document 

is important for people to come aware that the most important thing is the thinking 

that goes into the document.  So for me, being in charge of the risk program it 

means that we the company has sat down and thought about this, we understand 

and are aware where our risks lie, it’s not that we shouldn’t take these risks, 

because if you don’t take risks you won’t make any money, its more about how we 

think through the risks that we are taking, how we mitigate and control those risks.  



Chapter 6 

174 

That shows me that we have done that and if that is practicable then we have 

actually got something that we can apply in the business and that is effective” 

(Executive2_4).  The policy was based on various standards, the culture of the 

organisation, and also on the old policy, risk records, experience of developers.  In 

essence “the guidelines focus on the general ideas so that you understand the spirit 

of what we are trying to achieve” (Executive2_4). 

After the failure of the previous policy a large focus was placed on the 

implementability of the policy within the organisation.  To accomplish this, there was 

a lot of discussion internally during policy development about getting the information 

to create the policy and an understanding was gained by development team about 

what would and what would not work.  One senior manager suggested that even 

more could be done in terms of asking people what they feel is relevant, as the 

policy development was driven more from a technology perspective (Executive2_2).  

Whilst this is true, there was also recognition from those developing the policy that 

business processes often dictate what can be done in terms of security from a 

technological perspective.  “Rather than this is how we would prefer things to be 

done we recognize that the reality of business processes and we tolerate some 

things” (Manager1_2).  The subsequent policy was a practical “living and breathing” 

document, that made staff awareness a priority (Manager1_2), and had a clear 

business focus.   

Training and awareness of the Policy Guidelines was determined as a critical factor 

in successfully implementing the guidelines within the organisation.  All existing staff 

attended an extensive two hour training seminar, given by one of the policy 

developers, at which they were encouraged to speak out if they saw any problems 

with the guidelines, or if they needed clarification of the guidelines.  This process 

was useful as a number of issues of clarification, error, and instances where parts of 

the guidelines were not appropriate for current work practices were discovered.  All 

new employees are also given training of one hour during their induction process.  

Also, as required, emails are sent to specific parts of the organisation to address 

problems with policy compliance. 

In addition to implementation of the policy in the local offices, two organisational 

mergers where the parent organisation subsumed the other organisations occurred 

since the policy guidelines were developed.  Consequently these guidelines were 
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implemented in several overseas locations, which as one of the managers of these 

locations pointed out was an interesting experience - “Rolling out head office 

security policies into a satellite office was an interesting challenge – one of the 

challenges are obviously technical staff.  Technical people tend to be ah….  Very 

headstrong when it comes to issues of security and they have a almost religious 

approach to their technologies, so that when someone comes in and imposes a 

structure that they perceive to be less secure that their existing processes then it is 

going to be an issue obviously” (Executive2_5).  When implementing the policy 

overseas it was noted that in a new environment changes needed to be made based 

on the environment.  Also there was a merging process, looking at the policies of 

both organisations, which went on to improve the policy guidelines based on the 

subsumed organisations requirements. 

6.4.3. Policy Development Process 

The development of security policy at ITOrganisation has gone through two 

iterations.  Initially in 2000, they used a fairly closed approach to development and 

based the structure of the policy around the then Australian information security 

standard (AS 4444).  The method that they used for development according to the 

recollection of two people involved (at the executive level) was that a set of 

interviews was conducted with managers as to what should be in a policy, then a 

draft structure was created and an initial policy was formulated.  That policy was 

then shown to the executive team, and members of the production team for 

comment.  Their comments were actioned and the policy was updated to reflect 

these comments.  Lastly, the policy was distributed to everyone, with the simple 

message of ‘here is our security policy you must obey it’.  There was little or no 

training.  As a result of this method, the policy as stated above was unwieldy, was 

not a living document and ended up being largely unused by the organisation. 

The subsequent security policy was developed in an, as Manager2_2 points out, 

“employee friendly” manner, although as a Senior Executive states, “we don’t have a 

formal methodology” (Executive2_1).  However, the organisation did go through an 

informal lifecycle of policy development to develop a new policy based on the old 

policy, the organisations risk records, organisation strategy and the Australian 

Standard for Security Management (AS17799).  Figure 6.2 shows the process that 

ITOrganisation completed in developing their strategic information security policy. 
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Figure 6.2: ITOrganisation Development Approach 

The first step of this lifecycle was the identification of what the organisation wanted 

from a security policy.  This was undertaken by Executive2_1, Executive2_2, 

Manager2_1 and Manager2_2.  “[We] have come up with a framework which is all 

the categories that picks the best of the Australian security standard as well as other 

standards that we have looked at and they are very similar” (Executive2_1).  They 

took the AS17799 standard and determined which parts of that standard from a 

security policy perspective were relevant to the organisation.  This was combined 

with the existing old policy to gain an understanding of what the organisation wanted 

from security policy.  They then consulted the risk documents that were previously 
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developed by the operations side of the organisation (Executive2_4 has that 

responsibility delegated to them) to determine what assets needed protection.  The 

draft policy was then produced by Manager2_1 with regard to these constructs. 

During this first step a number of guiding principles were also developed regarding 

the new policy.  These included: “the policy needs to be a practical document” 

(Manager2_1), “The policy makes staff accountable” (Manager2_1), “is a living and 

breathing document” (Manager2_1), and the policy should be “practical living 

guidelines” (Executive2_2).  As a result, the first draft of the new security policy 

became the first draft of the organisations security guidelines.   

ITOrganisation discusses their new security policy using the term security 

guidelines.  This is to reflect the change within the organisation regarding how 

security policy is treated.   

“It [the old security policy] wasn’t something that was useful by members of the 

organisation and as a result we looked at AS 17799 – the current standard and we 

looked at what the key requirements for that were and we drafted a, my team 

actually drafted what we refer to as security guidelines. ...  So we tried to make it a 

practical document. ...  We also tried to make staff aware that abiding by these 

security guidelines is their responsibility and so we make it very clear that we all 

share the responsibility of maintaining a secure environment.”  (Manager2_1)   

Other policies within the organisation tend not to be written as laws, but as 

guidelines for acceptable conduct with respect to, for example, customer interaction, 

or use of the organisations car park.  By changing the “between the lines” meaning 

of the security policy by making it a set of security guidelines for employees, 

ITOrganisation found that employees were more amenable to following the security 

policies (guidelines). 

The second step of the development process is for a review to take place of the 

initial draft guidelines that were developed.  Manager2_1, Manager2_2, 

Executive2_1 and Executive2_2 reviewed the guidelines and subsequently 

Manager2_1 updated the draft guidelines as per the feedback from this review 

process. 
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The draft guidelines were then taken through a high level review process.  

Executive2_1 tabled the guidelines at the senior executive level within the 

organisation asking for feedback.  The main focus of this review was on “strategic 

things, completeness and the practical implications of policy” (Executive2_4) and on 

“business impact, legality” (Manager2_1).  From the legality perspective the policies 

are looked at in terms of their “legal flexibility and compliance with legislation and 

laws” (Manager2_4).  As a result of this meeting a number of items were 

commented upon mainly dealing with “detail and wording” (Manager2_2).   

At the same time, the guidelines were distributed to the offshore offices of 

ITOrganisation, to attain feedback from various IT, Security and Executive personnel 

within those offices.  Feedback received from each of these processes was 

incorporated in to the draft guidelines by Manager2_1 and fed back into the review 

process.   

Once the senior executive ratified the guidelines they were disseminated in draft 

form throughout the organisation.  A two hour training session was conducted by 

Manager2_1 for all employees of ITOrganisation, and attendance was mandatory.  

“We prepared a Power Point presentation and we had every member of staff up to a 

presentation in the board room and we ran through every item of the guidelines 

document.  … We got a lot of good positive feedback and we have tried to address 

a lot of those things.  …  Many of the items bought up were not policy related, but 

were procedural or infrastructure changes that hadn’t been completed” 

(Manager2_1).  Whilst the training presented for the security guidelines was clear 

some employees thought that security was being over emphasised within the 

organisation and that the training was repetitive.  “The training was anal retentive.  It 

was very clear but they would say the same thing three or four times” 

(Employee2_1).  The feedback obtained as a result of the training was incorporated 

back into the guidelines by Manager2_1 and this became the first instance of the 

operational policy which was fully implemented in the organisation, including its 

offshore offices.   

The final stage of the process is an update and review phase.  This phase is 

important, as it allows for the improvement and upkeep of the policy.  “We are at a 

point now where we are prioritising which categories we will drill out each year so 

that it becomes a rolling update” (Executive2_1).  This type of approach, an agile 
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approach to development, allows for specifically directed development and update 

of sections of the security guidelines on a prioritized basis.  Subsequently large 

development initiatives are not required as only one section of the policy is updated 

at a time, and as a result costs in terms of dollars and other resources are less. 

Each of the interviewees involved in the development process was asked about the 

methods used for documenting the policy development process.  From this it was 

determined that the documentation of the development of the security policy is non-

existent, although when there are deviations from the completed guidelines, these 

are documented.  From the executive board level, the only documentation about the 

policy process is an indication in the board minutes that the policies passed though 

the board and were ratified.   

6.5. Case Study Analysis 

6.5.1. Stakeholder Involvement 

In Section 4.3 a number of stakeholder groups that should be involved with the 

development and assessment of strategic information security policy were identified.  

As part of the design of this research, full coverage of these stakeholder groups was 

attempted, however, as pointed out in Section 4.3, it was impossible to get a full 

cross section of some of the stakeholder groups.  For instance in ITOrganisation the 

stakeholder role of Public Relations was not able to be filled due to the nature of the 

organisation but each of the other stakeholder roles were represented by one or 

more ITOrganisation personnel.  A summary of these stakeholder roles and the 

different personnel types filling these roles is shown in Figure 6.3.  To preserve 

anonymity, the level of interviewee is outlined within the organisation rather than 

their specific job title.  The asterisks in the table show that the interviewee plays that 

particular stakeholder role within the organisation.  

From the strategic information security development process perspective, each of 

the stakeholder roles within ITOrganisation has some involvement with policy 

development.  In Section 4.4.1.8 on the development method used within 

ITOrganisation, the terms Assess, Plan, Deliver and Operate were used to describe 

the high level stages of policy development.  The following section will show the 

involvement of the different stakeholder roles within this development framework 

within ITOrganisation. 
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Figure 6.3: A list of interviewees within stakeholder groups 

Many of the members of the organisation have responsibilities that focus on aspects 

of the policy development lifecycle, or  are involved in all aspects of the lifecycle.  As 

demonstrated in Figure 6.3, Executive2_1 has the responsibility of governing 

security within the organisation.  This role cuts across all aspects of the lifecycle.  

Executive2_4 has responsibility for all risk within the organisation and as such has a 

major set of responsibilities at the risk assessment stage of the lifecycle.  

Manager2_1 and Manager2_2 have specific roles at the requirements definition, 

controls definition and controls implementation stages, as well as some monitoring 

operations responsibilities.  Executive2_2 has a role in reviewing overall security 

trends within and outside the organisation.  Manager2_4 and Manager2_3 have 

responsibilities that focus mainly on the planning stage in terms of ensuring the 

resulting policy can be implemented within the organisation – other senior 

participants also have minor roles in this area.  A summary of the roles stakeholders 

may take in the policy lifecycle is shown in Table 6.1. 

From Table 6.1 it is difficult to clearly see the involvement of stakeholders at the 

various stages of the development lifecycle.  The following sections focus on the 

development process and show clearly how each stakeholder group is involved at 

each stage of the policy development lifecycle. 
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Table 6.1: Roles stakeholders may take in the policy lifecycle 

Stage Role / Tasks Stakeholder 

Complete 
Lifecycle 

Oversight, and legal responsibility (if at board 
level) 

External Representatives 

Complete 
Lifecycle - 
Communication 

Training Security Specialist 

Oversight of Training Human Resource 

Complete 
Lifecycle - 
Governance 

Governance of Policy Executive Management 

Legal Responsibility Executive Management 

Assess – Policy 
Assessment 

Review Old Policies Security Specialist 

Assess –Risk 
Assessment 

Management of Risk Assessment Executive Management 

Liaise with Risk Assessment Team Security Specialist 

Involvement with the risk assessment process Business Unit 
Representatives 

Plan – Policy 
Development 

Oversight from a Technical Perspective ICT Specialist 

Some insights to applicability of policy User Community 

Oversight and Approval of Policy Executive Management 

Lead the Development Process Security Specialist 

Focus on adherence to legislation, also on the 
flexibility, legality and clarity of policy 

Legal and Regulatory 

Determining Applicability of Policy for the 
Organisation  

Business Unit 
Representatives 

Plan – 
Requirements 
Definition 

Oversight of Requirements  ICT Specialist 

Lead the Requirements Definition Security Specialist 

Deliver - 
Controls 
Definition 

Specification of specific controls ICT Specialist 

Lead the Controls Definition Security Specialist 

Deliver – 
Controls 
Implementation 

Implementation of controls ICT Specialist 

Some insights to applicability of policy User Community 

Lead the Controls Implementation Security Specialist 

Implementation of policy within 
section/department 

Business Unit 
Representatives 

Operate – 
Monitoring 
Operations 

Daily monitoring of controls ICT Specialist 

Culture of Reporting incidents that are observed User Community 

Manage operations monitoring – including 
ongoing motivation of employees 

Security Specialist 

Consultation when breaches occur – How to deal 
with incident from HR perspective 

Human Resource 

Operate – 
Review Trends 
and Manage 
Events 

Reacting to Security events and Identification of 
Trends and Opportunities for Security 

ICT Specialist 

Identifying Technical Opportunities and Trends 
in Security 

Executive Management 

Lead the review process and Manage incidents Security Specialist 

Stakeholders not Available in Case Public Relations 
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6.5.1.1. Assess Policy Lifecycle Stage 

The assess stage of the policy lifecycle focuses on the assessment of the current 

policy and on the assessment of risk.  The major stakeholders that are involved 

within this section of policy development are Executive Management and to some 

extent the Business Unit Representatives.  There are two main groups involved at 

this stage of development – those interested in risk within the organisation and 

those interested in security policy.  There is some overlap between the groups at the 

Executive level, but little to none evident at lower levels of the organisation.   

The risk assessment group includes Executive2_4, Executive2_3 and to a lesser 

extent Executive2_1, Manager2_1 and Manager2_3.  The group also includes 

people from the Business Unit stakeholder group although they were not targeted 

for this case as it is more concerned with the development of policy rather than the 

risk management processes within the organisation.  Executive2_4 has the full 

responsibility for management of risk in the organisation.  The processes that the 

risk group undertakes result in the development of a risk management plan for the 

organisation which is reviewed and ratified at the board level of the organisation.  

From this point the security policy is developed to help to mitigate those risks that 

are deemed unacceptable. 

The security policy assessment group is led by Executive2_1, who has the ultimate 

responsibility for security within the organisation.  The process of policy assessment 

however is predominantly the responsibility of Manager2_1 who in essence drives 

the assessment of policy at this stage of development.  The process of assessing 

the policy tended to involve a number of meetings where the current policy was 

discussed and suggestions to improve the policy are made.  These meetings were 

attended by Executive2_1, Executve2_2, Manager2_1 and Manager2_2 and each of 

these people formed the basis for the policy planning stage of development. 

6.5.1.2. Plan Policy Lifecycle Stage 

In the plan stage of the policy lifecycle, the focus is on policy development and 

requirements definition which is the translation of policy into implementation 

requirements.  Many of the stakeholders are involved within this stage and their 

roles vary from developing the policy through to policy authorisation or application 

and enforcement.   
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The development of the physical policy document is the first part of this stage of the 

lifecycle.  The major stakeholder group involved in this section is the Security 

Specialist.  Manager2_1 uses the output of the Assess Policy Lifecycle Stage to 

produce the security policy document.  This is accomplished through a series of 

meetings with members of the ICT Specialist group including Manager2_2, 

Executive2_2 and Executive2_1.  Issues discussed during these meetings included 

the completeness of policy, readability of policy, and draft reviews.  ITOrganisation 

uses this series of meetings as a process of quality assurance for the policy, to 

ensure that it is complete and meets the requirements of the organisation. This is 

one of the few areas of the development lifecycle where there is any formal (or 

semi-formal) focus on quality.  

Once the policy document has been developed, it is passed to the Legal and 

Regulatory stakeholder group to determine its suitability for the organisation from a 

Legal and Regulatory perspective.  It is then passed through the organisation’s 

senior executive group for comment.  This involves review by the senior executive 

including the executives aforementioned, plus Executive2_4 and Executive2_5, and 

others.  Once approved, the strategic security policy document makes it way to the 

board level where Executive2_3 reviews it in terms of completeness and whether or 

not there is a match with the risks identified in the separate risk analysis process.   

Once approval for the policy is given at the board level, members of the Security 

Specialist and ICT Specialist stakeholder groups take the strategic policy and then 

determine the requirements of how to implement it within the organisation, through 

either, further policy development (at an operational level), procedures, or technical 

controls. 

6.5.1.3. Deliver Policy Lifecycle Stage 

At the deliver policy lifecycle stage the major players are again the Security 

Specialist and ICT Specialist stakeholder groups.  These groups define the controls 

to be used, and determine the implementation of these controls, which may include 

changes to organisational processes.  Furthermore the Security Specialist 

stakeholder group, in conjunction with the HR stakeholder group are in charge of 

training staff with regards to the policy.  Additionally, as ITOrganisation has an 

overseas presence, various personnel are responsible for the successful delivery of 

policy to these offices.  For example, Executive2_5 was in charge of ensuring 
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successful delivery of the strategic security policy in an overseas office.  This also 

included the adaptation of the strategic policy to meet the organisations 

requirements within that particular environment and was completed in conjunction 

with members of the overseas office’s ICT Specialist Stakeholder group. 

6.5.1.4. Operate Policy Lifecycle Stage 

In the operate policy stage of the development lifecycle the major stakeholder 

groups involved are the Security Specialists and ICT Specialists.  The focus of each 

of these stakeholders in this stage of development is on monitoring the status of 

systems to determine if there are any breaches, and if there are breaches, to 

manage these events.  Furthermore, these stakeholder groups also focus on 

reviewing trends in the ICT area with regards to security solutions and technologies, 

and ensure that the policy is successfully mitigating the risks that it should be within 

the organisation.  The Senior Executive stakeholder group is involved in this stage 

also in a supervisory capacity. 

6.5.2. Assessment of Policy Quality 

Initially all interviewees were asked what they thought of the quality of the policy and 

how they came to assess its quality.  Their initial thoughts on this give an indication 

of how quality of policy is assessed within the organisation.  Throughout the dialog 

with stakeholders, it is clear that ITOrganisation has strong views about the 

customer and aims to protect the customer so that the image of ITOrganisation can 

also be protected.  A security incident within ITOrganisation would not only affect 

ITOrganisation, but would also have an enormous affect on its customers.  As a 

result there is a high awareness of security within work practices, and a high 

awareness of security within the organisation.  However it is also clear that there is 

no formal assessment of policy quality apart from the review process that took place 

when the security policy was developed. 

When discussing security policy quality it is clear that whilst stakeholders regard it 

as important, they tend to take a meta-view of quality, focussing at a high level.  For 

instance, many stakeholders discuss quality in terms of “there have been no policy 

breaches”, or by using the process of review to improve the policy document.  Yet, 

in many cases, when stakeholders were prompted about the specifics of quality that 

they were looking at they then tended to discuss it at a more detailed level.   A 

common example of this is when many of the stakeholders discuss the ease of use 
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of policy they do so in terms of Understandability, but when asked to discuss this 

further the discussion also takes in aspects of being able to do what the policy 

states (Operability), and being able to not only comprehend the policy, but to take on 

board and modify behaviours as a result of that comprehension (Learnability).  

Furthermore, it is clear that many of the stakeholders were only able to address 

some aspects of quality when they were involved in the process, but as the 

discussion evolved and the research model was shown, there were aspects of 

quality that they hadn’t thought about previously that they would be interested in and 

would act upon in future policy quality assessment.  This is discussed in detail in 

Section 6.5.3. 

Figure 6.4 shows the quality components that stakeholders considered in their 

informal assessment of quality.  In ITOrganisation, there were many more areas of 

quality considered by stakeholders during the informal quality assessment of policy 

that took place within the organisation than there were in RetailOrganisation.  This 

may be an indicator of higher level of importance of security to ITOrganisation.  

During the informal assessment of security policy quality in ITOrganisation many of 

the stakeholders focused on the areas of Usability, Functionality and Portability; 

whilst smaller numbers of stakeholders had interest in Compliance, Maintainability, 

Efficiency and Reliability.   

This is somewhat inconsistent with the results from the other case study as 

Portability was not considered by any of the stakeholder groups in 

RetailOrganisation, and Compliance within ITOrganisation was not used as much by 

stakeholders as for RetailOrganisation.  Additionally, there was more focus on 

Maintainability – especially Changeability and Testability, and Efficiency within 

ITOrganisation which could also be indicative of the organisations higher degree of 

security.  

There are a number of reasons that may explain why stakeholders did not consider 

Compliance within ITOrganisation.  Primarily this may be that because of the higher 

level of security apparent in the organisation the stakeholders at lower levels of the 

organisation – Business Unit Representatives and Users for instance; relied on 

higher levels of management to deal with the Compliance, whereas in 

RetailOrganisation these stakeholders had Compliance in the back of their minds 

because of the uncertainty of where it was being covered or not within the policy 
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quality assessment process.  Interestingly, however, those stakeholders who did not 

currently consider Compliance in their assessment of quality, on seeing the quality 

model decided that Compliance would be of use to them in any formal assessment 

of the security policy quality (see Section 6.5.3). 

 

Figure 6.4: Current factors of interest for stakeholders when assessing quality 
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The major anomaly between RetailOrganisation and ITOrganisation is the focus of 

ITOrganisation on the Portability factor of quality.  The main reason for this anomaly 

is twofold.  Firstly, ITOrganisation has a number of offices operating overseas and in 

these offices they are obliged to conduct business within the rules and regulations of 

that host country.  Secondly, ITOrganisation has had to deal with mergers with other 

organisations, which then have had to have their policies updated with those of 

RetailOrganisation.  Each of these things has brought the focus of stakeholders onto 

the importance of having policies that can be adapted, used in environments for 

which they were not initially designed, often supplanting similar policies that may 

have been entrenched in the merged organisation for years.  As Executive2_5 

points out “so rolling out head office security policies into a satellite office was an 

interesting challenge, they had their own security and operating procedures and 

their systems are somewhat different, so not everything we are doing in head office 

necessarily translates … so the biggest challenge is the customisation of it and the 

cultural fit” (Executive2_5).  Part of this is a people issue, with personnel 

accustomed to their way of doing things, but also ensuring that the security policy 

was written in a manner that could be interpreted for that situation was also 

important to Executive2_5.  Furthermore, issues surrounding the compliance with 

local customs and requirements, along with the need for the policy to co-exist with 

other policies, have bought this area to the forefront when assessing quality of the 

security policy in ITOrganisation.  These issues are further discussed in Chapter 7. 

6.5.3. Validation of Quality Factor Framework 

In the final stage of the case study interviews, each of the areas of quality (as 

presented in Chapter 4) were shown to the stakeholders and were discussed.  The 

reason for this was to tease out any missing areas from the stakeholder’s prior 

description of how they currently assess policy quality, to determine any areas in the 

quality model in which stakeholders had no interest, and to determine any additional 

areas of interest that the stakeholders may have.  Figure 6.5 shows the areas of 

quality that were identified by stakeholders as important in a formal quality 

assessment of security policy.  In Figure 6.5, the highlighted areas are where 

stakeholders had not previously identified those quality components as being 

important prior to seeing the quality model.   
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Figure 6.5: Areas important to stakeholders in formal security policy quality 
assessment 

For ITOrganisation, there were a number of areas of the model proposed in 

Chapter 4 that stakeholders thought that they would find useful in assessing security 

policy quality that they had not considered previously.  Compared to 

RetailOrganisation, where only an additional four factors were identified overall by 

all stakeholders, in ITOrganisation a total of 25 additional factors have been 
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identified across all stakeholders.  It is likely that the awareness of security within 

ITOrganisation is a direct contributor to this and that stakeholders could better see 

the benefits of assessing policy with these factors than those stakeholders in 

RetailOrganisation.  One of the downsides of this is that in ITOrganisation many 

stakeholders wish to assess security policy quality using a large number of factors, 

which may mean that the process is not as efficient as it could be (this is further 

discussed in Section 6.6.1). 

6.5.3.1. Executive Management 

The only characteristic of quality that the Executive Management stakeholders 

added to their list of assessment criteria was Co-Existence.  Co-Existence was not 

initially used in assessing quality by any of the Executive Management stakeholders.  

However, when it was discussed, Executive2_5 and Executive2_4 thought that 

being able to assess policy on whether it complements other organisational policies 

was important.  Executive2_4 commented “yes that [Co-Existence] is important – I 

don’t think we do that very well, our [information security] policy is probably 

acceptable but it has a lot of room for improvement”.  Executive2_5 had similar 

concerns “I didn’t think of that, but it makes sense, I’ve just come back and that’s 

one of the things I had concerns, does the policy fit in the new organisation, you just 

don’t think about that” (Executive2_5). 

6.5.3.2. Business Unit Representatives 

During discussion of the quality framework the Business Unit Representatives 

thought that Compliance, Security, Understandability and Learnability were useful to 

add to their criteria for assessing security policy quality.  Each of the Business Unit 

Representatives stated that it was important that the security policy complies with  

various governmental legislations as well as with organisational policies, and that 

they had not mentioned it previously as others dealt with it in the organisation.  They 

also had a similar thought about Security, in so far as they had not thought of it 

previously, and that it should be assessed, even if it is simply whether or not the 

security policy should be secured or not.  In terms of Understandability and 

Learnability, the business unit stakeholders stated that they thought that this was 

reasonable for them to look at in the quality assessment, and that they had focused 

on the communication of the policy previously and had not thought about it in these 

terms. 
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6.5.3.3. User Community 

The User Community stakeholders identified that Compliance and Testability of 

policy are important areas on which to assess quality policy in addition to the other 

characteristics they already were using.  On seeing the Compliance factor, 

Employee2_2 related an incident with the recent implementation of credit card 

privacy where there were concerns with how credit cards were being processed by 

the users in accordance to the privacy legislation, which was not the exact manner 

in which it was stipulated in the information security policies.  This, according to 

Employee2_2 could have been dealt with in the quality assessment and review 

process had they been looking at Compliance.   

6.5.3.4. Human Resources 

Four additional areas were identified by the Human Resources stakeholders as 

areas they would be concerned about in the quality assessment of security policy.  

Compliance was an issue as they were concerned that the security policies 

complied with various human resource organisational directives.  Likewise the 

Accuracy and Suitability were also important as they ensure that there are no issues 

with the eventual enforcement of policy which lies partly within the Human 

Resources purview.  Finally, they also found that whilst they were currently mainly 

concerned with the Operability of the security policy within the organisation, they 

were also keenly interested in the policies being as simple to understand as 

possible, and identified Understandability as helping to assess this in the model.  

One interesting observation was that the Human Resources stakeholder group uses 

the term benchmarking frequently to refer to the quality assessment of policy.  When 

asked about this they state that they always attempt to benchmark their HR policies 

against other organisations to assess their quality.  They also conceded that it may 

be problematic to use this technique for security policy due to the secretive nature of 

“security”, such that it would be harder to get policies against which to benchmark. 

6.5.3.5. ICT Specialists 

The ICT Specialist stakeholders added the most quality components after seeing the 

quality model.  They identified that they would look at Interoperability, Analysability, 

Co-Existence, Resource Utilization and Fault Tolerance in a formalised quality 

assessment process.  Executive2_1 stated that whilst they have not considered 

Interoperability, that it is an area that will look at in the future.  “I would say that there 
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would probably be some overlap in areas and I probably think that we should review 

it to make sure that there isn’t anything conflicting in what we are stating” 

(Executive2_1).  Both Manager2_2 and Executive2_2 identified Co-Existence of the 

security policy with policies already within the organisation, especially in overseas 

cases where the organisation has purchased or merged with another entity, as an 

important criterion for the success of security policy implementation.  Executive2_2 

states that “it is critical that when the head office security policy is implemented in 

satellite offices”.    

The most interesting areas added by the ICT Specialist stakeholders were Fault 

Tolerance and Analysability as they were the only stakeholders to have interest in 

each of these criteria.  In terms of Analysability, Executive2_1 comments: “The 

analysability of policy is important but it is not an area in which I think we have got a 

hold of, simply because there haven’t been any major problems with the policy so 

we can’t yet assess this area” (Executive2_1).  This stakeholder group will in the 

future use Analysability in the formal assessment of security policy quality.  Fault 

Tolerance was discussed by Executive2_2 after they were shown the quality model.  

The focus of this discussion was that at present they had not thought of ensuring 

that there were overlapping security policy statements to ensure some redundancy 

within the policy, but that they would probably look at this in future security policy 

quality assessments. 

The final area identified in the model as being important in assessing security policy 

quality for the ICT Specialist stakeholders was Resource Utilization, with particular 

emphasis on the cost of policy development and on the impact that the security 

policy has on the costs to the organisation.  “I think we can actually improve their 

work as a result of the effort to achieve that [policy implementation], but it is going to 

involve money” (Manager2_2).  Manager2_1 also suggested that the manner in 

which the security policy was developed took into account certain efficiencies within 

the organisation dealing with how people work and with the controls implemented to 

support the security policy.  Both stakeholders suggested that the security policy 

would benefit from being assessed from an Efficiency perspective in terms of 

Resource Utilization. 
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6.5.3.6. External Representatives 

On viewing the quality model, the External Representative stakeholders reflected 

that a Completeness and Efficiency evaluation of the policy would be of interest to 

them.  In terms of Efficiency, the External Representatives stated that they thought 

that it was important to ensure that the security policy was both efficient in terms of 

Time Behaviour: “it shouldn’t impact negatively on the time it takes to do their job” 

(Executive2_3); and in terms of resources:  “It can’t cost us in terms of people 

resources – it can’t inhibit peoples work” (Executive2_3).  However, given the 

particular bias of the External Representatives (one was a board member) these 

areas are not surprising inclusions, although one would think that from other 

External Representative stakeholder perspectives (such as suppliers or customers) 

that the Efficiency area would be given less of a priority if any at all. From a 

Completeness perspective all External Representative stakeholders thought that this 

was important, and stated that in a formal quality assessment that they would focus 

on “how well the security policy covered the important aspects of the company’s 

business and whether or not it leaves any gaps that need to be addressed” 

(Executive2_3).   

6.5.3.7. Legal & Regulatory 

The Legal and Regulatory stakeholders identified that Security and Installability 

were two areas of the model that they had not considered when assessing security 

policy quality and that they would look at these areas in the future.  Manager2_4 

points out that the Security of the policy may be important, and needs to be 

assessed to determine whether it has components that may impact the organisation 

if they were to be seen outside the organisation.  That said, they also mention that it 

would be important to make the security policy a document that is freely available 

within the organisation.  In terms of Installability from a legal perspective, the policy 

must abide by local laws and regulations and when the quality is being assessed 

this must be taken into account.  It was interesting that the Legal and Regulatory 

stakeholders were not more interested in areas such as Accuracy and Adaptability 

as there are often legal areas in policies that must be in such a way that they will 

stand up in court.  This is discussed further in Chapter 7. 
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6.5.3.8. Security Specialist 

From the quality model the additional areas of Interoperability, Security, Testability 

and Adaptability were flagged by the Security Specialist stakeholders as being 

important to consider in security policy quality assessment.  From the Security 

characteristic perspective, the security stakeholders reported that the security policy 

should not have any compromising information in it, as its aim was to be a public 

document.  “They are not secure.  But they are generic so I don’t think it is an issue 

if they were to get out.  We need to ensure that they continue to be non-threatening 

to the organisation so we need to look at this in our quality assessment of the policy” 

(Manager2_1).  This is similar to the expressed by others regarding the “security” of 

the security policy: we need to make sure that it is a public document that can’t harm 

the organisation. 

The Testability issue was noted as a good idea by the Security Specialist 

stakeholders; however the issue was how to test it.  Manager2_1 stated that the 

only way it is done is “to seek other people’s input” and in the subsequent 

discussion it was mentioned that in the future they could do a phased 

implementation of policy changes on a department by department basis to provide 

some Testability of the policy before it is in widespread use.  The issue however is 

to ensure that the policy can be tested in such a manner which would be the focus 

of the quality assessment on this characteristic. 

When confronted with the Adaptability characteristic, the Security Specialist 

stakeholders stated that they were probably not doing very well in this area, and that 

they had previously not thought of it before.  They all stated that this area has 

become more important in recent times due to the fact that the security policy is 

being implemented across different locales, and that they would need to think about 

how it could be adapted to different overseas locations without compromising the 

intent of the policy.  

The area of Interoperability was also an area that was not considered when then 

security policy was written or when it was assessed by the Security Specialist 

stakeholders;  “’We didn’t actually check that when we were formulating policy, I 

know there is some overlap, but I suspect that there are no conflicts” (Manager2_1).  

This was also mentioned by Executive2_2 who stated that this was one of the areas 

that they would need to check in the future. 
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6.6. Themes for Discussion 

In addition to the themes discussed in the presentation of the first case study 

(Section 5.6), two additional themes were identified in the second case study as 

discussed below. 

6.6.1. Number of Stakeholders assessing the same criteria 

In the analysis of ITOrganisation it is clear that there are a large number of 

stakeholder groups that have a requirement to assess quality using similar 

characteristics from the Quality Model.  Whilst this improves the depth of the policy 

quality assessment process, it is not efficient, especially for small to medium 

organisations.  For instance there are seven stakeholder groups that stated that the 

Compliance factor is important to assess in the quality assessment.  This also holds 

true for six other characteristics of quality identified in the policy quality components.  

As discussed in Chapter 7, a list of stakeholders’ responsibilities for assessing 

quality could be made to ensure that the relevant policy quality areas are adequately 

assessed by stakeholders without having every stakeholder involved to improve the 

Efficiency of the process.  For example, for Compliance, it would make sense for 

ITOrganisation that only four of the seven interested stakeholders carry out quality 

assessment of the Compliance of the policy (see Section 7.2.7 for more detail). 

6.6.2. Missing Stakeholders That Should Be Involved in the 
Development Process 

The ITOrganisation case encompassed all the stakeholders that were identified in 

literature in Section 4.3 except for the Public Relations constituency.  Unfortunately, 

due to the size and nature of ITOrganisation it was impossible to have access to the 

Public Relations stakeholder as none existed within the organisation.  Given this, 

from the understanding of ITOrganisation gained through the case study there are 

no additional stakeholder groups that have been identified as important to include 

within the proposed quality model.   

6.7. Conclusion 

In this chapter the second case study ITOrganisation is presented.  Like 

RetailOrganisation, ITOrganisation did not have any systematic assessment of 

policy quality although their policy development was in a more mature stage of 
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development than that of RetailOrganisation.  Furthermore, throughout the whole 

organisation the importance of security to the organisation was seen as much higher 

than that seen in RetailOrganisation which in turn increased stakeholder awareness 

and interest in assessing policy quality.  This is very evident in that most of the 

characteristics of policy quality identified in Chapter 4 were observed in this case 

organisation and were either currently used in an informal setting, or would be used 

after stakeholders were exposed to the quality model.   

In addition to the themes identified in Section 5.6 the area of efficiency or quality 

assessment in terms of the number of stakeholders assessing each quality 

component was identified.  In this case study, there were many occasions where a 

large number of stakeholders, some where there would likely to be similar 

outcomes, were interested in assessing quality criteria.  Whilst this is good on the 

basis of the depth of the quality assessment, it is inefficient in terms of the cost of 

the process, as long as there are overlaps between the quality assessments of each 

stakeholder.  In an organisational setting, as discussed in Section 7.1 the process of 

quality assessment must be efficient as well as effective and it may not be useful 

having each stakeholder assess every quality component.   

The next chapter presents a discussion of the research model with respect to its fit 

with the assessment of security policy quality based on the observations from both 

case studies.  Within this chapter the strategic information security policy quality 

model will be developed. 
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CHAPTER 7.  
STRATEGIC SECURITY POLICY 
QUALITY MODEL 

7.1. Introduction 

In Chapter 4, a research model was developed for assessing Strategic Information 

Security Policy Quality using multiple constituencies.  This chapter uses this 

research model, in conjunction with the case studies described in Chapter 5 and 

Chapter 6, to develop a multiple constituency model for the assessment of strategic 

information security policy quality.   

This chapter is divided into three major sections.  Section 7.2 uses the case studies 

in a validation and refinement process for the policy quality components.  In Section 

7.3, the results of Section 7.2 are used and organised so that the multiple 

constituent types become the focus.  The policy quality components for each 

constituent role are identified, and a summary of quality components utilised by the 

constituent roles is produced.  Finally, Section 7.4 of the chapter discusses the links 

between the policy lifecycle steps and the constituent roles, and identifies which 

stage of development constituents should be involved with quality assessment and 

which quality components should be assessed at this stage. 

7.2. Validation and Refinement of Quality Components 

In Chapter 4, a research model was presented for the multiple constituency 

assessment of strategic information security policy quality.  The research model, 

consisting of the Policy Quality Components, the Policy Lifecycle Steps and the 

multiple constituent types involved with security policy development lifecycle was 

proposed (Figure 4.3).  This section will explore the relationships between the Policy 

Quality Components, and the Multiple Constituent Types, to identify the utility of the 

Policy Quality Components based on the constituent roles. 

In the proposed strategic information security policy quality model, it is important 

that there is a balanced approach to quality assessment, to ensure the process is 

efficient for all involved and that the quality assessment covers each of the quality 
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components in an appropriate manner.  The next sections will discuss, as 

summarised in Figure 7.1, that whilst there are many characteristics where 

stakeholders have indicated that a quality component has high importance, there 

are also characteristics that stakeholders indicate have little or no importance, for a 

number of different reasons.  It should be noted, that due to the unavailability of the 

Public Relations stakeholder in the organisations studied, there is little information 

regarding this constituent role in this discussion. 

 

Figure 7.1: Level of Interest of Constituent Groups 
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During the case study interviews, each stakeholder identified how important each 

quality component would be to them when they assessed the quality of their 

information security policy.  The statements made by stakeholders about each 

quality component were then rated as High, Med, Low or None subjectively by the 

researcher.  To increase the reliability of the rating, several stakeholders’ responses 

were independently rated by the researcher’s supervisor and any differences 

resolved through discussion.  This continued until the ratings converged and 

consistent ratings were achieved for each individual stakeholder.  The average level 

of importance for each of the quality components was then determined and the 

results of this process are shown in Figure 7.1.  

From Figure 7.1 it is evident that there are quality characteristics where a large 

number of stakeholders believe that a characteristic is important in their assessment 

of security policy quality.  However, it may not be efficient for an organisation to 

allow large numbers of stakeholders to assess the same quality characteristic, and 

some of these stakeholder groups could focus their time and effort elsewhere 

without affecting the overall quality assessment.  In the discussion within this 

section, where there is little or no interest in quality characteristics, an explanation 

and suggestions for stakeholder involvement will be proposed to ensure that a 

balanced approach is achieved.  Trade-offs between characteristics of policy, such 

as the trade-off between Completeness and Understandability, will also be 

discussed as well as the skills that may be required by constituent groups to 

adequately assess quality for the more difficult to assess characteristics. 

Figure 7.1 also shows there is no interest shown by constituent groups in assessing 

the Attractiveness, Recoverability and Stability characteristics.  In contrast, 

constituent groups tended to show high interest in the characteristics 

Understandability, Learnability, Suitability and Compliance.  Furthermore, the 

Executive Management, ICT Specialist, Security Specialist and Business Unit 

Representative stakeholder groups identified the most characteristics in which they 

would be interested in during the quality assessment.  It should be noted that within 

RetailOrganisation, the External Representative and Legal and Regulatory 

stakeholder groups were not represented.  Furthermore, the Public Relations 

stakeholder role was not available in either organisation and as such does not have 

any interests shown in Figure 7.1.  This is discussed further in Section 7.3.9. 
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In many instances, as this is a pioneering piece of work in security policy research, 

much of the discussion in subsequent sections in this chapter is based on the 

results of the case studies, the informed opinions of the experts as discussed in 

Chapter 4, and where possible, on the literature presented within this thesis.  

Unfortunately there is little research on information security policy evaluation and 

quality assessment and on the effectiveness of information security policy (Doherty 

et al. 2009) which creates difficulties in discussing some of the reasons for the 

inclusion and exclusion of stakeholder groups in the strategic information security 

policy quality model 

One of the overarching principles behind the inclusion and exclusion of stakeholder 

groups in the strategic information security policy model within this research is to 

ensure that the efficiency of the quality assessment is addressed.  There should be 

a balance between too many stakeholders and not enough stakeholder involvement 

in assessing each quality component.  On one hand, the more people involved with 

assessing each quality component, the richer the quality assessment to take place, 

and multiple-constituency theory suggests that ideally all stakeholders should be 

involved (Connolly et al. 1980).  But for an organisation, this may be impractical due 

to the financial costs as well as the time required of the stakeholders to complete the 

quality assessment (Knapp 2009).  A balance between the richness of the 

assessment and the costs to the organisation should be reached.   

One of the primary goals of this research is to help organisations with the selection 

of stakeholders to assess the various quality components.  In the interest of 

providing a cost effective solution to security policy quality assessment this research 

recommends that between two and four stakeholders are used to assess the 

security policy from the perspective of each of the quality components.  In the below 

discussion, the inclusion or exclusion of these stakeholders is based on the 

likelihood of similar perspectives of the quality factors being shown in the quality 

assessment.  Organisations, may wish to add to, or subtract from the stakeholders 

suggested depending on the size, type and culture of the organisation.   

This section will now look at each of the high level quality factors and will discuss 

each factor’s characteristics in terms of the case studies presented in Chapter 5 and 

Chapter 6, investigating the utility of the quality components and identifying which 

stakeholders should be involved in assessing quality from the perspective of each 
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characteristic.  At the start of each quality factors’ discussion, a table will be shown 

outlining the use of constituents to assess quality components.  In this table, an 

asterisk is shown to indicate that specific constituent is recommended to assess that 

particular quality characteristic.  The nomenclature “X or Y” is used to indicate that 

either constituency number X or constituency number Y could be used. 

7.2.1. The Functionality Attribute 

 

The first factor described in the quality components is Functionality which in 

essence is the utility of the security policy; whether is thought to be useful to the 

organisation in terms of Completeness, Suitability, Accuracy, Interoperability and 

Security.  Functionality has a high level of interest to stakeholder groups when they 

are assessing strategic security policy quality with all stakeholders identifying two or 

more Functionality characteristics as important.  This is similar to the level of interest 

shown in the contextual interviews in Chapter 4.   

Of these characteristics Security was the least identified, whereas Suitability was 

identified by all stakeholders within the case sites.  This is also congruent with the 

results of the earlier contextual interviews.  Interestingly, in RetailOrganisation there 

tended to be a focus mainly on Completeness, Suitability and Accuracy, with only 

the Executive Management stakeholder group focusing on Interoperability and 

Security, whereas in ITOrganisation, there was coverage of all the characteristics 

with Suitability being covered by all constituent roles. 

This section will discuss each of the Functionality factor’s characteristics and will 

identify those stakeholders who should be concerning themselves with these 

characteristics within the quality assessment.  A summary of the recommendations 

given for the Functionality attribute are shown in Figure 7.2. 



 Chapter 7 

201 

 

Figure 7.2: Functionality Attribute Recommendations Summary 

7.2.1.1. Completeness 

 

One of the characteristics that would be expected to normally be used in assessing 

quality (Krogstie, Lindland and Sindre 1995; Moody and Shanks 2002; Yusof and 

Ismail 2009) is Completeness.  In security policy quality assessment, this 

characteristic would likewise be expected to be important for quality assessment for 

many stakeholders (Siponen and Iivari 2006).  From the case studies, 

Completeness was identified as important by all the stakeholder groups except for 

Human Resources.  The External Representative stakeholder group also did not use 

Completeness in their initial description policy quality assessment, but after 

discussing it with the researcher, intended to in the future.  As can be seen from 

Figure 7.1, four stakeholder groups thought that Completeness was of high 

importance in the quality assessment of the security policy whilst the other 

stakeholder groups thought it less important and in the case of Human Resources 

not important at all.   

Of these, the most intriguing was the User Community stakeholder role as some 

constituents were concerned with using the strategic policy to create other policies 

and procedures in the organisation.  Subsequently, it is reasonable to expect that 

Completeness would have a higher priority than reported for these stakeholders, as 

they should be concerned that if the strategic policy was not complete when they 

were building other policies, then the resultant policies may also be incomplete. 

Also of interest, is that the External Representative in ITOrganisation was only 

interested in Completeness when they were confronted and specifically asked if they 
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thought the policy was complete.  This may be because they, whilst being subject to 

the policy, had not thought through the issue of Completeness and its impact on the 

quality of strategic policy and on those policies and procedures that would result 

from it. 

Stakeholders who would assess Completeness should have: 

i. an in depth knowledge of the organisation as a whole,  

ii. have knowledge about the risks that the organisation has, and the risks that 

it wants to mitigate, which leads to knowledge about security in order to 

mitigate these risks,  

iii. have knowledge about the implementation and ongoing use of the policy, 

and, 

iv. may have involvement in using the strategic policy to develop other policies 

in the organisation.   

 

Whilst there are seven constituent groups interested in Completeness, some of 

these groups may have limited skills in these areas, and some groups have limited 

interest in the Completeness characteristic.  In the strategic information security 

policy quality model, it is proposed that the Security Specialist, ICT Specialist, 

Executive Management and User Community stakeholders be focused on the 

Completeness characteristic when assessing quality.   

This contradicts the interest levels as indicated in Figure 7.1 as the Business Unit 

Representative stakeholders are not included and the User Representatives are 

added to the important stakeholders for measuring Completeness.  As discussed 

above, the User Community stakeholders have been added as they tend to be using 

the strategic level policy to generate lower level policies within the organisation and 

need to be sure that Completeness exists.  The Business Unit Representative 

stakeholders have been removed from the list to provide balance and efficiency to 

the process.  This should not impact on the quality assessment as stakeholders 

from the User Community and Executive Management are expected to provide 

similar input to the quality process as those from the Business Unit Representative 

stakeholders.  

However, one issue with the Completeness characteristic is the impact that a fully 

comprehensive strategic security policy, one that covers absolutely everything in 
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detail, will have on other characteristics of quality.  For instance, a large and 

cumbersome policy, that takes everything into account, may not be useable in an 

organisational setting.  As Executive1_1 suggests, “getting a balance of all those 

elements you need to have is important”.  Without that balance, what may occur is 

that because the policy had a high level of Completeness, it may also have a high 

level of complexity that would adversely impact on several of the Usability attribute 

characteristics.  An answer here could either be to ensure and an appropriate 

hierarchy of policy is developed within the organisation, or to ensure that a balance 

between Completeness, and Understandability, Learnability and Operability is made 

with the optimal solution being where each of these characteristics is maximised.  

To accomplish this, a similar subset of stakeholders should be used to assess these 

characteristics, as is the case in the recommendations of this research. 

Recommendation: That this characteristic is included in the policy quality 

components of the strategic information security policy model and that the 

Security Specialist, ICT Specialist, Executive Management and User 

Representative stakeholder groups assess Completeness in the quality 

assessment. 

7.2.1.2. Suitability 

 

For the organisation, the strategic information security policy should be focused 

around those areas that are critical for the organisation and should be framed in a 

manner that is appropriate to the organisation and to its employees (Warman 1995; 

McMillan 1998; Borreson Caruso 2003; Doherty et al. 2009).  As Karyda (2005) 

suggests “users are also more likely to adopt the guidelines and procedures of the 

security policy when the policy is aligned to their professional goals and contributes 

to fulfilling their duties more effectively”.  One possible indication of suitability of the 

security policy is the concept of policy creep discussed in Section 5.6.1.  The 

concept of policy creep should not occur when the security policy has a good match 

with how the organisation functions.  The assessment of the Suitability characteristic 

should be conducted by those stakeholder groups that possess a thorough 

understanding of how the organisation functions from a business process 
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perspective, along with those who know the risks that the organisation faces and the 

policies in place to mitigate those risks. 

Suitability, as shown in Figure 7.1, was one of the three characteristics that all 

stakeholder groups had in interest in within the quality assessment.  Interestingly , 

within RetailOrganisation, only the Executive Management, Business Unit 

Representative, User Community and ICT Specialist stakeholder groups expressed 

interest in this characteristic.  This difference could be attributed to the focus of the 

organisations.  As Executive2_1 states, as part of the development process within 

ITOrganisation, they needed to “get an understanding as to what would work and 

what wouldn’t” from people within the organisation.  Whereas, in RetailOrganisation 

it was not apparent if this type of discussion ever took place.  In fact, in 

ITOrganisation, all stakeholder groups understood that because of the types of 

products and services offered, the prestige of the organisation is at stake if there are 

any incidents with security.  As such, all stakeholder groups are much more aware 

of security issues than in RetailOrganisation.  The risk to the prestige of 

RetailOrganisation if a security incident occurred is much lower, because of the 

nature of their business, not selling IT products and services.   

In ITOrganisation, whilst all the stakeholder groups had an interest in the Suitability 

characteristic, the Human Resource stakeholder group did not think about Suitability 

previously, but developed interest in it after it was discussed as part of the case 

study.  Suitability is one of the characteristics that should have impact on all the 

stakeholders in the organisation as they will need to implement and abide by the 

policy.  Therefore, the high interest in it is not surprising.  However, through careful 

selection of constituents, based on their involvement with policy and their roles 

within the organisation, it may be possible to reduce the overlap and duplication that 

may occur with involving all stakeholders in assessing Suitability of policy.   

By limiting the constituents that assess Suitability the organisation will save cost and 

time with the quality assessment.  Given this, the stakeholder groups that should be 

involved with the assessment of the Suitability of the security policy would ideally 

include the Executive Management stakeholders or, if unavailable, the Business 

Unit Representatives for their business process knowledge.  Also, one of the ICT 

Specialists or Security Specialists plus the Legal and Regulatory stakeholders 

should be included.  These stakeholder groups, two with sound business process 
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knowledge, and two with some, or significant security and risk management 

knowledge plus the Legal and Regulatory stakeholder group would be ideal for 

assessment of quality using the Suitability characteristic. 

Recommendation: That this characteristic be included in the policy quality 

components of the strategic information security policy model and that one of  

the Executive Management or Business Unit Representative, and one of the 

ICT Specialist or Security Specialist stakeholder groups plus the Legal and 

Regulatory Stakeholders focus on suitability as part of security policy quality 

assessment. 

7.2.1.3. Accuracy 

 

The assessment of Accuracy within a strategic security policy assessment should 

focus on whether or not the policy is performing in a manner in which it is intended 

by the organisation.  Thus, for the stakeholders assessing Accuracy, the purpose 

and understanding of the organisation towards strategic security policy must be 

made clear.  This means that even if an organisation has a policy for less than ideal 

reasons, such as for the sake of having a policy to meet compliance with legislation, 

that it can be assessed on these terms.  One interesting issue here is what one 

stakeholder refers to as “policy creep”.   

Policy creep is a phenomenon where stakeholders interpret the security policy in a 

less rigorous way than was intended, and this may impact on the Accuracy of the 

policy.  As Manager1_1 describes, policy creep is “what you say as the rule, versus 

what becomes the norm in the organisation” (Manager1_1).  For instance a strategic 

policy that outlines that Internet web browsing is not for personal use, yet in practice 

in the organisation stakeholders are conducting, for instance, their banking on the 

Internet is an example of a breach in policy.  If, as was the case in both case 

studies, this is an acceptable use of the Internet then the Accuracy of the security 

policy is in doubt, because the policies clearly state that personal use of the internet 

is not permitted. 



Chapter 7 

206 

The Accuracy characteristic may be influenced by the Completeness, and 

Understandability characteristics.  For instance, as the Completeness of the security 

policy increases, it would become more laborious to assess the Accuracy of the 

policy as there are more complexities involved.  Also, if the Understandability of the 

security policy is low, it will be difficult to assess the Accuracy of policy.  

Whilst Accuracy is of interest to six of the eight constituent groups studied, as shown 

in Figure 7.1, only three of these stakeholder groups were interested in both 

organisations.  In RetailOrganisation only the ICT Specialist and Security Specialist 

stakeholder groups being were interested in Accuracy.  Furthermore, interest from 

the User Community within ITOrganisation was less than the other five stakeholder 

groups. 

In assessing the quality of the strategic security policy from an Accuracy perspective 

the best stakeholders, based on their interest, and skill sets, to assess Accuracy 

seem to be the Security Specialist, ICT Specialist and Business Unit 

Representatives.  Additionally, based on the requirements for assessing Accuracy, it 

may be necessary to include the Executive Management stakeholder group, in 

some manner.  This inclusion may be at the same level as the other stakeholder 

groups, or could simply be the notification to the organisation of the reasons that the 

organisation has for having the strategic security policy, so that the policies 

Accuracy can be assessed with this perspective in mind.   

Recommendation:  That this characteristic be included in the policy quality 

components of the strategic information security policy model and to 

adequately assess accuracy of security policy, the Security Specialist, ICT 

Specialist, Business Unit Specialist and Executive Management stakeholders 

should be involved. 

7.2.1.4. Interoperability 

 

The assessment of how a policy interacts with other policies within an organisation 

is an area that, whilst important for clear understanding of policies (Barman 2002), 

may not be consistently addressed by the organisation (Guttman and Bagwill 1999).  
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At worst, contradictory policies may be produced, with organisation personnel being 

unsure where they stand.  In the case of strategic information security policy it is 

important that it, and other policies of the organisation, are consistent in meaning 

and consequences, to ensure that the organisation’s security is not breached (Diver 

2007). 

Interoperability of the security policy with other policies of the organisation was 

considered by six out of the eight constituent groups studied, as shown in Figure 

7.1.  Interestingly, only the Executive Management stakeholder group was 

interested within both case organisations.  For the RetailOrganisation this was the 

only stakeholder group who found the Interoperability characteristic important, and 

this was probably because of a recent Human Resource Department creation within 

the organisation, with one of its tasks being to “revise all policies and to make them 

look and feel the same so they are a bit more integrated” (Executive1_1).  

Furthermore, in ITOrganisation the Security Specialist and ICT Specialist 

stakeholder groups only expressed an interest in Interoperability when directly 

confronted with the concept, which may indicate whilst it is important,  it is not 

salient in the stakeholders mind.   

The concept of Interoperability lends its self to being an overarching concept within 

the organisation.  The concept could be complex to assess, and a thorough 

understanding of the organisational policies is required.  As such, it is likely that 

higher levels of the management structure, where there is cross departmental 

concerns, may be more interested in its assessment, rather than it’s assessment 

being based in the security or ICT domain.  As such, it makes sense that Executive 

Management were the most likely to consider it in their quality analysis.  Likewise 

this may also explain why there was interest from the Business Unit and Legal and 

Regulatory stakeholder groups.   

From this perspective, the Executive Management, Business Unit and Legal and 

Regulatory stakeholder groups would be most likely to be involved in assessing the 

Interoperability of the security policy with the other policies of the organisation.  In 

addition, adding the Security Specialist stakeholder may also improve the 

usefulness of this factor in the quality assessment, although their limited 

perspectives on the other policies of the organisations must be taken into account, 

thus limiting their involvement in quality assessment for this characteristic. 
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Recommendation: That this characteristic be included in the policy quality 

components of the strategic information security policy model and that the 

Security Specialist, Business Unit Representatives, Legal and Regulatory and 

Executive Management stakeholder groups be involved in assessing 

interoperability. 

7.2.1.5. Security 

 

In Chapter 4, the Security characteristic is described using the commonly used three 

facets of security: confidentiality, integrity and availability.  Of these, the main 

concerns of stakeholders in policy assessment are confidentiality and availability.  

When stakeholders were confronted with the issue of Security of the strategic 

security policy, they tended to discuss the concept of confidentiality in terms such 

as, “they are fairly generic so I don’t think it is much of an issue if they were to get 

out” (Manager2_1).  Even so, to gain access to the policies in each of the case sites, 

permission was needed from the CIO or CEO of the organisation, which may 

indicate that there are subconscious concerns with Security of the strategic security 

policy.   

From the perspective of the stakeholders, it is important to assess the Security of 

the strategic security policy from the perspective of ensuring that information within 

the policy is not detrimental to the organisation if that information was released to 

the general population.  This, in essence, makes the strategic security policy a 

public document, which has the advantage of ensuring its accessibility.   The focus 

of stakeholders in this area is therefore focussed on whether or not there is 

information within the strategic policy that would mean that the policy would need to 

be secured, rather than it being available publicly. 

In both of the organisations, as stated above, whilst there was interest in Security 

(see Figure 7.1), only the ICT Specialist stakeholder group in ITOrganisation 

considered Security of policy when policy quality was being assessed in their 

organisation.  However, there was higher interest in the concept of securing, or 

ensuring the appropriateness of the contents of the strategic policy with four 
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additional stakeholder groups expressing interest in the discussion of this factor.  To 

adequately assess this characteristic, knowledge about security and 

appropriateness of security policy statements with regard to the organisation is 

required. 

Recommendation: That this characteristic be included in the policy quality 

components of the strategic information security policy model and that one of 

the Security Specialist or ICT Specialist stakeholder group, along with the 

Executive Management stakeholder group be involved when assessing the 

Security characteristic. 

7.2.2. The Maintainability Attribute 

 

As the security policy lifecycle progresses, it becomes important to be able to keep 

track of the process of policy development, and the artefact of development - the 

strategic information security policy.  Whilst it would be reasonable to assume this 

area is important in assessing the continuity of the policy development lifecycle 

during the quality assessment process, Figure 7.1 shows that there was little interest 

in some of the characteristics of Maintainability, particularly Stability and 

Analysability, from a stakeholder group perspective.  Although there is indication 

that some of the Maintainability characteristics are important in assessing quality, it 

is not clear as to the reasons why stakeholder groups do not see the import of these 

characteristics.  One possible reason for this may be that the cases studied are not 

indicative of all organisations.  Only medium sized organisations were studied and 

as such the indications of stakeholder groups from these cases may not be fully 

indicative of organisations where there is a mature development process taking 

place, or where the organisation is larger than those studied.  The concept of 

Maintainability is one of the three areas of the Quality Model that is directly 

influenced by the sophistication (or maturity) of the organisations security policy 

development process. 

A summary of the recommendations given for the Maintainability attribute are shown 

in Figure 7.3. 
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Figure 7.3:  Maintainability Attribute Recommendations Summary 

7.2.2.1. Analysability 

 

There was little interest by stakeholder groups in the concept of Analysability.  Only 

in ITOrganisation was any interest at all shown in this characteristic (see Figure 7.1), 

with only the ICT Specialist stakeholder group showing interest.  This is somewhat 

concerning, as being able to determine how the strategic policy could be improved 

after a breach has occurred, especially if the breach was caused by a deficiency of 

the policy, should be important to an organisation.  However, this may be a result of 

each of the organisations not having a major security breach, or not acknowledging 

that a major breach occurred, so no stakeholders were put in a situation where they 

would have to analyse the policy to determine why the breach occurred. 

To assess the Analysability of the strategic security policy it is important to ensure 

that the policy is not convoluted.  Policies should not contain many dependencies 

upon other policies or within the policy (Knapp et al. 2009), and it should be clear 

which risks are being mitigated by which policy statements (Szuba 1998; Kadam 

2007).  Not only will this make the policy more understandable (see 7.2.6.1 

Understandability), it will make it easier to see the links between risk and policy.   

From the perspective of the strategic information security policy quality model, the 

issue of Analysability may become more important as organisations continue to 

revisit the policy development lifecycle and the concept of maintaining the security 
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policy becomes more of a pressing concern.  Once this occurs, the stakeholder 

groups specifically involved with the operate stage of the policy lifecycle, who are 

also involved with risk and security will need to consider Analysability when they are 

assessing policy quality.  As such, the ICT Specialist and Security Specialist 

stakeholder groups are most appropriate to include the Analysability characteristic in 

their quality assessments. 

Recommendation: That this characteristic be included in the policy quality 

components of the strategic information security policy model and that the 

Security Specialist and ICT Specialist stakeholder group be involved when 

assessing the Analysability characteristic. 

7.2.2.2. Stability 

 

Stability is one of the three characteristics of quality where none of the stakeholder 

groups showed interest from a quality assessment perspective.  Whilst in some 

ways this is understandable, with the concept of building strategic policy that should 

not overly change over time (McMillan 1998), it is still an important concern when 

change to the strategic security policy becomes unavoidable (Warman 1995).  One 

possible explanation for the lack of interest is that in each of the case organisations, 

security policies were only on their first or second iteration through the policy 

development lifecycle.  This lack of maturity within the policy may be a factor that 

will influence the importance of Stability to stakeholder groups.   

Whilst there is no evidence from the case studies that stakeholders would have 

interest in the assessment of Stability of the security policy, the literature suggests 

that Stability is an important factor to consider when developing policies (McMillan 

1998; Barman 2002).  As such it should still be included in the quality components.  

It is likely that the most appropriate stakeholders to assess Stability would need to 

have the security or IT skills to determine whether the policy is written in such a way 

that small changes to technology will not require re-writing of policy.  Likewise, 

stakeholders may also need to assess Stability based on whether the policy would 

be still stable with small process changes within the organisation.  It is therefore 

likely that the stakeholders that should be involved in assessing Stability would be 
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the ICT Specialist or Security Specialist stakeholder groups, and perhaps the 

Business Unit Representative stakeholder group.  Each of these groups has a 

vested interest in changes made to the strategic security policy and would be in the 

best position to ensure that the impact of changing or not changing the policy would 

not adversely affect the organisation. 

Recommendation: That this characteristic be included in the policy quality 

components of the strategic information security policy model, and that the 

Security Specialist or ICT Specialist stakeholder group, along with the 

Business Unit Representative stakeholder group be involved when assessing 

the Stability characteristic. 

7.2.2.3. Changeability 

 

The ability to change the strategic security policy because of changes in the 

environment in which it operates seems to be a fairly important concept to 

stakeholders.  “Because technology is changing all the time it would be a document 

that would have to be updated regularly to reflect the current position of the 

business from an IT perspective” (Executive1_4).  Changeability is the only one of 

the characteristics of Maintainability that had a large amount of interest from 

stakeholder groups across both organisations (see Figure 7.1).  However, there is 

inconsistent interest from stakeholder groups when comparing the case 

organisations, with only two stakeholder groups, the User Community and Executive 

Management groups, being interested in Changeability in both organisations.  It is 

surprising however, that Changeability is not even more popular for stakeholders to 

consider as it is one of the characteristics that seems an obvious issue in security 

policy, both from a theory and practical perspective and one that is fairly easy to 

assess (Warman 1995; McMillan 1998; Knapp et al. 2009). 

Changeability is interesting, as on one hand, the security policy must be able to 

change in accordance with changes to technology, to the organisation and to the 

external environment, but on the other hand, at the strategic level, the Stability of the 

policy is necessary.  A balance between Changeability and Stability is the probable 

solution and stakeholder groups need to consider this upon assessing quality from 
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these perspectives.  Because of this interdependence on Stability, the stakeholder 

groups that assess Changeability should also have a focus on Stability to ensure 

this balance is achieved.  As such, the ICT Specialist or Security Specialist, along 

with the Business Unit Representative stakeholder groups should be involved in this 

assessment. 

Recommendation: That this characteristic be included in the policy quality 

components of the strategic information security policy model, and that the 

Security Specialist or ICT Specialist stakeholder group, along with the 

Business Unit Representative stakeholder group be involved when assessing 

the Changeability characteristic. 

7.2.2.4. Testability 

 

The concept of Testability in security policy terms was alien to many stakeholders.  

In the case study organisations, the security policy was implemented essentially via 

pushing it through the organisation on a certain date, and then training all personnel.  

In the training, issues that people had with the policy were then addressed.  There 

was no formalised testing akin to that done in software development, although there 

was some interest in Testability of security policy within ITOrganisation, as shown in 

Figure 7.1.  In fact, when it was suggested that Testability could be accomplished by 

a staged implementation of security policy within the organisation, each of the 

interested stakeholder groups within ITOrganisation thought that this could be 

worthwhile; however in RetailOrganisation this was not observed.   

The main stakeholder for whom the Testability characteristic would be of interest 

would be the Security Specialist stakeholders.  Additionally to support them the ICT 

Specialist stakeholders would be utilised to provide redundancy in the quality 

assessment process. 

Recommendation: That this characteristic be included in the policy quality 

components of the strategic information security policy model, and that the 

Security Specialist and ICT Specialist stakeholder groups be involved when 

assessing the Testability characteristic. 
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7.2.3. The Portability Attribute 

 

In Chapter 4 Portability was described as important where meta-policies exist or in 

organisations that operate across widely different environments.  It was thought that 

for organisations that operated in simple environments that they would have no 

need to assess policy Portability.  This was confirmed in the case studies.  For 

RetailOrganisation, Portability was not considered to be an important concept for the 

assessment of strategic information security policy quality, mainly because of the 

structure of the business and the fact that they are wholly operating within Australia.  

However for ITOrganisation, because of their international nature, concepts of 

Portability were important in assessing the quality of their strategic security policy.  

As a result, no stakeholder groups from RetailOrganisation identified any of the 

characteristics of Portability when discussing quality, and even when these 

characteristics were specifically introduced there was no interest in them.  

Contrastingly, in ITOrganisation there was strong interest from many of the 

stakeholder groups, with evidence that Portability characteristics were assessed 

when assessing quality.  Figure 7.4 shows the contrast between ITOrganisation and 

RetailOrganisation for the Portability attribute and identifies within ITOrganisation 

those constituent groups that found the concept of assessing Portability within the 

quality process interesting.  

It is clear that the organisation type will have impact on the appropriateness of the 

Portability attribute when assessing quality.  The two case study organisations were 

of similar size, but had a vastly different organisational structure, background, and 

ethos.  ITOrganisation was vastly international based whilst RetailOrganisation was 

wholly national.  In smaller organisations, and medium sized organisations like 

RetailOrganisation, where there is a highly dependent culture between departments 

internally this quality attribute may not be important.  However in large 

organisations, and medium sized organisations where there is an independent 

departmental structure, which may or may not include global divisions like 

ITOrganisation, the Portability attribute may form an integral aspect of the 

assessment of strategic security policy quality. 
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Figure 7.4: Contrast between RetailOrganisation and ITOrganisation for 
Portability 

A summary of the recommendations given for the Portability attribute is shown in 

Figure 7.5. 

 

 

Figure 7.5: Portability Attribute Recommendations Summary 
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7.2.3.1. Adaptability 

 

As stated earlier, RetailOrganisation did not recognise any of the characteristics of 

Portability, including Adaptability, as important in assessing strategic security policy 

quality.  In ITOrganisation, however, a major concern that some stakeholders had 

was whether or not when installing policies in overseas offices, they can cater to the 

local environment, and if not, whether they could be adapted to do so.  Furthermore, 

the strategic policy within overseas locations of ITOrganisation was modified to suit 

the local environment.  “…we gave it to the [country] IT people to review and they 

made some adjustments to cater for their environment” (Executive2_1).  The key to 

Adaptability according to ITOrganisation is to ensure that the strategic polices are 

written in such a manner to ensure that they can be modified to suit overseas 

conditions, without altering the meaning behind the policies.  “There would be some 

issues in any country in which we operate and we would need to comply with the 

applicable policies … it is the usual practice to have this checked for adequacy” 

Executive2_3.  This is in line with good organisational governance practices 

(Volonino et al. 2004; Karyda et al. 2005). 

To assess the strategic security policy from an Adaptability perspective it is 

important to ensure that there are stakeholders who have been in the situation of 

exploring the policy in different locations, either in overseas offices, or in local offices 

with differing organisational cultures.  From the ITOrganisation case study there is 

evidence that the Business Unit Representative and Security Specialist stakeholders 

think that Adaptability is of medium importance.  These stakeholders, with the 

limited evidence available, would be the most appropriate stakeholders to use to 

assess Adaptability.   

The Business Unit Representatives have a good understanding about the differing 

requirements of the organisation, and may have had to implement, or use the 

strategic policy in differing environments.  The Security Specialist stakeholders have 

a good technical perspective to ensure that if changes were made to the strategic 

security policy, because of location differences, that these changes did not 

compromise the overall policy.  Additionally, the Security Specialist stakeholders 



 Chapter 7 

217 

could be replaced if necessary, to balance the quality assessment process, by the 

ICT Specialist stakeholders with a similar outlook on the impact of Adaptability on 

the security policy and the organisation.  Additionally use of the Legal and 

Regulatory stakeholders will allow them to assess the policy’s adaptability based on 

how variations to laws across different states or countries affect the policy. 

This characteristic may initially be hard to assess, as none of the stakeholder groups  

have specific expertise in the area.  However, after the initial implementation of the 

strategic policy in a differing location, the above stakeholder groups should be 

enabled to assess this characteristic fairly easily. 

Recommendation:  That this characteristic be included in the policy quality 

components of the strategic information security policy model and that the 

Business Unit Representative, Legal and Regulatory Department and either 

the ICT Specialist or Security Specialist stakeholder groups be involved when 

assessing the Adaptability characteristic and that training for what to look for 

within the policy should be given. 

7.2.3.2. Co-Existence 

 

Co-Existence of the security policy focuses on the ability of the security policy being 

able to exist in parallel with other organisational policies, especially when they are 

operating in satellite offices of the organisation (for example in a part of the 

organisation that was recently acquired, or in an overseas office).  This 

characteristic was important to four of the eight stakeholder groups within 

ITOrganisation, who essentially define Co-Existence as whether or not the security 

policy is complemented by other policies within the organisation.  The main issue 

here deals with how the policy is implemented within a different environment than 

the norm, and how the policy is able to co-exist with other policies in that different 

environment.  For instance some organisational policies are rewards driven 

(Schneider and Ingram 1990) whilst normally a security policy is penalty based.  The 

enabling nature of other organisational policies may cause conflicts with the security 

policy because on one hand, you are being told to be goal oriented, which entails 
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being judged on how well you do something, whilst on the other hand, you are being 

told that no you can’t do that, it contravenes security policy. 

This characteristic will be useful for those organisations that take over other 

organisations or have satellite offices, usually in overseas organisations.  

Stakeholders that will have interest in quality assessment of this characteristic would 

include those who are implementing the security policy in these satellite offices.  

This would most likely be either one of the ICT Specialist or Security Specialist 

stakeholders and could also include the Business Unit Representative stakeholders 

as they would most likely be involved with merging the operational components of 

the organisations, or could be running the overseas operations of the organisation.  

Also the Legal and Regulatory stakeholders would also have great interest in this 

aspect of policy quality to ensure that polices are valid in the different areas in which 

they are implemented. 

Recommendation:  That this characteristic is included in the policy quality 

components of the strategic information security policy model and that the 

Business Unit Representative and Legal and Regulatory stakeholders, plus 

either one of the ICT Specialist or Security Specialist stakeholder groups be 

involved when assessing the co-existence characteristic. 

7.2.3.3. Installability 

 

The Installability characteristic within ITOrganisation was utilized by six stakeholder 

groups whilst assessing quality (see Table 7.2).  The focus of the Installability 

characteristic is on the effort required to install the strategic security policy across 

the whole organisation.  As mentioned in Chapter 4, this can be accomplished 

through the use of a Meta-Policy (Baskerville and Siponen 2002) or through 

adjusting the security policy to meet the requirements of each particular 

implementation.  In particular, this focuses on ensuring that localised customs and 

culture are respected by the policy.  From the perspective of the strategic security 

policy, it must be able to accommodate the various adjustments required to ensure 

that the policy is able to be installed.  To accomplish this, it was suggested within 

ITOrganisation by Manager2_4, that it may be worth while adding appendices to the 
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strategic security policy which give guidelines for installation of the policy for specific 

locales.  This would enable each specific locale to specify divergence from the 

original policy in a manner that allows tracking and assessment of these changes. 

In assessing the Installability characteristic, a number of differing skill sets will be 

required.  Firstly, local knowledge of the environment would be required.  This could 

be provided by the Business Unit Representative stakeholders, and possibly by the 

Executive Management stakeholder group to provide some governance across the 

organisation.  Secondly, as the policy must not be compromised by any addendums, 

the Security Specialist stakeholder group should be involved.   

Recommendation: That this characteristic is included in the policy quality 

components of the strategic information security policy model, and that the 

Business Unit Representative and Executive Management stakeholder groups 

in conjunction with the Security Specialist stakeholders be involved when 

assessing the Installability characteristic. 

7.2.3.4. Replaceability 

 

Of the four Portability characteristics Replaceability is the least considered in 

assessing quality by the stakeholder groups.  Only the Business Unit Representative 

stakeholder group indicated that the policy may replace other policies and as such, 

Replaceability may need to be assessed in the quality process.  The low concern 

stakeholder groups have with Replaceability is indicative of the nature of security 

policy development in many organisations.  Security policy development is usually 

driven by the ICT area of the organisation (Henderson 1996; Fulford and Doherty 

2003), and after they are implemented, they only have precursory attention, until 

they are revisited.  Unfortunately, this revisitation takes the form of a redesign, often 

from scratch, of the security policy which then replaces the often extremely out of 

date policy.  As a result the Replaceability factor is not even considered.  If however 

there were continual revisitation of the policy through a policy development lifecycle 

(Knapp et al. 2009), the changed parts of the policy may cause stakeholders to 

reconsider the importance of Replaceability when assessing quality. 
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If development of policy is undertaken in a lifecycle and the policy is maintained, 

then a number of other stakeholders may need to be involved using Replaceability 

as a characteristic in quality assessment.  Those who need to be involved should 

have skills in the development and implementation of policy, as well as having good 

organisational knowledge about the implementation environment.  Subsequently, 

the Business Unit Representatives, and the Security Specialist stakeholder groups 

should be involved in assessing this characteristic. 

Recommendation: That this characteristic is included in the policy quality 

components of the strategic information security policy model, and that the 

Business Unit Representative and the Security Specialist stakeholder groups 

be involved when assessing the Replaceability characteristic. 

7.2.4. The Efficiency Attribute 

 

Efficiency is the second of the three quality attributes that depends on the maturity 

of the security policy development process.  At this stage, however, as stated in 

Chapter 4, thinking about security policy in this manner is rare, although some 

evidence from researchers exists that Efficiency may be important to consider 

(Kabay 1994; Wood 2005).  It is likely that as the sophistication of the development 

process increases, stakeholders are more likely to consider the Efficiency of all 

facets of strategic security policy development.  Issues such as the selection and 

wording of the security policy statements may become important as particular 

resources or time constraints may occur.  In the case studies, significant interest 

was shown in the Efficiency attribute by ITOrganisation, whilst in RetailOrganisation 

only the Security Specialist stakeholder was interested in the Efficiency 

characteristics.  Interestingly, the Efficiency attribute was not very clearly understood 

when comparing it to most of the other attributes.  Some stakeholder groups did not 

have a clear understanding about how the concept of Efficiency would apply to the 

quality of strategic security policy.  It was only after giving stakeholders examples of 

different wording of policy statements did they comprehend the issues involved.  

Figure 7.6 shows a summary of the recommendations for the Efficiency attribute. 
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Figure 7.6: Efficiency Attribute Recommendations Summary 

7.2.4.1. Time Behaviour 

 

In security policy development, the concept of designing the policy in such a way to 

have efficient Time Behaviour may one way in which to influence policy quality.  

Initially, when formulating the research framework it was thought that there would be 

little evidence that organisations would consider Time Behaviour in their 

development of security policy.  As such, it was surprising the amount of interest 

stakeholders exhibited towards Time Behaviour in the case studies (Figure 7.1), with 

four stakeholder groups, including three within ITOrganisation and one in both 

organisations having some focus on the Time Behaviour characteristic, even if this 

focus was minimal.  The main interest that one of the External Representative 

stakeholders reported was that initially a lot of time was taken to learn and 

understand the policy, before they could implement it, even though as Manager2_1 

points out, “it was done this way so that people could bond to it and some of the 

things have been incorporated from an Efficiency point of view”. 

What is clear from both case studies is that the security policy development in both 

organisations does not yet take into account the wording of the policy in terms of 

Time Behaviour.  Also, policy statements do not seem to be compared against 

similar statements, which is what Wood (2005) suggests, to try and select the best 

statements for the organisation, not only from an Efficiency perspective, but also 



Chapter 7 

222 

with Usability in mind.  If organisations get to this stage of sophistication it will be 

important that whilst attempting to maximise Time Behaviour, the integrity of the 

policy and its usability must also be maintained.  Furthermore, the measurement of 

Time Behaviour would be difficult, and a testing phase for the policy may need to be 

incorporated in order to select between policy statements in order to improve time 

Efficiency.  Those stakeholders with skills in policy development (Security Specialist) 

and skills in making use of the strategic policy (probably Business Unit 

Representatives) should be involved in the assessment of quality using this 

characteristic. 

Recommendation: That this characteristic is included in the policy quality 

components of the strategic information security policy model, and that the 

Business Unit Representative and Security Specialist stakeholder groups are 

involved when assessing the Time Behaviour characteristic. 

7.2.4.2. Resource Utilization 

 

The amount of resources required to implement, enforce, maintain and use the 

policy is described using the Resource Utilization characteristic of Efficiency.  Issues 

such as duplication of tasks (which is important to ensure that the policy is fault 

tolerant), and how the policy is enforced are issues within this characteristic’s area.  

In the case study organisations, as shown in Figure 7.1 there is limited interest in 

Resource Utilization in the assessment of security policy quality.  In ITOrganisation 

there are five stakeholder groups who consider Resource Utilization to some 

degree, with one additional interested stakeholder group being identified in both 

case studies.   

The difference in the interest shown for Resource Utilization in ITOrganisation 

versus RetailOrganisation could be attributed to the fact that RetailOrganisation 

essentially pushes the policy out to the organisation without much involvement of 

other stakeholders, whereas in ITOrganisation good involvement and awareness of 

policy is apparent.  Furthermore, when they were trained about the policy in 

ITOrganisation, stakeholder groups were vocal about issues they had with how the 
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policy would influence the ways in which they would work.  This is in line with the 

thoughts of Kabay (1994), who states that policies would be better received by 

employees if they match the ways in which they work.  In addition, there were some 

instances where the strategic policy was altered as a result of stakeholder groups 

identifying areas within the policy where it would not work in their environments, 

from both a procedural perspective and a Resource Utilization perspective.  

To adequately assess the Resource Utilization characteristic in quality assessment 

a thorough knowledge of the business practice is required, from both a high level 

within the organisation, but also at the coal face.  As such one of the Executive 

Management stakeholder, or Business Unit Representative stakeholder groups, 

along with the Security Specialist stakeholder group should be involved in 

assessment of this characteristic.  Stakeholders should look at whether or not the 

strategic security policy has a focus on efficient use of resources throughout the 

lifecycle of the policy. 

Recommendation: That this characteristic be included in the policy quality 

components of the strategic information security policy model and that the 

Security Specialist and either the Business Unit Representative or Executive 

Management stakeholder groups be involved when assessing the Resource 

Utilization characteristic. 

7.2.5. The Reliability Attribute 

 

The final attribute that depends greatly on the sophistication of the strategic security 

policy development lifecycle is Reliability.  Figure 7.7 shows a summary of the 

recommendations given for the Reliability attribute.  

This attribute has the least amount of interest from any of the stakeholder groups 

across both organisations, which may indicate a lack of understanding from 

stakeholder groups as to how Reliability is important in security policy, or could 

simply be indicative of immaturity of the organisation when dealing with the policy 

lifecycle.  The ability for the security policy to perform reliably in a consistent manner 

across the organisation may be integral to the success of the organisations security 
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program.  Failure of the organisation to ensure that consistent use of the policy is 

made, may lead to security holes being opened to the organisation.   

 

Figure 7.7: Reliability Attribute Recommendations Summary 

Stakeholder groups that should be involved in Reliability quality assessment, as 

indicated in this section, may need to be trained in the concepts of Maturity, Fault 

Tolerance and Recoverability for its importance to the generation of high quality 

security policies to be realised.   

7.2.5.1. Maturity 

 

Of all of the Reliability characteristics, Maturity is the one which indicates how 

sophisticated the organisation is in terms of policy development, and should be the 

easiest of the three characteristics to assess.  Maturity was the most discussed 

characteristic of Reliability, with interest shown by three stakeholder groups, one in 

ITOrganisation, one in RetailOrganisation and one in both organisations.  In 

Chapter 4, it was stated that indications of Maturity within a security policy are if the 

policy lifecycle had been ongoing and a number of iterations have been made, or if 

there are a decreasing number of changes being made to the security policy as a 

result of incidents (Diver 2007).  Whilst both organisations exhibit evidence of the 

latter, only in ITOrganisation is there any evidence of iterations of the policy 

lifecycle.  Also in ITOrganisation another aspect that may point to Maturity is 

present:  the strategic policy development lifecycle is at a phase now where a 
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staged implementation process is taking place, where policy categories are 

prioritised and each period (either quarterly or yearly) the highest priority is 

developed so that it becomes a rolling update.  Furthermore, the treatment of 

security policy as “guidelines” in ITOrganisation is another indicator of Maturity 

within this organisation.   

When stakeholder groups assess the Maturity of security policy, the attributes 

mentioned previously may give indications that the policy lifecycle is mature, and as 

such it is therefore likely that the policy itself is of high quality from this perspective.  

As a result, those who are undertaking the quality assessment from this perspective 

must be aware of how the policy lifecycle operates, and should be involved in the 

enforcement and incident containment areas.  Consequently, the stakeholder 

groups that should be involved with assessing Maturity include the Security 

Specialist and ICT Specialist stakeholder groups. 

Recommendation:  That this characteristic be included in the policy quality 

components of the strategic information security policy model, and that the 

Security Specialist and ICT Specialist stakeholder groups be involved when 

assessing the Maturity characteristic. 

7.2.5.2. Fault Tolerance 

 

As shown in Figure 7.1, Fault Tolerance had a poor representation of stakeholder 

groups identifying it as an important area to assess when looking at the quality of 

strategic security policy.  In fact, only the ICT Specialist stakeholder group within 

ITOrganisation showed any interest, and even then did not focus on it at all.  In 

terms of security policy the focus of Fault Tolerance is on ensuring that there is 

redundancy within the security policy (Whitman and Mattord 2005).  This 

redundancy can take many forms and could include ensuring that there are 

responsibilities clearly stated in the policy and that there is a fall back in case 

personnel are sick or leave the organisation for example.   

The low interest in Fault Tolerance as an indication of security policy quality could 

once again, be a sign that the sophistication of the security policy development 
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process is not enough to warrant interest in this characteristic, or it may be an 

indication that stakeholders believe that security policy does not need to be fault 

tolerant as the Fault Tolerance in security comes from having the right controls on 

risk and making the controls fault tolerant and security policy is only one of those 

controls (Peltier 2002; Borodzicz 2005).  Even so, assessing Fault Tolerance of 

security policy will enable stakeholder groups to determine if these controls are 

present.   

The stakeholder groups that should be involved with assessing Fault Tolerance 

need to have knowledge about the security policy and how it has been developed 

and should additionally understand how the policy statements are implemented in 

the organisation.  Ideally, based on this the ICT Specialist and Security Specialist 

stakeholders should be involved. 

Recommendation:  That this characteristic be included in the policy quality 

components of the strategic information security policy model, and that the 

Security Specialist and ICT Specialist stakeholder groups be involved when 

assessing the Maturity characteristic. 

7.2.5.3. Recoverability 

 

Recoverability, as mentioned in Chapter 4, deals with returning something to a 

normal state.  In terms of security policy quality there is no evidence in the case 

studies that supports the concept of recovery.  This is consistent with the lack of 

evidence in literature.  Certainly, however aspects that are related to Recoverability, 

such as the ability for organisation to change the security policy to prevent further 

incidents, are covered elsewhere within in the framework; in this example this would 

be covered in Changeability.  As a result, in the strategic information security policy 

quality model the characteristic Recoverability will not be included. 

Recommendation: That this characteristic be removed from the policy quality 

components of the strategic information security policy model. 
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7.2.6. The Usability Attribute 

 

Within the Usability attribute of quality three of the four characteristics had high 

levels of support for including them in the quality assessment process (see Figure 

7.1).  This is consistent with the literature that suggests that Usability is critical for 

security policy acceptance (Leinfuss 1996; BT 2004).  What is interesting here is 

that when many of the stakeholder groups initially discussed the idea of quality from 

this perspective they represented it as “understandability”.  However, as the 

concepts were further discussed it became apparent that they were looking at 

several characteristics of Usability, in addition to Understandability.  So when many 

of the stakeholders discussed “understandability”, they tended to talk about being 

able to read the policy, learn what is in it, and then put it into practice, which equates 

to the characteristics of Usability: Understandability, Learnability and Operability 

respectively.  The fourth characteristic, Attractiveness, was not considered as an 

important characteristic by any of the stakeholder groups, although there may be 

reasons for this (as discussed in the Section 7.2.6.4).  In terms of the process of 

Usability, one must understand the security policy before it can be learnt.  Once it is 

learnt then it is possible to put it into practice in day to day activities.  The first three 

characteristics Understandability, Learnability and Operability explain this concept. 

Figure 7.8 shows a summary of the recommendations given for the Usability 

attribute. 

 

Figure 7.8: Usability Attribute Recommendations Summary 
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7.2.6.1. Understandability 

 

Understandability, as suggested in Section 7.2.6, was initially used by stakeholders 

as a surrogate for the three characteristics Operability, Understandability and 

Learnability.  Further discussion with the stakeholder groups identified that whilst 

Understandability was used to describe Operability and Learnability there were still 

aspects of it that were indeed Understandability as characterised here.  For instance 

Employee2_2 stated that “Yes it is understandable, but having more information 

about why a policy is put in place would improve the Understandability”.  This is 

more at the level of Learnability, rather than Understandability.  As defined in 

Chapter 4, Understandability is the ease of comprehensibility of the policy.  That is 

can you comprehend and understand what the policy is stating. 

Unsurprisingly, as this area is strongly commented on in the literature (Warman 

1995; McMillan 1998; State of Oregon 1998; Control Data 1999; Regan 2001; Tudor 

2001; Peltier 2002), there was interest from all stakeholder groups identified in the 

cases in the Understandability of the strategic security policy when assessing 

quality.  The only stakeholder group that was inconsistent across organisations was 

the External Representative and the Legal and Regulatory stakeholders and this 

was because these stakeholders were not represented in the RetailOrganisation 

case.   

Like Suitability, it may not be appropriate to include all the interested stakeholders in 

assessing the Understandability characteristic as this would create large amounts of 

redundancy at high cost.  The appropriate stakeholders to assess Usability would 

again be a combination of technical and non technical personnel and should include 

those who must implement and abide by the policies.  This will ensure that policies 

do not use jargon and can be understood at all levels of the organisation (Warman 

1995; Diver 2007).  As such, the Business Unit Representative or User Community 

stakeholder groups and one of the ICT Specialist or Security Specialist stakeholder 

groups should be involved.  In addition it may once again be important to include the 

Human Resource stakeholder group to ensure consistency with other policies within 

the organisation.   
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Recommendation: That this characteristic be included in the policy quality 

components of the strategic information security policy model, and that one 

of the Business Unit Representative or User Representative stakeholder 

groups in conjunction with one of the Security Specialist or ICT Specialist 

stakeholders plus the Human Resource stakeholders be involved when 

assessing the Understandability characteristic. 

7.2.6.2. Learnability 

 

The ability to learn the requirements of the security policy so that it can be made 

operational was an important characteristic in quality assessment to all stakeholder 

groups except for the Legal and Regulatory stakeholders (Figure 7.1).  In terms of 

quality assessment it is important to ensure that the strategic security policy process 

enables stakeholders to learn what is right and wrong according to the policy (Kabay 

1994).  Learnability is the second step in the operationalisation of the security policy 

and is subsequently dependant on whether the quality of the policy from the 

Understandability perspective is high (Herold 2005).  If stakeholder groups are 

unable to understand the meaning of the security policy then it is unlikely that they 

will be able to learn the rights and wrongs within such a policy (Kabay 1994; 

Warman 1995).   

Within each of the organisations one of the approaches that is taken to help 

stakeholders with Learnability is to remind them of policy areas at regular intervals.  

“We pick a particular element of the policy and we say for the next fortnight, or 

whatever period we focus on that particular item, and we tell people that we are 

going to do it, giving them warning, then we start enforcing it” (Manager2_1).  This is 

indicative of both of the organisations and is consistent with awareness training 

conducted in organisations (Siponen 2000a; Whitman and Mattord 2005).  

Because of this dependence on Understandability, and for the same reasons argued 

within the Understandability characteristic the stakeholders that should be involved 

in the assessment of quality from this perspective are the same.  One of the ICT 

Specialist and Security Specialist stakeholder groups and one of the User 



Chapter 7 

230 

Community or Business Unit Reprehensive stakeholder groups, and the Human 

Resource stakeholder group should be involved in assessing Learnability in the 

quality process. 

Recommendation: That this characteristic be included in the policy quality 

components of the strategic information security policy model, and that either 

the Security Specialist or ICT Specialist stakeholder groups in conjunction 

with either the Business Unit Representative or User Representative 

stakeholders plus the Human Resource stakeholders be involved when 

assessing the Learnability characteristic. 

7.2.6.3. Operability 

 

Each of the stakeholder groups, to varying degrees across the case study 

organisations, focused on the utility of the strategic security policy with regard to the 

ability of stakeholders being able to put it into practice.  In ITOrganisation, all 

stakeholder groups perceived the Operability characteristic as important to include 

in quality assessment.  Within RetailOrganisation though, only the Executive 

Management, Business Unit Representatives and User Community stakeholder 

groups agreed.   

For this area it is apparent that stakeholder groups are taking a somewhat simplified 

view of Operability, mainly focusing on whether the policy requirements can be 

implemented by the differing stakeholder groups.  As the sophistication of the 

process increases, stakeholders should extend this perspective to look at whether or 

not strategic security policies are structured in a psychologically sound manner so 

that from a psychological perspective there is a match with policy statement to the 

way that stakeholders work, as suggested by Kabay (1994).  Additionally, it is 

important for the policy to be designed in such a manner that it is enforceable within 

the organisation.  If policy statements are ambiguous or not worded carefully then it 

is likely that the policy would become unenforceable.   

Given that all stakeholders have identified this area as important in assessing 

quality, it is clear that there must be a compromise for time and cost reasons as to 
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which stakeholders should be assessing Operability.  The skills required to assess 

Operability include psychology, and understanding of the intricacies of the policy 

and good low level business knowledge.  Ideally there needs to be three 

stakeholders with this responsibility, and because of the psychology background of 

HR, this may be a prime candidate for inclusion, along with either the Business Unit 

Representative or User Community stakeholder groups, and either the ICT 

Specialist or Security Specialist stakeholder groups. 

Recommendation: That this characteristic is included in the policy quality 

components of the strategic information security policy model, and that either 

the Security Specialist or ICT Specialist stakeholder groups in conjunction 

with one of the Business Unit Representative or User Representative 

stakeholders plus the Human Resource stakeholders are involved when 

assessing the Operability characteristic. 

7.2.6.4. Attractiveness 

 

The concept of Attractiveness was not thought of as important to consider in the 

quality assessment by any of the stakeholders from either organisation, although 

within the contextual interviews in Section 4.4.1.6.5, the value in the Attractiveness 

characteristic could be seen.  As stated earlier in this section, stakeholders tended 

to be more concerned with the Understandability of the written strategic policy 

document, rather than if it looked good.  A co-dependency between Attractiveness 

and Understandability is apparent as some stakeholders may have a better 

understanding if the document is presented in an attractive manner.  As the 

organisations become more intranet dependant, the Attractiveness characteristic 

may become more significant as importance will need to be placed on how the 

policy document “looks” to the stakeholders when it is distributed and available in 

electronic form.   

Having the strategic security policy in an electronic form using HTML may diminish 

one of the criticisms that some stakeholders have of current policy documents, the 

lack of concrete examples (Thomson and von Solms 1998).  Ensuring that electronic 

distribution and availability of strategic security policy takes place in an organisation 
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will enable them to provide stakeholders with a nice interface, showing many 

multimedia examples to aid the understanding, Learnability and Operability of policy.  

If this occurs then the Attractiveness criteria within the Usability factor of quality may 

become important to a number of stakeholder groups. 

To then assess the Attractiveness characteristic, those who are involved with using 

the policy, along with those developing policy and training personnel in its use 

should be included in assessing its quality.  Consequently the User Community, 

Human Resource and Security Specialist stakeholder groups should have the 

responsibility of assessing Attractiveness. 

Recommendation: That this characteristic be included in the policy quality 

components of the strategic information security policy model and that the 

Security Specialist, User Representative and the Human Resource stakeholder 

groups be involved when assessing the Attractiveness characteristic. 

7.2.7. The Compliance Attribute 

 

The final attribute of the quality model is Compliance.  This attribute is different from 

the other attributes as it plays an overarching role within which each of the other 

attributes must sit.  As such, it is probably the most important attribute and is also 

the one attribute that should obviously be found within organisations (Barman 2002; 

Anand 2008).  All stakeholder groups except for the External Representatives 

identified Compliance as an important attribute to consider with the quality 

assessment (See Figure 7.1).  This means that a high proportion of stakeholder 

groups are interested in ensuring that the strategic security policy is compliant with 

legislative rules, standards or organisational dictums.  This directly confirms recent 

research that suggests that security policy exists within an organisation partly for 

compliance reasons (Borreson Caruso 2003; Volonino et al. 2004; Ezingeard and 

Bowen-Schrire 2007; Knapp et al. 2009).  Subsequently, stakeholders who have 

governance roles in the organisation along with the organisations legal team are 

likely to be important to consult in assessing compliance of policy.  
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As shown in Figure 7.1, there were higher levels of interest from the Security 

Specialist, Legal and Regulatory, ICT Specialist, Human Resource and Business 

Unit Representatives, with medium interest from Executive Management 

Stakeholders.  This is unsurprising as these stakeholder groups tend to have 

positions where their responsibilities include regulatory or organisational 

compliance, and failure to comply may mean the organisation suffers, or even may 

result in criminal investigations.  The User Community stakeholder had limited 

interest in this area, and their interest may be a factor of cross stakeholder group 

dependencies, and past experience.  In considering the effectiveness and cost of 

having so many constituents involved in assessing this characteristic of Compliance, 

inclusion of fewer stakeholder groups may be a better use of company time.  

Therefore when assessing Compliance of strategic information system security 

policies, a simplified approach involving four stakeholder groups is recommended 

including: the Security Specialist or ICT Specialist plus the Human Resource, Legal 

and Regulatory, and Executive Management Stakeholders. 

Recommendation: That this characteristic be included in the policy quality 

components of the strategic information security policy model, and that either 

the Security Specialist or ICT Specialist plus the Human Resource, Legal and 

Regulatory and Executive Management stakeholder groups be involved when 

assessing the Compliance attribute. 

7.2.7.1. Summary of the Compliance Attribute 

In summary, Figure 7.9 summarises the recommendations given for the Compliance 

attribute. 

  

Figure 7.9: Compliance Attribute Recommendations Summary 
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7.3. Multiple Constituency Based Quality Assessment 
Components 

This section takes the above findings (Section 7.2) from a constituency perspective 

and describes for each constituency which quality components should be used in 

the assessment of security policy quality based.  As the discussion about the quality 

components that should be assessed by each stakeholder group is undertaken in 

this section, it is important to revisit the concept of a stakeholder group and the role 

that the individual may play.  As discussed in Section 4.3 each of the individuals 

assessing the security policy quality may be able to do so whilst residing in any 

number of the identified stakeholder roles.  As a result when the physical 

assessment of quality assessed will be important to identify which roles the 

individual plays within the organisation.   

For example a manager within the marketing arm of an organisation may be able to 

play a role in the organisation as a Business Unit Representative whilst also playing 

a role within the User Community stakeholder group.  Thus when they assess 

quality, it should be from both of these perspectives, and the quality components 

identified in the subsequent sections of this chapter for those two stakeholder roles 

would form the basis for their assessment of policy quality.  It is therefore possible 

that relatively few individuals will be involved in the assessment process to obtain a 

good understanding of quality from all the multiple stakeholder perspectives. 

A summary of each of the roles and the quality components suggested to be 

assessed for each role is presented at the end of this section and is summarised in 

Figure 7.10. 
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Figure 7.10: Security Policy Quality Components with Stakeholders 

7.3.1. User Community Stakeholder Role 

As stated in Section 4.3.1, the User Community stakeholder role encompasses 

those people who are subject to the application of the strategic information security 

policy of the organisation, or who would be required to make use of the security 

policy in some capacity; for instance to write other policies and procedures (Warman 

1992; Szuba 1998; Diver 2007).  This stakeholder role would mainly be concerned 

with the Usability of the security policy, but would also need to assess its 

Completeness from their perspective.  As recommended in Section 7.2 and shown 

in Figure 7.11 this stakeholder group should assess quality from the Completeness 

and the Attractiveness perspectives, and they, or the Business Unit Representative 

stakeholders would also consider Operability, Understandability and Learnability in 

the quality assessment process. 



Chapter 7 

236 

 

Figure 7.11: Policy Quality Components Assessed by the User Representative 
Stakeholders 

7.3.2. Legal and Regulatory Stakeholder Role 

The Legal and Regulatory stakeholder role has a focus on the Compliance of the 

organisations policies to the relevant regulations and legislation.  They help to 

determine whether the policies cover the organisation from a legal perspective and 

ensure that there is nothing against the law within the policy.  This has become 

more critical in recent times with many legislative controls mandating that 

organisations have security policies (Sipior and Ward 2008; Knapp et al. 2009).  

These stakeholders may come from an internal legal group, from an external legal 

firm, and could also come from the executive group within the organisation, where 

one of the members had a legal background, or a particularly strong interest in the 

area.  As shown in Figure 7.12, the main areas where this stakeholder would need 

to assess policy quality are in the areas of Compliance, Suitability, Interoperability, 

Adaptability and Co-Existence. 
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Figure 7.12: Policy Quality Components Assessed by the Legal and 
Regulatory Stakeholders 

In some organisations, especially in small and some medium sized organisations, 

this stakeholder group may not be present.  In these cases it will be important that 

other stakeholders in the organisation look at the quality components that would 

normally be assessed by this stakeholder.  This would usually become the purview 

of the Executive Management stakeholders where Legal and Regulatory 

stakeholders are absent. 

7.3.3. ICT Specialist Stakeholder Role 

The ICT Specialist stakeholder role essentially encompasses those that run and 

control the day to day operation of the organisations information technology 

infrastructure.  As a consequence it is often left to the ICT Specialist stakeholders to 

implement the strategic information security policy from a technical perspective 

throughout the organisation.  The implementation may include drafting various 
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controls and writing operational level security policies in conjunction with the 

Security Specialist stakeholders (Barman 2002; Peltier 2002).   

As this stakeholder role is involved with the implementation of the strategic 

information security policy, they have a number of areas of policy quality that will 

need to be assessed (Figure 7.13).   

 

Figure 7.13: Policy Quality Components Assessed by the ICT Specialist 
Stakeholders 

To ensure an equitable workload and to increase the efficiency of the quality 

assessment process, a number of the quality components could either be assessed 

by this stakeholder group, or by the Security Specialist stakeholders.  These include 

the areas of Compliance, Suitability, Security, Stability, Changeability, Adaptability, 

Co-Existence, Operability, Understandability and Learnability.  In practice it would 

be expected that the ICT Specialists take on some of these areas and leave the rest 

to the Security Specialists in order to share the quality assessment of these areas.  
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In addition to these “shared” quality components, the ICT Specialists would also 

focus on the Completeness, Accuracy, Analysability, Testability, Maturity and Fault 

Tolerance quality components. 

The ICT Specialist stakeholder role is almost certain to have some level of presence 

within all medium and large organisations and possibly within smaller organisations.  

There is also most likely to be overlap between some of the individual stakeholders 

in this group and with the Security Specialist stakeholder group. 

7.3.4. Security Specialist Stakeholder Role 

The Security Specialist stakeholder’s role within the organisation is to define and to 

enforce the security within the organisation (Whitman and Mattord 2005; Dhillon 

2007).  This includes the development of the organisations strategic information 

security policy.  Their focus is on the protection of the organisations assets from 

unauthorised intentional or unintentional misuse and ensuring that employees are 

aware of their responsibilities regarding the organisations information assets.  This 

stakeholder is often the driving force behind the organisations security efforts.  As 

shown in Figure 7.14, this stakeholder has involvement in assessing the majority of 

the quality components.  This is partly because they are the main authors of the 

policy, but it also is a consequence of their job purview within the organisation.   

As can be seen in Figure 7.14 the Security Specialists main non shared quality 

components include Completeness, Accuracy, Interoperability, Analysability, 

Testability, Installability, Replaceability, Time Behaviour, Resource Utilization, 

Maturity, Fault Tolerance and Attractiveness.  Each of these components should be 

assessed in the quality evaluation by the Security Specialist stakeholders based on 

their understanding of the security policy.  Additionally, they may look at some of the 

other components (dotted boxes) where the ICT Specialist does not undertake their 

assessment.  Planning and communication between the ICT Specialist and the 

Security Specialist Stakeholders is needed to ensure that these quality components 

are assessed by either of the two stakeholders. 

 



Chapter 7 

240 

 

Figure 7.14: Policy Quality Components Assessed by the Security Specialist 
Stakeholders 

7.3.5. Human Resource Stakeholder Role 

The focus on the Human Resource stakeholder role is on the management of the 

employees within the organisation.  They are concerned with employee wellbeing 

and sometimes have an enforcement role within the organisation to ensure 

compliance with the various organisational policies (Anderson Consulting 1999).  As 

such they have a major role in ensuring that all policies within the organisation are 

compatible, and that they comply with organisational directives.  Human Resources 

usually will also be the group that organises training within the organisation, 

including induction, where employees are made aware of the various policies in the 

organisation.  In this process employees will be made aware of their roles and 

responsibilities dealing with the organisations policies, including the security policy.  

Figure 7.15 shows that the main areas Human Resources stakeholders would focus 

on in the assessment of security policy quality are within Compliance and all of the 
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Usability characteristics.  Initially it was thought that this stakeholder role could also 

assess Co-Existence and Interoperability as they do deal with large numbers of 

organisational policies, but this was rejected to improve the efficiency of the 

assessment process (these two characteristics are already being assessed by three 

or more stakeholders). 

The major issue for small to medium sized organisations when dealing with the 

Human Resource stakeholder role is that it may not exist in many of these sized 

organisations.  When this occurs it is important to ensure that the other stakeholders 

assessing these quality components are present and do that these under 

consideration. 

 

Figure 7.15: Policy Quality Components Assessed by the Human Resource 
Stakeholders 
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7.3.6. Executive Management Stakeholder Role 

The most influential stakeholder role within the organisation is the Executive 

Management stakeholders.  This stakeholder role focuses on the strategic direction 

of the organisation as well as on its daily operations (Abrams and Podell 1995).  

There is a high degree of interest in ensuring that the organisation runs efficiently 

within the bounds of the law (Volonino et al. 2004).  As such the governance of the 

organisation is a high priority, as is the ongoing viability of the organisation. 

The concerns of the Executive Management stakeholders are apparent in Figure 

7.16, which shows their high interest in the Functionality quality attribute and also in 

Installability, Resource Utilization and Compliance, which are all areas that would be 

of concern to the ongoing viability of the organisation.   

 

Figure 7.16: Policy Quality Components Assessed by the Executive 
Management Stakeholders 
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In the case of Suitability and Resource Utilization, the responsibility of these areas 

of quality assessment could alternatively be assessed by the Business Unit 

Representatives who may have a better understanding of these concepts at the coal 

face of the organisation.   

The Executive Management stakeholder role will always exist in all organisations.  It 

is important to remember that there will likely be some widely differing agendas 

present within this stakeholder role so it would be important to gain different 

stakeholder assessments of these areas to ensure that an overall picture of how to 

improve the quality of policy from these perspectives can be made. 

7.3.7. Business Unit Representative Stakeholder Role 

The Business Representative stakeholder role provides perspectives from the 

different functional areas of the organisation and would be made up of management 

representatives from the different organisational departments.  The role of the 

Business Unit Representative stakeholders is to provide the relevant business 

knowledge to the quality assessment process so that the security policy can be 

assessed from the perspective of this knowledge (Baskerville 1988a; Warman 

1992).   

Figure 7.17 shows that there are a number of areas from which this stakeholder role 

should assess strategic security policy quality.  The major area in which this 

stakeholder will be useful to assess quality is in the Portability attribute.  The 

reasoning for this is that this stakeholder group will have representatives of the 

different parts of the organisation, including those that are overseas, or have been 

merged into the organisation and thus will have important information dealing with 

the impact of implementing the strategic security policy in their areas from a 

business perspective (the technical perspective would be covered by either the ICT 

Specialist or Security Specialist).   

In addition to Portability, this stakeholder role should also assess security policy 

based on the quality components Accuracy, Interoperability, Stability, Changeability 

and Time Behaviour.  For the Suitability and Resource Utilization characteristics the 

Business Unit Representative stakeholders or the Executive Management 

stakeholder group should assess policy quality.  Also, the User Community or the 
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Business Unit Representative stakeholders should assess policy quality based on 

the Operability, Understandability and Learnability characteristics of Utility.  

 

Figure 7.17: Policy Quality Components Assessed by the Business unit 
Representative Stakeholders 

This stakeholder will be available within all but the smaller organisations, and care 

should be taken where overlap exists where more than one stakeholder can assess 

a quality component that there is a clear understanding between stakeholder groups 

as to what they are responsible to assess so that none of the components are 

overlooked. 

7.3.8. External Representative Stakeholder Role 

The External Representative stakeholder role was only represented in the 

ITOrganisation case study.  It was clear within this case study that whilst the 

External Representative stakeholders had views about the quality of the policy, they 

were particularly focused on the relationship that the External Representative had 
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with the organisation.  This is problematic as when different external stakeholders 

are used their perspective will be focused on different areas depending on that 

organisational relationship.  Furthermore, it could be argued that one of the main 

things that the External Representative requires from the organisation is for the 

organisation to keep their information, whether it be customer details or supplier 

ordering statistics, secure.  As such the main component that the External 

Representative stakeholders would want to have is that the organisation has a 

security policy, rather than the quality of the security policy. 

There are some exceptions to this.  For instance, it is common for an organisation to 

hire an external consultant to conduct an audit of security within the organisation.  In 

this case the External Representative (consultant) has specific things that they will 

be looking for in the security policy.  This would most likely be the extent to which 

the organisations security practices match those described in various security 

standards, and may also focus on the organisation’s rules and compliance with 

relevant legislation.  

As a result, it will be impossible without prior knowledge of the goals of the External 

Representative to adequately determine both their involvement with the policy 

quality assessment process, and what quality components that this stakeholder 

group may need to assess.  Therefore no recommendations will be made regarding 

the quality components for this stakeholder.  Furthermore, whilst no formal quality 

components are listed it is important to still include this stakeholder in the quality 

assessment process as they will provide input to the process.  When these 

stakeholders are identified and do get involved with security policy then the criteria 

on which they should assess policy quality will then need to be determined.   

7.3.9. Public Relations Stakeholder Role 

The one missing constituency from each of the case studies is the Public Relations 

stakeholder role.  Anderson Consulting (1999) suggested that the Public Relations 

stakeholder would be useful to involve in security to protect the organisation from 

poor media.  Whilst this does make some sense, the organisations studied did not 

have a formal Public Relations area (although ITOrganisation had a marketing 

department) and little information could be gained on the viability of this stakeholder 

group within a quality assessment process for security policy.  Reasons for the 

absence of this stakeholder group may be that the sizes of the organisations studied 
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were not large enough to warrant a Public Relations department, or perhaps the 

type of industries studied (ie Retail and Information Technology) meant that a Public 

Relations department was not present.  

Evidence from the security experts interviewed for the initial evaluation and 

refinement of the research model in Chapter 4 indicated that Public Relations 

stakeholders would be important in the development process, as they would 

determine whether the image of the organisation was not tarnished by the security 

policy, and would have a sign off responsibility for this.  Given this the most likely 

quality component to be considered by this stakeholder group would be the 

Suitability of the policy for the organisation.  Further research will need to be 

conducted to determine whether Suitability is the only quality component that this 

stakeholder will use in quality assessment. 

7.3.10. Summary 

This analysis has demonstrated that seven stakeholder groups are required to 

assess the quality of strategic information security policy.  Within a formal 

assessment of policy, each of these groups would assess a subset of the policy 

quality components identified.  Figure 7.18 shows a summary of the quality 

components with the stakeholder groups listed as being responsible for each quality 

component.  It should be noted that whilst the Public Relations stakeholder is 

represented in this figure, there is insufficient evidence from the case studies as to 

the utility of this stakeholder in the quality assessment process.  Furthermore as 

discussed in Section 7.3.8, it is difficult to identify the quality criteria that the External 

Representative will assess, as there is such a diverse background and aims of this 

stakeholder group that the identification of quality components for each External 

Representative stakeholder will be determined as they become involved with the 

policy development lifecycle. 

It is important to remember that whilst it is possible to get all stakeholders to assess 

all quality components this would be an inefficient process and a number of 

stakeholders would have no interest in many of the components.  Through 

identifying which components stakeholders should look at, the amount of overlap 

has been reduced and thus the efficiency of the evaluation process should have 

been improved.  One consequence of this is that during the evaluation it is important 

that there is some overlap to account for differing opinions of the level of quality the 
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policy displays.  Subsequently it is important for the overlap to remain to maintain 

the diversity of possible responses.   

 

Figure 7.18: Security Policy Quality Components with Stakeholders 

The next section incorporates the outcomes of this section and stipulates where in 

the development process that stakeholder groups assess the components of quality 

for which they are responsible. 

7.4. Link between quality framework and policy lifecycle 

In this section the mapping between the final security policy quality components 

presented in Section 7.3.10 and the security policy lifecycle presented in Section 

4.4.1.8 is undertaken.  Additionally, insight into the security policy lifecycle will be 

gained by identifying how the organisation case study sites performed security 

policy development.  In merging these two components the identification of when 

Functionality (1,2,3,5,6,7)

Reliability (5,7) Usability (2,3,4,5,7)Efficiency (1,2,7)

Portability (1,2,5,6,7)Maintainability (2,5,7)
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Accuracy (1,2,5,7)

Interoperability (1,2,6,7)

Security (1, 5 or 7)

Maturity (5,7)
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Learnability (2 or 3,4,5 or 7)

Understandability 
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Operability (2 or 3,4,5 or 7)Time Behavior (2,7)
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Testability (5,7)
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Completeness (1,3,5,7)
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1.Executive Management
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9.Public Relations 
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stakeholders are involved in the policy development process, and at which stages of 

this process stakeholders should assess quality can be completed.  This will also 

include determining which quality components should be assessed at which stage of 

policy development. 

7.4.1. Stakeholder Involvement in the Development Lifecycle 

In Section 4.4.1.8, the terms Assess, Plan, Deliver and Operate were used to 

describe the lifecycle of security policy development.  Subsequently in Chapter 5 

and Chapter 6, it was found that even though the organisations did not have a 

formalized approach to security policy development, their individual approaches 

could be described within this development framework.  As such, this framework 

was used to define the approaches used by each of the case organisations, and is 

used within this section to help to highlight were stakeholders are already involved in 

the development process.  This then leads to Section 7.3.2 which indicates where 

stakeholders should be assessing policy quality within the policy development 

lifecycle.   

In Section 4.4.1.8 it is noted that whilst stakeholder involvement is mentioned within 

the lifecycle development processes described (Bayuk 1996; Rees et al. 2003; 

Knapp et al. 2009) there is no research that indicates specifically where 

stakeholders are utilised, or what they do when they are utilised in the development 

process.  Subsequently it was necessary to get preliminary information from the 

security experts interviewed in the initial cycle of validation and refinement of the 

research model.  Data from the case studies was also collected about security policy 

development and was mapped onto the main four main stages of Assess, Plan, 

Deliver and Operate. Additionally, the involvement of stakeholders within these 

stages was identified.  A combined list of results from the security experts and the 

case studies of stakeholder involvement in policy development can be seen in Table 

7.1.   

From Table 7.1 it is clear where stakeholders are already involved with the policy 

development process, and what types of responsibilities that they have within this 

process.  The next section of this chapter discusses the implication on quality 

assessment by the various stakeholders based on their involvement in the security 

policy development lifecycle.   
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Table 7.1: Stakeholder Involvement in the Development Lifecycle 

Development 
Stage 

Stakeholders Roles 

Assess Legal and Regulatory 
Department 

Drive new initiatives from a legislative 
perspective 

Security Specialists Push new initiatives from a technical 
perspective, assess risk 

ICT Specialists Assess risk 

Plan Business Unit 
Representatives 

Determine requirements, assess 
organisational fit, provide feedback on final 
policy document 

Executive Management Sign off, gauge impact on business, review 
final policy document 

Human Resources Ensure enforcement is possible 

ICT Specialists Technical fit, review draft policy document, 
organisational fit, feedback 

Legal and Regulatory 
Department 
 

Check policy is within legal bounds, ensure 
liability is covered, ratification of policy 

 Public Relations Is image of organisation shown in policy ok, 
also signoff 

Security Specialists 
 

Security and technical fit, develop policy, 
review draft policy document 

Deliver Human Resources Induction (including in security policy) 

Business Unit 
Representatives 

Responsible for “reminding” employees 

ICT Specialists Assess technology fit 

User Community Feedback in terms of appropriateness of 
policy, impact on work, usability 

Security Specialists Policy training for employees 

Operate Security Specialists Monitor policy, identification of new 
requirements 

ICT Specialists Monitoring security 

Legal and Regulatory 
Department 

Internal audit 

External Representatives Auditing of security (including policy) 

 

7.4.2. Quality Assessment in the Policy Development Lifecycle 

In the previous section a list of when stakeholders are involved within the security 

policy development lifecycle is produced from the evidence gained from the 
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contextual interviews conducted within Chapter 4 and from the two case study 

organisations.  From a quality assessment perspective, it is logical to envision that 

when stakeholders are actively involved with the policy lifecycle may also be the 

best time for them to formally assess policy quality.   

In many cases, the roles that stakeholders play in the development process help to 

dictate those quality components that are assessed by the stakeholders.  Table 7.2 

on page 251 shows a summary of which quality components should be assessed by 

which stakeholders during which stages of policy development.  This table has been 

produced through mapping the quality components for stakeholders identified in 

Section 7.3 onto the policy development lifecycle shown in Table 7.1. 

7.5. Conclusion 

In this chapter the research model presented in Chapter 4 is validated and refined 

through the insights gathered within the case studies presented in Chapter 5 and 

Chapter 6, and a multiple constituency based Strategic Information Security Policy 

Quality Model has been produced.   

The model contains the following components: 

 The list of policy quality criteria 

 The list of constituents, 

 The identification of which constituents assess which areas of policy quality, 

and  

 The identification of when constituents should be involved within the policy 

development lifecycle, their type of involvement, and what they should policy 

quality assessment should take place at each stage of the lifecycle. 

In the next chapter, the conclusion, a summary of the research is presented along 

with the impact of this research on practice and academia. 
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Table 7.2: Assessment of Quality Components in the Development Lifecycle 

Development 
Stage 

Stakeholders Roles Quality Component To Assess 

Assess Legal and 
Regulatory 
Department 

Drive new initiatives from a 
legislative perspective 

Suitability, Compliance, Interoperability, Co-existence 

Security Specialists Push new initiatives from a 
technical perspective, assess risk 

Suitability, Completeness, Accuracy 

ICT Specialists Assess risk Suitability, Completeness, Accuracy 

Plan Business Unit 
Representatives 

Determine requirements, assess 
organisational fit, provide 
feedback on final policy 
document 

Suitability, Accuracy, Interoperability, Stability, 
Changeability, Adaptability, Co-existence, 
Installability, Replaceability, Time Behaviour, Resource 
Utilization, Operability, Understandability, 
Learnability 

Executive 
Management 

Sign off, gauge impact on 
business, review final policy 
document 

Completeness, Suitability, Accuracy, Interoperability, 
Security, Installability, Resource Utilization, 
Compliance 

Human Resources Ensure enforcement is possible Compliance 

ICT Specialists Technical fit, review draft policy 
document, organisational fit, 
feedback 

Suitability, Completeness, Accuracy, Security, 
Analysability, Stability, Changeability, Testability, 
Adaptability, Co-existence, Maturity, Operability, 
Understandability, Learnability, Compliance 

Legal and 
Regulatory 
Department 

Check policy is within legal 
bounds, ensure liability is 
covered, ratification of policy 

Suitability, Compliance, Interoperability, Adaptability, 
Co-existence 

Public Relations Is image of organisation shown in 
policy ok, also signoff 

Suitability 

Security Specialists Security and technical fit, develop 
policy, review draft policy 
document 

Completeness, Suitability, Accuracy, Interoperability, 
Security, Analysability, Stability, Changeability, 
Testability, Adaptability, Co-existence, Installability, 
Replaceability, Time Behaviour, Resource utilization, 
Maturity, Operability, Understandability, 
Attractiveness, Compliance 

Deliver Human Resources Induction (including in security 
policy) 

Operability, Understandability, Learnability, 

Business Unit 
Representatives 

Responsible for “reminding” 
employees 

Operability, Learnability 

ICT Specialists Assess technology fit Suitability 

User Community Feedback in terms of 
appropriateness of policy, impact 
on work, usability 

Completeness, Operability, Understandability, 
Learnability, Attractiveness 

Security Specialists Policy training for employees Operability, Understandability, Attractiveness 

Operate Security Specialists Monitor policy, identification of 
new requirements 

Fault Tolerance 

ICT Specialists Monitoring security Fault Tolerance 

Legal and 
Regulatory 
Department 

Internal audit Compliance 

External 
Representatives 

Auditing of security (including 
policy) 

Completeness, Compliance 
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CHAPTER 8.  
SUMMARY AND CONCLUSIONS 

8.1. Introduction 

This final chapter gives a summary of the research conducted and answers for each 

of the research questions.  It then summarises the key findings of the research and 

discusses its impact on industry and academia.  Finally the chapter indicates the 

limitations of the research along with future research opportunities in this area. 

8.2. Summary of Work 

Organisations use a number of security controls to protect the organisation.  

“Undoubtedly, the singularly most important of those controls is the information 

security policy” (Hone and Eloff 2002a, p. 402).  Security policy plays a critical part 

in an organisations security program, yet it is the tenet of this thesis that the quality 

of information security policy is not being sufficiently addressed by organisations.  

As such, an organisation’s security program as a whole may be affected.  Therefore, 

this topic is critical to our understanding of how organisations can reduce security 

incidents and holistically improve information security. 

The primary contribution of this research is a systematic, comprehensive and 

efficient approach to improving the quality of information security policy in 

organisations: 

1. Systematic:  This research identifies the quality components that are 

assessed by particular constituencies during particular phases of policy 

development.  This systematic approach will allow organisations to plan the 

improvement of the quality of their information security policy. 

2. Comprehensive:  This research formally recognizes and involves all relevant 

stakeholders within the quality assessment process.  Previously 

organisations adopted an informal approach in contacting and eliciting views 

from some stakeholders and relied on a document review process and 

awareness training. 

3. Efficient:  This research manages the quality process efficiently by planning 

which components each constituent group assesses, whilst having sufficient 
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overlap of factor and characteristic assessments to show differences 

between constituent groups and to provide redundancy. 

Whilst there is a fairly rich literature base for security policy development (Rees et 

al. 2003; Wood 2005; Siponen and Iivari 2006; Kadam 2007; Wahsheh and Alves-

Floss 2008; Knapp et al. 2009) and organisational security (Hassler 2001; Whitman 

and Mattord 2005; Slay and Koronios 2006; Ciampa 2007; Dhillon 2007; Raval and 

Fichadia 2007) the area of security policy quality is neglected in the literature.  Given 

there is minimal literature on this topic, it appears that there may not have been any 

substantial research into the quality of information security policies in the past.   

Compounding this is that traditional security policy development methods also do 

not have any formalised quality assessment as part of their approaches.  

Consequently, in this dissertation it is argued that there is a need to formalise the 

quality assessment process for strategic information security policy by including 

quality assessment as part of security policy development.  Whilst quality may be 

improved from a process perspective through implementing a policy development 

lifecycle approach (ISO/IEC 2005a), these approaches assume that if the process is 

followed then the resulting strategic security policy will be of high quality.   

As there was little literature regarding assessment of security policy quality, further 

research was conducted into quality assessment in other fields and, as a result, the 

fields of data model quality and software development quality were identified as 

having some synergies with security policy quality.  Quality assessment factors have 

been used from these fields in this research.   

Additionally, whilst much is said about the use of different stakeholders in the 

security policy development literature, their inclusion within a quality assessment 

process is not mentioned.  It was identified that to enable a more comprehensive, 

successful, quality assessment of security policy within an organisation that a 

number of stakeholders or constituents would be required to assess the policies, 

from their particular perspectives within the organisation.  Consequently, multiple 

constituency theory (Connolly et al. 1980) was utilised to help understand the 

influence of multiple stakeholders in quality assessment.   

These areas were synthesised to form a research model for strategic information 

security policy quality assessment (see Chapter 4).  This research model 
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encompasses three main areas: a set of policy lifecycle steps, a list of stakeholder 

types and a list of policy quality components.  It is used in a set of contextual 

interviews with four security experts to gain evidence from practical experience to 

embed the theoretical model in practice and to validate and refine the research 

model.  

Two in-depth revelatory case studies were conducted to address the issue of 

whether or not policy assessment is conducted within organisations, and to 

determine how policy assessment takes place.  The results of the case studies were 

used to validate and refine the research model developed in Chapter 4 to produce a 

multiple-constituency based strategic information security policy quality model (see 

Chapter 7).  The model is used to specify the involvement of stakeholder groups in 

the formal quality assessment of security policy, identifying which areas of quality 

each group should assess and when in the development lifecycle they should be 

assessed.  Whilst in this research this model is specifically applied to strategic 

information security policy, it is likely that it could also be applied to other information 

security policies, such as acceptable use, or information classification policies within 

organisations. 

The contributions of this work are listed below (these are discussed in full in Section 
8.4): 

1. This research has demonstrated that a multiple constituency approach is 

effective for information security policy assessment 

2. This research has developed a set of quality components for information 

security policy quality assessment 

3. This research has identified that efficiency of the security policy quality 

assessment process is critical for organisations 

4. This research has formalised security policy quality assessment within policy 

development 

5. This research has developed a strategic information security policy quality 

model 

6. This research has identified improvements that can be made to the security 

policy development lifecycle 
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8.3. Research Questions 

This section answers the research questions.  The research questions proposed 

are: 

How can multiple constituency quality assessment be used to improve 

strategic information security policy? 

i. What components are addressed by constituents to determine the 

quality of strategic information security policy? 

ii. How do organisations assess the quality of strategic information 

security policy? 

iii. How can organisations improve strategic information security policy 

through multiple constituency involvement in quality assessment? 

In answering these questions, this research has produced the following in 

chronological order (main aspects are bolded): 

 An analysis of security policy development methods 

 A research model consisting of: 

o A model of security policy quality factors and their 

characteristics, that allows organisations to focus their quality 

assessment 

o A model of stakeholder types that should be consulted in security 

policy quality assessment that can be used by organisations to gain 

cross departmental, security policy quality assessments 

o A process model of generic policy steps that encompass many of 

the security policy development methodologies, that can be used by 

organisations to guide them through the security policy development 

process  

 A set of contextual interviews to initially refine the research model.  These 

help to embed the theoretical model in practice (Holtzblatt and Jones 1993; 

Beyer and Holtzblatt 1998; Holtzblatt et al. 2005). 

 Two revelatory case studies that allow the research model to be validated 

and refined to produce a strategic security policy quality model. 

 A cross-case analysis that identifies the linkages between which 

stakeholders should be involved with security policy quality assessment, 
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when they should be undertaking this assessment and which of the criteria 

and characteristics of security policy quality they need to assess. 

o Demonstrated that the maturity of the security policy development 

process within the case organisations was at different levels, and was 

not yet at a stage where some of the security quality factors and 

characteristics were appropriate to assess. 

o Demonstrated the importance of the Portability factor for those 

organisations where they may operate in a multinational environment, 

or where recent acquisitions or mergers have taken place 

In the process of validating and refining the research model a strategic security 

policy quality model was developed consisting of: 

 A model of quality factors and characteristics which can be used by 

organisations to drive their quality assessment process for each stakeholder 

 A model of stakeholder involvement in security policy quality assessment, 

which can be used by organisations to drive quality assessment for each 

stakeholder. 

 A model of security policy development that outlines which constituent 

groups should be involved in development and quality assessment and 

which quality items that they should be assessing.  This will be useful for 

organisations as it will focus the quality assessment process and reduce the 

overlap between constituent groups assessing the same aspects of quality of 

the strategic policy.  It will also help to ensure that all aspects of quality 

important to the organisation are assessed. 

The three sub-questions proposed will now be answered before the main research 

question is addressed. 

 What components are addressed by constituents to determine the 

quality of strategic information security policy? 

The quality of an organisation’s information security policy can be assessed by 

determining the extent to which the policy adheres to the organisation’s mission 

statement (for example in terms of the breadth of coverage and accuracy of its 

statements), by how well it interacts with other policies, by the ease with which it can 

be adapted, maintained and analysed for deficiencies, and by how effective the 
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policy is.  This research systematically identified a range of quality factors using a 

multiple constituency approach.  They are: Functionality, Maintainability, Portability, 

Efficiency, Reliability, Usability and Compliance.  Within each of these factors a 

number of characteristics have been introduced that allow the assessment of quality 

at a more detailed level.  These characteristics help to define each quality factor to 

help constituents performing the quality assessment in understanding the meaning 

the higher level quality factors.   

A summary of the components that should be addressed by constituents to 

determine the quality of strategic information security policy is shown below (the 

factors are fully defined and explored in section 7.2): 

i. Compliance 

ii. Functionality: Completeness, Suitability, Accuracy, Interoperability, Security 

iii. Reliability: Maturity, Fault Tolerance  

iv. Usability: Understandability, Learnability, Operability, Attractiveness 

v. Efficiency: Time Behaviour, Resource Utilization 

vi. Maintainability: Analysability, Changeability, Stability, Testability 

vii. Portability: Adaptability, Installability, Co-existence, Replaceability 

The model of factors will give organisations a comprehensive perspective from 

which to determine those factors and characteristics that are important to them in a 

security policy quality assessment process.  They provide a comprehensive focus 

for security policy quality for an organisation.  The model allows organisations to 

determine those quality components where their security policy needs work, and to 

then to focus on security policy development from the perspective of those quality 

components.  For instance in the organisations studied in this research, constituents 

identified the quality factors Usability and Compliance, and the quality 

characteristics Completeness and Suitability as important areas to focus on in 

quality assessment.  The organisation’s development focus can now focus on these 

quality components to ensure: that a high level of compliance with regulations and 

legislation is apparent, that a high level of usability is evident in the security policy, 

that the security policy has good coverage and that the security policy is designed to 

match the work practices of the organisation.   

In practice, the utility of these factors and characteristics will differ from organisation 

to organisation.  Furthermore, organisations with limited resources, or limited in size, 
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may wish to prioritise the most appropriate and important quality components to 

assess during the development process based on the presented quality factor 

model.  For instance in a small organisation the areas of Completeness, Suitability 

and Usability may be identified as critical, and subsequently only these areas are 

used in quality assessment as they were identified in this research as critical to get 

correct if the strategic security policy was to be of high quality. 

 How do organisations assess the quality of strategic information 

security policy? 

The case studies were used to identify how organisations assess information 

security policy quality.  In the organisations studied, the case studies showed that 

assessment of security policy quality tends to be informal, and often ad hoc (see 

Chapter 5 and Chapter 6).  From the case studies, evidence shows that 

organisations tend to use document reviewing techniques and training as a 

substitute for a formalised security policy quality assessment program.  As policies 

are produced they go through a process where they are reviewed by management 

in terms of suitability for the organisation and in readability.  In some cases they are 

also reviewed by the legal team within the organisation.  Furthermore, employees 

are encouraged during the policy awareness training to comment on the utility of the 

policy and on its completeness.  Whilst there is involvement within the organisations 

by different stakeholders, this involvement is limited, and does not encompass all of 

the constituent groups identified in the research. 

During the case studies, when the participants were shown the quality model and its 

utility was discussed there was interest from all participants in creating a more 

formalised approach to the quality of security policy within their organisations.  It 

was clear that a more holistic approach to the assessment of quality would be 

beneficial to the organisations involved.  So whilst current practice in the case study 

organisations tended towards informal methods of quality assessment, there was 

unilateral agreement amongst case study participants that a more formalised 

approach would be useful. 

 How can organisations improve strategic information security policy 

through multiple constituency involvement in quality assessment? 
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As stated above, the assessment of security policy quality in the studied 

organisations is conducted in an informal manner, mainly through a document 

review process that essentially focuses on suitability and understandability of the 

policy.  To alleviate this narrow perspective, the use of Multiple Constituency Theory 

(Connolly et al. 1980) is suggested to allow all relevant stakeholders to evaluate the 

quality of the strategic information security policy.  Using this approach and the 

Relativistic Stance (see section 2.2.2.4) will provide multiple perspectives on the 

quality of strategic information security policy for the organisation and will give some 

ownership of the security policy back to the stakeholders. 

Quality assessment in the organisation can be improved through training 

stakeholders about quality and by expanding upon the facets of policy quality that 

are used in the quality assessment.  Using those quality components suggested in 

the quality model will give a more comprehensive perspective on quality across the 

multiple stakeholders.  This may enable organisations to pinpoint where security 

policy quality is lacking and allow them to direct their policy development efforts 

towards those areas.  Also in many organisations, especially where there is a more 

formal organisational culture present, formalising the assessment of quality within 

the security policy development process may also improve how security policy 

quality is assessed. 

In terms of formalising quality assessment, organisations can do a number of things.  

Firstly, formally assigning stakeholders to assess policy will give a broad perspective 

of the quality of the security policy from each constituency’s perspective.  In many 

organisations it is not economically feasible for each stakeholder to assess each 

quality factor and characteristic.  As stated in Chapter 7, organisations should plan 

for the assessment of quality, identifying relevant stakeholders and then by using 

the strategic security policy quality model, assign these stakeholders specific factors 

and characteristics to assess.  Formally planning for quality assessment allows 

organisations to ensure that there is appropriate redundancy in the quality 

assessment process, whilst also making the process efficient.  Subsequently, 

organisations will be able to determine those areas of their security policy that need 

improvements in quality.  Furthermore, the adoption of a lifecycle approach as 

specified in ISO27001 (Standards Australia 2006) or described by Rees et al. (2003) 

or Knapp et al. (2009) may improve the quality of the process of developing policy.   
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The value of the multiple constituency strategic security policy quality model is 

discussed in detail in Chapter 7.  In summary the model will help organisations use 

stakeholder involvement in quality assessment by: 

 Allowing the organisation to identify which constituents are best suited to 

assess which quality factors and characteristics 

 Helping to identify where stakeholders are lacking knowledge about quality 

factors and characteristics so that training can be provided 

 Making the formal quality assessment process more efficient by reducing the 

amount of quality factors and characteristics that are assessed by each 

constituent group. 

 Identifying where stakeholders should be involved in quality assessment 

during the security policy development lifecycle, and which factors and 

characteristics they would be assessing at each stage of the lifecycle 

The Main Research Question 

In returning to the main research question, it is clear from the sub-questions that 

organisations will benefit from using the proposed strategic security policy quality 

model.  A multiple constituency quality assessment approach can be used to 

improve strategic information security policy by: 

 Involving all interested constituent groups within the quality assessment 

process in a more formalised and systematic manner, rather than relying on 

a document review process and on awareness training to elicit views 

informally from stakeholders 

 Efficiently managing the quality process by planning which quality 

components each constituent group assesses, whilst having sufficient 

overlap of factor and characteristic assessments to show differences 

between constituent groups and to provide redundancy 

 Formally identifying what quality factors and characteristics are assessed, by 

which constituencies, during which phases of policy development.  This will 

give organisations a plan that they can use, not only for the policy 

development lifecycle, but also for the quality assessment of the 

organisations strategic security policy. 
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8.4. Contributions 

This research has made a number of contributions in the area of security policy 

quality which will be relevant to academia and practitioners.   

8.4.1. Demonstrated that security policy assessment is best achieved 
through a multiple constituency approach 

This approach recognizes that the quality of information security policy varies 

depending on the perspectives of the relevant constituencies or stakeholders.  The 

approach is comprehensive in that it identifies that information security policy quality 

has multiple dimensions, and as such must be assessed from this perspective.   

From a research perspective the application of the multiple constituency approach in 

the field of security policy quality adds to the growing research in the multiple 

constituency area.  Its use in this project may lead to further research using multiple 

constituencies in security policy quality research in the future (see Section 8.7).  

Whilst the concept of using stakeholders in security policy development is not new 

(Baskerville 1988a; Warman 1992; Anderson Consulting 1999; Woodward 2000; 

Diver 2007), this is the first research in the area that extends the perspective of 

development and quality assessment to formally include multiple constituencies. 

In the practical parts of this research when discussing policy quality assessment 

with the security experts and with participants of the case studies it became clear 

that ensuring that stakeholders perceptions about the quality of the security policy 

were heard was important.  During the case studies several participants were 

interviewed that had limited involvement in the informal assessment of security 

policy quality.  In each case, the participants believed that had they been asked to 

be more involved that the organisation’s security policy from their perspective would 

have been improved.  In some cases there was an underlying hostility towards the 

security policy in the organisation as it impeded work patterns and in one particular 

case an interviewee was certain that with their input this hostility would have been 

reduced.  Importantly for organisations, the inclusion of relevant constituents in the 

quality assessment process should improve the quality of the security policy and 

should also improve the acceptance of employees to being guided by the policy. 
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8.4.2. Development of a set of quality components for information 
security policy quality assessment 

The primary contribution of this research is the set of quality components specifically 

designed to assess information security policy quality.  These components were 

developed by identifying a number of previous quality studies in data model quality, 

software quality and public policy.  These areas were analysed and quality 

components identified that may be effective in assessing information security policy 

quality were analysed, interpreted and refined to build the quality component model.  

Additionally, each of the components was clearly defined to enable stakeholders 

within organisations to clearly understand the differences in meaning between the 

various quality components.   

This study is the first to identify and explore the factors that make up security policy 

quality in an organisational setting.  Throughout the research it was evident that 

stakeholders within the case organisations often use the terminology used in the 

quality components differently based on their own internalisation of particular terms.  

There were several instances within the practical side of this research where 

differences in meaning when considering aspects of security policy quality were 

identified.  One notable instance is the difference between Usability and 

Understandability.  Many of the participants, but not all, regard Usability and 

Understandability to be the same, whereas Usability also includes the concepts of 

Learnability, Operability and Attractiveness.  It was interesting to observe 

participants to start to discuss their idea of Usability (Understandability) and to then 

discuss the concept of how easy the policy was to learn and suddenly realise they 

were only actually discussing Understandability.  This was the catalyst for ensuring 

that organisations see the need for education of quality characteristics prior to 

undertaking the quality assessment process and to ensure that each of the quality 

components is well defined. 

The case studies and expert interviews allowed the quality components to be 

validated and refined and identified components previously thought to be important 

(eg Recoverability) to be removed from the final list of quality components.   

The quality components are a comprehensive perspective of quality criteria for 

assessing information security policy quality.  They identify an exhaustive range of 

issues relating to the problem of policy quality.  Within each issue a context is 

provided that gives assistance as to when the issue becomes relevant and how it 
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can be applied for some benefit to quality.  Each individual component is explored 

and documented in sufficient detail so that it can be used to determine whether a 

security policy is of low or high quality for that component.   

8.4.3. Quality Assessment Cost vs Constituent Involvement 

One of the primary contributions of this research has been the identification of which 

constituent groups should be primarily used by organisations to assess each of the 

specific quality characteristic.  In an ideal situation where the cost effectiveness of 

the quality assessment was not an issue, each constituent group should assess 

each quality characteristic.  For many organisations, however, the cost effectiveness 

of the quality process will be a high determinant of whether the quality process will 

be used.  As such, in this research, a recommendation of the minimal number of 

constituent groups to assess each quality criteria has been made.  These 

recommendations have been based assessing which constituent groups will have 

similar criteria on which to base their quality assessments for each quality 

characteristic.  This allows for organisations to choose between two constituent 

groups in some cases in the developed security policy quality assessment model.   

Constituent group selection was also determined by the expertise that each of the 

constituent groups provided. 

These recommendations do not exclude the organisations from adding additional 

constituents to assess the quality components, nor does it disallow the removal of 

constituents.  It does, however, give a balanced approach to the quality assessment, 

aimed at reducing the cost of the process whilst having minimal impact on the 

quality assessment outcomes.   

8.4.4. Formalised security policy quality assessment 

Apart from studies that attempt to improve the process quality in security policy 

(through the creation of security policy development lifecycles), this study is the first 

attempt at the development of a formalised approach to improve the quality of the 

security policy artefact. 

Whilst conducting this research, it was clear that there is a lack of formal 

assessment of strategic information security policy quality of the policy artefact 

within organisations.  Where policy quality was assessed it was done during the 

writing stages (as document reviews) or in awareness stages (where employees 

state that something is missing or will not work).  This is compounded by the lack of 
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quality assessment currently within policy development lifecycles.  The dissertation 

indicates that a formalised quality assessment should occur during the policy 

development lifecycle as appropriate for each constituency role.  In general, when a 

constituency is already involved with the policy development lifecycle then they 

should also be formally assessing quality components at that stage.   

There are some benefits to this from an organisational perspective.  The major 

benefit being that by having a formalised quality approach for security policy, 

organisations would be informally indicating that the importance of the security 

policy to the organisation is high.  Additionally, by involving stakeholders in this 

formalised process unanticipated benefits may be apparent, such as changes to the 

organisation’s culture with regard to security.   

8.4.5. Developed a strategic information security policy quality 
model 

This study adds to the theoretical base in security policy development and initiates a 

new area of research in security policy quality assessment.  It accomplishes this 

through the development of a strategic security policy quality model consisting three 

components: 

 A model of stakeholder involvement in security policy quality assessment.   

 A model of quality factors and characteristics.   

 A high level model of security policy development  

The quality model indicates which quality components should be assessed by which 

constituent role and where in the development process that this assessment should 

be undertaken.  It also identifies that in some cases due to the size of the 

organisation, or the organisations operating conditions that it may not be practical to 

utilize all of the quality components.  For instance, in the case of the Portability 

factor, only those organisations where they may operate in a multinational 

environment or where recent acquisitions or mergers have taken place may find 

utilizing this factor useful in their quality assessment as it deals specifically with how 

the policy can be adapted in these types of circumstances. 

The strategic information security policy quality model is developed through 

literature and has been though two phases of validation and refinement.  The first 

phase was conducted with a series of security experts through contextual 

interviews.  The second phase was conducted using a case study approach.  The 
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quality model allows a holistic perspective about quality from a security policy 

perspective that was not available previously. 

The model of strategic information security policy quality utilises research from the 

organisational behaviour field on multiple constituencies, and adapts this for use 

within a security policy quality context.  The policy quality model can be used by 

organisations to effectively and efficiently assess and improve the quality of their 

strategic security policies using these multiple stakeholder perspectives.  In this 

study the quality components are developed and are clearly defined.  The quality 

model specifically shows which constituent groups should be involved in quality 

assessment, when they should be involved in policy quality assessment and which 

criteria should be used at each stage of the security policy development process.  

This model allows organisations, which, based on anecdotal evidence and on the 

case study results, tended to treat quality assessment of security policy superficially, 

to adequately define what they mean by security policy quality.   

The model also recognises that organisations are different, and that some versatility 

as to which constituent groups are available within the organisation, as well as the 

amount of overlap of the quality components assessed by each constituent group 

must be present.  As such the security policy quality assessment model has been 

designed for all sizes of organisations and can be utilised by any number of 

constituents within each organisation.  Whilst ideally it is recommended that within 

an organisation that there must be overlap in the responsibilities for assessing each 

of the quality characteristics in smaller organisations this may not be efficient or 

practicable.   

Furthermore, it is recognised that certain types of organisations may not find 

aspects of the quality model to be appropriate.  For instance, it would be unlikely 

that an organisation with 100 employees operating in a single office would find the 

Portability factor to be useful in assessing their security policy.  Likewise, the level of 

maturity in the organisation will also influence their use of the model and of the 

quality components. 

In addition to the quality model being used within organisations for quality 

assessment consultants and auditors can make use of it as a ‘gold standard’ to 

measure the quality of policy.  This provides them with a valuable tool that can be 

used to document the quality of an organisations security policy and to identify 
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specific areas where the policy would need to be further developed to address 

quality issues. 

Furthermore, in organisations where the development of policy is nonexistent, the 

quality model will help them to ascertain the important areas of policy to develop first 

and to then assess their efforts in those areas.  Once they are satisfied, they could 

then use the model to help them decide what other areas of security policy should 

get the organisations focus. 

8.4.6. Identified improvements that can be made to the security 
policy development lifecycle 

As mentioned in outcome four, there are a number of enhancements made to the 

security policy development lifecycle as part of the strategic information security 

policy model.  These enhancements may be able to be applied in other security 

policy lifecycle models and to enhance an organisations understanding of security 

policy quality.  In particular the strategic information security policy model can be 

used to: 

1. Identify when different stakeholders should be involved in the policy lifecycle 

For an organisation, the identification of when stakeholders should be 

involved in the policy lifecycle for quality assessment, in addition to those 

times where they are involved in other policy development activities could be 

made.  This will create a formalisation of the quality assessment process 

within the policy development process.  In those organisations that are less 

formal, this would still give an indication of when stakeholders should be 

used to assess information security policy development. 

2. Identify those quality components that are important to each different 

constituency group 

The model indicates that through the research specific stakeholder groups 

would be interested in differing quality components.  It also attempts to make 

the quality assessment process more efficient as it tries to limit the number 

of components that each stakeholder assesses, whilst attempting to provide 

some overlap between assessors to reduce the impact that a single 

stakeholder would have on the quality assessment process.  An organisation 

could theoretically allow all stakeholders to assess the security policy using 
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all quality components, and although this would become a more costly 

process, the depth of the quality assessment should be increased. 

3. Show organisations what to include, or what to ignore based on their individual 

circumstances 

The model shows that in some instances depending on the type of 

organisation it will be wise not to assess particular components of quality.  

The major example of this identified in this research is the Portability quality 

factor that will not be applicable to some organisations, especially where 

they only operate in a national environment and have not needed to merge 

with other organisations.  Furthermore, many organisations may elect to 

simply identify the most used quality components and to assess these, 

especially if they are in the early phases of policy implementation and their 

security policy maturity is only beginning to develop.  In these cases the 

quality factors Usability and Compliance, and the quality characteristics 

Completeness and Suitability would be likely to be assessed. 

4. Show organisations the overlap, or lack thereof, between stakeholders 

Using the model will allow organisations to quickly ascertain where there are 

overlaps between the components assessed by stakeholders.  Overlap is on 

one hand according to multiple constituency theory (Connolly et al. 1980) 

essential to the quality assessment process as it provides multiple 

perspectives of quality providing a holistic approach to quality assessment.  

On the other hand, as previously mentioned, having too much overlap in 

many organisations will be considered inefficient.  Subsequently the model 

can be used to balance too little and too much overlap in the quality 

assessment process.   

8.5. Conclusions 

This research is the first that investigates how organisations undertake quality 

assessment of strategic information security policies.  It provides valuable insights 

into how organisations develop security policy, how multiple constituencies are 

involved in the security policy development lifecycle and how organisations ensure 

that the quality of their security policy is assessed.  This research helps to illustrate 
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how organisations can in practice assess security policy quality from a multiple 

constituency perspective. 

As part of this investigation a model of quality assessment for strategic information 

security policy was developed.  A series of contextual interviews, along with case 

study research was used to validate and refine the strategic information security 

policy model.  This provided a comprehensive perspective about which of the quality 

components should be used by which stakeholders in the security policy 

development lifecycle.  Additionally, the research identifies where, within the security 

policy lifecycle constituents should assess quality components.  This will allow 

organisations to formalise the policy quality assessment process, as part of the 

development lifecycle. 

From conducting this research a number of interesting conclusions can be made 

which are discussed below. 

8.5.1. Maturity of Security Policy Development 

One of the main impacts on how the proposed strategic information security policy 

quality model is used in an organisation is the maturity of the organisation’s security 

practices.  In the two case study organisations there was a vast difference observed 

in attitudes regarding security which seem to depend on the maturity of the 

organisation’s security programme.  For instance, in ITOrganisation their move from 

a traditional rules based security policy to a later generation guideline based security 

policy is one indication of the increased maturity the organisation is showing towards 

security.  This change, in turn impacted on each of their stakeholders perspectives 

of security policy quality, and on the discussion about quality assessment. 

There are a number of impacts that the maturity of the organisation’s thinking about 

security policy may have on the assessment of security policy quality.  For example, 

take the Efficiency factor of the quality model.  In a mature organisation it will be 

recognised that risks can be mitigated in a number of different ways and policy 

statements could reflect these different ways.  A decision about which policy 

statement is to be used within the policy should take into account the impact on 

Time Behaviour and Resource Utilization.  This would only be likely to be 

considered in a more mature organisation.  Maturity would also have some affect on 

some of the other factors in the quality model, and whilst there was no evidence for 
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the Stability characteristic shown in the case studies it has not been removed from 

the model as it is thought that as the maturity of security policy within organisations 

increases, that the Stability quality characteristic will become important to consider 

when assessing security policy quality.   

A further indication of security programme maturity within the organisations studied 

lies in the manner in which security policies are developed and assessed.  From the 

development perspective, none of the experts involved in the contextual interviews, 

nor any of the organisations studied, followed a formal lifecycle approach for the 

development of the security policy.  Interestingly however, when the analysis of the 

development method from the case studies was conducted, each organisation’s 

development method could be categorised at a high level within the formalised 

security policy development lifecycle used within the strategic security policy quality 

model.  It still was clear though that there was a vast difference in the maturity levels 

between the case organisations with the more mature ITOrganisation exhibiting 

“better” security policy development practices. 

Also, from the assessment perspective, all research participants reported that there 

was no formalised quality assessment of policy.  Rather, what could be called 

“pseudo-quality” assessment was performed through the document review process 

whilst the security policy was being written and through verbal feedback from 

employees at the training stage of implementation.  This ad hoc approach did not 

differ between organisations which is also an indication that both organisations can 

become more mature with regards to the security policy development process. 

The impact of the maturity of security policy development on the culture of the 

organisation with regards to security cannot be overlooked.  It is quite evident in the 

more mature organisation that security as a whole was always in consideration; 

even for some employees at the subconscious level (i.e. it has impacted the culture 

of the organisation).  In the less mature organisation, security tended to be lower 

priority, and was rarely discussed.  In organisations showing high levels of maturity 

in their security program, a larger number of the quality components in the quality 

assessment model will more likely be of relevance.  Likewise the sophistication of 

the security policy is likely to be higher in an organisation with a more mature 

security perspective. 
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The impact that the adoption of the strategic information security policy quality 

model would have in an organisation has the potential to be large, especially with 

regard to the maturity of the organisations security policy practices.  By conducting 

the quality assessment using this model an organisation could potentially alter how 

they undertake the policy development lifecycle, increase the involvement of 

stakeholders and change the culture of the organisation in relation to information 

security.   

8.5.2. Utility of the Strategic Information Security Policy Quality 
Model 

There are a number of conclusions that must be made around the utility of the 

strategic information security policy quality model.  In particular the manner in which 

organisations may make use of this model is important.  This section will offer 

advice for organisations regarding the implementation and use of the strategic 

information security policy quality model. 

8.5.2.1. Cost and Organisation Culture 

One of the main inhibiting factors for organisations dealing with security is getting 

sufficient budget.  The cost to organisations for utilising the strategic information 

security policy quality model along with a security policy development lifecycle 

model should be negligible.  There are two reasons for this.  Firstly, using a policy 

lifecycle based development approach in many organisations may mean only 

formalising the approach that they currently undertake and to then add a formal 

quality assessment process to this existing formalised approach.  The model 

developed will allow this using the high level stages of policy development (Assess, 

Plan, Deliver and Operate) and as such it can be used to guide organisations when 

and what to assess in terms of quality for each of these stages.  Whilst using this 

process may slightly increase security policy development costs it is likely that these 

will be minimal.   

Secondly, an unexpected outcome of the use of stakeholders in the quality 

assessment process is an increased awareness of these stakeholders, and often a 

change in attitude regarding the security policy, which could be pervasive 

throughout the organisation.  This increased awareness of employees and the 

eventual gradual change in the culture of the organisation may result in a reduced 
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requirement in awareness training within the organisation, thus making the 

awareness process less costly. 

A further benefit from an organisational culture perspective will be that because the 

organisation is seen to be undertaking a process of quality improvement with the 

security policy, employees may subsequently believe that the security policy is 

important to the organisation.  Rather than the security policy being treated as a 

“necessary evil” it could be seen as a guideline for good security practices by 

employees, and a way of protecting the organisation so that at the end of the day 

their jobs are secure. 

8.5.2.2. Quality Component Priorities 

The quality component model allows security policy quality to be assessed in a 

comprehensive manner.  It is designed to be a holistic model, and as such in small 

to medium organisations may have limited utility, depending on the maturity of the 

organisations security programme.  However, in the long run, small to medium sized 

organisations will benefit greatly by utilising the information security policy quality 

model as they will learn more about security policy quality and will thus improve the 

quality of their security programmes.  Similar benefits would also be apparent in 

large organisations, where the utility of the information security policy quality model 

is expected to be higher.   

For this quality model to be used successfully in an organisation it will need to be 

utilised in an efficient manner.  From this research it is clear that some quality 

components are thought of as more important than others by various constituent 

groups.  In particular the quality factors Usability and Compliance, and the quality 

characteristics Completeness and Suitability were thought to be important by many 

of the constituents.  This is understandable based on the relative levels of maturity 

of the organisations security programs and is realistic considering that high level 

thinking about quality will centre around: whether policies comply with regulations, 

are comprehensive, are suited to how the organisation works and are usable by 

everyone within the organisation.  In small or medium organisations, these quality 

components at a minimum should be assessed, with the other components being 

added where either the maturity or nature of the organisation warrants.  For instance 

the addition of the Portability factor will be useful for organisations that are 
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multinational or have been merged and the assessment of Efficiency could take 

place where the maturity of the security in the organisation is high. 

In larger organisations it will be worth assessing quality using the recommendations 

as stated in Chapter 7 of this dissertation.  The reasoning behind this is that often in 

larger organisations there is a more dedicated group of staff focusing on security, 

the maturity of the security program will probably be higher and the risks and size of 

the security program will be larger.  Using the model in a comprehensive manner, 

assessing all of the quality components will give larger organisations a good 

overview of the quality of their security policy, from the different perspectives of 

relevant constituents. 

8.5.2.3. Constituent Roles 

The stakeholder model component of the strategic information security policy quality 

model is designed so that the perspectives of a holistic group of stakeholders can be 

provided in the quality assessment process.  It is clear though, and was evident in 

the case studies, that some of the identified constituency roles may not exist in 

some organisations.  This would be especially the case in small organisations where 

it would be likely that possibly only half of the stakeholder roles would be present.  In 

the case study organisations, which were of medium size, one organisation had 

three stakeholder roles unavailable and the other organisation only had one.   This 

would be expected in a medium sized organisation.   

The absence of a constituency role in the assessment of security policy quality is not 

problematic as long as that constituency role does not exist in the organisation.  In 

the proposed security policy quality model, constituent roles are assigned to assess 

various quality components.  If a constituency role is missing in the organisation, 

there should be sufficient overlap and redundancy in the specification of which 

constituency roles should assess which quality components so that the quality 

component is still assessed assuming it is deemed by the organisation as important.  

It must be understood that the concept of stakeholder involvement is to give a wide 

cross section of the interested parties an opportunity to improve the security policy’s 

quality, so that they gain ownership of the policy.  In cases where there are a 

number of missing constituent roles organisations should ensure that the 

assessment of a quality component is not lost and that a constituency role that is 

present in the organisation takes responsibility for that quality component if it is 
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important to the organisation.  Whilst the model attempts to build in redundancy by 

stipulating that more than one stakeholder should assess a particular quality 

component, it is foreseeable that if many stakeholders were missing then the quality 

assessment may miss a quality component. 

8.5.2.4. Training 

For many organisations the assessment of quality, especially in security policy will 

be a new concept.  As such, at first, many of the constituent roles that take part in 

the quality assessment process may be unaware of the detail of the quality 

components and may not understand what each of them represents.  Subsequently 

it may be of benefit to the organisation to train personnel in the meaning of each 

quality component.  Accomplishing this will reduce the confusion from constituents 

evaluating the security policy and will allow the quality assessment to take place 

with each constituent role understanding what components they are assessing.  This 

will reduce the amount of confusion, for instance with the meaning of Usability, 

Learnability, Adaptability and Understandability components as discussed in the 

case studies. 

8.5.2.5. The Portability Quality Factor 

An unforseen outcome of this research was identified when in the second case 

study the quality factor Portability was identified as being critical in the assessment 

of security policy quality for multinational organisations.  Initially, the concept of 

Portability was thought to be of use where large global organisations produce meta-

policies which are then distributed down throughout the organisation’s divisions.  

Whilst this may, and probably will, still be appropriate, no evidence was found in the 

case studies, probably due to the organisation size.  However, in ITOrganisation it 

was found that Portability would also be a factor when an organisation either 

operates in a multinational environment, or undergoes some sort of merger.   

8.5.3. Generalisability of Research 

This research has utilised the expertise of a number of security practitioners working 

in various medium and large organisations, and has conducted two in depth case 

studies within medium sized organisations in an Australian environment.  These 

sources were used to validate and refine the model of strategic information security 

policy quality.  Whilst this research would have been strengthened via additional 
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case studies in larger organisations this was not able to be accomplished (see 

Section 8.6).  The findings of this research are generalisable to a certain extent in 

that for small to medium organisations, with similar maturity to their security 

practices similar results to those presented should be found.  It would also be 

expected that in large organisations, especially those in which there is a very mature 

outlook about security practices, that stakeholders would consider more of the 

quality components presented in this research to be important.  As stated in Section 

8.7 more research, especially in large organisation needs to be undertaken to gain 

further generalisability of these conclusions. 

Whilst the two case studies were conducted in Australian based organisations, it is 

likely that research into similarly sized organisations with similar operating practices 

would produce similar results worldwide.  Whilst the results would not be identical 

(because they are not the same organisation) some impact of national culture or 

environmental concerns may impact the importance of individual quality components 

to organisations and stakeholders.  For instance there are more rigorous legislative 

requirements regarding to security for organisations that operate within the United 

States, which might mean that Compliance is seen a more important than it is in 

Australia or in other countries.  Likewise other quality components such as Usability 

may be affected by cultural norms.  Further research could be conducted into this. 

8.6. Limitations 

In conducting any research, extraneous variables can limit the scope or conduct of 

the research which are beyond the control of the researcher.  In the process of 

gaining access to organisational sites, more than 120 organisations were contacted 

and ten out of these organisations expressed considerable interest in the research.  

In each occurrence, the organisation was visited and discussions about the nature 

of the research and the organisations participation took place over several hours.  

As part of these discussions one or two of the personnel within the ICT area were 

interviewed regarding their involvement with the quality assessment of the security 

policy, whilst the researcher was waiting for permission from the higher levels of the 

organisation (outside the IT department) for a case study to take place.  This 

sometimes took several months.  Of these ten organisations, eight organisations did 

not want to participate in the study due to perceived security issues at the public 

relations and legal levels of the organisations.   
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As a result, after four years of attempting to gain access to organisations for this 

study, one low-medium level security and one high level security organisation were 

able to take part in the research.  This type of problem seems to be fairly common in 

security research (West-Brown et al. 2003), especially when access to case study 

participants across the organisation is required and the initial contact is within the 

ICT area.  The two case studies conducted are revelatory due to the lack of 

availability of case study organisation sites in which to conduct in depth research on 

security.  Kotulic and Clark (2004) suggest at the reasons for this is that 

organisations may not trust the research and that research into security in 

organisations is intrusive and unless a large about of trust is present then it is 

unlikely to be approved.  

Gaining access to conduct two revelatory case studies was useful as it gave rich 

picture of the quality assessment within the two case study organisations and 

allowed some generalisability between the organisations.  However, it would have 

been the researcher’s preference to have more cases in all types of organisations to 

determine how quality can be assessed in these different environments.  

Furthermore, having access to more organisations would have given a richer picture 

of constituency involvement in the process.  In the future, as mentioned in detail 

below, further research should take place in organisations of varying sizes and types 

to ensure that the study is replicable.  In larger organisations it is expected that 

stakeholders will select more of the quality components in the quality model as 

being important to assess.  Also, it is likely that the depth of assessment will also 

increase over smaller organisations.  Likewise, the number of stakeholders involved 

in the assessment of quality is also likely to increase due to the size of the 

organisation.  Similar outcomes are, however likely to occur, in that the most popular 

quality components are likely to be the quality factors Usability and Compliance, and 

the quality characteristics Completeness and Suitability. 

Some specific limitations with regard to the organisations studied also exist.  Firstly, 

neither of the organisations had any documentation about the process of the 

development of the policy artefact.  As such there was no record of the reasoning 

behind documenting the policy in a certain way, nor on which risks within the 

organisation the policies were addressing.  Also, due to the nature of quality 

assessment being conducted in each of the organisations, the researcher was not 

able to observe it taking place, although clear observations could be made about the 
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security culture within each of the organisations.  As a result of these limitations the 

case study data collected consisted mainly of interviews, the policy artefact and 

some observations around the culture of security within each organisation.  This is a 

limitation as there was no way to actually monitor how the organisation undertook 

security policy development and quality assessment as it occurred.  The researcher 

had to depend on stakeholder reports of the process to determine how the 

organisation conducted policy development and quality assessment.  Had the 

research been able to identify, and gain access into an organisation that was 

undertaking a full security policy development process, then action research could 

have been used to determine the utility of the strategic information security policy 

quality model.  This would have given more specific information about how the 

model could be used within the organisation and may have helped to improve the 

process of development and quality assessment. 

Another limitation of this study may be its use of the software quality and data model 

quality models that form the initial research model for policy quality.  Whilst these 

two reference areas were not the only ones looked at (refer to Section 4.4 p106) the 

background of these reference disciplines limit the criteria that were identified and 

others may exist that are applicable in security policy quality.  Whilst this was 

attempted to be rectified through asking all participants in the research if they had 

any other criteria that could be added to the model, there is still a possibility of 

missing criteria.  Issues such as ethicality (as defined by (Lichtenstein and Swatman 

2001)) could be considered for addition to the quality characteristics.  In the case of 

ethicality, it is thought that this could already be addressed within the suitability 

characteristic and completeness characteristic of the quality model, but there was no 

mention of this area from any of the participants, and thus there is no evidence to 

support this.  Further research should be conducted to determine if there are any 

further criteria that are missing from the quality model. 

The last limitation of the study is one that the researcher imposed for the reason of 

scope.  There were two ways in which this research could have diverged.  In one 

scenario the research could have focused purely on the quality model, using focus 

groups to define it and to rank the characteristics according to importance.  The 

other scenario was to do as this study has done and to introduce the concept of 

multiple constituency theory and to develop a quality model based on this.  This 

approach was selected, as based on the anecdotal discussions with the other 
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organisations it was thought that gaining multiple stakeholder input in the quality 

process would increase the perceptions of people with regard to security policy 

within organisations.  As a result there was not enough time in this study to fully 

analyse the quality model in terms of ranking characteristics and in this research all 

the characteristics have been treated equally. 

8.7. Future Research 

The investigation of this research field has identified a number of areas in which 

further research may be conducted.  Some of these areas directly emerge from the 

limitations of this research, and others have been identified within the case studies, 

and their subsequent analysis. 

Whilst this research has developed a multiple constituency model for the 

assessment of strategic security policy quality, its utility has only been discussed 

with four expert security specialists (in Chapter 4) and within two medium sized 

Australian Organisations (in Chapter 5 and Chapter 6).  Subsequent research could 

use the model within large organisations (it may not be appropriate for small 

organisations) as a tool for the assessment of policy quality.  This would further 

validate the model and may provide other insights to its utility, especially if an 

organisation with a more “mature” security policy process is found that would make 

full use of the model.  Furthermore, it is hoped that other researchers internationally 

will take the model and use it within their studies so that generalisations can be 

made and the model adapted for other situations.  This will be useful to see if similar 

results are obtained in organisations of a similar type outside Australia, and to see if 

the model also applies to large organisations. 

A critical future research project would be a factor analysis of the quality model to 

determine the in-depth relationships between the factors.  This is extremely 

important as already this research identifies interaction between factors in the 

quality model.  In this research it is clear that organisations only superficially 

understand quality of security policy and through a good analysis of the interactions 

between factors organisations would improve their understanding.  Unfortunately 

there simply was not enough data, nor access to other resources to fully investigate 

the interactions between factors in the model.  This type of research would be suited 

to survey research. 
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A similar research project could be to use focus groups to rank the quality 

characteristics for each of the stakeholder groups.  This may enhance the 

understanding of what is crucial to each of the stakeholders, and may indicate the 

utility of those characteristics for quality assessment overall. 

Research conducted into the utility of the quality model can also be conducted in a 

number of ways.  Firstly, the policy model could be used on non strategic policies to 

determine if it would be appropriate for assessing the quality of other types of 

security policies such as Acceptable Use policies.  Secondly, the model of quality 

components could be utilised on a policy artefact by researchers, rather than during 

the policy development process by constituents, to determine its utility.  This would 

provide a simple way in which researchers, consultants and other practitioners could 

assess the quality of security policy documents.  Also, testing of the utility of the 

model for assessing “state of the art” policy lifecycle practices could take place.  

Finally, the model could be redeveloped for other areas of policy quality assessment 

and tested to determine if its utility remains. 

Further research using the strategic security policy quality model could be to 

operationalise it programmatically to develop a tool for the assessment of quality, 

especially if the factor analysis had been completed, or if stakeholders were able to 

rank the importance of the quality characteristics.  The tool could be developed 

using multiple criteria decision making concepts, where constituents could rate the 

importance of each of the quality components to them, and could then assess the 

security policy based on their perceptions of each quality component.  A score could 

then be produced for each constituent for the quality of the security policy, and 

particular areas of quality would be highlighted based on importance to the 

constituent and on how the policy quality rates for that area.  This tool would then be 

ultimately useful to organisations as they may be able to determine the effects of 

concentrating on one of the factors and how improving that one particular factor 

could influence the overall quality of the policy.  In essence, this is automating the 

process of quality assessment within the organisation. 

Current policy development approaches tend to neglect the assessment of the 

quality of the policies developed.  Section 7.4 gives an initial impression of how 

stakeholder quality assessment could be included within the security policy 

development lifecycle.  Further work is required to include formalised quality 
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assessment within these policy lifecycles.  This should ensure that polices are 

assessed in terms of quality by organisations and that they would be less likely to be 

ignored, or simply filed away and that benefits such as increased awareness, and 

ownership of policy are attained. 

Additional research will be required to determine the impact using the strategic 

information security policy quality model within an organisation.  Issues such as how 

it affects the organisational culture, whether there is any impact on awareness of 

security within the organisation, how its use affects training for security, and to 

determine effect on stakeholder acceptance of policy.  Furthermore research can be 

conducted based around the use of the model as a learning tool for teaching people 

about security policy and policy quality. 

Active research within an organisation could also be conducted that would 

determine the utility of the model in those organisations where there is no security 

policy.  The model could be used to drive the development process within the 

organisation, focusing on those aspects of security policy quality that have been 

identified as particularly important in this research: the quality factors Usability and 

Compliance, and the quality characteristics Completeness and Suitability.  The 

organisation could develop policy specifically concentrating initially on these areas 

and then expand their development and quality assessment to the other quality 

components as their maturity in the area grows. 

Lastly, anecdotal evidence collected from other research indicates that it would be 

useful to conduct action research in a large organisation to test the applicability of 

the multiple constituency strategic information security quality assessment model.  

Ideally in this action research the researcher would encourage the organisation to 

implement one of the lifecycle approaches for security policy development.  They 

would then implement the formalised quality assessment within the lifecycle (as 

mentioned in Section 7.4) and then study how this was being utilised in the 

organisation.  Whilst this is a fairly large project, the benefits of studying the 

organisation as it was developing policy and formally assessing it would prove the 

utility of the model. 
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APPENDIX C  
INTERVIEW PROTOCOL:  
CONTEXTUAL INTERVIEWS  

1) Background information 

a) What is current role, how long in role, previous roles – how much security 

experience? 

b) What does security mean to you? 

c) What is an Information Security Policy? 

d) Have you heard of or read the Australian Standard for Security Management. 

Do you use it? 

e) Are there any other standards or techniques used for security? 

f) Can you describe your involvement in the development of the security 

policy? 

 

2) Policy development 

a) Can you tell me how you would go about the process of security policy 

development? 

b) Can you tell me who would be involved in this development and at what 

stages of development? 

c) How would you go about evaluating the quality of the security policy 

developed? 

 

3)  The Research Model 

a) Show model and ask for comments and insights as to its usefulness in 

directing an evaluation process. 

b) Focus on definitions of criteria, things that don’t fit, things that are missing, 

things that are in the wrong place. 
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APPENDIX D  
INTERVIEW PROTOCOL:  CASE 
STUDY PARTICIPANTS 

i.  Background information 

a. About the person interviewing 

i. Briefly describe your job title and what that entails. 

ii. Previously have you had any experience with security in the 

workplace/at home etc 

iii. So what does security mean to you – this is a follow up 

question 

b. About the organisation 

i. Describing the business, Internet connectivity, E-Commerce, 

General security stance 

ii. Does the organisation make use of the Australian Standard 

for Security Management?  

iii. How about other standards or techniques used for security 

iv. Does the organisation have a security agenda / strategy - 

describe 

v. Does the organisation have a security policy – why? 

vi. Have you got / had involvement with the development, 

implementation and upkeep of the security policy 

 

ii. Information about the Policy development process that took place. 

a. If you can, can you tell the story of how the security policy within the 

organisation was developed, implemented and how it is kept up to 

date 

b. Checklist :  

i. Source of policy 

ii. Advice from others about policy 

iii. Was policy adapted from somewhere 

iv. Development Method discussed – and the stages 

v. Is this a lifecycle – do you revisit and assess and update 

vi. Is lifecycle documented – like a SDLC 

vii. What would you do again differently / the same in the 

development process 

viii. Was requirements analysis formal? 

ix. Consultation about impact business practice, when / roles 

x. Justification of expense 



 Appendix D 

303 

xi. How were consequences of breaches determined 

xii. Was there a previous policy, how have things changed? 

xiii. Policy implementation process and issues related to it 

xiv. Policy enforcement / how / is it working 

xv. What parts of the policy do you think are working well?   

xvi. What parts of the policy do you think are not working well? 

xvii. Describe the manner in which the policy is updated. 

 

iii. Information about the stakeholders 

a. Which people were involved in the development (roles important) and 

at what stages 

b. Were there any people who were not involved, but should have been 

in retrospect 

c. Did you understand the policies Language 

d. Is the policy too strict – how? 

e. Does the policy inhibit your work? 

f. What needs to be improved? 

g. Did you sign off on the policy 

h. Have you seen anyone not adhere to the policy? And what happened 

 

iv. Information about the things used for quality measurement 

a. How does the organisation assess the quality of the security policy? 

b. You have made some value judgements personally about the 

security policy what sorts of things do you think about in terms of 

assessing the security policy personally? 

c. Check List - Talk about:  

i. Functionality – Integrity, Interoperability, Accuracy, Suitability, 

Completeness 

ii. Efficiency – Time and Resources 

iii. Maintainability – Testability, Changeability, Stability, 

Analysability 

iv. Portability – Replaceability, Installability, Co-existence, 

Adaptability 

v. Reliability – Maturity, Fault Tolerance, Recoverability 

vi. Usability – Operability, Understandability, Learnability 

vii. Compliance 

 

v.  Conclusion to interview 

a. Is there any other information about how the policy was developed, 

how it is implemented or how it is used that you wish to tell me? 

b. How does your organisation deal with confidentiality of documents? 
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c. How does this impact the security policy document? 

d. Can I get a copy of the documents that you have described today? 

vi. Show model in detail and ask for final comments based on the model. 

a. Focus on discussing areas of interview where they mentioned the 

areas of the model we are looking at. 
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