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Abstract. As people move into advanced old age, they may experience cognitive 

impairments and frailty, making it difficult for them to live without support from 
others. Caregivers might decide to use aged care monitoring devices (ACMDs) to 

support older adults under their care. However, these devices raise privacy concerns 

as they collect and share sensitive data from the older adult’s private life in order to 
provide monitoring capabilities. This study involved interviewing formal and 

informal caregivers who used/may use ACMDs to investigate their views on privacy. 

The study found that although caregivers consider protecting older adults’ privacy 
important, they may overlook privacy in order to gain benefits from ACMDs. We 

argue that ACMD developers should simplify privacy terms and conditions so that 

caregivers can make well-informed decisions when deciding to use the device. They 
also should consider providing users with flexible privacy settings so that users can 

decide what data to collect, whom to share it with and when. 
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1. Introduction 

As people move into advanced old age, they may experience cognitive impairments and 

frailty, making it difficult for them to live without receiving support from others. 

Informal caregivers (e.g. family members) and/or formal caregivers (e.g. paid aged care 

workers) may be required to check on and assist older adults under their care. This can 

be challenging and a source of considerable distress for caregivers, in particular when 

they support older adults who require frequent attention [5]. 

Aged Care Monitoring Devices (ACMDs) support older adults living alone at home 

or in residential care facilities. These devices collect older adults’ health and wellbeing 

information and share it with caregivers using the Internet. ACMDs provide caregivers 

with peace of mind by ensuring they will be informed whenever older adults need help 

[12]. Despite the expected benefits from using ACMDs, these devices pose privacy 

challenges as they collect and share older adults’ personal details with others [1]. 

Caregivers using ACMDs may be able to know details from older adults’ lives that might 

be deemed as sensitive. Moreover, ACMD service providers may use the collected data 

to create behavioural and health records in order to use them for unintended purposes 

(e.g. marketing and research) without older adults’ consent. 

Although caregivers might decide to use monitoring devices to help them provide 

better support to older adults [16], previous studies found that older adults may reject 

using these devices due to their privacy concerns [2]. However, only a few studies have 
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investigated caregivers’ perspectives in the use of ACMDs and whether older adults’ 

privacy is one of their concerns [18]. This paper addresses this gap by exploring 

caregivers’ privacy perception in the use of ACMDs. The findings will inform ACMD 

developers about caregivers’ privacy concerns to help them create monitoring devices 

that support older adults’ and retain their privacy at the same time. 

2. Study Aims 

The role of the caregivers in deciding to use ACMDs, particularly for older adults 

experiencing cognitive impairment, is crucial [10], [14]. However, there is limited 

understanding of how caregivers view of privacy in the use of ACMDs. This study aims 

to fill this knowledge gap by conducting in-depth interviews with informal and formal 

caregivers, to gain insights into how caregivers perceive privacy in the use of ACMDs 

and their privacy concerns that need to be addressed. 

3. Method 

We conducted an interview study with 12 caregivers (8 informal and 4 formal caregivers) 

to gain insights into how caregivers perceive privacy in ACMDs. Although 12 is a small 

sample size, this study aimed to gain in-depth insights rather than broad generalisations. 

Further, the sample size aligns with other similar studies. For instance, Caine [4] and 

Marshall et al. [12] found in their review studies that a considerable number of computing 

science empirical studies rely on around 12 participants to provide findings. To recruit 

participants, we contacted aged care facilities, home care service providers and ACMD 

companies to nominate informal/ formal caregivers as potential interviewees. We then 

contacted the nominated caregivers via email to inform them about the study and 

schedule an interview if they were interested. 

Out of the 12 participants, 3 informal and 4 formal caregivers were using ACMDs, 

3 informal caregivers had used ACMDs previously (e.g. GPS trackers and fall detectors). 

Two informal caregivers never used an ACMD. In this paper, all participants are 

anonymised and referred to by IP1, 2, 3 etc. for informal caregivers and FP1, 2, 3 etc. for 

formal caregivers. 

Interviews were semi-structured; we used a set of questions as a guide, but 

sometimes we asked other questions to further explore interesting answers provided by 

the participants. The questions were open-ended so that participants could provide as 

much detail as they wanted to. Questions included: “what type of information do you 

prefer to be collected by using a monitoring device?” and “what do you know about 

privacy policies associated with these devices?”. In addition, we read a scenario [8] based 

on the “Uninvited Guests” video by Superflux [17], which depicts Thomas, a man in his 

70s who received ACMDs from his children to monitor diet, activities and sleep. The 

scenario was used to provoke discussion about privacy and to better understand what sort 

of information participants felt comfortable collecting through ACMDs, when and with 

whom they prefer to share this information. 

The interpretive approach was implemented to make sense of the interview 

transcripts. This involves gaining insights about the phenomenon explored by 

interpreting the meanings people assign to it [19]. Following an interpretive approach 
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corresponds with the aim of our study of getting a better understanding of caregivers’ 

views on privacy in the use of ACMDs. 

4. Findings 

In this section, we discuss privacy perceptions and views in the use of ACMDs that 

caregivers in this study had: 1) benefits versus risks, 2) limited data sharing and 3) using 

ACMDs, the decision is older adults’ too. 

4.1. Benefits Versus Risks 

Participants indicated that using ACMDs should be well-justified whether they are used 

to monitor older adults living in their home or in an aged care facility. For instance, IP1 

said “There has to be [for using ACMDs] a very clear justification or a rationale for it”. 
In order to justify using ACMDs, participants emphasised that the benefits of using 

these devices should outweigh any privacy risks associated with them. However, we 

noted that different participants had different views on what they perceived as a benefit 

that outweighs privacy risks. For instance, IP5 suggested that any type of monitoring is 

accepted as long as it extends the ability of older adults to remain in their home as they 

age: “That’s a lesser of the evils [losing privacy] of putting mum monitored. It’s my job 
to make sure that we respect it [her privacy] as much as practically possible. So, it’s for 
filling her ambition in staying home and be supported”. IP7, however, emphasised that 

although using ACMDs may enable older adults to live independently in their home, 

uncontrolled monitoring - by knowing personal details about older adults under their care 

without any restrictions - is unacceptable and likened it to surveillance. For instance, IP7 

commented on Thomas’s scenario and said: “I’m extremely uncomfortable with what 
you’ve just said. It’s George Orwell”. 

Other participants drew links between the expected benefits of using ACMDs and 

the type of data that these devices will collect and share. They pointed out that ACMDs 

should only monitor health and wellbeing information required to mitigate negative 

consequences related to specific concerns. This should be decided based on the current 

needs of older adults and any known previous health or wellbeing indicators related to 

previously identified issues. As an example: “The one device I did use was a tracker, so 
that I could tell where he was. He did wander a period of time, so I did use that on several 
occasions” (IP4). One type of information that most of the participants agreed will be 

beneficial to monitor was detecting falls. Falls are common among older people and can 

have severe consequences. FP2 said: “Smart mat, if they [aged care residents] are at 
high risk of falls, that will alert us when they’re trying to come out of the bed”. 

Similarly, formal caregivers noted that ACMDs can assist them in their work, 

particularly to monitor older adults who are experiencing cognitive problems. This helps 

caregivers ensure that older adults get the necessary treatment and remain safe. For 

instance, FP2 said: “Well, the wandering alarm, we really needed it because we have 
residents that are at high risk of absconding. We had already few situations where they 
actually got away and absconded”. FP4 provided another example of a potential use to 

help provide the right treatment and said: “They’ve put her [resident] on a Coloxyl [treat 
constipation] morning and night. She might go to the toilet, but she doesn’t remember 
and tells them that she hasn’t been and so then they give her something [Coloxyl]”. 
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Participants indicated that they will accept using ACMD if they perceive the benefits 

to outweigh privacy risks. Describing this relation, IP5 said, “Quite frankly, it’s a risk 
benefit equation. So, what’s the benefit I’m getting from doing this? And what’s the risk 
associated with it? If I’m not going to have any risk, I’m not going to get any benefit”. 

4.2. Limited Data Sharing 

Participants emphasised that ACMDs should only share information whenever these 

devices detect concerning indicators that require immediate intervention (e.g. falls). 

Otherwise, sharing a limited number of wellbeing status reports should be sufficient as 

long as these reports confirm that older adults are doing fine. For instance, IP5 said: 

“Emergencies! You don’t want to know day-to-day activities. One message per day is 
good, it’s another way of monitoring how she’s [mother living alone] going”. 

Although formal caregivers prefer to only receive alarms for emergency situations, 

they noted that it is their responsibility to check data collected by ACMDs regularly. 

Formal caregivers indicated that they are guided by their workplace processes. For 

instance, FP2 noted that she has to regularly check a monitor to see a visual of reports 

from monitoring devices from residents’ rooms: “Probably … we do it every two hours”. 
Most participants indicated that the collected information should only be shared with 

certain people. IP1 said: “It’s only to significant people, relevant people and only the 
relevant information. I would say it’s the person who is in charge of care”. Participants 

were worried about sharing collected information with unintended parties as this may 

lead to unintended uses such as for marketing campaigns. IP4 said: “That does worry me 
that somebody there knows what you’re thinking, and tracking what you’re looking at, 
and then applying marketing, and advertising, not appropriately” IP5 noted that it is 

unacceptable to share older adults’ collected data with any third-parties. IP5 justified this 

by indicating that users pay money to buy a monitoring device and are not providing data 

in exchange for a free service, as is the case with Facebook. As a solution, IP5 suggested 

that companies should consider optional privacy settings; customers need to be able to 

determine with whom to share their data and for what purposes. For instance, ACMD 

users might want their data to be used for other purposes in exchange for reduced costs: 

“So they say, ‘we’ll harvest your information and sell it, I will give you a reduction in 
your price of the unit or here’s the price of the unit and it’s completely secure and private 
your choice’.”. 

4.3. Using ACMDs, the Decision is Older Adults’ Too 

Most of the participants emphasised the importance of older adults’ consent when using 

ACMD. They believe that older adults should be aware that they are monitored by these 

devices and provide well-informed consent before using them. This means not to impose 

using ACMDs on older adults and to discuss details with them about the purpose of the 

device before using it. For instance, IP2 commented on Thomas’s scenario and said: “If 
he is happy to have his daughter know those things [monitoring him], then that’s fine. 
But if she is imposing that on dad without his consent or his agreement maybe not... And 
it needs to be an open consent, not a grudging one”. 

Although formal caregivers indicated that they discuss the purpose of new ACMD 

with their residents, they pointed out that residents of aged care facilities may not always 

be able to provide consent. FP2 emphasised that caregivers are obliged to protect their 

residents by taking any necessary action(s) based on their specific needs: “They have no 
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choice sometimes, so they have to accept it. We do explain to them why they are having 
the mat [to detect if residents get out of bed]. Some residents are a bit resistive to it. 
They’d be like, it’s my right if I want to get up and walk, I can do it”. 

However, two informal caregivers who have older relatives in residential care noted 

that these facilities should not take older adults’ consent for granted whenever they use 

ACMDs to monitor them. They indicated that there are residents in aged care facilities 

who are not capable of making decisions by themselves and may need assistance to 

decide. IP1 said, “Because they can’t give informed consent, it shouldn’t be assumed 
that it’s okay. It’s not okay if a person can’t give a consent”. IP1 therefore emphasised 

that proxies - who are responsible for answering questions on older adults’ behalf, 

particularly regarding health and care services [3] - should be consulted before using 

ACMDs, “I would object strongly to any device being used without discussions with me 
and without my approval, because I speak for her [wife in residential care]”. Both 

participants indicated that privacy decisions should be respectful. Caregivers need to be 

well-informed about any ACMD to be used and carefully consider what is proper in 

terms of privacy based on older adults’ circumstances. IP6 said: “I think privacy comes 
under to me, it would be, how would you wish to be treated if you were receiving care”. 

To be well-informed about what happens with the data collected by ACMDs, it is 

necessary to read privacy policies provided with these devices. Although privacy policies 

provide users with details on how service providers will handle, protect and use users’ 

data [6], we found that only two participants consider(ed) reading privacy policies and 

terms and conditions before using these devices. IP8 said: “I’m the sort of person who 
reads all 69 pages of a document that might handle something because I want to know 
whether it was relevant”. Other participants indicated that they simply choose to accept 

terms and conditions without reading them. IP5 said, “You know what!? You just flagged 
something that I completely ignored. We would tick the box where you just agree to terms 
and conditions that we haven’t even read”. 

Participants reported two main reasons for not reading ACMD privacy policies: 1) 

privacy policies are too long and use technical jargon that is difficult to understand 2) 

some caregivers may need to use a monitoring device regardless of its privacy risks. IP8 

said: “I think it’s related to 2 things; the privacy policies are too long and too 
complicated, and the thing is that we just want to get this working down as you know”. 

5. Discussion and Conclusion 

We found that all participants in this study were aware that older adults’ privacy will be 

affected by using ACMDs. Participants noted that decisions about using ACMDs should 

balance between benefits provided and privacy risks. This is in line with findings from 

previous studies such as Robinson et al. [15] and Landau et al. [10]. Participants therefore 

emphasised that any ACMD should strictly limit any collection and sharing of older 

adults’ data. For instance, fall detectors were considered beneficial by all participants as 

falls are common between elderly people and may cause serious injuries [9]. However, 

only caregivers who are directly responsible for older adults’ wellbeing should receive 

alerts about falls so they can act to avoid negative consequences. 

Furthermore, most of the participants refused to impose using ACMDs on older 

adults. They emphasised that details on the purpose of the device should be discussed 

with older adults so they can provide a well-informed consent before using the device. 

Participants were mostly concerned about privacy as non-invasiveness, non-
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intrusiveness and non-obtrusiveness over information privacy in the use of ACMDs [7]. 

Only few participants and due to the complexity of privacy policies, were interested in 

knowing about information privacy including privacy protection measurements (i.e. 

protections against technical issues such as hacking) applied by service providers. 

Interestingly, this includes knowing whether the collected data will be shared with third 

parties and the purposes that the data will be used for before they start using ACMDs. 

Caregivers play an important role in influencing older adults’ decisions on using 

monitoring devices [14]. We noticed that caregivers might overlook privacy out of 

necessity, in particular for those who want to avoid a previous bad experience (e.g. fall 

or wandering) from happening again in the future. We therefore argue that ACMD 

developers should consider various older adults’ and caregivers’ perspectives in relation 

to privacy such as what data to collect, whom to share it with and when. This requires 

simplifying privacy notices in terms and conditions by making them short and simple to 

avoid overwhelming caregivers with unnecessary details. Moreover, developers should 

consider offering ACMD users different privacy settings so that users are able to tailor 

their own preferences based on their needs [11]. 
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