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Abstract
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Faculty of Engineering and Information Technology

Doctor of Philosophy

by Lianglu PAN
ORCID: 0009-0005-8803-1008

Web applications are increasingly central to modern digital infrastructure, yet they
remain highly susceptible to security vulnerabilities. Automated testing offers a scalable
path toward improving web application robustness, but faces persistent challenges—
including the oracle problem, the lack of formal specifications, and the difficulty of

detecting subtle vulnerabilities like excessive data exposures.

This thesis advances practical automated security testing by rethinking how human in-
teraction artifacts—such as captured traffic and behavioral relationships—can be lever-
aged to reduce manual effort while maintaining high testing effectiveness. It introduces
EDEFuzz, a novel fuzzing tool for detecting Excessive Data Exposure (EDE) vulnerabil-
ities in web APIs. EDEFuZzz applies metamorphic testing principles to compare related
web responses, enabling effective and scalable detection of sensitive data leaks without
requiring exhaustive manual specifications. A controlled user study demonstrates that
EDEFuzz improves both the accuracy and efficiency of EDE detection while reducing

user cognitive load.

The thesis also presents TRAILBLAZER, an end-to-end fuzzing framework designed to un-
cover server-side crashes in undocumented or poorly documented APIs. TRAILBLAZER
bootstraps its test generation process from real-world API traffic, autonomously identi-
fying endpoints and inferring payload structures without needing an API specification.
This black-box approach surfaces crash-inducing edge cases that are often missed by

existing tools, highlighting its applicability to complex, real-world web systems.

Together, these contributions demonstrate that reusing naturally generated human in-
teraction artifacts can enable practical, low-overhead, and scalable security testing. The
findings point toward new directions for building intelligent, human-informed testing

systems that better match the realities of modern web development.
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Chapter 1

Introduction

1.1 Overview

Web applications are an integral part of today’s software ecosystem, powering a wide
range of services from e-commerce and online banking to social media and enterprise
systems. Their ubiquity and importance continue to grow as more functionality is moved
to the web. According to recent industry reports [1], the usage of web APIs—an essential
component of web applications—has surged in recent years, reflecting the increasing

reliance on web-based architectures.

Given their critical role, testing web applications is essential but remains inherently
challenging [2, 3]. Failures or vulnerabilities can lead to severe consequences, including
data breaches, service disruptions, and reputational damage [4]. Effective testing must
ensure not only functional correctness but also security and robustness across a wide
range of input and interaction patterns. However, generating meaningful test cases and
designing effective test oracles is particularly difficult in this domain. Web applications
often involve asynchronous communication, dynamic content generation, and stateful
behavior [3, 5, 6], while their expected behaviors are frequently implicit and hard to

formalize [7]. These challenges complicate automated test generation and evaluation.

Automated testing has become the most scalable and cost-effective way to find bugs
in web applications [8-10]. Compared to manual approaches, automated tools can ex-

plore large input spaces and diverse interaction sequences with minimal human effort.
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Techniques such as fuzzing, symbolic execution, and dynamic analysis have been success-
fully applied to detect a variety of software flaws. However, their effectiveness depends
heavily on access to formal specifications, well-defined test oracles, or exhaustive input

models—requirements that are often missing in real-world web systems.

While many existing approaches either rely heavily on specifications or aim for full
automation with minimal contextual awareness, there remains a gap in leveraging tar-
geted automation informed by the natural by-products of human interaction. In par-
ticular, there is an opportunity to bridge technically grounded fuzzing techniques with
lightweight, incidental human input—such as user-generated traffic or Ul-triggered API
calls—to navigate the middle ground between manual and fully autonomous testing.
This thesis explores that space by proposing methods that selectively reuse information
generated during routine web application use to inform and enhance automated test-
ing. Rather than requiring users to explicitly configure tests or write specifications, our
approach extracts useful artifacts from natural behavior, allowing even non-technical
participants to contribute to vulnerability detection indirectly. This enables practical,
end-to-end testing techniques that operate with minimal manual setup while still un-

covering deep and impactful bugs in realistic applications.

We target two critical classes of web application bugs: (1) ezcessive data exposures
(EDEs), where APIs unintentionally leak sensitive data [11], and (2) crashes in un-
documented APIs, which may result from malformed inputs, weak error handling, or
incorrect assumptions about endpoint usage. These two bug classes were chosen not
only for their security and reliability impact, but also for the unique challenges they
pose to existing automated testing methods. Some bugs, like EDEs, are particularly
difficult to detect because they lack clear or easily automated test oracles—what con-
stitutes “excess” data is often subjective and context-dependent, making it easier for
humans to recognize but hard to encode programmatically. Similarly, crashes in undoc-
umented APIs are challenging because the most effective testing strategies typically rely
on detailed specifications—specifications that are either incomplete or absent for these
endpoints. As a result, these bugs tend to be overlooked in both research and practice,
requiring either intensive manual effort or domain knowledge to uncover. This makes
them ideal candidates for the approach proposed in this thesis, which seeks to smooth
out such difficulties by reusing artifacts produced during natural human interaction with

web applications. By leveraging what users already generate—such as traffic traces and
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behaviorally coupled responses—we demonstrate that it is possible to surface subtle,
high-impact bugs with low manual effort and without the need for manually-written

formalized input models.

In light of these challenges, this thesis aims to rethink how automated security testing
for web applications can be made more practical, scalable, and effective, particularly
in environments where traditional specifications, oracles, and expert-driven testing are
infeasible. By leveraging artifacts naturally produced during human interaction, we seek
to design testing techniques that minimize manual engineering effort while uncovering

deep, context-sensitive vulnerabilities.

To realize this vision, we focus on four core research questions that collectively explore
new methods for detecting subtle web application flaws, designing low-overhead automa-
tion strategies, and ensuring that the resulting tools are both technically effective and

practically usable.

1.2 Research Problems

The research questions that guide this study are as follows:

RQ1: How can excessive data exposure vulnerabilities be effectively detected in web

applications?

RQ2: Can automated fuzzing uncover server-side crashes in undocumented or poorly

documented web APIs without requiring prior specifications?

RQ3: How can information produced during natural human interaction with a web

application be leveraged to enhance automated web application testing?

RQ4: How user studies can be designed to evaluate the effectiveness and usability of

web application fuzzing tools?

The research questions addressed in this thesis are motivated by pressing security chal-
lenges in modern web applications. These challenges stem from the increasing complex-

ity and ubiquity of web APIs, the subtlety of certain vulnerability classes, and the need
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to build tools that are not only effective but also usable by developers. Each research

question targets a critical gap in current testing and vulnerability detection practices.

The first question addresses a relatively underexplored but increasingly important secu-
rity concern. Excessive data exposures (EDEs) occur when web applications uninten-
tionally reveal sensitive or contextual information via APIs, even though the disclosure
may appear benign in isolation. Unlike traditional vulnerabilities such as SQL injection
or cross-site scripting, excessive data exposures (EDEs) involve violations of intended
data access boundaries rather than injection of malicious inputs. EDEs often arise due
to flawed logic, poor access control, or miscommunication between frontend and back-
end systems. Detecting them is challenging because, like some other vulnerabilities,
they may not cause crashes or visible misbehavior [12, 13]. Instead, identifying EDEs
often requires a deep understanding of which data should or should not be transmit-
ted under specific contexts, making conventional automated testing approaches insuffi-
cient. Detecting such flaws necessitates novel testing paradigms—such as metamorphic
testing—that focus not on individual outputs, but on relational properties between mul-
tiple executions. This question is both important and challenging due to the lack of
formal specifications defining “excessiveness” and the difficulty of establishing ground

truth in automated settings.

The second question addresses a widespread limitation in current web testing tools.
Many real-world APIs, particularly internal or rapidly evolving ones, lack comprehensive
documentation or formal interface definitions like OpenAPI [14]. As a result, traditional
fuzzers that depend on specifications for input generation are rendered ineffective. This
question is crucial because undocumented APIs are often among the most vulnerable,
as they receive less scrutiny and are more likely to suffer from inconsistencies and latent
bugs. Automatically detecting crash-inducing behavior without prior knowledge requires
understanding of API endpoints and payload structure. Solving this problem pushes the
boundary of black-box and specification-less fuzzing, making it highly relevant to both

academia and industry.

The third question builds on the insight that human interactions with web applications—
whether during development, testing, or regular usage—naturally generate valuable in-
formation that can inform automated testing. This includes HT'TP traffic, UI behaviors,

sequences of API calls, and context-specific outputs. By repurposing these artifacts, it
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may be possible to reduce the need for hand-crafted specifications or manually written
test cases, while improving the relevance and effectiveness of automated tests. This
question is particularly significant because it opens up a new paradigm for low-effort,
high-impact testing: allowing non-technical users to unknowingly contribute meaningful
data that enhances test coverage and vulnerability detection. Exploring this question
involves both technical and methodological challenges, such as extracting useful sig-
nals from noisy interaction traces and designing testing frameworks that can learn and

generalize from them.

The fourth question is essential for bridging the gap between research prototypes and
tools that developers will actually adopt. Security tools are often evaluated solely in
terms of technical performance, such as code coverage or number of bugs found. However,
if a tool is too complex, unintuitive, or time-consuming, it is unlikely to see real-world
use, regardless of its capabilities. Designing effective user studies to assess developer
experience introduces several methodological challenges, including identifying appropri-
ate tasks, measuring subjective perceptions like trust and confidence, and accounting
for participants’ varied backgrounds. This question matters because usability directly
impacts the practical value of a tool: a moderately effective tool that is easy to use may
be more valuable in practice than a highly effective one that is difficult to integrate.
Moreover, insights from user studies can inform future improvements, enabling iterative

development that aligns more closely with real-world needs.

Together, these questions form the backbone of this thesis. They reflect a commit-
ment to advancing both the technical rigor and practical impact of web application
testing research, with contributions spanning vulnerability detection techniques, tool
development, and empirical evaluation. More importantly, taken together, these ques-
tions address a broader problem at the heart of modern security testing: how to re-
duce the manual effort traditionally required to test complex web applications, without
sacrificing precision or depth. By targeting underexplored classes of bugs that resist
conventional automation (RQ1 and RQ2), investigating new sources of test-relevant in-
formation rooted in human interaction (RQ3), and ensuring that resulting tools are
usable and actionable in real-world settings (RQ4), this thesis aims to unlock a new
space in the effort-effectiveness tradeoff. It offers a path toward practical, low-effort
testing approaches that remain capable of surfacing deep and impactful vulnerabilities

in today’s web systems.
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Each of these research questions is addressed through the technical contributions and
evaluations presented in this thesis. RQ1 is tackled through the design and evaluation of
EDEFUZzz, described in Chapter 3, which focuses on detecting excessive data exposure
vulnerabilities in web APIs. RQ2 is addressed by the development of TRAILBLAZER, de-
tailed in Chapter 5, which explores automated fuzzing techniques to uncover server-side
crashes in undocumented APIs without requiring formal specifications. RQ3 is interwo-
ven throughout both EDEFUZz and TRAILBLAZER, as both systems leverage artifacts
produced during natural human interactions to guide automated testing. Finally, RQ4
is the focus of the user study presented in Chapter 4, which systematically evaluates
the usability and effectiveness of EDEFUzz from the perspective of real-world users.
Together, these chapters collectively demonstrate how targeted automation, informed
by naturally occurring interaction data, can achieve the broader thesis goal of practical,

low-effort yet high-effectiveness web application security testing.

1.3 Research Contributions

This thesis addresses a fundamental challenge in web application testing: how to achieve
high testing effectiveness while minimizing manual effort and reliance on formal specifi-
cations or expert engineering. By leveraging artifacts naturally produced during human
interaction with web applications—such as API traffic and user interface behaviors—we
demonstrate that it is possible to build practical, automated testing tools that uncover
deep and subtle vulnerabilities with minimal setup. This strategy opens up a new design
space between manual testing and traditional automation, allowing even non-technical

users to indirectly contribute to security testing workflows.

Building on this overarching idea, this thesis makes several concrete contributions span-
ning methodological innovations, tool development, empirical evaluation, and practical

impact.

First, we developed EDEFUZz, a novel approach and tool designed to detect excessive
data exposure (EDE) vulnerabilities in web applications. Unlike traditional web fuzzers
that mutate input requests, EDEFUZzzZ introduces the idea of mutating response content
to uncover unused data fields. This approach is rooted in the principles of metamorphic

testing [15, 16], where we define a metamorphic relation to express whether the web page
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should change—or remain stable—when mutated server responses are issued. EDEFUZz
supports developers and security analysts in identifying instances where sensitive or
unnecessary information is revealed unintentionally, often in subtle or context-dependent

ways that bypass standard checks.

Second, to evaluate the effectiveness and usability of EDEFUZz, we conducted a con-
trolled experiment and user study involving participants with varying levels of experi-
ence in web security. The study measured the ability of participants to detect EDE
vulnerabilities with and without the assistance of EDEFUZz, assessing both objective
performance metrics (such as vulnerability identification and time taken) and subjective
measures (such as perceived usability and confidence). The results demonstrate that
EDEFUZzz enhances both the efficiency and accuracy of vulnerability discovery, while
also reducing the cognitive load on users. The study design and outcomes contribute to
the growing body of empirical work on evaluating security tools in realistic development

settings.

Third, we introduce TRAILBLAZER, an end-to-end web API fuzzing framework that
targets server crashes in undocumented APIs—a class of vulnerabilities often overlooked
by specification-driven tools. TRAILBLAZER is capable of autonomously analyzing the
collected web traffic and generate test cases for web APIs without requiring an API
specification or prior knowledge of the endpoints. It combines generation-based and
mutation-based fuzzing and utilizes the server response code to indicate server crashes.
TRAILBLAZER is particularly effective in discovering server crashes that only occur under
malformed inputs, making it well suited for testing complex, real-world web services.
While TRAILBLAZER is designed to focus on crashes, its detection capability colud be

expended with new test oracles for other types of web application bugs.

Both EDEFUzz and TRAILBLAZER instantiate the broader thesis principle: that mean-
ingful security testing can be built upon artifacts captured during natural human in-
teraction. By reusing these naturally occurring behaviors and workflows, our approach
minimizes the need for hand-crafted specifications and expert-driven configuration, while
maintaining strong practical effectiveness. This allows security testing processes to scale
with real-world development practices, enabling broader and more continuous coverage

without imposing prohibitive effort requirements.
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As part of the evaluation of both EDEFUzz and TRAILBLAZER, we tested a range
of widely used web applications. In doing so, we discovered previously unknown bugs
and vulnerabilities that had not been identified by existing tools or disclosed by vendors.
Upon discovering these issues, we followed responsible disclosure practices and submitted
detailed reports to the respective project maintainers. Several of these vulnerabilities
have since been acknowledged and patched, demonstrating the practical security impact
of this work. These findings underscore the need for more advanced, practical testing

strategies and contribute directly to improving the security of the web ecosystem.

This work has also achieved significant practical recognition. A patent application for
EDEFUzz has been filed [17], protecting the novel approach of using metamorphic
testing to detect excessive data exposures in web APIs. Furthermore, the industrial
relevance of the proposed tools is evidenced by two letters of support from leading
companies in the web security domain. Omne of these companies has actively begun
piloting the TRAILBLAZER tool within their internal API testing workflows, highlighting

the potential of this research to influence real-world security practices and tooling.

Finally, this thesis provides a discussion of the broader implications of our findings for
web application security. We reflect on how the design of fuzzing tools and testing
frameworks must evolve to address modern challenges such as stateful APIs, implicit
security assumptions, and the increasing use of undocumented interfaces. We also outline
potential future research directions, including the integration of human feedback, the
application of static analysis to guide dynamic testing, and the extension of metamorphic
testing principles to other domains. By addressing both theoretical and practical aspects,
this work aims to inform future efforts in the secure development and testing of web

applications.

1.4 Thesis Outline

The remainder of this thesis is organized to address the research questions introduced

in Section 1.2 through a series of technical contributions and evaluations.

Chapter 2 lays the foundation for the rest of the thesis by providing a comprehensive
background on web applications and their security landscape. It introduces key concepts

in web technology, including the architecture and operation of web APIs, which serve as
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the primary interface for modern web applications. This chapter also surveys software
testing methodologies, with an emphasis on fuzzing techniques that aim to automate
the discovery of vulnerabilities. A thorough review of related work in both vulnerability
detection and automated testing is presented, highlighting gaps in existing research that

motivate the contributions of this thesis.

Chapter 3 presents the design and implementation of EDEFUZZ, a novel approach and
tool for detecting excessive data exposure (EDE) vulnerabilities in web applications.
The chapter begins by defining EDE and explaining why it represents a distinct and
under-addressed class of security issues. The system architecture and design rationale
behind EDEFUZz are detailed, including the metamorphic relation it relies on and
the mutation strategy. Implementation choices are discussed in the context of offline
testing and scalability with minimal manual configuration. The chapter concludes with
an evaluation of EDEFUZzZ against real-world applications, demonstrating its ability to

uncover sensitive data leaks that are overlooked by existing tools.

Chapter 4 reports on a user study designed to evaluate the effectiveness and usability
of EDEFUZz when used by developers and security analysts. The study measures
how well participants can identify and understand EDE vulnerabilities using the tool,
compared to manual testing. Methodological details are provided, including the study
design, participant demographics, and analysis techniques. Results show that EDEFuzz
not only improves vulnerability detection but also supports better decision-making by
presenting clearer indicators of risk. User feedback is analyzed to highlight strengths,

limitations, and areas for improvement in the tool’s interface and workflow.

Chapter 5 introduces TRAILBLAZER, a practical end-to-end testing framework devel-
oped to explore crashes in web APIs, without the need of an API specification. This
chapter describes the motivation for targeting undocumented APIs, which are often
overlooked by specification-based tools but may expose critical backend functionality.
The architecture and key components of TRAILBLAZER are presented, including the
strategy to identify endpoints, the process to infer the payload structure, and the way it
produces new test cases. TRAILBLAZER combines both generation-based and mutation-
based fuzzing, which was demonstrated to be effective accross different domains [18-20].
The chapter concludes with case studies that illustrate TRAILBLAZER’s ability to detect

multiple new bugs in widely used web applications.
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Chapter 6 synthesizes the findings of the previous chapters and discusses their broader
implications for web application testing and security. It reflects on how the contributions
of EDEFUZz and TRAILBLAZER push the boundaries of current vulnerability detection
methods by addressing overlooked but impactful categories of bugs. The chapter ex-
plores opportunities for extending these approaches through deeper integration with
static analysis, machine learning, and human-in-the-loop testing. It also outlines future
directions in web security research, such as automated reasoning about data sensitivity,
improving oracle generation, and scaling these techniques across large microservice ar-

chitectures. The thesis is concluded by summarizing the key findings and contributions.

1.5 Thesis Statement

This thesis demonstrates that security testing for modern web applications can be made
both practical and effective by leveraging artifacts generated through natural human
interactions, such as API traffic and Ul behavior, to automate the discovery of deep,

context-sensitive vulnerabilities with minimal manual effort or formal specifications.



Chapter 2

Background and Related Work

2.1 Web Applications

Web applications have become an essential part of modern computing, supporting a wide
range of services such as online banking, e-commerce, healthcare systems, social media,
and enterprise platforms. Their ubiquity and accessibility make them a primary interface
between users and digital services. As organizations increasingly migrate services to the

web, the scale and complexity of web applications have also grown substantially.

Despite their benefits, web applications remain a common target for security attacks.
According to the OWASP Top Ten [4], a regularly updated industry-standard refer-
ence for web application security risks, several vulnerabilities—including broken access
control, injection attacks, and sensitive data exposure—continue to affect a significant
portion of deployed applications. These risks are amplified by the distributed nature of
web applications, their reliance on third-party components, and the challenge of securing

dynamically generated content.

Ensuring the reliability and security of web applications is therefore critical. However,
testing web applications poses unique challenges. Unlike traditional desktop software,
web applications operate in a heterogeneous environment involving client-server com-
munication, asynchronous requests, and complex interactions between UI and backend
APIs. These characteristics introduce difficulty in replicating user behavior, generating

relevant test inputs, and verifying correctness of application behavior.

11



Background and Related Work 12

Consequently, the development of effective and automated testing approaches for web
applications has become an active area of research [8, 21-25]. This thesis contributes
to this space by exploring automated techniques that reduce manual effort and improve
coverage, with a particular focus on uncovering subtle or hard-to-trigger bugs in real-

world web systems.

2.2 Web APIs

2.2.1 Overview

Web APIs (Application Programming Interfaces) have become a foundational element
of modern software development, powering a vast range of applications across multiple
industries. From fetching weather data to checking stock availability, web APIs are
widely used to facilitate communication between client applications and remote servers.
Their ability to enable seamless integration of services and systems has made them

indispensable in areas such as e-commerce, social media, finance, IoT, and more.

At its core, a web API allows one system to interact with another over the Internet using
the HTTP protocol [26]. A typical web API request includes essential components such
as the request method (e.g., GET, POST), a URL (Uniform Resource Locator), headers,
and an optional body. A response from the server consists of a status code (e.g., 200
0K, 404 Not Found), headers, and a response body that contains the requested data or

an error message.

For example, consider the HTTP request for fetching weather information, and its re-
sponse, shown in Listing 2.1. The GET represents the HT'TP method used in this request.
GET, POST, PUT and DELETE are the most commonly used HT'TP methods in web APIs,
they typically indicate that the client is requesting data, creating data, updating data, or
deleting data, respectively. The /weather is the API endpoint, and at least canonically
represents a discrete functionality on the server (in this case, fetching weather informa-
tion). The ?city=Sydney is the query parameter, telling the server to fetch the weather
information for the given location. Note that for many web APIs, it is common to al-
low encapsulating a query parameter into the endpoint (e.g. GET /weather/Sydney),

depending on the server implementation. The next two lines beginning with Host: and
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Accept: are HTTP headers, specifying where the API is hosted, and indicates the client
expects the server to return the data in JSON format. Additional headers may also be
present for purposes such as authentication and authorization.

L1sTING 2.1: An API request (left) for fetching weather information, and its corre-
sponding response (right).

GET /weather?city=Sydney HTTP/1.1 ||HTTP/1.1 200 OK
Host: api.weatherprovider.com Content-Type: application/json

Accept: application/json Content-Length: 60

{"city":"Sydney", "temperature":"18°C",

< "condition":"Sunny"}

Responses from the API follow typical HTTP semantics. See Listing 2.1, which contains
the HTTP status code (200 OK), followed by remaining metadata headers, and then
finally the response body. API requests most typically follow a single request from a

client, followed by a single response, which is subsequently handled by the client.

To formalize the syntax and semantics of requests and responses, developers often use

a formal specification, such as an OpenAPI Specification.

2.2.2 OpenAPI Specification

The OpenAPI Specification is a standard, language-agnostic format for describing REST-
ful (Representational State Transfer) web APIs [27]. It defines how API requests should
be structured, including the endpoints, methods, parameters, and expected responses,
making it easier for developers to understand and interact with APIs. An OpenAPI
document serves as both a reference and a contract between API developers and users,

enabling clear communication of how the API behaves and what responses to expect.

In practice, OpenAPI specifications can be produced through a variety of methods de-
pending on the development workflow, the complexity of the API, and the tools or
frameworks in use. Many modern web frameworks offer automated generation of Ope-
nAPI specifications. For instance, frameworks such as Spring Boot (Java), FastAPI
(Python), and ASP.NET Core (C#) provide built-in support to automatically produce
OAS from the defined routes and data models. These tools leverage the application’s
existing codebase to generate accurate and up-to-date API documentation, reducing the

maintenance overhead.
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2.2.2.1 Key Features

The OpenAPI Specification offers several key features that make it an essential tool for

API development:

Comprehensive API Documentation: OAS enables the creation of detailed

API documentation that is both human-readable and machine-readable.

Code Generation: Tools supporting OAS can generate client libraries, server

stubs, and API documentation directly from the specification file.

Interoperability: By using a standard format, OAS promotes interoperability

between different tools and frameworks in the API ecosystem.

Testing and Validation: The specification can be used to automate API testing

and validate requests and responses for conformance.

2.2.2.2 Structure

An OpenAPI document is typically written in either YAML or JSON format and consists

of the following main sections:

OpenAPI Version: Specifies the version of the OpenAPI Specification being

used.
Info: Provides metadata about the API, such as its title, version, and description.
Servers: Lists the base URLs where the API is hosted.

Paths: Describes the API endpoints (paths) and the operations available for each

endpoint.

Components: Defines reusable objects, such as schemas, parameters, and re-

sponses, to avoid redundancy.

Security: Specifies the security mechanisms, such as API keys, OAuth2, or basic

authentication, required to access the API.

Tags: Groups operations by category for better organization.
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Listing 2.2 shows the OpenAPI Specification for the weather API illustrated in List-
ing 2.1. This OpenAPI Specification defines the GET /weather endpoint, the city
query parameter, and expected responses.

LisTING 2.2: The OpenAPI Specification for the API shown in Listing 2.1.

openapi: 3.0.0
info:
title: Weather API
description: This API provides weather information for a specified city.
version: 1.0.0
servers:
- url: https://api.example.com
paths:
/weather:
get:
description: Returns the current weather conditions for the specified city.
parameters:
- name: city
in: query
required: true
description: The name of the city for which weather information is being
— requested.
schema:
type: string
responses:
'200"':
description: A JSON object containing the weather details for the city.
'400"':

description: Bad Request, e.g., missing or invalid city name.

2.2.2.3 Advantages

The OpenAPI Specification (OAS) provides a standardized, machine-readable descrip-
tion of RESTful APIs, enabling developers and testers to understand how to interact
with a service without inspecting its underlying implementation. A well-defined specifi-
cation outlines endpoints, request/response formats, and parameters, serving as a single

source of truth for both human and automated processes.

The adoption of OAS brings several advantages:



Background and Related Work 16

e Improved Collaboration: A shared specification aligns development, testing,

and operations teams, streamlining communication and reducing ambiguity.

e Automation Support: OAS enables automation in documentation generation,

mock server creation, test case generation, and CI/CD pipelines.

e Standardization and Interoperability: Conforming to a common format makes

APIs easier to consume, integrate, and maintain across tools and systems.

Overall, the OpenAPI Specification has become a cornerstone of modern API ecosys-
tems, simplifying the design, documentation, and testing processes, while promoting

more robust and reliable software development practices.

2.2.2.4 Challenges in OAS Adoption

Despite these advancements, not all web development frameworks or pipelines support
automatic OAS generation. In such cases, developers may need to rely on third-party
libraries or continue with manual documentation efforts. Moreover, even among APIs
that do have specifications, a significant number suffer from “specification drift”, where
the documentation becomes outdated or inconsistent with the actual API implemen-
tation [28-30]. A study by APIContext revealed that 75% of their tested production
APIs had discrepancies between their implementations and their published OpenAPI
specifications [14]. Furthermore, the adoption of OpenAPI specifications across the web
is not yet universal. According to the same study, only 57% of APIs have public API
specifications, indicating that a substantial portion of APIs lack formal documentation.
This gap underscores the need for broader adoption of standardized API documentation

practices to enhance interoperability and maintainability in web services.

To mitigate the challenges of manual specification and specification drift, several tools
and research efforts have emerged to assist in generating or inferring OpenAPI spec-
ifications from existing web applications. Research tools such as APIDiscoverer [31],
APICARV [32], Respector [33], and RESTSpecIT [34] leverage techniques like traffic
analysis and static analysis to produce or infer an API specification. In practice, devel-
opers can also rely on tools like SwaggerHub Explore (formerly Swagger Inspector) [35]

for testing and documenting APIs, or AppMap [36] for visualizing and analyzing ap-

plication behavior to support documentation efforts. These solutions play a crucial
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role in improving specification coverage and accuracy, especially for legacy systems or

applications lacking up-to-date documentation.

2.3 Software Testing

2.3.1 Overview

Software testing is a critical component of the software development lifecycle, aimed
at ensuring the quality, functionality, reliability, and security of software systems. It
involves systematically evaluating a program against its specified requirements to iden-
tify defects, ensure correctness, and validate that the system behaves as expected under
various conditions [37]. By uncovering errors early in the development process, software
testing helps reduce the cost of fixing bugs, enhances user satisfaction, and mitigates

potential security risks.

Modern software testing encompasses a wide range of techniques, broadly classified
into static and dynamic testing [38-40]. Static testing involves analyzing the code or
documentation without executing the program, focusing on identifying potential issues
such as coding standard violations, security vulnerabilities, or logical errors. Common
static testing techniques include code reviews, walkthroughs [41, 42], and the use of

automated tools like linters or static analyzers [43-46].

Dynamic testing, on the other hand, evaluates the system by executing it with different
inputs and observing its behavior. This approach can be further categorized into func-
tional and non-functional testing. Functional testing ensures that the software meets its
specified requirements, often performed through techniques such as unit testing, integra-
tion testing, and system testing. Non-functional testing, in contrast, assesses attributes

like performance, scalability, and security, which are crucial for real-world deployment.

Advancements in software testing have introduced automation, enabling testers to effi-
ciently execute large test suites and achieve higher coverage. Techniques like test-driven
development (TDD) [47] and continuous integration (CI) [48] pipelines have integrated
testing into the development workflow, promoting rapid feedback and iterative improve-

ment. Among dynamic testing methods, fuzzing has gained prominence for its ability
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to uncover critical vulnerabilities by systematically generating and testing unexpected

inputs [49, 50].

2.3.2 The Test Oracle Problem

One of the fundamental challenges in software testing is the test oracle problem—
determining whether the output of a program for a given input is correct [51]. While
generating test inputs can often be automated using techniques such as random test-
ing, symbolic execution, or model-based generation, verifying the correctness of outputs

remains a significant bottleneck in many testing scenarios.

In its most basic form, a test oracle is a mechanism that determines whether a program
behaved as expected for a given test input. In practice, however, many systems lack a
precise specification or a reliable ground truth against which to validate behavior. This
issue is particularly prevalent in complex or interactive systems such as web applica-
tions, machine learning pipelines, and systems involving nondeterminism, concurrency,

or evolving state.

Researchers have proposed various strategies to address the oracle problem:

e Assertion-based oracles rely on pre-defined conditions or properties that must
hold during execution, such as assertions in code or postconditions in formal con-
tracts. While effective in some cases, these require prior knowledge of expected

behavior and can be incomplete.

e Regression oracles compare the behavior of a system against previous versions,
assuming the older version’s behavior was correct. This can reveal unintended

changes, but may miss bugs present in both versions.

¢ Differential testing (or cross-implementation testing) compares outputs across
multiple implementations of the same functionality [52]. It has been successfully
used in testing compilers and database systems, but is limited to cases where

multiple comparable systems exist.

e Metamorphic testing leverages known relationships between inputs and outputs

(metamorphic relations) to derive new test cases and predict output patterns [53].
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This strategy is especially useful when the expected output is unknown or hard to

define.

e Human oracles rely on manual inspection by developers or testers to judge cor-
rectness. While sometimes necessary, this is costly, error-prone, and difficult to

scale.

e Specification mining and inferred models attempt to learn expected behavior
by observing system executions, such as through runtime monitoring or analysis
=4

of execution logs [54]. These approaches can be helpful when specifications are

missing, but may generalize incorrectly.

e Machine learning-based oracles are an emerging area where classifiers or
anomaly detectors are trained to distinguish between correct and incorrect behav-
ior. These methods are promising but face challenges in explainability, robustness,

and data requirements.

Despite decades of research, the oracle problem remains a fundamental obstacle in au-
tomating software testing [55]. Each strategy offers trade-offs in terms of accuracy,
scalability, and applicability to different domains. In practice, many modern testing
frameworks combine multiple oracle strategies, or rely on partial oracles that can vali-

date certain aspects of behavior while ignoring others.

2.3.3 Fuzzing

Fuzzing is one of the most effective and widely used techniques in software testing, par-
ticularly for identifying security vulnerabilities and bugs in complex software systems.
The technique involves providing random, invalid, or unexpected inputs to a program
in order to discover potential flaws, including crashes, memory leaks, and security vul-
nerabilities such as buffer overflows or unhandled exceptions. Fuzzing has become a
cornerstone of modern security testing, especially in the context of vulnerability discov-
ery for large-scale systems, including web applications, operating systems, and network

services [56-60].

Fuzzing techniques can be categorized in multiple ways depending on the criteria used.

One widely used classification groups fuzzers based on the level of knowledge they possess
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about the system under test: black-box, white-box, and grey-boxr fuzzing. Black-box
fuzzing treats the application as a black box and generates test inputs without any
knowledge of the internal structure, often relying solely on output anomalies such as
crashes. White-box fuzzing, on the other hand, leverages complete knowledge of the
program’s source code or binary, employing techniques such as symbolic execution to
systematically explore execution paths [61]. Grey-box fuzzing strikes a balance by using
lightweight instrumentation or runtime feedback—such as code coverage—to guide the
input generation process, with tools like AFL [62] exemplifying this approach. This
taxonomy helps clarify the trade-offs between precision, scalability, and required domain
knowledge across different fuzzing strategies. Another common distinction is between
generation-based and mutation-based fuzzing, each suited for different scenarios and

testing needs, discussed below.

2.3.3.1 Mutation-based Fuzzing

Mutation-based fuzzing generates new test cases by making small, random changes to
existing inputs. These modifications may include altering specific fields, flipping bits, or
inserting unexpected characters, all of which are designed to trigger unexpected behavior
or vulnerabilities in the target system. Mutation-based fuzzing is particularly effective
for finding anomalies in applications that accept complex, but relatively predictable

inputs, such as network protocols or binary formats.

One of the most notable tools in this category is AFL (American Fuzzy Lop) [62], which
combines mutation with feedback-driven exploration. AFL guides the fuzzing process
using coverage feedback, enabling the fuzzer to focus on untested or under-executed code
paths. This method has been highly successful in finding vulnerabilities in widely used

software, including open-source projects and proprietary applications.

AFL has served as the foundation for numerous extensions that aim to adapt its pow-
erful mutation-based fuzzing capabilities to new domains. For instance, AFLNet [59]
extends AFL to effectively fuzz stateful network protocols by incorporating a model of
request-response state transitions, enabling it to maintain semantic correctness across
sequences of network interactions. StateAFL [63] augments AFL by integrating pro-
gram state information into the fuzzing feedback loop, guiding the exploration toward

semantically rich and previously unvisited states. AFL++ [64] is a community-driven
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successor to AFL that incorporates numerous improvements such as better mutation
strategies, persistent mode, and custom mutators, offering a highly extensible and mod-
ern fuzzing platform. FairFuzz [65] enhances input selection by targeting rare branches,
using a probability-based model to generate inputs that maximize coverage of hard-to-
reach program paths. These innovations illustrate the flexibility of AFL’s core design

and its continued relevance in modern fuzzing research.

Mutation-based fuzzing has been effectively applied beyond traditional user-space ap-
plications, extending to domains such as operating systems [60, 66—68], embedded sys-
tems [66, 69, 70], databases [71-73], and compilers [74-76]. TriforceAFL [68] extends
AFL to enable syscall-level fuzzing of kernel-space code by leveraging QEMU for full-
system emulation, uncovering vulnerabilities in OS kernels. Avatar [70] targets embed-
ded firmware by combining symbolic execution with fuzzing across real and emulated pe-
ripherals, enabling automated bug discovery in deeply embedded systems. For database
systems, Ratel [72] is a coverage-guided fuzzer designed for enterprise-level database
management systems (DBMS), which tackles key challenges in testing large-scale dis-
tributed systems and has successfully uncovered dozens of previously unknown bugs in
production-grade databases. In the domain of compilers, Csmith [75] uses random pro-
gram generation with mutation strategies to test C compilers, leading to the discovery

of hundreds of bugs in widely used compilers.

Overall, mutation-based fuzzing excels in scenarios where inputs can be derived from a
base corpus of known test cases, and havs demonstrated its versatility and impact across

diverse and complex software systems.

2.3.3.2 Generation-based Fuzzing

In contrast to mutation-based fuzzing, generation-based fuzzing creates test cases from
scratch, typically using predefined rules or specifications of the expected input format.
This approach is ideal for applications where input constraints are well understood and
explicitly defined, such as in the case of SQL queries, XML parsers, or any system

requiring structured input.

One of the primary advantages of generation-based fuzzing is its ability to generate

inputs that are syntactically correct according to the input grammar. By adhering to
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the expected structure of the input, generation-based fuzzing ensures that test cases are
valid and can trigger deeper application logic that mutation-based fuzzing might miss
due to incorrect or malformed inputs. For example, in a database system, generation-
based fuzzing might create well-formed SQL queries with edge-case values to test the

system’s handling of complex queries.

Tools such as DynSQL [77] and Skyfire [78] focus on generation-based fuzzing for specific
application domains, such as database query engines and web applications, respectively.
DynSQL generates SQL queries based on a predefined grammar and uses a feedback loop
to iteratively refine inputs to find vulnerabilities in SQL parsers, including SQL injection
vulnerabilities. Skyfire, on the other hand, generates and mutates XML documents to
test XML parsers, allowing the identification of flaws in XML handling that could lead
to security vulnerabilities or data corruption. Other popular work include Peach [79],
which is a general-purpose fuzzing framework that supports both generation-based and
mutation-based fuzzing, Domato [80], a document object model fuzzer, Atheris [81], a
Python fuzzing library that allows for the generation of structured inputs based on user-
defined schemas, and Fuzzilli [20], a JavaScript engine fuzzer. These tools demonstrate
the effectiveness of generation-based fuzzing for discovering vulnerabilities in structured

data handling and parsing.

Generation-based fuzzing is highly effective when working with well-documented input
formats, providing a more targeted and efficient approach to discovering vulnerabilities

in structured data handling.

2.3.3.3 Fuzzing in Software Testing

Fuzzing has gained prominence in the software testing community due to its effectiveness
in finding security-critical vulnerabilities that might otherwise go unnoticed through
traditional testing methods. Its success is partly attributed to its ability to generate a
high volume of diverse inputs, which allows for the exploration of edge cases that may

not be covered by human testers or other automated testing techniques.

Moreover, fuzzing’s ability to automatically detect crashes, memory leaks, and unex-
pected behavior makes it a vital tool in security testing. It is particularly crucial in

the context of modern software systems, where complex input validation is required to
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protect against threats such as buffer overflow attacks, denial of service (DoS), and re-
mote code execution vulnerabilities [82]. As a result, fuzzing is increasingly integrated
into continuous integration pipelines and is used in production environments to ensure

software robustness.

Despite its success, fuzzing faces certain challenges, including the test oracle problem
(i.e., determining the correctness of a test case’s result) [51, 55], the difficulty of gener-
ating inputs for highly complex or stateful systems [83, 84], and the need for domain-
specific knowledge to guide test case generation [85—87]. Despite these challenges,
ongoing research continues to refine fuzzing techniques, with approaches like hybrid
fuzzing [18-20] combining generation-based and mutation-based methods, demonstrated

the effectiveness across different domains.

Overall, fuzzing remains one of the most powerful tools for discovering security vulner-
abilities and ensuring the reliability of software systems. By leveraging both mutation-
based and generation-based approaches, fuzzing allows for broad coverage and deep
exploration of software behavior. As the field evolves, further innovations in feedback
mechanisms, state modeling, and hybrid approaches will continue to improve fuzzing’s
applicability across different domains, making it an essential component of modern soft-

ware testing.

2.3.4 Metamorphic Testing and Fuzzing

Metamorphic testing is an advanced software testing technique particularly effective in
scenarios where the test oracle problem arises—that is, when it is difficult or infeasible
to determine the expected output for a given test input [15, 16]. Instead of verifying
individual outputs, metamorphic testing focuses on the relationships between multiple
inputs and their outputs, known as metamorphic relations. These relations express
necessary properties that should hold across transformed inputs and their corresponding

outputs, allowing for indirect validation of software correctness.

Consider the following toy example of metamorphic bug finding: we can test a function
that reverses a list by testing, for an arbitrary input list , whether reversing the reverse

of x yields z itself; or for a function that calculates distance between a pair of points,
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whether the distance from point a to c¢ is always smaller or equal to the sum of the

distances from a to b and from b to ¢, etc.

Metamorphic testing serves both as a method for test case generation and test result
verification [15]. By systematically applying transformations to inputs (or outputs) and
checking the consistency of the results, it enables the discovery of faults that tradi-
tional testing approaches may overlook. Over the years, metamorphic testing has been
successfully applied in diverse domains, including machine learning [88, 89], database

systems [90-92], compilers [93], machine translation [94-96] and web services [97, 98].

A key challenge in applying metamorphic testing lies in identifying suitable metamorphic
relations, which often requires deep domain knowledge and creativity. To address this,
Segura et al. proposed six abstract metamorphic relation patterns that serve as reusable
templates, from which concrete, domain-specific metamorphic relations can be derived.
In their study, they identified 60 web API-specific metamorphic relations, most of which
describe how related web requests should lead to related responses, for instance, adding

a query parameter might result in a superset of results.

2.4 'Web Application Testing

2.4.1 Overview

Web application testing plays a critical role in ensuring the functionality, reliability,
and security of modern web systems. As applications grow more complex—often struc-
tured as interconnected microservices and exposing public-facing APIs—they become
increasingly susceptible to a wide range of vulnerabilities. Effective testing must there-
fore address not only functional correctness but also robustness against malicious input,

protocol compliance, and stateful behavior across interactions.

Research in this area spans both traditional vulnerability detection and modern API-
specific testing techniques. Vulnerability detection efforts have extensively explored at-
tacks such as SQL injection, cross-site scripting, and remote code execution, while more
recent work has addressed emerging threats like server-side request forgery and excessive
data exposure (EDE). In parallel, automated techniques have evolved to test RESTful
APIs [84, 100-103], leveraging formal specifications like OpenAPI, dynamic feedback,
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and access to source code. These approaches include grammar-based fuzzing, coverage-
guided mutation, and metamorphic testing, each aiming to improve test effectiveness

and vulnerability discovery.

This section surveys key techniques and tools across web application testing. It also high-
lights current gaps—such as oracle limitations and challenges with stateful systems—that

continue to drive innovation in the field.

2.4.2 Web Application Failures

Failures in web applications are manifestations of underlying software bugs, which can
vary widely in visibility and impact. Some bugs are easily observable, such as crashes
or exceptions triggered by malformed input; others are silent, resulting in incorrect or
insecure behavior without immediate symptoms. Among these, a subset of bugs have

security implications and are referred to as vulnerabilities.

2.4.2.1 Security Vulnerabilities

A vulnerability is a bug that introduces a security weakness in the design, implemen-
tation, or configuration of a web API. Such issues may allow attackers to compromise
confidentiality, integrity, or availability of the application. They often stem from missing
input validation, flawed authentication and authorization logic, insecure data handling,
or misunderstandings between frontend and backend components. Well-known examples
include SQL injection, broken access control, server-side request forgery (SSRF), and
excessive data exposure (EDE). These vulnerabilities can lead to data breaches, privilege

escalation, or unauthorized operations.

Mitigating vulnerabilities involves secure development practices, continuous testing, and
vigilant monitoring. Techniques like static analysis [104—-106], fuzzing [107-109], and
penetration testing [110, 111] are commonly used to uncover vulnerabilities, while guide-
lines from organizations like OWASP [112, 113] and NIST [114] help standardize best

practices across the industry.
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2.4.2.2 Other Bugs and Crashes

Not all bugs are exploitable in a security context, but they can still undermine the
reliability and robustness of web applications. Crashes—such as segmentation faults,
unhandled exceptions, or out-of-memory errors—are often caused by malformed inputs,
logic errors, or improper resource management. While these failures may not pose
immediate security risks, they can degrade availability, expose implementation details,

or become entry points for further investigation.

Detecting such reliability-related bugs relies on systematic input exploration, fault in-
jection, and stress testing. Fuzzing is particularly effective in this domain [84, 100, 101,
115, 116], as it can generate unexpected input combinations that uncover subtle and

rarely exercised failure conditions.

Overall, both vulnerabilities and non-security bugs highlight the importance of compre-
hensive testing strategies. Identifying and addressing both types is essential to building

secure, stable, and user-trustworthy web applications.

2.4.3 Vulnerability Detection in Web Applications

Web vulnerability detection focuses on identifying weaknesses in web applications that
attackers may exploit to compromise confidentiality, integrity, or availability. The
OWASP Top 10 [112] is a widely adopted resource that highlights the most critical
security risks to web applications. While the OWASP list does not prescribe a strict
technical ranking of individual vulnerabilities, it reflects a consensus view of the most
prevalent and impactful classes of risks based on data from industry sources. Factors

such as exploitability, detectability, and real-world impact all inform their inclusion.

In this section, we summarize common web vulnerabilities, many of which align with
the OWASP Top 10. Rather than offering a formal ranking, we provide context for
each issue’s practical relevance, potential impact, and the corresponding research efforts

aimed at detecting and mitigating them.

SQL Injection (SQLi) vulnerabilities enable attackers to manipulate backend database

queries via crafted input, potentially leading to unauthorized data access or full system
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compromise. Halfond et al. provide a taxonomy of SQLi attack types and countermea-
sures, emphasizing the limitations of many existing defenses that only address narrow
subsets of attacks. Alwan and Younis and Sarmah et al. further survey classical and
modern techniques for detecting and preventing SQLi across web, mobile, and desktop

applications.

Several tools and approaches have emerged to address SQLi at scale. SQLMap [120] auto-
mates the discovery and exploitation of SQLi vulnerabilities using a variety of injection
strategies. Boyd and Keromytis propose SQLrand, a defense based on instruction-set
randomization to make injected queries syntactically invalid. Appelt et al. introduce
w4SQLi, a mutation-based input generator capable of producing executable attack pay-
loads that bypass common filtering mechanisms. More recently, Trickel et al. presented
Witcher, a grey-box, coverage-guided fuzzing framework that outperforms black-box
scanners by using fault escalation and coverage feedback to detect SQL and command
injection vulnerabilities. Witcher’s ability to generate inputs based on observed out-
put improves input-space exploration and has uncovered dozens of previously unknown

vulnerabilities across multiple web frameworks.

Cross-Site Scripting (XSS) remains one of the most prevalent and dangerous vulner-
abilities in web applications, allowing attackers to inject and execute malicious scripts
in users’ browsers. According to Rodriguez et al., XSS was responsible for 40% of web
attacks as of 2018, affecting up to two-thirds of web applications. Traditional mitigation
approaches focus on server-side filtering and sanitization, but as Vogt et al. and Wasser-
mann and Su highlight, these are often error-prone or incomplete, leading to persistent

exposure.

Martin and Lam introduced QFED, which uses goal-directed model checking to gener-
ate multi-request XSS attacks without false positives, showing the potential of formal
techniques in practical vulnerability detection. Duchene et al. proposed KameleonFuzz,
a black-box fuzzer leveraging genetic algorithms and taint inference to evolve XSS pay-
loads and reliably detect vulnerabilities. Client-side taint tracking approaches, such as
dynamic defense mechanism [123], and Wang et al.’s TT-XSS framework, further extend
protection by monitoring JavaScript and DOM APIs during runtime. T7T-XSS rewrites
JavaScript features to track taints through browser rendering, enabling detection and

automated verification of DOM-based XSS vulnerabilities with higher precision. These
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hybrid and dynamic methods collectively improve resilience against the evolving XSS

threat landscape.

Remote Code Execution (RCE) is a high-impact vulnerability that enables attackers
to execute arbitrary code on a server, often by injecting malicious inputs that are later
interpreted as executable commands. RCE is considered a severe form of XSS when
attacker-supplied input is stored and executed as server-side script [104]. Zheng and
Zhang introduce a path- and context-sensitive interprocedural static analysis framework
that models both string and non-string input behaviors to detect RCE vulnerabilities
in PHP applications. Their approach handles the coordination of multiple requests and
control-flow complexities inherent to RCE scenarios, leading to the discovery of pre-
viously unknown vulnerabilities. Biswas et al. present a case study, examining how
insecure input handling practices during development contribute to RCE exposure, and
highlighting common patterns across vulnerable applications. Hassan et al. propose
an exploitation algorithm for identifying RCE vulnerabilities, and evaluate it through
manual penetration testing of over 1000 web applications. Their empirical study cor-
relates specific input handling flaws with successful exploitation, providing insights for

improving preventive practices.

Logic Bugs are often the result of faulty application behavior rather than simple input
validation issues. These vulnerabilities are difficult to identify because they are highly
specific to the application’s intended functionality. Felmetsger et al. propose a dynamic
analysis-based approach to automate the detection of application logic vulnerabilities.
Their method infers a set of behavioral specifications from observing the normal oper-
ation of the application and then uses model checking to identify deviations that may
indicate logic flaws. Similarly, Deepa et al. developed DetLogic, a black-box tool that
models the intended application behavior using an annotated finite state machine. This
model helps derive constraints related to input parameters, access-control mechanisms,
and workflows. Violations of these constraints are then simulated to detect vulnerabili-
ties like parameter manipulation, access-control breaches, and workflow bypasses. Deepa
and Thilagam also highlight that while injection vulnerabilities such as SQL Injection
(SQLi) and Cross-Site Scripting (XSS) have well-established detection mechanisms, logic
vulnerabilities have been gaining more attention due to their specific impact on applica-
tion functionality. They emphasize the need for continued research in fixing these flaws,

especially as attackers increasingly exploit them to compromise application behavior.
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Authentication and Session Management Flaws arise when web applications fail
to correctly implement mechanisms for user identity verification and session control. To
address these issues, several works propose techniques for both understanding their root
causes and automating their detection or mitigation. Huluka and Popov apply Root
Cause Analysis (RCA) to identify systemic causes behind session management and au-
thentication vulnerabilities. Their work isolates 11 causes for session management flaws
and 9 for broken authentication, offering a structured approach to designing more robust
authentication mechanisms based on these insights. Dalton et al. introduce Nemesis, a
system that leverages Dynamic Information Flow Tracking (DIFT) to prevent authenti-
cation bypass and access control flaws. It tracks the flow of user credentials through an
application’s runtime and cross-references them with access control policies to enforce
proper authorization. Takamatsu et al. propose an automated technique to detect session
management vulnerabilities using simulated attacks. Their approach reduces the need
for manual setup and expert knowledge by requiring only minimal input from testers.
Hassan et al. conduct a large-scale case study on 267 web applications and apply manual
double-blind penetration testing to assess the prevalence of broken authentication and
session management vulnerabilities, revealing a high incidence of flaws and highlighting
the importance of rigorous and systematic evaluation methods during deployment and

maintenance.

Server-Side Request Forgery (SSRF') vulnerabilities occur when a server-side ap-
plication fetches resources from user-supplied URLs without proper validation, enabling
attackers to make requests to internal services. Several approaches have been proposed
to detect and prevent such flaws. Jabiyev et al. analyzed over 60 SSRF vulnerabil-
ity reports and proposed a novel defense mechanism by extending a reverse proxy to
enforce SSRF-aware URL filtering. Al-talak and Abbass took a machine learning ap-
proach, developing an LSTM-based deep learning model capable of detecting SSRF
attacks from request patterns, achieving high accuracy in experimental settings. Static
analysis techniques have also evolved to address limitations in detecting SSRF in PHP-
based applications. Ji et al. identified the shortcomings of existing taint analysis tools,
particularly over- and under-tainting due to lack of SSRF-specific modeling. They pro-
posed a refined taint analysis technique that extracts application-specific sources and
sinks and builds accurate call graphs to improve detection. Building on this, Ji et al.

introduces an LLM-assisted inter-procedural, path-sensitive taint analysis engine that
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incorporates SSRF semantics and PHP-specific features to prune false positives and

increase precision.

In summary, prior work on web application security has explored both targeted and
general-purpose techniques for vulnerability detection and prevention. While some re-
search has focused on specific classes of vulnerabilities, others aim for broader coverage.
Tools like webFuzz [115], Enemy of the State [139], and Burp Suite [116] apply fuzzing
and state-aware crawling techniques to uncover a wide range of vulnerabilities. Empiri-
cal studies, such as the one by Fonseca and Vieira, have analyzed the underlying software
bugs that commonly lead to security issues, contributing to more realistic threat mod-
els and testing methodologies. Widely-used platforms like OWASP ZAP [141] further
support comprehensive web vulnerability scanning across different attack surfaces. To-
gether, these approaches and tools provide a foundation for securing web applications
against both known and emerging threats. While many of these well-known vulnerabili-
ties have been extensively studied, certain categories—such as excessive data exposures
(EDE), where sensitive but seemingly innocuous data is unintentionally revealed—have
received comparatively little attention in the academic literature, despite their potential

for serious security and privacy implications.

2.4.4 Testing Web APIs using OpenAPI Specification

Testing web APIs presents unique challenges compared to traditional software testing.
APIs often expose complex input-output behaviors through HTTP interfaces, and their
correctness depends not only on the functional responses but also on adherence to pro-

tocol standards, appropriate status codes, and correct state transitions [101, 139].

One major focus in API testing has been the generation of test cases from formal spec-
ifications, particularly OpenAPI Specifications (OAS). Tools like RESTler [84] leverage
OAS to automatically generate test sequences that account for dependencies among API
endpoints. RESTler uses server responses to detect crashes and infers API dependencies
to guide test generation. Later work [142] extended it to check for common REST rule
violations in addition to server crashes. Schemathesis [100] supports property-based
testing from OAS and GraphQL, employing fuzzing and hypothesis-based input gen-
eration to systematically explore edge cases and malformed inputs. EvoMaster [101]

takes a white-box approach, using evolutionary algorithms to generate HTTP request
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sequences that maximize code coverage and fault detection. Designed with microservice
architectures in mind, it benefits from source code access and instrumentation to guide
test generation, while also applying smart sampling strategies based on common REST

design patterns.

Several techniques use feedback-guided fuzzing or dynamic analysis to enhance test ef-
fectiveness. For instance, RESTler was evolved to support grammar-based fuzzing [143],
allowing the generation of semantically meaningful inputs that traverse deeper applica-
tion logic. Pythia [144] incorporates coverage-guided feedback and statistical learning
to model API usage patterns and generate more targeted tests. Doupé et al. presents a
state-aware black-box web vulnerability scanner that infers a web application’s internal
state machine by observing output differences during navigation. By using the inferred
state model to guide input fuzzing, the scanner is able to explore more of the application

and discover vulnerabilities missed by traditional black-box tools.

In addition to feedback-driven and dynamic techniques, another line of research has
focused on improving the breadth and usability of specification-based testing. Several
recent tools build on OpenAPI specifications to support automated black-box testing
with varying strategies and levels of effort. Morest [145] adopts a model-based approach,
constructing a dynamically updated RESTful-service property graph (RPG) to capture
interdependencies among endpoints and guide API call sequence generation. Its adaptive
strategy enables broader coverage and deeper testing compared to static dependency-
based methods. QuickREST [102] offers a lightweight property-based testing technique
that generates both test inputs and validation oracles directly from OpenAPI documents,
helping uncover misalignments between API implementations and their specifications
with minimal manual effort. In a similar vein, RESTest [146] and RestTestGen [103] are
general-purpose black-box testing frameworks that leverage API definitions (OpenAPI
or Swagger) to generate input values and oracles. RESTest is designed for extensibility
and integration into continuous testing pipelines, while RestTestGen emphasizes testing
both nominal and error-handling behaviors using dual oracles to detect faults across a

wide range of real-world APIs.

Together, these tools demonstrate the growing sophistication of specification-driven API
testing. However, their effectiveness often hinges on the availability and accuracy of

OpenAPI documents—an assumption that does not always hold in practice. To address
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scenarios where specifications are missing, outdated, or misaligned with the actual im-
plementation, recent research has explored complementary directions that aim to infer
specifications or derive test artifacts dynamically. Yandrapally et al. proposed API-
CARYV, a technique that “carves” API tests and OpenAPI specifications from UT tests.
Their dynamic analysis infers endpoints and parameters by navigating the UI, allow-
ing them to increase test coverage when integrated with existing tools. Decrop et al.
introduced RESTSpecIT, an LLM-driven black-box testing framework that generates
and mutates HT'TP requests to infer REST API specifications with minimal user input.
It was shown to discover undocumented endpoints, generate usable specifications, and

detect server faults.

Kim et al. provided a comprehensive evaluation of ten state-of-the-art API testing tools
on 20 open-source RESTful services, highlighting the trade-offs between techniques and
the need for unified benchmarks and evaluation metrics. Meanwhile, Martin-Lopez et al.
studied the synergy between black-box and white-box approaches, showing that hybrid
strategies can outperform either technique alone in both coverage and fault detection.
Extending this line of work, Martin-Lopez et al. demonstrated the viability of online test-
ing—continuous testing in production—using RESTest [150] on industrial APIs. Their
system generated over a million test cases and uncovered hundreds of real-world faults,

showing the practical impact and scalability challenges of automated API testing.

While these methods have made substantial progress, challenges remain, particularly
around the oracle problem, stateful API testing, and scalability across large distributed
systems. Ongoing research continues to refine API testing by integrating static analysis,

symbolic execution, and leveraging human-generated behaviors or feedback.



Chapter 3

EDEFuzz: Detecting Excessive
Data Exposures in Web Server
Responses with Metamorphic

Fuzzing

Contribution

This chapter presents EDEFUZz, an approach and tool for detecting excessive
data exposure (EDE) vulnerabilities in web APIs. Aligned with the broader
goal of this thesis—to develop practical automated testing techniques that reduce
reliance on formal specifications and extensive manual engineering—EDEFUZzz
demonstrates how relational properties between web responses and Ul behaviors
can serve as implicit oracles for uncovering subtle, context-dependent leaks. Al-
though it requires users to document basic interaction steps to target specific API
calls, EDEFUZz leverages these naturally occurring workflows to drive test gen-
eration and validation. In doing so, it offers a low-overhead, developer-friendly
approach to identifying data exposures that are often missed by conventional
scanners.

This work was published at ICSE 2024 and received a Distinguished Paper Award.
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3.1 Overview

Every week, another leak! Server-side APIs of web applications frequently transmit
more data than is needed for their corresponding clients. This may not have been
an issue, were it not for the fact that these APIs are often publicly accessible. API
vulnerabilities of this type are known as Fzcessive Data Fzposures (EDEs). Despite
ranking as OWASP’s #3 most significant API vulnerability for 2019 [113], technology

to detect these vulnerabilities remains underdeveloped.

We thus develop the first automated and systematic fuzzing tool, EDEFUZZ, to detect
EDEs. Asthe “gold standard for finding and removing costly, exploitable security flaws”,

fuzzing is a key tool for cost-effectively detecting and remediating such issues [151].

( N
“Automatic tools usually can’t detect “This vulnerability is so prevalent (place 3 in the
this type of wvulnerability because it’s top 10) because it’s easy to miss. Automation
hard to differentiate between legiti- is near useless here because robots can not tell
mate data returned from the API, and what data should not be served to the user with-
sensitive data that should not be re- out telling them exactly how the application should
turned without a deep understanding work. This is bad because API’s are often imple-
of the application.” mented in a generic way, returning all data and
— The Open Web Application expecting the front-end to filter it out.”
Security Project (OWASP) — Wallarm End-to-End API Security Solution

F1cURE 3.1: Industry views on the EDEs. These indicate the prevalence of EDEs
and limitations of existing detection tools

We posit that the lack of automated tools to detect EDEs is due to their semantic
nature. Specifically, EDEs do not manifest through explicit, abnormal behaviours (e.g.,

program crashes). Detecting them thus requires a model of what constitutes an EDE.

We start with a definition: an API is vulnerable to EDE if it exposes meaningfully more

data than what the client legitimately needs [113].

Consider a simple example of an online storefront. When a user views the page for
a specific product, an API call may be made to fetch stock levels, informing the user
whether the item is in stock. However, the API may also return extraneous data (such as
the profit margin on the item) that is not displayed to the user but is nonetheless trans-
mitted. The transmission of the extra data constitutes an “excessive data exposure”.

This leads to our motivating question:

How to detect if a web API exposes unnecessary data?
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The question is related to the famous test oracle problem. How can a tester or an
automated testing technique distinguish desired, correct behaviour from undesired or
incorrect behaviour [55]. The common wisdom in industry (see Figure 3.1) is that the

test oracle problem renders EDE detection beyond current testing approaches.

We address this challenge with the following key insight:

Data returned from an API endpoint is more likely excessive if it has no impact on the

content displayed to a user.

Specifically, we develop the following novel metamorphic relation' to side-step this prob-
lem. Through the relation, automated testing approaches can check if a data field in
an API response is excessive by checking for difference between what a client displays

when the field is present in an API response, versus when the field is deleted.

Formally, assume we have an API response under analysis Rorigin comprising a set of
data fields. A web client (e.g., a web browser) uses Rorigin to render a page that can be
represented by a Document Object Model (DOM) tree Deyigin. A data field d € Rorigin

is considered non-excessive if the following inequality holds:

difFDDM(Dorigim Dmutated) 7é 0, (31)

where diffpgy calculates the difference between two DOM trees Derigin and Dmytated-
Dmutated 18 constructed from R mutated Which we obtain by removing the in-question data

field d from Rerigin- If a data field violates Equation (3.1), it is deemed excessive.

From this relation we build a system that significantly reduces the potential for false

negatives that hinder competing approaches—manual inspection and keyword-matching.

Notably, keyword matching techniques often use a list of terms (“key”, “token”, “pass-
=

word” etc) in order to flag exposures [152] and therefore any excessive data field that

does not match any known keywords is erroneously ignored.

In contrast to these approaches, our tool EDEFUZZ leverages the metamorphic relation

to detect EDEs. It mutates and replays API responses into the client side of a web

1A metamorphic relation is one that holds between two different program inputs and their corre-
sponding outputs [53]
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application and compares the generated DOM tree with the original tree in each fuzzing

iteration.
Building the tool required surmounting two major challenges.

First, we needed to build an API fuzzer with response determinism. Existing muta-
tion algorithms used in Web API testing/fuzzing [84] focus on mutating API requests
which introduces random and untargeted changes in server responses. However, our

metamorphic relation requires that the responses differ only in a single field.

Second, like other fuzzing tools, the usefulness of our tool depends on its ability to achieve
reasonable throughput (represented in tests per second). This challenge is particularly
acute in the context of web fuzzing as tools are rate limited by both bandwidth, and
server load. For public sites, the challenge is further compounded by both server-side
rate-limiting and the need to minimize disruption. These hinder the timely progress of

a fuzzing tool.

To address these two challenges, we adopt a “record-replay” model [153]. We combine
a web proxy and a custom-built simulated server to minimize interactions with sites
under-test. Prior to beginning the fuzzing process, our tool initiates a “record” phase: a
web proxy captures all client requests and server responses, including the request sent to
the targeted API and the corresponding response. Note that in each fuzzing campaign
EDEFuUzz targets only one API. Following the record phase, fuzzing begins (i.e., the
“replay” phase).

In the replay phase, no communication with the actual remote server is necessary. Our
lightweight simulated server handles all requests. If a request is sent to the targeted
API, the simulated server transmits a mutated version of the original server response.

Otherwise, the simulated server merely replays the recorded transmissions.

This architecture yields several benefits. First, test executions (i.e., sending requests
and getting responses) are performed locally—leading to much lower latency. Second,
changes to the remote server do not impact test results, making them highly determin-
istic. Maintaining deterministic results is a critical requirement for fuzzing in general
because it helps reduce false positives. However, when detecting EDEs, this also helps
reduce false negatives. Absent this determinism, an application change that yields a dif-

ferent web page may cause EDEFUZZ to incorrectly flag a field as non-excessive—believe
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the DOM change to be caused by changes in the server-response and not in the appli-
cation itself. Third, the architecture permits running tests in parallel, which minimizes

the burden of scaling the tool.

We evaluate the tool in two different settings. First motivated by a recent massive Web
APT leak in Australia [154], we applied EDEFUZZ to several comparable Australian web
properties. We perform a detailed comparison of the tool’s results against a correspond-
ing manual effort to assess the severity and accuracy of the findings. Second, we run our
tool against a broader set of sixty-nine web applications—the complete set of applicable
targets from the Alexa Top-200. We use this evaluation to assess the scalability of our

tool as well as its applicability to a representative set of global web applications.

Our overall contributions are as follows:

e We identify a novel metamorphic relation to address the test oracle problem in the

context of detecting excessive data exposure.

o We develop the first systematic and automated fuzzing tool for detecting excessive

data exposure vulnerabilities, EDEFUZzz.

e We empirically evaluate the accuracy of our approach, its applicability to popular
websites, and its efficiency (both in terms of computational time and human ef-
fort). Our results demonstrate EDEFUzZ’s effectiveness for discovering unknown
sensitive data leakage via EDE also, whose prevalence we also investigate. We

found that our approach is

— highly accurate: 98.65% of the fields flagged by the tool in a controlled study

were true excessive data exposures.

— widely applicable to popular websites, requiring modest computational costs

and human effort to employ.

— able to discover zero-day EDE vulnerabilities. Specifically, it found five zero-

day EDE vulnerabilities serious enough to merit immediate disclosure.

To support future research in this interesting topic, EDEFUZz is made open-sourced.
The source code, along with some tutorials will be available at https://github.com/

Broken-Assumptions/EDEFuzz.
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The reminder of this chapter is structured as follow. In Section 3.2, we provide the nec-
essary preliminaries on Web APIs, Excessive Data Exposures and Metamorphic Fuzzing.
In Section 3.3, we motivate our work with several real-world vulnerabilities discovered
by our tool. In Section 3.4, we present our automated approach to detect EDEs and
our implementation. In Section 3.5, we report our experimental results. We consider

related work in Section 3.6 followed by a brief discussion in Section 3.7.

3.1.1 Research Ethics

We considered both the propriety of our scanning and fuzzing techniques and engaged

in vulnerability disclosure.

We discussed our research in a series of conversations with our research ethics office
who ultimately deemed it exempt from a full review process. Our research involves
scraping and scanning commensurate with ordinary activity by both search engines and
the research community. Our methodology minimizes interaction with remote servers
by performing all fuzzing offline using a simulated replica of the target server. Given
the low impact of capturing the outcome of a limited number of HT'TP requests and
the potential benefits of our research it was determined that our work adheres to the

principle of beneficence that is the hallmark of research ethics.

As our work notes, EDEFUzz flags fields for further human analysis (rather than indi-
cating vulnerabilities with certainty). As a result, our assessment of whether a flagged
field rises to a reportable level requires human judgement about whether an EDE leaks
sensitive information and the potential harms from that leak. In the five instances
where we discovered sensitive data leakage we contacted the affected entities. By time
of submission, all five entities had acknowledged our disclosures; two had remediated

the issues.

3.2 Background

3.2.1 Excessive Data Exposure

Web applications often expose API endpoints to the public internet. Exposing the end-

point allows the application to separate front- and back-end logic. While the front-end
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components focus on rendering visual elements and their associated interactive compo-
nents, back-end logic is more closely tied to long-term data storage. The API allows
the font-end to query the back-end and in many cases serves a response in either JSON
or XML. While an API ought to narrowly tailor the data in its response to match
the request, this practice is often ignored. OWASP terms this excessive data exposure

(EDE) [11].

One cause for EDEs is that API developers over-rely on API clients to perform data
filtering. This eases the cognitive burden on back-end developers to determine the

specific needs of the client a priori.

When present, EDEs are often trivial to exploit. To obtain the excess (or even sensitive)

data, it is often sufficient to simply examine response traffic from the target API.

Since technology to scan for and detect EDEs remains underdeveloped, OWASP only
provides general advice [11] on how to prevent them, such as “Never rely on the client
to filter datal!”, “Review all API responses and adapt them to match what the API
consumers really need”, and “Enforce response checks to prevent accidental leaks of data
or exceptions”. However, the prevalence of EDEs shows that advice alone is insufficient.

We need effective automation!

3.2.2 Fuzzing

Fuzzing is a process of repeatedly generating (random) inputs and feeding them to
a system under test (SUT) to discover bugs. In its traditional use, a fuzzer detects
issues through aberrant program behaviour, such as program crashes. This indicates a
potential security bug in the SUT. In response, the fuzzer will preserve the bug-triggering
input for further analyses (e.g., manual debugging). A more detailed discussion about

fuzzing is given in Section 2.3.3.

While we preserve the input generation phase above, our work notably deviates in that
we detect potential errors through the lack of change in program output, rather than a

spec violation or crash.

However, our work is not the first to address web application testing. Web applica-
tion fuzzing recently garnered increased interest from both industry and academia, as

discussed in Section 2.4.
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A common classification of fuzzers is based on the fuzzer’s awareness of the internal
structure of the SUT [155], as discussed in Section 2.3.3. Our tool EDEFuzz is a

black-box fuzzer.

3.2.3 Metamorphic Testing/Fuzzing

We adopt fuzzing as our approach to detecting EDEs because of its demonstrated success

in discovering security flaws.

Highlighting the effectiveness of fuzzing, as of May 2022, Google’s fuzzing infrastructure
had detected over 25,000 bugs [156]. However, these bugs were detected using explicit
test oracles. Bugs detected by test oracles either cause program crashes (e.g., segmen-
tation faults) or are caught by instrumentation-based checkers (e.g., Address Sanitizer,
etc). In contrast, semantic bugs like EDEs do not manifest through explicit abnormal

behaviours, and cannot be reliably detected by observing single program executions.

How do we build tools to detect semantic bugs? Metamorphic testing and fuzzing, which
leverage metamorphic relations, are a promising approach. At its core, metamorphic
fuzzing involves comparing multiple executions of the SUT under different inputs and
observing whether some relation (called the metamorphic relation) holds between their

corresponding outputs, as discussed in Section 2.3.4.

Metamorphic relations are properties that must necessarily hold with respect to the
correct functioning of the SUT. In metamorphic testing, the violation of a metamorphic
relation indicates a potential bug [53]. Past work successfully identified and applied
metamorphic relations to discover bugs across various systems, as discussed in Sec-

tion 2.3.4.

3.3 DMotivating Examples

In this section, we present a selection of real-world EDEs detected by our tool to demon-
strate their prevalence and implications, the challenges in detecting them using prior
approaches, and the motivation for our tool (which we comprehensively evaluate in

Section 3.5).
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Ficure 3.2: API flow for a package delivery service. A web application requests
tracking information, returned in a JSON object.

Vulnerability 1 - Locations and Contact Details EDEFuzz discovered a vulner-
ability while testing the live delivery tracking service offered by an Australian last-mile
delivery service. The vulnerability has been reported and fixed. As shown in Figure 3.2,
a customer receives a unique link on the day that an item is on board for delivery. The
link opens a web page which displays the name and a photo of the delivery driver, an
Estimated Time of Arrival of the delivery, and the position of the item in the driver’s
queue. The page sends an API request to the server regularly, and updates the contents
on the page based on the API response. Part of this response is shown in Listing 3.1,

with sensitive information removed.

The client-side logic allows the webapp to display the accurate geographic location of
the delivery driver only when the item to be delivered is at the front of the queue. It
suggests that while the driver is delivering an item to a customer, another customer
should not be able to ascertain the location of the driver—which would leak the location
of other deliveries. However, EDEFUZz detected that the API response always contains
rich information about the delivery driver, including accurate latitude and longitude
(the location field), direction of facing (the bearing field), and speed of traveling (the
speed field). EDEFuUzz also identified the driver’s manager’s information in the API

response.



EDEFuzz 42

Knowing the timestamped location of the delivery driver, a customer may recover the
route that the delivery driver is traveling, or even be able to identify the address of other
customers who receive parcel from the same delivery driver. This information is ideal
for enabling further attacks, such as social engineering [157].

LisTING 3.1: An API response to a query for delivery status. The authors have
redacted or adjusted sensitive information.

1 {

2 "driver":{

3 "id":353,

4 "url":"/api/web/drivers/353",
5 "full_name":" [NAME]",

6 "car":{

7 "car_type":1,

8 "car_type_name":"Car",

9 "capacity":33

10 },

11 "member_id" :37270063,

12 "avatar":" [URL_TO_AVATAR]",

13 "is_online":true,

14 "work_status":"working",

15 "phone" : " [PHONE_NUMBER] ",

16 "status":"in_progress",

17 "location":{

18 "id":1081725,

19 "timestamp":1632107809.0,
20 "speed":7.60149761928202,
21 "accuracy":4.88680554160758,
22 "location":"-37.79998905537697,144.9940922248341",
23 "created_at":"2021-09-20T13:16:49.365492+10:00",
24 "bearing" :277.508087158203,
. ]

26 },

27 [:]

28 },

29 "manager" : {

30 "id":305,

31 "full_name":" [NAME]",

32 "email":" [EMAIL]",

33 "avatar":null,

34 "is_online":false,
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35 "work_status":"not_working",
36 "phone" : " [PHONE_NUMBER] ",

37 "can_make_payment":false,

38 "merchant_position":"Manager",
39 "role":"Manager",

o M

41

- | [

43 ¥

[}

Vulnerability 2 - Stock Levels This second vulnerability exposed detailed stock
availability for a retailer, which could be considered sensitive information. Many retailers
allow potential customers to check their stock availability online before visiting their
shops. Some retailers reveal precise stock values on their websites, while other retailers
decided to only display categorised values such as “in stock”, “low stock” and “out of
stock”. Interestingly, we noticed a few such online services in which the server transmits
the precise stock values but the web application only displays categorised values based

on thresholds.

We observed this design in retailer companies such as COMPANY-C, COMPANY-D and
CoMPANY-E. COMPANY-D claimed that their accurate stock level is non-sensitive,
whereas COMPANY-E removed their stock level from their API response before we tried

to contact them.

Regarding attack scenarios, if a retailer knows about the stock details of their competi-
tors in different locations, they could adjust their logistic plan accordingly to increase
their sales and gain more profit. Individual suppliers might also take advantage of this
vulnerability to increase their prices for specific retailers when they know that they are
low on stock. Having access to that kind of information, a 3rd-party company (e.g., a
shopping suggestion service) could also develop an app and give more precise suggestions

to their customer, leading to some monetary benefit.

Vulnerability 3 - Network bandwidth Transmitting excessive data fields reduces
performance, thereby negatively impacting the user experience. Further, it imposes
increased bandwidth requirements creating accessibility issues. EDEs imply a lack of

consensus between an application’s back- and front-ends. Like other “code smells” EDEs
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are indicative of poor development practices that may cause other vulnerabilities. We
found a case in COMPANY-C’s API where the front-end consumed only 4.4% of the

response data fields.

The Bugs Escaped Detection! There are a variety of ways in which these flaws may
have escaped notice. Developers, while aware of security flaws, are heavily reliant on
tooling to detect bugs. As discussed in Section 3.2 keyword-matching tools [152] to
discover EDEs are of low effectiveness and prone to false negatives. To confirm this
hypothesis we applied the popular vulnerability scanner Burp Suite [152] to attempt to
identify EDE and sensitive data leakage to sites from our test set. As expected it failed
to identity Vulnerability-2 in COMPANY-D (a false negative); it also failed to identify
almost all of the EDE and sensitive data leakage in COMPANY-I (identifying only the
disclosed email addresses in Listing 3.1). It also reported false positives (mistaking

public postcode data for credit card numbers).

A tool-free approach requires back-end developers to carefully ascertain if a given field

is needed, which is not always feasible.

As discussed in the case of Vulnerability-2, while COMPANY-D claimed that their accu-
rate stock level is non-sensitive, COMPANY-E decided to remove that information from
their API responses. This further indicates the need for a principles based approach
that reduces the burden on developers to determine the balance between business need

and sensitivity.

3.4 EDEFuzz Workflow

We now provide an overview of EDEFUzzZ and detail the design of its components. We
depict the main workflow of EDEFUZzZ when testing a website (given its URL and a
targeted API endpoint) in Figure 3.3.

3.4.1 Overview

Identifying API Endpoints. Identifying target API endpoints is an orthogonal prob-
lem to testing them for the presence of EDEs, and is thus out of scope for this work. One

may leverage tools like crawlers to automatically explore the website and detect APIs
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FIGURE 3.3: The workflow of our approach to identify excessive data exposure vulner-
abilities in web APIs.

for targeting. However, this automated approach could be destructive and potentially
illegal without permission from the website owners. In our experiments (as detailed in
Section 3.5) we identify target APIs by examining browser behavior during manual

website interaction.

Having identified a target API, EDEFuZzz’s workflow consists of four main steps which
are in turn divided into two phases: recording/preparation phase (Step 0) and relaying/-

fuzzing phase (Steps 1-3), in line with its record /replay design discussed in Section 3.1.

Recording/Preparation Phase. In this semi-automated phase, the goal is to generate
a configuration file denoted as C, which sets the client under test to a baseline state.
This file will be used in the subsequent replaying/fuzzing phase. To that end, we use
a Web Proxy to capture the traffic between a client app, which is a web browser in
our experiments, and the targeted web server. Specifically, we start the client app and
capture its initial state Sp. After that, we let the client open the given URL, wait for
the web page to be fully loaded. The tester then interacts with the page (e.g., fill in
text boxes, click buttons) to trigger a request to the target API. We denote S; as the

client state at which the request has just been completely sent. We develop a lightweight
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browser plugin to capture the interaction steps required to traverse from state Sy to Sy
and save them into the configuration file so that they can be played back in subsequent

steps.

The standard most common for responses to web API requests is JSON. Under AJAX
or similar paradigms, when the API response is received a client uses the JSON response
to update the web page (e.g., showing more information) and the update typically alters
only some parts of the web page, rather than changing the entire page. We denote So as
the client state immediately following the update. This state can be typically identified
by the existence of certain page elements. The steps required to identify the transition
from S; to Sy (typically of the form “wait until page element X appears”) are also
recorded in the configuration file, meaning it now stores all steps required to traverse
from state Sy to Sz. At S, a baseline DOM tree (denoted as Dorigin) of the web page is
extracted using the DOM Extractor component. This DOM tree will be compared with
other trees to be generated in the fuzzing phase to check for potential excessive data

exposures based on the metamorphic relation defined in Equation (3.1).

Before the targeted request-response pair has been exchanged, the browser and the
server might have completed other exchanges for fetching HTML documents and other
resources such as images, stylesheets and Javascript files. Thus all request-response pairs

and resources, denoted P are recorded and stored for the replaying/fuzzing phase.

Replaying /Fuzzing Phase. The input for this phase includes: 1) the configuration
file C, 2) the original DOM tree Deyyigin, and 3) all request-response pairs P recorded in
the recording phase.

LISTING 3.2: A configuration file generated in recording phase.

1 | TARGET /api/v2/stock/get

3 | LOAD https://www.example.com/path/page

4 | INPUT //input[@id="text-postcode"] 3000

5 |CLICK //span[text()="Check availability"]
6 WAIT_LOCATE //div[@id="stock-info"]/div[2]

7 FUZZ

Listing 3.2 shows a sample configuration file. The first line specifies the target API

under test. The rest define a sequence of user interactions to be performed to reach state
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So. The example loads a web page, enters the number 3000 into a text box, clicks a
button and then waits for a specific element to appear on the web page before capturing
the state. Apart from these actions, EDEFuzz also supports HOVER, SLEEP, and
SCROLL for (i) hovering the mouse on a specific element, (ii) waiting for a specified

period of time, and (iii) scrolling up/down, respectively.

In each fuzzing iteration, EDEFUZzZ goes through three steps (Steps 1-3). In the first
step (Step-1), the Web Driver component, which is built on top of the Selenium Web
Driver [158], uses the configuration file C' to replay all the steps until the client reaches
the state S;. Before that state has been reached, the Simulated Server responds to
client requests with the corresponding recorded responses stored in P with no modi-
fication. Once state 57 is reached and the Simulated Server receives the request sent
to the targeted API, it mutates the originally recorded response by deleting a specific
data field and transmits to the client. We describe the mutation algorithm in detail in

Section 3.4.3.

After the baseline state is reached, in Step-2 the client uses the mutated response to
update the page accordingly. If this leads to any error, EDEFUZZ moves to the next
fuzzing iteration. Otherwise, EDEFUZZ waits until the page is fully updated (i.e. un-
til state So is reached) and uses the DOM Extractor to extract the current DOM tree
denoted as Dmytated- In Step-3, EDEFUzz compares Dmytated a0d Deyrigin using a com-
parison algorithm described in Section 3.4.4. If the two DOMs are the same (based
on our definition of similarity) then we flag the deleted data field. According to the
metamorphic relation, the field is excessive. Once all fuzzing iterations are completed,
EDEFUuzz reports all the potential excessive data fields to the tester for further analysis

and confirmation (see Section 3.4.5).

Randomness: The explanation so far assumes that web replaying is fully deterministic:
given a configuration file, EDEFUzZz—without applying any mutations on the server
response—produces the same DOM tree across all runs. Though uncommon, we iden-
tified a few cases in which this assumption does not hold. For instance, a social media
platform may randomly insert advertisement between user posts during runtime. This
causes the web page to be visually different in each run, even if all contents transmitted
from the server were identical. We discuss the issues in details and how we address them

in Section 3.4.2 and Section 3.4.4.
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Implementation Details. We implemented EDEFUZzZ in Python3 using Selenium as
a Web Driver to control web browser. We successfully tested our tool on widely used
platforms including Ubuntu 18.04, Ubuntu 20.04 and Windows 10. Currently, EDEFUZz
supports two web browsers: Google Chrome and Mozilla Firefox. Our design is modular

to support future extensions.

3.4.2 Simulated Server

Our design, which employs a Simulated Server, brings several benefits to EDE testing.
The server supplies locally recorded contents with minimal delay—reducing test latency.
Secondly, EDEFuUZz does not need to communicate with the targeted remote server
during the fuzzing phase, allowing testing in parallel without affecting the targeted
server. This allows developers to easily test their servers without impacting production
services. This design also ensures consistency within a given run, ensuring test results
are not affected by potential changes to the state of the remote server during the testing

process.

Since the simulated server provides a snapshot of states on the remote server, there is no
need to handle cookies or sessions within EDEFUzz. The simulated server matches the
requested URL from the collection of recorded request-response pairs and simply sends
back the recorded response. This also supports sites the user needs to first log-in: as long
as the remote server sent responses representing the session of a user who was logged-in

during the recording phase, our simulated server can reproduce it in the fuzzing phase.

Websites that fetch resources by randomised URLs instead require a fuzzy matching
algorithm in the simulated server. A typical case is when requesting a resource from the
server, the web page generates a random token to be included in the request URL. This
case causes a request to be generated for which the simulated server has no recorded
response. Our experimental evaluation in Section 3.5.2 shows that this applies to only
a fraction of popular websites (8.7% of our evaluated target set). We believe it can
be handled by applying fuzzy matching for request URLS, but leave this extension for

future work.
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FIGURE 3.4: Tree representation of the JSON object in Listing 3.1. The
mutation engine uses this represenation to determine what to mutate. We highlight
leaf nodes in yellow.

3.4.3 Mutation Engine

The original API response (JSON) produced by the server is assumed to be valid both
structurally and semantically. EDEFUZz generates test cases by mutating the original

API response.

We represent the server-supplied JSON object using a tree. Each leaf node is potentially
an excessive data field. For example, Figure 3.4 shows the (partial) tree representation
of the JSON object from COMPANY-I shown in Listing 3.1. In this tree, all leaf nodes

are shaded.

We generate each mutation (test case) by removing a leaf node from the tree. For
example, a valid mutation of the JSON object from COMPANY-I shown in Listing 3.1
could remove the key-value pair id: 353 from the driver dictionary, or capacity:

33 from the car dictionary.

Unlike other fuzzing approaches which may generate an infinite number of test cases (e.g
by using genetic mutation operators such as bit flips and splicing [62]), our approach
produces a fixed number of test cases corresponding to the leaf nodes on the tree.
Standard techniques to further reduce that number using approaches like binary tree
search and delta debugging [159] are not applicable because there is no way to determine
whether a subtree (or set of fields) contains at least one field that constitutes an EDE

(if we delete all of them and notice a change in the DOM, then it might mean that
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none are excessive, or all-but-one are excessive, or something in-between). Instead our
metamorphic relation can tell us only if all fields in some set are subject to EDE (when
we remove them all and no change is detected in the DOM). It is worth noting that this

design decision also ensure more predictable test run times.

3.4.4 Similarity Check for DOM Trees

A web page (an HTML document) has a hierarchical structure that can be represented
using a DOM tree. In Section 3.4.4 and Figure 3.5 we show a sample HTML snippet
and its DOM tree, respectively. This is a simplified version of one of our testing targets

CoMmPANY-1I, which we shared in Section 3.3.

<div class="container">
<div class="logo">
<img src="..." />
</div>
<div class="location_icon">
<div class="icon">
<i class="icon_car"></i>
</div>
</div>
<div class="driver_info">
<p>Name: ...</p>
<p>Phone: ...</p>
</div>
</div>

FiGure 3.5: A simple HTML snippet and its corresponding tree representa-

tion. Each rounded node represents a tag element while each square node represents a

string. The hierarchical structure allows a human to easily specify a subtree (in yellow)
for the tool to evaluate.

Recall, a DOM tree has nodes and each tree node represents a tag element in the HTML
document. Each tree node has zero or more attributes—which are stored as key-value
pairs—and each node may have children, which are either further tree nodes or plain

strings.

When comparing two web pages, one considers both the DOM tree structure and the
content within each tree node. According to our metamorphic relation, if an API re-
sponse with a particular data field removed would still result in an identical DOM tree,
compared to the DOM tree produced using the original API response, that data field is
reported as excessive. Two DOM trees are considered identical if and only if all of the

following conditions hold:
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e (C1) Their root nodes have the same tag name

(C2) Their root nodes have the same number of attributes

(C3) Each corresponding pair of attributes have the same value

(C4) Their root nodes have the same number of children

(C5) Each corresponding pair of children representing a tag element is identical,

with respect to conditions C1-4

(C6) Each corresponding pair of children representing a string is identical

To check for all of these conditions, the most simple yet effective approach is to compare
the string representations of the corresponding HTML documents. Our experiments
showed that this works for 47 out of 54 targets. However, we observed that several
web pages contain elements which are not affected by the API response. For example,
the value of the class attribute within a <div> tag could be randomly generated at
run-time. Another common case is when the web page displays the current date and
time on it. Apparently, these cases could yield false negatives using the straightforward

string-based comparison approach.

To address this issue, we relax the conditions C3 and C6. That is, we accept the
differences in string leaf nodes and in attributes’ values caused by randomness. To
that end, EDEFUZZ runs a pre-processing step before the fuzzing phase. In this step,
EDEFUZz uses the configuration file C' to replay and generate a few DOM trees, all
generated from replaying the same server response. After that, it recursively traverses
and compares Dqyigin With each of the newly generated DOM trees to look for those parts
that differ due to randomness, and marks those random elements and attributes of Dyyigin
that should be “ignored” in the comparison step of the fuzzing phase. It is worth noting
that, in this pre-processing step, if EDEFUzz finds that the generated DOM trees are
structurally different from Deyigin, i.e. violating conditions C1, C2, C4 and C5, it will
decide to terminate the testing process. In our experiment, 9 of 69 targets were flagged
at this step, meaning that they each produced web pages with different structures, even

using the same response.

In the fuzzing phase, EDEFUZZ compares the DOM tree Dpytated produced from each

test case, with the pre-processed Dgrigin. Basically, EDEFUZzz (i) recursively traverses
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through every node in Derigin and its corresponding node in Dmytated, and (ii) compares
each pair of nodes. EDEFuUzz will skip all string nodes and attributes on Doyigin that
have been marked as “ignored” in the pre-processing step. Two nodes are deemed
structurally different if any of the conditions C1, C2, and C4 is violated. Moreover,
they are considered different in terms of content if there is a discrepancy in the values
of the nodes (in the case of non-ignored string nodes) or the non-ignored attributes (for

other types of nodes).

While comparing the entire DOM tree can identify if a web page is different from another,
in many cases a response will affect only specific areas of a web page. Our approach can
optionally utilise human knowledge to allow the user to specify an area-of-interest on
the web page. The area-of-interest is a subtree in the DOM tree that contains contents
(that the user believes are) affected by the API response. The area-of-interest in the Fig-
ure 3.5 example could be the subtree rooted at the node <div class="driver_info">
(highlighted in yellow in the tree representation). This helps increase efficiency, and it
also avoids other components on the web page affecting the comparison (e.g. if they are

randomly generated).

3.4.5 Result Inspection

The final step of our approach is manually inspecting the results. This involves inspecting
each of the flagged data fields to determine what kind of data it exposes (e.g. sensitivity)

and, therefore, whether the web application should be modified to avoid this exposure.

We suggest the following approach to determine whether a given field is indeed unnec-

essary (i.e., a true positive), and how sensitive the data is (the severity of a leak).

False positives. Like other testing/fuzzing approaches, EDEFuzz could yield false
positives. For instance, a value included in an API response may only be populated
on the web page with further user interactions. This is not uncommon when using
an overlay window to display certain information. A tester typically verifies a flag by

further interacting with the web-page, discovering any hidden dependencies on the field.

Sensitivity of the excessive data. To determine the sensitivity of an excessive data
field, first we can assess whether the data field is human interpretable. This may include

a minimal decoding process to parse information represented under a given scheme (eg;
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base64, GPS coordinates, Unix timestamp, gzip). Next, we determine whether the user
could legitimately acquire the data some other way. If not, we consider it ‘sensitive’.
We present real examples from our dataset. We note that some non-interpretable may
nonetheless be sensitive when parsed appropriately. We merely present a usable heuristic

applicable to our evaluation.

3.5 Evaluation and Results

We designed our experimental evaluation to answer the following research questions.

(RQ1) Accuracy. Of the data fields flagged by EDEFUzz, what proportion are true
excessive data exposures (i.e. unused by the web page). This evaluates the usefulness

of our metamorphic relation.

(RQ2) Applicability. To what proportion of widely used websites can EDEFuUzz
be applied successfully? This helps to understand limitations of our approach, both

inherent and those that arise from EDEFUZz’s current implementation.

(RQ3) Efficiency. How much human effort and computational time is required to

apply EDEFuzz? This sheds light on the scalability of our approach.

(RQ4) Prevalence of Sensitive Data Leakage. Of those fields flagged by EDEFUzz
as excessive, what proportion contain sensitive data? This helps us understand how

prevalent sensitive data leakage is amongst excessive data exposure issues.

Note the distinction between RQ1 and RQ4. Specifically, given some set of data fields
reported by EDEFUZZ as excessive, the former measures the proportion of true positives
whereas the latter measures the proportion that are sensitive. These notions are entirely
orthogonal: a flagged data field is a true positive precisely when it is really excessive (i.e.
unused by the web page), regardless of whether the data it contains is sensitive or not.
Likewise, a field contains sensitive data precisely when that data should not be revealed
by the web application, regardless of whether the field is excessive (i.e. is unused by the
web page) or not. Flagged fields that are not true positives are false positives. False
positives can exist, for instance, when a field contained in a response is used to affect the
DOM only after subsequent user interaction with the web page. Importantly, whether a

data field is a true or false positive is a property of the behaviour of the web page. That
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is, distinguishing between true and false positives requires carefully understanding all
behaviours of the web application, including by reading its code and interacting with it,
to determine whether the data field contained in the response is ever used in future by
the page. Whether a field is sensitive or not is simply a property of the data that field

contains, and can be relatively quickly ascertained by inspecting just the field itself.

This means that accurately evaluating RQ1 requires a set of websites whose behaviour
is (or can be) well-understood by the humans inspecting EDEFUzZ’s results. Carefully
understanding the behaviour of an individual site can be very time consuming. There-
fore, for RQ1 we assembled a set (see Table 3.1) of eight (8) popular websites within
a single country (Australia) that were familiar and whose individual behaviours of the
web page were therefore able to be well-understood. This purposeful restriction was

necessary to ensure that the proportion of true positives could be accurately evaluated.

In contrast, adequately evaluating the remaining research questions requires a dataset
comprising widely used websites. Therefore the remaining RQs were evaluated on a data
set drawn from the Alexa Top-200 list of websites. While not applicable to RQ1 (since
enumerating all of their possible behaviours to accurately determine true positives is
infeasible), this set forms a representative best-of sample, suitable for assessing EDE-
Fuzz’s performance in general (RQ2 and RQ3), as well as to understand the prevalence

of sensitive data leakage via EDE among common websites (RQ4).

3.5.1 Procedure

We follow the 4-step procedure below to fuzz test a given website using EDEFuUzz. The

procedure is well-aligned with the workflow of the tool, as discussed in Section 3.4.1.

(Step-1) Identifying the target API endpoint. Given a primary domain, we iden-
tify API endpoint(s) for inclusion in the testing regime. Each domain accessed a variety
of APIs, some internal to the domain (eg., a shopping website accessing the site’s stock
inventory and pricing endpoint) and some external (eg., an analytics endpoint to retrieve
recent visitor counts). Of these, we manually identify the internal API most relevant
to the function of the site in question. For instance, in Table 3.1 we list the selected

Australian sites and endpoints used in our evaluation.
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Target Rank Used when

CoMPANY-A 37 Load tracking history of parcel
COMPANY-B  — List members of a school subject
CompPANY-C 121 Check stock availability of item
CoMPANY-D - Check stock availability of item
CompPANY-E 59 Check stock availability of item

ComPANY-F 166 Get flight prices for next 30 days
CoMPANY-G 123 Check stock availability of item
CoMmPANY-H 2770  List vehicles available for sale

TABLE 3.1: Australian websites tested. We include short descriptions of the pur-
pose of the targeted APIs on which we performed deeper evaluation. Where available
we provide Alexa rankings within Australia (extracted 29th April 2022).

(Step-2) Writing a configuration file. We compose a configuration file that speci-
fies how to correctly trigger the selected endpoint—this includes the sequences of user

interactions that preclude the execution of a request to the API.

This process is semi-automated via our custom-built web browser plugin. However the
plugin still requires the user to manually perform interactions. After the file is generated,

the operator reviews the file to make any necessary changes.

We specified an area-of-interest (see Section 3.4.4) on all our evaluation targets, at the

cost of a few seconds per target.

(Step-3) Running EDEFuzz. After devising an appropriate configuration, we then
execute EDEFUZZ, time its execution, and collate the results for analysis. We chose
not to repeat the fuzzing process for each target because, unlike in traditional fuzzing,

EDEFUZzz’s mutation process is deterministic by design.

(Step-4) Analysing results. This involves the manual classification step, discussed

in Section 3.4.5.

We adhere to a systematic classification model to decide if a reported EDE is sensitive or
not. We first assess whether the data field is readily human interpretable (including sim-
ple encoding schemes such as base64, timestamps). We mark non-human interpretable
values non-sensitive. Next, we determine whether the user could legitimately acquire

the data otherwise. If yes, mark the field non-sensitive; if not, mark it sensitive.



EDEFuzz 56
< gl b=l o s =
< % < Z - 5 _ £@ ¢ %

= = 5 = A =2 B8 €8 Z 2
|5} < E B = 7= R @
e g 2 E g &2 S E 2z z o
= & ) o g 8 = = g 5
= A o' o Hon €3 O n Z
COMPANY-A 189 124 124 100.00% 10 11 5 0 124
COMPANY-B 18 16 14 87.50% 20 2 2 2 12
CoMPANY-C 2600 2580 2504 97.05% 5 306 3 104 2400
COMPANY-D 545 506 479 94.66% 15 43 10 9 470
CoMPANY-E 4249 4147 4127 99.52% 10 755 15 0 4127
COMPANY-F 778 749 749  100.00% 15 103 5 0 749
COMPANY-G 120 100 100  100.00% 5 12 3 0 100
CoMPANY-H 1465 1066 1066 100.00% 15 79 20 19 1047

TABLE 3.2: Summary statistics from the Australian sites. Data fields reports
the total number of fields contained in the API response of each target, Reported is
the number of fields flagged by EDEFUZZ as excessive; Confirmed is the number of
fields manually confirmed to be excessive, i.e. true positives, TP. The time taken to
configure EDEFUZZ for each target is reported in Preparation, as is the duration
of test execution (Duration) and the human effort required to manually classify the
flagged fields as sensitive or not (Classification), all measured in minutes. We also
report (Sensitive) the number of fields we classified as containing sensitive data, after
manual inspection.

3.5.2 Results

RQ1. Accuracy.

We evaluated the accuracy of our metamorphic relation, as implemented in EDEFUZZ,

for identifying excessive data exposures against the eight sites listed in Table 3.1. The

TP column of Table 3.2 summarises the results by recording the true positive rate,

namely the proportion of reported excessive fields (Reported) that were actually ex-

cessive (Confirmed). This was determined by manually inspecting the web pages and

carefully understanding their behaviours, including via manual interaction, to check

whether, for each reported data field, they had any behaviours that made use of the

data field. If no such behaviours were identified, the field was classified as a true posi-

tive; otherwise it constitutes a false positive.

The overall true positive rate was 98.65%, confirming the exceptionally high degree of

accuracy of our approach. (Later, RQ4 investigates which of these EDEs actually leaked

sensitive data which, as argued in Section 3.5, is a separate concern.)
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EDEFuzz, like other testing/fuzzing approaches, may yield false positives. For instance,
a value included in an API response may only be populated on the web page after
further user interaction. This pattern arises for instance when using an overlay window
to display certain information. We manually investigated each false positive (1.35%

overall) and found that each was an instance of this pattern.

RQ2. Applicability.

We evaluated the applicability of EDEFUZz on a subset of the top 200 sites (as recorded
by the Alexa ranking). Of the 200 sites, we excluded (see Figure 3.6) from analysis those
that had no web APIs (and, hence, no possibility for EDE); those requiring payment;
those in a language that none of our authors understand; those comprising adult or illegal
content; those that were geoblocked; and those that required solving a CAPTCHA.
Doing so excluded around 60% of the 200 sites, after deduplication. None of these
exclusions represent limitations of our approach or implementation. Of the remaining
sites, we additionally excluded 12 sites that used HTTP_POST requests to query their
APIs with query parameters included in the request body, since EDEFUZzZ’s simulated
server currently relies solely on the request URL to supply the response, though this
implementation-level limitation could be resolved with modest future work. This left 69

sites for our evaluation of EDEFuUzZzZ.

Of the 69 evaluated sites, EDEFUzz was successfully applied to 53 targets (76.8%).
Of the 16 unsuccessful targets, all but one failed due to non-deterministic behavior in
the web application. Specifically, nine sites (13.0%) failed the pre-processing step (Sec-
tion 3.4.4) because key elements of the page were populated non-deterministically, re-
sulting in inconsistent DOM states across repeated loads. An additional six sites (8.7%)
issued requests containing session-specific or random tokens required to load resources,
which EDEFUZz could not reliably reproduce. These sources of non-determinism in-
troduce significant false negatives, as mismatches between test and reference states may
not reflect genuine differences in data exposure. Consequently, our approach is not
applicable to web applications that rely heavily on dynamic content or randomised be-
haviors unless additional measures are taken to stabilise execution. While experiments
were conducted in a controlled, isolated environment to minimize variability, complete

elimination of such non-determinism remains a challenge. The final failure case involved
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a site that used shadow DOM for critical content, which EDEFUzz does not currently

support, preventing full DOM extraction and analysis.

DEFuzz applicable [34.5%]

No API [18.5%] -
\

Geoblocked [0.5%]
CAPTCHA [4.0%]

\
~ on—web [4.0%]
Payment Required [10.0%
/ xi{ﬂt or Illegal [5.5%)]

Duplication [9. 5%]HTTP -POST [6.0%]
anguage [7.5%)

FIGURE 3.6: Applicable websites from Alexa Top-200. Of the 200 we found 69

(34.5%) appropriate for our testing-set. We excluded domains for the following reasons:

duplication of a single service across domains, adult and illegal content, geoblocking,

payment required for access, lack of an API, foreign language and encoding of param-
eters in POST requests (discussed in Section 3.5.2).

We further assessed applicability by performing an additional validation step on those
53 successful targets. This was done to test the implicit assumption of our mutation
strategy that, given any two fields of a response, whether one is excessive is independent
of the presence or absence of the other, i.e. that each field of a response can be assessed
independently of the others. We tested this assumption for each of the 53 successful
targets by taking the entire set of fields flagged by EDEFUZZ as excessive and removing
all of them simultaneously from the recorded response, and replaying that mutated
response to see whether the resulting DOM passed the similarity check (Section 3.4.4)
to the original. Surprisingly we found that for three (3) of the sites, removing multiple
fields at once caused a difference in the DOM even when removing each of the fields
individually did not (behaviour we confirmed via manual testing for each of them). For
these sites, one might reasonably debate whether those flagged fields really are excessive

or not, a question we leave for future work.

EDEFUzz is highly applicable; however sites that employ randomness, either in their
DOM structure or the requests they generate, are beyond EDEFUZZ’s current design.
The latter we posit could be addressed by fuzzy matching in the simulated server (see

Section 3.4.2).
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RQ3. Efficiency.

Efficiency measures not only the amount of computational time to employ EDEFUzZ,
but also the amount of human effort both to configure the tool and to inspect its results
to determine which reported excessive data fields contain sensitive data. We evaluated
efficiency across both the Australian sites (Table 3.2) and the Top 200 data set. Ex-
periments for the Australian sites were carried out on a commodity PC with an Intel
Core i7-9600K, 32GB of RAM, running Windows 10 21H1. Those for the Top 200 data
set were carried out on an AWS VPS with a 16-core Intel CPU and 32 GB of memory,
running Ubuntu 20.04.

The time spent on test execution was roughly linear in the number of data fields included
in the response from the target API, as expected since our mutation strategy must
necessarily mutate one field at a time. On average, about 8 test cases were executed per
minute and this figure is consistent between the two data sets. However, computation
time does not present a significant bottleneck, especially since our approach is trivially

parallelised.

Regarding human effort, it took a maximum of twenty minutes per website for us to
identify an appropriate API endpoint that it made use of and to then compose a con-

figuration file, representing minimal overhead.

While naturally some human effort is required to inspect the flagged fields, to determine
which are sensitive, this again took no longer than 20 minutes per website, even when
EDEFUZzZ reported many thousands of fields as excessive. This was because many
API responses contained large numbers of repeated structures, which allowed us to
quickly classify thousands of flagged fields. However, we found certain flagged data
fields required lengthier and more comprehensive analysis. We hypothesise that this
is a fundamental limitation on automation (for the near future) as deciding whether
a field is indeed sensitive is an exercise of human judgement, involving considering the
application’s function, what data is already publicly available, and privacy expectations,

etc.

Overall we conclude therefore that our approach requires only a modest amount of

human effort.
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RQ4. Prevalence of Sensitive Data in EDEs.

Finally, our results allow us to draw conclusions about the prevalence of sensitive data
leakage via excessive data exposure. Such conclusions necessarily underestimate the true
extent of sensitive data leakage, even on the sites used in our evaluation, since we tested

on each site only one—highly-visible and, hence, likely to be widely-tested—API.

Among the Australian websites, we find that sensitive data leakage is much more preva-
lent (present in 4 out of the 8 cases evaluated) than among the Alexa Top 200 sites
(where it is present in only one of the 53 cases successfully evaluated). We conjecture
that this should be expected, since popular sites are more widely used (and thus tested)
by definition. Yet even among very popular sites, EDEFUzz still found sensitive data

leakage.

We already discussed sensitive data leakage discovered by EDEFUZZ in the Australian
websites COMPANY-C, COMPANY-D, and COMPANY-E in Section 3.3. (We also dis-
cussed vulnerabilities it found in COMPANY-I and COMPANY-J during testing, which
are not part of our evaluation set). EDEFUZz also identified sensitive data leakage in
COMPANY-B, the learning management system with the largest market share (= 34%).
COMPANY-B has a feature to create student groups within a subject. Instructors of a
subject can view and assign group members of each group. Our tool flagged the API
that lists group members. While the web page only displayed a list of names in a group,
the API response contained the full list of subjects each student is enrolled into. We
further found that this API is accessible from a student account as well, allowing any

student to gain knowledge about into which subjects their classmates have ever enrolled.

The one instance of sensitive data leakage found by EDEFUZZ in the Alexa Top 200
(Rank 91) affected an API called by a web page for downloading device drivers, which

inadvertently exposed employee names as excessive data, as well as hardware IDs.

Summary.

EDEs appear prevalent, though many are relatively harmless. However, much like mem-

ory corruption vulnerabilities (whose severity can vary wildly), they can also be severe
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and leak sensitive information. EDEFUzz is effective at diagnosing such vulnerabili-
ties via its highly accurate metamorphic relation, requiring modest human effort and

computational cost, while being widely applicable.

3.6 Related Work

Detecting Vulnerabilities in Web Applications Researchers have made satisfying
progress in detecting and preventing certain classes of webapp vulnerabilities. Much
work [115, 119, 126, 127, 139] exists for detecting cross-site scripting [125]. The tech-
niques vary, including black-box [126, 139], grey-box [115] and white-box [127] ap-

proaches. Very recently, a novel grey-box fuzzing approach was proposed to detecting

SQL and command injections [109].

However, excessive data exposure has received comparatively little attention despite
being one of the most common vulnerabilities [112]. To the best our knowledge, there
is no published research focusing on an automated approach to detect this class of

vulnerability in web applications: our tool EDEFUZZ is the first of its kind.

[160] studied a white-box and semi-automated mechanism to identify EDE vulnerabilities
in Android applications—not in web applications. Unlike EDEFUZZ which runs the
program on two different outputs from the web server (one with a data field deleted)
and looks for the absence of difference in the DOM to detect leakage, their approach
requires (decompiled) source code of the applications to do instrumentation and static
data-flow analysis. Its static analysis identifies potential EDEs by flagging data received
by the app over the network (source) that is then serialised to a Java object but that
then never propagates to the user interface (sink). A subsequent dynamic analysis
that relies on program instrumentation and manual app interaction is used to confirm
potential vulnerabilities, wherein the human analyst must manually generate tests that
attempt to trigger the EDE. EDEFUZz also requires manual effort to interact with a
web application to trigger the web API under test, and like Koch et al. also to confirm
the sensitivity of leaked information. So [160] and our approach are complementary.
As demonstrated in fuzzing research [155], combinations of complementary approaches

could yield better results and we leave that for future work.
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Metamorphic Testing/Fuzzing As discussed in Section 3.2, one of the most impor-
tant steps of metamorphic testing is to identify metamorphic relation(s). This requires
creativity and a good understanding of the system under test. To ease this crucial step,
Segura et al. proposed six abstract relations from which concrete relations can be de-
fined. Specifically, the authors identified 60 API-specific metamorphic relations in their
work. Their relations specify how related web requests should produce related responses,
and so are inapplicable to detecting EDE. The fundamental insight of EDEFuZzz that
shows how metamorphic fuzzing is applicable to detecting EDE is not to mutate the

request (as in all prior web fuzzing work), but to mutate the response instead.

RESTful Web API Testing RESTler [84]—the state-of-the-art RESTful API fuzzing
approach—used server states, relying on response codes to identify server crashes on
APIs used by cloud services. Their tool infers dependencies among requested APIs to
guide the generation of new test cases. [142] suggested an extension to RESTler to
report the violation of four rules commonly applied to REST services, in addition to
server crashes. [143] improved RESTler’s test generation algorithm by representing the
payloads in a tree structure on which structure-aware mutation operators can be applied.
Pythia [144] augmented RESTler with coverage-guided feedback and it implemented a
learning-based mutation strategy. Specifically, it utilised a statistical model to gain
knowledge about frequent ordering of calling APIs from seed inputs. It used a regular
grammar to encode an API request and perform mutation by adding noise to the request.
Neither RESTler nor its follow-up works can detect EDE vulnerabilities. Moreover, this
line of work focuses on mutating the API requests while EDEFUzz modifies the API

responses.

Record-replay Mechanism in Web Application Testing Record-replay models
are popular in testing web applications and services. We use two types of record-replay
in our work. The first bears similarity to WaRR [161], which records the interaction
between a user and a web application. It allows the recorded traces to be later replayed
to simulate the user interacting with the web application. Another similar work is
Timelapse [162], in which researchers log unexpected behaviours in web applications
to help developers visualise, demonstrate and better understand bugs. We follow their
mechanism, automating interactions with a web application through a headless web-
driver. The second form of record-replay tools capture communications between a server

and client, to be replayed at a later time [153]. While existing work focuses on producing
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an exact replication during a replay stage, EDEFUZz uses a simulated server to instead

supply mutated server responses.

‘Web Change Detection The components of a web application may change over time,
hindering research and testing that relies on consistency. Researchers have looked into
different strategies to compare two pages and identify their differences. One strategy was
proposed over twenty years ago and relies on the HTML DOM tree to monitor structural
changes on the web page [163]. Other relevant work includes X-Diff [164] which aimed
at detecting changes in an XML document, and [165] which improved the efficiency of

Hungarian algorithm in detecting web page changes.

Modern web applications have increased in complexity and often break from prior design
paradigms. As a result, past approaches for page comparison are less effective than they
once were. To address this challenge, Waterfall [166] uses two versions of the same web
application, in detecting locator changes and applying fixes. WebEvo [167] attempts to
identify evolution of a web application through detecting semantic structure changes.
Both approaches aim at matching contents between two structural different web pages,

while our work focus on identifying both structural difference and content difference.

3.7 Discussion and Future Directions

Simple ideas are often the best. From our evaluation we conclude that EDEs appear
prevalent, and that EDEFuUZz is effective at finding them, including sensitive data
leakage, with acceptable efficiency and requiring a modest amount of human work. Its
metamorphic relation yields precise results in practice (a TP rate of 98.65%). It is also
generally applicable, and it can be parallelized easily. At the same time, our results

suggest avenues for improvement.

Handling HTTP POST Requests by parsing request bodies, which affected 6% of

our evaluation targets from the Alexa Top-200 websites.

Improving Efficiency. Even though our Simulated Server helps EDEFUZz achieve
a reasonable fuzzing throughput, we can improve it further by leveraging the recent
advancement in the topic of snapshot-based fuzzing [168]. As the design of EDEFUZZ is

modular, the change could be minimal. Specifically, we can take a snapshot of the client
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at the state S; when a request to the target API has just departed (See Section 3.4).
We can then restore the snapshot for each fuzzing iteration instead of replaying requests

using the Web Driver.

Fuzzy Matching. We posited in Section 3.4.2 that EDEFUzZ’s current Simulated
Server has implementation limitations that prevent it from being able to respond to
randomised requests. It could be overcome by implementing fuzzy matching. While

affecting only 8.7% of our sites, this is a straightforward avenue for future investigation.

Mutation Algorithm. In this work, we only apply data field deletion to mutate
the server responses. It would be interesting to study other mutation strategies and
update/improve our metamorphic relation accordingly. For instance, consider a website
that queries the available stock of an item and converts the numeric response into one
of two answers it displays to the user: “out-of-stock”, and “in stock”. Suppose deleting
this field causes neither answer to be displayed. While this case didn’t arise in our
evaluation, EDEFUzzZ would consider this a false negative, even though the response
leaks more information than is displayed to the user. A mutation strategy that modifies

this response value without deleting it would detect this form of EDE.

Expanding the Evaluation Set. A promising direction for future work is to expand
the evaluation set of EDEFUzz by including a broader range of open-source web ap-
plications. While the current study demonstrates strong results across a diverse set of
real-world systems, applying EDEFUZZ to openly available targets could provide addi-
tional insights into its generalisability, reveal corner cases not encountered in proprietary
deployments, and support more reproducible benchmarking by the research community.
This broader evaluation could also help identify new patterns of excessive data exposure

and guide further refinement of the tool’s heuristics and configuration model.



Chapter 4

A User-Centered Evaluation of

EDEFuzz

Contribution

This chapter presents a user-centered evaluation of EDEFUZzz, aimed at under-
standing its effectiveness and usability from a developer’s perspective. While
much of this thesis focuses on technical innovations to minimize human effort in
automated web application testing, this chapter emphasizes that practical adop-
tion also depends on usability and developer experience. Through a controlled
user study, we investigate how real-world users interact with EDEFUzz and assess
its impact on vulnerability discovery in realistic settings. These insights reinforce
the broader thesis objective of creating security tools that are not only technically

effective but also accessible and usable in everyday development workflows.

4.1 Introduction

The rapid proliferation of web APIs has revolutionized how modern software systems in-
teract, fostering innovation and efficiency across industries. From powering e-commerce
platforms to enabling seamless integration between services, web APIs play an essential
role in the digital ecosystem. However, as APIs grow in complexity and adoption, so do
the associated security risks. Among these, excessive data exposure (EDE) has emerged
as a particularly insidious vulnerability, where APIs unintentionally reveal sensitive or
unnecessary data in their responses. Ranked as the third most critical API security issue

65
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by OWASP in 2019 [113], EDE poses significant threats to user privacy, organizational

compliance, and system integrity.

To address this vulnerability, various tools and methodologies have been developed,
including EDEFuzz (presented in Chapter 3)—an innovative fuzzing tool for systemat-
ically detecting EDEs. While EDEFUZz has demonstrated strong technical capabilities,
its practical utility and usability remain largely unexplored. Understanding how such
tools can aid developers in identifying vulnerabilities and their associated costs is critical

for advancing secure software practices.

This chapter presents a user study aimed at evaluating the usefulness and usability
of EDEFuUzz. Participants were tasked with identifying EDE vulnerabilities in web
applications with and without EDEFuzz, allowing for a comparison of task efficiency
and effectiveness. Additionally, participants composed configuration files for EDEFUZz,
providing insights into the labor cost and complexity of using the tool. To further
understand user perspectives, participants were asked to rank the OWASP API Top 10
vulnerabilities from 2019 based on perceived prevalence and impact, shedding light on

their awareness of EDE and other API security concerns.

The study’s findings highlight the potential of EDEFUZz to assist developers in iden-
tifying EDEs more efficiently while providing actionable insights into its adoption and
associated challenges. This introduction sets the stage for discussing the study’s design,

results, and implications for secure API development.

4.2 Background

4.2.1 EDEFuzz

EDEFuzz (presented in Chapter 3) is a systematic and automated tool designed to
detect EDE vulnerabilities in web APIs. It addresses the limitations of manual vulnera-
bility detection methods by leveraging a fuzzing-based approach combined with a novel
metamorphic relation. This relation allows the tool to detect excessive data exposure by
comparing the changes in a web page’s Document Object Model (DOM) when specific
data fields are removed from API responses. If the removal of a data field does not

impact the rendered content, the field is flagged as excessive.
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At its core, EDEFUZZ generates and sends diverse payloads to API endpoints and
analyzes their responses systematically. By dynamically mutating input data and mon-
itoring the output, EDEFUZZ can detect instances where APIs disclose more data than
intended. The tool integrates heuristics and detection strategies to maximize accu-
racy and reduce false positives. To further enhance reliability, EDEFUZz employs a
record-replay mechanism, using a simulated server to replay recorded interactions. This
approach ensures deterministic results and minimizes reliance on external servers during

fuzzing, enabling efficient and scalable testing.

EDEFUZzz has demonstrated high applicability and accuracy. In experiments with pop-
ular web applications, it achieved a true positive rate of 98.65% and identified previously
unknown sensitive data leaks. Additionally, it provides user-friendly features, such as
detailed reports of detected vulnerabilities, including the specific endpoints and data
fields affected. These reports help developers quickly understand the scope and severity
of the issue, enabling timely remediation. By automating the detection process and pro-
viding actionable insights, EDEFUZZ streamlines the security assessment of web APIs,

reducing the burden on developers and security professionals.

4.3 Methodology

4.3.1 Study Design

The primary purpose of this study was to evaluate the usability and effectiveness of
EDEFuUzz as a tool for identifying excessive data exposure (EDE) vulnerabilities in
web applications. In particular, we aimed to assess whether EDEFUZz could improve
the accuracy and efficiency of vulnerability discovery while reducing human effort, com-
pared to traditional manual inspection methods. Additionally, we sought to explore how
developers perceived the tool’s usefulness and ease of use, given that usability is a key

factor influencing real-world tool adoption.

To achieve these goals, we employed a mixed-methods study design, combining both
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quantitative and qualitative elements. Quantitative data were collected through time-
on-task measurements, Likert scale ratings [169], and controlled comparisons of man-
ual versus tool-assisted performance. Qualitative insights were gathered through semi-
structured interviews and open-ended feedback questions, allowing participants to ex-
press subjective experiences, challenges, and suggestions for improvement. This combi-
nation of methods was chosen to provide both objective evidence of EDEFUzz’s impact

and a deeper understanding of user perceptions.

We chose a task-based evaluation approach, in which participants engaged in realistic
vulnerability discovery activities on custom-built web applications containing known
excessive data exposure issues. Task performance was complemented by semi-structured
interviews that explored participants’ impressions of the tool, their mental models of its
operation, and their broader thoughts on the problem of EDE vulnerabilities. This
design allowed us to simulate realistic workflows while maintaining sufficient control to

support hypothesis-driven analysis.

Overall, the study was designed to align with the broader goals of the thesis: advancing
practical, low-effort automated security testing techniques that integrate smoothly into
natural development and usage patterns. Evaluating EDEFUZzz through both technical
and user-centered lenses provides critical evidence for its effectiveness, usability, and

potential for real-world adoption.

4.3.2 Research Questions and Hypotheses

The study was guided by the following hypotheses:

e H1: Developers will rank both the prevalence and impact of EDE in the lower
half (ranks 6-10) of the OWASP API Security Top 10.

e H2: Using EDEFUZZ can reduce the human effort (measured as time spent)
required to identify excessive data exposure vulnerabilities, compared to manual

testing.

e H3: Developers will perceive EDEFUZZ as both helpful and easy to use.
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These hypotheses were designed to evaluate both the technical effectiveness and the
perceived usability of EDEFUZzz, aligning with the broader goals of practical, low-effort

security testing.

4.3.3 Participants

We recruited 20 participants for the user study through internal advertising at the
University of Melbourne. Our recruitment targeted individuals with relevant background
knowledge in security and software testing. Specifically, we focused on three groups: (1)
Master’s students who had completed the “Security and Software Testing” course, (2)
Master’s students who had taken the “Web Security” course, and (3) PhD students
conducting research in the areas of security and/or software testing. This sampling
strategy was intended to ensure participants had sufficient foundational knowledge to

engage meaningfully with the tasks and the EDEFUZz tool.

4.3.4 Materials and Tools

We developed two custom web applications that simulate realistic API-driven inter-
actions, each embedding excessive data exposure vulnerabilities. Specifically, certain

sensitive data fields were returned via APIs but were unused in the frontend UL

Participants used the Google Chrome browser and its built-in Developer Tools (De-
vTools) to inspect network traffic and API responses. During the tool-assisted task,
participants were provided with EDEFUZz’s output, which highlights potentially ex-
cessive fields. Participants were introduced to the configuration grammar and shown

examples of configuration files used by EDEFUzz.

All sessions were conducted in person, using participants’ own laptops preloaded with

necessary applications. Task durations were recorded for subsequent analysis.

4.3.5 Procedure

Each interview session lasted approximately 90 minutes and followed a semi-structured

protocol consisting of the following stages:
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1. Introduction and Background
Participants were verbally introduced to the concept of excessive data exposure
vulnerabilities and their relevance in modern web applications. Participants were
asked to rank the OWASP API Top 10 vulnerabilities by perceived prevalence and
impact. During this task, we clarified any other type of vulnerabilities participants

were unfamiliar with.

2. Demonstration of Excessive Data Exposure
We walked participants through a sample web application to demonstrate how ex-
cessive data fields might appear in real-world scenarios. Using Chrome DevTools,
participants observed API calls and corresponding response data. Together, we
examined several fields and discussed which ones were necessary for the web ap-

plication’s functionality and which were excessive.

3. Tool-Assisted Detection Task
Participants were then asked to analyze a different web application (developed
for the study) to identify unused or excessive data fields. EDEFuUzz output was
provided, highlighting data fields that were not used by the frontend web page.
Participants were instructed to manually inspect the application and verify which

fields were excessive. The time taken to complete this task was recorded.

4. Manual Detection Task
Using a second web application, participants repeated the same detection task
without the aid of EDEFUzz. They relied solely on Chrome DevTools and manual
inspection to identify unused data fields. Task duration was again recorded for

comparison.

5. Configuration Task
Participants were introduced to EDEFUzZ’s configuration file format and shown
the configuration file used in the earlier tool-assisted task. They were then asked
to write a configuration file for the second web application, capturing the necessary
steps to trigger relevant API calls. A configuration was considered complete if it

could be executed successfully with EDEFuUzz. Time to completion was recorded.

6. Perceived Usefulness and Usability
Participants rated EDEFUzz’s usefulness (for identifying excessive data fields)

and usability (in terms of creating the configuration file and interpreting output).
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Ratings were provided using a 5-point Likert scale: strongly disagree, disagree,

neutral, agree, strongly agree.

7. Open-Ended Feedback
Finally, participants were invited to share any additional comments or suggestions
about EDEFUzz. This included aspects they felt the tool did well and areas where

it could be improved.

4.3.6 Data Analysis

Data analysis followed the plan pre-registered on AsPredicted.org. The study was de-
signed to evaluate participants’ awareness of excessive data exposure (EDE), the effi-
ciency of EDEFUzzZ compared to manual detection, and the perceived usability and

usefulness of the tool.

e Perceived Prevalence and Impact of EDE
Participants ranked EDE among the OWASP API Top 10 security risks. We
calculated the average rank for both perceived prevalence and impact. A one-
sample t-test was used to determine whether the mean rank for EDE fell in the

lower half of the list (i.e., between ranks 6 and 10), in support of Hypothesis 1.

e Efficiency of EDEFuzz Compared to Manual Detection
Each participant completed one task using EDEFUZz and one manually, across
two web applications, in a crossover design. We recorded the time taken (in min-
utes) for both tasks. A paired samples t-test was performed to compare the task

durations and test Hypothesis 2 regarding the tool’s ability to reduce human effort.

e Usability and Usefulness of EDEFuzz
Participants rated their agreement with two statements: (1) “EDEFUZzz is helpful
in identifying excessive data fields”, and (2) “EDEFUZz is easy to use”. Re-
sponses were encoded numerically on a 5-point scale: strongly disagree (—2) to
strongly agree (+2). We computed the mean and standard deviation for each
item, and conducted one-sample t-tests to assess whether the average response

was significantly greater than zero (neutral), corresponding to Hypothesis 3.
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e Configuration Task Performance
We recorded the time (in minutes) required by participants to compose a valid
configuration file for EDEFUzz. Although no specific hypothesis was associated

with this task, the data provide supporting context for assessing usability.

e Outlier Handling and Exclusion Criteria
As pre-registered, participants who were unable to identify any excessive data fields
during the manual testing task were excluded from the analysis. Additionally,
task durations were screened for outliers using the 1.5xIQR rule, and sensitivity
analyses were conducted with and without those values to confirm robustness of

the results.

All statistical analyses were conducted using R, with significance threshold of o = 0.05.

4.3.7 Ethical Considerations

This study was approved by the Human Research Ethics Committee at the University
of Melbourne. Ethical approval was obtained prior to any data collection, and the study

was pre-registered on AsPredicted.org to promote transparency and reproducibility.

Participants were provided with a plain language statement and required to sign a con-
sent form before participating. The consent form stated that participation was voluntary,
and that participants could withdraw from the study at any time without explanation
or penalty, and withdraw any unprocessed data they had provided. It also clarified that
no audio or video recording would occur and that only basic background information

would be collected.

Participants were informed of the study’s purpose—evaluating the usability and useful-
ness of the EDEFUZZ tool for identifying excessive data exposure vulnerabilities. They
were assured that their responses and data would remain confidential, securely stored

at the University of Melbourne, and destroyed five years after publication.
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4.4 Results

4.4.1 User Awareness of EDE

To understand the user awareness of Excessive Data Exposure, we asked participants to
order the 10 vulnerability types in OWAPS API top 10 [113], regarding their prevalence

and impact. The average ranking is presented in Table 4.1.

TABLE 4.1: Average ranking of 10 vulnerabilities regarding their prevalence and im-
pact. In our survey, 1 means most prevalent or serious, while 10 means least prevalent

or serious.
Vulnerability Avg. Rank Avg. Rank
(Prevalence) (Impact)
Broken Function Level Authorization 7.10 4.40
Broken Object Level Authorization 7.15 4.90
Broken User Authentication 6.75 2.40
Excessive Data Exposure 3.80 6.35
Improper Assets Management 5.90 7.65
Injection 5.00 2.65
Insufficient Logging & Monitoring 3.45 8.45
Lack of Resources & Rate Limiting 5.00 6.75
Mass Assignment 6.35 5.75
Security Misconfiguration 4.50 5.70

The survey results suggest that people perceive Excessive Data Exposure as a relatively
common vulnerability, with a prevalence score of 3.80, indicating they rank it among
the more frequently encountered issues, second only to Insufficient Logging & Mon-
itoring (3.45). However, participants seem to view its potential impact as relatively
moderate, with an average rank of 6.35, which is lower than that of six other vulner-
abilities (broken function level authorization, broken object level authorization, broken
user authentication, injection, mass assignment and security misconfiguration). This
perception indicates that while developers may recognize Excessive Data Exposure as
a frequent issue, they might underestimate the severity of its consequences, reflecting a

possible gap in understanding its critical implications for API security.

A Wilcoxon Signed-Rank Test was performed to compare the rank of Excessive Data
Exposure against every other vulnerability to test if it is consistently ranked higher or

lower. The result is presented in Table 4.2.
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TABLE 4.2: Raw Results of Wilcoxon Signed-Rank Test for Prevalence and Impact of
OWASP API Top 10 Vulnerabilities

Vulnerability Prevalence Impact

W P-Value| W P-Value
Broken Function Level Authorization | 29.5  0.00499 | 161.0 0.03740
Broken Object Level Authorization 33.5 0.00792 | 146.0 0.12711

Broken User Authentication 42.0  0.01924 | 191.5 0.00123
Improper Assets Management 33.5  0.00775 54.0  0.05408
Injection 72.0  0.22160 | 200.5 0.00038

Insufficient Logging & Monitoring 119.5  0.59166 | 33.5  0.00767
Lack of Resources & Rate Limiting 69.5  0.18924 | 93.5  0.67842
Mass Assignment 36.5  0.01083 | 129.5 0.36618
Security Misconfiguration 82.0 0.39782 | 126.5  0.43026

The results of the Wilcoxon Signed-Rank Test provide significant insights into partic-
ipants’ perceptions of the prevalence and impact of Excessive Data Exposure against

other vulnerabilities from the OWASP API Top 10.

For prevalence, vulnerabilities like Broken Function Level Authorization (p =
0.005), Broken Object Level Authorization (p = 0.008), and Improper Assets
Management (p = 0.008) were identified as significantly distinct (less prevalent) from
EDE. However, Injection (p = 0.222), Insufficient Logging & Monitoring (p =
0.592), Lack of Resources & Rate Limiting (p = 0.189) and Security Miscon-
figuration (p = 0.398) showed no significant difference, suggesting these vulnerabilities

are considered to have a similar prevalence by participants.

For impact, vulnerabilities such as Broken User Authentication (p = 0.001) and In-
jection (p = 0.0004) were rated as highly impactful, indicating participants’ recognition
of their potential to cause severe damage if exploited. On the other hand, vulnerabili-
ties like Lack of Resources & Rate Limiting (p = 0.678), Mass Assignment (p
= 0.366) and Security Misconfiguration (p = 0.430) were perceived as similar to

Excessive Data Exposure (less impactful).

4.4.2 Usability of EDEFuzz

4.4.2.1 Human Effort in Determining Excessive Fields

To understand the usability of EDEFUZz, we asked each participant to highlight exces-

sive data fields in two given APIs, each within a simple web application. Each participant
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was given the output of EDEFUZz (indicate which data fields were flagged by EDE-
Fuzz) in one task to aid their judgement, while no additional material was given in the
other task. By using this set up, we aim at simulating the scenario where a developer
or tester uses EDEFUZZ to identify EDEs, and using manual testing to identify EDEs.
We recorded the time (in minutes) each participant spent on each task, and present the
raw result in Table 4.3.

TABLE 4.3: Time spent on Experiment 1 (manual testing without EDEFuzz) and
Experiment 2 (testing with EDEFuzz) for each participant.

Participant Without EDEFuzz (min) With EDEFuzz (min)

1 23 9
2 17 )
3 6 14
4 8 11
5 13 6
6 18 8
7 8 4
8 8 5
9 3 3
10 ) 10
11 3 2
12 3 2
13 8 8
14 3 3
15 4 2
16 3 3
17 8 7
18 7 2
19 4 5
20 6 4

We applied Repeated Measures ANOVA to test for differences across the twe experiments,
while considering variability between participants. This is to explore if participant-level
differences impact the results. ANOVA reported a Pr(> F') value of 0.0413. With a
chosen significance level of 0.05, ANOVA indicates the difference between Experiment 1

and Experiment 2 is statistically significant.

4.4.2.2 Human Effort in Preparing

Each participant was introduced how a configuration file is prepared, and then asked to
compose a configuration file on their own. We recorded the time they spent to write a

configuration file that can be used by EDEFUzZ to complete the fuzzing process. All
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20 participants successfully composed a configuration file for a given web application
within 10 minutes (despite it was their first time to do so). The average time spent
was 5.05 minutes and 14 participants (70%) completed this task with no more than 5

minutes. This result shows manageable and scalable human effort of using EDEFuUzz.

4.4.3 Usefulness of EDEFuzz

After the practical experiments, we asked participants if they thought the output of
EDEFUZzz was helpful in determining excessive data fields. Out of 20 participants, all
agreed that the output of EDEFUZZ was helpful in identifying excessive data exposures
(EDEs). Specifically, 10 participants (50%) selected Agree, while the remaining 10
participants (50%) chose Strongly Agree. This unanimous positive feedback suggests
a high level of perceived utility and effectiveness of EDEFUZZ in identifying EDEs.

The majority of participants found EDEFUZZ easy to use, including the processes of
preparing a configuration file, executing test cases, and analyzing outputs. Specifically,
60% (12 participants) strongly agreed, and 30% (6 participants) agreed. However, 5% (1
participant) remained neutral, and 5% (1 participant) disagreed. These results indicate
overall positive feedback on usability, with a small minority suggesting areas for potential

improvement.

4.4.4 Limitations and Future Research

While this study provides valuable insights into the usability and effectiveness of EDE-

Fuzz, several limitations should be noted.

First, participants’ assessments of vulnerability prevalence and impact were based on
subjective rankings. While these rankings help capture developer perceptions, they may
not align with real-world exploit frequency or severity. Future research could compare
these perceptions against empirical vulnerability data to gain a more accurate under-

standing of how developers evaluate security risks.

Second, many participants had limited prior exposure to excessive data exposure (EDE)
vulnerabilities. For most, this study was their first hands-on experience with such issues.

As a result, participants likely focused on different aspects of the task and adopted
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varying manual strategies. This variability may have introduced inconsistencies in how

tasks were approached and completed.

In some cases, participants performed manual testing even during the tool-assisted
task—comparing their manual results with the output of EDEFUZZ. In these instances,
the intended comparison between tool-assisted and manual effort was compromised, as
both tasks effectively involved manual analysis. A more controlled experimental design

or clearer task guidelines could help reduce such confounding behavior in future studies.

Third, the study involved a relatively small and specialized sample—primarily students
and early-career researchers with a background in security or software testing. While this
ensured a baseline level of technical familiarity, it limits the generalizability of findings
to broader developer populations. Future work could include participants from industry,

with diverse roles and varying levels of experience.

Finally, the web applications used in the study were developed in-house and may not
fully represent the complexity or variability of real-world systems. Evaluating EDE-
Fuzz on larger-scale, production-grade, or open-source applications would help assess

its generalizability and scalability in practical settings.

4.5 Discussion

This study investigated the awareness developers have of Excessive Data Exposure
(EDE) vulnerabilities, as well as the usability and usefulness of a new detection tool,

EDEFuUzz. The results reveal several key insights.

First, participants ranked EDE as one of the more prevalent vulnerabilities in web APIs,
suggesting general awareness of its frequency in practice. However, its perceived impact
was rated significantly lower compared to threats like injection and broken authentica-
tion. This mismatch highlights a potential gap in developer understanding: although
EDE is commonly encountered, its consequences may be underestimated. Bridging this
gap could be critical in encouraging developers and organizations to take EDE more

seriously.
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Second, the evaluation of EDEFUzz provided encouraging evidence for its practical
utility. Participants spent significantly less time identifying EDEs when aided by EDE-
Fuzz than when using manual testing alone. This supports our hypothesis that the
tool can reduce the human effort involved in EDE detection. However, as noted in the
limitations, a few participants applied manual methods even during the tool-assisted
task, complicating the time-based comparison. Nonetheless, the general trend indicates

time-saving potential with tool support.

In terms of usability, participants were able to compose effective configuration files in
a short amount of time—even without prior experience. This demonstrates that EDE-
Fuzz requires minimal onboarding effort and can be adopted quickly, particularly by
developers with some familiarity in security or testing workflows. Feedback on the tool’s
interface and outputs was overwhelmingly positive, reinforcing its perceived usefulness

in aiding EDE detection.

These findings suggest that EDEFUZzZ can play an important role in improving the
developer workflow for detecting excessive data exposure. The tool is accessible, reduces
effort, and provides relevant and helpful insights. Moreover, the study contributes to
a growing understanding of how developers perceive security vulnerabilities—showing
that while some issues like EDE are recognized, their full implications may still be

underappreciated.

Future work could further refine EDEFUZZ’s interface and documentation based on the
small portion of neutral or negative usability feedback. Additionally, broader deploy-
ment and testing in industrial contexts could validate the tool’s effectiveness in more
complex and realistic environments. Cross-referencing developer perceptions with ac-
tual vulnerability data could also yield a deeper understanding of where educational or

tooling interventions are most needed.

Overall, this study demonstrates that EDEFUZZ is a promising tool for enhancing de-
veloper capabilities in addressing Excessive Data Exposure vulnerabilities, and it opens
the door for more systematic and scalable approaches to secure web application design

and testing.



Chapter 5

TrailBlazer: Practical End-to-end
Web API Fuzzing

Contribution

This chapter introduces TRAILBLAZER, a specification-less web API fuzzer de-
signed to detect server-side crashes in undocumented or poorly documented API
endpoints. In line with the overarching goal of this thesis—to explore how nat-
urally generated human interaction data can be repurposed to enable low-effort,
high-impact web application testing—TRAILBLAZER bootstraps its testing pro-
cess from web traffic collected during ordinary application use. By combining
generation-based and mutation-based fuzzing without requiring formal API spec-
ifications, TRAILBLAZER expands the reach of automated testing into a critical

but often overlooked part of the web application attack surface.

5.1 Introduction

In the preceding chapters, we presented EDEFUZzZ, a testing technique specifically
designed to detect excessive data exposure (EDE) vulnerabilities in web applications.
EDEFUuzz introduced a novel metamorphic relation tailored to API response consistency
and demonstrated effectiveness in uncovering EDEs through both tool-based analysis
and a controlled user study. Like many other web API testing tools [84, 100, 101], it as-

sumes that the relevant API endpoints are already known and that valid test inputs can

79
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be constructed—assumptions that limit their applicability in broader web API testing

contexts.

This chapter introduces TRAILBLAZER, a practical end-to-end web API fuzzing frame-
work that addresses a more general class of challenges in API testing. Unlike EDEFUZZ,
which focuses on a specific vulnerability class, TRAILBLAZER tackles the fundamental
problems of discovering where to send API requests and how to construct valid, semanti-
cally meaningful payloads—crucial steps in testing any web API effectively. Importantly,
TRAILBLAZER is designed to operate even in the absence of a formal API specification,

enabling black-box testing of real-world web applications at scale.

Web APIs are the backbone of virtually every online service. However, despite their
importance, the scale and dynamic nature of web APIs present unique challenges for
effective (security) testing. With APIs now widely used across diverse applications, a
substantial number remain inadequately tested, it is necessary to develop automated
approaches (such as improved fuzz-testing) that obviate the need to manually assess
each API. This chapter takes steps to address this challenge, aiming to provide a tool
that can be set loose on such an API and attain strong test performance, regardless of

if the API is documented with a machine-readable specification or not.

Recent tools such as RESTler [84] and Schemathesis [100] leverage OpenAPI specifica-
tions [27] to perform generation-based fuzzing, aiming to uncover bugs and vulnerabili-
ties automatically. Yet, as effective as these tools are, they cannot handle natively most

web APIs, as the tools are dependent on the availability of high-quality specifications.

API specifications are generally human-written and, due to the labor- and time-cost of
keeping the specs current, are often incomplete and outdated, where they exist at all
(see Figure 5.1). Outdated specs in turn, limit the efficacy of the aforementioned tools,
which rely on the specs. Consequently, fuzzing based solely on these specs misses critical
API functionality and hampers test effectiveness. Additionally, existing generation-
based approaches rely heavily on syntactic rules but lack support for enforcing semantic

constraints, which are crucial for generating meaningful test cases.

To address the need for better specs, prior research has attempted to infer API specs from

network traffic [31, 32, 34]. However, these methods typically assume prior knowledge
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“API testing continues to be a top pri- “56% of APIs are private APIs. While 58%
ority for almost all developers, with over of developers rely on internal documentation to
90% of developers reporting testing or learn APIs, 39% say inconsistent docs are the
planning to test their APIs.” biggest roadblock .”

— State of APIs 2022 (RapidAPT) [170] — 2024 State of API Report (Postman) [1]

F1cURE 5.1: Industry views on the importance of web API testing and challenges
raised by inconsistent API docs.

of endpoints and/or produce specifications that modern tools cannot fully utilize, thus

only partially solving the problem.

In this work, we propose TRAILBLAZER, the first practical end-to-end web API fuzzing
framework that overcomes these limitations. TRAILBLAZER captures real-time traffic be-
tween a web application and the remote server through a custom plugin, automatically
identifying APIs and inferring an OpenAPI specification—a standard for API specs—
that can be used directly with existing approaches to testing. The captured traffic
and inferred OpenAPI specification enable us to combine generation-based fuzzing and
structure-aware, mutation-based fuzzing. Prior studies have demonstrated the effective-
ness of combining generation and mutation-based fuzzing across different domains [18—
20]; We believe TRAILBLAZER is the first to apply this powerful combination to web API

fuzzing.

We implemented TRAILBLAZER and evaluated it on popular content management sys-
tems (CMS), a category of software that underpins a wide variety of services from
e-commerce to company websites. CMS platforms, due to their open-source nature and
the ethical considerations they satisfy for testing, offer an ideal testing ground for our

approach.

We find that TRAILBLAZER works effectively on a broad-cross section of web applica-
tions that utilize APIs in their web interface. Further, when pointed at a web applica-
tion, our implementation is able to automatically discover API endpoints and generate
test payloads via mutation (with a spec). By combining generation-based fuzzing with
mutation-based fuzzing, TRAILBLAZER achieved high code coverage and identify previ-

ously unknown bugs, with minimal human effort.

In summary, this paper makes the following contributions:
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e We analyze the limitations of existing web API fuzzing approaches, particularly
RESTIler and Schemathesis, underscoring their dependence on OpenAPI specifica-

tions and their lack of structure-aware mutation support.

e We present TRAILBLAZER, the first practical end-to-end web API fuzzing frame-
work that automates endpoint discovery and specification inference, enabling both

generation-based and structure-aware mutation-based fuzzing.

e We empirically evaluate TRAILBLAZER on widely-used CMS platforms. Our pre-
liminary results show that TRAILBLAZER is effective in discovering zero-day vul-
nerabilities. Specifically, TRAILBLAZER identified 12 previously unknown crash-
triggering bugs, with six already confirmed and fixed by maintainers, and another

four confirmed.

5.2 Background

5.2.1 REST API and GraphQL API

REST (Representational State Transfer) [171] is a popular architectural style for de-
signing web APIs that emphasize stateless interactions and the use of standard HTTP
methods. In a REST API, each URL represents a specific resource, and interactions
are performed via standard HTTP methods. REST APIs are designed to be stateless,
meaning that each request from a client must contain all the necessary information for

the server to process it, without relying on any stored state.

While many modern Web APIs follow REST principles, not all do. Conventional Web
APIs may utilize HT'TP as the transport protocol and JSON as the data format but may
not strictly adhere to REST’s constraints, such as statelessness or resource orientation.
Additionally, some APIs may use alternative architectures like GraphQL, which allows
clients to query exactly the data they need, or follow custom protocols that don’t fit

neatly into either REST or GraphQL paradigms.

APIs examined in this work can operate in various architectures, allowing for more
flexibility in how they are implemented and tested. While this flexibility offers developers
more freedom, it also introduces challenges, particularly the lack of standardization. This

absence of clear architectural conventions complicates the process of automated testing,
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as there are fewer consistent patterns to rely on when designing and generating test

cases.

5.2.2 Web API Testing

Web API fuzzing recently garnered increased interest from both industry and academia.
As discussed in Section 2.4, a substantial body of work in web API testing has focused
on leveraging formal specifications—particularly OpenAPI Specifications (OAS)—to au-
tomate test generation. Numerous tools and frameworks have been developed to exploit
these specifications in diverse ways, including RESTler [84], Schemathesis [100], Evo-
Master [101], Morest [145], QuickREST [102], RESTest [146] and RestTestGen [103].
Collectively, these tools reflect a sustained interest in using API specifications to au-
tomate the discovery of functional bugs, rule violations, and security vulnerabilities in

web services.

5.2.2.1 Schemathesis

Schemathesis is an automated tool designed for testing web APIs, leveraging OpenAPI
specifications to generate and execute a variety of test cases. Built on top of property-
based testing principles, Schemathesis systematically generates a range of inputs based
on the constraints defined in the API specification. It then checks how the API responds
to these inputs, detecting potential issues like server errors, incorrect data handling,
or violations of the OpenAPI-defined schema. Schemathesis supports both positive
and negative testing through built-in checks, including checks for server error responses
(not_a_server_error) and validation that APIs reject data outside the expected schema
(negative_data rejection). This allows developers to ensure robust API behavior
across diverse cases, while also identifying undocumented edge cases. Schemathesis is
particularly powerful when paired with a well-documented OpenAPI specification, as it

can more thoroughly test the API’s responses, content types, and expected data formats.

5.2.2.2 Limitations of Existing Tools

Here we emphasize limitations of existing tools, which we address in this chapter. Firstly,

a large proportion of web applications do not have a machine-parseable specification for
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their APIs. In a scoping analysis we performed of 68 open-source content management
systems (CMS) we found that while 59 (86.8%) had public APIs, only 23 (33.8%) pro-
vided an OpenAPI specification. Web applications without such a specification impose
two key challenges: (1) a test must first identify the appropriate API endpoints, and (2)
the syntax and semantics of a valid payload must be determined. Furthermore, existing
specifications may be inaccurate or outdated. As we discovered in our scoping evalu-
ation, this may include both API endpoints that are not part of specification or API

functionalities that are undocumented.

5.3 Workflow

TRAILBLAZER is designed to address the challenge of testing web APIs when no OpenAPI
specification is provided. Current state-of-the-art tools like RESTler and Schemathesis
rely heavily on OpenAPI specifications to generate effective test cases. However, many
web applications do not publish these specifications, making it difficult for developers
and testers to perform automated API testing. We propose an end-to-end workflow to
automate web API testing, by producing test cases from captured API traffic. Below,

we depict the detail of TRAILBLAZER in Figure 5.2, and outline its key steps.

Requests (5
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User browser seryer

Test
@ Execution

—{ Schemathesis }
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Local Spi.ciﬁca- Additional
database 1(%n Payloads

Endpoint Payload Mutation
. . Structure .
Identification Engine
Inference
FIGURE 5.2: The workflow of Trailblazer. A user interacts with the web application
via a web browser. A web browser plugin captures all API traffic and stores into a local
database. The captured traffic is analysed to identify API endpoints and infer the
structure of request payloads. An OpenAPI specification is then generated, which

serves as input to automated testing tools such as Schemathesis. Additionally, our
mutation engine generates supplemental test cases to further enhance test coverage.
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Step-1 Capturing API Traffic We developed a web browser plugin capable of cap-
turing all API traffic generated by a web application. This plugin hooks into both the
XHR and Fetch methods in JavaScript, ensuring that every API request and its corre-
sponding response are captured and stored. Users (developers, testers, or regular users)
interact with the web application, exploring various features to trigger as many API
calls as possible. API traffic can be captured in two scenarios: (a) by a single user on
a single device, or (b) by multiple users across different devices. In the latter scenario,
different users may have distinct roles, leading to API calls that are role-specific. This

design allows capturing diverse API usages that may not be triggered by a single user.

Step-2 Endpoint identification and requests grouping Once API traffic is cap-
tured, the next step is to identify API endpoints and group requests accordingly. API
endpoints are identified by analyzing the captured traffic. For example, GET /api/user/1
and GET /api/user/456 would be grouped under the same endpoint, as they share the
same HTTP method (GET) and have a similar pattern (/api/user/{id}). However,
PUT /api/user/123, GET /api/user/456 and GET /api/article/789 are considered
distinct, since they either differ in their HTTP methods (PUT vs. GET) or have different
endpoint patterns (/api/user/{id} vs. /api/article/{id}). We define a set of rules
to group requests, ensuring that the identified endpoints are accurate and comprehen-

sive.

Step-3 OpenAPI Specification Inference The captured traffic is analyzed to infer
an OpenAPI specification. While generating specifications for GET and DELETE methods
is relatively straightforward, as they do not require request payloads, POST and PUT
methods present a greater challenge. These methods typically involve payloads, often
in JSON format, that must adhere to a specific structure. If the inferred specification
does not accurately define these payloads, the testing phase may produce invalid test
cases that are rejected by the server. This hinders the exploration of execution paths
and limits test coverage. To overcome this, our approach employs a combination of rules

and heuristics to infer the structure of valid request payloads from the captured traffic.

Step-4 Test Execution The inferred OpenAPI specification serves as input for auto-
mated testing tools like Schemathesis and RESTler, which generate test cases based on

the specification. To further enhance test coverage, our approach leverages the request



TrailBlazer 86

payloads captured during the traffic collection phase. By applying mutation-based tech-
niques, we generate additional test payloads, increasing the diversity of test cases and

improving the chances of uncovering edge cases and bugs.

Through this approach, we enable automated API testing for web applications even
without publicly available OpenAPI specifications. Our method not only generates the
necessary specifications from real-world traffic but also augments standard testing tools
with richer test cases derived from real usage scenarios. Below we discuss the design

and implementation detail of each component.

5.3.1 Capturing Web Traffic

The first step involves collecting API traffic generated during normal use of a web appli-
cation. We developed a Chrome browser plugin that automatically records API requests
sent from the browser to a remote server, along with their corresponding responses. Al-
though web APIs can exchange information in various formats, such as JSON, HTTP
form-data, or XML, our approach focuses specifically on JSON-formatted APIs. The
focus on JSON offers several advantages: JSON is widely adopted, lightweight, and eas-
ier to parse, making it a natural choice for automated testing. While we concentrate on
JSON-based APIs for the purposes of this research, the core principles of our proposed
approach are generalizable and can be extended to support other data formats, with
appropriate adjustments. By modifying the payload analysis and parsing methods, the
same automated testing and fuzzing techniques could be applied to APIs using differ-
ent data formats, maintaining the versatility and applicability of our workflow across a

broader range of web APIs.

An example of API request and its corresponding response is given in Listing 2.1. In
this step, we record the following information for each API call: (1) the endpoint URL;
(2) the HTTP method used; (3) query parameters (if any); (4) the request payload (if

any); (5) the HT'TP response code; and (6) the response payload (if any).

5.3.2 Endpoint Identification

An API endpoint consists of two components: an HTTP method (commonly GET, POST,
PUT, or DELETE) and an endpoint URL (e.g., /api/user/123). While the HTTP method
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is straightforward and can be extracted from each captured API call, the main challenge
is identifying a common pattern that groups multiple requests under the same API
endpoint. We address this by following a four-step procedure to analyze each captured
APT call and infer the corresponding endpoints, given in Listing 5.1.

LisTING 5.1: The algorithm to extract endpoint pattern.

1: function GETPATTERN (url) > example input: PUT

/api/v2/user/257update=true

2: method <— GETMETHOD (url) > method: PUT
3: url < REMOVEPARAMETER (url) > url: /api/v2/user/25
4: segments <— SEGMENT (url) > segments: ["api", "v2", "user", "25"]
5: for each segment in segments do

6: result.add(CHECKDYNAMIC(segment)) > checks if a segment is dynamic
7: return result > result: [PUT, "api", "v2", "user", ID_NUMERIC]

First, we strip any query parameters from the API calls. While query parameters can
influence the server’s behavior (e.g., applying filters), we treat them as secondary to
the endpoint itself. For instance, GET /api/user and GET /api/user?role=admin are
considered to target the same API endpoint, as the query parameters do not change the

fundamental resource being accessed.

Second, we divide the path into its constituent components. For example, /api/user/12
is broken into three segments: api, user, and 12. This segmentation provides a basic

structure for determining endpoint patterns.

Then, we apply a heuristic to determine whether each segment is static or dynamic.
Consider the API calls /api/user/12 and /api/user/45; here, api and user are static
segments, while 12 and 45 are dynamic. In an OpenAPI specification, this could be rep-
resented as /api/user/{id} where {id} is a parameter. From our analysis of captured
traffic, dynamic segments are typically resource IDs on the server, which are commonly
integers, hexadecimal hash values, or UUIDs. To differentiate between static and dy-
namic segments, we use a heuristic to check if a segment is numeric, follows a UUID
format, or consists solely of hexadecimal characters with a minimum length of 16 charac-
ters. If any of these conditions are met, the segment is classified as dynamic; otherwise,
it is static. This simple heuristic was proven effective in our experiments on popular

content management systems.
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Finally, we group captured API requests based on their inferred endpoints. Requests are
placed in the same group if they share the same HTTP method and endpoint pattern.

This grouping allows us to systematically organize API requests for further analysis.

5.3.3 Request Payload Structure Inference

As the collected traffic is already grouped by endpoints, we proceed by analysing each
group of API requests to generate an internal representation for each endpoint. This
internal representation can then be transformed into an OpenAPI specification, which
allows us to systematise the knowledge captured in the traffic. The resulting specification
can be used by automated testing tools such as Schemathesis or RESTler to facilitate

systematic testing and exploration of the API.

First, we classify endpoints based on whether or not they include a request payload.
While there are exceptions, typically, GET and DELETE requests do not contain a request
payload, whereas POST and PUT requests often do. For requests without a payload, we
only need to record the endpoint URL and identify any dynamic segments, as described
in Section 5.3.2. For requests with a payload, further analysis is required to determine

the structure of the payload.

The captured API request payloads (in JSON format) are presumed to be structurally
and semantically valid, since they are generated by the web application’s own interface,
and any invalid payload would disrupt the application’s functionality. We represent a
JSON object using a tree structure. In this structure, each non-leaf node represents
one of the two composite JSON types: object and array, while leaf nodes correspond to
primitive types, such as string, number, boolean, and null. Let R be the set of collected
request payloads sent to the same API endpoint. Our goal is to generate a grammar, G,

capable of representing all elements in R.

We process each JSON object in a top-down manner, beginning with its outermost

structure (typically of type object). We apply the following rule-set:

Below, we detail the process of generating a grammar G by analyzing all requests in R.
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Object

An object consists of zero or more key-value pairs, where each key is a string, with
its value being of any type. In the tree representation, an object is represented as
a parent node, each of its key-value pair is a child.

Array

An array consists of zero or more elements of the same type. Although JSON
syntax allows mixed types within an array, all APIs from our evaluation use arrays
to store single-typed data. In the tree representation, an array itself is depicted as
a parent node, with each element represented as a child node.

String

We further check whether it follows a specific format. Common formats we can
identify include email, formatted datetime, numerical strings, UUID, and hexadec-
imal.

Number

We check whether the value conforms to specific formats such as Unix timestamps
or integers.

Boolean/Null

No additional rules.

Step 1: Initial Grammar Tree Construction

A request payload (a JSON object) Ry is randomly selected from the set of request
payloads R. The initial grammar tree Gy is created following the structure of
Ro, where each node in the grammar tree records the following properties of the

corresponding node in Ry:

e Data Type: The type of data for the current node (e.g., object, array, string, number

and boolean).
e Subtype: For string and number types, a subtype is inferred (e.g., UUID, timestamp).
e Object Keys: If the node is an object, the keys present as child nodes are recorded.

e Optionality: All nodes are initially set to non-optional.

Step 2: Refining the Grammar Tree with Additional Payloads

Each of the remaining request payloads in R \ {Ro} is processed to refine the

generated grammar tree G. The following scenarios are handled:

e New Key in Object Node: If an object node contains a key that does not exist in

the corresponding node in G, a new optional child node is created.

e Missing Key in Object Node: If an expected key is absent in an object node (but

marked non-optional in G), the corresponding key is updated to optional.

e Subtype Mismatch for Strings or Numbers: If a string or number node has a

value not conforming to the subtype in G, the stored subtype is updated.

e Non-Null to Null: If a node appears as non-null in Ry but null in G, the grammar

updates to non-null.

e Null Conflicts: If a node presents null in Ry but as non-null in G, no update occurs.
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e Conflicting Non-Null Values: If a node is non-null in Ry but conflicts with a
different non-null value in G, the grammar does not update. (No such conflicts arose

in our experiments.)

Following the above procedure, we generate a grammar G that represents all elements
in R. This grammar is then transformed into an OpenAPI specification, which serves
as input for automated testing tools to generate test cases. Additionally, we embed the
captured request payloads as explicit examples within the generated OpenAPI specifi-
cation. These examples act as the seed corpus for producing further test cases using

mutation-based techniques, as we will discuss in Section 5.3.4.

While the OpenAPI specification supports documenting inter-request dependencies, such
as when a resource created by one API request is consumed by another, inferring these
dependencies remains an open problem. Tools like Schemathesis and RESTler utilize
such dependencies documented in the specification for stateful fuzzing, but TRAIL-
BLAZER focuses primarily on inferring the structure of request payloads. Identifying
inter-request dependencies poses significant challenges. First, determining whether a
dependency exists between two API endpoints is inherently complex. Second, even when
dependencies are suspected, pinpointing which parameter in an API response might be
consumed by another API is particularly difficult, especially for APIs that deviate from
RESTful conventions. Addressing these challenges is beyond the scope of this work and

remains an area for future research.

5.3.4 Mutations

While the generated grammar G can be used to produce new test payloads, we observed
that these payloads are not always valid. This is due to two key factors. First, multiple
data fields within a request payload may not be independent. For example, the length
of an array may need to match the value of another field (e.g., an integer), or certain
fields may be mutually exclusive. Second, a string field might need to adhere to a specific
format, such as Markdown or HTML. In both cases, although the generated payloads are
syntactically valid, they are semantically incorrect, which prevents them from passing

server validation. Unfortunately, the widely adopted OpenAPI Specification (up to
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version 3.0.x) lacks native support for handling such dependencies. Current state-of-the-

art API testing tools, such as Schemathesis and RESTler, also face these limitations.

To address this, we incorporate mutation-based test generation. The collected traffic
contains valid payloads, which we modify to increase the likelihood of producing test
cases that pass validation. We apply three fundamental mutation strategies, shown
in Figure 5.3: (1) Recombining valid payloads merges elements from different requests
within the same endpoint, maintaining structural integrity while exploring new data
combinations. (2) Removing fields selectively deletes fields to test how the API handles
missing data, potentially uncovering hidden execution paths. (3) Invalidating data types
changes field types to assess the robustness of API validation and error handling. These
mutations allow us to generate more meaningful test cases while preserving key aspects

of valid payloads.

S
e

FIGURE 5.3: Mutation strategies used to generate request payload. The trees
in the first row represent the original JSON payloads captured from API traffic. Each
pair of trees in the second row illustrates examples of new JSON payloads generated
using the three mutation strategies. The colour of each node indicates which original
payload provided its value. Grayed-out nodes (in the second pair) indicate deleted
nodes, while nodes with a red border (in the third pair) highlight an invalid data type.

5.3.5 Test Execution

Thus far, we have a list of API endpoints, as well as the corresponding inferred payload
structure and seed payloads. This not only allows us to generate new test cases via
mutation, but also enables us to produce an OpenAPI specification for generation-based

fuzzing.

TRAILBLAZER leverages Schemathesis for test execution. Two checks in Schemathesis

are particularly relevant: not_a_server_error and negative_data rejection. The
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former check identifies any 5xx HT'TP response code indicating unhandled server errors,
while the latter generates invalid payloads and checks if the server can properly handle
them. Other builtin Schemathesis checks are disabled because our inferred OpenAPI
specification is based on the observed traffic, which cannot be utilized to verify if a new
request or response is valid. In addition, TRAILBLAZER incorporates mutation-based

fuzzing by producing additional test cases, as discussed in Section 5.3.4.

5.4 FEvaluation

We designed our experimental evaluation to answer the following research questions.

(RQ1) Quality of inferred specifications. Does the inferred OpenAPI specification
adequately capture the full range of APIs offered by the web application?

(RQ2) Effectiveness and efficiency of Trailblazer. We aim to evaluate the effec-
tiveness of TRAILBLAZER by measuring the code coverage it achieves and assessing its
ability to uncover system bugs. Additionally, we investigate the human effort and com-
putational time required to apply our workflow to a web application, providing insights

into the scalability of our approach.

5.4.1 Target Selection

We selected four CMS platforms as our evaluation targets: Cockpit [172], Directus [173],
Ghost [174] and Strapi [175]. Additionally, we included RealWorld [176] as a represen-
tative benchmark from recent related work [32]. We focused our experiments on CMS
platforms as they are widely used in both personal and enterprise environments, mak-
ing them representative of real-world modern web applications. Many of these systems
expose a variety of API endpoints, handling complex interactions such as user authen-
tication, content creation, and data management, which are ideal for evaluating the ro-
bustness of TRAILBLAZER. Additionally, many CMS platforms have transparent source
code, allowing us to quantitatively analyze and compare test results across different im-
plementations. We designed our selection to validate the effectiveness of our approach

in diverse, real-world scenarios.
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5.4.2 Evaluation Setup

We deployed the web-servers on Ubuntu 22.04 (through VMware ESXi hypervisor),
allocated two efficient-cores of an Intel Core i7-1240P processor and 4GB of RAM. We

ran TRAILBLAZER on another node within the same local network, equipped with an

Intel Core i5-13490F, 128GB of RAM, running Windows 10 22H2.

For each evaluation target, we followed the following steps. (1) one of our author manu-
ally interacts with the web application for 20 minutes to collect API traffic, (2) we process
the collected traffic following the steps discussed in Section 5.3.2 and Section 5.3.3, and
(3) performed test execution as discussed in Section 5.3.4 and Section 5.3.5, and col-
lected code coverage information. As an end-to-end fuzzing approach, TRAILBLAZER
performs steps (2) and (3) in a fully automatic manner. In step (3), we configured
Schemathesis to generate 100 test cases per API endpoint, and TRAILBLAZER gener-
ates 100 additional test cases through mutation. We measured code coverage using
C8 [177] for NodeJS web applications (Directus, Ghost, RealWorld and Strapi), while
Xdebug [178] and php-code-coverage [179] were used for the PHP application (Cock-
pit). We also ran Schemathesis using web application’s official specification and collected

code coverage information.

5.4.3 Results

5.4.3.1 (RQ1) Quality of inferred specifications.

To evaluate the quality of our inferred OpenAPI specifications, we compare the endpoints
in our inferred specification with the official specification to assess how many endpoints

and operations our approach successfully identifies.

TABLE 5.1: Number of endpoints in a) official API documentation b) inferred

OpenAPI specification and c¢) overlaps. API endpoints may be generated by interacting

with the system. Numbers in this table reflect endpoints in our locally deployed systems, after
20 minutes of manual exploration.

System under Test # Official # Inferred Overlap

Cockpit 11 20 0
Directus 129 75 28
Ghost - 46 -
RealWorld 19 13 13

Strapi 37 65 4
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Table 5.1 presents a comparison between the number of API endpoints in our inferred
OpenAPI specifications and those in the official specifications. The results highlight

both the strengths and limitations of our approach.

TRAILBLAZER successfully identifies a substantial number of API endpoints but does
not capture all endpoints present in the official specifications. In the case of Directus,
our approach inferred 75 endpoints, covering only 28 of the 129 endpoints officially
documented. Similarly, in Strapi, we inferred 65 endpoints but found an overlap of only
4 with the 37 officially specified ones. These gaps arise for two main reasons. First,
some functionalities in the web interface do not rely on API calls (e.g., generating hash
values locally). Second, this result relies on manual exploration of the web application
within a limited 20-minute window, meaning certain API-triggering actions may not
have been fully exercised. With a longer exploration period or a better understanding

of the application’s features, more endpoints could likely be uncovered.

Interestingly, TRAILBLAZER discovered a considerable number of undocumented API
endpoints—those not present in the official specification. For all tested systems, TRAIL-
BLAZER identified API endpoints that do not present in their official documentaiton.
Notably, in Strapi and Cockpit, our inferred specification contains nearly twice the num-
ber of endpoints in the official documentation, suggesting the presence of hidden or

unofficially supported API functionalities.

In practice, API traffic could be collected in a distributed manner from multiple users in-
teracting with the application over time, creating a more comprehensive set of observed
endpoints. The numbers reported in our study represent a lower bound, reflecting what
can be achieved with minimal human effort in a short timeframe. Despite its limita-
tions, our approach demonstrates strong potential for uncovering both documented and

undocumented API functionalities.

5.4.3.2 (RQ2) Effectiveness and efficiency.

Table 5.2 summarizes the code coverage achieved by TRAILBLAZER, the baseline, and
Schemathesis. The baselines were measured by replaying all captured API requests,

while the Schemathesis results are based on tests generated using the official OpenAPI
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specification. All reported code coverage values are averaged over five runs for consis-

tency.

TABLE 5.2: Code coverage and number of unique bugs found in each system.

-: For both Cockpit and Ghost, there is no offical OpenAPI speficiation available, thus

Schemathesis were unable to be applied to test these two systems. *: We were unable

to measure branch coverage for Cockpit due to the limitation of the tool we used for
code coverage calculation.

Target Test Setup Statement Branch Bugs Execution time (s)
. Baseline 441 (8.51%) * 0 52
Cockpit Schemathesis - - - -
TRAILBLAZER 577 (11.02%) * 3 119
Baseline 16679 (23.52%) 1435 (59.34%) 0 9
Directus Schemathesis 19504 (27.51%) 1998 (61.93%) 14 589
TRAILBLAZER 17733 (25.01%) 1645 (60.70%) 3 174
Baseline 30232 (39.87%) 1617 (63.67%) 0 6

Ghost .
Schemathesis - - - -
TRAILBLAZER 33069 (43.61%) 2108 (64.03%) 0 86
Baseline 3805 (30.73%) 249 (64.50%) 0 13
RealWorld  Schemathesis 1227 (13.80%) 101 (43.91%) 3 57
TRAILBLAZER 4493 (34.75%) 335 (68.50%) 2 59
Baseline 194147 (64.54%) 1212 (39.45%) 0 7
Strapi Schemathesis 192777 (64.09%) 976 (35.47%) 2 393
TRAILBLAZER 194554 (64.68%) 1310 (41.05%) 4 90

Across all evaluated targets, TRAILBLAZER consistently achieves higher code coverage
than the baseline. This improvement is primarily because the baseline consists solely of
replaying previously captured API requests, which contain only valid payloads observed
during manual interaction. In contrast, TRAILBLAZER leverages the inferred OpenAPI
specification to systematically generate both valid and invalid payloads. This allows it
to exercise additional execution paths, including error-handling routines and edge cases
that are not typically covered by normal API usage. As a result, TRAILBLAZER explores

a broader range of server-side behaviors, leading to increased coverage.

When comparing TRAILBLAZER to Schemathesis, which relies on the official OpenAPI
specification, the relative effectiveness varies by target. In Strapi, TRAILBLAZER achieves
higher coverage because it uncovers undocumented API endpoints that are not included
in the official specification. This highlights one of the key advantages of our approach—
its ability to infer and test hidden API functionalities that would otherwise remain

untested. However, in Directus, Schemathesis attains slightly higher coverage. This is
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likely due to the fact that many API endpoints in Directus cannot be triggered through
its web interface, limiting the effectiveness of our traffic-based inference approach. Con-
sequently, our inferred specification lacks coverage for those endpoints, leading to a lower

overall test effectiveness compared to Schemathesis.

We analyzed the code coverage results for Directus and Strapi to understand the contri-
butions of each test setup. Figure 5.4 shows the breakdown of statement coverage across
different approaches. TRAILBLAZER improves coverage beyond baseline by generating
both valid and invalid payloads. Invalid payloads trigger error-handling logic rarely
exercised in normal use due to front-end validation, while valid payloads explore API
functionalities that the web UI does not fully expose or users did not interact with. As
a result, TRAILBLAZER were able to cover statements that neither captured traffic nor
Schemathesis reached. This result highlights the complementary strengths of both ap-

proaches: Schemathesis systematically exercises documented APIs, while TRAILBLAZER

Baseline Trailblazer
4 436

infers and explores APIs based on real traffic.

Baseline Trailblazer
213 1288

Schemathesis
39

Schemathesis
3046

FIGURE 5.4: Venn diagram of statement coverage across three test setups

for Directus (left) and Strapi (right). Each circle represents the code coverage

achieved by a specific test setup. The overlap between circles indicates the shared
coverage between setups.

In terms of bug discovery, TRAILBLAZER uncovered 12 new bugs across the tested sys-
tems [180-188]. For Strapi, it identified four unique bugs, surpassing the two found
using the official specification. In Directus, TRAILBLAZER found three bugs, whereas
Schemathesis uncovered more (14). Notably, all 11 bugs found using the official spec-
ification but missed by TRAILBLAZER were associated with endpoints that were not
covered during our manual exploration of the web application. This result highlights a

limitation of our approach—its reliance on observed traffic for APT inference. However,
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it also demonstrates that TRAILBLAZER can enhance bug discovery, even when an of-
ficial specification exists, by testing undocumented or underutilized API functionalities
that may not be exercised through conventional specification-based testing. We present

selected bugs in Section 5.4.4.

Regarding efficiency, we consider both computational time and human effort. Compu-
tationally, our workflow includes inferring an OpenAPI specification and executing tests
using Schemathesis. Test execution time varies based on the number of tested endpoints
and configuration settings. As shown in Table 5.2, across both tested targets, TRAIL-
BLAZER completes testing within three minutes, making it practical for real-world use.
The inference of OpenAPI specifications is also highly efficient, taking only a few sec-
onds for both targets, as it primarily involves retrieving API traffic from a local Postgres

database and generating the specification.

In terms of human effort, we spent 20 minutes per web application to collect API traffic,
though this process can be distributed among users naturally interacting with the sys-
tem. Our code coverage results in Table 5.2 represent a lower bound on TRAILBLAZER’s

effectiveness, as extended exploration would likely improve coverage.

5.4.4 Selected New Bugs

When running TRAILBLAZER against locally deployed CMSes, we found a total of 12

new unique bugs [180-188]. We present the detail of three bugs in this section.

5.4.4.1 A Carefully Crafted API Payload can Crash Strapi CMS Server

In most cases, when a web server encounters an unhandled exception, it responds with
a 500 error, signaling a server-side issue. Tools like RESTler and Schemathesis of-
ten rely on such signals to detect faults. Typically, the server application can handle
these errors gracefully, ensuring that even if an unhandled exception occurs, it only
affects the response for that specific request. However, through our approach, we un-
covered an implementation flaw in Strapi CMS, that can crash the entire server appli-
cation. Specifically, the /content-type-builder/content-types endpoint with POST
method expects object types within the attributes object. Due to incomplete in-

put validation, an invalid input that has null in the attributes object (minimal PoC:
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{"contentType": {"attributes": {"": null}}}) would trigger an unhandled excep-
tion. Upon receiving such a request payload, the server not only triggered an unhandled
exception but also caused the entire server application to crash. This bug affects both

development and production environment of Strapi CMS.

5.4.4.2 Missing Validation

TRAILBLAZER uncovered two flaws in the POST /collections endpoint in Directus.
This endpoint creates custom collection types. The payload should follow the format:
“{"fields": [B] , "collection": "a", "schema": {}}’, where collection de-
fines the name of the new collection type, and "fields" specifies the fields within the

collection.

TRAILBLAZER found that supplying a non-string "collection" (e.g., "collection":1),
triggers an unhandled server exception. We confirmed that the server attempted to call
.startsWith() on the submitted "collection" parameter, without validating whether

it was a string.

The second flaw was related to the "fields" parameter. A valid API request to
POST /collections creates a database table on the server. Fields in the newly cre-
ated table are specified by the "fields" parameter. However, by submitting an empty
array (i.e., "fields": []), the server would produce an invalid SQL statement such
as “CREATE TABLE “a” ();”. This SQL statement is invalid because there must be at
least one field defined when creating a table. The error reported by the database was

not properly handled by Directus, causing a 500 server error to be reported to the user.

5.5 Related Work

5.5.1 Vulnerability Detection in Web Applications

Web vulnerability detection aims to identify weaknesses in web applications that could
be exploited by attackers, potentially compromising data integrity, confidentiality, or
availability. The OWASP Top 10 [112] is a widely recognized list published by the

Open Web Application Security Project, highlighting the most critical security risks to
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web applications. Updated periodically, the OWASP Top 10 serves as a guideline for
developers, security professionals, and organizations to better understand and mitigate
common web vulnerabilities. Common vulnerabilities include SQL injection, cross-site
scripting (XSS), and remote code execution, which can stem from insufficient input val-
idation, poor session management, or insecure configuration. Various tools and research
efforts have been directed at identifying and addressing these specific vulnerabilities,

such as [104, 117, 118, 120, 122, 139, 189].

5.5.2 Web API Testing

5.5.2.1 Testing Web APIs using OpenAPI Specification

RESTIer [84] represents a current state-of-the-art RESTful API fuzzing approaches. It
uses server states, relying on response codes to identify server crashes on APIs used by
cloud services. It infers dependencies among requested APIs to guide the generation of
new test cases. [142] suggested an extension to RESTler to report the violation of four
rules commonly applied to REST services, in addition to server crashes. [143] improved
RESTIer’s test generation algorithm by representing the payloads in a tree structure
on which structure-aware mutation operators can be applied. Pythia [144] augmented
RESTIer with coverage-guided feedback and it implemented a learning-based mutation
strategy. Specifically, it utilized a statistical model to gain knowledge about frequent
ordering of calling APIs from seed inputs. It used a regular grammar to encode an API

request and perform mutation by adding noise to the request.

TRAILBLAZER builds on Schemathesis [100], discussed earlier, and RESTler, but with the

advantage that contrary to those tools, we do not require a pre-existing API specification.

5.5.2.2 OpenAPI Specification Inference

While some modern web development frameworks can automatically generate OpenAPI
Specifications (OAS) from source code, many web APIs either lack formal specifications
altogether or rely on outdated and inaccurate ones. This absence of reliable specifications
complicates efforts to understand, test, and interact with such APIs. To address this

issue, researchers have proposed various approaches to infer OpenAPI specifications
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through code analysis or network traffic inspection. This section reviews state-of-the-
art techniques in OpenAPI specification inference, focusing on their capabilities and

limitations.

APIDiscoverer [31] introduces a tool that generates OpenAPI specifications by an-
alyzing pairs of HTTP requests and responses. However, this approach has several
limitations: (1) its web-based interface requires manually submitting or triggering indi-
vidual APT calls, which makes it impractical for large-scale or automated analysis; (2)
it only supports OpenAPI version 2.0, which is outdated given the widespread adoption
of version 3.x since its release in 2017; and (3) in our experiments using real-world API

traffic, the tool failed to generate valid OpenAPI specifications.

APICARYV [32] is more closely related to TRAILBLAZER, leveraging automated Ul tests
to collect API traffic and subsequently infer an OpenAPI specification. While APICARV
primarily emphasizes a graph-based technique for identifying path parameters, TRAIL-
BLAZER goes further by also inferring the structure of request payloads. Moreover,
TRAILBLAZER integrates both generation-based and mutation-based fuzzing strategies,

which significantly enhance its capability to test and uncover issues in web APIs.

Respector [33] is a recent tool designed to generate OpenAPI specifications directly
from source code by performing static and symbolic program analysis. While Respector
demonstrates promising results, it has several limitations compared to TRAILBLAZER.
First, Respector requires access to the source code of the web application, whereas
TRAILBLAZER operates without such access, making it more versatile for scenarios where
the source code is unavailable. Second, Respector has been evaluated exclusively on Java-
based web APIs, leaving its effectiveness on APIs implemented in other programming
languages uncertain. Finally, adapting Respector to work with web applications written
in other programming languages would likely require significant additional engineering
effort, whereas TRAILBLAZER is designed to be language-agnostic and does not impose

such constraints.

As large language models (LLMs) have demonstrated remarkable effectiveness across
multiple domains in recent years, there has also been growing interest in leveraging LLMs
to assist in software testing. RESTSpeclIT [34] is one such approach that uses LLMs
to infer OpenAPI specifications and generate corresponding test cases. However, its

evaluation is limited to APIs that support only the GET method, leaving the effectiveness
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of the approach on state-changing requests (e.g., POST, PUT) uncertain. Moreover, the
method relies heavily on the computational resources required to run large language
models, making local deployment on commodity hardware infeasible. In contrast, our
approach addresses both limitations: it supports APIs that require complex payloads

and can be executed efficiently on standard desktop machines.

5.5.3 Black-box Grammar Inference

Black-box grammar inference techniques such as L* [190] and Arvada [191] are highly
relevant to the problem space addressed by TRAILBLAZER, especially in terms of learning
protocol structure or state machines without prior specifications. While TRAILBLAZER
does not currently adopt these techniques directly, they represent promising directions

for future work.

5.6 Discussion and Future Direction

There is often a mismatch between the endpoints observed in traffic and those docu-
mented in official API specifications. This suggests that specifications may not fully
capture real-world API usage. Leveraging traffic to infer or enhance API specifications
could help verify consistency, serving as a diagnostic tool for API maintenance and

improving the reliability of API ecosystems.

TRAILBLAZER combines generation- and mutation-based testing to enhance API fuzzing,
though each method has trade-offs. Generation-based testing increases input diversity,
potentially uncovering edge cases, yet often produces invalid payloads that are rejected
early by API validation. Mutation-based testing, by modifying valid payloads from cap-
tured traffic, is more likely to exercise meaningful application logic, but its effectiveness
depends on the completeness of the observed requests. Our planned future evaluation
seeks to investigate the respective contributions of the two strategies in web API testing.
A promising direction for future work is dynamically adjusting the balance between the
two strategies. For instance, using heuristics or leveraging server feedback to guide when

to favor mutation-based tests and when to introduce generation-based tests.
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Another promising avenue for future work is the use of automated bug seeding tech-
niques, such as mutation analysis, to strengthen the evaluation of security testing tools.
While the current evaluation relies on code coverage and the discovery of previously
unknown bugs, introducing synthetic vulnerabilities could offer controlled benchmarks
for measuring tool sensitivity and robustness. Implementing this, however, would re-
quire substantial extensions to the experimental framework, including the development
of meaningful mutation strategies tailored to web APIs and the design of suitable ora-
cles capable of detecting the seeded bugs. Nonetheless, such enhancements could provide

deeper insight into the strengths and limitations of the proposed tools.



Chapter 6

Discussion and Future Directions

This chapter reflects on the contributions made by this thesis to the field of automated
web application security testing, particularly through the development and evaluation
of EDEFuUzz and TRAILBLAZER. It highlights key insights drawn from the research,
acknowledges current limitations, and explores potential future directions to extend and

deepen this line of work.

6.1 Summary of Contributions

At the heart of this thesis is the idea that effective security testing does not need to
depend on high levels of manual effort, formal specifications, or intensive expert inter-
vention. Instead, we propose a new strategy: leveraging information naturally produced
during regular human interaction with web applications. This includes traffic captured
during ordinary use or testing, behavioral relationships implicitly defined by user ac-
tions or page behavior. By reusing these artifacts, automated tools can operate with
greater contextual relevance and lower manual overhead. In doing so, this approach
allows even non-technical personnel to contribute indirectly to vulnerability discovery,

simply through their natural engagement with the application.

This principle was instantiated through two concrete systems: EDEFUzz, which detects
excessive data exposures by comparing related web responses, and TRAILBLAZER, which
bootstraps fuzzing from captured traffic to uncover server crashes in undocumented or

poorly specified APIs. Both tools demonstrate that meaningful security testing can be
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achieved with only lightweight configuration, surfacing subtle and security-critical issues
that conventional approaches often overlook. While this thesis specifically focused on
EDEs and server crashes, the broader idea—repurposing human-generated artifacts to
inform and guide automated testing—is a general strategy that can be extended to a

wide range of vulnerability classes, testing domains, and application types.

Figure 6.1 provides a qualitative comparison of common web application testing mecha-
nisms along two conceptual axes: the amount of human effort required and their relative
effectiveness in uncovering bugs and vulnerabilities. Traditional approaches like manual
penetration testing and model-based testing are highly effective but demand significant
expertise and labor. On the other end of the spectrum, methods such as random fuzzing
typically require less human effort but struggle to uncover deeper, context-sensitive
bugs; similarly, static analysis tools, while automated, often generate high volumes of

false positives that still require substantial human triage.

Static analysis occupies a nuanced position in this space. While static analysis techniques
require low human effort in principle, their high false positive rates have historically lim-
ited wide adoption in practice. Tools such as Infer [192, 193] and CodeQL [194] illustrate
how industrial-grade static analysis must deliberately trade off some detection power (ac-
cepting higher false negatives) in order to dramatically reduce false positives and gain
user acceptance. As high-false-positive static analysis is rarely used at scale [195, 196],
we place static analysis in the “low human effort, medium effectiveness” region of the
map to represent the best-in-practice, lower-false-positive variants—rather than earlier,

more academic prototypes.

In contrast, the approach proposed in this thesis—leveraging artifacts generated through
natural human interaction—aims to strike a favorable and relatively underexplored bal-
ance. It sits in a promising part of the design space, requiring only low to medium
manual effort while maintaining relatively high effectiveness. More importantly, it sug-
gests a new direction for the field: instead of attempting to eliminate human involvement
altogether, or requiring costly manual testing, future systems can actively incorporate

incidental human behavior as a low-effort, high-value artifact for automated testing.

This rethinking of how human interaction artifacts are used has significant implications.
It opens the possibility for broader democratization of security testing, enabling contri-

butions not only from security experts, but also from developers, testers, and even end



Discussion 105

Effectiveness

o Metamorphic Testing o Model-Based Testing

High ' This Thesis e Grammar-Based Fuzzing| @ Penetration Testing

e Dynamic Analysis

Medium e Static Analysis o Record-and-Replay o Manual Test Scripting
Low e Random Fuzzing o Automated UI Testing |e Manual Testing
Low Medium High

Human Effort

F1GURE 6.1: Qualitative comparison of web application testing mechanisms by human
effort and effectiveness.

users through their natural usage patterns. It points toward a future where security
validation is less a standalone activity and more an integrated, continuous by-product
of application use and development. As software systems become increasingly complex,
distributed, and dynamic, approaches that can blend human intuition with scalable au-
tomation will be critical. This thesis lays the foundation for such a direction, showing
that with the right techniques, we can rethink the effort-effectiveness tradeoff and unlock

new opportunities for practical, scalable, and inclusive security testing.

6.2 Research Impact

The research presented in this thesis has already begun to make a tangible impact on
both academia and industry, as well as on the broader web security ecosystem. The

following summarizes the key impacts of this work:

Firstly, the novel approach of using metamorphic testing to detect excessive data ex-
posures in web APIs has been recognized through the filing of a patent application for
EDEFuzz [17]. This demonstrates the uniqueness and practicality of the methodology

developed in this research.
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Secondly, the industrial relevance of the tools developed—EDEFUZz and TRAILBLAZER—
has been evidenced by letters of support from leading companies in the web security do-
main. These endorsements highlight the potential for these tools to address real-world

security challenges and improve testing practices within industry.

Moreover, one of these companies has actively begun piloting the TRAILBLAZER tool
within their internal API testing workflows. This indicates a clear pathway for the
research to influence practical security testing procedures and underscores its relevance

in addressing contemporary web application bugs.

The academic impact of this work is further demonstrated by the recognition it has
received in the form of a distinguished paper award at ICSE 2024 for the EDEFuUzz
work. This accolade reflects the high quality and significance of the research, as well
as its contribution to advancing the field of automated web application security testing.
In addition, it has garnered interest from other researchers who are eager to explore its

capabilities and contribute to its development.

Additionally, the practical impact of this research is evident in the discovery of around
20 vulnerabilities using the proposed approach and tools. These findings were disclosed
to corresponding vendors, with some already fixed, thereby contributing directly to
improving the security of web applications and services. This work has thus made a

concrete contribution to enhancing the overall web security environment.

In summary, this research has achieved significant impacts across multiple dimensions—
from theoretical contributions recognized through academic awards, to practical tools
adopted by industry, and vulnerabilities identified and remediated in real-world sys-
tems. These outcomes demonstrate the transformative potential of leveraging human-
generated artifacts for automated security testing and underscore the importance of

continuing to explore such approaches in future work.

6.3 Key Insights

Several important insights emerged from the development and evaluation of EDEFUZz

and TRAILBLAZER. First, the use of metamorphic testing in EDEFUzz illustrates how
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relational properties between inputs and outputs can serve as implicit test oracles, en-
abling automated detection of vulnerabilities without requiring exact expected outputs.
This technique helped address the oracle problem in scenarios involving complex, data-
rich API responses. Second, our user study with EDEFUZz showed that usability and
developer experience are critical factors in the adoption of security tools. Participants
were more confident and efficient when using EDEFUzz, highlighting the importance
of intuitive interfaces and clear testing workflows. Third, TRAILBLAZER demonstrated
the power of reusing real-world interaction traces to uncover bugs in endpoints that lack
formal documentation or specification. By learning from these traces, the tool was able
to generate meaningful test inputs for complex APIs. This further revealed that undoc-
umented or internal-facing APIs form a growing and under-tested part of the modern
web application attack surface. TRAILBLAZER’s success in uncovering bugs in such end-
points supports the argument for testing techniques that do not depend on complete

specifications or explicit schemas.

6.4 Limitations

While this thesis demonstrates promising results through the development of EDEFUZz
and TRAILBLAZER, several limitations remain—both in the individual tools and in the

broader landscape of automated web application testing.

First, although both tools aim to minimize manual effort, they are not fully autonomous.
EDEFUZZ relies on a human tester to compose a configuration file (even though it can
be partially aided by a web browser extension), while TRAILBLAZER requires access
to user-generated or captured web traffic to bootstrap test generation. These depen-
dencies reflect a broader tension in the field: many modern testing techniques either
require labor-intensive configurations or rely on incidental artifacts (e.g., logs, UI flows,
or telemetry) that may not always be available or complete. Achieving meaningful au-
tomation without sacrificing test relevance remains a difficult balance, particularly in

systems with rich state or complex, domain-specific logic.

Second, there is an inherent challenge in testing highly stateful or dynamically evolving
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web applications. In such systems, the behavior of an API endpoint may depend on com-
plex sequences of prior interactions, authenticated sessions, or contextual data. TRAIL-
BLAZER currently has limited capability in reasoning about or generating such sequences.
While state-aware fuzzing and model inference are active areas of research [139, 143, 197—
199], the combinatorial explosion of possible states and transitions continues to pose a
scalability bottleneck. Some progress may be made through hybrid approaches that
combine static analysis or symbolic reasoning with dynamic fuzzing, but fully solving

this challenge may require domain-specific models or human-in-the-loop assistance.

Third, the absence of formal specifications or ground-truth oracles limits the reliability
of many testing techniques, including those proposed here. Metamorphic testing, as used
in EDEFUZz, offers a promising way to overcome the oracle problem in specific cases,
but it may not generalize easily to all classes of vulnerabilities. Similarly, crash detection
in TRAILBLAZER is based on observable errors like HT'TP 500 responses, which may not
capture deeper logic flaws or silent security issues. The field continues to struggle with
the problem of test oracle design: how to automatically determine whether a system’s

behavior is correct, especially in open-ended or user-driven contexts [55].

Fourth, there is a broader issue of evaluation realism and generalizability. Although
our tools were tested on widely-used or open-source applications, the diversity of web
application architectures, frameworks, and deployment environments makes it difficult
to claim universal applicability. Many academic tools, including ours, are evaluated in
controlled or curated environments, raising concerns about how they perform in the wild.
Industrial-scale adoption requires tools to be robust against edge cases, interoperable
with heterogeneous stacks, and usable by non-experts—goals that remain aspirational

in many current approaches.

Lastly, most existing tools, including those in this thesis, focus on vulnerability detec-
tion rather than prevention or remediation. While finding bugs is a critical first
step, helping developers understand, prioritize, and fix these issues is equally important.
Bridging this gap will require integration with developer workflows, clearer reporting
mechanisms, and possibly advances in root cause analysis or automated repair [200—

202].
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Some of these challenges—such as improving state modeling or reducing manual setup—
are likely to see incremental progress through better tooling, data collection, or integra-
tion with development environments. Others, like oracle inference and evaluation scala-
bility, represent more fundamental barriers that will require deeper shifts in methodology
or the incorporation of new technologies such as machine learning or formal methods.
Acknowledging these limitations is essential not only for framing the contributions of
this thesis but also for identifying future research directions that can move the field

forward.

6.5 Future Directions

This work opens several promising avenues for future research, both in extending the
capabilities of the proposed tools and in addressing broader challenges in automated

web application testing.

A natural next step is to explore deeper integration between human input and au-
tomated fuzzing. While traditional human-in-the-loop fuzzing incorporates developer
feedback during test generation [203-206]—such as confirming the relevance of findings
or directing exploration—this thesis also introduces and motivates a complementary
paradigm: human-before-the-loop fuzzing. In this model, information generated during
routine human interaction with web applications (e.g., user-driven traffic, page behav-
iors, or UI flows) is captured and repurposed before any automated testing begins. This
approach has the advantage of requiring little to no active involvement from technical
users, yet can provide rich contextual artifacts to guide fuzzing. Future work could
explore how these two models might be combined: allowing systems to first bootstrap
from passively collected artifacts and then adapt based on interactive feedback during

testing.

Another important direction is enhancing support for stateful and complex APIs. Many
modern web services exhibit behaviors that depend on prior request sequences, user
sessions, or data-dependent transitions. Addressing these challenges may require the
use of state inference techniques, such as learning finite-state models from traffic, or
applying symbolic reasoning to extract dependencies across calls [139, 143, 197-199].

Incorporating such capabilities into TRAILBLAZER would expand its applicability to
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richer API ecosystems, including GraphQL or event-driven architectures. Similarly,
extending metamorphic testing beyond excessive data exposure—such as to verify correct
access control enforcement or idempotent behavior—would increase the generality of

EDEFUZz’s core methodology.

The issue of test oracle design also remains an open challenge [55]. While this the-
sis uses metamorphic relations and observable server crashes as proxies for correctness,
many security-relevant properties remain implicit and context-dependent. Future work
could investigate ways to infer likely oracles using machine learning, specification min-
ing, or program analysis. For instance, expected field-level behavior might be learned
from training examples or inferred from Ul logic, providing additional validation power

without requiring hard-coded assertions.

At a systems level, improving the realism and scalability of evaluations is another key
direction. Integrating the proposed tools into CI/CD pipelines, DevSecOps workflows,
or security testbeds would enable longitudinal studies on their practical effectiveness and
usability. This would also help assess how the tools perform under diverse workloads and
evolving application states. Additionally, research should continue to explore techniques
for automated triage, root cause analysis, and remediation assistance—capabilities that

are currently lacking but essential for real-world adoption.

Finally, the broader field of web application testing must continue to grapple with foun-
dational tensions: between automation and context-awareness, scalability and specificity,
ease of use and analytical depth. The approaches presented in this thesis suggest that
it is possible to make progress along multiple axes simultaneously—by reusing natural
human interaction data, by defining weaker yet useful correctness conditions, and by
designing tools with both technical and usability goals in mind. These directions hold
potential for building the next generation of security testing tools that are not only
technically sophisticated, but also aligned with how modern web applications are built,

tested, and used.

6.6 Concluding Remarks

In summary, this thesis demonstrates that practical, automated testing tools can be

both effective and low-effort when they are designed to reuse artifacts produced through
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natural human interaction with web applications. By applying this philosophy to the
detection of excessive data exposures and undocumented endpoint crashes, we show
that critical classes of vulnerabilities can be detected with minimal configuration and
no formal specifications. The insights and techniques developed here contribute to a
growing body of work on practical, intelligent, and scalable web application security

testing.
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