
Minerva Access is the Institutional Repository of The University of Melbourne

Author/s:
Conduit, D

Title:
Digital Authoritarianism and the Global Technology Industry: Evidence from Iran

Date:


Citation:
Conduit, D. (). Digital Authoritarianism and the Global Technology Industry:
Evidence from Iran. Government and Opposition,  (), pp.-. https://doi.org/./
gov...

Persistent Link:
https://hdl.handle.net//

License:
CC BY

CC%20BY


ARTICLE

Digital Authoritarianism and the Global
Technology Industry: Evidence from Iran

Dara Conduit

Department of Social and Political Sciences, University of Melbourne, Melbourne, Australia
Email: dconduit@unimelb.edu.au

(Received 27 February 2024; revised 3 October 2024; accepted 16 October 2024)

Abstract
The purchase of commercial spyware by at least 43 authoritarian states has drawn atten-
tion to the links between the international private technology trade and autocrats. This
article sits at the intersection of the literatures on the international relations of authoritar-
ian regimes, digital authoritarianism and the political economy of authoritarianism, ask-
ing, what impacts, if any, do the foreign technology trade relations of authoritarian
regimes have on authoritarian resilience? Building a four-mechanism model to explain
the interaction between the private technology trade and digital authoritarianism, the art-
icle then tests the model on a case study of Iran. It argues that while global technology
companies lack the ideological or geopolitical interests that drive the engagement between
authoritarian regimes and foreign states, an intense overlap in interests still exists between
profit-hungry private technology companies and technology-hungry regimes. This facili-
tates the establishment of mutually beneficial relationships that contribute to authoritarian
resilience and survival, however inadvertently.

Keywords: surveillance arms trade; Middle East; authoritarianism; political economy of authoritarianism;
authoritarian economics

Authoritarian regimes today bear little resemblance to those of the late Soviet era,
with William Dobson (2012: 4–5) arguing that ‘modern authoritarians have suc-
cessfully honed new techniques, methods, and formulas for preserving power, re-
fashioning dictatorship for the modern age’. Over the past two decades,
advanced digital technology has played a significant role in this autocratic trans-
formation, leading to the emergence of a phenomenon known as ‘digital authori-
tarianism’ (Dragu and Lupu 2021; Polyakova and Meserole 2019). Yet building
and maintaining this advanced digital capacity – particularly in the face of ever-
more sophisticated technological threats from opponents at home and abroad –
has required autocrats to continuously develop or acquire new technology.
In practice, this has seen private technology companies become key suppliers to
authoritarian regimes. Perhaps the best example of this is China, where the state’s
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inability to meet its technology needs in-house meant that domestic private sector
became essential to upgrading the state’s ‘coercive capacity’ (Huang and Tsai
2022: 7). Indeed, Kevin Liu (2019: 3) identified the emergence of a ‘commercial-
state surveillance complex, wherein the state and tech-giants like Tencent work
hand-in-hand to engineer user behaviour and public discourse’. But China is an
outlier case: most other authoritarian states do not have an advanced domestic
technology sector from which to draw. To Jennifer Pan (2017), this poses a funda-
mental limitation on such states’ ability to achieve Chinese-style content controls.

Yet as authoritarian regimes around the world grow in sophistication and
technological ambition, there is much evidence to suggest that the global technol-
ogy sector is filling technology gaps. By 2021, at least 43 authoritarian states had
deployed private-sector-produced spyware (Feldstein 2021: 82), exemplifying the
significant overlap that was emerging between the commercial interests of foreign
technology companies and the survival-driven goals of their authoritarian clients. It
was leading to the unprecedented international outsourcing of state security infra-
structure, giving the private sector a role in some of the most politically sensitive
parts of contemporary authoritarian regimes. This complex, shadowy and little
understood set of authoritarian regime–global technology company relationships
prompts this article to ask, what impacts, if any, do the foreign technology trade
relations of authoritarian regimes have on authoritarian resilience?

This article argues that the answer to this question sits at the intersection of three
strands of the literature. The first is the rapidly expanding body of work on ‘digital
authoritarianism’ (Dragu and Lupu 2021; Erixon and Lee-Makiyama 2011;
Polyakova and Meserole 2019; Shukri 2023), which this study defines as the auto-
cratic use of technology in the pursuit of authoritarian resilience and survival. It
has provided autocrats with new avenues through which to shore up their rule.
Scholarship has examined aspects of the phenomenon ranging from the international
diffusion of technology and technology policy (Codreanu 2022; Kerr 2018; Polyakova
and Meserole 2019), the failure of digital counter-revolutions (Cebul and Pinckney
2021) and transnational digital repression (Fatafta 2021). It has led to increasing rec-
ognition that technology can strengthen authoritarian regimes (Foreign Affairs 2019;
Gohdes 2020; Morozov 2011; Qin et al. 2017) and reduce the risk of protests (Frantz
et al. 2020). Some scholars have argued that authoritarianism has been fundamen-
tally changed by technology (Lamensch 2021; Schlumberger et al. 2024).

However, very little attention has been given to understanding how authoritarian
regimes are procuring the infrastructure of digital authoritarianism, and in particu-
lar the international aspects of this beyond direct authoritarian state-to-state collab-
oration (Morgus 2019; Polyakova and Meserole 2019; Sinkkonen and Lassila 2022)
or how such collaborations contribute to this so-called change in the nature of
authoritarianism. This is despite the fact that another group of scholars has
drawn direct links between the way that autocrats leverage their foreign relations
to enhance the resilience of their regimes. This is the second body of literature
from which this article draws, including works that examine the impact of bilateral
relationships such as those between authoritarian regimes and ‘black knights’
(Levitsky and Way 2010) who act as ‘guardians of autocracy or challengers of dem-
ocracy in specific contexts’ (Tolstrup 2015: 676), and those that study ties between
autocrats and regional or international organizations that may facilitate
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‘autocratization’ (Cottiero and Haggard 2023; Debre 2021). Indeed, a connection
has been established between authoritarian survival and relations with foreign states
(Tansey 2016; Tolstrup 2015), regional organizations (Debre 2021) and even dia-
sporas (Baser and Ozturk 2020). As Oisin Tansey (2016: 5) noted, international
relationships ‘contribute to a range of aspects of authoritarian politics, making it
more likely that authoritarian incumbents will resort to authoritarian practices,
[and] contributing to the implementation of those practices’. But while this litera-
ture provides important insight into the foreign connections of authoritarian states
and draws a direct line between those connections and authoritarian resilience, pri-
vate technology companies form a very different type of international sponsor to the
foreign state actors or multilateral bodies that have predominantly been observed.

This article therefore also draws on works on the political economy of author-
itarianism. This is an important piece of the puzzle because, as Tansel (2018: 210)
noted, authoritarian regimes have embraced neoliberal policies, increasing ‘the
scope and pace of commodification and restructured the state’s regulatory and dis-
tributive roles’. This has seen the entrance of private corporations into the authori-
tarian political-economic milieu: actors that are often guided by different interests
to those of the regime, including profitability, responsibilities to shareholders and
sometimes global corporate responsibility (Ratner 2001). Although some private
corporations are ideologically driven, such ideologies rarely exactly match those
of the states with which they do business. Relationships with authoritarian regimes
can nonetheless flourish amid a narrow, opportunistic overlap of interests:
Guillermo O’Donnell (1978) noted decades ago that authoritarian agendas and
international capital often complement one another. For example, private arms
manufacturers might sell weapons to authoritarian regimes and be reasonably
aware of how such arms will be used (Stavrianakis 2017, 2023), but their decision
to engage is more likely driven by commercial considerations than an ideological
commitment to regime survival. Regime survival might nonetheless be essential
to guaranteeing ongoing business. The handful of works on the political economy
of digital authoritarianism have noted the continuation of this overlap. Observing
Cambridge Analytica, Meta and the NSO Group, Koray Saglam (2022: 2) argued
that ‘tech companies are also incentivized to fully exploit the commercial potential
of “the digital”, irrespective of social or political externalities, also in the form of
anti-democratic practices’. George Papademetriou (2023: 199) noted that the
Israeli private surveillance software firm NSO Group’s pivot in the early 2010s to
marketing its products to governments rather than private entities ‘proved highly
lucrative’, illustrating how illiberal politics can serve the profit-seeking goals of pri-
vate firms. In China, Jingyang Huang and Kellee Tsai (2022: 26) found that ‘the
state learned to co-opt and cooperate with a private surveillance industry … [cre-
ating] dynamics of state–capital relations as mutually vested in preserving regime
durability’. Indeed, it was clear that a confluence of interests was emerging between
global technology firms and authoritarian states, although the impact of these rela-
tionships on authoritarianism was yet to be examined.

This article contributes to this final fledgling field of research on the political econ-
omy of digital authoritarianism, bringing lessons from broader scholarship on digital
authoritarianism and the foreign relationships of authoritarian regimes in order to
understand the significance and impacts of the links between foreign private
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technology companies and authoritarian resilience. It uses evidence from Iran to
interrogate the phenomenon. Iran is an ‘extreme case’ that is an ideal site through
which to observe this phenomenon because it features on almost every index as
one of the least free and most technologically advanced states on earth.1 Despite
the international sanctions environment, the Iranian regime bears a resemblance
to most other technologically advanced authoritarian states in that it relies heavily
on foreign technology to meet its technological innovation needs. This has led to
the development of myriad relationships with the private global technology sector
and makes Iran an excellent site from which to examine the link between the foreign
technology trade and digital authoritarianism. The article examines three key case
studies of foreign technology companies that have operated in Iran over the past
two decades.

The study unfolds across three sections. The first interrogates the concept of
authoritarian resilience and identifies points in which scholarship on digital
authoritarianism, the international relations of authoritarian regimes and authori-
tarian economics intersect on the phenomenon. It then proposes four mechanisms
through which the global technology trade can contribute to authoritarian resili-
ence. The second section explains case selection and provides a background on
the Iranian technology landscape. The final section undertakes empirical analysis
to test the four mechanisms in order to understand how relationships with technol-
ogy companies have supported the Iranian regime’s deployment of technology in
service of its survival goals. The article argues that while global technology compan-
ies lack the ideological or geopolitical interests that drive the engagement between
authoritarian regimes and other foreign actors, digital authoritarianism has fomen-
ted the emergence of an intense overlap in interests between foreign commercial
goals and authoritarian survival goals. In practice, this means that foreign technol-
ogy companies have a similar impact to that of the many other actors that interact
with authoritarian regimes, contributing to authoritarian resilience and survival,
even if often inadvertently or indirectly.

The findings further current debates on digital authoritarianism, bridging the
gap between the political economy of authoritarianism and the international
aspects of authoritarian regimes to draw attention to the ways that the interests
of the global technology sector are aligning with – and fortifying – the survival-
seeking goals of authoritarian regimes. Empirically, the findings also highlight
the important role that the global technology sector as a whole is playing in digital
authoritarianism and the rapid technological advance of authoritarian regimes.
While the surveillance technology trade has to date understandably received the
most significant attention, the sector as a whole is contributing significantly to
digital authoritarian ambitions and, as a by-product, to authoritarian resilience.

Connecting the dots between digital authoritarianism, the foreign
technology trade and authoritarian resilience
Survival is the primary goal of every authoritarian regime (Frantz 2024), and as a
result it remains an area of significant scholarly focus. An authoritarian regime’s
chances of survival depend on its ability to develop and maintain resilience against
internal and external threats. This is based on a strategic toolbox that has been
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conceptualized in various ways. To Johannes Gerschewski (2013), authoritarian sta-
bilization and resilience requires a combination of legitimation, co-optation and
coercive strategies. To Daniel Treisman and Sergei Guriev (2015), regime resilience
is built from co-optation, censorship, propaganda and repressive measures. To
Oliver Schlumberger et al. (2024), stability and control boil down to
autocrats: (1) knowing their populations, potential threats and grievances and
how to maintain control, (2) being able to influence the behaviour of citizens
and (3) being able to influence the beliefs of their population. While it is beyond
the scope of this article to contribute further to these largely uncontroversial
(and often overlapping) models, it notes that all authoritarian regimes draw on a
range of strategies to proactively maintain control and promote regime resilience
(Morgenbesser 2020).

The literatures on digital authoritarianism, the international relations of
authoritarian regimes and authoritarian economics intersect in four prominent
ways in relation to regime resilience-building. First, all three literatures recognize
the importance of regime efforts to foment a veneer of competence and progress.
These efforts generate political capital by creating a sense that daily life is improv-
ing under skilful regime governance. For example, regimes might implement eco-
nomic policies that support long-term economic growth in order to distribute
wealth, and therefore generate support for the regime (Hankla and Kuthy
2013). The same goal often drives the completion of major development projects
(Rodan and Jayasuriya 2009), the provision of jobs and other subsidies that con-
tribute to the regime–population social contract (Conduit 2017), and efficient
and effective service delivery (Cassani 2017). Indeed, Guriev and Treisman
(2019: 101) noted that contemporary autocrats prefer to use a ‘rhetoric of eco-
nomic performance and provision of public services that resembles that of demo-
cratic leaders far more than it does the discourse of threats and fear embraced by
old-style dictators’. In this regard, the literatures intersect prominently in relation
to building political capital through enhanced service delivery. A broad range of
pre-digital era social services have been linked to authoritarian resilience agendas,
including healthcare service provision (Duckett and Munro 2022) and the deliv-
ery of basic infrastructure such as clean water (Brinkerhoff et al. 2012).
International actors can contribute to this process by providing economic aid
that enables a regime to better provide for its populations (Hagmann and
Reyntjens 2016; von Billerbeck and Tansey 2019), while technology can enhance
service delivery through network hardware that increases broadband or mobile
telecommunications access for citizens, or software that helps streamline the
delivery of government services through e-governance portals (Maerz 2016).
The associated enhancement in state technological capacity can meaningfully
improve citizens’ social and economic opportunities, while also fostering devel-
opment. This can generate popular legitimacy (even if only in a temporary or
contingent manner (Brinkerhoff et al. 2012)), representing an important contri-
bution to regime resilience.

The second point of intersection is a flow-on effect of increased regime govern-
ance capacity: an enhanced capacity to repress. This may not be an outcome that
international backers intend (Tansey 2016) but can be a by-product of other efforts.
As Sarah von Billerbeck and Oisin Tansey (2019: 703) noted:
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While [international] capacity-building efforts often aim to promote demo-
cratic governance, they can contribute to authoritarian outcomes when elites
use the state’s new-found powers to pursue repressive policies …
Manipulating elections requires administrative capacity and technical knowl-
edge. Repressing rival elites and constraining the citizenry requires state insti-
tutions that have the capacity to monitor and control, often through coercion.

Digital authoritarianism can contribute to regime resilience through similar
dynamics. For example, modernized network infrastructure can enhance a regime’s
capacity to monitor citizens’ technology use, opening the door for more sophisti-
cated forms of repression. Many such technologies have the added benefit of
being protected by a veneer of legitimate use, enabling technology companies
and their regime clients to leverage the language of development and progress to
procure products that are simultaneously deployed to repress.

The third intersection in the three literatures takes place in relation to the pro-
vision of material resources that can be used to buy off elites or would-be opponents.
Authoritarian economics and international relationships can support the
co-optation of would-be opponents by offering political or material inducements
that incentivize loyalty. This includes distributing lucrative state contracts
(Baczko et al. 2018), strategically privatizing state-owned assets, including technol-
ogy infrastructure, into the hands of loyalists (Pfeifer 2016), giving preferential
access to telecommunications operating licences or business subsidies, distributing
scholarships for foreign study and welfare payments (Dalmasso 2018; Del Sordi
2018; Escribà-Folch 2012), appointing such individuals to prestigious state posts
(Schatz 2009) or co-opting them into legislatures or other elected bodies (Frantz
and Kendall-Taylor 2014). International actors can enhance these dynamics:
Andrey Tomashevskiy (2017: 421) found that ‘investors send larger FDI amounts
to states where ex ante coup risk is high to enhance the effectiveness of a dictator’s
patronage strategy’, whereas Jakob Tolstrup (2015: 674) noted that foreign states
can provide financial resources to support vote-buying during elections.
International business engagement in authoritarian regimes is often guided by myr-
iad legal arrangements to support this dynamic. In states such as Syria, for example,
foreign companies are legally required to appoint local shareholders, who are usu-
ally members of the ruling elite (Baczko et al. 2018).

The final point of intersection in the three literatures relates to the sale of tech-
nology explicitly designed for repression. Scholars of the international relations of
authoritarian regimes have long noted the key role that foreign states have played
in supporting repression, which can include providing the military hardware
needed to control and repress a population, or direct involvement in repression
(Tansey 2016). This includes the provision of essential military aid during crises,
such as the 2011 Saudi-led mobilization of Gulf Cooperation Council armies to
assist the Bahraini regime to quell popular unrest (Tansey 2016) or the
Myanmar junta’s ongoing purchase of weapons parts from states and private cor-
porations to facilitate its brutal repression (Hatton 2023). Private companies within
authoritarian states are also involved in the provision of material support for
repression. This includes the Wagner Group in Russia, which has engaged on a for-
profit basis to actively support Russia’s crackdowns at home and abroad. Similarly,
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the Iranian regime claims that more than 5,000 private companies are involved in
its domestic arms manufacturing sector (Boussel 2023). Technology too can make a
significant contribution to a state’s repressive apparatus, as seen in the commer-
cial–state surveillance complex that Liu (2019) noted in China.

This article proposes that these four themes that exist at the intersections of the
literatures on digital authoritarianism, the international relationships of authoritar-
ian regimes and authoritarian economics, also act as mechanisms through which
the interests and actions of the global technology sector interact with – and
enhance – regime resilience agendas. The final part of this section explains how
these mechanisms work through reference to already known examples of foreign
technology sales in authoritarian states, before undertaking an in-depth examin-
ation of Iran in the following section in order to understand the full scope and
impact of the mechanisms on authoritarian resilience.

The four mechanisms and the global technology market

Resilience mechanism 1: Building political capital through enhanced service delivery
Foreign technology companies can augment regime service delivery, contributing to
a sense of regime competence and state modernization (Kabanov 2020). Examples
include Huawei’s ‘safe cities’ surveillance technology that the company markets as a
tool for enhancing citizen safety and law-and-order (Zhihui 2016), Ericsson’s col-
laboration with Orange Egypt to upgrade Egypt’s network architecture, and the
work of foreign technology consulting firms such as AtkinsRéalis that are being
paid to deliver the Saudi Crown Prince Mohammad bin Salman’s pet project, the
futuristic NEOM city (Uddin 2022). All such relationships are playing a significant
role in filling domestic technology gaps and supporting regime development and
progress agendas. They may therefore contribute to authoritarian resilience.

Resilience mechanism 2: Increasing a regime’s capacity to use legitimate technology for
repression
Foreign technology companies are playing a visible role in the distribution of tools
that either incidentally strengthen a regime’s ability to repress or have clear ‘dual
use’ potential. Examples include IBM’s efforts to provide data-mining expertise
to reduce traffic congestion in China, that as a by-product can theoretically also
serve as a powerful surveillance tool (Greenberg 2009). Another example is
Huawei’s ‘safe cities’ technology noted above, which has been purchased by both
authoritarian and democratic states but has surveillance and data-gathering capaci-
ties that are vulnerable to misuse (Hillman and McCalpin 2019). In fact, most for-
eign firms maintain that their products have legitimate uses. This even includes the
NSO Group, whose Pegasus surveillanceware has been used by more than a dozen
authoritarian regimes to track journalists, activists and opponents (Benjakob 2022).
Its mission statement is ‘We work to save lives and create a better, safer world’
(NSO Group 2024).

Resilience mechanism 3: Providing a regime with material resources that can be used to
buy off elites or would-be opponents
The global technology trade is well placed to provide authoritarian regimes with
material inducements to ‘buy’ a support base (Wintrobe 1998). While some
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international technology is sold directly to a regime, foreign firms are often forced
to engage with local elites via franchises or conglomerates. Syria’s first cellular net-
work provider, Syriatel, is an example of this, as it was co-owned by the Egyptian
telecommunications firm Orascom and Rami Makhlouf, the first cousin of the
Syrian president. These international arrangements provide significant opportun-
ities for regimes to distribute lucrative technology contracts to supporters in reward
for loyalty, enhancing their stake in the regime’s survival and therein contributing
to regime resilience.

Resilience mechanism 4: Selling technology explicitly designed for repression
Finally, the global technology trade can contribute to digital authoritarianism and
authoritarian resilience by directly increasing a regime’s capacity to repress. Foreign
technology companies around the world produce hardware and software that has
been purchased by authoritarian regimes with the sole purpose of enhancing
their repressive apparatus. This includes companies such as the NSO Group or
Hacking Team, which have sold military-grade spyware that has been deployed
against dissidents, and a leaked Cisco sales presentation that proposed hardware
for China’s Great Firewall (Stirland 2008). Such technologies can be leveraged to
provide the backbone of digital authoritarianism and are endowing regimes with
an extensive and unprecedented opportunity to enhance regime resilience.

Scope conditions and limitations
Before proceeding to the Iran case study, it is important to acknowledge the scope
both of the four mechanisms, and specifically of this article. First, the mechanisms
have been designed to answer a question about the resilience of authoritarian
regimes, but may also be relevant to state capacity-strengthening in other contexts,
including states experiencing democratic backsliding. However, given the research
question and the newness of the mechanisms, this article focuses only on authori-
tarian states. Second, while each of the four mechanisms is readily distinguishable,
the human-mediated nature of regime–foreign technology firm relationships and
the often-multiple applications of individual technology products means that the
mechanisms may overlap. Third, almost all authoritarian regimes rely on some
level of repression to survive, while states at war still need to deploy ‘soft’ tools
to maintain a support base. Individual mechanisms may nonetheless be more or
less prominent in certain contexts. In times of peace and stability, for example,
regimes may have the strategic space to design policy interventions that broaden
their support base or enhance their popular legitimacy. This could see
Mechanisms 1 or 3 take on particular prominence, with foreign relationships
being leveraged to source technology that enhances governance or offers additional
opportunities to strengthen the regime’s social contract or ruling coalition. By con-
trast, Mechanisms 2 and 4 may be more prominent during popular protests,
intra-regime instability or war, when regimes lean more heavily on foreign compan-
ies to fund or supply their repressive apparatuses. Finally, the diversity among
authoritarian states also means that the mechanisms will likely be deployed in vary-
ing configurations in different jurisdictions. In this way, while it is expected that the
four mechanisms apply to some extent in all authoritarian contexts, they are more
of a ‘menu’ (Morgenbesser 2020) than an exact prescription.
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Case selection
This article is based on a single case study analysis of Iran that draws from data
collected from a range of primary and secondary sources in English and Persian.
This includes newspaper articles, government websites, court documents, tech-
nology industry periodicals, corporate annual reports, social media accounts
and Securities and Exchange Commission (SEC) filings, as well as NGO reports.
Iran was chosen because it forms an ‘extreme case’ of digital authoritarianism,
ranked in the 2022 Freedom on the Net index as having the third least-free inter-
net ecosystem on earth (Freedom House 2023a). Jason Seawright (2016: 495)
argued that extreme cases are valuable to study because they offer the ‘best
chances of facilitating discovery’. This discovery process is appropriate given
the contemporaneous nature of the phenomenon: as noted above, the political
economy of digital authoritarianism has only begun to attract significant schol-
arly attention. The international sanctions regime should have acted as a barrier
to foreign technology procurement, but the Iranian regime has successfully pur-
sued relationships with technology companies from across almost every contin-
ent. In fact, the sanctions regime has acted to cast rare light on the usually
opaque relationships between the global technology sector and authoritarian
regimes via court or government processes, which means that Iran’s foreign tech-
nology relationships are better documented and more certain than those of many
other authoritarian states.

Iran is an instructive case to observe because, while China has become the
archetypal case of digital authoritarianism broadly (Ceci and Rubin 2022; Khalil
2020; Lilkov 2020; Ming-Tak Chew and Wang 2021; Taylor 2022; Wang 2021)
and regime–private technology company relations more specifically (Huang and
Tsai 2022; Liu 2019), the extreme level of control that the Chinese state has
achieved – and the enormous domestic technology sector that supports it –
make it unique. It is hard to see any other state fully replicating the Chinese
model (Pan 2017), which limits its comparative value. By contrast Iran more closely
resembles the second tier of highly ambitious and advanced ‘extreme’ digital
authoritarian states such as Russia, Venezuela, Myanmar and Saudi Arabia,
which all depend on the international technology sector. This case study therefore
represents an opportunity to understand the role being played by the global tech-
nology trade in a large number of other ‘like’ extreme states.

The article focuses on three foreign technology companies that have under-
taken substantial business in Iran: the South African telecommunications pro-
vider MTN, the German/Finnish joint venture Nokia Siemens Networks (now
known as Nokia Networks) and the Chinese surveillance technology giant
Tiandy. Although Iran has relationships with tens of foreign technology compan-
ies, these three have been involved in Iran since the early 2000s and remain active
in the country today. Each has faced scrutiny as a result of foreign court chal-
lenges and sanctions proscriptions, providing the level of case certainty required
to analyse the article’s four mechanisms. Given the long tenure of each company’s
engagement in Iran, they also offer an opportunity to observe the potential
impacts of engagement across periods of regime strength and weakness, including
during crises.
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Background: The Islamic Republic of Iran

The Iranian regime came to power after the tumultuous 1979 Iranian Revolution,
forming a hybrid authoritarian state in which power is unevenly distributed
between the country’s theocrats and elected officials (Ghobadzadeh and Rahim
2016). Although the country conducts somewhat competitive (although not free)
elections that facilitate a modicum of democratic alternance, elected officials such
as the president and members of parliament are frequently sidelined by the theo-
cratic elements of the state, including Supreme Leader Ali Khamenei and para-state
institutions such as the Islamic Revolutionary Guards Corps (IRGC) (Ansari 2014).
The IRGC, which is close to the supreme leader, has its own military and security
apparatuses that operate in parallel with – and often undermine – the formal insti-
tutions of the state, making Iran one of the least free states on earth.

The Iranian regime is among the world’s most sophisticated practitioners of
digital authoritarianism on the basis of its ongoing (although not yet complete)
efforts to establish a domestic internet ecosystem akin to China’s Great Firewall
or North Korea’s Kwangmyong, its hacking of opponents, online disinformation
operations and use of smart surveillance technology (Conduit 2022). Although
Iran has an advanced domestic technology industry, the country is not technologic-
ally self-sufficient, which leaves it reliant on foreign hardware, software and services
to fill domestic technology gaps. Iran’s international technology trade is driven by
two distinct but often overlapping needs, which makes Mechanism 2 particularly
prominent in the analysis below. The first is the legitimate technology requirement
of its large population and economy, which has led to the establishment of com-
mercial relationships that provide technology to facilitate the country’s access to
the internet or software that supports healthcare and other critical industries.
The second and more malevolent aspect of Iranian technology procurement is dri-
ven by the regime’s resilience goals (Michaelsen 2018). The latter has seen the
regimes and entities linked to it, including the IRGC, the Ministry of Defence
and policing bodies, develop relationships with foreign surveillance and technology
companies to build regime resilience. The IRGC and supreme leader also exercise
influence through an extensive but shadowy network of business interests across the
economy (Azadi 2019). The blurred lines between the state, para-state and shadowy
enterprises linked to the regime’s elite mean that the international technology trade
is conducted with a range of entities and often through opaque franchises.

The Iranian regime and the private technology trade: Three case studies
MTN Group

The South African telecommunications giant MTN Group has conducted business
in Iran since the mid 2000s after the Iranian regime announced that it would
license a second cellular network operator in order to further the country’s devel-
opment. The then-minister of communications and information technology,
Ahmad Motamedi, explained that a second operator was needed to overcome the
underdevelopment of Iran’s telecommunications infrastructure, which he estimated
had led to rates of cell phone uptake that lagged 10 years behind the global baseline
(Islamic Republic News Agency 2004). MTN won the licence for the new operator
under an agreement in which it would work with a quasi-regime conglomerate
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made up of the defence ministry subsidiary Iran Electronics Industries and the
US-sanctioned Bonyad Mostazafan. Bonyad Mostazafan is an organization led by
former IRGC commander and former defence minister Hossein Dehghan and is
described by the US Department of the Treasury as ‘a key patronage network for
the Supreme Leader of Iran’ (US Department of the Treasury 2023). MTN owns
a 49% stake in what became MTN IranCell, purportedly acting as its ‘technical
implementation partner’ (Access Now 2012).

MTN IranCell began operations in 2006. Its lower pricing and the ease of buying
its sim cards made the company a welcome addition to the Iranian telecommuni-
cations market, which had long been held back by the red tape and inefficiency of
the state-owned operator MCI Hamrah-e Avval. The new network also contributed
significantly to the country’s technological advancement. With its launch, MTN
IranCell brought MMS picture messaging to Iran for the first time, and in 2015
it launched Iran’s first 4G cellular network. In 2022, MTN reported that it had
invested more than US$10 billion in IranCell since winning the licence
(TeleGeography 2023).

MTN’s presence in Iran first attracted controversy during the Green Movement
uprising that was spurred by Iran’s disputed 2009 presidential election, which at the
time was the worst crisis that the regime had faced in its 30-year history. The
group’s operational role in MTN IranCell raised questions as to the role that it
played in assisting the regime’s resilience-building measures during the crisis,
which included significant disruptions to the mobile network. Alongside the
enforcement of a 40-day SMS blackout (Radio Zamaneh 2009), the regime imple-
mented widespread cell phone surveillance (Freedom House 2011).

Given that these interruptions took place across all networks, including MTN
Irancell, questions were raised as to whether the South African company was
involved in user surveillance, and consented to or implemented the 40-day SMS
blackouts on its network that had been ordered by the minister of intelligence
(Radio Zamaneh 2009). Contrary to widespread reports that SMS was not working
on its network, MTN’s executive director, Nozipho January-Bardill, claimed that
the ‘MTN network is running in Iran and there is nothing wrong with it’
(Reuters 2009). MTN IranCell did, however, concede in August that further net-
work interruptions were taking place. Days before the expected escalation of pro-
tests targeting President Mahmoud Ahmadinejad’s disputed inauguration, MTN
IranCell alerted customers that its network would experience three days of vague
‘technical’ problems (Daragahi 2009). In addition, the lawful interception system
sold by Nokia Siemens (discussed below) was installed on the MTN IranCell net-
work, and may have been used to surveil customers.

Despite the significant disruptions to its ability to provide service, 2009 nonethe-
less proved a profitable year for the company, with MTN’s annual financial report
declaring a 35% revenue increase from IranCell. In the context of a massive regime
crackdown, IranCell attracted an additional 7 million subscribers, increasing its
market share to 40% (MTN Group Limited 2010: 14) and reflecting O’Donnell’s
(1978) decades-old observation that regime and commercial interests often coalesce
to deliver benefits to both parties. Significant international scrutiny after 2009 failed
to deter MTN’s expansion of operations in Iran. It subsequently signed an agree-
ment to invest $295 million for a 49% stake in the Iranian broadband network
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Iranian Net (Reuters 2017) and $22 million in the Iranian ridesharing and food
delivery app Snapp. Snapp has been widely criticized for violating user privacy
(Shahrabi 2017), enforcing the country’s hijab mandates inside their cars
(Esfandiari 2019), and for allegedly sharing user location data with authorities dur-
ing the 2022–2023 protests (Fertoli and Vargas 2023).

Although there is no evidence that MTN intended to contribute to regime resili-
ence during the 2009 crisis or subsequently, several of this article’s proposed
mechanisms are nonetheless apparent in its engagement in Iran (Table 1). In
this case, a overlap between MTN’s narrow corporate interests and the regime’s
developmental technology agenda led to the formation of an enduring relationship
between an international technology corporation and a conglomerate made up of a
regime subsidiary and its elite. MTN had a significant service-delivery impact from
the moment it entered Iran, giving Iranian consumers choice, price competition
and less red tape than its state-owned competitor, and delivering political capital
to the regime (Mechanism 1). It also supported the advancement of Iran’s telecom-
munications infrastructure by introducing new technology, including next-
generation mobile frequencies. This directly complemented and contributed to
the regime’s development and modernization agenda, and may therefore have
enhanced regime resilience. But any increase in technological capacity and
resources in an authoritarian regime comes with significant risk: with MTN provid-
ing technical implementation services that ensured the reliable operation of Iran’s
second-largest network, the regime was able to use the network to implement its
own separate surveillance agenda during the 2009 crackdown (Mechanism 2),
including SMS shutdowns and surveillance of cell phone users. MTN’s partnership
with Bonyad Mostazafan and Iran Electronics Industries, two entities linked to the
regime and its elite, including the IRGC, epitomized Mechanism 3, highlighting the
co-optive value of the international technology trade by distributing the spoils of a
lucrative international partnership to regime elites whose compliance was essential
to regime survival. This echoed long-observed patterns of both authoritarian eco-
nomics (Baczko et al. 2018) and the international relationships of authoritarian
states (Tansey 2016; Tolstrup 2015).

In this regard, while MTN may not have actively sought to contribute to regime
resilience, it has provided services and expertise over the course of nearly three

Table 1. Presence of the Four Mechanisms

MTN
Nokia

Siemens Tiandy

Mechanism 1: Building political capital through enhanced
service delivery

Y Y Y

Mechanism 2: Increasing a regime’s capacity to use
legitimate technology for repression

Y Y Y

Mechanism 3: Providing a regime with material resources
that can be used to buy off elites or would-be opponents

Y Y

Mechanism 4: Selling technology explicitly designed for
repression

Y
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decades that triggered three of the four resilience mechanisms. This underlines the
complex interaction between the foreign technology trade and digital authoritarian-
ism, because while MTN had no evident ideological stake in the regime, the overlap
between its commercial interests and the regime’s survival interests led to the emer-
gence of a narrow but enduring crossover in interests that has proven mutually
beneficial.

Nokia Siemens Networks/Nokia Networks

The deployment of Nokia Siemens Networks (now Nokia Networks) technology on
the two main Iranian cellular networks also drew attention during the 2009 pro-
tests. The previous year, Nokia Siemens had sold its ‘lawful interception technology’
to MTN IranCell, and lawful interception technology and a monitoring centre to
the state-owned MCI Hamrah-e Avval. The products provided the two telecommu-
nications companies with the ability to monitor, listen and track fixed-line and
mobile calls, a technology that is used worldwide for legitimate law enforcement
purposes but has potential secondary malevolent uses.

Nokia Siemens’ lawful interception technology further underlined the interplay
between Mechanisms 1 and 2 (Table 1). Legal monitoring technology may have
assisted the Iranian authorities in legitimate law-and-order activities, furthering
the regime’s ability to govern, and offering stability and safety to its citizens, thereby
delivering a political capital dividend to the regime (Mechanism 1). However, the
regime’s dual use of the technology quickly became apparent. Similar to the adverse
impacts of legitimate peacebuilding initiatives that von Billerbeck and Tansey
(2019) noted, activists detained during the 2009 protests reported that interrogators
had presented them with printed transcripts of telephone conversations that were
acquired using the kind of legal technology that Nokia Siemens had sold, highlight-
ing that the regime’s enhanced policing capacity was also enhancing its capacity for
repression (Mechanism 2).

The company, which is now known as Nokia Networks, subsequently expanded
its operations in Iran. In 2016, it signed an agreement with an Iranian internet ser-
vice provider to introduce high-speed wireless TD-LTE technology (Mechanism 1).
The signing ceremony was attended by the Iranian communications minister (Fars
News 2016), which underlined the company’s importance to the Iranian regime. In
a 2020 filing to the US Securities and Exchange Commission, Nokia Networks
reported that in the previous year, it had provided: ‘limited local delivery of
radio, core and transmission equipment, including associated services, to MTN
Irancell and some software and features to Mobile Communications Company of
Iran (MCCI). We also provided some services to local fixed networks operators,
[including the] Telecommunication Company of Iran (TCI)’ (Nokia Corporation
2020). By 2023 the company reported that its sales to MTN made up 99% of its
business in Iran, and that it was no longer taking on new business in the country
(Nokia 2023).

Nokia Siemens/Nokia Networks’ work in Iran sheds light on how the interests of
foreign technology companies and authoritarian regimes can coalesce. It has
repeatedly invoked the legitimate applications of their products to justify continued
sales, underlining that legal monitoring technology is used by law-enforcement
agencies globally. In the wake of the 2009 protests, it issued a statement in which
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it underlined that ‘It is unrealistic to demand … that wireless communications sys-
tems based on global technology standards be sold without that capability’ (Nokia
Siemens Networks 2010). A Nokia Siemens spokesperson later cited an acknowl-
edgement by the UN’s International Telecommunications Union (ITU) that legal
communications monitoring is a right of all states (Free Speech Debate 2012).

The company does, however, acknowledge the complexity of its business in Iran.
Its annual reports frequently include a disclaimer along the lines of, ‘although it is
difficult to evaluate with any reasonable degree of certainty, we have concluded that
we cannot exclude the possibility that [our partners are] … owned or controlled,
directly or indirectly, by the government of Iran’.2 But this uncertainty and ethical
complexity does not appear to concern the company. Following the company’s
embroilment in the 2009 crackdown Nokia Siemens spokesman Ben Roome had
explained that foreign companies should not have to consider the potential
end-uses of the technology they sell: ‘Technology providers just provide what coun-
tries and states require them to provide. They have been in the habit of not making
a judgement call on how that technology may be used or what the end result of that
use may be … We’re not in the business of deciding what laws should exist in a
particular country’ (Free Speech Debate 2012). Indeed, it was clear that Nokia
Siemens was determined to depict its engagement in Iran as value-neutral, enabling
the expansion of the mutually beneficial relationship between a profit-hungry pri-
vate technology company and a technology-hungry regime (Mechanism 2), that the
regime leveraged to enhance its own chances of survival.

Tiandy Technologies

Tiandy is one of the world’s largest manufacturers of video surveillance technology.
The Chinese firm, which has operated in Iran since 2007 (Tehran Bureau 2022), has
developed commercial relations with the regime and its para-state organizations,
including the IRGC. The Tiandy Iran website listed the above-mentioned supreme
leader and IRGC-linked Bonyad Mostazafan and a government prison labour
organization among its customer base (Tiandy Iran 2021). Tiandy surveillance
cameras are used by the defence ministry subsidiary Iran Electronics Industries,
also noted above. Tiandy has sold network video recording technology and video
surveillance cameras to the Iranian military. Its surveillance cameras have been
documented providing perimeter security around military bases (IVPM 2021). In
late 2022, the US accused Tiandy of evading sanctions by enabling ‘the procure-
ment of U.S.-origin items for use by the Islamic Revolutionary Guard Corps’
(US Department of Commerce 2022). Unlike MTN or Nokia Siemens, Tiandy
indirectly sells its products via local distributors, including Radis Vira Tejarat
(Mechanism 3).

A harsh spotlight fell on Tiandy during the 2022–2023 protests that began in
September 2022 after a 22-year-old Kurdish-Iranian woman, Mahsa ‘Jina’ Amini,
died in the custody of Iran’s morality police. Amini had been arrested for improp-
erly wearing her hijab, the mandatory head covering that women in Iran are forced
to wear in public. Her death caused public outcry, with protesters across the coun-
try chanting ‘Women, Life, Freedom’ and ‘Death to the Dictator’ in the streets
(Hafezi 2022), leading to what the IRGC chief described as ‘the most dangerous
and powerful riot’ in the regime’s history (Khabar Online 2023). The regime’s
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subsequent technology-fuelled crackdown led to particular scrutiny of its imported
smart surveillance cameras, which the head of the parliamentary legal and judicial
committee, Mousa Ghazanfarabadi, explained reduced ‘the presence of the police,
as a result of which there will be no more clashes between the police and citizens’
(Enghlab Islami News Agency 2022). This made smart surveillance cameras a par-
ticularly powerful tool in the regime’s survival toolkit.

Tiandy’s sales of surveillance cameras to Iran had purportedly doubled in the
year of the Mahsa Amini protests (Faucon and Lin 2023), and its equipment
emerged as significant in the crackdown. In 2023, the EU imposed sanctions on
Tiandy’s local distributor Radis Vira Tejarat, which the EU identified as ‘the
Iranian representative of the company Tiandy Technologies’ (European Union
2023). The company was sanctioned on the basis that, ‘During the protests follow-
ing the death of Mahsa Amini in police custody in mid-September 2022, its equip-
ment has been used by the Iranian security forces, including the Islamic
Revolutionary Guard Corps (IRGC), its Basij and the Law Enforcement Forces of
the Islamic Republic of Iran (LEF), to brutally suppress the nationwide protests’
(European Union 2023: 16).

Indeed, of all three companies, Tiandy’s engagement was most overtly linked to
the regime’s resilience agenda, given that its customers have included the most sen-
sitive organs of the Iranian state such as the IRGC (Table 1). Its dual-use products
were used for both mundane purposes such as military base security
(Mechanism 1) and more repressive uses (Mechanism 2). According to the EU,
Tiandy products were directly deployed to support the regime crackdown
(Mechanism 4). In this regard, Tiandy’s interaction and impacts in Iran bore remark-
able resemblance to the foreign states that have actively supported repressive agendas
on the basis of ideological rather than commercial interests (Tansey 2016). This inter-
action is substantial and significant, because as Ghazanfarabadi’s comments under-
lined, such technology directly reduces the risk of conflagrations between the
regime and its citizens. This ensured that a foreign technology company had become
a key enabler in the regime’s drive to enhance regime and control.

Conclusion
This article asked how the sales of foreign technology interact with authoritarian
regime resilience agendas. Proposing four mechanisms through which such a pro-
cess takes place, it argued that commercial and authoritarian agendas have fre-
quently found an opportunistic overlap that has seen foreign technology directly
deployed in the service of digital authoritarianism and authoritarian resilience.
Today Iran stands as one of the most digitally sophisticated authoritarian regimes
on the planet, even though the country is not technologically self-sufficient. Indeed,
foreign technology companies have played a key enabling role in the Iranian
regime’s pursuit of its digital authoritarian ambitions. Although recent work has
argued that authoritarian states look to Chinese companies for internal security
(or resilience) solutions, and the US to shore up external security (Chestnut
Greitens and Kardon 2024), this article noted no distinction in Iran’s choice of
which global companies with whom to collaborate. Foreign technology companies
from across the globe provided Iran with wares and services ranging from mundane
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network hardware to powerful video surveillance technology, all of which had the
potential to be leveraged by the regime in pursuit of its own survival.

Indeed, the Iran case illustrated interactions between the foreign technology
trade and authoritarian resilience across all four mechanisms. First, the inter-
national technology trade contributed to regime resilience by increasing the
Iranian regime’s ability to deliver essential services such as cellular networks and
law and order, thereby enhancing its popular legitimacy. This was most evident
in MTN’s long engagement in the country via MTN IranCell, which has supported
the regime’s development agenda by enabling the operation of a second cell phone
provider, introducing lower prices, less bureaucracy, and becoming a key player in
the modernization of the country’s lagging cell phone infrastructure. Just over a
decade after MTN entered Iran, the country would have cell phone penetration
levels comparable to advanced economies in the region such as Israel (GSMA
2019). This progress delivered political capital dividends to the regime.

The second way that the international technology trade interacted with the
regime’s resilience agenda relates to the first mechanism: enhancing a regime’s gen-
eral technological capacity can unintentionally increase that regime’s ability to
leverage legitimate technology for repression. This was the case in relation to
both MTN and Nokia Siemens. Both companies provided legitimate services and
technology that aimed to increase Iran’s basic technological capacity, which the
regime then redirected to repress its population during the 2009 crackdown. The
veneer of legitimate use associated with the sale of mundane products has meant
that even though both companies faced significant criticism for their product
sales after 2009, both companies remain active in Iran today.

Third, Iran’s foreign technology trade interacted directly with the regime’s
co-optation agenda. Much international trade is conducted with regime-adjacent
entities and members of its elite, including MTN’s long-term partnership with a
conglomerate linked to Bonyad Mostazafan and the defence ministry. These are
lucrative arrangements that enable the regime to distribute the financial spoils of
international technology procurement among officials and regime-loyal entities.
Such financial arrangements have long been known to increase those entities’
stake in regime survival.

The fourth way that the international technology trade interacts with digital
authoritarianism in Iran is by selling technology explicitly designed for repression.
This was particularly evident in the surveillance technology that Tiandy sold in Iran
in the lead-up to – and during – the 2022–2023 protests that led to its local dis-
tributor being sanctioned by the EU for its complicity in the crackdown, and to
Tiandy being directly sanctioned by the US for selling products to the IRGC. Its
sale of smart surveillance cameras highlighted the key role that foreign technology
companies were playing in providing technology that directly replaced humans in
the state’s repressive apparatus. Such technology is becoming a powerful regime
resilience tool because it offers population control solutions without the risk of
in-person conflagrations.

Iran may be an ‘extreme case’ of these dynamics, but there is much reason to
expect that the four mechanisms could be replicated across many other authoritar-
ian jurisdictions. These findings therefore have implications for both the under-
standing of the international relations of authoritarian regimes and for digital
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authoritarianism. First, they highlight that scholars looking at the international
relations of authoritarian regimes must also pay attention to regimes’ foreign busi-
ness partners who can inadvertently provide material support for authoritarian
agendas. This is significant because it highlights that the international technology
trade is facilitating authoritarian resilience in a similar fashion to previously
observed ideologically or geopolitically driven actors such as states or regional orga-
nizations. Indeed, while the relationships between authoritarian regimes and global
technology companies almost always reflect transactional overlap rather than a full
meeting of minds, all three Iranian cases revealed an intense and enduring inter-
action that directly supported the regime’s resilience agenda. This also raises ques-
tions about whether global technology sales could impact state capacity and digital
authoritarian ‘practices’ in non-authoritarian jurisdictions, which is a question
beyond the scope of this article that must be taken up by future researchers.

Second, the findings have implications for the study of digital authoritarianism,
which to date has paid extensive attention to how state-to-state relations have led to
the diffusion of technology, but are yet to explore fully the political economy of the
phenomenon and the role played by the international private technology sector.
Indeed, in many ways, foreign technology companies are providing the backbone
of digital authoritarianism in non-technological self-sufficient authoritarian states,
making the global private technology sector a central player in contemporary auto-
crats’ efforts to achieve regime resilience.
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