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A Note on Input-to-State Stability of Networked Control Systems

D. Nesic and A. R. Teel

Abstract— A new class of uniformly globally asymptotically We follow the method proposed in [23], [24], in which
stable (UGAS) protocols in networked control systems (NCS) is one first designs the controller without taking into account
considered. It shown that if the controller is designed without the network and then in the second step one determines
taking into account the network so that it yields input-to- . .
state stability (ISS) with respect to external disturbances (not f"‘ design parameter called the maximum a!lowable transfer
necessarily with respect to the error that will come from the  interval (MATI) so that the closed loop remains stable when
network implementation), then the same controller will achieve some control and sensor signals are transmitted via the
semi-global practical ISS for the NCS when implemented via network. This approach was shown to produce stabilizing
the network with a UGAS protocol. The adjustable parameter controllers for linear NCS in [23] and nonlinear NCS in

with respect to which semi-global practical ISS is achieved . . .
is the so-called maximal allowable transfer interval (MATI) ~[24]: Moreover, £, stability of nonlinear systems with

between transmission times. a large class of uniformly globally exponentially stable
(UGES) protocols was investigated in [17]. It was shown

. INTRODUCTION in [17] that several common static and dynamic protocols

investigated in [23], [24], [25] belong to the class of UGES

In networked control systems (NCS), one or more dy-

namical systems are controlled by feedback over a corHrOtOCOIS'
| y Y v In this paper we relax the protocol requirement intro-

mun?cat!on network. .Th(? tr_ansmisgior) cgpacity of the COMuced in [17], namely uniformly globally exponentially
munication network is limited. This limits the number of table (UGES) protocols, considering uniformly globally

bits or packets per second which_can be tran_s,ported via t gymptotically stable (UGAS) protocols. We show that if
network and, consequently, restricts the achievable perf 1e controller is designed without taking into account the

mance. This area has grown rapidly in the last few YealZatwork so that it yields ISS of the closed loop system,

with the emergence .Of applications ranging from mlcroilhen the same controller will achieve semi-global practical
electromechanical chips and Internet congestion protocqlss o NCS when implemented via the network with a
to “drive-by-wire” systems. UGAS protocol. The parameter that can be adjusted in the

NCS are currently receiving considerable attention in th ; : ; ;
. . . rotocol and that is used to achieve semi-global practical
literature as illustrated by recent articles [5], [8], [16], [23],|BSS is MATI (see [23], [24], [25]) g P

[24], [25], [26], [28], [29] and references listed therein.

The area of NCS is still in its infancy and existing result%1
can be improved in at least two directions. First, mosg
existing literature considers only stabilizationlioiear NCS

whereasonlinearNCS have received little attention (with
few exceptions, such as [17], [23]). Second, most resul
treat NCS without disturbances and we are aware only o
limited results on stability of NCS with disturbances, such [l. PRELIMINARIES

as theLo, to root-mean-square stability of a class of NCS g angN denote, respectively, the sets of real and natural
considered in [7].C,, stability of NCS considered in [17]; hympers.R>, denotes the set of non-negative integers.
results on input-output stability of linear jump parametegjent ¢ R and a piecewise continuous functign R —
systems in [3] that can be exploited for certain NCS withgn \ve use the notation(t+) = lim,_., s, f(s). Al
static protocols. Also, in some cases it is possible to USgsctor norms, denoted as, are Euclidean norms unless

tools for linear sampled-data systems [4] for analysis angnerwise stated. Given a measurable, locally essentially
design of certain classes of linear NCS. In this paper Wgy,nded signap : [t., 00) — R™ we denote itsC. norm
consider input-to-state stability (ISS) obnlinear NCS with 5« follows: ’

disturbances

The paper is organized as follows. We present some
athematical preliminaries in Section 2. Definition of NCS
given in Section 3. In Section 3 we define UGAS
protocols and present main properties of these protocols.
Section 4 contains the main result of the paper. All proofs
e presented in the appendix.
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fixed ¢t > 0 the functionf(-,¢) is of classK. In a similar g(t,z, e, w) == ( 91 )

way we define functions of clagsK and CLL. To shorten 9
notation we often usér,y) := (27 yT)T. where
In our work we will use the following lemma, which is .
[1, Corollary 1V.5] g1 := fp(t,xp,2c,gp(t,xp) + ey, go(t, xc) + eu, w)
’ y Vol . —292 ( gp) — 92 (¢ xp) fp(t, zp, go(t, o) + €, w)
Lemma 1:Given any functiony : R>g x R>g — Rxq ot A" gzp A7 T ' *
of classKCKC, there exist functiong, and~; of classK 92 igﬁc(t’ "”P’xca’ggcp(t’“) +ey,gc(t,zc) + e, w)
such that 7?(@‘7’.0) ~ Bzc (taxc)fc(tv ZEC,gP(t,fEP) +eyaw) 5

(51, 82) < 1 (51) - ya(52) Vs1. 89 > 0 we can rewrite (1) as a system with jumps that is more
= T amenable for analysis:

|
z = f(t,z,e,w) Vit € [ts,_ists,]  (2)

i

t
IIl. DEFINITION OF NETWORKED CONTROL SYSTEMS .
e = g(t,z,e,w) Vit € [ts,_,,ts,] 3)

In this section we present a class of models with jumps Y = B el 4
that we use to describe NCS. In particular, we augment e(ts,) = hiie(ts)) )
the model of NCS proposed in [24] with an equation thafyhere » € R"=, ¢ € R", w € R". In order to write

describes the operation of the scheduling protocol (sq8), we assumed that functiong» and gc in (1) are
also [17]). Let the sequencg,,i € N of monotonically ~ continuously differentiable. The trajectories of the system
increasing transmission times satisfy< ¢,,,, —t;, < 7 (2), (3), (4) are generated as follows. Let the initial time
forall i € N and some fixed, 7 > 0. We adopt terminology ¢, > 0 be given and lett, € (tsistsi,,). Then, from
from [24] and refer tor as themaximum allowable trans- (to, o, e0) and with a givenw(-), let z(-) and e(-) be
mission interval(MATI). The numbere ensures that our any absolutely continuous functions satisfying respectively
model does not have any Zeno solutions where infinitely(t)) = z,, & = f(t,z,e,w) and e(ty) = eg, ¢ =

fast switching may occur. We consider general nonlineaj¢, x e, w) for almost all¢ in some maximal interval of

NCS with disturbances of the following form definition [to,ty + Tp). We assume enough regularity on
ip = fp(t,xp, i,w) t € [ts, ,sts,] f, g andw(-) to guarantee that such functions exist (see
y = gp(t,xzp) for instance [6]). Iftg + Ty < t,, ., then(z(-),e(:)) is a
ic = folt,ze,q,w) t€ [t ,sts] solution of the systetand [to,to + Tp) is the maximal
u = ge(t,zo) interval of definition of this solution. If, on the other hand,
§ = fp(t.ap.xc, g, i,w) tE[ts, . ts] (1) ¢yissuch that0+T_0 > tg,., then(z(-),e(:)) is t_he sc_)lution
& _ fc(t,xp,xc,zj, Qyw) tE [t s ts] of (2), (3) on the mterva_l[to,tsm]. Moreover, in this case
GtH) = §ts) + ha(ise(ty,)) B we can e_xt_e.nd the s_qlunon of (2), (3) bey‘oagg+1 by using
a(tj:) = alty) + hy(i, e(ts,)) the new initial condition(,,. ,, (ts,,,), h(i +1,e(ts,,,)))

and repeating the above procedure. For initial timesuch
wherezp andzc are respectively states of the plant andnaty, — ¢, for somei € N, we consider as solutions what
the contrqller;y is the plant output and i; the controller resuits following the above procedure from beth, o, eo)
output; w is an exogenous disturbance inpgtand @ are  and (¢, 2o, h(i, z)). In this way, to each initial condition

the vectors of most recently transmitted plant and controllgy . ) and each disturbance(-) we associate a solu-
output values via the network;is the network induced error tjon maximally defined on an intervato, to + T'), where

defined as T € (0, 00]. We use(x(-, to, xo, €9, w), e(+, to, To, €9, w)) tO
elt) = gt) —yt) \ _ [ ey denote such a solution. Whéty, ¢, ¢g) andw(-) are clear
Tl al) —u) )\ ey ) from the context we use the shorthand notatioft), e(-)).

Note that if NCS hag/ links, then the error vector can YW @lso assume thaf-) ande(-) are absolutely continuous
be partitioned as follows = [eT eI ... e7]T. At each except perhaps at transmission timgswhere they may be

transmission timet, , the protocol gives access to thediscontinuous. We use the following assumption that holds
network to one of the "nodes?;, i ¢ {1,2,...,0} and if fis IocaI_Iy Lipschitz inz, w ande, uniformly in ¢.
this causes the vecter(-) to undergo a "jump” at,, (see Assumption 1.There existL € K and M € KK such
Remark 1 below). that, for each: > 0,

We combine the controller and plant states into a vector
xz := (xp,x¢) and using the error vector defined earlier
e = (ey, e,) and the following definitions:

f(t T. e w) — ( fP(tvaagC(tafC') +€u>w) ) .
e fet,zc,gp(tzp) +ey,w) )7 IWe note that in the absence of time dependencef afn time ¢
. all calculations would hold withf continuous, without requiring the
h(i,e) == hy (i, €) uniqueness of solutions. However, these calculations are beyond the scope
R hy(ie) )’ of this paper.

max {|z|, |Z], |w|,|e]} <¢ = (5)
FM(e+1]e])



B a more general class of Lyapunov UGAS protocols, we
Remark 1:We refer to (4) as a protocol. The protocolalso relax the uniform Lipschitz property &F to uniform
determines the algorithm that assigns access to the netwadntinuity. It is sometimes easier to prove (see Example 1)
to different nodes in the system. It was shown in [17] thathat instead of (8) we have that the following inequality
static protocols and the so called try-once-discard (TOolds:
dynamic protocol introduced in [23], [24] can be modelled ) ] ) ,
in this manner. The functions, andh, are typically such W(i+1,h(i,e)) <W(ise) —a3(W(ie)) ,  (9)

that, if the jth link gets access to the network at sOM§qyr some positive definitexs. The following proposition
transmission time,, we have that the corresponding partghows that this is enough for our purposes.

of the error vector has a jump. For some protocols, such aSproposition 1: Suppose that (7) and (9) hold, whetg
the TOD pro+t0col, we tyglcally assume that is reset 10 5 5 continuous, positive definite function afiti(i, ¢) is
zero at timet, thatise;(t;;) = 0. However, we emphasize ., ninyous ire, uniformly ini. Then, there exists a smooth
that this assumption is not needed in general (see [17] f‘ﬂﬁnctionp € Koo such thatl (i, e) := p(W(i,e)) satisfies
more details). all conditions of Assumption 2. ]
IV. LYAPUNOV UGAS PROTOCOLS Sketch of proofiyapunov UGAS withU can be shown

to hold in a similar way as in the continuous-time literature

In this section we introduce a class of Lyapunov UGA For example, see [21] and [13, Theorem 3.6.10 ] for the
protocols and show an important property that they posse Sse whens is a classK function. Also, the result that

under relatively weak cond!t|ons. In particular, we show fO'ijses a similar transformation to go from a positive definite
these protocols that for uniformly bounded plant statg ¢ ,tion a3 to a classk function as is given in [22
and the disturbance(-), the state of the error dynamics p. 440]). Moreover, given any € K., (which is by’

¢() satisfies a semi-global-practical stability bound in theyeption continuous) we have thaf(i,e) is continuous
MATI. This technical result is instrumental in e:~:tabllsh|ngin e, uniformly in i, sincel’ has the same property.

ISS prop_erties of the NCS in the next s_ection. Note that In some cases it is possible that (6) is Lyapunov UGAS
the equation (4) that describes the operation of the protocl%l an appropriate sense but it may be hard to explicitly

is nc_:t a discre.te-tim.e system since th.is equation does nc%nstructW satisfying Assumption 2 (see Example 2). The
provide a relationship between error signals at Cons‘:"CUI'YSIIowing propositions is useful in such situations and it

transmission times,, ar!d bsiy, for anyi < N. I—.Iowever,' makes use of converse Lyapunov theorems proved in [11]

or difference inclusions with upper semi-continuous right
hand sides (see also [2] for similar results for time-invariant
e(i+1) = h(i,e(i)) . (6) systems with Lipschitz right hand sides).
Proposition 2: Suppose thatfor eache € R™« the func-

This idea was proposed for the first time in [17]. Moreoveriion 1,(., ¢) is periodic ini. Then, there existd satisfying
in [17] we introduced the class of Lyapunov uniformly glob-assumption 2 if and only if the origin of the difference
ally exponentially stable (UGES) protocols: the protocolnciysione™ € H(i,e), where H (i, ) := el Mvj<sgo01? °
(4) is Lyapunov UGES if there exists a Lyapunov function, ¢ 1,(; ¢ 1 4)}, is stable and globally attractive.
that verifies that the discrete-time system (6) induced by |t \vas shown in [17] that token ring and try once discard
the protocol is UGES. In this paper we generalize thiﬁOD) protocols are Lyapunov UGES (see [17], [24]). We
class of protocols and we consider uniformly globallypresem next two examples of Lyapunov UGAS protocols
asymptotically stable (UGAS) protocols defined as followsi5t are not Lyapunov UGES. The first example behaves

Definition 1: Let a functionW" : R>o x R" — R>o0,  for Jargee in the same way as TOD protocol but for small
ar, a2 € Koo and a real numbek € [0, 1) be such that for . the error jumps are smaller because we transmit less

system induced by the protocol (4):

all e € R™ and alli € N the following holds: information. The second example is a modified token ring
ar(le]) < Wi, e) < as(le]) @ protocol that fgr large errog¢ bghaves exactly in the same
way as token ring but for smadlit transmits less frequently.
W(i+1,h(i,e)) < AW (i,e) . (8) Example 1 (Modified TOD Protocol)Consider the pro-

tocol (6), whereh(e) = (I — ¥(e))e and T(e) :=
Ydiag{i,(e)In, .. .., 1be(e)I,, }, Where;(e) = salle;|) if

j = min(argmax; |e;|) and ¢;(e) = 0 otherwise. This
protocol behaves like TOD for largé| and for small

le|] it makes the error jumps smaller (e.g. because it is
transmitting less information). Using/ (e) = |e|, which is
continuous, we can show that the inequality (9) holds and

Then, we say that the protocol (4) is Lyapunov uniforml
globally asymptotically stable (UGAS) withi(, a1, as,
A).

In the sequel we use the following:

Assumption 2:The protocol (4) is Lyapunov UGAS with
(W, a1, as, \), wherelW (i, e) is continuous ire, uniformly
in 4. |
We n_Ote that_ results of [17] re_qU|red thiat '_S LIpSChItZ. in ] 2In this proposition we use the usual definitions of stability and global
e, uniformly in i. Hence, in this paper besides consideringttractivity for the origin of a time varying system.



via Proposition 1 we conclude that there exisiée) :=

p(W) for somep € K such that the protocol satisfies The main result of this section is presented next and its

Assumption 2 withU and somen, as, A. The protocol is
not UGES since convergence is slower for smatler

Example 2 (Modified Token Ring Protocolpefine for
x € Ry( the following function |z] = min{z : z <
z,z € N}. Also, let sat(s) := min{s,1} for all s > 0.
Consider the protocol (6) whetdi,e) = (I—A(i,e))e and
Aliye) = diag{6,(i,e)ln,, ..., 00(i,e) L}, Soi_in;
ne and

su(ie) = L Mlel>00= [ﬁJ (k+j0),j €N
o 0 otherwise

This protocol behaves exactly like the token ring figr> %
and for smallle| it transmits less frequently (e.g. foe| €
({15 the protocol transmits at a frequency thatlis
times smaller than that of the token ring protocad-, -)
is positive semi-definite, it has a norm less thaand for
everyé > 0 there existL := {ﬁmJ - ¢ such that for all
ko € N we have
ko+L
e} >0 = > Ali,e)>1.
i=ko
Stability of the corresponding difference inclusibfollows
immediately using the Lyapunov functidel. Global attrac-

(10)

proof can be found in the Appendix. It states that any UGAS
protocol yields semi-global practical uniform asymptotic
stability (in the MATI) of the error dynamics (3). Note that
this stability property is uniform with respect to initial times
t,, as well as disturbances.

Theorem 1:Let W : R>o x R” — R>q, a1,00 € K
and X € [0,1) be given. Suppose that the following holds
for system (2)-(4):

1) Assumption 2 holds;

2) g(t,z,e,w) is bounded on compact sets, uniformly in

t.

Then, there exist, € KL, 7. € K, and7* € KL such
that, for each pair of strictly positive real numbétsc) the
following holds

T < 7%(e, )
max {[|2|[cc, |[w|[oc, e(to)[} < ¢
y (12)
le(t)| < max {B. (le(to)], =) 1 ve(e)}
forall ¢t > t, > 0. |

V. MAIN RESULT
Our main result (Theorem 2) is stated in this section. The

tivity can be established using the unifomPE concept in egyit states that under appropriate conditions any controller

[14] and [15] (see [18] for related tools in discrete-time). {hat achieves ISS of the closed loop system in the absence of
_Note that we often abuse the terminology and refefenyork will also achieve semi-global-practical ISS of NCS

either to (4) or (6) as the protocol. For instance, in the, 1o \MATI. The results is true for any UGAS protocol in

above definition we say that (4) is Lyapunov UGAS Withy,o senge of Definition 1. In particular, we use the properties
(W, a1, a2, A) when this data can be used to show UGAS the following auxiliary system:

properties of the system (6).

Our results are stated for arbitrary UGAS protocol in
the sense of Definition 1. Hence, they are applicable to . = |
a large class of protocols that were considered in thANich is the model of the closed loop system when there
literature. For instance, the token ring protocols and tryS N0 Nework (i.e(-) = 0). Then, we can state:
once-discard (TOD) protocol were shown to be Lyapunov Theorem 2:Suppose that the following conditions hold:
UGES protocols in [17] and, hence, they are also Lyapunov 1) Assumption 1 holds.

UGAS protocols. The proof of the following proposition is 2) All conditions of Theorem 1 hold.
omitted due to space reasons (see the journal version of this3) There exist3 € KL (continuous) andy € G such
paper [19] for Comp|ete proofs)_ that, for eacht, > 0, the solutions of (13) Satisfy

Proposition 3: Suppose that the following conditions _ _
P PP J 2(1)] < max {B(|2(to)],t — to), 1(|lwlloc)}  (14)

hold:
1) W(i,e) is continuous ire, uniformly in 4 forall t > ¢, > 0.
2) g(t,z,e,w) is bounded on compact sets, uniformly inThen, there exist3., " € KL such that, for each pair

t. of strictly positive numberde,c) and eacht, > 0, the
Then, there exists; € KL such that for each pair of strictly following holds:

positive real numberée, ¢) the following holds:

r = f(t,z,w,0) , (13)

% 7< 7_*(57 C)
lta, 0] & [bor tonia] & [t by + 77(E, ) max {Ja(to)], llwlloe, e(to)]} < ¢
max {||2(|oc, [[wl]oo, W(k; e(ta))} < ¢
Y (12) )
z(t < max z(to)|, t —to), Wlleo)f + €
Wk, e(ty)) < Wk, e(ta)) + < - |=(t)] {Bllattol.t = to). 7 Jluwlloo)}
e(®) < max{ﬁe (|e(to), 2 ,e
3Note that in this examplé/ (i, ) defined in Proposition 2 is set valued
at points wherel /|e| is an integer. V t>t,>0



B showed that if a controller that is designed with the assump-
Remark 2: Theorem 2 suggests that the 1SS controlletion that there is no network achieves ISS of the closed loop
design can be carried in two steps. In the first step the corystem, then the same controller when implemented via the

trol designer ignores the network and designs the controlleetwork achieves semi-global-practical 1SS (in the MATI)
to achieve ISS of the closed loop system. In the secoraf NCS.

step the control designer needs to choose sufficiently small
MATI that will achieve appropriate ISS stability bounds on
an appropriate bounded set of initial states and disturbanceB]
|

The proof technique that we use to prove Theorem 2 igy;
similar to the one exploited in [20]. The proof makes use of
ISS of the auxiliary system (13) to show that we can achievé?!
semi-global practical ISS in MATI of the NCS (2)-(4). The
main technical step in establishing this result is presenteg]
below and its proof is omitted due to space limitations. This
result states that the solutions of the auxiliary system (13)g
and the actual NCS (2)-(4) can be made arbitrarily close
on arbitrarily long time intervals if the MATI is chosen 6]
sufficiently small.

Lemma 2:Consider system (2)-(4) and suppose that all[7]
conditions of Theorem 2 hold. Then, there existss KLL
such that, for each strictly positive triple, 7', ¢), eacht, >

8]

0 and eachz(t,)| < ¢, there existst(t,) € R™ such that
T<7(p,Tc) [9]
max {[[z[] oo, [[w][oo; [lefloc} < € [0l

(15)
¢ [11]

lz(t) —Z(t)| <p VtE [to,to+T].

" oz

Remark 3:The conclusion of Lemma 2 may hold when[13
Assumption 1 is weakened. For example, in the time
invariant case, continuity of is sufficient.

The next proposition follows directly using the proof of 4]
[20, Theorem 1] and its proof is omitted. This proposition
establishes under conditions of Lemma 2 that an ISS
stability bound holds for (2). (15

Proposition 4: Under the conclusion of Lemma 2 there
existsT* € KL such that, for each pair of strictly positive [16]
numbers(e, ¢) and each, > 0,

T <7, 0) (17]
max {|z(to)], |[w]|s, [l } < € (18]
U
lz(t)| < max {B(|z(to)],t — to), v (|[wll)} + &, (19]
forall t > ¢, > 0. H [20]

Sketch of proof of Theorem 2:The proof of the main
result follows by combining Lemma 2, Theorem 1 andyy
Proposition 4 and using causality to remove the assumptions
on ||z||s and||e||s. This proof technique very similar to 22]
the proof of the ISS small gain theorem in [10] and for[
space reasons it is omitted. B 23]

VI. CONCLUSIONS
[24]

We considered input to state stability of networked con*®
trol systems with a large class of (UGAS) protocols. We
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VIl APPENDIX max {|[2]|oc, []oc, W (L, e(to)) + £} < @
A. Proof of Theorem 1 Y
k—¢
Let all conditions of Theorem 1 be satisfied. kgtcome Wik,e(t)) = XNT0(W(le(to)) +e) +eg—
from Proposition 3. We will, henceforth, use the notation h—t 2—-A
< ANFTEW (L elts .
Wy (k) == W(k,e(tf,)) andW_(k) := W (k, e(3,)). We = (6 elto)) + 67—
prove Proposition foxe, ) such that: Next we observe that—t, < (k —{ + 2)7, i.e, k — £ >
. N 1 —2+ =te. Then, defining; := —In()) > 0, we get
e < minql,¢e) | ——1 , (16)
A t € [toy,bsprs) » to € [tsyitsyy) s T to
¢(s) = max{s,as(s)+1} . a7 T <77 (g,0)

max {|[2||oc, [[w][oo, W (L, e(to)) + €} < €

Once this is proved, then the result follows directly for
arbitrarye > 0 andc > 0.
Note first that since (16) implies < 1, we can write W (k, e(t)) < exp(2n) exp (_ﬂ(t _ to)) W (L, e(to))
o

using (7): " 6%
T < 7(e,0) < max {2 exp(2n) exp (—Q(t - to)) W (L, e(ts)) ,
max {[|z][oo, [[w[] oo [e(to)[} < ¢ 52@—”)} !
l} (18) 1-X :
T < 77(e,8c)) Then we use (7) to write
max {[|z][oo, [[w][oo; a2(le(to)]) + £} < €(c) - T < 7 (,0)

: L <z
To shorten notation, we ugse= ¢(c) = max{c, as(c)+1}. max {[[z[lo, [[]loo, a2(le(to)]) +} < €

From item 2 with(e, ¢) we may write (11) witht, =t}

andi, = bsyy @S le(t)] < max<a;’ (2exp(2n)exp (—Z(t — to)> ag(\e(to)|)> ,
rens o (263
o0s |[W|oo, Wi (K)} <€ t—to
mwﬂmnz} L)} <@ a9) —max{ . (Jeteo)l =52 ) e}
W_(k+1) < Wi(k)+e. for all t > t, > 0. The last inequality, together with (18),
- concludes the proof. [ ]

and write (8) as
Welk+1) < AW_(k+1) . (20)

The relations (19) and (20) can be combined to write

<7
max {][a] oo, [[w]]oc, Wy (R)} < @
: (21)

From (16) we have that < ¢ (5 —1) and this implies

using (21) and induction that if for somé we have



