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ABSTRACT

Implantable Medical Devices (IMDs) are widely deployed today
and often use wireless communication. Establishing a secure com-
munication channel to these devices is challenging in practice. To
address this issue, researchers have proposed IMD key exchange
protocols, particularly ones that leverage an Out-Of-Band (OOB)
channel such as audio, vibration and physiological signals. While
these solutions have advantages over traditional key exchange, they
are often proposed in an ad-hoc manner and lack a systematic eval-
uation of their security, usability and deployability properties. In
this paper, we provide an in-depth analysis of existing OOB-based
solutions for IMDs and, based on our findings, propose a novel IMD
key exchange protocol that includes a new class of OOB channel
based on human bodily motions. We implement prototypes and
validate our designs through a user study (N = 24). The results
demonstrate the feasibility of our approach and its unique features,
establishing a new direction in the context of IMD security.
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1 INTRODUCTION

The number of patients with an Implantable Medical Device (IMD),
such as a pacemaker, an Implantable Cardioverter Defibrillator
(ICD), or an insulin pump, has rapidly grown for decades [13]. Mod-
ern IMDs typically rely on a wireless interface to communicate
with external devices such as programmers and device monitors.
Programmers enable doctors to reprogram the patient’s IMD wire-
lessly (e.g., to change the patient’s therapy) and gather telemetry
data while monitoring devices, typically located in the patient’s
house, are used solely to periodically collect patients’ medical data
and send it to the hospital. Another emerging trend is that off-
the-shelf consumer devices are of increasing importance to give
patients (some) access to their IMDs. For instance, Medtronic, a
global leader in medical devices, has incorporated Bluetooth Low
Energy (BLE) into IMDs [38, 39], and developed a smartphone app
that allows the patient to view some basic characteristics of their
IMDs over a BLE link [40].

However, wireless channels also introduce new security threats.
Adversaries may eavesdrop on the wireless channel remotely and
obtain sensitive patient information [50], or even worse, send ma-
licious commands to the IMD to alter its settings [32]. The conse-
quences of these attacks can be severe, as these commands can allow
adversaries to deliver (or disable) a therapy with the goal of causing
serious injury or even death. While no real-world attack against an
IMD is known to date, past research has demonstrated that many
IMDs available on the market today severely lack effective security
mechanisms [18, 32-34, 50].
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To overcome these issues, it is necessary to first establish a secure
wireless communication channel between an IMD and an external
device before any sensitive data or commands are transmitted. This
can be achieved by running any secure IMD key exchange protocol
that enables establishing a shared cryptographic key between the
IMD and the external device. However, key exchange in this context
can be challenging due to the characteristics of current IMDs: They
have limited memory and computational power, and are operated
by a single non-rechargeable and non-replaceable battery. Once the
battery is depleted, the patient needs to undergo surgery to get a
new IMD, which in itself introduces risks. Furthermore, IMDs have
no physically accessible input or output interfaces (e.g., a keyboard
or screen) once implanted. Hence, wireless communication with
the IMD is “invisible” to the patient, and there are no means to
physically allow communication (e.g., by pressing a button).

One potential approach to secure the connection between an
IMD and an external device is by provisioning them with the same
symmetric key during manufacturing [19, 32]. However, if this key
is compromised (e.g., exposed online), an adversary could access
the IMD indefinitely. Public key cryptography-based solutions, like
those relying on digital certificates [1], are challenging to imple-
ment as they require a worldwide robust and costly Public Key
Infrastructure (PKI). Moreover, because the external devices can
be retired or compromised (e.g., stolen), the PKI must have proper
mechanisms to revoke such illicit devices and update this informa-
tion in the IMD. However, IMDs do not have an Internet connection
to receive these updates.

Another solution relies on distance bounding protocols [48]. In
this approach, both the external device and the IMD estimate their
physical proximity as a criterion for key exchange, which is deter-
mined by calculating the Round-Trip Time (RTT) of an ultrasound
signal—the time interval between sending a challenge and receiv-
ing the response. This solution, however, requires an ultrasound
transceiver in the IMD and precise measurements of the RTT, a de-
manding task for resource-constrained IMDs. Furthermore, proxy
device-based protocols [12, 15, 65] have been proposed, which del-
egate security to a proxy device that can be carried around by the
patient (e.g., a bracelet). However, it requires 24-hour wearing of
the proxy device, which places the security burden on the patient,
and suffers in terms of usability and convenience. Moreover, some
concrete solutions [12, 15] protect the IMD by using the proxy to
jam the wireless channel, which can be illegal in many countries.

Therefore, conventional symmetric/public key-based key ex-
change techniques and other solutions are often unsuitable (or
even not viable) in the context of IMDs [34]. Furthermore, some
existing solutions can only be used in static contexts where the set
of external devices the IMD can communicate with is very small
and known at initialization time. Hence, there is a need for novel
key exchange solutions that are secure, usable and deployable while
simultaneously being compatible with future generations of IMDs.
Over the last decade, the use of Out-Of-Band (OOB) channels (i.e.,
any communication channels other than a wireless channel) has
emerged as a promising way to bootstrap security between an IMD
and an external device that do not share any prior secrets.

Contributions. In this paper, we provide an in-depth analysis
of existing OOB-based solutions for IMDs, and propose a new IMD
key exchange protocol. Our main contributions are:
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o We systematically review previous IMD key exchange solutions
based on OOB channels, and find that while these methods
have unique advantages, they often come with limitations in
security and deployability.

e We design a novel key exchange protocol, comprising a new
class of OOB channel that leverages several simple bodily mo-
tions (body rotation or tap) for key exchange with IMDs. To the
best of our knowledge, we are the first to propose using human
bodily motions for IMD key exchange.

e We develop prototypes that use our proposed OOB channel,
and evaluate them in a user study with 24 participants. The
results demonstrate promising potential to use bodily motion
for IMD key exchange.

Our research involving human subjects gained approval from
the Human Research Ethics Committee in the related research
institutions. The data and software from user study are available
under the following link: https://github.com/MrZMN/OOBKey

2 ASSUMPTIONS AND REQUIREMENTS
2.1 Threat model

We consider a sophisticated adversary with full knowledge of the
key exchange protocol and the following capabilities:

Channel/network attacks: We assume that the adversary has
full control of the wireless channel. This implies that the adver-
sary can either perform passive attacks by eavesdropping on the
communication or carry out active attacks, e.g., launch a Man-in-
the-middle (MITM) attack. Furthermore, depending on the charac-
teristics of a specific OOB channel (elaborated more in Section 3),
the adversary may also be able to either eavesdrop or tamper with
the data sent over the OOB channel.

Hardware/software analysis: The adversary is able to gain ac-
cess to examples of relevant hardware (e.g., by stealing a device
programmer from hospital) and can profile and reverse-engineer
them, obtaining all firmware and cryptographic keys (of that spe-
cific device). We however exclude the case that an adversary ma-
nipulates a target device (e.g., by replacing its firmware)—this issue
can only be addressed through the use of secure hardware, which
is orthogonal to the problem tackled in this paper.

Proximity: The adversary is able to stay within close proximity
(such as a few meters) to the patient, and may even try physical
contact without the patient’s awareness, e.g., when the patient is
in a public place, in a crowd, or asleep.

The adversary may launch Denial-of-Service (DoS) attacks to ma-
nipulate the communication channel and disrupt the key exchange.
However, if key exchange failures happen repeatedly, the external
device can alert the user, who can take actions to investigate or
report the suspected attacks.

2.2 Requirements for IMD key exchange

Given our review of relevant literature [15, 19, 32, 48, 53, 54, 65],
and previously stated assumptions, we propose a set of core re-
quirements one must consider for an IMD key exchange protocol:

Security: An adversary in our threat model cannot compromise
the security of the key exchange. Specifically, we point out an
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aspect often overlooked by prior works: for an adversary trying to
perform key exchange with the patient’s IMD in close proximity, it
is crucial that the patient is able to recognize this malicious activity,
enabling them to seek assistance or escape the scene (we assume
the patient has fundamental cognitive and physical capabilities;
otherwise, there are many more straightforward ways to cause
severe impacts). Hence, the key exchange process should be highly
perceptible. In line with prior works [19, 24], we argue that the
degree of perception should exceed mere subtle body contact, and
be impossible for the adversary to conceal, i.e., the key exchange
cannot function otherwise!.

Usability: Users, primarily patients and doctors, should be able to
easily understand, learn and execute the steps of the key exchange
process. In an emergency situation—a serious incident where the
patient may become unconscious and be unable to move, such
as experiencing syncope symptoms in heart disease patients with
cardiac implants [51]—medical practitioners should be able to access
the patient’s IMD without relying on Internet connection or other
long-range communication links.

Deployability: The key exchange should be deployable to existing
IMD products: It only utilizes the IMD’s existing hardware compo-
nents, and the energy consumption must be acceptable. Moreover,
the key exchange should be time-efficient, as a long execution time
(e.g., over half a minute) can negatively affect the user experience
and even emergency availability. Furthermore, nowadays the types
of external devices are becoming increasingly diverse and are not
limited to dedicated, proprietary devices built by medical orga-
nization [40]. It would be advantageous for the key exchange to
be compatible with readily available consumer devices, i.e., smart-
phones or tablets.

3 RELATED WORK

The main intention to use OOB channels for IMD key exchange
is that they are generally considered to be more secure than long-
range wireless channels, and thus suitable for transmitting secret
data [19, 24, 34, 53]. Moreover, compared to some conventional
solutions (e.g., symmetric key-based ones), OOB channels do not
rely on any prior shared information, which is especially advanta-
geous in the IMD context. In addition, OOB channels might bring
about additional benefits. For example, a vibration channel itself is
perceptible to some extent, which might further enhance security
as the user can sense when key exchange is taking place.

However, compared to wireless channels, OOB channels typi-
cally have more limited bandwidth, can be more costly for data
transmission and reception (e.g., in terms of the energy consump-
tion), and may require additional hardware components (e.g., vi-
bration transceivers). Therefore, the OOB channels cannot replace
wireless channels and are used only for transporting a small amount
of data, i.e., a session key (or a secret value from which a shared
key can be generated). After a session key is agreed on, the parties
can apply any standard encryption techniques and transmit the
ciphertext through the wireless channel.

!For example, merely adding visual/audio cues to the external device is unsuitable, as
an adversary could develop a proprietary external device that removes these cues.
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3.1 OOB channels for IMD key exchange

Tattoo or bracelet as a visual channel. One way to establish a key
between an external device and an IMD is to tattoo the IMD’s
key on the patient’s skin or to print it on a bracelet worn by the
patient [56]. This solution places little burden on the IMD, however,
its applicability is debatable. Tattoos can become unreadable after an
accident, disclose the patient’s condition to others, or be refused due
to the religious, aesthetic, or cultural concerns. Equally, a bracelet
can be damaged or lost, which can lead to severe consequences.

Audio channel. Halperin et al. [19] proposed that the IMD broad-
casts a key as a modulated sound wave (4 kHz signal generated
by a piezo element embedded in the IMD) such that only an ex-
ternal device a few centimeters away can demodulate it correctly.
One major advantage is that due to the nature of audio signals,
patients may notice when a key exchange occurs. However, Halevi
and Saxena [17] showed that the sound can be captured using an
off-the-shelf microphone from several meters away. Siddiqi et al.
[60] proposed a method where the IMD transports the key using
MHz-range ultrasound. The security is based on the assumption
that the MHz ultrasound waves can only be received by devices
that touch the patient’s body. However, the authors only verified
this security assumption in an acoustic software simulation but not
in a real hardware set-up. Also, an ultrasound is not perceptible.

Vibration channel. Saxena et al. [55] and Kim et al. [24] proposed
to use vibration for key exchange with IMDs. The transmitter device
(typically the external device) encodes the key into a vibration signal
via a vibration motor, while the receiver (typically the IMD) uses
an accelerometer to receive it. Similarly, the key exchange process
is to some extent perceivable by the patient. Crucially, unlike the
audio channel, a strong advantage of this channel is that sending a
vibration to an IMD requires the sender device to directly touch the
patient’s body. However, the vibration is essentially a low-frequency
audio signal, which also inevitably emits acoustic side-channels
and may be compromised [17].

Human body as a conductive channel. The human body also acts
as an OOB channel for IMD key exchange due to its conductiv-
ity [34, 52]. The key transmission can be achieved via, e.g., galvanic
coupling techniques [62, 63]: The external device injects the key as
a low alternating current (e.g., 0.5 mA) into the skin, while the IMD
detects the voltage across two receiving electrodes. The security
assumption is that the current is absorbed by the tissue and emits
little side-channel information outside the body [34, 62]. Neverthe-
less, whether this method can totally defend against eavesdropping
attacks requires more investigations. Importantly, this method as-
sumes that injecting a low-enough current is harmless for a patient
carrying implants. However, medical device companies, such as
Boston Scientific, have claimed that such current injection might
interfere with the IMD’s therapy [57].

Physiological signal as a channel. Besides the above solutions
where one device generates and transmits the secret to another
via an OOB channel, there are also solutions that rely on a shared
entropy source like the patient’s body [28, 46, 53]. As opposed
to biometrics that is person-specific and to a large extent invari-
ant [35], physiological signals (e.g., heartbeats) are random signals
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Table 1: Evaluation of deployability properties.

Hardware Components (IMD)

Energy Consumption (IMD)

Time Efficiency

piezo element [19];

Audio ch: 1
udio channe MHz-ultrasound transceiver [60]

claimed negligible [19];
< 15m] [60]

320 bps [19];
50K bps (theoretical) [60]

< 45mAh [24]
(over IMD’s 90-month lifetime)

20 bps [24]

Human body a pair of electrodes

< 2.75mJ [62]

85.3 bps [34]; 50K bps [62]; 4.8K bps [63]

Vibration channel ‘ accelerometer ‘

Physiological signal biosensor (e.g., ECG sensor)

< 19.68 m] [28]

‘ 1.5 bps (zero error rate mode) [55];

3.2bps [28]; 4- 5.3 bps [31, 53]

varying over time. A standard approach consists of two devices
independently and synchronously taking a measurement of the
physiological signal, and establish a key based on it. Yet, the secu-
rity of physiological signal-based cryptographic protocols is ques-
tionable. For example, numerous works [28, 53] proposed to use the
Inter-Pulse-Interval (IPI), i.e., the time interval between two con-
secutive R-peaks of the Electrocardiogram (ECG) signal, to realize
key exchange. However, Ortiz-Martin et al. [44] and Seepers et al.
[58] have shown that IPI is not an appropriate selection. Currently,
there is no known suitable physiological signal that meets all the
requirements for being a qualified entropy source [30].

3.2 Analysis of previous approaches

We analyze previous OOB channel-based approaches against the
requirements that we identified in Section 2.2.

Security. Previous attacks [4, 17, 30, 58] have exposed vulnera-
bilities of visual, audio, vibration and physiological signal-based
OOB channels, to eavesdropping using microphones or cameras
from several meters away. To defend against these threats, certain
countermeasures have been suggested. For instance, to safeguard
audio and vibration channels, Kim et al. [24] and Anand and Saxena
[4, 6] proposed using Gaussian white noise or masking signals to ob-
scure the acoustic leaks. These approaches have shown promise in
thwarting side-channel vulnerabilities against sophisticated eaves-
dropping techniques.

On the other hand, all prior works do not require the protection of
examples of relevant hardware/software to ensure security because
the exchanged key is not shared by multiple devices, i.e., it is either
re-initialized in each key exchange session or uniquely assigned to
a specific device.

Of all the approaches, the audio (not ultrasound) and vibration
channel-based solutions offer a degree of audible/tactile feedback
to the patient. Nonetheless, the signal amplitudes were subdued
in their initial designs [19, 24]. For instance, the vibration ampli-
tude in [24] is only around 0.2 g, which is confirmed to produce a
limited level of perceptual intensity to humans [21]. Similarly, the
effectiveness of the audio channel is also questioned by previous
research [55]. While amplifying the signal might address this, it
presents challenges as it could lead to more acoustic leakage and
potential discomfort for patients. Furthermore, these techniques
were not validated on real users. Thus, it is uncertain if they can
genuinely achieve significant user perception in practice.

Usability. The previous works commonly asserted the proposed
techniques to have high usability (i.e., simple to learn and easy to
execute): The visual channel-based solution requires the user to
retrieve the secret from a patient’s tattoo or personal item, while
other solutions merely require the user to hold the external de-
vice near the patient or attach it to the patient’s body. Notably,
such claims were seldom substantiated with user studies. Moreover,
all methods are plug-and-play and the key exchange process in
emergency situations is identical to the one employed in hospitals.

Deployability. We present the deployability data given by prior
works in Table 1. Note that the data is not always complete, e.g.,
energy consumption was not widely provided. Here we omit the
visual channel-based method as it only requires a symmetric key
to be pre-installed and places little burden on the IMD.

All OOB channels require specific hardware components in the
IMD: The audio-based solutions require a piezo element [19] or a
MHz-ultrasound transceiver [60]. Current IMDs lack these compo-
nents, and no indications suggest their integration in the foreseeable
future. The vibration channel demands an accelerometer within
the IMD, a feature existing in cutting-edge IMDs. For example, the
Medtronic pacemakers and ICDs already contain accelerometers
for medical purposes [37, 42, 47]. In contrast, the technique based
on current transmission through the body needs a pair of elec-
trodes/wires in the IMD to receive the current. To our knowledge,
there is no evidence of their existence in IMDs (though their in-
tegration may be feasible). Moreover, physiological signal-based
solutions leverage a biosensor, which can be inherently present in
IMDs for medical use, e.g., the ECG sensor in cardiac implants.

Among the energy consumption values in prior works, the physi-
ological signal-based method reports the most energy with 19.68 mJ
per execution. To evaluate this, we first estimate an IMD’s battery
capacity using advanced pacemakers as an example: The energy
density of a pacemaker’s Li/I; battery can reach 210 Wh/kg [3].
Hence, assuming the battery constitutes 80% of the total weight of
the pacemaker, a 20 g pacemaker battery—approximated using the
Medtronic Azure pacemaker [41] as an example—would have an
energy capacity of roughly 4 Wh (14400 J). Therefore, the energy
consumption of prior works should generally be acceptable.

We use bit rate (i.e., bit per second) to represent time efficiency
of each method. We observe that solutions based on audio channels
and human body present high data rates, while the vibration and
physiological signal-based methods yield considerably lower speed.
If a 128-bit cryptographic key is to be exchanged, these methods
may result in a key exchange duration of half a minute or more.
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For the visual, audio, and vibration channels, commercial devices
like smartphones suffice as external devices, given their inherent
features like keyboard, microphone, and vibration motor. However,
human body channel is incompatible as it demands the external
device to emit a current. The compatibility of physiological signal-
based solutions depends on the type of physiological signal.

Limitations of existing work. As we have discussed so far,
existing OOB channels offer features well-suited to the IMD key
exchange context; however, they also exhibit certain limitations:

Vulnerable to injection attacks. Current OOB channels generally
lack strong safeguards against adversaries in proximity of the pa-
tient, which try to exchange a key with the IMD without the patient
noticing. This is a crucial aspect that has regularly been neglected:
Most previous works attempt to make the IMD key exchange as
unobtrusive as possible to the patient, rendering the key exchange
process almost imperceptible. To our knowledge, many advanced
IMDs in the market [11, 39, 40] currently also follow this guideline.

Such a design principle is admittedly prevalent in many everyday
security systems, e.g., when surfing the Internet, users do not notice
the key exchange with a remote server using the Transport Layer
Security (TLS) protocol. However, this heavily relies on the assump-
tion that the key exchange is sufficiently secure and is initiated by
the legitimate user (both of which are true for TLS in the browser,
but not necessarily for an OOB key exchange). As this assumption
is often not met [4, 17, 30, 58], we question if this guideline fits the
IMD context, where the device is part of the patient and its security
is life-critical.

We emphasize that this vulnerability is especially evident in the
public spaces of everyday life. For example, on a crowded bus, it
may be difficult for the patient to recognize if a nearby person is
trying to pair with their IMD. In such scenarios, proximity to the
patient, or even brief physical contact with them (a necessary step
in many previous IMD key exchange techniques [24, 28, 52, 53, 62]),
could potentially be overlooked by the patient.

Vulnerable to eavesdropping attacks. OOB channels also face
threats from sophisticated side-channel eavesdropping using mi-
crophones and cameras. Fortunately, over the last decade, such
threats have been largely mitigated with various defense strate-
gies [4, 6, 16, 24]. However, we identify another issue in previous
works: they commonly propose using an OOB channel to directly
exchange a session key. This simplifies an attack, as the adversary
does not have to recover the secret in real-time during its trans-
mission over the OOB channel. Instead, they can record the traffic
and launch offline brute-force analysis, potentially increasing the
likelihood to compromise the security [17].

Deployability issues. Many proposed solutions cannot be de-
ployed on existing modern IMD products, and are also not compati-
ble with off-the-shelf consumer devices as external devices. Another
concern is the potential for a prolonged key exchange time due to
the relatively low data rates for some OOB channels. For example,
vibration and physiological signal based channels can take dozens
of seconds to exchange a 128-bit key.
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4 OUR KEY EXCHANGE PROTOCOL

To address these limitations, we introduce a novel IMD key ex-
change protocol, which largely mitigates both injection and eaves-
dropping attacks, is compatible with state-of-the-art IMDs and
prevalent consumer devices, and completes within several seconds.

Figure 1 shows the full details of our protocol. The external device
first initializes the key exchange—this can be any existing wake-up
process adopted by current IMD products [38]. Subsequently, two
steps are executed:

@ OOB key exchange: The user (i.e., patient or doctor) is required
to hold the external device and perform several bodily motions
on the patient’s body. The IMD and the external device mea-
sure these motions as a shared basis to exchange an ephemeral
and low-entropy Short-Term Key (STK). Due to the potential
inherent noise between the motion measurements, a fuzzy cryp-
tographic primitive [67], such as a fuzzy commitment [22], is
utilized to rectify such noise (that is within a certain threshold)
without revealing the secret.

@ PAKE: Two devices run a Password-authenticated Key Agree-
ment (PAKE) method [23] to further exchange a robust and
high-entropy Long-Term Key (LTK) as the session key. Here,
the STK plays the role of the “password” in the PAKE. A con-
crete example of PAKE is Diffie-Hellman Encrypted Key Ex-
change (DH-EKE) [8]. This step can be completed only if both
devices share an identical STK, meaning their measured mo-
tions must be sufficiently similar.

We will elaborate the design of these two steps in this sec-
tion. Note that since the fuzzy cryptographic primitive [67] and
PAKE [23] are well-established algorithms in the cybersecurity
community, we will not include a step-by-step breakdown of them.

4.1 Bodily motion as an OOB channel

4.1.1 Motivation. We propose using human bodily motion as an
OOB channel to mitigate the injection attacks. This is inspired by
previous works that leverage user motion for pairing with (not
implanted) Internet-of-Things (IoT): Mayrhofer and Gellersen [36]
and Hinckley [20] suggested key exchange between two IoTs by
holding them together and shaking. Xu et al. [66] and Revadigar
et al. [49] facilitated key exchange between two wearables with
the user walking for dozens of steps. Li et al. [26, 27] introduced
key exchange between an IoT device and a smartphone through
user-generated events, like random button presses. Zhang et al.
[68] and Ahmed et al. [2] asked the user to pat/move the device
in specific patterns according to instructions on another device’s
screen. Sethi et al. [59] proposed key exchange between two devices
with tangible screens by simultaneous drawing on both devices.
These solutions are not directly transferable to the IMDs as they
generally require physical contact with IoTs, whereas IMDs are
implanted. They also do not consider emergency scenarios. Never-
theless, these methods have demonstrated notable potential: They
provide users a heightened awareness of their devices. Moreover,
the physical motions interacting with IoTs are indispensable. As-
suming that the device is an IMD implanted in the patient’s body,
these motions must be executed on the patient’s body. The above
implies that the key exchange can be designed highly perceptible.
Consequently, patients hold the authority to decide whether to
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External Device IMD

Initialization

8 = M & Encode(STK)

STK’ = Decode(5 ® M”)

pick b, B = gbmod P

Encrypt(w, A)

| LTK’ = Abmod p; pick C; |

Encrypt(w’, B||C1)

LTK = B*mod p; picks Cy

Encrypt(LTK, C1[|C2)

if Cy is not received, abort

Encrypt(LTK’, C2)

| if Cy is not received, abort |

Figure 1: Our key exchange protocol. @ is OOB key exchange,
which involves measuring bodily motions and applying a
fuzzy commitment scheme [22] to remove noise from these
measurements. R stands for random number generation and
® is XOR operation. The Encode/Decode processes are part
of an error correction code. ) is PAKE (using DH-EKE [8]
as an example). g and p are public parameters. h() is a secure
hash function, and Encrypt(key, msg) refers to the encryption
of the message msg with key. Note that although we use fuzzy
commitment and DH-EKE, many other fuzzy primitives or
PAKE methods may also be applicable.

execute the key exchange, acting as an additional robust counter-
measure against unauthorized access. This way, an adversary may
not succeed merely by being in close proximity.

Another promising aspect of bodily motions is that they can
be measured using inertial sensors, e.g., accelerometer and gyro-
scope [14]. Nowadays, inertial sensors are becoming more minia-
turized and energy efficient, which makes them appropriate for
advanced IMDs. For instance, Medtronic has incorporated these
sensors into their cardiac IMD products to enable a “Rate Response
feature”, which adapts the pacing rate of IMDs to changes in the
patient’s physical activity [37, 42, 47]. Furthermore, inertial sensors
have been prevalent on consumer devices like smartphones.

However, as acknowledged by many previous studies [2, 26, 27],
using bodily motions as a means for key exchange can inevitably
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lead to potential visual and/or auditory side-channel leakage. We
will discuss these risks in Section 7.1.

4.1.2  Design of Our OOB Channels. We design our OOB channel
in two strategies: (i) One device generates the secret (i.e, M in
Figure 1) and transmits it to another device by guiding the user to
perform specific motions (each motion is mapped from a portion of
M). This strategy aligns with [2, 52, 55, 68]. (ii) The user acts as an
entropy source for M, which resembles the approaches proposed
by [27, 36, 53, 59].

The selected motion should meet several criteria: First, it should
be simple and executable to patients. Second, when the patient is
unable (e.g., in emergencies) or unwilling to perform the motions,
the motions can be done by medical staff on the patient’s body.
Third, it is reliably detectable by inertial sensors either inside (IMD)
or outside (external device) the patient. Forth, it should potentially
contain high entropy, reducing the need for repetitive moves over
an extended period. Fifth, the motions must be highly perceptible
to the patient.

After collaborative brainstorming and tests in a pilot study group
(see Section 5.2), we select rotation and tap as the motions for (i) and
(ii) respectively. The details of the OOB key exchange processes are
outlined below. For simplicity, we assume the IMD is a pacemaker
and the external device is a smartphone, but note that the device
types can be easily varied, e.g., an insulin pump as the IMD.

Rotate and Pair. In this system, patients are guided by a smart-
phone app to execute a series of left or right full-body rotations,
with the angle (ranging from 30 to 180 degrees) randomly deter-
mined by the app. This angle range is chosen empirically after
our pilot study: angles less than 30 degrees are difficult to per-
form and angles above 180 degrees risk causing dizziness. Each
rotation is required to be completed within a uniform ten-second
window?, irrespective of the angle, to prevent potential information
leakage (e.g., smaller angles take shorter time). Visual cues such
as a progress bar guide the patients on the remaining time. The
patient must reach and hold the target heading (i.e., the degree
shown on the app) when time expires, or the instruction must be
repeated—this rule safeguards against potential non-compliance
with the instructions. The app dynamically displays the patient’s
current heading with a precision of one degree. A minor deviation,
i.e., plus or minus two-degree variation from the target heading, is
allowed for the patient’s convenience.

Tap and Pair. In this system, patients are directed to gently tap
the smartphone against their chest area for several times. Before
starting, they are advised by the system to tap with a random
rhythm instead of a consistent, periodic pattern. As the patient
performs these taps, the smartphone recognizes each tap in real time
and emits an immediate sound as feedback (this sound only serves
as an acknowledgment and can be removed). The key exchange
ends upon collection of sufficient taps.

After the patient performing the motions, a fuzzy cryptographic
primitive is applied to eliminate any mismatches (that are within
a certain threshold) between the two devices’ measurements, e.g.,
those caused by sensor noise. We detail this process in Section 6.1.

2The ten second window is an intuitive design to ensure that sufficient time is provided.
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We believe that our OOB channel can effectively mitigate in-
jection attacks. The key exchange can only be conducted by a
legitimate patient or doctor. If an adversary rotates the patient’s
body or taps a device on it for a few times, this would be readily
perceptible to the patient. Our user study further substantiates our
claim, as elaborated in Section 6.3.

4.2 Use of a PAKE

4.2.1 Motivation. We propose employing a Password-authenticated
Key Agreement (PAKE) method [23] to mitigate eavesdropping at-
tacks and enhance the time efficiency of the key exchange. In our
protocol, the external device and IMD only use the bodily motions
to exchange a short STK. Subsequently and instantly, they execute
the PAKE and exchange an LTK. The prerequisite for successful
PAKE execution is that both parties share the exact same STK; oth-
erwise, the legitimate devices can detect a failure, thus abort the
current session and require a restart (i.e., a new STK exchange).

The involvement of a PAKE has two major advantages. First, the
protocol execution time can be reduced. Instead of exchanging the
entire session key (most likely a 128-bit key), the OOB channel is
used solely to bootstrap a short STK, e.g., one with about 20 bits of
entropy [2]. The PAKE employs the normal wireless channel and
is thus usually faster compared to the OOB exchange.

Second, the PAKE can also significantly reduce the potential
for eavesdropping: (i) It rules out offline brute-force attacks (i.e.,
record the traffic and perform offline exhaustive search) on the OOB
channel. The STK is short-lived and only valid until the start of the
PAKE, which means that the adversary must obtain the STK online
in a usually short timeframe. (ii) The adversary cannot endanger
the patient by passive observation alone. For example, assume
DH-EKE is used as the PAKE, then the underlying Diffie-Hellman
scheme naturally prevents the adversary from obtaining the LTK
by eavesdropping only. (iii) It restricts the time of attempts of a
MITM adversary. Through proper implementation of a PAKE, the
adversary is confined to a single attempt to run the PAKE with a
legitimate device [8]. The adversary’s failure (e.g., due to possessing
a wrong STK) will lead to the abortion of the current session.

4.2.2  Security Analysis with PAKE. In our protocol, the adversary
is forced to wait for the patient or the doctor to perform the STK ex-
change. Concurrently, they need to eavesdrop/guess (but not inject)
the STK and execute the PAKE with one legitimate device. Here, we
quantify the success probability of the adversary, denoted as P, g,.
For simplicity, we assume that the adversary aims to impersonate
the external device and connect with the IMD (which is normally
the worst case), but note that the situation is similar if the target is
the external device.

The key exchange protocol might fail under some circumstances,
thus, should tolerate a certain number of rounds (i.e., restarts).
The maximum tolerable number of rounds can be fixed by design,
denoted by n. In each round, let P, denote the adversary’s success
probability to eavesdrop/guess the STK. We assume that if the
adversary can obtain the STK, they can use it to complete the
PAKE, and thus, the adversary’s success probability is also P.. Let
Q¢ be the probability that the legitimate external device succeeds in
completing the PAKE with its exchanged STK. Given this, since the
successes of the external device and the adversary are exclusive but
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not independent, the probability that neither of them obtains STK
(and hence the PAKE fails) is 1 — P — Q. There are three possible
outcomes per round:

o The external device succeeds.
e The adversary succeeds.
e Both fail and the protocol proceeds to the next round.

We estimate P, in the following.

Proposition 4.1. Given an adversary that conducts attack for at
most n times,

Pugo < Pe+¢Pet---+¢" 1P, = %‘q‘f"),where ¢ =1-Pc— Q.

Proor. The first term corresponds to the case that the adversary
succeeds in the first round; the second term corresponds to the case
that the adversary succeeds in the second round; and so on. Note
that these cases are exclusive, and therefore can be summed. The
adversary succeeds in the nth round if they fail in the first n — 1
rounds (with probability ¢™ 1) and succeed in the round after that
(with probability P.). O

Furthermore, we propose that Py, is always less than some
constant multiple of P.

Proposition 4.2. There is a constant k representing the legitimate
external device’s ability that is independent of P, such that:
Pady < k- Pe, when k = QL
Proor. Since 1 — (1 —P; — Q)" < 1 (remember that these are
probabilities, hence in the interval [0, 1]), we have P.(1— (1 — P, —
Qc)™) < Pg;also Pe + Q¢ = Qc, and therefore

P(1-(1-P.—Qc)™) <&—k-P
P + Q¢ _Qc_ ¢

when we put k = & O

Padv <

To understand this proposition, let us assume that the legitimate
device is likely to succeed (Q. > 0.9) and the adversary is likely
to fail (P < 0.05), then we have P4, < 0.056. This shows that
the advantage the adversary gets of being able to force a restart of
the protocol is fundamentally limited. Note that if the adversary
interferes with the legitimate external device (i.e., reducing Q.) and
causes repeated protocol restarts, the user can easily detect this.

5 EVALUATION WITH HUMANS

To validate our protocol, we develop prototypes that use our pro-
posed OOB channel and evaluate their performance through a user
study. Note that as fuzzy primitives and PAKE are well-established
cryptographic algorithms and their applicability on resource con-
strained devices has been widely verified [27, 67], we did not im-
plement them in our study.

5.1 Prototype implementation

IMD. To simulate a pacemaker, we employ a Bosch BNO055
inertial measurement unit [10], which we house within a 3D-printed
casing (the pink component in Figure 2a). An Arduino Nano 33 BLE
board is used to interface with the sensor and store data.
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In the Rotate and Pair prototype, tilt-compensated heading data
in degrees is calculated using a Kalman filter based on accelerome-
ter and gyroscope readings [29]. For the Tap and Pair prototype, we
implement a real-time peak detection algorithm that recognizes tap
events. This algorithm processes the norm of 3-axis accelerations
(y/ai+d% +a?) as individual samples, each checked for potential peaks
based on pre-set thresholds of signal amplitude, peak width, and dis-
tance between consecutive peaks. Subsequently, the IMD computes
the time interval between two successive peaks in milliseconds.

Smartphone. We use a Google Pixel 6 smartphone for our study
and develop two Android applications to guide the user through
the key exchange process based on rotation and tap.

As in Figure 2c, the rotation app implements a classic electronic
compass design that features a 360-degree compass rose with the
current heading dynamically displayed at its center (we refer to the
graphic layout design in [9]). Instructions are presented at the top to
guide the user to rotate either left or right to a specified degree. At
the bottom, a progress bar visualizes the remaining time to complete
the current instruction, and a numerical display indicates overall
progress (i.e., the number of rotations towards the completion of
key exchange). The tap app (Figure 2d) guides the user with text
instructions and a start button. When the button is pressed, its
color changes and the user begins tapping the phone against the
chest area. As taps are made, the smartphone acknowledges each
tap with a short sound that resembles the brief, soft “beep” of a text
message notification.

At the beginning of each key exchange, the smartphone es-
tablishes an (insecure) BLE channel with the IMD (i.e., the Ar-
duino board). For Rotate and Pair, the smartphone utilizes Java’s
SecureRandom API [43] to initialize each rotation instruction. The
tilt-compensated heading is obtained in real-time via Android OS
‘game rotation vector’ virtual sensor and dynamically updated on
the compass. When the user completes each rotation (i.e., reaches
the target heading when the progress bar is filled), the smartphone
records its current heading and signals the IMD to do the same.
Moreover, the smartphone records the time the user first arrives
at the target heading as the estimation of actual rotation duration.
For Tap and Pair, the smartphone synchronizes with the IMD at
the beginning and end of the key exchange. Throughout the tap-
ping sequence, the smartphone employs a peak detection algorithm
(similar to that in the IMD) to measure the time intervals between
successive taps in milliseconds.

Chest simulator. As pacemakers are implanted within the body,
it is crucial that our experiments simulate an environment similar
to the human chest. We adopt the design in [19, 24, 34] and use
5 mm layer of bacon and 10 mm layer of lean ground beef to mimic
the chest’s physical properties, as in Figure 2b. The 5mm depth
is a standard depth for pacemaker implantation [45]. During the
experiments, the “pacemaker” was embedded within the meat lay-
ers contained in a food bag under room temperature. This meat
bag was then placed in a pocket sewn onto an elastic chest strap,
positioned around the area of the human heart (see Figure 2a). Par-
ticipants were asked to wear this strap throughout the study to
mimic the conditions of pacemaker users. The meat was replaced
at the beginning of each day to prevent spoiling.
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Figure 2: Experimental setup

5.2 Data collection

We first conducted a pilot study with 6 individuals to study their
attitudes of different motions, and identify and resolve any problems
with our experiment setup. Then, we recruited 24 participants for
our study: 11 males and 13 females with ages ranging from 21 to
52. Participant recruitment happened via online advertisements,
and each participant was offered $30 for their time. During the user
study, each participant used both key exchange methods, and the
order in which they used the methods was counterbalanced.

For Rotate and Pair, we instructed each participant to stand, hold
the smartphone, and perform eight consecutive full-body rotations
(Figure 2e), referred to as a run. We advised participants to use both
hands and refrain from twisting their wrist while rotating. We asked
each participant to perform three such runs for data collection. The
number of rotations is designed with caution to avoid potential
dizziness. For Tap and Pair, we instructed participants to gently tap
the smartphone against the black pocket area on the chest strap
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(Figure 2f), executing 15 successive taps as a run. Each participant
carried out ten runs in total.

For both methods, prior to data collection, we requested the
participants to try our smartphone app to get familiar with the task.
This process took less than one minute for all people. After data
collection, participants were asked to complete a standard System
Usability Scale (SUS) questionnaire [25] to evaluate the usability
of the key exchange. At the end of the user study, we asked each
participant a few interview questions about their experiences. Full
details of the questionnaire and interview are given in Table 2 and
Table 3, respectively.

Table 2: Our SUS questionnaire consists of ten questions and
provides respondents with a five-point scale, ranging from
‘strongly disagree’ to ‘strongly agree’. The results of the SUS
questionnaire can be quantified into a score between zero
and 100; a score higher than a threshold (usually 68 [25])
suggests good system usability. We used the term "pair" as
opposed to "key exchange" to avoid confusion among indi-
viduals without a cybersecurity background.

I think that I would like to use this pairing method frequently.

I found the pairing unnecessarily complex.

I thought the pairing method was easy to use.

I think that I would need the support of a technical person to be able to pair.
I found the various functions in this pairing method were well integrated.

I thought there was too much inconsistency in this pairing method.

I would imagine that most people would learn how to pair very quickly.

I found the pairing method very cumbersome to use.

I felt very confident using the pairing method.

I needed to learn lots of things before I can get going with this pairing.

Table 3: Our semi-structured interview questions.

In general, can you share your preference between the two pairing techniques
based on rotation and tap, and why?

Have you noticed anything uncomfortable in the pairing processes?

(Given the context of how Medtronic implements the pairing between an
external device and a pacemaker [11, 41]) would you prefer the convenient, but
invisible solutions currently adopted by state-of-the-art medical companies,
or would you prefer the more interactive, yet demanding solutions that we
propose?

6 RESULTS

6.1 Accuracy

We use False Rejection Rate (FRR) and False Acceptance Rate (FAR)
to measure the accuracy of the OOB key exchange. FRR represents
the frequency at which the OOB key exchange between a legitimate
IMD and smartphone is rejected. A low FRR is crucial for usability.
FAR indicates the frequency that the key exchange between the
user’s IMD (resp. smartphone) and an illegitimate smartphone (resp.
IMD) is incorrectly accepted. A low FAR is essential for security.
Due to the noise inherent in sensor measurements and user
behavior (e.g., hand wobbles), the data (angle or time interval) col-
lected by the IMD and the smartphone may not be identical but
only similar. To enable exchange of an identical STK, a fuzzy crypto-
graphic primitive [67], e.g., the fuzzy commitment scheme [22, 27],
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Table 4: NIST statistical test results for taps.

Test p-value | Test p-value
Frequency 0.806 Block Frequency 0.855
Runs 0.723 Longest Runs 0.088
Binary Matrix Rank 0.706 FFT 1.000
Non-overlap Template 0.716 Overlapping Template 0.620
Serial 0.424 | Linear Complexity 0.725
0.442 Approximate Entropy 0.130
Cumulative Sums 0.854 | Random Excursions 0.738
0.629 Random Excursions Var. 0.582

is utilized to correct the mismatch without revealing the secret. At
the core of this method is the definition of a distance d between a
pair of data and the selection of a threshold (Thr): the mismatch
can be rectified (and thus the key exchange succeeds) if d < Thr;
otherwise, the key exchange fails. A false rejection occurs when
d > Thr for a legitimate data pair, and false acceptance when d <
Thr for an illegitimate pair. As in [27], we define d as the sum of
the absolute differences between corresponding elements in a pair
of data from IMD and smartphone.

For Rotate and Pair, we build two sets to evaluate FRR and FAR.

o Set I comprises 72 (= 24 X 3) pairs of rotation angles, each with
a length of eight (since we collect eight angles in one run). All
the pairs in Set I come from legitimate key exchange sessions
between an IMD and a smartphone.

o Set II has 72 pairs of rotation angles (the same size as Set I),
where each pair is created by randomly combining data from the
IMD and the smartphone originating from different sessions.

Note that not all eight rotations in one run are necessarily needed.
We can adjust the length, ranging from one to eight, by truncating
the initial elements.

Similarly, for Tap and Pair, we build Set I with 240 (= 24 X 10)
legitimate pairs, each with 15 time intervals, and Set II of the same
size by randomly selecting illegitimate pairs from different sessions.

For a given number of motions, the smaller the Thr, the lower the
FAR (better security), but the higher the FRR (worse usability). Be-
cause security is of utmost importance for the context of IMDs, we
set a smaller Thr to guarantee FAR = 0, and use the corresponding
lowest FRR to represent accuracy. Figure 3 shows the performance
of Rotate and Pair and Tap and Pair across various numbers of
motions. As expected, an increase in the number of motions leads
to higher accuracy. Considering that an FRR below 2% signifies
good usability (note that a much more lenient FRR threshold of 10%
was used in previous works [27, 36]), we observe that as few as 3
rotations, or 4 taps, are sufficient in terms of accuracy, with (FAR,
FRR)=(0, 1.4%) and (FAR, FRR)=(0, 1.1%), respectively.

6.2 Security

Randomness analysis. The randomness of rotations is guaranteed
by the Java SecureRandom API that is widely acknowledged as a
reliable random number generator for cryptographic purposes [43].
The randomness of human-generated taps is evaluated using the
same approach as in previous works [27, 53, 64]. We concatenate
the six least significant bits of the time intervals from all participant
runs (maintaining experiment order) and examine if the resulting
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—— Rotate and Pair
—— Tap and Pair
....... FRR = 2%

5 6 7 8 9 10 11 12 13 14 15
Number of motions

Figure 3: FRR vs. number of motions (FAR = 0). The circles
indicate the minimum motions to ensure FRR < 2%.

bitstring of 21.6k bits is randomly distributed according to the
NIST statistical test suite [7]. The results are shown in Table 4. The
outputs of the NIST statistical tests are p-values that represent the
probability the tapping dataset is generated by a legitimate random
number generator. If a p-value is smaller than a threshold (usually
0.01 [7]), the randomness hypothesis is rejected. Table 4 shows that
all p-values are larger than 0.01 and hence pass the NIST tests.

Entropy analysis. The entropy of each motion event quantifies
the capability of an adversary in guessing the STK. As in prior
works [28, 36, 64], we use Shannon entropy [61] to quantify the
entropy of each type of motion. A single rotation is uniformly
distributed over 300 degrees (in one degree precision) and thus
contains an entropy of 8.2 bits. In contrast, a single tap in our study
has an entropy of 9.4 bits.

However, the entropy is diminished due to fuzzy cryptographic
primitives that rectify mismatches between the two devices. If we
use the binary encoding method presented in [27] on our dataset,
the maximum bit mismatch rate for Rotate and Pair and Tap and Pair
would be 4.3% and 1.9%, respectively. This can be addressed by e.g.,
a fuzzy commitment scheme with (20, 15) binary BCH code with
a 5% error tolerance [67], potentially leading to an entropy loss of
25%. We emphasize that this is a preliminary estimation, and more
rigorous calculations are necessary in real-world implementations,
which is beyond the scope of this paper. In this way, each rotation
and tap carries an entropy of 6.2 and 7.1 bits, respectively.

6.3 Efficiency and usability

We next use our results to estimate the time for users to perform
one rotation® or tap. We find that the mean time is 4.6 s (SD = 2.4)
and 0.9s (SD = 0.6), respectively. The corresponding average bit
rates for rotation and tap are 1.3 bps and 8.0 bps.

The mean SUS scores for Rotate and Pair and Tap and Pair are
62.8 (SD = 21.17) and 70.7 (SD = 17.25). While both scores are around
the typical benchmark value of 68 for “good usability” [25], we note
that they serve only as a reference: the data collection process for
each participant is intensive, and our prototype uses a basic design
and leaves plenty of room for usability improvements, e.g., the
compass in the rotation app could be replaced by more intuitive

3In our study, participants often completed the rotations in a duration much shorter
than the 10-second window set by our prototype. Thus, future design can consider
shortening the window.

Zhang, et al.

animations. We expect that users carrying out a more realistic task
would report even higher usability scores.

We gain further insights into usability from the interviews. The
majority of participants agreed that both tasks were easy to learn
and complete, and they found them to be highly noticeable and
engaging. We find a fairly equal preference between rotation and
tap, each having its own pros and cons. Rotations were often liked
for their simplicity—users do not need to think much, but merely
follow the instructions. However, almost all participants suggested
that the compass should be better designed (e.g., remove extrane-
ous information). Taps, on the other hand, were found to be more
convenient by other people as they do not require constant visual
attention to the phone. Yet, some participants thought it is chal-
lenging to perform randomly, and some found it less engaging than
rotation, which felt more like a game. Furthermore, two partici-
pants reported slight dizziness at the end of the user study, but also
mentioned that this was due to the repetition of 24 rotations and
that less rotations will alleviate this issue.

As for the preference between Medtronic’s solution and ours
(see Table 3), 21 out of 24 participants favored our proposed meth-
ods. Many participants mentioned that they felt in control of their
IMD using our key exchange techniques, even though we never
explicitly used the word “control” during the interview. A common
sentiment was the desire for higher transparency during the key
exchange process. For example, participant p21 stated, “I think I
have the right to know immediately and directly, who can pair my
pacemaker, who’s pairing and how it’s going to be paired”. In con-
trast, the remaining three participants prioritized convenience and
did not think somebody would ever attack them. Overall, these ob-
servations validate the significance of our design. i.e., using human
motion as an OOB channel for IMD key exchange.

7 DISCUSSION

This paper proposes a novel IMD key exchange protocol that in-
volves the user performing several simple bodily motions, aiming
to enhance both security and deployability compared to previous
OOB-based IMD key exchange techniques. Overall, we find that as
few as 3 rotations, or 4 taps, yield an FAR of 0 and an FRR below
2%, signifying low threats from adversaries and high reliability for
legitimate users. The entropy values for these motions—18.6 or 28.4
bits—are comparable with previous work [2] (20 bits) and conven-
tional six-digit PIN codes (19.9 bits) that are commonly employed in
Bluetooth technologies and other security systems. We believe that
these motions serve as adequate input of a PAKE [2]. Note that if
needed, higher entropy can be easily achieved by performing more
motions. Additionally, like many other OOB channels mentioned
in Section 3.1, our key exchange protocol works on an ad-hoc basis
and does not require protection of specific external devices.

Our user study validates that the key exchange process is easy
to understand, learn, and execute, even in their current simplistic
prototype form. Theoretically, if the patient is unable or unwilling
to perform the motions, medical staff can conduct the taps on the
patient’s body, and rotations could be performed on a wheelchair
(or stretcher) with their assistance (to be tested empirically as future
work). This can take the pressure off the patient but still retains the
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high perception level. Further investigations are needed to validate
the feasibility.

For deployability, our methods only require an inertial sensor
that already exists in modern IMDs [37, 42, 47]. Three rotations take
roughly 13.8 s to complete, and four taps require about 3.6 s. We ar-
gue that such durations strike a good balance: they are long enough
to be noticeable by the patient, yet short enough to maintain usabil-
ity and safety in emergencies. Moreover, our prototype algorithms
(and cryptographic algorithms such as fuzzy primitives [67] and
PAKE [27]) can operate effectively on 32-bit Cortex-M microcon-
trollers, which closely resemble the capabilities of an IMD [41]. The
energy consumption for OOB key exchange based on 3 rotations
and 4 taps is about 16.6 and 4.3 mJ on our Arduino prototype, respec-
tively. Furthermore, our methods are compatible with consumer
devices like smartphones and tablets.

7.1 Security against side-channel attacks

The above security analysis assumes that the adversary is limited
to guessing only. Due to the use of bodily motions as secrets, our
proposed OOB channels inevitably emit a degree of visual and/or
auditory (for motion generated noises) side-channel information.
Hence, our protocol is vulnerable to advanced eavesdropping at-
tacks based on camera (using computer-vision techniques) or mi-
crophone. As a result, the entropy of the bodily motions may be
compromised to some extent.

Certainly, this vulnerability is not exclusive to our work; it is
a common issue in previous approaches on motion-based key ex-
change with IoT devices [2, 26, 27, 36, 59, 68], and OOB key ex-
change with IMDs, such as those using audio [19], vibration [24, 55],
and physiological signals [28, 46, 53].

Various defense strategies have been proposed for these works [4-
6, 16, 24, 27], and such strategies can also be adapted to our protocol.
For instance, attacks using microphones can be significantly atten-
uated by adding auditory masking signals to the external device
using an integrated speaker [4, 6]. Camera-based attacks can be
mitigated by conducting the key exchange in private settings, like
the clinic or patient’s home [26, 27]. Additionally, visual obfusca-
tion techniques, e.g., those using infrared light [16], could be added
into the external device to impair camera visibility of the user.

We emphasize that for our protocol, in the worst case, adversaries
capable of launching advanced side-channel attacks can compro-
mise the security only while the legitimate parties are present and
conducting the key exchange. In contrast, a potentially greater
threat is the possibility of an adversary silently injecting a key into
the patient’s IMD in daily life, a common vulnerability in previous
OOB-based IMD key exchange methods (see Section 3.2). Our use of
bodily motions inherently provides a robust defense against injec-
tion attacks. This way, patients in public areas (like crowded buses)
can feel more secure, as the risk of an adversary nearby attempting
to pair with their IMD is fundamentally restricted.

7.2 Main insights from our work

Our work can offer valuable insights for both research community
and medical device industry. Firstly, to our knowledge, we are the
first to point out a frequently overlooked issue in both academic
and industry circles: the lack of patient perception during the IMD
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key exchange process. Traditional methods often at most require
subtle body touch or soft sound/vibration, which may be vulnerable
particularly when the patient is in public places.

Secondly, our research suggests that using bodily motions can
effectively address this concern. Our empirical studies show that
the workload required for key exchange is minimal, and people may
be willing to engage with security measures for their IMDs. Note
that our work in this paper is preliminary, and there is significant
potential to further enhance the key exchange before considering
it in real life. For instance, future research could explore more
efficient methods for human involvement, such as completing the
tapping process by attaching the external device to the body and
tapping it with fingers. Furthermore, our prototypes (especially the
smartphone apps) can be refined to enhance usability.

7.3 Limitation

Our experiment did not recruit participants who were IMD pa-
tients due to ethics constraints of the institutions where the study
was conducted. Nevertheless, we believe our results already show
promise and provide insights into bodily motion-based IMD key
exchanges. Future work could involve collaboration with medical
domain experts, such as doctors, emergency workers, and medical
company representatives, to refine the key exchange process and
validate the techniques with actual IMD patients.

8 CONCLUSION

In this paper, we systematize previous approaches that use OOB
channels to exchange keys with IMDs, and show that they generally
have security limitations and other issues. We then develop a novel
IMD key exchange protocol, utilizing human bodily motions as
anew OOB channel. We further evaluate our protocol through a
user study. We hope that our work serves as a reference to reason
more systematically about the use of OOB channels together with
cryptographic protocols for key exchange in body area networks.
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