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Abstract
Suffix arrays are a data structure with numerous real-world applications. They are exten-
sively used in text retrieval and data compression applications, including query suggestion
mechanisms in web search, and in bioinformatics tools for DNA sequencing and matching.
This wide applicability means that algorithms for constructing suffix arrays are of great prac-
tical importance. The SA-IS algorithm is an efficient but conceptually complex suffix array
construction technique, and implementing it requires a deep understanding of its underlying
theory. As a critical step towards developing a provably correct and efficient implementation,
we have developed the SA-IS algorithm in Isabelle/HOL and formally verified that it is equiv-
alent to a mathematical functional specification of suffix arrays, a task that required verifying
a wide range of underlying properties of strings and suffixes. We also used Isabelle’s code
extraction facilities to extract an executable Haskell implementation of SA-IS, which albeit
is inefficient due to using lists and natural numbers rather than arrays and machine words,
demonstrates that our verified HOL implementation of SA-IS can be refined to an executable
implementation in its current form.

Keywords Formal Verification · Data Structures · Suffix Array Construction · SA-IS
Algorithm · Isabelle/HOL

1 Introduction

The suffix array [1] is an indexing data structure that stores all of the suffixes of a text
in lexicographical order, with each suffix represented by its location in the text. This data
structure is widely used in pattern matching problems in particular, as a space-efficient
alternative to the suffix tree. Indeed, the suffix array can completely replace a suffix tree
when augmented by additional data derivable from the text [2]. Importantly, the suffix array
can be constructed in time linear in the length of the input for texts drawn from constant-sized
alphabets [3–6].
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21 Page 2 of 38 L. Cheung et al.

One specific application of the suffix array is to compute the Burrows-Wheeler transform
(BWT) [7]. As suffix arrays can be constructed in linear time, the overall time cost for
computing the BWT is also linear. The BWT is an invertible data transformation that is
widely used in data compression, such as bzip2 [8], and in compressed text search [9],
most notably in bioinformatics where it is used for DNA analysis [10–13].

Even though the suffix array is widely used, no formal verification of a linear time con-
struction algorithm exists, with the only verification being of suffix array construction based
directly on generic string sorting (shown in Figure 1). This straightforward approach is only
suitable for moderate-length input texts, and for texts that do not contain long subsequence
repetitions. Important inputs such as genomes do not satisfy these requirements, and the
worst-case time complexity of O(n2 log n) for sort-based suffix array construction for an
input text of length n becomes infeasible once n reaches approximately 106 characters.

In this paper, we present a formal verification of the suffix array construction by induced
sorting (SA-IS) algorithm [5, 6] in Isabelle/HOL [14]. The SA-IS algorithm is a linear time
suffix array construction algorithm that is also very fast in practice. To demonstrate that the
embedding of the algorithm corresponds to executable code, we utilize Isabelle/HOL’s code
extraction features to produce an executable Haskell implementation, requiring only code
equation equivalence lemmas.

In detail, the contributions of this work are as follows:

• a specification of suffix arrays;
• an Isabelle/HOL embedding and verification of the SA-IS algorithm, including a formal-

ization of properties about sequences that the algorithm depends on;
• a Haskell implementation of the SA-IS algorithm extracted from the Isabelle/HOL

embedding; and
• a formalization of a lifting function that removes the assumption that all input sequences

must be terminated by a unique symbol that is smaller than any other symbol in the
sequence, which is a common assumption for many suffix array construction algorithms.

The remainder of the paper delivers on those goals. Section 2 provides definitions and the
necessary backgroundmaterial, and lays the foundation for the newwork. Section 3 describes
the SA-IS algorithm, and provides an overview of its worst case linear time analysis. The
correctness of the SA-IS method is then considered in detail in Sections 4 to 6, via a sequence
of definitions, lemmas, and theorems. Sections 7 and 8 respectively discuss the experience
that we built while constructing the proof, and summarize a range of related work. Finally,
Section 9 concludes our presentation.

2 ProblemDescription

This section first introduces key concepts relevant to suffix array construction in Section 2.2.
Building on those ideas, we then give a description of suffix arrays and their construction
in Section 2.3, with in-depth treatment available in the work of Crochemore et al. [[15],
Chapter 4] if desired. Finally, we provide a brief overview of the Isabelle/HOL theorem
prover in Section 2.4. For the reader interested in learning more about Isabelle/HOL and how
to use it, we recommend the books by Nipkow et al. [14] and by Nipkow and Klein [16].
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2.1 Notation

In this paper, different fonts are used to indicate whether a term is a function or variable, a
predicate, or a constant. In particular, functions and variables are italicized, predicates are
written in bold font, and constants, such as concrete letters or symbols from an alphabet,
are presented in typewriter font. Unless otherwise stated, the symbols S, S′ …, S′...′ are
used to represent lists or sequences that are inputs to a suffix array construction algorithm.
Similarly, the symbols � and �′ are alphabets or sets of symbols that elements of sequences
are drawn from, and these alphabets are finite and have a total ordering,meaning that these can
be monotonically mapped to a subset of the natural numbers, for example, the set containing
all numbers from 0 up to the size of the alphabet. Finally, the symbol SA is used for the suffix
array.

2.2 Problem Preliminaries

We consider finite sequences over an alphabet � that has a total ordering and a minimal
element. Letters a, b, c and so on are used to represent elements of � and might be indi-
vidual characters, or might be other symbols such as natural numbers. Sequences in �∗ are
represented as ordered lists of symbols. For example, given the alphabet � = {a,b,c,d},
aabdabb is one of the many possible sequences of length seven.

Given that the alphabet � is finite and ordered, � has a monotonic mapping to a subset of
the natural numbers. Moreover, we can infer an ordering on sequences drawn from �∗ with
the usual lexicographic rules as follows:

Definition 1 (Lexicographical Order, <lex)

[] <lex (y # ys) := true (1a)

(x # xs) <lex [] := false (1b)

[] <lex [] := false (1c)

(x # xs) <lex (y # ys) := (x ≤ y) ∧ (x = y −→ xs <lex ys) , (1d)

where x # xs is list/sequence the cons operation that inserts x at the start of the list/sequence
xs.

For suffix array construction, sorting suffixes of sequences is a key concern. A sequence
S of length n, denoted by |S|, contains n suffixes, with the i th of those suffixes, denoted
by S[i . . .], commencing at the i th position in S and extending to the last position in S
(inclusive), with the suffixes counted from zero to n − 1. For example, if S = aabdabb,
then S[2 . . .] = bdabb; and S[6 . . .] = b. By definition, S[0 . . .] = S for all sequences S.

Most algorithms for suffix array construction including SA-IS, and algorithms for com-
puting the BWT, further restrict the domain to valid sequences. A sequence is valid if it has
a single occurrence of a unique symbol, called a sentinel and denoted by $, that marks the
end of the sequence and that is the smallest symbol in �. For example, the null byte serves
this role for strings in C. The validity restriction is defined as follows:

Definition 2 (Valid Sequence)

valid S := ∃T . (S = (T @ [$])) ∧ ($ /∈ (set T )) ,

where xs @ ys is the concatenation of two lists/sequences xs and ys, and set xs turns the
list/sequence xs into a set containing all element of xs.
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Fig. 1 Pseudocode for a simple suffix array construction algorithm, with S the input sequence and SA the
computed suffix array

While this domain restriction might appear at first to limit the applicability of the algo-
rithms that will be introduced shortly, any finite and ordered alphabet � can be augmented
so that any sequence S ∈ �∗ is mapped to a valid sequence.

2.3 Suffix Arrays

The suffix array SA of a sequence S is an array of all the suffixes of S in sorted order with
respect to <lex, with suffixes economically represented by their locations in S. Hence, the
suffix array SA of a sequence S is a permutation of the |S| values [0 . . . < |S|], where
[m . . .< n] is the sequence of natural numbers from m up to but not including n. Moreover,
for all 0 ≤ i < j < |S|, we have S[SA[i] . . .] <lex S[SA[ j] . . .]. Formally, this axiomatic
characterization of a suffix array is defined as follows:

Definition 3 (Suffix Array Predicate) Given a sequence S and a list of indices SA, SA is a
suffix array of S, denoted by sa SA, iff

SA ∼ [0 . . .< |S|] ∧ sorted<lex (map (λi . S[i . . .]) SA) ,

where xs ∼ ys means that xs is a permutation of ys and sorted<lex is a predicate that checks
if a list is sorted w.r.t. lexicographical order (<lex).

Note that for any sequence, all of its suffixes have different lengths, meaning that there cannot
be ties in the suffix array ordering, and hence, each sequence only has one suffix array. For
example, the suffix array derived from the sequence S = aabdabb is given by SA =
[0, 4, 1, 6, 5, 2, 3], corresponding to the ordered suffixes [aabdabb,abb,abdabb,b,bb,

bdabb,dabb].
The ordering in the suffix array SA for a sequence S makes it particularly useful for

searching S for the existence of patterns. This is possible because in SA all of the suffixes of
S that share any particular common prefix are located in a contiguous block. Thus, the search
in S for a target pattern X mirrors a search in SA for a block of suffixes that all commence
with X . With the suffixes in sorted order, their prefixes are as well, and binary search can
be used. This means that locating all the instances of an m character pattern X in a static
n character text S can be achieved in O(m log n) time, once the suffix array SA has been
constructed. Note that in most situations the pattern is significantly smaller than the text, that
is, m 
 n, and hence the search cost will be sublinear in n.

This relationship with indexed pattern search means that suffix array construction is an
important problem, and a range of ways of constructing the suffix array of a sequence have
been invented. One obvious option is to explicitly compute all of the suffixes, and then apply
a string sorting algorithm to them. This approach, sketched in Figure 1, has the benefit of
being straightforward. However, it also has a high worst-case execution time cost, requiring
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O(n2 log n) time, with each of the O(n log n) string comparisons needed by a comparisons-
optimal sorting algorithm potentially requiringO(n) time when processing highly repetitive
sequences.

More efficient algorithms utilize alternative strategies that depend on the underlying fea-
tures of suffixes to reduce the number of string comparisons. Puglisi et al. [17] provide an
extensive survey of suffix array construction algorithms, categorizing each according to its
strategy. The SA-IS algorithm [5, 6] that is described in Section 3 falls into the recursive
category. Algorithms in this category adopt a common paradigm summarized as:

1. For the input sequence S, identify some subset of suffixes P that determine limits on the
possible ordering of the other suffixes.

2. Construct a sequence S′ whose suffixes correspond to the suffixes in P .
3. Recursively construct the suffix array of S′ to obtain the relative order of the suffixes in

P .
4. Sort the suffixes of S based on the ordered suffixes in P and other sequence/suffix

properties.

That last step is called induced sorting and is an approach also used in several other suffix
array construction algorithms [4, 18, 19]. Details of the SA-IS algorithm, the main focus of
this paper, are provided in Section 3.

2.4 Isabelle/HOL

Isabelle/HOL [14] is an interactive theorem prover for classical higher-order logic based on
Church’s simply-typed lambda calculus. Internally, the system is built on an inference kernel
that includes a small set of rules that are used to construct theorems that are established
through formal proofs, which are complex deductions that are ultimately machine-checked
through a small set of underlying rules. This approach, called LCF due to its pioneering
system [20], guarantees correctness as long as the inference kernel is correct. Isabelle/HOL
comes with a rich set of formalized theories, among which are natural numbers, sets, and
lists; together with a range of library functions for manipulating lists and sets; plus facilities
for handling type classes and polymorphism.

Proofs in Isabelle/HOL can be written in a style called Isabelle/Isar that is close to that of
mathematical textbooks. The user structures the key points of the proof, and then the system
fills in the gaps using automatic proof methods. Isabelle/HOL also supports locales, which
provide a method for defining local scopes in which constants are defined and assumptions
about them may be made. Theorems can be proven in the context of a locale and can use the
constants and depend on the assumptions of this locale. A locale can then be instantiated to
concrete entities if it can be demonstrated that those entities fulfil the locale assumptions.

Specifications in HOL within Isabelle/HOL can be semi-automatically translated to SML
[21], OCaml [22], Haskell [23] or Scala [24] programs via Isabelle/HOL’s code extraction
facilities [25]. The translation from Isabelle/HOL text to the target language is not purely
syntactic. The HOL specifications are first lifted, either automatically or with the help of
hints, to a higher-order rewrite system within the logic of Isabelle/HOL. The rewrite system
is then translated to the target language. Specifically, it is translated to the subset of the target
language that can be viewed as an implementation of a higher-order rewrite system.Assuming
that the final translation step is implemented correctly, the semantics of Isabelle/HOL text,
that is functions and definitions, will then be carried into the program in the target language.
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Fig. 2 The suffix types of the sequence S = yadayadayada$. Shaded values correspond to S-type suffixes,
each of which is lexicographically less than the suffix that occurs immediately after it. Unshaded values are
L-type suffixes, each of which is lexicographically greater than the suffix that occurs immediately after it

3 Calculating Suffix Arrays

The SA-IS algorithm [5, 6] is a linear time procedure for constructing suffix arrays that is
also very fast in practice. The central idea is that a core subset of suffixes is identified and
recursively sorted, based on which the order of the other suffixes can be induced. We first
introduce suffix properties that the SA-IS algorithm relies on and then describe the algorithm
itself.

3.1 Required Suffix Properties

Central to the operation of SA-IS is the core property that suffixes of a valid sequence can
be classified into two types.

Definition 4 (Suffix Type) For any valid sequence S and position i such that i < |S|:
• S[i . . .] is an L-type suffix iff S[i + 1 . . .] <lex S[i . . .] and S[i . . .] �= $,
• S[i . . .] is an S-type suffix if S[i . . .] <lex S[i + 1 . . .], and
• S[i . . .] is an S-type suffix if S[i . . .] = $.

From this definition, the last suffix is always anS-type suffix.Moreover, since a valid sequence
can never be equal to its first suffix, a suffix must always be either an L-type or an S-type.
For example, consider the valid sequence S = aabdabb$. Since S[3 . . .] = dabb$ is
greater than S[4 . . .] = abb$, we know that S[3 . . .] is an L-type. On the other hand,
S[1 . . .] = abdabb$ is an S-type as it is less than S[2 . . .] = bdabb$. The third case
means that S[7 . . .] = $ is an S-type. Figure 2 provides further examples of suffix types, now
for the sequence = yadayadayada$, an example that will be used through the remainder
of this section.

Several desirable properties follow from Definition 4, with the following being one of the
most vital:
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Theorem 1 (Lemma 2 from Ko and Aluru [4]) Let S be a valid sequence and let i and j be
natural numbers greater than or equal to 0 and less than |S|, such that S[i] = S[ j]. Further,
suppose S[i . . .] is an L-type suffix and S[ j . . .] is an S-type suffix. Then, S[i . . .] <lex

S[ j . . .].
This relationship means that it is possible to partition suffixes both by their starting symbol,
similar to a single pass of bucket sort, and by their corresponding suffix type; with all of the
L-type suffixes being at the beginning of each possible start symbol’s partition, and all of the
S-type suffixes being at the end of that same partition.

For example, consider the six suffixes in Figure 2 that start with the symbol a, at positions
1, 3, 5, 7, 9, and 11. Five of these are S-type suffixes, with the one at position 11 being the
only L-type suffix. From Theorem 1, it immediately follows that the suffix at position 11 is
less than the others. That is, position 11 must appear in the suffix array SA before any of the
other five positions.

In operational terms, a key aspect of the suffix type is that they can be computed efficiently
using an iterative scan from the end of the sequence to the beginning, applying these mutually
exclusive rules:

Definition 5 (Suffix Types Decision Procedure) Let S be a valid sequence, and let 0 ≤ i <

|S|. Then:
1. if i = |S| − 1 then S[i . . .] is an S-type suffix;
2. if S[i] < S[i + 1] then S[i . . .] is an S-type suffix;
3. if S[i] > S[i + 1] then S[i . . .] is an L-type suffix; and
4. if S[i] = S[i + 1] then S[i . . .] has the same suffix type as S[i + 1 . . .].
Rules 1–3 follow from Definitions 1, 4, and Rule 4 follows from the following:

Theorem 2 (Lemma 1 from Ko and Aluru [4]) For a valid sequence S and i < |S| − 1, if
S[i] = S[i + 1], then S[i . . .] and S[i + 1 . . .] have the same suffix type.

With the suffix type decision procedure and other relevant suffix type properties, it is
possible to sort the S-type suffixes in linear time if the order of the L-type suffixes is known,
and vice versa [4]. This approach, called induced sorting, is incorporated, and improved
upon, in the SA-IS algorithm. Only a subset of the S-type suffixes needs to be sorted, and
that subset can be guaranteed to contain at most half of the original suffixes. The suffixes
making up this subset are called LMS-type suffixes and are defined as follows:

Definition 6 (Definition 2.1 from Nong et al. [5]) For a valid sequence S and i > 0, the
suffix S[i . . .] is an LMS-type iff S[i . . .] is an S-type and S[i − 1 . . .] is an L-type.

Using the earlier example, where S = aabdabb$, we know S[4 . . .] = abb$ is an
LMS-type, since S[4 . . .] is an S-type suffix, and S[3 . . .] = dabb$ is an L-type suffix.

The SA-IS algorithm sorts the LMS-type suffixes by mapping them to a reduced sequence
and then recursively constructing a suffix array for the reduced sequence. To construct the
required mapping, the LMS-type suffixes need to be roughly sorted, which is also achieved
using an induced sorting approach. However, rather than sorting complete suffixes, this step
sorts prefixes and substrings of the suffixes, using a bespoke substring comparison ordering.
The prefixes, called LMS-prefixes, and substrings, called LMS-substrings, of suffixes are
defined as follows:

Definition 7 (LMS-prefix) For a valid sequence S and 0 ≤ i < |S|, let i ≤ j < |S| be the
next LMS-type location in S at position i or beyond, or |S| − 1 if no such LMS-type occurs.
Then the subsequence of S starting from location i up to j , denoted by S[i . . . < j], is the
i th LMS-prefix.
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Definition 8 (LMS-substring, Definition 2.2 fromNong et al. [5]) For a valid sequence S and
0 ≤ i < |S|, let i < j < |S| be the next LMS-type location in S strictly beyond i , or |S| − 1
if no such LMS-type occurs. Then the subsequence S[i . . .< j] is the i th LMS-substring.

Note that an LMS-prefix is either equal to the corresponding LMS-substring, or a one-
symbol prefix of it; and that the LMS-prefix of a non-LMS-type suffix is the same as its
LMS-substring. For example, for the set of suffixes shown in Figure 2, the zeroth LMS-prefix
of S is ya, and the first is a, while the zeroth LMS-substring of S is ya, and the first is ada.

The substring ordering comparisons are defined as follows:

Definition 9 (Substring Ordering, Definition 2.3 from Nong et al. [5]) Let S be a valid
sequence and suppose that the comparison is between a pair of LMS-prefixes or a pair of
LMS-substrings that start at positions i and j , respectively. Then the comparison is carried out
in a pairwise fashion, with elements being compared first w.r.t. to the alphabet ordering and
then suffix types are compared. That is, the kth pairwise comparison first compares S[i + k]
with S[ j + k]. If S[i + k] �= S[ j + k], then the substring comparison terminates with the
result of S[i + k] < S[ j + k]. Otherwise, it compares the suffix types of S at positions i + k
and j + k with L-types defined to be less than S-types. If these are also equal, then the
comparison proceeds to the next pair.

The substring ordering is defined in this way to ensure that an LMS-prefix of an L-type suffix
is less than an LMS-prefix of an S-type suffix if the two suffixes start with the same symbol.
The same also holds for LMS-substrings.

3.2 The SA-IS Algorithm

The SA-IS algorithm is presented in Figure 3, adapted from Nong et al. [5], Figure 1 . It
constructs the suffix array for a valid sequence S by recursively constructing the suffix array
of a smaller sequence S′ that is derived from the LMS-type suffixes. The ordering of the
LMS-type suffixes of S is obtained from the suffix array of S′. The ordering of the other
suffixes of S is then induced from the sorted LMS-type suffixes. This high-level description
indicates how the SA-IS algorithm depends on two core components: reducing the problem
from S to a smaller sequence S′ and induced sorting. These are explained in more detail
in the following subsections. Both the sequence reduction and induced sorting run in linear
time and |S′| is always guaranteed to be at most �|S|/2
, as this is the maximum number of
LMS-type suffixes that S can have. For |S| = n, this results in the recurrence relation

T (n) = T (�n/2
) + �(n) ,

whose solution is �(n). Hence, the SA-IS algorithm runs in linear time (and linear space)
for finite alphabets.

3.2.1 Sequence Reduction

The input sequence S is reduced to a shorter surrogate sequence S′ so that the LMS-type
suffixes can be ordered. That requires that the suffixes of S′ must correspond to the LMS-type
suffixes of S and that the mapping must preserve the lexicographical ordering of the S′
suffixes. This is achieved via the following observations:

1. From the definition of a suffix, the first occurring LMS-type suffix contains all the
LMS-type suffixes.
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Fig. 3 The SA-IS algorithm, adapted from Nong et al. [5], Figure 1, in which S is the input sequence, n = |S|
is the length of S, n′ is the number of LMS-type suffixes that occur in S, B is an array whose elements point to
symbol intervals/buckets over the suffix array that indicate where suffixes beginning with that symbol should
occur in the suffix array, and SA is the computed suffix array for S

Fig. 4 The sequence S = yadayadayada$ is reduced to a shorter surrogate S′ = BCBCA$ by: (1) taking
the first LMS-type suffix S1 = adayadayada$; (2)mapping it to a sequence of LMS-substrings of LMS-type
suffixes; and (3) mapping these LMS-substrings to their symbols in a new alphabet �′ = {$,A,B,C}, where
$ �→ $, ada$ �→ A, ada �→ B and aya �→ C. Locations of the LMS-types are shaded
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2. Each LMS-type suffix can be mapped to a sequence of LMS-substrings of LMS-type
suffixes, and this mapping is injective. An analysis of the form of an LMS-substring of
an LMS-type suffix shows that this mapping is monotonic, that is, preserves the lexico-
graphical ordering between LMS-type suffixes.

3. Since the LMS-substrings of the LMS-type suffixes can be sorted and there is a finite
number of them, a bijection between LMS-substrings of LMS-type suffixes and an ordered
alphabet �′ can always be found. Moreover, the bijective mapping is monotonic, where
the ordering on LMS-substrings is as described by Definition 9.

Using these observations, S′ is constructed as follows:

1. Take the first LMS-type suffix of S, denoted by S1.
2. Map S1 to its sequence of LMS-substrings of LMS-type suffixes of S.
3. Map each of the LMS-substrings to the corresponding symbol in the new alphabet �′.

That is, the i th LMS-type suffix of S is mapped to the i th suffix of S′, such that the lexicograph-
ical ordering is preserved. This is because using the same mapping described in observation
(2) on other LMS-type suffixes of S will produce sequences that are suffixes of S′

1, such
that the i th LMS-type suffix of S is mapped to the i th suffix of S′

1, which in turn means that
it is mapped to the i th suffix S′. Moreover, the mapping preserves ordering, meaning that
computing the suffix array of S′ is equivalent to sorting the LMS-type suffixes of S.

Figure 4 illustrates the reduction process applied to the sequence S = yadayadayada$
shown earlier in Figure 2. The distinct LMS-substrings in sorted order are $, ada$, ada$
and aya, and each is mapped to a symbol in a new alphabet �′. In the example, the mapping
is $ �→ $, ada$ �→ A, ada �→ B and aya �→ C respectively; with �′ = {$,A,B,C}. With
�′ having been computed, the first LMS-type suffix, which is located at position 1, can now
be transformed into S′, by parsing it into the sequence [ada,aya,ada,aya,ada$,$], and
then applying the mapping to generate S′ = BCBCA$.

While it is possible in extreme cases for the recursive reduction to proceed through S′,
then S′′, and so on, until a sequence S′...′ containing a single element is reached, the recursive
reduction can also terminate earlier if all the symbols in some reduced sequence are distinct
— that is, if all of the LMS-substrings of the LMS-type suffixes of the previous sequence are
distinct. The latter implies that they are strictly sorted, and hence, the LMS-type suffixes of
the previous sequence are sorted, which is precisely what the reduced problem was designed
to achieve.

3.2.2 Induced Sorting—Overview and Initialization

The induced sorting procedure inserts the L-type and S-type suffixes into the array in lex-
icographical order to produce the suffix array. This same procedure is also used to sort
LMS-substrings of the sequence in connection with the ordering in Definition 9 to produce
the approximate suffix array, which is used in the sequence reduction.

The induced sorting procedure can be in turn divided into three subroutines. The first,
denoted by insert_lms, inserts the LMS-types into the array in sorted order, initializing what
order the suffixes will be sorted with respect to. The second, denoted by induce_l, induced
sorts the L-types based on the order of the LMS-types. The third, denoted by induce_s,
induced sorts the S-types based on the order of the L-types. This, and the next two subsections,
address these three subroutines.

All three subroutines operate similarly when inserting suffixes into the suffix array. They
use a process that is intuitively like bucket sort. The array is partitioned into buckets where
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each bucket corresponds to one symbol in the alphabet, with the buckets ordered according
to the alphabet order. With this partitioning, a suffix that begins with the symbol x is then
only inserted into the bucket that corresponds to the symbol x . For example, all sequences
starting with the symbol a will occur in one contiguous block in the array, and this block
will occur before the block corresponding to the symbol b.

Each bucket is further partitioned into two sections, where the first section is for L-types
and the second section is for S-types. This is because, from Theorem 1, L-type suffixes are
lexicographically less than S-type suffixes if they start with the same symbol. This is also
the case for LMS-prefixes and LMS-substrings, according to the subsequence ordering in
Definition 9. Due to this, both insert_lms and induce_s fill buckets in back-to-front order,
while induce_l fills buckets in front-to-back order.

To ensure that the bucket creation and bucketing process is efficient, the alphabet�must be
finite and have a monotonic mapping to a subset of the natural numbers, where the sentinel $,
the smallest symbol in the alphabet, maps to 0. That way, the buckets can be computed by
doing two linear passes over the sequence S, where the first computes the frequency of each
symbol in S, and the second computes the cumulative sum of those frequencies. The resulting
buckets can then be stored in an array B that is treated like a key-value store, with the keys
being natural numbers that correspond to symbols in the alphabet and the values either being
the start of the buckets, in the case of induce_l, or the end of the buckets, in the case for
insert_lms and induce_s. The B array also indicates where the next free location in the
suffix array to do an insert and this is updated accordingly by the induced sorting subroutines.

The first subroutine insert_lms takes an array of LMS-types as input and returns an array
with those LMS-types inserted into their designated buckets. Moreover, the relative order
of the LMS-types starting with the same symbol is maintained, as specified by the input
array, within each bucket. That is, if the LMS-types that begin with the symbol x are listed
in a particular order in the input array, these will occur in that same order in the bucket
corresponding to the symbol x . This means that when induced sorting suffixes, insert_lms
requires the LMS-type suffixes to be listed in sorted order in the input array so that it can insert
these into the suffix array in sorted order (w.r.t. lexicographical order). When induced sorting
LMS-substrings, insert_lms inserts LMS-prefixes of LMS-type suffixes into the approximate
suffix array in sorted order (w.r.t. Definition 9). In this case, the LMS-prefixes can be listed
in the input array in any order as an LMS-prefix of an LMS-type suffix consists only of the
first symbol of that suffix, thus meaning that the LMS-prefixes starting with the same symbol
in the input array will always be listed in sorted order.

3.2.3 Induced Sorting— L-types

The second subroutine induce_l, takes the output of insert_lms and inserts all the L-types
into that array, placing L-types at the front of their respective buckets. When induced
sorting suffixes, the L-type suffixes will be in lexicographical order. When induced sort-
ing LMS-substrings, the LMS-prefixes of L-type suffixes will be sorted, and hence, the
LMS-substrings of L-type suffixes will be sorted, as LMS-prefixes of non-LMS-type suf-
fixes are also LMS-substrings.

The induce_l subroutine, shown in Figure 5, iterates over the array from the beginning
to the end, inserting the current suffix’s predecessor into its corresponding bucket if the
predecessor is an L-type. To ensure that an L-type is inserted in the correct location in
its bucket, the B array is used to store pointers to the next free position for each bucket.
Initially, these are set to point to the start of each bucket, that is, for the symbol c ∈ �,
B[c] = ‖{k | k < |S|∧ S[k] < c}‖, where ‖A‖ is the cardinality of the set A. After an L-type

123



21 Page 12 of 38 L. Cheung et al.

Fig. 5 The induced sorting subroutine for L-types, where S is the sequence; ST is an array containing the
suffix types; B is an array of pointers to the next free position in a bucket towards the front that is initialized
to point to the start of each bucket, that is, B[c] = ‖{k | k < |S| ∧ S[k] < c}‖ for all c ∈ �; and SA is the
suffix array

Fig. 6 Induced sorting the L-type suffixes from the LMS-type suffixes of the sequence S = yadayadayada$.
The procedure occurs from top to bottom, starting from S[12 . . .], then to S[11 . . .], S[9 . . .], and so on, finishing
with S[0 . . .]. The LMS-type suffixes are shaded, the arrows indicate where an L-type suffix is inserted and
from which suffix this was from, and the labeled brackets on the side signify the buckets, managed by the
array B

is inserted into a bucket, the pointer corresponding to that bucket is incremented, pointing to
the next free position.

Intuitively, the subroutine maintains the invariant that everything inserted so far is sorted.
This is because scanning from the beginning to the end inserts the predecessors of smaller
suffixes first. These will always be smaller than predecessors of subsequent suffixes that start
with the same symbol, as both lexicographical order and Definition 9 have the property that
the sequence x # xs is less than the sequence x # ys iff xs is less than ys.
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Fig. 7 Pseudocode for the induced sorting subroutine for S-types, where S is the sequence; ST is an array
containing the suffix types; B is an array of pointers to the next free position in a bucket that is initialized to
point at the end of each bucket (exclusive), that is, B[c] = ‖{k | k < |S| ∧ S[k] ≤ c}‖ for all c ∈ �; and SA
is the suffix array

Figure 6 demonstrates the induced sorting for L-type suffixes of the sequence
S = yadayadayada$. On the left are the LMS-type suffixes that have been inserted into
their buckets in lexicographical order, and this is the result of the previous subroutine for
inserting LMS-types. To the right of these are the L-type suffixes that are inserted by iterat-
ing over the array from lexicographic smallest to lexicographic largest (top to bottom in the
diagram).

For example, starting from S[12 . . .] = $, S[11 . . .] = a$ is inserted, as indicated by the
arrow. Going to the next suffix in the array, which happens to be S[11 . . .], S[10 . . .] = da$
is inserted. Then going to the next, which is S[9 . . .] = ada$, S[8 . . .] = yada$ is inserted.
This continues until the last suffix in the array is reached.

Note how each insertion maintains the sorted order. For example, S[10 . . .] = da$
occurs before S[6 . . .] = dayada$, as it is lexicographically smaller. This occurs because
S[11 . . .] = a$ is both lexicographically smaller and it is encounteredbefore S[7 . . .] = ayada$.

3.2.4 Induced Sorting— S-types

The third subroutine induce_s, takes the output of induce_l and inserts all the S-types
into that array, placing them at the end of their respective buckets in sorted order. If the
LMS-substrings of L-type suffixes in the output of induce_l are lexicographically sorted,
then all the LMS-substrings of the sequence will be in sorted order, once the induce_s
subroutine has finished executing. Hence, if the L-type suffixes in the output of induce_l are
lexicographically sorted, the output of induce_s will be the suffix array.

The induce_s subroutine, shown in Figure 7, is very similar to the induce_l subroutine.
However, it instead iterates over the array from the end to the beginning, inserting the current
suffix’s predecessor into the next free position of its respective bucket if the predecessor
is an S-type. The next free position is similarly maintained by the array B. However, in
this subroutine, they are initialized to the end of each bucket, that is, for the symbol c ∈ �,
B[c] = ‖{k | k < |S| ∧ S[k] ≤ c}‖, and are decremented after each insertion.

The rationale behind induce_s is similar to that of induce_l. However, instead of inserting
from smallest to largest, the opposite happens. One major difference though is that the suffix
corresponding to the sentinel, which is also an S-type, is not inserted by this subroutine. It is
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Fig. 8 Induced sorting the S-type suffixes from the L-type suffixes of the sequence S = yadayadayada$.
The procedure proceeds frombottom to top, starting from S[0 . . .], then to S[4 . . .], S[8 . . .], and so on, finishing
with S[12 . . .]. The LMS-type suffixes are shaded, the arrows indicate where an S-type suffix is inserted and
which suffix it came from, and the labeled brackets on the side scope the buckets

the LMS-type insertion subroutine that inserts this into its bucket, and the induce_l and the
induce_s subroutines do not modify its placement.

The example shown in Figure 8, demonstrates the induced sorting subroutine for S-type
suffixes of the sequence S = yadayadayada$. On the left are the L-type suffixes, which
are inserted in sorted order by the induced sorting subroutine for L-types. The array is scanned
from the largest to smallest lexicographically, from bottom to top in Figure 8, inserting the
S-type suffixes, which are shaded.

For example, S[0 . . .] = yadayadayada$ is checked first, however, since it has no
predecessor, nothing is inserted. The next suffix checked is S[4 . . .] = yadayada$ and
from this, S[3 . . .] = ayadayada$ is inserted, as indicated by the arrow. The next suffix
is S[8 . . .] = yada$, and so S[7 . . .] = ayada$ is inserted. This continues until the start
of the array is reached. As already noted, the placement of the last suffix S[12 . . .] = $ is
neither modified by the induced sorting of L-types nor that of S-types. This is indicated by
being on the left in both Figure 6 and Figure 8, where being on the left signifies not being
inserted by the subroutine.

As with the induced sorting of the L-types, the induced sorting of the S-types maintains
the sorted order. For example, S[3 . . .] = ayadayada$ occurs after S[7 . . .] = ayada$,
meaning that it was inserted before, and hence is lexicographically greater. This is because
S[4 . . .] = yadayada$ is lexicographically greater than andoccurs after S[8 . . .] = yada$.

3.3 Summary

The SA-IS algorithm is a linear time algorithm for constructing suffix arrays that is also
very fast in practice. It can also be used to construct the BWT in linear time, as the BWT
can be constructed from a suffix array in linear time. The SA-IS algorithm has features
that are also present in several other suffix array construction algorithms. These include
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Fig. 9 The Isabelle/HOL embedding of the SA-IS algorithm

categorizing suffixes into different types and induced sorting. If these were verified, both the
implementations and proofs could be reused (or at least some parts) in the implementations
and verifications of the suffix array construction algorithms that also have these features [4,
18, 19].

This section has described the SA-IS algorithm and provided intuitive explanations for its
various subroutines. These informal descriptions have been based more on rhetoric than on
careful logic. What is required now — to provide absolute certainty in operational settings
— is a formal specification and proof of correctness. We do just that in the next sections.

4 An Outline of the Formal Development

This section provides a brief overview of our formalization and total correctness proof of the
SA-IS algorithm in the Isabelle/HOL theorem prover. Later sections dive into more detail and
provide key insights and challenges. The complete Isabelle/HOL formalization is publicly
available in Isabelle’s Archive of Formal Proofs [26].

4.1 Formally Specifying and Embedding the SA-IS Algorithm

To formally verify the SA-IS algorithm, we first had to define the functional correctness
specification and embed the algorithm in Isabelle/HOL. Both were straightforward to define
given that index and suffix locations can be modeled as natural numbers and sequences and
arrays can be modeled as lists. Moreover, since the elements of these sequences and arrays
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Fig. 10 General loop combinators in Isabelle/HOL for repeated application of a function to an accumulator
for up to n many iterations, where repeatatm also permits early termination

are drawn from finite, linearly ordered alphabets, these are also modeled as natural numbers,
and hence, only lists of natural numbers are used in the formalization (at least for the core
part of the formalization).

The functional correctness specification consists of two parts: termination and sound-
ness of the result of the suffix array construction. Termination is handled automatically
by Isabelle/HOL, as Isabelle/HOL automatically generates domain predicates, which indi-
cate what values the function terminates for, whenever a function is defined. We utilize
Isabelle/HOL embeddings of Definitions 2 and 3, which are just transliterations of these
definitions, to define the soundness of suffix array construction as:

Definition 10 (Soundness of Suffix Array Construction on Valid Lists of Naturals) A suffix
array construction function f , that takes as input a list of natural numbers, is sound iff

∀S. valid S �⇒ sa ( f S) .

To keep the underlying theories general, that is, not specific to the SA-IS algorithm, we
define an Isabelle/HOL locale for suffix array construction with Definition 10 as the locale
assumption, thereby enabling us to rely on existing theories and ease structuring of new
theories in a general manner to maximize future reuse.

The SA-IS algorithm is implemented as a recursive function in Isabelle/HOL. This func-
tion, sais, presented in Figure 9, is largely a transliteration of the algorithm description,
shown in Figure 3. It has a few differences, such as the addition of the base cases for the
recursion, shifting the bucket pointer array B definition from the top level function sais into
the induced sorting function induce, and the introduction of additional lists, Q and R shown
in Figure 9, that are used to store the locations of LMS-substrings suffixes after they have
been sorted w.r.t. the substring ordering and w.r.t. lexicographical ordering, respectively. In
addition to this, functions, such as induce_l and induce_s that induced sort L-types and
S-types, are transformed into functional programs using a loop combinator, developed in
previous work [27]. The loop combinator repeat , shown in Figure 10, simply repeatedly
applies a function f to an accumulator acc with an observer argument obsv n many times.
Note that repeat is defined using a more general loop combinator, repeatatm, that permits
early termination. With repeat , functions like induce_l can then be implemented as step
functions that are just the bodies of the loop, as shown in Figure 11.
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Fig. 11 The step function that implements one iteration of the induce_l function, that is, the loop body of
Figure 5

4.2 Formally Verifying the Correctness of SA-IS

Theverification of theSA-IS algorithmnecessitated formalizing a substantial amount of back-
ground theory. This included general properties about orders, lists, and monotonic functions
that are useful additions to the existing theories found in Isabelle/HOL’s standard library. The
background also included properties that are specific to the context of verifying the SA-IS
algorithm, such as an alternative lexicographic order, which as we will see, was convenient
to use for formalization purposes. Section 5 provides an overview of such key definitions
and theorems that are specific to SA-IS. This also included suffix type properties that were
informally presented in Section 3.1.

The verification of the SA-IS algorithm itself involved proving that the Isabelle/HOL
embedding of the algorithm, sais, terminates, and that it is sound with respect to the formal
specification. These are presented in more detail in Section 6. Note that termination had to
be proved manually because this depends on suffix type properties. The soundness proof,
which is the major component of the verification, was proved in two steps, as displayed in
Figure 12. The first step is the definition and proof of soundness w.r.t. Definition 10 for an
abstract version of the SA-IS algorithm. The second step is an equivalence proof between
the abstract version and sais.

We defined and verified an abstract embedding, denoted by abs_sais, to simplify the
verification. The embeddings simplify the verification because it forgoes the efficient suffix
type pre-computation (Definition 5) and queries and instead uses the mathematical suffix
type definition. Due to this, the embeddings of induced sorting and reduced alphabet creation,
which are the core procedures in the SA-IS algorithm, were simplified. Note that even with
these simplifications, this section of the verification required most of the proof effort.

We verified that the SA-IS algorithm embedding, sais, is correct by proving that this is
equivalent to the abstract embedding abs_sais for valid lists. The proof is not particularly
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Fig. 12 A visualization of the approach taken to prove soundness w.r.t. to the formal specification (Definition
10 from Section 4.1) for the SA-IS algorithm. Boxes represent specifications and embeddings and arrows
represent proofs, with double-ended arrows meaning equivalence

complex, relyingmostly on induction on the arguments of sais/abs_sais, term rewriting, and
on the correctness of the suffix type pre-computation (Definition 5), denoted by get_t ypes
in the formalization. The correctness theorem for get_t ypes itself was not too difficult to
prove as it closely resembles the intuitive argument described in Section 3.1, and hence, was
largely an exercise in translating these arguments into Isabelle/HOL syntax.

As mentioned in Section 2.2, algorithms, such as SA-IS, assume that the input sequence
is valid. We demonstrate in Section 6.5 that the validity assumption can be removed by
providing a lifting function that given any alphabet and sequence augments them into ones
that obey the validity condition. The resulting suffix array on the augmented sequence can
then be easily transformed into a suffix array of the original sequence. This demonstrates that
such augmentation and transformation is always possible, and hence, results in a mechanized
proof of total correctness for a more general algorithm than the one established in the original
paper. Namely, an algorithm that works for any list drawn from a linearly ordered alphabet
with a bottom element.

4.3 Haskell Extraction

As a final step, we demonstrate that our algorithm can be extracted to Haskell using
Isabelle/HOL’s built-in facilities with minimal effort. The Haskell implementation, albeit
inefficiently, can be executed to construct suffix arrays for valid lists of natural numbers, thus
demonstrating that whatwe have verified can be refined to an executable implementation. The
implementation is inefficient because it still uses lists and natural numbers rather than arrays
and machine words. This means that indexing and arithmetic operations are not executed in
constant time, thus making the implementation inefficient. Note that this code extraction step
is merely a sanity check and is not meant to produce an efficient implementation. While the
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latter is important and will be investigated in future work, it is an orthogonal problem to the
aim of this paper, which is to verify the correctness of the SA-IS algorithm.

5 Formalizing Underlying Properties

To prove the correctness of the SA-IS algorithm, the underlying theory about sequences and
suffixes from Sections 2.2 and 3.1, respectively, is first formalized.

Formalizing properties about sequences, that is, lists, is straightforward because there is an
existing definition of lexicographical order on lists in Isabelle/HOL.Moreover, this definition
satisfies the assumptions of the total order locale, calledlinorder. Thismakes it possible to
instantiate the locale with this definition of lexicographical order, and hence, provides access
to numerous useful theorems about linear orders instantiated with lexicographic order. The
validity predicate can essentially be defined as shown in Definition 2.

Formalizing suffix properties, however, is much more difficult. This is because both the
suffix type and the subsequence comparison functions (Definitions 4 and 9, respectively),
as defined by Nong et al. [5], are partial. Neither function is defined for sequences that do
not satisfy the validity requirement. Moreover, the suffix type is not defined for indices that
are out of bounds. Partial functions are not ideal for formal reasoning, as various theorems
that are automatically generated for total functions either must be proved manually or are
no longer true. To solve this, both the suffix type and subsequence comparison definitions
need to be modified in such a way that makes them total while still preserving their current
behavior.

Another issue is that the subsequence comparison (Definition 9) is only defined when both
its arguments are a subsequence of the same sequence. That is, a subsequence of a sequence
S and a subsequence of a sequence T are incomparable if S �= T according to Definition 9.
Hence, the subsequence comparison function is a ternary operator. Since most of the proofs
depend on properties about total orders, it makes sense to try to show that the subsequence
comparison satisfies the linorder locale assumptions, and hence, is an instance of a total
order. However, this means that the subsequence comparison needs to be transformed into a
binary comparison between arbitrary sequences.

Note that alternatively, all the necessary total order properties for Definition 9 could
be manually proved, however, this would complicate the verification as well as future-
proof maintenance. Moreover, as the formalization extensively relies on properties from
the linorder locale, including some that are not in the existing Isabelle/HOL library,
adapting the formalization to use an instance of the linorder locale meant that various
new reusable properties could be added to the context of this locale, rather than proving them
for a custom comparison function that is specific to the suffix array context.

The solution to both issues of partiality of definitions and that Definition 9 is a ternary
operator is to replace the lexicographical comparison in the suffix type definition and the
subsequence comparison (Definition 9) with the following comparison function.

Definition 11 (Alternative Lexicographical Order)

[] <lex′ (y # ys) := false (2a)

(x # xs) <lex′ [] := true (2b)

[] <lex′ [] := false (2c)

(x # xs) <lex′ (y # ys) := (x ≤ y) ∧ (x = y −→ xs <lex′ ys) . (2d)
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This new comparison function is total, which is demonstrated in the formalization by proving
that it is an instance of the linorder locale. The rest of this section describes this new
comparison function and its implication on the background theory, specifically, why it can
replace the standard lexicographical order used in the suffix type definition and why it can
replace the subsequence comparison (Definition 9).

Definition 11 (<lex′ ) is almost the same as the classical lexicographical order (<lex), except
that it differs when the first list is a prefix of the second. In this case, rather than returning
true, as the classical version would, it returns false. This results in scenarios such as a being
greater than aa. Interestingly, both lexicographical comparison functions produce the same
result when the lists being compared are both valid. Since this is always the case when <lex

is used in the SA-IS algorithm, it can be replaced by <lex′ without altering the outcome of
the algorithm. Moreover, <lex′ satisfies all the requirements for a total order, and hence, all
the theorems in the linorder locale are also applicable to <lex′ .

An important property about <lex′ is that any non-empty list is less than the empty list,
which means that the list S = $ is less than the empty list. This behavior is exactly what is
required by the suffix type definition, as described earlier in Definition 4, and so the suffix
type can be defined using <lex′ , removing the valid list requirement and the special case for
S = $.

Definition 12 (List Type) A list S is an L-type iff S[1 . . .] <lex′ S, and is an S-type iff
S <lex′ S[1 . . .].
The above definition is referred to as list type rather than suffix type because it no longer
depends on the suffix position argument. Note that suffix type and list type are interchangeable
as the suffix type of list S at position i is the same as the list type of the suffix S[i . . .], and
the list type of a list S is the same as the suffix type of S at position 0.

The list type definition results in two useful properties. The first is the generalization
of theorems, such as Theorem 1 and Theorem 2. The second is that LMS-prefixes and
LMS-substrings have the same list type as their corresponding suffix. These two properties
can then be used to show that for every input that the subsequence comparison (Definition
9) is defined for, <lex′ is equivalent to it, and hence, the subsequence comparison (Definition
9) can be replaced by <lex′ without affecting the result of the SA-IS algorithm.

Replacing <lex with <lex′ and suffix type with list type in Theorem 1 and Theorem 2,
eliminates the validity requirements. Furthermore, for Theorem 1, the two lists need not be
suffixes of the same list. The generalized theorem of Theorem 1 and a sketch of its proof is
shown below.

Theorem 3 (List Type Ordering) Let S and T be lists that start with the same symbol. If S
is an L-type and T is an S-type, then S <lex′ T .

Proof Suppose S and T start with the symbol a. In the case that T is a prefix of S, the theorem
follows from the definition of <lex′ . Otherwise, from the list type definition, the list can be
written as S = as @ xs @ b # bs and T = as @ ys @ c # cs, where as is the non-empty list
consisting only of the symbol a, xs and ys are potentially empty lists that consist only of a,
b is the symbol where a > b, c is the symbol where a < c, and bs and cs are potentially
empty lists. The proof then follows from case analysis of the values of xs and ys.

• Case 1: |xs| = |ys|. The comparison between S and T reduces to comparing b and c.
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• Case 2: |xs| < |ys|. Since the list ys consists of only a’s, the comparison reduces to
comparing b with a. As b < a, then S <lex′ T .

• Case 3: |xs| > |ys|. Likewise, since the list xs only consists of a’s, the comparison
simplifies to comparing a with c. As a < c, then S <lex′ T

��
Both the LMS-substrings and LMS-prefixes of a list have the same list types as the list.

The two theorems and proofs are similar, and so, only the theorem for LMS-substrings is
presented.

Theorem 4 (List Type of LMS-substrings) Let S be a list and i be an index, where i < |S|.
Then the list type of the LMS-substring corresponding to the i th suffix is equal to the list type
of the i th suffix.

Proof There are two cases, either S[i…] is an S-type or it is an L-type.

• Case 1: S[i…] is an S-type. If there is no LMS-type at any position after i , then
the LMS-substring is the same as the suffix and hence is an S-type. Otherwise, the
LMS-substring is of the form xs @ [x, y] @ ys, where xs @ [x] is a non-decreasing
list with xs being potentially empty, x and y are symbols such that x < y, and ys is a
potentially empty list.

– Case 1.1: xs is empty. Since x < y, then the LMS-substring is an S-type.
– Case 1.2: xs is not empty. Then each element of xs @ [x] is less than or equal to its

subsequent element. Since x < y, the combined list must be an S-type.

• Case 2: S[i…] is an L-type. Then the LMS-substring is of the form xs @ [x, y], where
xs@ x is a non-increasing list with xs being potentially empty, and x and y are symbols
such that x > y.

– Case 2.1: xs is empty. Then [x, y] is an L-type because x > y.
– Case 2.2: xs is not empty. Then each element of xs @ [x] is greater than or equal to

its subsequent element. Since x > y, the combined list must be an L-type.

��
From Theorem 3 and 4, it follows that LMS-substrings of L-type suffixes are less than

LMS-substrings of S-type suffixes w.r.t. <lex′ , for LMS-substrings starting with the same
symbol, as LMS-substrings have the same list type as their corresponding suffix (Theorem
4), and L-type lists are less than S-type lists for lists starting with the same symbol (Theorem
3) w.r.t. <lex′ . This result is exactly what Definition 9 wishes to enforce, and hence, can be
replaced with <lex′ .

With the necessary underlying properties formalized, the SA-IS algorithm can now be
verified.

6 Formally Verifying the SA-IS Algorithm

This section provides a more in-depth description of the verification of the SA-IS algorithm
that was summarized in Section 4.2, with Section 6.1 describing the soundness proof of
the abstract embedding abs_sais; Section 6.2 describing the equivalence proof between
the abs_sais and the embedding of the SA-IS algorithm, sais; Section 6.3 describing the
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Fig. 13 The abstract Isabelle/HOL embedding of the SA-IS algorithm

termination proof; and Section 6.4 describing the composition of these proofs to obtain total
correctness of the SA-IS algorithm. Finally, this section is completed by Section 6.5, which
is a small extension to generalize the SA-IS algorithm to non-valid sequences.

6.1 Formally Verifying the SA-IS Abstract Embedding

The abstract embedding abs_sais, shown in Figure 13, is very similar to the concrete
embedding, shown in Figure 9. However, the suffix types are no longer pre-computed
and instead, suffix type queries, which occur in abs_extract_lms, abs_induce and
abs_rename_mapping, are computed using the definition whenever required. Moreover,
additional array indexing checks are added to abs_induce and its subroutines, as these have
intricate array updates. All of these changesmake the verification easier by shrinking theorem
statements and pruning cases.

The soundness of abs_sais is proved in two steps. First, abs_sais is shown to satisfy the
permutation component, that is:

valid S �⇒ (abs_sais S) ∼ [0 . . .< |S|] .
Then, using this fact, we show that it satisfies the sorted component,

valid S �⇒ sorted<lex (map (λi . S[i . . .]) (abs_sais S)) .

The proofs of both components depend on the correctness of each subroutine of abs_sais,
which informally are as follows:

• The abs_extract_lms function is correct if it extracts all LMS-type suffix locations from
a list of suffix locations, where suffix locations are represented as natural numbers.
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• The abs_induce function is correct if induced sorts the suffix locations based on the
ordering of the given LMS-type suffix locations. Concretely, this means that it produces a
list of suffix locations that is a permutation of [0 . . .< |S|] and these are ordered according
to the LMS-substring ordering w.r.t.≤lex′ . Moreover, if the LMS-type suffix locations it is
given are ordered according to suffix ordering w.r.t. ≤lex′ , then the list of suffix locations
will also have the same ordering. Note that abs_induce is just the sequential application
of the functions abs_insert_lms, which initially inserts the LMS-types at locations in the
list according to their starting symbol, abs_induce_l, which induced sorts the L-types
based on the order that the LMS-types, and abs_induce_s, which induced sorts the
S-types based on the order of the L-types.

• Theabs_rename_mapping function is correct if it produces themapping fromLMS-type
suffix locations to the rank of its LMS-substring, where the rank is a natural number that
represents how many LMS-substrings of LMS-type suffixes it is larger than.

• The rename_string function is correct if it produces a reduced list S′, where the i th

LMS-type suffix of S maps to the i th suffix of S′ and the i th LMS-type suffix of S is less
than the j th LMS-type suffix of S iff the i th suffix of S′ is less than the j th suffix of S′.

• The order_lms function is correct if it maps the suffix array of S′ to a list of LMS-type
suffixes of S preserving the ordering.

Of these, the functions abs_extract_lms, rename_string and order_lms have very simple
definitions, as these are just calls to f ilter and/ormap, and functional correctness specifica-
tion, and hence, have very simple correctness proofs, and so, these are not presented here for
brevity. The functions abs_induce and abs_rename_mapping have more intricate func-
tional correctness specifications with abs_induce also having a more intricate definition,
and so, have much more difficult correctness proofs. These are described briefly below.

For the abs_induce function, we proved three separate theorems. One for the permutation
component and two for different sorting components. For the permutation component, we
proved the following:

Theorem 5 (Induced Sorting Permutation) If a valid list S has more than one element, then:

distinct xs ∧ set xs = {i ∈ N | is_lms S i} �⇒
(abs_induce S xs) ∼ [0 . . .< |S|] ,

where is_lms S i is a predicate that returns true if S[i…] is an LMS-type suffix of S and false
otherwise.

Proof The proof of the above reduces to proving that each of its subroutines abs_insert_lms,
abs_induce_l and abs_induce_s correctly insert all the LMS-type, L-type and S-type suf-
fix locations, respectively, into the appropriate regions of their respective buckets, where a
suffix’s bucket is the one that matches its starting symbol. This was achieved by showing
that each of the subroutines established and maintained invariants, such as the distinctness of
inserted items, and that items are only inserted in their intended bucket regions. From these,
we showed that no duplicates were inserted and that the suffix locations were inserted in the
correct places in the list.

For the abs_insert_lms subroutine, we defined a version with ghost state that had a list
of what had been inserted and a list of what still needed to be inserted. We then proved as an
invariant that the concatenation of these lists contained of all the LMS-type locations, and that
after abs_insert_lms completed, the list for what still needed to be inserted would become
empty, thus implying that all LMS-type locations had been inserted. Finally, the two ghost
state and non-ghost state versions were shown to be equivalent.
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For abs_induce_l and abs_induce_s subroutines, we proved that these maintain invari-
ants about what suffix locations were inserted. Specificallyi, if a suffix location x is in the
list, then x + 1 must also be in the list, assuming that x + 1 is a valid suffix location, and
that x − 1 is also in the list if x �= 0 and if the location where x occurs in the list has already
been iterated over. These and the other invariants are then used in a proof by contradiction,
showing that all L-type and S-type suffix locations must have been inserted.

Using the fact that all suffix locations inserted were distinct, were inserted in their desig-
nated locations, and all suffix locations were inserted, it then follows that the abs_induce
function produces a permutation of [0 . . .< |S|]. ��

To prove that abs_induce sorts LMS-substrings, we show the following:

Theorem 6 (Induced Sorting LMS-substrings) If a valid list S that more than one element,
then:

distinct P ∧ set xs = {i ∈ N | is_lms S i} �⇒
sorted≤lex′ (map (λi . abs_lms_slice S i) (abs_induce S P)) ,

where abs_lms_slice S i returns the LMS-substring at position i in S.

Proof The proof of the above reduces to proving that each subroutine of abs_induce main-
tains an invariant about inserting suffix locations in sorted order, as described in Sections
3.2.2 to 3.2.4, and these were proved using the invariants utilized in Theorem 5 and Theorems
3 and 4 to show that the ordering is preserved between L-type and S-type LMS-substrings.

��
A similar proof is also used to show that abs_induce sorts suffixes, that is:

Theorem 7 (Induced Sorting Suffixes) If a valid list S has more than one element, then:

distinct R ∧ set R = {i ∈ N | is_lms S i} ∧ sorted≤lex′ (map (λi . S[i . . .]) R) �⇒
sorted≤lex′ (map (λi . S[i . . .]) (abs_induce S R)) .

For the abs_rename_mapping function, we show that it constructs the mapping from
LMS-substrings of LMS-type suffixes to the new alphabet, preserving the LMS-substring
orderingw.r.t.≤lex′ . In our formalization, each LMS-substring is mapped to a natural number,
whichwe refer to as its rank, that represents howmany LMS-substrings of LMS-type suffixes
are smaller than it w.r.t. <lex′ . Mathematically, the rank function is defined as follows:

Definition 13 (Rank) Given a comparison function < and a set X , the rank of value x is
defined as follows:

rank< X x = ‖{y | y ∈ X ∧ y < x}‖ .

If X is finite and < is transitive and irreflexive, then the function rank will be monotonic.
The abs_rename_mapping function constructs the mapping by iterating over a sorted

list of LMS-substrings with an accumulator that is initialized to 0. During each iteration, the
current element is mapped to the current accumulator. In addition to this, the current element
is compared with the next element. If they are equal, the accumulator remains unchanged,
otherwise, the accumulator is incremented by one. The mapping is then stored in a list.

The correctness theorem for abs_rename_mapping is then as follows:
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Theorem 8 (Correctness of the New Alphabet Mapping)

distinct Q ∧ sorted≤lex′ (map (λ j . abs_lms_slice S j) Q) ∧ i ∈ set Q ∧ i < |S| �⇒
(abs_rename_mapping S Q)[i]

= rank<lex′ {abs_lms_slice S j | j ∈ set Q}) (abs_lms_slice S i) ,

where abs_lms_slice computes the LMS-substrings.

Proof The above is proved by generalizing the abs_rename_mapping function so that it
initializes the accumulator to some arbitrary value k, and then we show, by induction on the
list of natural numbers Q, that each LMS-substring of an LMS-type suffix is mapped to its
rank plus k. The proof of the two base cases, when Q is empty and when it is a singleton list,
follows from the generalized definition of abs_rename_mapping and Definition 13. In the
inductive case, where Q = a # b # Q′, we have two inductive hypotheses. One for when the
LMS-substrings at a and b are equal and one for when this is not the case. Hence, we prove
the inductive case using these cases.

In the first case, where the LMS-substring at a is equal to the LMS-substring at b, their
ranks will be both equal to 0, due to the sorted assumption. Moreover, the accumulator in
abs_rename_mapping will not be incremented after comparing the two LMS-substrings,
leading to both a and b mapping to k according to the definition of abs_rename_mapping.
Then the rest of the proof for this case follows from the first inductive hypothesis.

In the second case, since LMS-substrings at a and b are not equal, awill bemapped to k and
b will be mapped to k + 1, according to the definition of abs_rename_mapping. Moreover,
we know that abs_lms_slice S a <lex′ abs_lms_slice S b, as this follows from the sorted
assumption, and that LMS-substrings at a and b are not equal. Using the fact that Definition
13 is monotonic, we then have that the ranks of abs_lms_slice S a and abs_lms_slice S b
will be equal 0 and 1 respectively. The rest of the proof then follows from the second inductive
hypothesis. ��

Besides the correctness theorems of the subroutines, the correctness of abs_sais also
depends on showing that the mapping from the i th LMS-type suffix of S to the i th suffix of the
reduced list S′ is monotonic. This is achieved by formalizing the observations andmapping as
described in Section 3.2.1. Themost important of thesewas to prove that the<lex′ comparison
LMS-substrings implies the <lex′ comparison of suffixes, as the monotonicity component of
the mapping depends on this. Formally, this is defined as:

Theorem 9 (LMS-substring Ordering Implies Suffix Ordering) For i and j less than |S|,
abs_lms_slice S i <lex′ abs_lms_slice S j �⇒ S[i . . .] <lex′ S[ j . . .] .

Proof There are two cases. The first case is the following:

∃b c as bs cs. abs_lms_slice S i

= as @ b # bs ∧ abs_lms_slice S j = as @ c # cs ∧ b < c ,

where there exists a mismatch at some position of between the two LMS-substrings. The
second case is the following:

∃a as. abs_lms_slice S i = abs_lms_slice S j @ a # as ,

where the LMS-substring at position j is a prefix of the LMS-substring at position i .
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Proving the first case is trivial as the LMS-substring is always a prefix of the suffix, and
so, from the definition of <lex′ we have that S[i . . .] <lex′ S[ j . . .].

In the second case, using the definition of an LMS-substring, we have that there exists some
ys and k such that abs_lms_slice S j = bs @ [S[k], S[k + 1]], where S[k] > S[k + 1] and
S[k + 1 . . .] is an LMS-type. With this, we then have that for some a and as

abs_lms_slice S i = bs @ [S[k], S[k + 1], a] @ as .

Moreover, there exists some xs and ys such that S[i . . .] = abs_lms_slice S i @ xs and
S[ j . . .] = abs_lms_slice S j @ S[k + 1 . . .]. And so, the problem reduces to showing that
Si <lex′ S j , where Si = [S[k + 1], a] @ as @ xs and S j = S[k + 1 . . .].

We know that S[k + 1] must be greater than or equal to a, otherwise this would lead to
a contradiction. That is, if S[k + 1] < a, then [S[k + 1], a] @ as @ xs would be an S-type,
and since S[k] > S[k + 1] then it would in fact be an LMS-type, thus meaning that

abs_lms_slice S i �= abs_lms_slice S j @ a # as ,

which would be a contradiction.
Since S[k + 1] ≥ a, this makes Si an L-type, while S j is an S-type as S[k + 1 . . .] is an

LMS-type. and from the definition of LMS-substring. Using Theorem 3, we then have that
Si <lex′ S j . ��

With all the correctness theorems of the subroutines and that the LMS-type suffixes of
S map to suffixes of the list S′, preserving the ordering w.r.t. <lex′ , we can then prove that
abs_sais produces a permutation by induction on the list S, that is:

Theorem 10 (abs_sais Produces a Permutation)

valid S �⇒ (abs_sais S) ∼ [0 . . .< |S|] .

Proof Its base cases, which are S = [] and S = [x] for some arbitrary x , are trivial to prove
as both of these are degenerate cases for permutations.

In the inductive case where S = a # b # xs, we use Theorems 5, 6 and 8, the correctness
theorems of abs_extract_lms and rename_string and the correctness of the mapping
itself to show that the reduced list S′ is constructed correctly, and hence, satisfies the valid
list requirement. Then we do a case analysis on the distinctness of the elements of S′. If
the elements of S′ are distinct, we can then use Theorem 5 to show that abs_sais produces
a permutation of [0 . . . < |S|]. If the elements of S′ are not distinct, we use the inductive
hypothesis

valid S′ �⇒ (abs_sais S′) ∼ [0 . . .< |S′|]
and the correctness theorem of order_lms to show that mapping the suffixes of S′ back to
suffixes of S produces a list of all LMS-type suffixes of S without duplicates. Then Theorem
5 can be used to complete the proof. ��

A similar proof approach can be used to show that abs_sais sorts suffixes, that is:

Theorem 11 (abs_sais Sorts Suffixes)

valid S �⇒ sorted<lex (map (λi . S[i . . .]) (abs_sais S)).
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Proof We first prove by induction on the list S that

valid S �⇒ sorted<lex′ (map (λi . S[i . . .]) (abs_sais S)) .

Its base cases, which are S = [] and S = [x] for some arbitrary x , are also trivial to prove
as both of these are degenerate cases for sorting.

For the inductive case, when S = a # b # xs, we follow a similar approach to Theorem
10, of showing that the construction of the reduced list S′ and handling the two cases when S′
is distinct and when it is not. However, we now use Theorem 7 and the inductive hypothesis,
which is now

valid S′ �⇒ sorted<lex′ (map (λi . S[i . . .]) (abs_sais S′)) ,

to show that the suffixes are sorted w.r.t. ≤lex′ . Note that we also use Theorem 10 to show
that the suffix array of S′ is a permutation of [0 . . .< |S′|] as this is an assumption of the
correctness theorem of order_lms, which is used to map suffixes of S′ back to LMS-type
suffixes of S.

Having proved that the suffixes of S are sorted w.r.t.<lex′ if S is valid, we then use the fact
that <lex′ and <lex are equivalent for valid lists to show the suffixes are sorted w.r.t. <lex. ��

By combining Theorems 10 and 11, we obtain partial correctness of abs_sais.

Theorem 12 (Partial Correctness of abs_sais)

valid S �⇒ sa (abs_sais S) .

6.2 Proving Equivalence of SA-IS and Abstract Embedding

Recall that the abs_sais function is an abstract embedding of the SA-IS algorithm, where
the suffix types are computed each time rather than using a precomputed value like in the
algorithm. Moreover, additional array indexing checks are added in the induced sorting
subroutines. We now show that concrete embedding (sais) of the SA-IS algorithm, which
precomputes the suffix types and does not have the additional array indexing checks, is
equivalent to the abstract embedding in two phases.

In the first phase, we show that using the precomputed suffix types, which are computed by
get_t ypes at the start of each call to sais, in the functions extract_lms, rename_mapping,
induce and its sub-functions, results in sais producing the correct suffix array, that is, sais
is equivalent to abs_sais. These proofs are straightforward and follow from the correctness
theorem of get_t ypes. The get_t ypes function is simply the implementation of Definition
5, and its proof is the formalization of the intuitive arguments presented in Section 3.1.

In the second phase, we show that the additional array indexing checks in the induce
function and its sub-functions can be removed. This is a little more challenging, as this infor-
mation is still needed. Fortunately, the required information is derivable from the assumptions
of the correctness theorems of the induce function, that is, it is given a valid list consisting of
more than one element and a list containing all LMS-type suffix positions without duplicates.
Relying on these assumptions means the equivalence is restricted to only valid lists.

By combining the two phases, we then obtain the equivalence as follows:

Theorem 13 (Equivalence of abs_sais and sais)

valid S �⇒ sais S = abs_sais S .
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6.3 Termination

Both abs_sais and sais require manual termination proofs, as Isabelle’s termination checker
is not powerful enough to automatically determine if these terminate. These proofs, however,
are also not too difficult as termination for both of these follows from the fact that the reduced
list, that is, the new list whose suffixes correspond to the LMS-type suffixes of the original
list, is always guaranteed to be strictly smaller than the original list — in fact, it is less than
or equal to half the size of the original list. This fact is a direct consequence of the LMS-type
suffix definition, which states that an S-type suffix is an LMS-type suffix only if it occurs
directly after an L-type suffix, and this naturally means that for an n length list, there can only
be at most �n/2
 many LMS-type suffixes. From this, it follows that sais (and abs_sais)
terminate.

Theorem 14 (Termination of sais)

terminates sais .

Note that in Isabelle/HOL, there is no terminates predicate, and this is simply for presentation
purposes. Instead, Isabelle/HOL automatically generates a domain predicate, which returns
true for inputs that a function terminates for, when a function is defined, and termination is
proved by showing that the domain predicate is always true for all inputs.

6.4 Verifying the Total Correctness of the SA-IS Algorithm

Using Theorem 13 to replace abs_sais with sais in Theorem 12, and combining this with
Theorem 14, we obtain the total correctness of sais.

Theorem 15 (Total Correctness of sais for Valid Lists of Naturals)

(terminates sais ) ∧ (∀S. valid S −→ saS (sais S)) .

6.5 Verifying the Generalized SA-IS Algorithm

Recall from Section 2.2 that many suffix array construction algorithms assume that the input
list is valid. This is because most are based on the C string convention, where strings are
terminated by the null character, which is the smallest ASCII character. Note that the valid
list requirement is essential, as algorithms, like SA-IS, can fail if this requirement is not met.
For example, giving the SA-IS algorithm the list aaaa will fail to produce a result the list
has no LMS-type suffixes.

Algorithms, like SA-IS, can still construct suffix arrays for non-valid lists. This can be
achieved by using a lifting function that maps the symbols in a non-valid list S to symbols
in an augmented alphabet, excluding the sentinel symbol, in an order preserving manner,
and then appends the sentinel to the new list to become a valid list S′. The suffix array of
S′ can now be computed using the sophisticated suffix array construction algorithms. The
suffix array of the original list S is then simply the array formed by taking the elements of the
suffix array of S′ from position 1 up to and including position |S|, that is, the last element.
Formally, this generalized suffix array construction, denoted by lift, is as follows:

Definition 14 (Generalizing Suffix Array Construction)

lift f S := ( f ((map (λx ∈ �. α x + 1) S) @ [0]))[1 . . .< |S|] ,

123



Formally Verified Suffix Array Construction Page 29 of 38 21

where f is an arbitrary suffix array construction function andα is an order preservingmapping
from the alphabet � to the natural numbers.

Note that there always exists such a mapping α. For example, the mapping
(λx ∈ �. ‖{i | S[i] < x}‖) could be a potential instantiation for α. From the definition of
lift (Definition 14), any suffix array construction function that terminates and satisfies the
correctness specification can then be generalized to construct suffix arrays for any list, regard-
less of whether they satisfy the valid list condition or not.

Theorem 16 (Total Correctness Generalizes)

terminates f −→ terminates (lift f ) ∧
(∀S. valid S −→ saS ( f S)) −→ (∀S. saS (lift f S)) .

By instantiating f with sais in Theorem 16, and using Theorem 15, the correctness
theorem for a generalized SA-IS algorithm can then be obtained.

Corollary 17 (Total Correctness of Generalized SA-IS)

terminates (lift sais) ∧ (∀S. saS (lift sais S)) .

7 Discussion

We now summarize the proof effort and share some observations and experiences that arose
during this project.

7.1 Proof Effort

While difficult to characterize in exact terms, we believe it is still valuable to consider
the amount of effort that was required to complete such a project. Accurately estimat-
ing the verification effort that was required for a formalization involves factors such as
the tools that were used and their trusted computing base (TCB), which is all the hard-
ware and software that must be trusted to function as intended so that the proofs are
sound, the time needed to develop the proofs, the fact that multiple directions may have
been explored as part of the overall project, and the level of experience of the proof
engineer, who in this case had two and half years of experience in interactive proof devel-
opment, all of which used Isabelle/HOL, prior to undertaking this work. All of these
factors in turn may affect the length and complexity of the proofs [28, 29]. Nevertheless,
an estimate of proof complexity can be determined by considering the number of lines
needed for each line of code in the algorithm, and the time taken to complete it [28]. See
Table 1.

The simple algorithm, outlined in Figure 1, is approximately 20 lines when embedded in
Isabelle/HOL, and its verification is approximately 180 lines of proof; giving a lines of code
to lines of proof ratio of 1:9. Less than a single person-day was needed for that initial activity,
shown in the first row of Table 2.

In contrast, the Isabelle/HOL embedding sais of the SA-IS algorithm is approximately
230 lines, including the various functions that are called. The formal verification of the
abstract Isabelle/HOL embedding, abs_sais, is composed of over 18,000 lines of proof,
plus approximately 4000 more for various underlying properties (including, for example,
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Table 1 The number of lines of common definitions and theories that the verification of and both rely on;
including properties about suffixes and classical lexicographical order

Specification Suffixes Classical Lexicographical Order

29 57 45

Table 2 Number of lines of algorithm definition, and in the proofs of correctness and additional theorems

Algorithm Alg. Model Background Correctness Equivalence Miscellaneous

18 0 186 0 0

231 4693 13736 841 4006

properties about sorting and bijections); also shown in Table 2. The equivalence to the con-
crete HOL implementation, which resembles Figure 3 more closely, adds approximately 840
lines of definitions and proof.

In total, the formalization required for this more complex algorithm consists of over
23,000 lines of Isabelle/Isar text, and results in a 1:100 ratio of lines of code to lines of proof,
more than a ten-fold increase in ratio compared to the simple algorithm. The verification of
the SA-IS algorithm took about two and a half person-years (a 500:1 ratio compared to the
simple algorithm’s one day) with each proof line taking significantly longer to develop than
the proof lines for the simple approach.

One key factor that made the simple algorithm so much easier to verify is that it uses the
native sorting function from the Isabelle/HOL library in its encoding. This sorting function
has already been verified, meaning that the only remaining challenge in connection to the
simple algorithmwas to show that themapping from suffix to suffix identifier (and vice versa)
is correct, which was a relatively straightforward task.

On the other hand, the verification of the SA-IS algorithm required formalizing a library
containing various properties of sequences, some of which, specific to the SA-IS algorithm.
In addition, the algorithm is conceptually quite complex. It utilizes an additional sequence
to store the current bucket states and both this additional sequence and the output sequence
are modified through several levels of indirection.

While the verification of the SA-IS algorithm was time-consuming and complex, it was
at least parallelizable, with the verification of each subroutine of the SA-IS algorithm inde-
pendent of the other subroutines.

7.2 Proof Comparison

Our work formalizes the SA-IS algorithm that was developed by Nong et al. [5], and the
formalized theorems and proofs thus resemble the sketch provided in their paper. However,
our formalization also differs in some areas, and in the level of detail provided. We present
three major instances: the first instance, described in Section 7.2.1, is about how the suffix
type is defined; the second instance, described in Section 7.2.2, is about how the subsequence
comparison is defined; and the third instance, described in Section 7.2.3, is about how the
induced sorting subroutine was shown to be correct.
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7.2.1 Suffix Types

As described in Section 5, we define the suffix type differently, using <lex′ instead of <lex

for the suffix comparison. This leads to the removal of the special case for the last suffix and
the requirement that the sequence must be valid. It also makes the suffix type definition total.
Having special cases is not ideal, since these cases add to the analysis burden.

To avoid the issue of invalid sequences we could have defined a new type, which incorpo-
rates the validity requirement into the type definition. While this approach would also lead to
the desired result, it would have been somewhat heavy-handed, requiring additional set-up
and minimal additional benefit. In addition, it would not have solved the special case issue
and it does not resolve the case when the index is out of bounds.

An alternative that is somewhat similar to the one that we employed, is to provide sensible
results for invalid sequences, covering situations inwhich the index is out of bounds.However,
there is no consensus as to what those sensible values should be, especially in the case of the
last suffix.

Since the last suffix of a valid sequence is always an S-type, it would suggest that the last
suffix of an invalid sequence should also be an S-type. However, this would mean that for the
sequence S = aa, S[0 . . .] would be an L-type, as a <lex aa. While this is not a major issue
as this is an invalid sequence and using the lifting function, Definition 14, would transform
any sequence into a valid one, it still requires a special case for the last suffix. Moreover, the
suffix type properties would not be generalizable to all possible sequences as these would
still only apply to valid sequences.

We could have instead made the last suffix of an invalid sequence an L-type. This would
be consistent with how <lex is defined, as for any sequence S of length n + 1, we know that
S[n + 1 . . .] <lex S[n . . .]. But doing so would erode generality, as the last suffix of a valid
sequence would be of a different type to the last suffix of an invalid sequence. That would
then prevent having a generalized version of Theorem 1.

7.2.2 Subsequence Comparison

The subsequence comparison, described in Definition 9, is a partial function that takes three
arguments: a valid sequence, and two suffix positions. As stated earlier in Section 5, this
makes verification more difficult. Our formalization does not use this comparison function
and instead uses the revised <lex′ function. We further describe the reasoning behind this
choice here.

Making Definition 9 total and a binary relation would be possible, assuming that
LMS-prefixes and LMS-substrings have the same suffix types as their suffixes’, that is, proving
Theorem 4. The valid sequence and two suffix positions can be replaced by the LMS-prefixes
or LMS-substrings at the two suffix positions, and simply ignoring the validity and the same
sequence requirements would produce sensible results.

Proving that Theorem 4 and the corresponding theorem for LMS-prefixes, would mean
that we could just use <lex′ in conjunction with Theorem 3 for the subsequence comparison.
Hence there is no major incentive to do the extra work of defining a total and binary version
of Definition 9. Moreover, we find <lex′ more elegant as it provides a better explanation of
why the induced sorting subroutine can be used to sort LMS-substrings.
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7.2.3 Induced Sorting

The correctness proof of the induced sorting subroutine in our formalization differs from the
natural language justification provided by Nong et al. [5]. Our formalization has significantly
more detail and precision. This is a direct consequence of our formalization being machine-
readable and machine-checkable, aspects that require extreme rigor and formal presentation.
The natural language justification provided by Nong et al. [5], on the other hand, only needs
to provide enough detail for the reader to be convinced of its plausibility, thus leading to a
significant difference in detail and level of precision.

To prove that the induced sorting subroutine is correct, the array after induced sorting
must be shown to have all the suffixes or LMS-substrings in sorted order and contain all the
suffixes or LMS-substrings without duplicates. The informal correctness argument provides
sufficient detail to justify that the induced sorting subroutine sorts the array. However, the
informal argument does not provide enough detail, if any at all, to show that all suffixes are
inserted in their correct positions without any duplicates being introduced. This part perhaps
seems trivial, but it is the largest andmost complex part of the entire Isabelle/HOLverification
effort. It almost accounts for half of the 23,000 lines of proof that were developed as part of
this formalization.

The challenge arises because the sequence is updated in-place. Another difficulty is that
what is being inserted next depends on what is currently in the sequence. All of this required
much proof exploration to determine suitable invariants, and then further effort to demonstrate
their validity.

7.3 Verification Approach

As described in Section 4, our verification approach was to verify the correctness of an
abstract shallow embedding of the SA-IS algorithm and then show that this is equivalent
to a shallow embedding of the algorithm, that resembles its actual implementation, albeit
still using lists and natural numbers rather than arrays and machine words. Considering
that the SA-IS algorithm is particularly intricate, we specifically chose an approach tailored
to verifying the correctness rather than structural properties like efficiency. However, this
approach also has its limitations as it cannot provide any formal guarantee about efficiency
and requires that imperative programs be transformed into functional programs, which in this
case was straightforward and in many others, but can be nontrivial in other cases.

Using Isabelle’s Refinement Framework (IRF) to Imperative/HOL [30] would provide a
structured approach to verifying imperative programs by refining high-level specifications
into efficient executable code. This is because it supports stepwise refinement through a
series of correctness-preserving transformations, employing monadic representations and
separation logic to model imperative behavior. If we used the refinement framework in our
formalization, there would be major benefits for the equivalence proof step, but few benefits
for the correctness of the abstract embedding as this is the high-level specification that would
be refined to an efficient implementation. Considering that the equivalence proof is only 840
lines, which is less than 4% of the formalization of the SA-IS algorithm, the overall benefit
would be minimal. However, by using our formalization as the high-level specification of
the SA-IS algorithm, the refinement framework could be used to systematically develop
an efficient and correct-by-construction implementation of the SA-IS algorithm. Moreover,
since the algorithm is refined to an Imperative/HOL implementation, the framework of Zhan
and Haslbeck [31] could be used to handle proofs about asymptotic complexity.
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7.4 Reusability

Our formalization of the SA-IS algorithm is reusable (at least in parts), as it captures structural
properties common to many suffix array construction algorithms. These are the classification
of suffixes into different types, and induced sorting. Moreover, our formalization provides a
foundation for verifying applications that use suffix arrays.

Recall from Section 3.1 that the SA-IS algorithm classifies suffixes, LMS-prefixes and
LMS-substrings into two types: S-types and L-types. The S-type suffixes can be further clas-
sified as LMS-type suffixes if they occur directly after an L-type suffix. The KA algorithm
[4], which is the predecessor of the SA-IS algorithm, uses a classification that is almost
identical, except that does not use the LMS-type suffixes and also classifies the last suffix,
which is just the sequence containing the last symbol $, as both an S-type and L-type suffix.
These differences would require only minimal modifications in order to be accommodated,
and large portions of our formalization of suffix types could be reused unchanged. Several
other algorithms [32–34], which are based on the SA-IS algorithm, use the exact same clas-
sification of suffixes, LMS-prefixes and LMS-substrings. This means that our formalization
of the suffix types is is also applicable to the verification of these algorithms. Note that other
algorithms also classify suffixes into different types [18, 19], however, while their classifi-
cation of suffixes shares some features, there are also fundamental differences that would be
likely to require major modifications of our formalizations.

Induced sorting, detailed in Sections 3.2.2 to 3.2.4, is an approach inherent to the many
suffix array construction algorithms in the induced-copying category [17]. The KA algorithm
[4] uses the same procedure, shown earlier in Figure 8, to induce-sort S-type suffixes, with a
slightly altered procedure for the L-type suffixes, in which all the S-type suffixes are sorted
rather than just the LMS-type suffixes. Slight modifications to our formalization of induced
sorting L-type suffixes would be required; but since the non-S-type suffixes do not affect the
order of L-type suffixes, the only substantial change would be an additional theorem for non-
interference. The algorithms based on the SA-IS algorithm [32–34] have slight modifications
to their induced sorting procedures, however, these are largely optimizations for computing
suffix types on the fly rather than pre-computing and storing them, and how the bucket pointers
are stored. Our formalization of induced sorting could be used as is, with additional theorems
for showing refinement or equivalence with the induced sorting procedures of the algorithm
based on the SA-IS algorithm. Other algorithms, such as the IT [18] and DivSufSort [19]
techniques, use different suffix types; proofs of their correctness might also reuse some of
our formalization, with the sorting arguments modified to account for the change in suffix
types.

Our formalization can also be applied to other applications that use suffix arrays. These
include data compression [7, 35] and string algorithms [2, 36]. In particular, recall from
Section 1 that the BWT [7] can be computed from a suffix array in linear-time, and hence,
when combined with the SA-IS algorithm, results in a linear-time construction algorithm for
the BWT. In recent work [37], we formalized the BWT in Isabelle/HOL, available in the
Archive of Formal Proofs [38]. By combining our formalizations of the SA-IS algorithm and
the BWT, we then have a formally verified and linear-time construction of the BWT.
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8 RelatedWork

Other than the related work we mention earlier, we further elaborate on two areas. The first
contrasts various suffix array construction algorithms and the second gives an overview of
verification efforts in this context.

8.1 Suffix Arrays

The suffix array was conceived by Manber and Myers [1] in the early 1990s as a space
efficient alternative to suffix trees. Since then, various algorithms [17] have been developed
to efficiently construct them. These generally lie within three categories: prefix-doubling,
recursive and induced-copying.

Prefix-doubling algorithms [39] utilize a dynamic programming approach based on an
approach by Karp et al. [40] for rapid identification of patterns. This is based on the obser-
vation that suffixes can be sorted by incrementally sorting their prefixes, doubling the prefix
length at each iteration.Generally, theworst-case asymptotic time complexity of this approach
is O(n log n). The original suffix construction algorithm by Manber and Myers [1] used this
prefix-doubling approach.

Recursive algorithms [3, 4, 6], such as the SA-IS algorithm, are founded on the idea
that suffixes can be classified into types, which was first introduced by Farach [41]. The
suffix type contains ordering information that can be used to sort the suffixes by induced
sorting. This process requires the relative order of a subset of the suffixes to be known. These
algorithms recursively sort this subset of the suffixes by constructing a reduced sequence
from the suffixes and then building the suffix array of the reduced sequence. The worst-case
asymptotic time complexity of these algorithms is typically linear;, however, their memory
footprint tends to be larger.

Induced-copying algorithms [18, 19, 42] are similar to the recursive algorithms in that they
also categorize suffixes into types and use induced sorting to sort the suffixes. However, rather
than recursively sorting a subset of suffixes, these induced-copying algorithms sort the suffixes
iteratively. While such algorithms usually have a worst-case asymptotic time complexity of
O(n2 log n), tend to be faster in practice and tend to have a lighter memory footprint. For
instance, theDivSufSort algorithm [19] is regarded as themost efficient algorithm in practice.

8.2 Verified Data Structures and Algorithms

Formally verifying data structures and algorithms is an important area of research. Not only
does it provide strong guarantees that said data structures and algorithms behave as intended,
but it also leads to a deeper understanding of their mechanics. There are many examples of
formally verified algorithms and data structures [43, 44], here we highlight those that are
most related to suffix arrays. That is suffix arrays themselves, sorting and string search.

With many suffix array construction algorithms having been described and their
widespread use in pattern matching applications, one would expect that there would be
more formally verified instances. However, the only documented instances are those that
verify simple algorithms that are similar to the simple algorithm (Figure 1). These verified
instances [45–47] were all part of solutions for an advanced task of the VerifyThis 2012
competition [48]. Note that all of the verified instances assume that the sorting function is
correct, that is, the sorting algorithm used had already been verified.
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Other than the simple algorithm, various other suffix array construction algorithms sim-
ilarly rely on existing sorting algorithms, many of which have been verified [49–52]. For
example, the DivSufSort suffix array construction algorithm uses introspective sort, which
itself is an amalgamation of multi-key quicksort, heapsort and insertion sort, and this has
been verified by Lammich [53].

Suffix arrays are one way to solve the substring matching problem. However, it involves
building an index of the whole text. Alternative approaches include the Knuth-Morris-
Pratt (KMP) algorithm [54] and the Boyer-Moore (BM) algorithm [55] which both apply
some preprocessing to the pattern being searched for. The KMP algorithm [56–58] and the
BM algorithm [59, 60] have been formally verified. A verified LLVM implementation of the
KMP algorithm was synthesized by Lammich [61].

9 Conclusion and FutureWork

We have demonstrated the first formal verification of the SA-IS algorithm; a linear time suffix
array construction algorithm. Our Isabelle/HOL embedding of the algorithm contains enough
detail that it can be extracted to executable Haskell code. During this process, we developed
an axiomatic characterization of suffix arrays that we validated by verifying the correctness
of a simple suffix array construction algorithm, which was also used as a point of comparison.
Moreover, we also formalized suffix properties that are critical to the SA-IS algorithm and
other suffix array construction algorithms, and we also generalized many of these properties,
leading to a deeper understanding of these properties and the SA-IS algorithm.

Our formalization guarantees the correctness of an Isabelle/HOL embedding of the SA-
IS algorithm. This leads to several potential avenues for future work, such as proving that
the asymptotic time complexity of the SA-IS algorithm is indeed linear, and developing a
demonstrably correct and efficient implementation in a procedural language. To show that
the SA-IS algorithm has a linear asymptotic complexity, one could refine our Isabelle/HOL
implementation to an Imperative/HOL implementation and use the framework of Zhan and
Haslbeck [31] to prove asymptotic complexity. For an efficient and correct implementation,
one could develop a handcrafted C implementation and show that it refines a verified HOL
embedding [27, 62], using tools such as AutoCorres [63] and Cogent [64, 65].
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