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Background: The infectious diseases data ecosystem is comprised of
information from surveillance, clinical research, primary care, diagnostic
laboratories, epidemiology and genomics. Past public health emergencies have
demonstrated the challenges associated with rapid sharing of data to inform
response. It is essential to improve data collection, facilitate data sharing and
support data usage for decision-making in the communicable diseases
community.
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Who collects the data needed to inform response?
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During routine research

Preparedness

Method: A literature review was undertaken to summarise existing practices in

iInfectious diseases data management in Australia and internationally. The IS " s [Pk

. . o . . . ' - Are additional resources needed to collect data?
scoping work includes expert contributions from infectious diseases research, Yes y No
health informatics, bioinformatics and information systems.
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Results: Australia’s health and medical research strategic plans emphasise on
enhanced data collection, efficient reporting systems and building advanced
iInfrastructure. There is global support for making data available under F.A.l.R.
(Findable, Accessible, Interoperable and Reusable) Principles to support
knowledge integration, innovation and discovery. The Five Safes Framework
(Projects, People, Data, Outputs and Settings) is an accountability framework to
inform decisions about data usage. There are international exemplars of
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Implementing data stewardship practices. The infrastructure solutions to
leverage big data in infectious diseases should be agile, comply with ethical
\requirements and legislation, facilitate equitable data access and expedite
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- Data sharing agreements

platforms that rapidly collect and disseminate data to inform public health inform respc Can the data be shared by

responses. Ethically approved and harmonised protocols are essential tools for | : removing sensitive elements? } |

rapid collection, sharing and aggregation of data to support decision-making No + y Yes A

during an outbreak. . Processes in place to facilitate Would the data Yes
§ appn@p rlate data pro:tem@n ‘ still be useful to |

Conclusion: The challenges in sharing and aggregating data can be addressed : neasures to encourage inform response?

by building trust among data custodians, promoting collaboration and shanng m‘fdata
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How will the data be shared?

and governance
framework in place to
allow data sharmg

cross-jurisdictional data sharing in Australia.
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A Based on current and potential extent of disease
B Depending on the type of infectious disease
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Conceptual decision tree for aggregéting and sharing data during routine
research and infectious disease emergencies
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Infectious diseases Data Ecosystem

Reusable

Findable Accessible
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F1 A1l 11 R1
(meta)data are assigned (meta)data are (meta)data use a formal,
a globally unique and retrievable by their accessible, shared, and
persistent identifier identifier using a broadly applicable

standardized language for knowledge
communications representation

people

(meta)data are richly
described with a
plurality of accurate and
relevant attributes

Standard operating
procedures, backup
and recovery
strategies and
database
maintenance

Appropriate tools,
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protection,
accountability and

Appropriate privacy policies,
authentication and permissions
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privacy
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Quality assurance
activities to mitigate
the risk of collecting
poor quality data and

quality control checks
for monitoring
requirements for good
quality data

Rich metadata and
annotation with
ontologies, controlled
vocabularies,
standards, definitions
and schema

- Comprehensive and |
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Trusted
cyberinfrastructure
with secure
databases, update
pipelines and digital
repositories

Data Stewardship Practices
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F2 A1.1 12
data are described with  the protocol is open,
rich metadata (defined free, and universally

by R1) implementable

R1.1
(meta)data are released
with a clear and
accessible data usage
license

(meta)data use
vocabularies that follow
FAIR principles

F3 A1.2 13
metadata clearly and the protocol allows for
explicitly include the an authentication and

identifier of the data it authorization
describes procedure, where
necessary

R1.2
(meta)data are
associated with detailed
provenance

(meta)data include
qualified references to
other (meta)data
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(meta)data are metadata are accessible,
registered or indexed in even when the data are
a searchable resource no longer available

R1.3
(meta)data meet
domain-relevant
community standards

F.A.l.LR Data Principles
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Risk management processes
to maintain the disclosure
policies for data generated as
research outputs

data

Good quality data that is
accurate, timely, relevant with
appropriate anonymization

and/or de-identification

projects

The access and usage of data
should be sanctioned for
projects with relevant purpose,
aims and scope
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Secure technical infrastructure,
authorization protocols and
safe handling procedures to

access and use data

Five Safes Framework for Data Use



