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SUMMARY

As an essential component of cloud computing, cloud storage provides flexible data
storage services for individuals and organizations. By storing multiple replicas of data
in servers, cloud storage providers (CSPs) can improve availability and stability of the
cloud storage service. To ensure that all data replicas of a cloud user are intact and
completely stored in the CSP, many multi-replica cloud auditing schemes have been
proposed. However, such schemes are predominantly based on the public key
infrastructure (PKI), which incurs complex certificate management. In addition,
existing schemes do not consider support for sector-level dynamic auditing. In this
paper, we propose a fine-grained dynamic multi-replica data auditing scheme that has
the following features: 1) it uses ID-based cryptography to eliminate the cost of
certificate management; 2) it supports efficient sector-level dynamic operations on
cloud user data, and 3) it optimizes the challenge algorithm to reduce the
computational cost of the third party auditor (TPA). We show that the proposed
scheme is provably secure based on a random oracle model. The performance analysis
and experiments show the efficiency of the proposed scheme.

KEY WORDS: data integrity, replicated data auditing, dynamic operation, 1D-based
cryptography.

1. INTRODUCTION

1.1. Background

Cloud storage is now widely accepted as a key capability offering massive storage to
cloud users in an on-demand service model [1]. By leveraging cloud storage,
individuals and enterprises can access their data from anywhere and avoid capital
expenditure required for local storage. However, cloud storage is a double-edged
sword, which brings benefits as well as security threats in terms of data integrity and
availability. Firstly, cloud user data may be deleted or corrupted by attackers. For
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instance, increasing DDOS attacks on cloud service provider (CSP) can bring cloud
services down, which could cause data loss and corruption. Second, management fault
or system outages may lead to serious data damage. According to the Cloud Security
Alliance (CSA) [2], the Amazon Elastic Compute Cloud (EC2) crash caused
permanent corruption of a range of data sets from multiple organizations. Third, since
a cloud user cannot take direct control of its cloud data, e.g. as it might if it was on
their own local server, the CSP may hide data loss incidents to maintain a good
reputation. In some cases, it may even deliberately delete some rarely used data to
save storage space.

To ensure the integrity and availability of cloud data, most CSPs support data
backup mechanisms whereby multiple data replicas are stored in the cloud. However,
since a given CSP cannot be fully trusted, it may store fewer data copies than a given
cloud user’s requirement. Therefore, an auditing scheme that verifies the integrity of
all data replicas would be highly beneficial to cloud users.

Recently, a number of multi-replica cloud auditing schemes have been proposed to
check the integrity of cloud users’ replicas with high probability. However, the
majority of them are based on public key infrastructure (PKI), which introduces
several drawbacks. First, PKI-based schemes lead to complicated certificate
management such as certificate generation, revocation and distribution. Second,
PKI-based schemes require the third party auditor (TPA) to check the validity of
public key certificates of cloud users before performing cloud data auditing. This
increases the computational overheads of the TPA, especially with the increasing
number of cloud users.

In order to solve these problems, ID-based cloud auditing schemes have been
proposed by introducing ID-based cryptography (IBC) [3]. Compared with PKI, IBC
does not require public key certificates hence it eliminates the abovementioned
certificate management overheads. Furthermore, due to the certificate-free approach,
IBC does not require certificate verification of a cloud user’s public key during
auditing. This greatly reduces the computation burden of the TPA.

Cloud users not only store and access their data files, but they also need to update
them. Thus, a major concern in cloud auditing is to support dynamic data operations
such as modification, insertion and deletion of data over cloud storage infrastructure.
In existing dynamic auditing schemes, these operations are at block level. Sectors
cannot be updated individually because any update in sectors requires a cloud user to
recalculate the homomorphic verifiable tag (HVT) of the corresponding data block.
This incurs prohibitive computation costs on the user side, especially in multi-replica
storage systems. Therefore, to relieve the cloud user of the computation overhead, it is
necessary to introduce a fine-grained (sector-level) dynamic update mechanism into
the multi-replica cloud auditing scheme.

1.2. Related work

Ateniese et al. [4] first proposed the concept of provable data possession (PDP) to
check the integrity of remote data. PDP used RSA-based signatures to construct HVTSs.
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It utilized a sampling strategy to check data integrity with high probability. Juels and
Kalisk [5] presented the notion of proof of retrievability (POR), which checked the
integrity of remote data and retrieves corrupted data files. Ateniese et al. [6] also
focused on a scalable and efficient PDP supporting all dynamic data operations with
the exception of data insertion.

Erway et al. [7] first proposed a dynamic provable data possession (DPDP) scheme
supporting all dynamic data operations. Their scheme adopted a rank-based
authenticated skip list to manage dynamic information of data blocks. However, due
to the removal of index information in HVTSs, their scheme required extra auxiliary
authentication information (AAI) during verification. In addition, their scheme did not
support public auditability. Wang et al. [8] proposed another fully dynamic auditing
scheme by introducing Merkle Hash Trees (MHTSs). However, their scheme could not
verify the indices of data blocks, which meant that the cloud storage server could pass
verification with valid data blocks in any position. Zhu et al. [9] proposed a dynamic
auditing scheme associated with an index hash table. However, these schemes as well
as a number of cloud auditing schemes [10, 11, 12, 13, 14] only considered dynamic
auditing in single replica storage systems, and hence they lacked the ability to deal
with data backup and recovery when data corruption happened.

For integrity verification of multiple replicas, Curtmola et al. [15] first proposed
multi-replica provable data possession (MR-PDP) to verify the integrity of multiple
copies of cloud user’s data stored on multiple servers. However, their scheme could
not support dynamic auditing. Mukundan et al. [16] presented a replicated data
integrity verification scheme supporting verification of dynamic multiple replicas.
However, as with Wang et al.’s scheme [8], their scheme could not verify the position
of data blocks due to the removal of index information in HVTs. Barsoum and Hasan
[17] proposed tree-based dynamic multi-copy provable data possession
(TB-DMCPDP), as an extension of MHT-based dynamic PDP. Zhang et al. [18]
proposed a provable multiple replication data possession scheme with full dynamics
by modifying the MHT to support position verification. Liu et al. [19] proposed a
dynamic multi-replica auditing scheme by organizing all replicas of each data block
into a replica sub-tree, which reduced the communication cost of both data update and
integrity verification. However, the scheme required dynamic adjustment of the
Merkle hash tree after each dynamic operation. Furthermore, despite of
communication cost optimization, the size of AAI was still dependent on the size of
the challenged data, which was impractical when considering a large amount of
distributed data stored in the cloud. Dynamic multi-replica schemes based on the skip
list [20] or the MHT incurred heavy storage and communication overheads. This was
because these dynamic data structures have to store the hash codes of all replicas and
transfer the AAI during verification. Barsoum and Hasan [17, 21] proposed a
map-based provable multicopy dynamic data possession (MB-PMDDP) scheme by
introducing a novel dynamic data structure named map-version table (MVT). This
scheme only stored the dynamic information of one replica and could eliminate the
AAI, which reduced the storage, communication and computation overheads.
However, their scheme could not support fine-grained dynamic operations. Their
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scheme also gave rise to security issues that might cause HVT forgery.

Existing data integrity auditing schemes [22, 23, 24] mostly relied on PKI, which
involved certificate management and efficiency problems. To address these issues,
Zhao et al. [25] first introduced IBC into cloud auditing and proposed an ID-based
PDP scheme. Wang et al. [26] proposed an ID-based distributed PDP scheme. They
further extended the scheme to support multi-cloud storage scenarios [27]. However,
this scheme was not always sound since cloud storage providers could deceive third
party auditors (TPAS) by storing hash codes and HVTs of data blocks whilst deleting
the corresponding data blocks. Furthermore, the combiner in the scheme was not
practical in reality. Yu et al. [28, 29] proposed two schemes that combined the
traditional PDP scheme and the ID-based signature (IBS). However, the schemes were
inefficient when dealing with multiple users and CSPs. Wang et al. [30] proposed an
ID-based proxy-oriented cloud auditing scheme that allowed a proxy to help cloud
users generate HVTs and upload data files. However, the approach did not support
either dynamic auditing or multi-replica auditing.

Based on the current literature identified above, we identity that dynamic
multi-replica auditing schemes based on IBC are limited. Moreover, there is almost no
research supporting sector-level dynamic operations on data. To tackle this, we
propose a novel ID-based fine-grained dynamic multi-replica auditing scheme with
overall efficiency as a core requirement.

1.3. Main contributions

Our contributions can be summarized as follows:

* we propose an ID-based dynamic replicated data auditing (ID-DRDA) scheme;
we introduce ID-based cryptography (IBC) into the scheme to eliminate
complex key and certificate management whilst optimizing the challenge
algorithm to improve the efficiency of the TPA;

* the proposed scheme supports fine-grained dynamic data operations at both the
block level and the sector level;

* we present a performance comparison between our scheme and existing state of
the art approaches through a range of experiments that show the efficiency of
our scheme;

* we prove the security of the proposed scheme based on a random oracle model;
we show that the CSP can pass the auditing with a valid proof only if it stores
intact data blocks of all replicas.

1.4. Paper organization

The remainder of the paper is structured as follows. The problem statement is
presented in Section 2. We give the detailed description of the proposed scheme in
Section 3. Section 4 provides the security analysis of the proposed scheme. The
performance analysis and the experiment evaluation are presented in Section 5.
Finally, we draw conclusions on the work as a whole in Section 6.
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2. PROBLEM STATEMENT
2.1. System model

The cloud storage auditing model in this paper consists of four entities as shown in
Figure 1. This includes: 1) a cloud user who stores a large amount of data in the cloud
and has limited resources; 2) a cloud service provider (CSP) with significant
computation and storage resources offered on a pay for use to cloud users; 3) a third
party auditor (TPA) with the necessary expertise to perform auditing services on the
CSP on behalf of cloud users; 4) a public key generator (PKG) that generates system
parameters and issues private keys for cloud users according to their identities.

In our system, the PKG first sets up the system parameters and generates a private
key for each cloud user. A cloud user uploads its data and HVTs to the CSP and
updates its data frequently. The TPA challenges the CSP and verifies the proof
generated by the CSP.

Definition 1 (Algorithms in the proposed scheme).

Setup() — (params, mpk, msk). The Setup algorithm is run by the PKG to set up
the whole system. It outputs parameters params, a master public key mpk, and a
master private key msk.

KeyExtract(mpk, msk,params, D) — sk. The KeyExtract algorithm is run by the
PKG to extract the cloud user’s private key from its identity. It takes the master public
key mpk, the master private key msk, system parameters params and the cloud
user’s identity ID as input. It outputs the cloud user’s private key sk.

ReplicaGen(F,N;) —» F. The ReplicaGen algorithm is run by the cloud user to
generate replicas of its data. It takes as input the file F and a replica number N; and
outputs all data replicas F.

TagGen(sk,F) — ®. The TagGen algorithm is run by the cloud user to generate

HVTs. It takes as input the cloud user’s private key sk and data replicas F, and
outputs the set of HVTs .

Challenge(F;,,;) — chal. The Challenge algorithm is run by the TPA to randomly
check the cloud user’s data blocks that are stored in the CSP. The input is the
information of files Fj, ;. It outputs a challenge chal that contains the keys used for
generating the indices and coefficients of challenged data blocks.

Response(chal,ﬁ, CD) — P. The Response algorithm is run by the CSP to respond
with the data proof to the TPA. It takes as input the challenge chal, the replica F
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and the set of HVTs & and outputs a data proof P.

Verify(P, chal, mpk, pk, ) - {1,0}. The Verify algorithm is run by the TPA to
verify the integrity of challenged data blocks. It takes as input the data proof P, the
challenge chal, the master public key mpk, the cloud user’s public key pk, and the
file information F;,r. The output is 1 if the verification equation holds true or 0
otherwise.

2.2. Design goals

To realize the ID-DRDA scheme for the cloud using the aforementioned model, our
design should achieve the following goals.
* Certificate elimination: the ID-DRDA scheme should eliminate complex key
and certificate management for all entities involved in the ID-DRDA scheme.
* Fine-grained dynamic auditing: the proposed scheme should allow a cloud
user to efficiently update its data at the sector level.
* Lightweight: the scheme should improve the efficiency of both the cloud user
and the TPA.
» Storage correctness: there should not exist a dishonest CSP that can pass the
TPA’s auditing unless it stores all of the cloud user’s files intact.
* Privacy-preserving: the TPA in the proposed scheme cannot retrieve any
content from the auditing proof generated by the CSP.

2.3. Security requirements

We assume that the PKG is a trusted entity and always honestly provides the private
keys for cloud users. The CSP is a semi-trusted entity that may ignore data corruption
issues caused by attacks or management faults to maintain its reputation. It may
deliberately delete cloud user’s rarely used data files to save storage space and thereby
achieve further profit. The TPA is an honest-but-curious entity that honestly performs
integrity checking services. It may try to obtain the content of cloud user’s files.

Definition 2 (Unforgeability). Following the security definition from prior auditing
schemes [4, 7, 31], the security of the ID-DRDA scheme can be formulated as a game
between an adversary A and a challenger C. The detailed cloud auditing game is
given as follows.

e Setup: C runs the Setup algorithm to set up the whole system and outputs
parameters params, the master public key mpk, and the master private key
msk. It forwards the parameters params and master public key mpk to A. It
keeps the master private key msk secret.

* Queries: A adaptively sends a number of queries to C in probabilistic
polynomial time.

1) Extract queries: A sends an identity ID to C to query the corresponding
private key. C then executes the KeyExtract algorithm to generate the
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cloud user’s private key sk and forwards it to A.

2) ReplicaGen queries: A selects a file F to query C for the replicas. C runs
the ReplicaGen algorithm to generate a set of replicas £ and subsequently
sendsitto A.

3) TagGen queries: A adaptively queries C for the HVTs of arbitrary data
blocks. C runs the TagGen algorithm to create the corresponding HVTs and
forwards them to A.

4) Hash queries: A adaptively queries the hash functions. The hash values
generated from the hash function are forwarded to A by C.

5) Dynamic operations queries: A adaptively chooses data sectors to query C
for dynamic operations. C returns the associated dynamic update requests to
A.

e Qutput: In the end, adversary A outputs an HVT ¢’ of a new data block b’
with new identity ID’. The new data block b’ and identity /D" should not be
queried in the Query phase. A wins the game if ¢ is a valid HVT for the data
block b'.

The proposed auditing scheme is secure if the probability that any probabilistic
polynomial time adversary A wins the game is negligible.

3. THE PROPOSED SCHEME
3.1. Overview

The main challenge in the design of the ID-DRDA scheme is the scalability problem
in dynamic auditing. Many existing auditing schemes adopt data fragment techniques
[32] to reduce the storage cost associated with HVTs. However, the side effect of
adopting this technique is that auditing schemes can only support block-level dynamic
operations. Any change in a sector will result in the HVT re-generation of the entire
block. To address this, our method utilizes the homomorphic property of the HVT to
update the HVT based on the differences between new and old sectors. This reduces
the computation cost of re-calculating the HVT. In this way, we efficiently extend our
scheme to support sector-level dynamic auditing.

To improve the efficiency of multi-replica auditing systems, we integrate ID-based
cryptography into the ID-DRDA scheme. In our scheme, public keys are generated
based on identities of the involved entities whilst private keys are generated by the
PKG. Thus, compared with PKI-based multi-replica auditing schemes, there exists no
computation cost associated with validating certificates or communication cost
incurred in obtaining certificates. In addition, we redesign the HVT based on
ID-based signatures to alleviate the computational burden for both cloud users and the
TPA.

Although the TPA checks all copies of challenged data blocks to ensure the
integrity of all replicas, this incurs redundant computation cost within the Response
and Verify algorithms. Instead, we propose a novel sampling strategy in which replicas
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are considered as trivial data blocks. n copies of a cloud user’s m data blocks will
be considered as n X m individual data blocks. As a result, the TPA in ID-DRDA
only needs to challenge certain number z of data blocks from n x m data blocks
rather than z X n blocks for existing schemes.

To deal with the HVT forgery problem [32], we adapt each HVT with a random
value chosen by the cloud user. The random value is also kept by the TPA and used
for validating data proofs. As a result, the CSP cannot forge a valid HVT based on two
replicas with the same hash values in their HVT.

3.2. Preliminaries

Bilinear Pairings. Let G; and G5 be two multiplicative cyclic groups of large prime
order gq. Let g, and g, be the generators of G, and G, respectively. A bilinear
map isamap e: G, X G; = Gy with the following three properties:

1) Bilinear: for u,v € G; and a,b € Z;;,, e(u®,v®?) = e(u, v)?;

2) Non-degenerate: 3g,,9, € G, suchthat e(gq,9,) # 1;
3) Computable: there exists an efficient algorithm to compute the map e.

Modified Map-Version Table. A Map-version table (MVT) is a dynamic data
structure stored in the TPA [21]. It stores the dynamic information of data blocks
needed for the Verify algorithm. Compared to MVT, our modified map-version table
(MMVT) stores one more column containing random values to address the
aforementioned security problems with existing multi-replica cloud auditing schemes.
An MMVT consists of four columns: index number i, original block number BN;,
version number VN;, and random value c;. Figure 2 shows examples of changes in
the MMVT due to different dynamic operations on data blocks.

In existing auditing schemes, authenticated data structures such as the Merkle Hash
Tree (MHT) and skip list are also used to support dynamic data operations. Compared
with these approaches, the MMVT has advantages in reducing the dynamic storage
cost and the communication cost during verification. Let m be the number of data
blocks in a replica and n be the number of replicas. The storage cost of the MMVT is
O(m) while that of authenticated data structures is O(nm). This is because the
MMVT only keeps one tuple (i, BN;, VN;,c;) for all replicas of a data block b;
while the MHT and skip list need to store all hash codes of the replicas. In addition,
the communication cost in the verification process can be reduced since there is no
AAIl needed to be transferred when utilizing the MMVT as the dynamic data
structure.

3.3. Basic ID-DRDA scheme

The algorithms of the ID-DRDA scheme are illustrated as follows.
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Setup: Let G; and Gy be two multiplicative cyclic groups of prime order q. Let
e:G; X G; = G be a bilinear map and let g be a generator of group G,. Let
H:(0,1)* - G; and h:(0,1)" - Z; be two cryptographic hash functions. Let f
be a pseudo-random function (PRF) and m be a pseudo-random permutation
(PRP). PKG randomly generates a master private key x € Z, and a master public
key Y = xg € G;.

PKG keeps master private key x private and publishes system parameters
{e,H,h,Y,f,m}.

Key Extract: A cloud user sends its identity ID to the PKG. The PKG computes
the cloud user’s public key Q;p, = H(ID) and its private key d;p = xQ;p =
xH (ID). Following this, the PKG forwards the private key d;, to the cloud user
via a secure channel.

Replica Generation: A cloud user splits a file F into m data blocks F =
{b1, by, ...,b,} and each data block by, is further divided into s sectors
bj = {bj1, bj, ..., bjs}. By using a symmetric encr~ypti0n algorithm Ey, the cloud
user generates n replicas F = {Fi}icq1,n] = {Diji}ie1,n) je[1,m]ke[1,s] » Where

biji = Ex (il|bji).

Tags Generation: The cloud user randomly chooses s numbers (1,73, ...,75) €
Zg. It computes s elements {uy}kepr,s), Where we =1 -d;p € G;. It then
calculates Ry =1, - H(ID) for k € [1,s]. The cloud user computes a HVT for
each data block b;; as o;; = Yi—1 Uy - bijx + R(IDg||BN;||VN;||c;][0) - dyp
where IDg is the identifier of file F. BN; denotes the original index of the data
block b;. VN; denotes the version number of the data block b;. c; is a random
value of each data block b;.

Challenge: The TPA considers cloud user data replicas as n x m data blocks. It
picks the number of challenged data blocks z and three random keys k;, k,, ks €
Zg. It sends the challenge chal = (z, ky, k;, k3) to the CSP.

Response: Upon receiving the challenge chal, for 1 <[ < z, the CSP computes
i=m, (D), j=m, (), and v;; = fi,(Diep1,) to generate a challenge set
Q = {(i,j,v;;)}. It then computes
g = Z vl'j ' O'l'j
(i,j,Vij)EQ
Hi = Z Vij - Bijk
(i,j,Vij)EQ
to generate a data proof P = {o, {u}ke[1,s3- Finally, the CSP responds to the
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TPA with data proof P.

e \erify: Upon receiving the data proof P from the CSP, the TPA generates a
challenge set Q using the same aforementioned process. It then verifies the
integrity of challenged data blocks by calculating the following equation:

S

e(o,9) = e(z Ry py + z hij vijQip,Y), (D
k=1 (ijvij)eQ
where h;; = h(IDg||BN;||VN;||c;||i). If the verification equation holds, the TPA
reports 1 to the cloud user, otherwise 0.

The new sampling strategy in the Challenge algorithm reduces the computation
cost of the TPA whilst achieving the same verification probability compared with
existing auditing schemes. Suppose that a cloud user has n copies of m data blocks
in the cloud and each block has s sectors. Let p be the corruption probability of
each sector. In our sampling strategy, the TPA challenges z data blocks from n X m
data blocks. Therefore, the verification probability can be calculated as

P=1-01-p)*.
For p = 0.1% and s = 50, to achieve 95% verification probability, the TPA needs
to check 60 data blocks. It should choose 93 data blocks for achieving 99%
verification probability.

3.4. Fine-grained dynamic auditing

The fine-grained dynamic auditing supports sector-level operations including
modification and deletion operations. Sector-level insertion operations can be omitted
in auditing schemes with fixed size data blocks. This is because inserting sectors into
a block can be considered as the combination of modifying sectors and inserting a
new block. Thus, it is not necessary to support sector-level insertion operations.

Modification: Assume that a cloud user modifies the sectors {Eijk}ie[l,n] in all copies

{Fi}ie[1,n)- It should follow the steps below:

e The cloud user first calculates the differences of sectors Ab;j = bj;, — byjk, for
i €[1,n].

o |t then computes the differences of HVTs
Aoyj = w - Abije + h(IDp| BN VNl Ic110) ™" - RUDE|IBN; VA l1j11) - dip
fori € [1,n].

e Finally, it sends a modification request <IDy, Mod, j, {Bijk}ie[LnL{AUzj}ie[1,n]> to
the CSP.

Upon receiving the modification request, the CSP does the following steps to
update the data sectors and the HVTs:

!

e lItfirstreplaces by, with bjj, ineach replica F;.
e It generates a new HVT for each updated data block o;; = g;; + Aayj, i € [1,7].
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Finally, the TPA checks the integrity of the updated data blocks after the dynamic
operations.

Deletion: Suppose that a cloud user wants to delete sector {Eijk}ie[l,n] in all replicas.

This requires the following steps:

e Compute the differences between the HVTs
Adij = w * (=byjic) + RUDE| BN} [VN; | c;118) 71 - h(ID || BN [V} I110) - i
fori € [1,n].

e Send a deletion request <IDg, Del, j, {Ad;j}ie1,n)> to the CSP.

After receiving the deletion request, the CSP takes the following steps to delete the
data sectors in all replicas and update the corresponding HVTs:

e The CSP sets Bijk in each replica F; to empty.
e ltcalculates a new HVT for each updated data block o;; = 0;; + Agy;.

Finally, the TPA checks the integrity of the updated data blocks after the dynamic
operations.

4. SECURITY ANALYSIS

Theorem 1 (Correctness). If every entity performs honestly and correctly in the
proposed scheme, the verification equation will hold.

Proof. The correctness of the ID-DRDA scheme is proved below:

e(a,9) = e( Z vijaijrg)

@i.j.vij)eQ
S

=e( z Uij(zukl;ijk‘*‘hijdm)'g)

(L.jvij)eQ k=1
S

=e( Z z by i + z vijhiidip, 9)
(i,j.vij)€Q k=1 (Ljvij)eQ
S

= e(z Uy ( Z bijx) + Z v;ihiidip, g)
k=1 (i,j,Vij)EQ (i,j,vi]‘)EQ
S

= e(z Ryepy + z hijvijQip,Y)
k=1 (i.j.vij)eQ
where h; = h(ID;||BN;||VN;||c;]0).

Theorem 2. The CDH problem can be solved if the probabilistic polynomial time
adversary A can forge a valid HVT with non-negligible probability.
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Proof. Assume that the adversary A can forge a valid HVT with non-negligible
probability, then we can construct an algorithm C; which can solve the CDH
problem. For input (g,ag,bg) € G,, C; will output abg by interacting with A.

Setup: Let G, and G be two multiplicative cyclic groups. C; executes the Setup
algorithm to create the parameters and sets Y = ag € G,. It then returns {e,Y, f, m}
to A. Let v € Z; be the index of the challenged cloud user.

H hash queries: A sends H hash queries to C; with the identity ID,. If the record
of ID, is in the query list, C; returns the corresponding record to A. Otherwise, if
o # v, C; returns a random value H(ID,) =1,9 € G, to A. If o =v, C; returns
the value H(ID,) = r,bg € G, to A. Finally, it adds the record to the query list.

Extract queries: A sends an identity ID, to C; to query the corresponding cloud
user’s private key. If o # v, C; computes the private key d;, = r,ag and forwards
itto A. Otherwise C; outputs fail and aborts the game.

ReplicaGen queries: A selects a file F to query C; for the replicas with the identity
ID,. C; runs the ReplicaGen algorithm to generate a set of replicas F =
{bij}ieri,n)je[1,m) @nd sendsitto A.

TagGen queries: A queries C; for the HVT with (IDFl-le,BNj,VIVj,cj,{El-jk}l-E[l,n])

and the identity ID,. If o = v, C; terminates the game. Otherwise, it will follow the

steps below.

1) Ifthe ID, doesnotexistin H hash list, C; makes the query to H hash queries.
Otherwise, C; returns the record in the listto A.

2) Then C; computes s random values uy,u,,...,u3 € G;. It computes the HVT
0;j = Yhe1 Uk bijx +hyr,Y and  sends it to A ,  where
hij = h(IDgye||BN;|[VN;]|c;] D).

Dynamic operations queries: A chooses a data sector to query C; for modification or
deletion. If o = v, C; aborts the game. Otherwise, it follows the procedure of the
modification operation or deletion operation on the cloud user side and returns the
dynamic update request to A.

Output: In the end, adversary A outputs an HVT ¢’ of a new data block b’ with
identity ID'. The new data block and identity should not be queried at the Query
phase. A wins the game if it satisfies three conditions below:
1) o' isavalid HVT of the data block b’
2) The new data block b’ and the cloud user’s identity ID’ are not queried in
TagGen queries.
3) ID' = ID,.
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Therefore, C; can get the following equation:
S

o' =Zu§c-b’+h{jr’bY (2)
k=1
Then, C; can obtain
0' = Yh=1U " b’
h{jr’
Finally, we can conclude that A can solve the CDH problem in probabilistic
polynomial time with non-negligible probability, which breaks the difficulty of
solving the CDH problem.

abg = (3)

5. EVALUATION

In this section, we first analyze the performance of the proposed scheme by
comparing it with existing dynamic multi-replica cloud auditing schemes. We further
implement our scheme and Barsoum’s scheme and consider them in the experimental
evaluation. The variables and cryptographic operations are given in Table 1.

5.1. Performance Analysis

A qualitative comparison between the proposed scheme and existing multi-replica
dynamic schemes is shown in Table 2. As seen, [21] and the proposed scheme are far
more efficient than [12] and [20] considering the storage and communication costs. In
[21] and our scheme, the storage overhead is independent of the number of replicas n.
Moreover, transferring AAI from the CSP to the TPA during verification is eliminated.
This is because [21] and our scheme adopt the MVT while [12] and [20] utilize the
MHT and skip lists respectively. Different from [21], the proposed scheme introduces
ID-based signature (IBS) and proposes a fine-grained dynamic update mechanism.

Table 3 shows a comprehensive performance comparison between the proposed
scheme (referred to as ID-DRDA) and [21] (referred to as MB-PMDDP). It illustrates
the theoretical analysis of computation, communication, and dynamic operation costs
of the two schemes. Let the order of the group be 160 bits and the order of the base
field be 512 bits. From Table 3, we can see that the ID-DRDA scheme has much less
computation costs compared to the MB-PMDDP scheme. In the TagGen algorithm,
the ID-DRDA scheme utilizes the cryptographic hash function H,, which is much
more efficient than the Map-To-Point hash function H; in the MB-PMDDP scheme.
In the Response algorithm, both schemes need to calculate a data proof P which
contains the aggregated HVT o and data sectors {uy}keprs). However, the
ID-DRDA scheme requires less computation since the optimized Challenge algorithm
results in fewer data blocks needing to be checked. For the same reason, the
ID-DRDA scheme also reduces the computation costs in the Verify algorithm.

The communication overheads of the ID-DRDA scheme are slightly higher than
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those in the MB-PMDDP scheme in the Challenge algorithm since the ID-DRDA
scheme sends one more random key k; € Z;. In the Response algorithm, the
communication cost of the ID-DRDA scheme is greatly reduced compared to the
MB-PMDDP scheme. This is because the communication cost of the MB-PMDDP
scheme increases linearly with the number of replicas n.

The cost of dynamic operations of the two schemes is demonstrated in Table 3. As
seen, the communication overheads of both schemes are linearly dependent on n. In
the ID-DRDA scheme, modifying a data sector requires the cloud user to send a
modification request  containing  the  dynamic  update information
Info = (IDg,Mod, j), differences of HVTs {Ao;j}ie;1,n) and new data sectors

{Eijk}ie[l,n]- Thus, the communication cost is Info + 1024n + 160tn. For deleting a
data sector, it sends a deletion request that includes the dynamic update information
Info = (IDg,Mod,j) and the differences of HVTs {Ag;;}ic[1,n). Therefore, the
communication cost can be given as Info + 1024n. The update request of the
MB-PMDDP scheme includes dynamic update information Info = (IDp, Mod,j),
aggregated HVT o/, and new data bIocks{B{j}iE[Ln], which can be described as

Info + 1024 + 160sn.

For the computation cost of dynamic operations, both schemes use n Eg
operations to build distinct data replicas. The cloud user only needs to use n(t +
1)E; + 2nH, + ntM; + n(l, + S,) operations to calculate the differences of the
HVTs whereas the computation cost of generating new HVTs in the MB-PMDDP
scheme is n(s + 1)E; + nH; + snM; + (n — 1)M;. It is thus easy to see that the
ID-DRDA scheme incurs far fewer computational overheads than the MB-PMDDP
scheme.

5.2. Experimental Evaluation

We conduct the experiments on an Ubuntu 14.04.4 Linux system with an Intel Core i5
CPU at 2.30GHz and 4GB DDR3 RAM. All algorithms are implemented in the C
language using the GMP library (version 6.1.0) and the PBC library (version 0.5.14).
We use type A pairing parameters, where the order of the group is 160 bits and the
order of the base field is 512 bits.

In our experiments, we compare the ID-DRDA scheme and the MB-PMDDP
scheme from the perspective of proof response time, verification time and dynamic
operations time. We do not consider the computation cost of the pre-processing
procedure that creates distinct data replicas. This is because this procedure only needs
to be done once for the entire life-time of the scheme and this may last for a very long
time.

Proof response time: Figure 3 shows the comparison of proof response time of the
ID-DRDA and MB-PMDDP schemes. It is easy to see that the proposed scheme is
slightly more efficient than Barsoum’s scheme. The proof response time of
MB-PMDDP scheme is linearly related to the number of replicas whereas that of the
ID-DRDA scheme is independent of the number of replicas. This is because
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irrespective of how many copies exist in the cloud, the ID-DRDA scheme only
challenges a certain number of data blocks across all replicas.

Verification time: The comparison of the verification time between two schemes is
shown in Figure 4. The verification time of both schemes is almost independent of the
number of data copies. However, the ID-DRDA scheme incurs much less verification
time than the MB-PMDDP scheme since the proposed scheme has less exponential
and multiplication operations in group G. Furthermore, the hash function H, is much
more efficient compared with the Map-To-Point hash function H;.

Dynamic operation costs: We compare the computation cost of dynamic operations
of the two schemes on the cloud user side in Figure 5 (10 replicas) and Figure 6 (20
replicas). As seen from the two figures, the dynamic operations in two schemes with
10 replicas or 20 replicas have a similar performance pattern. The computation time
of dynamic operations in the MB-PMDDP scheme remains unchanged with the
increase of the percentage of updated sectors in a single block, whereas the dynamic
computation time of the ID-DRDA scheme increases linearly. However, irrespective
of the percentage of updated sectors, the ID-DRDA scheme is much more efficient
than the MB-PMDDP scheme. This is because our scheme reduces the computation
costs by only calculating updated data sectors rather than all sectors in a data block.

As shown in Figure 5 and Figure 6, in the ID-DRDA scheme, the sector
modification operation has slightly more computation time than the deletion operation
due to the fact that the modification operation has one more step when calculating the
differences between data sectors.

6. CONCLUSIONS

In this paper, we propose a novel ID-based replicated data auditing scheme (referred
to as ID-DRDA) that supports fine-grained dynamic operations. The ID-based
signature helps eliminate complex certificate management and the associated cost of
certificate verification. By optimizing the Challenge algorithm, we improve the
efficiency of the proposed scheme. We extend the map-version table (MVT) to
improve the security of existing multi-replica cloud auditing schemes. We further
extend the proposed scheme to support dynamic operations at not only the block level
but also the sector level, thereby reducing the computation costs on the cloud user side.
Under the harness of the CDH problem, the security analysis demonstrates that the
proposed scheme is provably secure in the random oracle model. The theoretical and
experimental performance analysis shows that the proposed scheme is more efficient
than existing multi-replica auditing schemes.
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TABLES

Table 1. Notations

Notation | Description Notation Description
H, Cryptographic hashing in Z,, P Bilinear pairing
H, Hashing to group G c Number of challenged data blocks
E; Exponentiation in G s Number of sectors
Mg Multiplication in G t Number of updated sectors
Ay Addition in Z,, n Number of replicas
M, Multiplication in Z, m Number of data blocks
S, Subtraction in Z,, 1, Inversion in Z,,
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Table 2. Comparison of existing multi-replica dynamic cloud auditing schemes

. . . Storage of
Do o |t | et | oynamic Daa
Wang [12] Yes No Yes No 0(nm)
Abo- alian [20] Yes No Yes No 0(nm)
Barsoum [21] Yes No No No 0(m)
The proposed scheme Yes Yes No Yes 0(m)
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Table 3: Comparison of the ID-DRDA scheme and the MB-PMDDP scheme

Computation

Costs ID-DRDA MB-PMDDP
TaaGen nm(s + 1)E; + nmH, nm(s + 1)E; + nmH;
g +nmsM; +nmsM; + (n — 1)M;
P (c—1)sA; + csM, (c —1)sndy + csnM,
Verify 2P+ (s + 1)E; + cHy 2P+ (c+s+1)E; +cH; +

+sMg; +cMy + (s — 1A,

(c+s—1DMg;+s(n—1)A,
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Challenge 480 + log, ¢ 320 +log, ¢
Communication
Response 1024 + 160s 1024 + 160sn
Mod
Communi- Request Info + 1024n + 160tn
. Info + 1024 + 160sn
. cation Del
Dynamic Request Info + 1024n
Operation

Cloud user computation

nEg +n(t + 1)E; +
2nH, + ntM; + n(l, + S,)

nEg + n(s + 1)E; + nHg
+snM; + (n — 1)M;
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