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On the Evolution of Data Breach Reporting Patterns and Frequency in
the United States: A Cross-State Analysis

Benjamin Avanzi,' ® Xingyun Tan,! ® Greg Taylor,” ® and Bernard Wong>

Centre for Actuarial Studies, Department of Economics, University of Melbourne, Victoria, Australia
2School of Risk and Actuarial Studies, UNSW Australia Business School, UNSW Sydney, New South Wales, Australia

Understanding the emergence of data breaches is crucial for cyber insurance and risk management. However, analyses of data
breach frequency trends in the current literature lead to contradictory conclusions. We put forward that those discrepancies may
be (at least partially) due to inconsistent data collection standards, as well as reporting patterns, over time and space. We set out
to carefully control both. In this article, we conduct a joint analysis of state attorneys general’s publications on data breaches
across eight states (namely, California, Delaware, Indiana, Maine, Montana, North Dakota, Oregon, and Washington), all of which
are subject to established data collection standards; namely, state data breach (mandatory) notification laws. Thanks to our expli-
cit recognition of these notification laws, we are capable of modeling frequency of breaches in a consistent and comparable way
over time. Hence, we are able to isolate and capture the complexities of reporting patterns, adequately estimate incurred but not
reported (IBNR) data breaches, and yield a highly reliable assessment of historical frequency trends in data breaches. QOur ana-
lysis also provides a comprehensive comparison of data breach frequency across the eight U.S. states, extending knowledge on
state-specific differences in cyber risk, which has not been extensively discussed in the current literature. We thus illustrate how
each state’s unique regulations, market dynamics, demographic profiles, and risk factors can significantly impact insurance prod-
ucts and pricing. Furthermore, we uncover novel features not previously discussed in the literature, such as differences in cyber
risk frequency trends between large and small data breaches (i.e., breaches affecting more or fewer state residents), due to differ-
ences in state definitions of reportable data breaches. Overall, we find that the reporting delays are lengthening. We also elicit
commonalities and heterogeneities in reporting patterns across states, severity levels, and time periods. After adequately estimat-
ing IBNRs, we find that frequency is relatively stable before 2020 and increasing after 2020. This is consistent across states.
Implications of our findings for cyber insurance reserving, pricing, underwriting, and experience monitoring are discussed.

1. INTRODUCTION
1.1. Background

As the Internet and other digital networks are becoming increasingly vital to the functioning of the global economy, the
threat posed by cybercriminals has risen in prominence (OECD 2020). In 2022, cybercrime was projected to result in an esti-
mated economic loss of US$8 trillion in 2023, with the figure expected to rise to US$10.5 trillion annually by 2025
(Cybersecurity Ventures 2022).

In addition to adopting effective cyber hygiene practices, businesses are turning to cyber insurance policies for financial
coverage and expert guidance in preventing and managing cyber incidents (Deloitte 2020). Cyber insurance direct written pre-
miums in the United States in 2021 were around US$6.5 billion, an increase of 61% from 2020 (National Association of
Insurance Commissioners 2022). The global estimated gross direct premiums written in 2022 reached approximately US$14
billion, with the United States contributing more than half of the total (Insurance Business 2023). A survey conducted by
Marsh and Microsoft found that 61% of organizations purchase some type of cyber insurance (Marsh 2022). A major compo-
nent of cyber risk is data breaches, which are the focus of the article. According to National Association of Attorneys General
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(2024), “A data breach is the illegal and unauthorized access to personal information that jeopardizes its security, confidential-
ity, or integrity.”

Generally speaking, insurers operating across several states in the United States must accurately account for differences
across those jurisdictions, such as regulation, market dynamics, and generally any risk factor that can significantly impact
insurance products and pricing. Examples of insurance types that vary significantly across states include health insurance,
workers’ compensation, auto insurance, and homeowners’ and renters’ insurance (American Academy of Actuaries 2009;
National Academy of Social Insurance 2022; Insurance Information Institute 2023; Allchoice Insurance 2024). Cyber insur-
ance is no different (see, e.g., Chen et al. 2023; Cho, Eling, and Jung 2024).

1.2. Data Breach Reporting Patterns and Frequency

To more accurately price cyber insurance, one needs to understand the statistical properties of various types of cyber inci-
dents and model their frequency and/or severity. Unfortunately, we believe that the current literature’s understanding of the
evolution of data breaches is lacking. Though there are several rigorous analyses of frequency trends, their conclusions do not
agree (see, e.g., Maillart and Sornette 2010; Edwards, Hofmeyr, and Forrest 2016; Romanosky 2016; Xu et al. 2018; Jung
2021; Wheatley, Hofmann, and Sornette 2021; Eling, Ibragimov, and Ning 2023). Where could those discrepancies come
from?

It is important to note that conclusions on cyber frequency trends are generally based on three main cyber databases: Data
Breach Chronology provided by Privacy Rights Clearinghouse' (Privacy Rights Clearinghouse 2024), Cyber Loss Data by
Advisen (Advisen 2024), and SAS OpRisk Global Data by SAS (SAS 2024). For the rest of this article, we will refer to these
datasets as follows: the PRC dataset, the Advisen dataset, and the SAS dataset. Unfortunately, the exact data collection stand-
ards of these datasets are unknown, because they are secondary data sources that collect data from multiple sources (e.g.,
media, state attorneys general, company websites). Because all three datasets are subject to unknown data collection standards,
it is challenging to judge the reliability of any particular conclusion.

Some research suggests an increase in cyber event counts over time (e.g., Eling, Ibragimov, and Ning 2023). Without ques-
tioning the worth of those studies (whose main focus is generally elsewhere), it is unclear whether the observed increase is due
to an actual increase of risk frequency or not. In particular, factors that enhance data collection capacities over time could drive
increases in event counts, even if the level of risks remains unchanged. They include the following:

1. The introduction of various reporting mandates at different times may have led to sudden increases in the number of
events reported. Businesses were forced to report more incidents, subsequently inflating the dataset (Jung 2021; Aldasoro
et al. 2022). Both the PRC and the Advisen datasets collect data from data breach notification laws of various states,
which are introduced at different points in time (Advisen 2024; Privacy Rights Clearinghouse 2024).

2. Increasing media attention in cybersecurity (Harry and Gallagher 2023) may have led to an increase in the number of
events collected by the dataset from media sources. The Advisen the SAS datasets source part of their data from the
media (Wei, Li, and Zhu 2018; Malavasi et al. 2022).

3. The increasing number of data sources used by data maintainers over time may have led to increases in the number of
events collected by the dataset over time (Palsson, Gudmundsson, and Shetty 2020). This issue is likely to be present in
all three datasets (the PRC, the Advisen, and the SAS datasets).

Overall, to reliably assess frequency trends of cyber risks, we should analyze data that follow established and consistent
data collection standards over time and space. This approach serves two critical purposes: firstly, it allows us to precisely
delineate the scope of our conclusions; secondly, it helps mitigate the influence of the above biases on event counts, thereby
enabling a more nuanced understanding of the evolution of cyber risks.

1.3. State Attorney General Data Breach Information

In contrast to the three databases mentioned in the previous section, the publications of data breaches by state attorneys
general are not influenced by the issue of enhanced data collection capacities. This allows for a more reliable assessment
of frequency trends in cyber risks or cyber insurance risks. Details can be found in Maryland Attorney General (2023);
Montana Department of Justice (2023); Oklahoma Office of Management & Enterprise Services (2023); California Attorney

"Here we are referring to the public data: Data Breach Chronology Archive (2005-2018).
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General (2024); Delaware Attorney General (2024); Hawaii Department of Commerce and Consumer Affairs (2024); Indiana
Attorney General (2024); Towa Attorney General (2024); Maine Attorney General (2024); New Hampshire Department of
Justice (2024); New Jersey Cybersecurity & Communications Intergration Cell (2024); North Dakota Attorney General
(2024); Oregon Department of Justice (2024); Texas Attorney General (2024); Vermont Attorney General (2024); Washington
State Office of the Attorney General (2024); Wisconsin Department of Agriculture, Trade and Consumer Protection (2024)
and are developed in Section 2. Salient properties of this set of data include the following:

1. State attorneys general’s data are collected under state data breach notification laws in the United States (National
Conference of State Legislatures 2024). They are less affected by the issue of increasing reporting incentives, because
reporting standards have remained consistent over time at the state level. For example, since January 1, 2012, California
has required notification of the California attorney general regarding breaches that affect more than 500 California
residents.

2. The data sources consist of data breach reports submitted by business entities, rather than being derived from media
sources. Consequently, they remain unaffected by the bias associated with escalating media attention.

3. The only data sources are data breach reports submitted by business entities, thereby insulating them from the bias stem-
ming from the introduction of new data sources.

Crucially, state attorneys general’s data provide information on reporting delays (i.e., the lag between the date of breach
occurrence and the date of breach notification), which allows for the analysis of the number of incurred but not reported
(IBNR) data breaches. Furthermore, in state attorneys general’s data, each business affected by cyber events is considered as a
separate event, which aligns with the perspective of insurers.

In summary, datasets like the Advisen dataset offer detailed information on individual cyber events, adding depth with a
greater variety of variables. However, their coverage (how many actual events are included) remains limited and somewhat
ambiguously defined. In contrast, data from state attorneys general provide less detail on individual events but are reliable and
offer clearly defined coverage. This important observation enables the generation of results in this article that are distinct and
original compared to the existing literature, because we are the first to extract and analyze the state attorneys general’s data
breach data to our stated purposes.

Though commercial datasets like Advisen offer greater depth, the reliability and consistency of government-sourced data,
derived from legal mandates and rigorous collection standards, make it a uniquely valuable resource for cyber risk analysis.

1.4. Statement of Contributions

In this article, we provide a rigorous examination of data breach reporting patterns and frequency trends in the information
published by state attorneys general, by applying generalized additive models (GAMs) to overdispersed Poisson (ODP) obser-
vations based on run-off triangles (e.g., Taylor 2012). By “development profile/pattern” or “reporting pattern” we refer to the
pattern or trend over time of event notifications following the occurrence of a cyber event.

We first generate a quarterly estimation of the number of IBNR data breaches. Beyond providing useful insights, this step
is essential for reliably assessing the frequency trends of data breaches within the jurisdictions included in our set of data. It is
also a contribution in itself. Though Eling, Ibragimov, and Ning (2023) accounted for reporting delay and provide estimates of
the number of cyber IBNRs using the Advisen dataset (which already presents potential issues owing to its nature as explained
above), their estimation is opaque. The frequency model utilized in Eling, Ibragimov, and Ning (2023) includes some parame-
ters to allow for changes in reporting delay; unfortunately, the algebraic form of this quantity is not visible. Therefore, it is
unclear whether and how changes in reporting delays (over time) are accounted for in their study. In contrast, we uncover spe-
cific characteristics of the IBNR data breach counts. By recognizing changes of these characteristics over time, we can gener-
ate an accurate estimation of the number of IBNR breaches for different quarters of origin.

Once IBNRs are reliably determined, the emergence of total data breaches (whether reported or not) can be analyzed in
detail. Because our modeling attends to the fine details of the data, we are able to extract features from the frequency data that
are material but have not been mentioned in the prior literature. An understanding of these features, such as the commonalities
among states and severity levels measured by the number of affected state residents, is of considerable value to pricing, reserv-
ing, and general appreciation of the evolution of cyber experience. Our analysis may serve as an example of the kind of ana-
lysis that could be performed on cyber data elsewhere.

In addition, our modeling jointly analyzes the state attorneys general’s publications of data breaches across the eight states
that explicitly include reporting delay information (i.e., California, Delaware, Indiana, Maine, Montana, North Dakota,
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Oregon, and Washington). This yields the most comprehensive comparison of cyber risk frequency across states in the litera-
ture to the best of our knowledge. Though the current academic literature analyzes cyber events within the United States at a
broad, aggregate level (Edwards, Hofmeyr, and Forrest 2016; Romanosky 2016; Wheatley, Maillart, and Sornette 2016; Eling
and Loperfido 2017; Eling and Jung 2018; Xu et al. 2018; Eling and Wirfs 2019; Strupczewski 2019; Kesan and Zhang 2020;
Palsson, Gudmundsson, and Shetty 2020; Poyraz et al. 2020; Bessy-Roland, Boumezoued, and Hillairet 2021; Farkas, Lopez,
and Thomas 2021; Jung 2021; Sun, Xu, and Zhao 2021; Wheatley, Hofmann, and Sornette 2021; Eling et al. 2022; Liu, Li,
and Daly 2022; Malavasi et al. 2022; Li and Mamon 2023; Lu, Zhang, and Zhu 2023; Shevchenko et al. 2023), it lacks a
nuanced examination of these events at a more granular, state level. Although some academic research and industry reports
explore global variations in cyber risks (e.g., Deloitte 2023; Bruce et al. 2024; Verizon 2024), there is a notable absence of
insights into state-level differences within the United States.

Moreover, we further enrich our analysis with a comparative analysis of data breaches across different severity levels and
states. This approach yields valuable insights into cyber risk frequency variations across severity levels. Indeed, a proper
understanding of the disparities in trends between large and small data breaches is crucial for insurers to effectively manage
risks, allocate resources, and optimize their operations to remain competitive in the insurance market.

The following findings underscore important trends in data breach reporting and frequency that have critical implications
for the cyber insurance industry. Our findings reveal shifting reporting patterns and lengthening delays for data breaches across
states and severities, challenging the constant delay assumption of the basic chain-ladder method. Relying on the chain-ladder
method may result in underestimating IBNRs and breach frequency, suggesting that cyber insurers should test its validity and
be prepared to adopt an approach that more accurately reflects the data.

Another important observation is that the frequency of data breaches remained relatively stable prior to 2020 but showed an
upward trend post-2020 across severity levels and states. This lends support to the hypothesis that the frequency of cyber
events changed after the onset of COVID-19 (see, e.g., Cyber Insurance Academy 2021; U.S. Government Accountability
Office 2021).

Finally, we summarize our results in an extensive and holistic discussion of their implications on the pricing, reserving,
underwriting, capital needs, and experience monitoring of cyber insurance.

1.5. Structure of the Article

The article is organized as follows. Section 2 distinguishes state attorneys general’s datasets from the PRC dataset, dis-
cusses key data analysis considerations for cyber data, and emphasizes the role of government data in reliable cyber research
and analysis. Section 3 outlines the selection and processing of state attorneys general’s data before they are modeled. Section
4 describes the construction of the model used in this article. Section 5 provides details of the model output, including the dis-
covery of data features not mentioned in prior literature that could provide valuable insights into cyber risks. Section 6 high-
lights key research findings of this article for academic researchers and cyber insurers, including a detailed discussion of the
insurance implications of the main model output found in Section 5. Section 7 concludes.

2. STATE ATTORNEYS GENERAL’S PUBLICATIONS OF DATA BREACHES

This section contains three parts. First, we introduce the datasets of state attorneys general in Section 2.1. Because they
have not yet been sufficiently acknowledged by the literature, we offer some background for cyber risk researchers to under-
stand the differences among the datasets of individual state attorneys general. State attorneys general’s publications should
serve as important data sources in the current climate of scarce public data on cyber events, because they constitute one of the
primary sources of major existing datasets and provide valuable information.

Second, in Section 2.2, we compare state attorneys general’s datasets with the widely used PRC dataset to help researchers
better utilize both sources for insights into data breach risks. State attorneys general’s data offer several advantages over the
PRC dataset: they provide more timely and detailed information on breaches (see Section 2.2.1) and better capture inter-
dependence among businesses using common services (see Section 2.2.2). This is crucial for understanding the implications of
dependent cyber policies, a key challenge for market growth. Additionally, with a more constant reporting propensity, the fre-
quency trend of reported breaches more accurately reflects actual occurrences (see Section 2.2.3). The reporting propensity
refers to the ratio of breaches reported to those actually occurring.

Third, we emphasize that government data remain a critical resource owing to their unique strengths, including reliability
and consistency derived from legal mandates and rigorous collection standards. This section highlights these advantages, not-
ing how government data have been successfully used in fields such as public health to demonstrate its importance, with
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similar approaches applicable to cybersecurity. Data from state attorneys general, in particular, provide accuracy, impartiality,
and timeliness, making them essential for effective risk assessment, accurate pricing, threat analysis, and preparation for
emerging data breach risks. Though commercial datasets like Advisen can offer additional depth, the foundational consistency
of government data supports our analysis.

2.1. Introduction of Public Datasets Underrepresented in the Current Literature

In this article, we use data breaches published by individual state attorneys general in the United States to investigate
changes in data breach reporting patterns and frequency trends. These data breaches are subject to state reporting guidelines,
and they are publicly accessible on the websites of state attorneys general (see the references that follow).

As of June 2023, 17 state attorneys general publicly publish data breaches that they collect. See Maryland Attorney General
(2023); Montana Department of Justice (2023); Oklahoma Office of Management & Enterprise Services (2023); California
Attorney General (2024); Delaware Attorney General (2024); Hawaii Department of Commerce and Consumer Affairs (2024);
Indiana Attorney General (2024); Iowa Attorney General (2024); Maine Attorney General (2024); New Hampshire
Department of Justice (2024); New Jersey Cybersecurity & Communications Intergration Cell (2024); North Dakota Attorney
General (2024); Oregon Department of Justice (2024); Texas Attorney General (2024); Vermont Attorney General (2024);
Washington State Office of the Attorney General (2024); Wisconsin Department of Agriculture, Trade and Consumer
Protection (2024).

2.1.1. Inconsistent Data Breach Notification Laws across States and over Time in the United States

At this time, the protection of private information in the United States is provided by a mixture of sector-specific federal
statutes (i.e., covering financial services, health care, telecommunication, and education) and state laws, which differ in their
scope and jurisdiction (International Comparative Legal Guides 2024). The National Conference of State Legislatures (NCSL)
publishes state data breach notification laws in the United States (National Conference of State Legislatures 2024). As of June
2023, data breach notification laws have been implemented in all 50 states, the District of Columbia, Guam, Puerto Rico, and
the Virgin Islands.

States in the United States imposed their own data breach notification laws at different times, each of which protects the
privacy of its residents (National Conference of State Legislatures 2024). For instance, California has had a data breach notifi-
cation law in effect since 2002, Mississippi since 2010, and South Dakota and Alabama since 2018, the last two states to enact
such legislation.

Though most state data breach notification laws have similar elements, there are still variations. Key disparities include def-
inition of what constitutes personally identifiable information, whom entities must notify, the number of affected state resi-
dents above which notification to the state attorney general becomes mandatory, and when the notification must be made once
an obligation is triggered. The content of the breach notice, whether the state publishes breach data publicly, and any exemp-
tions from reporting also vary across states (Privacy Rights Clearinghouse 2023). For example, Table 1 shows the varying def-
initions of reportable data breaches to state attorneys general in the United States in 2021 (International Association of Privacy
Professionals 2021). The same breach might require notification of multiple state attorneys general, if it affects residents from
multiple states.

Additionally, state laws are amended on a regular basis. Common trends include expanding the number of data items that
constitute personally identifiable information, reducing reporting time frame, and requiring notification of the state attorney

TABLE 1
Definitions of Reportable Data Breaches in the United States in 2021
Notification to state attorney general Number of states®
No obligations 17
Yes 14
Yes if more than 250 state residents 4
Yes if more than 500 state residents 8
Yes if more than 1000 state residents 7
Others 4

Note: [a]Including 50 states, the District of Columbia, Guam, Puerto Rico, and the Virgin Islands
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general. According to Maine Legislature (2019), an additional requirement of the state attorney general effective from
September 19, 2019, is to report breaches no later than 30 days after their discovery. Table 5 presents the dates when some
states’ statutes began to require notification of the attorney general.

2.1.2. Differing Fields Contained in the Datasets of Individual State Attorneys General

Tables 2 and 3 distinguish the information provided by individual state attorneys general on data breaches, as of June 2023.
Attorneys general of New Hampshire, New Jersey, Vermont, and Wisconsin also publish breach information, but the breaches
are presented only by individual notice letters. The second column of Table 2 lists the notification requirement of the state
attorney general. The fourth and fifth columns of Table 3 present the requirements of maximum notification time frames from
the discovery of a breach. The last column of Table 3 references state statutes.

2.2. Advantages of Datasets from State Attorneys General over the PRC Database on Frequency Modeling

The main dataset used in data breach frequency and severity modeling is the PRC dataset. The PRC dataset obtains most of
its data from state attorneys general and the U.S. Department of Health and Human Services; the former are the data sources
of this article and the latter collects breaches of protected health information under a federal regulation (i.e., The Health
Insurance Portability and Accountability Act of 1996), which is also publicly available (U.S. Department of Health and
Human Services 2024).

Data from state attorneys general are more suitable for the purpose of this study than the PRC dataset due to the considera-
tions in the following section.

2.2.1. Additional Information Provided by State Attorneys General

Dates of occurrence  As major sources of the PRC dataset, data breaches publicized by state attorneys general contain the
information necessary for assessing reporting delay—date of breach incidence—that is absent from the PRC dataset. Shown in
Table 2, among all states that publicly publish data breaches, eight explicitly present information regarding dates of occurrence
(i.e., California, Delaware, Indiana, Maine, Montana, North Dakota, Oregon, and Washington). Maine provides two additional
dates, including date of discovery and date of consumer notification.

Data breach notification letters ~ Some state attorneys general provide access to data breach notification letters that are
submitted by organizations as part of regulatory requirements. These letters typically contain descriptions of the breaches that
have occurred.

Up-to-date breaches  State attorneys general are updating their own database daily to include the newest reported data
breaches, making the examination of breaches that occurred in 2020 and 2021 possible. However, the PRC dataset contains
few data breaches that are reported after 2018 and none after 2019 and thus it is difficult to see the most recent changes,
including those affected by the COVID-19 pandemic. Wheatley, Hofmann, and Sornette (2021) found that the number of data
breaches in 2018-2019 present in the PRC dataset is far less than those in previous years and suspect incomplete data. Li and
Mamon (2023) suggested that the PRC dataset is only reliable until 2017.

2.2.2. Richer Description of Data Breaches

Two different event definitions could be used  One of the peculiarities of cyber risks is that event definition can be com-
plicated by interdependencies among certain security incidents (Wheatley, Hofmann, and Sornette 2021), namely, third-party
cyber events. A third-party data breach refers to a data breach that occurs at a service provider, vendor, or other third-party
organization that has access to other companies’ data (Prevalent 2024). It can be considered as (1) a single event that occurred
at the third-party provider or one of its affected client firms or (2) a series of correlated events at the provider and all of its
affected client firms. The choice of event definition will impact the derived frequency trend, because the latter will result in a
greater number of data breaches.

A practical example of a third-party data breach is the SolarWinds breach, which occurred in 2020 when attackers infil-
trated the company’s software supply chain, injecting malicious code into a software update (Oladimeji and Kerner 2023).
SolarWinds is a major IT management company that provides network monitoring tools to thousands of clients. This update
was distributed to thousands of customers, including government agencies and private companies, leading to a widespread
compromise. This incident illustrates how the failure or compromise of a third-party provider can be considered either a single
event at the provider (i.e., SolarWinds) or multiple correlated events across all affected client organizations (i.e., public and
private organizations). Depending on how the event is defined, it could be recorded as a single breach at the provider or as
multiple incidents across affected organizations, which would affect the overall breach count.
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TABLE 3
Summary of Datasets from State Attorneys General—2

Time frame of notification

Cause of  Information to individuals (law Time frame of notification  Breach notification
State breach breached enforcement exceptions) to state attorney general statutes
California As expediently as possible Cal. Civ. Code 1798.82
(AEAP) and “without et seq.
unreasonable delay” *
Delaware “Without unreasonable “No later than the time Del. Code Ann. tit. 6 §
delay but no later than 60  when notice is provided 12B-101 et seq.
days after determination to the resident” °
of the breach of
security” b
Hawaii Y “Without unreasonable “Without unreasonable Haw. Rev. Stat. §
delay” © delay” © 487N-1 et seq.
Indiana “Without unreasonable “Without unreasonable Ind. Code § 24-4.9-1-1
delay” ¢ delay” ¢ et seq.
Towa AEAP and “without “Within 5 business days Towa Code § 715C.1
unreasonable delay” © after giving notice of the = — 2
breach of security to
consumers” ©
Maine Y AEAP and “without “Without unreasonable Me. Rev. Stat. tit. 10 §
unreasonable delay, no delay” * 1346 et seq.
more than 30 days after
awareness of a breach of
security and identification
of its scope” *
Maryland Y Y “As soon as reasonably “Prior to notification to Md. Code Com. Law §
practicable but no later individuals” & 14-3504 et seq.
than 45 days after the
business discovers or is
notified of the breach of
the security of a
system” €
Massachusetts Y “As soon as practicable and “Without unreasonable Mass. Gen. Laws 93H
without unreasonable delay” " § 1 et seq.
delay” "
Montana AEAP and “Without “Simultaneous with Mont. Code § 30-14-

North Dakota

Oregon

unreasonable delay” ' notification to

individual” '
AEAP and “without ' “Without 'unreasonable
unreasonable delay” delay” J

AEAP and “without
unreasonable delay, but
no later than 45 days after
discovering or receiving
notification of the breach
of security” *

“Without unreasonable

days after ...” ¥

1701 et seq.

N.D. Cent. Code § 51-
30-01 et seq.
Or. Rev. Stat. §§

delay, but no later than 45 646A.600 -

646A.604

(Continued)
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TABLE 3
(Continued).
Time frame of notification
Cause of  Information to individuals (law Time frame of notification = Breach notification
State breach breached enforcement exceptions) to state attorney general statutes
Texas Y “Without unreasonable “No later than the 60th day Tex. Bus. & Com.
delay and in each case no after ...”" Code § 521.053

later than the 60th day
after the date on which
the person determines that
the breach occurred” '

Washington Y AEAP and “without “No more than 30 days after Wash. Rev. Code §
unreasonable delay, and the breach was 19.255.010 et seq.
no more than 30 calendar  discovered” ™
days after the breach was
discovered” ™

Sources: *California Legislature (2024); ®Delaware Legislature (2024); “Hawaii Legislature (2024); YIndiana Legislature (2022); ‘Towa
Legislature (2024); "Maine Legislature (2024); EMaryland Legislature (2024); "Massachusetts Legislature (2024); 'Montana Legislature
(2024); ‘North Dakota Legislature (2024); kOregon Legislature (2024); "Texas Legislature (2024); ™Washington Legislature (2024)

In the case of a third-party breach, the PRC dataset follows the former event definition (Benaroch 2021) and datasets of
state attorneys general follow the latter. For example, In 2017, Sabre, a travel company, experienced a data breach in its
Hospitality Solutions system that affected its business partners who used its central reservations booking engine (Fortra 2021).
In the PRC dataset, this data breach is recorded as a single event under Sabre. However, state attorneys general’s datasets clas-
sify it as multiple breaches involving various organizations, including Sabre. This is because the affected companies that out-
sourced services to Sabre were obligated to report the breach to relevant state attorneys general individually.

Which event definition should be used to count the number of events  According to Wheatley, Hofmann, and Sornette
(2021), taking into account all affected organizations in the case of a third-party cyber event provides a richer description of
the event. Also, from both an economic and a cyber insurer’s point of view, a third-party data breach should be regarded as a
series of events rather than a single occurrence, which will be explained below.

To avoid underestimating the risk of a data breach, a third-party data breach should be viewed as a series of events that
occurred at both the third-party provider and all of its affected client firms. It should not be considered as a single event that
occurred at the third-party provider or one of its affected client firms. If not, we would underestimate the total number of busi-
nesses that are affected by such a breach, resulting in an overall underestimation of the frequency rate. Second, we would
underestimate the economic impact of the third-party data breach, by failing to account for the impact on each affected busi-
ness. Third, we would underestimate the dependencies across organizations because the data do not capture the dependence
resulting from the utilization of common services and providers.

From the point of view of cyber insurance pricing, considering all affected businesses in the case of a third-party data
breach has significant value in understanding the consequences of dependent cyber policies, which is the major impediment to
the market’s expansion. A cyber liability policy covers financial loss in the event of a data breach, irrespective of who was
accountable for the loss of data (Woodruff Sawyer 2020). Therefore, when the insurance company insures a third-party pro-
vider and its client firms, a breach that occurred at the provider may result in multiple claims to the insurer, rather than a single
claim, which can be an aggregation problem.

When the data of an organization that has purchased cyber insurance is compromised within a third party’s system, the
insurer will incur two kinds of costs. First, the organization is responsible for the costs related to the data breach, including
regulatory compliance, potential litigation, and related costs. When the contract with the third-party vendor is not enough to
cover these costs, the insurer is responsible for the rest (Woodruff Sawyer 2020). Second, the insurer may take the lead in exe-
cuting the organization’s contractual rights with the service provider directly accountable for the breach. This is known as sub-
rogation (Woodruff Sawyer 2020).
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Third-party data breaches require particular attention, because the cloud has become a ubiquitous part of corporate IT net-
works, and most breaches are found to be caused by third-party vendors. In 2022, 94% of businesses used cloud services in
some capacity to hold and process their data (Flexera 2022). Ponemon Institute (2022) found that among 1162 cybersecurity
experts surveyed, a majority of the them, accounting for 59%, acknowledged that their organizations had encountered a data
breach originating from third parties.

In addition, the current literature has not investigated trends in data breach frequency that attempt to take into account all
affected client firms of the third-party vendor in the case of a third-party data breach. Therefore, we use datasets of state attor-
neys general in our frequency analysis.

Which event definition should be used to assess frequency trends ~ When a third-party data breach is regarded as a sin-
gle event, referred to as Definition 1, changes in the frequency trend reflect shifts in the occurrences of primary events (e.g.,
the initial breaches at third-party service providers). This definition focuses solely on the breaches occurring at the source,
with any observed fluctuations in the frequency trend directly indicating changes in the rate of primary events.

In contrast, when a third-party data breach is regarded as a series of events, referred to as Definition 2, changes in the fre-
quency trend may reflect not only the occurrences of primary events but also the frequency of secondary events triggered by
the primary breach. In this scenario, the breach frequency may increase owing to a ripple effect, where the primary breach
impacts multiple client organizations. As a result, fluctuations in the frequency trend could stem from either changes in the
number of initial breaches or the extent to which those breaches propagate across affected clients.

There are four possible scenarios for changes in frequency trends, each reflecting variations in primary and secondary
events.

1. Scenario 1: Increase in Definition 1, constant/decrease in Definition 2
e Primary events increase but fewer secondary entities are affected. Frequency rises owing to more primary breaches,
even though each breach impacts fewer clients.
2. Scenario 2: Increase in Definition 1, increase in Definition 2
e Both primary events and secondary entities increase, leading to a compounded rise in frequency, as breaches become
more frequent and widespread.
3. Scenario 3: Constant/decrease in Definition 1, increase in Definition 2
e Primary events remain constant or decline, whereas more secondary entities are affected. Frequency increases despite
steady or fewer primary breaches, as each breach impacts more clients.
4. Scenario 4: Constant/decrease in Definition 1, constant/decrease in Definition 2
e Both primary events and secondary entities remain stable or decrease, resulting in a constant or declining frequency
trend, with fewer widespread breaches.

By considering both definitions and identifying the scenario at play, insurers can better capture the complete picture of data
breach frequency, including both primary events and their ripple effects on associated organizations. Frequency increases may
indicate growth in primary breaches, their spread across client organizations, or both. This broader perspective helps insurers
assess whether primary breaches are rising and whether their systemic impact on associated businesses is expanding.

The approach to pricing, reserving, and risk assessment will differ for each scenario. Increases in primary events require
insurers to address the increasing exposure and susceptibility of organizations to cyber risk, whereas increases in cascading
effects (secondary events) call for a focused evaluation of supply chain risks and interdependencies among organizations.
Recognizing these changing trends enables insurers to fine-tune their models for pricing, reserving, and risk assessment, ensur-
ing that they are prepared for the increasing interconnectedness and complexity of cyber risks.

2.2.3. A More Constant Reporting Propensity
Some assumption about the reporting propensity is required to assess risks over time  The ultimate goal of modeling
the frequency and severity of cyber risks in the context of cyber insurance is to estimate the loss distribution of insurance
claims resulting from cyber incidents. Trend analysis of events can shed light on the risks associated with insurance claims
over time. However, the limitation of any datasets that collect real events is that they can only record those that are publicly
disclosed; not all events that have occurred are known.

Nonetheless, we can learn about the trend of actual events by analyzing reported ones, as long as we can make a valid
assumption about the reporting propensity (see the definition in Section 2). For example, if the reporting propensity remains
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constant over occurrence periods, counts of reported events will vary proportionately with those incurred, and the former will
validly reflect any trend in the latter.

The data breach reporting propensity in the United States may have shifted over time, complicating efforts to identify actual
frequency trends with reported incidents. From this perspective, individual state attorneys general’s datasets are more appropri-
ate for frequency analysis because they provide a more reliable basis for assuming a constant reporting propensity compared to
the PRC dataset. Detailed discussion is presented next.

A likely change in the reporting propensity in the United States ~ The reporting propensity of data breaches is heavily
influenced by legal requirements, because organizations are reluctant to disclose their security incidents unless necessary, in
the fear that they could tarnish the reputation of the brand and instill mistrust among customers. As a result, notification laws
play a crucial role in the disclosure of security incidents, and the enactment and amendment of such mandates could have a
substantial effect on the events that come to light. For example, in Australia, the total number of data breach notifications
increased by 712% under the mandatory reporting scheme (i.e., the Notifiable Data Breaches scheme) compared to the previ-
ous year under the voluntary scheme (Office of the Australian Information Commissioner 2019).

The propensity to report data breaches with varying severities in the United States may have changed over time as a result
of differing state laws governing data breach notification obligations and the evolution of such requirements over time within
individual states. We have identified two key disparities in state laws that materially affect the reporting propensity.

First, over time, data breach notification regulations have evolved to require breached organizations to notify not only
affected customers but also government bodies, which may have resulted in a greater number of breaches being made public
following this change. For example, since January 1, 2012, California has required notification of the California attorney gen-
eral regarding breaches that affect more than 500 California residents. Considering that a sizable percentage of the PRC dataset
comes from state attorneys general, including the California attorney general, this requirement may have led to more breaches
being collected by the California attorney general and subsequently by the PRC dataset. In addition, notification of the respect-
ive state attorney general regarding certain breaches is enacted at different times across different states’ statutes (see Table 5).
For example, Washington State added this requirement at a much later date than California, on July 24, 2015. Such variation
in reporting requirements over time across different states could potentially lead to changes in the reporting propensity of data
breaches in general at the national level.

Second, the varying definitions of reportable data breaches across states may have also resulted in differing reporting pro-
pensity of data breaches with different severities. The number of affected state residents above which notification to the
respective state attorney general becomes mandatory varies by state (see Table 1). For example, the Washington attorney gen-
eral requires the reporting of data breaches that affect more than 500 Washington residents, whereas the Indiana attorney gen-
eral requires the reporting of all breaches that affect Indiana residents (see Table 2). Because organizations are generally
reluctant to disclose data breaches unless they are legally required to do so, the breaches reported to the Washington attorney
general will be larger in size than those reported to the Indiana attorney general. This is reflected in the actual data: 7% of data
breaches published by the Indiana attorney general affect more than 500 state residents, compared to 90% of data breaches
published by the Washington attorney general.

The reporting propensity of the PRC dataset ~ The PRC dataset relies heavily on information provided by individual state
attorneys general. Hence, any change in the propensity to report to individual state attorneys general would likely cause a shift
in the reporting of the PRC dataset. It is possible that the reporting propensity of individual state attorneys general may have
varied throughout the PRC dataset’s duration (2005-2018) owing to differences in when states implemented the reporting
requirement to their respective attorneys general. This variability could result in the reporting propensity of the PRC dataset
being less constant, and we could not make a valid assumption about its reporting propensity over time. For example, it
became mandatory for organizations to notify the California attorney general of data breaches affecting more than 500
California residents at the beginning of 2012. As a result, more such breaches might have been captured by the California
attorney general and subsequently by the PRC dataset. The California attorney general alone is the source of almost 10% of
breaches in the PRC dataset, and thus the change in the reporting propensity of California can materially affect that of the PRC
dataset.

The PRC dataset may not be suitable for performing national trend analysis due to variations in the definitions of reportable
data breaches among its data sources, which may have resulted in differing reporting propensity for breaches with varying
severities. Because various state attorneys general, one of the primary data sources for the PRC dataset, require the reporting
of breaches with different severities, it can be challenging to derive meaningful insights from aggregated analysis across all
states.
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Additionally, as noted by Li and Mamon (2023), concerns about data collection reliability have led to suspicions that the
PRC dataset’s reporting propensity may have been subject to changes. In particular, there has been a noticeable decline in the
number of incidents reported for nonmedical institutions after 2012, which seems inconsistent with the growing prevalence of
e-commerce and increasing awareness of cyber risks.

Thus, we cannot reasonably conclude that the reporting propensity of data breaches in the PRC dataset is constant. Though
the PRC dataset is useful for tracking the earliest and biggest data breaches, the evolution of data breach risks can be difficult
to unravel, given that we cannot make a reliable assumption about its reporting propensity over time.

The reporting propensity of datasets provided by state attorneys general ~ The datasets from individual state attorneys
general, when analyzed individually, are likely to be subject to a more constant reporting propensity than the PRC dataset.
First, these are data breaches that were reported following mandatory notification of individual state attorneys general (i.e.,
after the major shift in the reporting propensity within individual states). Second, the definition of reportable data breaches
remains consistent over time in each state. Although the reporting propensity in any state could still change due to changes in
legal environments (for instance, stronger penalties could increase the reporting propensity), we could assume with greater
confidence that the reporting propensity of individual state attorneys general’s datasets is constant than we could for the PRC
dataset.

2.3. The role of government data in cyber research and analysis

Using government data in cybersecurity is both practical and necessary, offering a solid foundation for addressing cyber
threats in today’s data-driven world. This section highlights its proven value across fields like public health, environmental sci-
ence, and social sciences, underscoring its reliability and potential as a key asset for analyzing threats and mitigating risks.

Government data stand out for their reliability, consistency, and authority (Washington 2014). Collected through docu-
mented procedures and legal mandates, government data ensure quality, transparency, and sustainability, making government
data a stable, dependable resource. These standards provide a strong basis for big data algorithms, predictive models, and trend
analyses.

Government data have been a crucial benchmark across sectors. For example, public health data from agencies like the
Centers for Disease Control and Prevention have long been used to model disease trends, aiding in crisis preparedness
(Washington 2014), and postal codes, initially for mail delivery, now support demographic analysis and socioeconomic cluster-
ing. These uses show government data’s foundational role in large-scale, reliable analytics, demonstrating their relevance
across disciplines.

The impact of government data has grown with the introduction of government open data initiatives, which has broadened
its accessibility and applications. Researchers across fields, including medicine, environmental science, and social sciences,
rely on government open data for diverse purposes: as data sources in statistical models, benchmarks for validating existing
datasets, and context for comprehensive studies (Yan and Weber 2018). This broad usage highlights their versatility, reinforc-
ing their value as a credible, standardized resource for specialized and interdisciplinary research.

In cyber insurance, government data offer substantial benefits, providing accurate, unbiased, and timely information essen-
tial for effective risk assessment and pricing. For instance, breach data from U.S. state attorneys general, collected under man-
datory notification laws, ensure transparency, accuracy, and impartiality (U.S. General Services Administration 2018;
USAFacts 2023). This consistent, dependable view of breaches is ideal for trend analysis and cross-validation with other data
sources. With breach details typically available online within days of submission, cybersecurity professionals gain timely
insights into emerging threats, a crucial advantage in a rapidly evolving cyber landscape to help mitigate financial losses.

Leveraging government data provides cybersecurity professionals with a trusted resource for precise threat analysis and
effective risk mitigation. The established value of government data across fields like public health and environmental science
demonstrates their adaptability, making government data an essential asset for addressing today’s complex cyber challenges.

3. DATA SELECTION AND PROCESSING

In this section, we cover the specific details of data selection, aggregation, and processing related to the state attorneys gen-
eral’s data. This includes the identification of data segments for analysis, the definition of reporting delay, the selection of time
periods for investigation, the choice of frequency aggregation, and any required data cleaning. These measures are necessary
to eliminate potential biases and make the conclusions of this article more relevant to cyber insurers. A summary of the data
manipulations can be found in the Online Appendix A.
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3.1. Differentiating Data Breaches by State and Severity

In the previous section, we saw that to control for the reporting propensity, we should analyze datasets from individual state
attorneys general separately. When comparing across states, we should compare breaches under the same definition, because
different states may not share the same definition of reportable breaches.

Therefore, we categorize data breaches by state and definition. All cases of comparison are shown in Table 4; 15 data seg-
ments are investigated, consisting of eight states and four severities. First, we study reporting delays of all eight states that pro-
vide information on both reported date/date of notification and date of breach (occurrence date). We exclude breaches with an
unknown date of occurrence from the analysis. Second, we differentiate among data breaches with various severities (i.e., the
number of state residents affected), because these states collect data breaches that are subject to different severities.

3.2. Definition of Reporting Delay

The reporting delay consists of the time lag between breach occurrence and discovery and the time lag between discovery
and notification of relevant parties. Both lags are of significant interest, but we cannot study them separately because only
Maine has 3 years of breaches with dates of discovery. Therefore, we study the lag between breach occurrence and reporting.
We consider the occurrence date to be the earliest possible date when the breach might have occurred, because this determines
coverage or not for most insurance contracts. The date of notification is also defined as the earliest date, because this approxi-
mates when insurers receive claims. Therefore, when multiple dates are present, only the earliest date is retained.

We assume that the similarity in urgency requirements between insurers and state attorneys general ensures that the report-
ing delay to state attorneys general should reasonably approximate the delay to insurers. Legally mandated deadlines, such as
requirements to report as expediently as possible or Maine’s 30-day post-discovery rule, often align with insurance policies
mandating prompt notification. This approximation captures the minimum lag period, though some variability may arise owing
to internal reviews or legal consultations before notifying insurers.

3.3. Selection of Time Periods for Investigation

We analyze the time periods for which complete and unbiased data are available (see Table 5) to ensure that we do not
underestimate the number of breaches that occurred in earlier years. First, we exclude breaches that occurred before notifica-
tion of the state attorney general was made mandatory. If we included them, we may have significantly underestimated the
number of breaches that occurred prior to the mandatory notification requirement, and we may have wrongly identified an
increasing frequency trend (see Section 2.2.3).

Second, we also exclude breaches that occurred after the mandatory notification requirement but before the earliest reported
date of all breaches in the database. For example, the mandatory notification requirement of the North Dakota attorney general
was effective from April 13, 2015. However, all breaches in the database were reported after January 2, 2019. If we included
breaches that occurred prior to 2019, we would again be at risk of underestimating the number of data breaches.

3.4. Choice of Frequency Aggregation

A critical decision that has to be made is around frequency aggregation: annually, quarterly, or monthly? This depends on
how often cyber insurers should monitor the reporting delay. Because the United States holds the largest market size of cyber
insurance, it might be worth looking at the regulations of the property and casualty insurance industry in the United States,
which cyber insurance falls under.

Regulation of the insurance industry in the United States is mainly executed by the respective states, with state insurance
regulators being members of the National Association of Insurance Commissioners (NAIC). Regulatory filings of insurance
companies consist of those required by the NAIC, which are identical for all, and those required by the state where the insurers

TABLE 4
Comparison by State and Severity
Number of state residents affected State
0-249 Indiana, Montana, Maine
250-499 Indiana, Montana, Maine, North Dakota
>250 Oregon

>500 Indiana, Montana, Maine, North Dakota, Washington, Delaware, California
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TABLE 5

Eight States with Recorded Dates of Breach Occurrence

State

Notification to state
attorney general
(effective date)

Earliest reported date

Period of analysis
(date of occurrence)

Accident quarters

California (CA)
Delaware (DE)
Indiana (IN)
Maine (ME)

Montana (MT)

North Dakota (ND)

Oregon (OR)

Washington (WA)

January 1, 2012
April 14, 2018
2006 (exact date
unknown)
2005 (exact date
unknown)
October 1, 2015
April 13, 2015
January 1, 2016

July 24, 2015

January 20, 2012
April 11, 2018

January 2, 2014 (only
a few in 2013)
January 2, 2013 (only
a few before then)
October 1, 2015 (only
a few before then)
January 2, 2019

January 14, 2016 (only
two before then)
August 11, 2015

January 1, 2012, to
December 31, 2021
April 1, 2018, to
December 31, 2021
January 1, 2014, to
July 31, 2021
January 1, 2013, to
July 31, 2020
October 1, 2015, to
December 31, 2021
January 1, 2019, to
December 31, 2021
January 1, 2016, to
December 31, 2021
October 1, 2015, to
December 31, 2021

2012Q1-2021Q4
2018Q2-2021Q4
2014Q1-2021Q2
2013Q1-2020Q2
2015Q4-2021Q4
2019Q1-2021Q4
2016Q1-2021Q4

2015Q4-2021Q4

are admitted to do business, to the NAIC Financial Data Repository (National Association of Insurance Commissioners
2024a). Quarterly financial statements are one of the sets of financial statements that need to be completed in accordance with
the NAIC (National Association of Insurance Commissioners 2024b). Given the need for cyber insurers to quantify their liabil-
ities quarterly, monitoring reporting delay on a quarterly basis is necessary.

3.5. Necessary Data Cleaning

Two features of data breaches disclosed by state attorneys general are worth noting: recording errors occur periodically, and
sometimes officers record supplementary breach notices as separate entries to update the information contained in the original
breach notice.

To fix the first, we retrieve correct dates from breach notices for breaches with a negative delay (i.e., occurrence dates later
than discovery/notification or discovery dates later than notification). If the breach notice does not contain the correct dates or
is unavailable, we remove the breach. In the cases of errors that are not obvious (e.g., notification lag of 1 day), they have been
accepted as correct because there is no obvious means of filtering them.

Second, we should handle notices/entries related to the same breach with care to avoid double-counting. After transferring
the updated information from the supplementary notices to the original notice, we delete entries related to supplementary noti-
ces. In addition, if a breach only contains dates when supplementary notices are submitted but not when the original notice is
submitted (one breach in Maine met this criterion), we exclude it from the analysis to avoid overestimating the reporting delay.
This is because supplementary notices are submitted after the original notice, resulting in a longer delay between the occur-
rence date and the reported date for supplementary notices compared to original notices.

4. A MODEL OF DATA BREACH REPORTING PATTERNS AND FREQUENCY

Quarterly data breach development patterns have received little attention in the cyber risk literature, with inadequate consid-
eration of changing reporting delays when estimating IBNR breaches (e.g., Kapoor and Nazareth 2013; Wheatley, Hofmann,
and Sornette 2021; Sangari, Dallal, and Whitman 2022; Eling, Ibragimov, and Ning 2023).

In this article, we address these gaps by exploring changes in quarterly data breach development patterns and reporting
delays over time, enabling a more accurate estimation of IBNRs and frequency of data breaches. To achieve this, we apply par-
ameter reduction techniques to an ODP cross-classified model, resulting in a GAM. Where appropriate, categorical variables
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in the generalized linear model (GLM) are replaced with semiparametric forms, such as splines, to enhance parameter effi-
ciency (Taylor and McGuire 2016). We first formulate a GAM for each state and severity and then fuse these various models
into one by taking advantage of the commonalities across states and severities.

We choose GAMs owing to their flexibility and long-standing use in actuarial research, particularly in claims reserving; see
a review of claims reserving models in Chang, Gao, and Shi (2023). Compared to traditional chain-ladder models and their
GLM representations, which require many parameters and struggle with extrapolating tail factors, GAMs incorporate nonpara-
metric smoothing to capture nonlinear trends more effectively. This allows for smoother modeling of accident and develop-
ment period effects, reducing parameter complexity. Additionally, GAMs nest GLMs as a special case, offering a broader and
more adaptable framework for modeling claims frequency, while preserving the core structure of traditional models. This
makes GAMs a well-established and improved alternative in actuarial literature.

We begin with a brief description of the ODP cross-classified model (see Section 4.1). In Section 4.2, we provide an over-
view of the prototype model that serves as the foundation for this study. Next, we present our proposed model equation outlin-
ing the components of the GAM, accompanied by relevant examples.

The data used in the model are run-off triangles, which will be explained shortly and can be found in Online Appendix B.
The GAM for all states and severities is provided in Online Appendix C. Model diagnostics is provided in Online
Appendix D.

4.1. Preliminary: ODP Cross-Classified Model

The chain-ladder method and its extensions based on run-off triangles are widely used in IBNR reserve estimation (Kremer
1982; Mack 1993, 1994; Verrall 1994, 2000; England and Verrall 1998, 2001, 2002; Renshaw and Verrall 1998; Pinheiro,
Andrade e Silva, and de Lourdes Centeno 2003; Antonio and Beirlant 2008; Wiithrich and Merz 2008; Taylor 2012; Grize
2015; Costa, Pizzinga, and Atherino 2016; Peremans et al. 2017; Shi 2017; Sriram and Shi 2021). They estimate IBNRs by
completing the lower triangle of a run-off triangle using information from the upper triangle, which represents the experience
to date.

A run-off triangle is a matrix of numbers that shows claim observations for each period, such as the number of claims filed,
the amount paid out in claims, and the average cost of claims. The rows of the matrix represent the accident periods and the
columns depict the development periods. Accident periods are the periods in which the claims occurred, and development peri-
ods are the periods in which the claims were reported, developed, and ultimately closed. The triangle has a third orientation,
the diagonal, which is also known as the calendar period. Each diagonal represents claim experience during a particular calen-
dar period.

The ODP cross-classified model assumes that the claim observations Cj; in row i and column j, the incremental reported
claim counts in our case, are distributed as independent ODP random variables. Mean and variance are as follows:

E[Cyj] = w; = xiy; and Var[Cyj] = dxy;,

where

n
Zy_,: 1.
=1

Here, x; is the expected ultimate claims up to the latest development period n observed in the triangle for accident period i,
and y; is the proportion of ultimate claims to emerge in development period j. Overdispersion is introduced through the param-
eter ¢», which is unknown and estimated from the data.

The maximum likelihood estimators are equivalent to the conventional chain-ladder estimators (Renshaw and Verrall 1998;
England and Verrall 2002; Taylor and McGuire 2016).

This can be recognized as a GLM, with a log link

In () =c+ o+ p; (H

where c is the intercept, o; is a parameter for each accident period i, f3; is a parameter for each development period j, and,
conventionally, the corner constraint is imposed, such that a; = §; = 0.
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4.2. Model Construction
4.2.1. Prototype Model

The reporting pattern of data breaches is modeled by modifying the Hoerl curve (England and Verrall 2002), also known as
the Gamma curve, which is the most popular parametric form to describe development patterns in general insurance. The
Hoerl curve is produced by substituting the column parameters f3; in Equation (1) with

In(uy)y=c + o+ B~ In(j) + v -J. @)

The development time j is considered as a continuous variable, which allows extrapolation outside the observed range of
development times. The development pattern adheres to a predetermined parametric structure, and it is allowed to be different
for each accident period. The Hoerl curve has a general shape that resembles the typical development pattern of incremental
claims, with a steep increase to a peak followed by an asymptotically exponential decline.

4.2.2. Proposed Model Equation

The structure of our model combines several components to capture different aspects of the data. Beginning with the ODP
cross-classified model, we first simplify the development and accident period effects and then incorporate calendar period
effects. Next, we explore interactions between accident and development periods (i.e., shifts in the development pattern across
accident periods), followed by the treatment of exceptional observations.

The general prototype equation for the model is as follows:

K M N P 0
In () =c+ > B fel) + D 0w gmD) + D b Leeny + D Op - foli) - 8() + > Wy - 1a,(in) 3)
k=1 m=1 n=1 p=1

g=1
The different terms in the model represent the following:

e Development profile f;(j) : Common forms include In (j+ 1), j, and j - In (j 4 1), which modify the Hoerl curve.

e Accident period trend g, (i) : This could be linear as i, be quadratic as i*, or modeled using linear splines such as
(i =), where x is a knot point and (x), = max(0,x).

e Calendar period effects 1;.c4,) : These use indicator functions for specific calendar periods A,, where ¢ =i+j—1,
modeling the effects that apply only during those periods.

o Interaction terms f,(j) - g,(i) : Examples include In(j+1)-(i—«), to capture interactions between development and
accident periods, introducing a change in the development profile at i = «.

o Exceptional observations 14 (i,j) : These indicator functions are used for specific cells A, to handle outliers or excep-
tional cases.

5. ANALYSIS OF MODEL OUTPUT

In this section, we present the output of the GAM model built for the 15 data segments (i.e., eight states and four severities
in Table 4). First, from Section 5.1 to 5.5, we present the most important results and their interpretation. Second, we summar-
ize residual model effects that consist of interesting model features without a clear interpretation (see Section 5.6). Finally, we
present the limitations of our analysis in Section 5.7.

Our analysis focuses on quarterly patterns of reported breaches over time, which we evaluate using run-off triangles. For
brevity, we refer to accident quarter, development quarter, and calendar quarter as AQ, DQ, and CQ, respectively.

Data segments are represented by abbreviations such as IN(0-249), where the state is abbreviated (see Table 5) and the
number inside the parentheses corresponds to the range of individuals affected by the breaches being investigated. As an
example, the data segment abbreviation IN(0-249) refers to breaches that affect between 0 and 249 Indiana residents.
Henceforth, larger breaches are referred to as those that affect more than 500 state residents, and smaller breaches are referred
to as those that affect between 0 and 249 state residents. In addition, the numbering of AQs follows YYYYQQ format, pro-
vided in the last column of Table 5.

The analysis focuses on the four largest data segments IN(0-249), MT(0-249), ME(0-249), and CA(>499), with
WA(>499) and OR(>249) following behind. The remaining data segments deserve less emphasis owing to their low average
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number of notifications per cell in their respective quarterly run-off triangle, which is <5 (see Online Appendix B). This cre-
ates challenges in deriving meaningful insights from the data.

IBNR breaches are projected by extrapolating historical development profiles to the future to complete the lower triangle;
the number of ultimate breaches incurred is calculated by adding actual counts in the upper triangle to the forecasts of IBNRs
in the lower, which then reveals frequency trends.

5.1. General Development Profile
5.1.1. Cyber Insurance Is a Short-Tailed Business

The data breach notification component of cyber insurance is a short-tailed business. At least 80% of breaches are reported
within a year of occurrence and 90% within a year and a half.

5.1.2. Larger Breaches Have Longer Delay between Occurrence and Notification than Smaller Breaches

On average, 80% of larger breaches are reported within a year of occurrence and 90% within a year and a half (see Panel B
of Figure la). Ninety percent of smaller breaches are disclosed within a year of occurrence, and almost all breaches are
reported within a year and a half (see Panel B of Figure 1b).

5.2. Accident Period Trend
5.2.1. The Inclusion of IBNRs Reveals Escalating Frequency
The inclusion of projected IBNRs leads to a notable rise in claim frequency across all states and severities beyond 2020, as

opposed to the decrease in frequency that would be seen if actual counts were the only consideration. See Figure 2a for
CA(>499) and Figure 2b for IN(0-249) and all other major cases in Online Appendix E.

5.2.2. CA, IN, MT, and ME Exhibit Highly Similar Frequency Trends

The growth of quarterly ultimate breaches incurred between 2016Q1 and 2021Q4 is similar across all four states when com-
pared to the average quarterly number of breaches between 2015Q4 and 2016Q3. See Figure 3.

Starting from 2014Q2, the growth rates of four states often share the same sign for the same period. Furthermore, for the
periods with the highest or lowest growth rates, except for 2018Q1, the growth rates consistently maintain both sign and mag-
nitude across states. See Figure 4.

5.2.3. 2020Q1 Marks a Break Point in Frequency Trends for All States
The full model is given in Equation (3), and the terms associated with the o parameters (i.e., frequency trends) are expanded

in Equation (4).
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o is statistically significant in most states and severities, meaning that 2020Q1 is the break point in their frequency trends.
In the following we will discuss the differences in the frequency trends across individual cases.

o CA(>499), IN(0-249): o4 and o5 are insignificant, all else significant in CA(>499). o4 is insignificant in IN(0-249).
There is a sudden increase in the quarterly number of breaches in 2020Q1, followed by a continuous upward trend.

o MT(0-249), ME(0-249), WA(>499), OR(>250), IN(>499), MT(250-499), ME(250-499), ND(250-499): o, o5, o are
insignificant. Following the spike in 2020Q1, the quarterly number of breaches stabilizes at a relatively higher level.
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o ND(>499), IN(250-499): os, o are insignificant. After the sharp increase in 2020Q1, the quarterly count of breaches
declines to a level below that of 2020Q1 but stays elevated compared with pre-2020Q1 periods.

5.2.4. Smaller Breaches Show Faster Growth and Greater Volatility Compared to Larger Breaches

IN(0-249) exhibits the highest and lowest growth rates among the four major data segments (see Figure 4).

To ensure meaningful comparisons among states with varying data availability, we calculate the mean and standard devi-
ation of percentage quarterly growth rates based on the largest common time periods observed in two or more states. The
resulting values are presented in Table 6. On average, IN(0-249) has the highest and most volatile growth rates, followed by
ME(0-249) and MT(0-249) and then CA(>499).

5.3. Interactions between Development Periods and Accident Periods
5.3.1. All States Experience Shifts in Their Reporting Patterns, and the Reporting Patterns Vary Based on Breach
Severity

Equations (5) and (6) show a subset of terms associated with the f§ and 6 parameters in Equation (3) (i.e., reporting patterns
across accident periods in different states).

+01-In(j+1) -1 4() - max(0,i; —i) + ...
In(uy) = ...+ By-j+ B, -max(0,j-6) (6)
B3 Lin,2,50() + Ba - Lz, 51(G) + Bs - 1453(j) @)

+0; - max(0,j — 6) - max(0,i — i) + ...

For larger breaches (see Equation (5)), in the case of CA(>499), the number of notifications declines as a power function
of DQ, with different exponents before and after DQ 4. In addition, the before—-DQ 4 exponent varies with AQ, indicating that
the short-term notification profile has varied with AQ. See Figure 1a for the trends in the notification profile between 2017Q1
and 2021Q4. For detailed descriptions of the changes in trends across all AQs, see Online Appendix F.1.

For smaller breaches (see Equation (6)), IN(0-249), MT(0-249), and ME(0-249) share another type of reporting pattern.
The number of notifications decreases exponentially with a change in decay factor at DQ 6 and corrections at DQs 1, 2, and 5.
The decay factors used to model the notification profile also vary with AQ. See Figure 1b for the trend in the notification pro-
file of IN(0-249). See Online Appendix F.2 to F.4 for descriptions of the changes in trends of IN(0-249), MT(0-249), and
ME(0-249).

5.3.2. Around 2017, All States Observe a Shift in Their Reporting Patterns

After some point in 2017, all states observe a different trend in their reporting patterns. One of the two change points in the
reporting pattern of CA(>499) is 2017Q1 (see Online Appendix F.1). IN(0-249), MT(0-249), and ME(0-249) experience
relatively constant reporting patterns before and including 2017Q3 and shift away from them since 2017Q4 (see Online
Appendix F.2 to F.4).

TABLE 6
Mean and Standard Deviation of Percentage Quarterly Growth Rates
CA(>499) ME(0-249) IN(0-249) MT(0-249)

2013Q2-2014Q1 3.47 (28.40) 2.51 (47.97) NA NA
2014Q2-2015Q4 8.90 (39.66) 11.62 (44.28) 8.09 (35.03) NA
2016Q1-2020Q2 10.41 (30.41) 11.89 (38.27) 20.36 (68.48) 14.97 (46.64)
2020Q3-2021Q2 —7.46 (29.56) NA 10.29 (18.86) 1.07 (18.24)
2021Q3-2021Q4 34.12 (40.85) NA NA 0.29 (5.87)
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5.3.3. The Reporting Delay Has Been Getting Longer in Most States
Figures 5a and 5b and Online Appendix G compare the fitted average delay and its trend (i.e., assume no calendar period
effects and exceptional observations) for the four major cases. For periods that have been assigned zero weight (see notes at
the bottom of Online Table P of Online Appendix C), the figure compares the actual delay observed in the data and the trend.
The average delays of CA(>499), IN(0-249), and ME(0-249) have lengthened to different extents after 2017 compared to
prior periods. The average delay of MT(0-249) has decreased slightly but not significantly compared to previous periods.

CA(>499)  As shown in Figure 5a, the average time to report data breaches is 2.8 quarters in AQ 2012Q1, increases to 3.2
quarters in AQ 2014Q3, decreases slightly to 3.1 quarters in AQ 2017Q1, and increases again to 3.4 quarters in AQ 2021Q4. It
takes 2 quarters to reach 65% of reporting in AQ 2012Q1 but takes 3 quarters in AQ 2021Q4 (see Online Appendix F.1).

IN(0-249)  As shown in Figure 5b, the average time to report data breaches is 2.2 quarters between AQ 2014Q1 and AQ
2017Q3 and increases to 2.9 quarters in AQ 2021Q2. It takes 2 quarters to reach 80% of reporting between AQ 2014Q1 and
AQ 2017Q3 but takes 4 quarters in AQ 2021Q2 (see Online Appendix F.2).

5.3.4. The Reporting of Data Breaches Shifts Away from the First Quarter of Occurrence across All States

The percentage of breaches that are reported within the quarter of their occurrence has decreased across all states, regardless
of whether the average delay has improved or gotten worse (see Online Appendix F). On average, it has decreased from more
than 30% in 2017 to less than 15% in 2021.

For example, MT(0-249) is the only state that has seen a slight improvement in the average reporting delay after 2017 (see
Figure 6b). However, just like the other states with deteriorating reporting delay, the percentage of notifications received in the
quarter of breach occurrence decreased from 35% in 2017Q3 to 12% in 2021Q4, as shown in Figure 6a.

5.4. Exceptional Observations
5.4.1. Some Periods of Erratically Long Reporting Delay Are Shared across All States

During three periods (AQ 2016Q1, AQ 2016Q3, and AQ 2020Q1), all states have experienced significant delays in report-
ing breaches. These are isolated changes that are significantly off-trend. In addition to the four major cases, we also observe
them in in WA(>499), OR(>249), and IN(>499).

We see the most drastic change in the average delay of breaches that occurred for each of these periods in MT(0-249) (see
Table 7). Table 7 shares the same statistics with Figures 5a and 5b and Online Appendix G. See Section 5.3.3 for how we com-
pute these statistics. Although there is no evidence of sustained change of the reporting pattern in MT(0-249), MT(0-249) is
subject to the greatest volatility in the average reporting delay across accident periods (see Online Appendix F.3).

In AQ 2016Q3 and AQ 2020Q1, all states are subject to extended reporting delays. For example, in AQ 2020Q1, the aver-
age delay in MT(0-249) increases to 3.4 quarters, which would otherwise be 2.6 quarters. IN(0-249) is up by 0.3 quarters to
2.9, from 2.6 quarters. For larger breaches, in CA(>499), the average delay increases to 3.9 quarters, which would have been
3.4 quarters. The delay experience in AQ 2020Q1 is exceptional compared to other AQs for IN(0-249), MT(0-249),
CA(>499), and WA(>499); to avoid the distorting effects of such experience, we assign zero weight to it in the modeling.

—e— Fitted average delay

-4 Trend

2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022
Accident quarters Accident quarters

(a) CA(>499) (b) IN(0-249)

FIGURE 5. Fitted Average Delay and Its Trend.
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TABLE 7
Average Delay in Quarters, before and after Accounting for Exceptions
2016Q1 2016Q3 2020Q1
CA(>499) 3.1 —29 3.1 — 3.7 34 — 3.9
IN(0-249) 22 —23 22 — 3.1 26 —29
MT(0-249) 26 —29 2.6 — 3.5 2.6 — 34
ME(0-249) 24 — 25 24 — 32 NA

In AQ 2016Q1, almost all states are subject to longer-than-usual reporting delays, except that CA(>499) has shorter-
than-usual delay. CA(>499) experiences extra-long average delay in AQ 2015Q4. It is also worth noting that WA(>499) and
OR(>249) also experienced longer delay (see Online Appendix B). We assign zero weight to the entire AQ 2016Q1 in the
modeling of these two states.

CA(>499) and IN(0-249), both of which experience nontrivial lengthening reporting delays after 2017, also see longer-
than-usual delays in AQ 2019Q4. See Figures 5a and 5b.

5.4.2. An Increase in Notifications at DQ 4 or DQ 5 Is Noted during Periods of Extended Reporting Delay

During periods of extended reporting delay, most of the time we observe a spike in notifications at DQ 4 or DQ 5, which is
at least higher than the number of breaches reported at DQ 3.

Online Appendix B shows the actual quarterly triangles in all data segments. Among breaches that occurred in 2016Q3, the
number of notifications at DQ 5, in all four major cases and also IN(>499), is equivalent to or even higher than any other DQs
in the same AQ. Among breaches that occurred in 2015Q4 of CA(>499), the number of notifications at DQ 4 is close to the
highest. Among breaches that occurred in 2016Q1, IN(0-249), MT(0-249), ME(0-249), and IN(>499) see a spike of notifica-
tions at DQ 5.

5.5. Calendar Period Effects
5.5.1. Opposite Calendar Period Effects in Adjacent Periods

A higher/lower total number of notifications received by the state attorney general in a CQ is compensated by a lower/
higher number in the next CQ, observed in IN(0-249) and ME(0-249). This often results in a period of longer-than-usual delay
followed by shorter-than-usual delay, when speaking to accident periods, and vice versa.
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IN(0-249)  The number of notifications received in CQ 2017Q4 is 24% lower than what is modeled in the absence of CQ
effects, whereas the number of notifications in CQ 2018Q1 is 31% higher. Consequently, breaches that occurred in 2017Q4
have a longer-than-usual delay, followed by 2018Q1 with a shorter-than-usual delay (see Figure 5b).

ME(0-249)  The number of notifications received in CQ 2018Q2 is 27% higher than what is modeled in the absence of CQ
effects, whereas the number of notifications in CQ 2018Q3 is 21% lower. The number of notifications received in CQ 2018Q4
is 29% lower than what is modeled in the absence of CQ effects, whereas the number of notifications in CQ 2019Q1 is 41%
higher. As a result, breaches that occurred in 2018Q1 have a shorter-than-usual delay, followed by 2018Q3 with a longer-
than-usual delay and 2019Q1 with a shorter-than-usual delay.

5.6. Residual Model Effects

Item 1: For the 11 less numerous cases (e.g., IN(>499)), we find some similarities between their development patterns. The
general structure of their development patterns is represented by Equation (8), and interactions are not explicitly shown to
maintain focus.

In(u;) =...+ By -j+ P, - max(0,j — 6)

+ B3 Lasy() + Ba - Lasy() + Bs - Ly () + . ®

The development pattern amounts to an exponential curve with a change in decay factor at DQ 6 and corrections at DQs 1,
2, and 5. Some might share a common set of coefficients, whereas others might have identical coefficients for the exponential
curves (i.e., f3;, f§,) or the corrections (i.e., 5...85). See the former presented by Terms 8-10 in Table P of Online Appendix
C, and the latter presented by Terms 1-7.

When two data segments share the same f;, it indicates that the DQ coefficient at j = 1 in the two segments may be signifi-
cantly different, but the difference between that coefficient and the coefficients of their respective exponential curves may not
be. A common f, suggests that the difference between the coefficients at j = 2 and j = 1 is identical, and a common f5 sug-
gests that the difference between the coefficients at j = 5 and j = 2 is identical.

Item 2: To characterize accident period effects, we have trend terms and indicator functions to correct for certain anomalies.
For example, in Equation (9), there is a quadratic trend and two indicator functions to address poor fit of two periods.

In some instances, we find that the deviation from the general accident period trend across periods is similar in a single data
segment (i.e., similar o3 and oy). See Terms 19-22.

Sometimes, different data segments may show a similar deviation from their respective accident period trends in the same
period or different periods. This means some segments might have a common «3 or the o3 in one segment is similar to the oy
in another segment. See Terms 11-13. However, it is worth noting that these data segments may not necessarily have the same
accident period trend.

In(uy) = .4 oq-i+op-i*+oz-1;(0) +oa- 1,0 +... ©)

Item 3: We observe similar calendar period effects across different periods in a single data segment and in the same period
across adjacent data segments. In Equation (10), ¢; and ¢, are similar in WA(>499) for CQs 2017Q2 and 2018Q4. A com-
mon ¢, is shared across WA(>499) and OR(>249) for CQ 2018Q4, although they do not have the same accident period trend
and development pattern. See Term 14.

() = o4 @1 Ly () + o - Lo(e) + - (10)

Item 4: When correcting for exceptional cells, we find that sometimes the correction is similar across multiple exceptional
cells in a single data segment (i.e., similar ¥, and ¥/, in Equation (11)). Sometimes the correction for the same exceptional cell
is identical across multiple data segments, indicated by a common ;. For example, IN(>499) has the same correction for
(DQ 5, AQ 2016Q1), (DQ 5, AQ 2016Q3), and (DQ 5, AQ 2017Q4); the correction for (DQ 5, AQ 2016Q3) is similar among
IN(>499), WA(>499), and OR(>249). See Terms 23 and 24.

In(uy) = .+ Yy 1, (D) - 1;, () + o - 1,(0) - 1, () + ... 1)
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5.7. Limitations

Our analysis presents some limitations. First, despite the fact that we attempted to employ an event definition that takes into
account both the third-party provider and all of its affected client firms in the event of a third-party data breach, we only included
businesses that met state notification requirements owing to data limitations. Second, the conclusions on data breach notifications
and frequency trends were drawn based on a subset of state attorneys general’s data that explicitly provides dates of occurrence
and dates of notification. Data breaches in other states may display distinct features. Third, we did not incorporate a national ana-
lysis owing to the lack of data. When more data are available, it would be interesting to perform multistate analysis on breaches
with the same definition, after filtering out common breaches across states. Fourth, it is unclear whether the lengthening delay
between occurrence and reporting is the result of a lengthening delay between occurrence and discovery, between discovery and
reporting, or both. This ambiguity arises because most states do not explicitly provide dates of discovery. By extracting discovery
dates from breach notices, it may be possible to conduct additional research into the causes of lengthening delay. Fifth, it is
unknown whether similarities among states in breach experience are the result of a high proportion of third-party data breaches or
of breaches affecting residents of multiple states. This could be investigated further by identifying third-party breaches via breach
notice letters and identifying breaches that affect residents of multiple states by identifying common breaches across states.

Additionally, in this study, we focus exclusively on data breaches and do not address other prominent cyber risks such as
business interruptions, cyber extortion, or ransomware. Practitioners looking for insights into these types of risk will need to
consult other sources. It is important to recognize that these risks are becoming major concerns for industries, as evidenced by
several high-profile incidents in recent years. For example, ransomware attacks have surged in both frequency and severity,
with double and triple extortion methods becoming more common, where attackers not only encrypt systems but also steal sen-
sitive data to leverage extortion demands across business partners and clients (Allianz 2022, 2023). Business interruptions
caused by cyber incidents, such as IT system failures or supply chain disruptions, are now the leading source of cyber insur-
ance claims globally, reflecting the critical nature of digital infrastructures to business continuity. These emerging trends high-
light the evolving nature of cyber threats, making it essential for organizations to expand their risk management strategies
beyond data breaches and for insurers to assess and continuously monitor these broader risks.

6. INSIGHTS AND IMPLICATIONS

This section highlights the main research findings and their implications for pricing, reserving, underwriting, and capital
needs in cyber insurance. In Section 6.1, we outline key data considerations to more accurately assess the frequency of both
historical and recent data breach risks in the United States, accounting for certain peculiarities in event data analysis, as dis-
cussed in Section 2. In addition, we explore how variations in state-level reporting practices impact the ability to derive
national-level insights and propose a unified approach to data breach reporting as a potential solution. We also advocate for
expanding the scope of reporting to include broader cyber risks, such as business interruptions.

Next, we analyze the delay between the occurrence of a data breach and the reporting to state regulators and examine the
frequency of data breaches. Our model uncovers new insights, such as cross-state similarities in breach severity, which are crit-
ical for pricing, reserving, and understanding the evolution of cyber incidents. Section 6.2 presents key results and their insur-
ance implications, summarized in Table 8.

6.1. Data Analysis Considerations
6.1.1. A Different Event Definition to Assess the Actual Impact of Data Breaches

Third-party breaches can be viewed as either a single event at the provider level or a series of correlated events across both the
provider and affected clients, with each definition shaping a different frequency count, trend, and perceived impact. Defining these
breaches as a series of events prevents underestimating frequency, economic impact, and dependencies across organizations. For
insurers, adopting this definition helps avoid underestimating total claims and portfolio dependencies, resulting in more accurate
pricing. Insurers should consider trends in both primary (provider-level) and secondary (client-level) events. Analyzing these separ-
ately clarifies whether increases in frequency stem from more primary breaches or greater ripple effects on client organizations,
supporting precise pricing, reserving, and risk assessment. More details can be found in Section 2.2.2.

6.1.2. Frequency Trend Uncovered by Controlling for Changes in the Reporting Propensity
To estimate the true frequency trend of data breaches, we account for changes in reporting propensity over time, influenced
by differing state laws and evolving notification requirements. These variations in state laws have likely affected the reporting
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TABLE 8
Summary of Results and Insights

Results

Insights

Result 1: Lengthening delay between data breach
occurrence and reporting after 2017 in California,
Indiana, and Maine

Result 2: Longer delay between occurrence and notification
observed in larger breaches than smaller breaches

Result 3: Shifting reporting patterns of data breaches with
various severities

Result 4: Occasional extremely lengthy reporting delay

Result 5: States sharing experience in breach frequency
trends, the timing of change in reporting patterns, and
trends in the average delay between occurrence and
reporting

Insight 1.1: Longer time to identify a breach — increased
cost of data breaches
For policies provided on a discovery basis:

e Insight 1.2: Cyber insurers less certain of the actual
level of risk assumed

e Insight 1.3: A greater assessment of historical attack
probability of the insured needed when underwritting

Insight 1.4: More efforts toward forecasting IBNR data

breach claims

Insight 2.1: Differentiating between breaches with varying
severities in loss reserving

Insight 3.1: At risk of underestimating IBNRs using the
basic chain-ladder method of reserving

Insight 4.1: For policies provided on a discovery basis,
more capital required owing to greater variations of

eligible data breach claims (Results 3 and 4)

Insight 4.2: Cyber insurers should not assume a favorable
position too early
Insight 5.1: Three potential causes

e Reason I: data breaches impacting residents of multiple
states
Reason 2: third-party data breaches
Reason 3: attackers being more active during certain
periods or becoming more successful in launching
widespread attacks

If Reason 2 and Reason 3 explain — positive dependencies
among organizations:

e Insight 5.2: Reduced diversification benefits from the
portfolio perspective and accumulation risks — higher
aggregate premiums and reserves than assuming
independence

e Insight 5.3: Expect actual frequency experience at the
national level to vary widely across quarters

propensities of breaches across different time periods and severities (see Section 2.2.3 for more details). To address this, our
analysis focuses on breaches governed by specific state laws and selected time periods.
Key factors affecting reporting propensity include the following:

1. Expanded notification requirements: The inclusion of government bodies like state attorneys general has likely increased
publicized breaches. Therefore, we analyze breaches reported to individual state attorneys general that occurred after the

respective mandatory notification laws were enacted.

2. Varying state definitions of a reportable breach: Different states have different thresholds for reporting breaches, particu-
larly in terms of the number of affected state residents. This may result in variations in reporting propensity across states,
especially for breaches of varying severities. To ensure consistency when comparing data across states, we focus on

breaches that are subject to the same reporting criteria.
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6.1.3. Advocating for a Unified Approach to Cyber Event Reporting: Reducing Inconsistencies and Enhancing
National Insights

The significant variation in state data breach notification laws makes it difficult to derive national-level insights from breach
data. Some states do not publish breach data at all, and even among those that do, the definition of reportable breaches varies
significantly. These differences make it challenging to aggregate breach data across states, because breaches of different sizes
cannot be directly compared or combined. Moreover, organizations that experience breaches affecting residents in multiple
states must report separately to the attorneys general of each affected state, further complicating the process of identifying and
linking the same breach across different states, which is needed for national aggregation. This fragmentation prevents the
development of a unified national perspective on data breaches and adds considerable complexity to the analysis.

To overcome these challenges, we advocate for a unified approach to data breach reporting. A standardized framework
across all states would harmonize reporting requirements, simplifying the aggregation of data and facilitating the generation of
national insights. Such an approach would also enable more accurate and comprehensive data analysis, supporting better risk
management and informed policy decisions at both the state and national levels.

As the landscape of cyber incidents evolves beyond traditional data breaches—with the rise of ransomware attacks, busi-
ness interruptions, and other forms of cybercrime—we propose expanding the scope of reporting regulations. A unified
reporting system should cover a broader spectrum of cyber events to ensure that the full range of cyber risks is being moni-
tored and understood. This would provide regulators and businesses with deeper insights into emerging threats, enhancing the
ability to manage and mitigate cyber risks.

6.2. Key Insights from Numerical Analysis and Their Implications
6.2.1. Lengthening Delay between Data Breach Occurrence and Reporting

Result 1: The average delay of data breaches between the first possible date of breach occurrence and the date
reported to government bodies lengthened to different extents after 2017 compared to prior periods in California,
Indiana, and Maine. For example, for breaches that affect more than 500 California residents, it takes two quarters to reach a
reporting rate of 65% for breaches that occurred in 2012Q1, but it takes three quarters for breaches that occurred in 2021Q4.

Insight 1.1: If the lengthening delay between occurrence and reporting is the result of a lengthening delay between discov-
ery and reporting, cyber attacks that result in data breaches are becoming more effective and costly.

In cyber security terminology, the time to detect a breach is referred to as dwell time, the period of time between a cyberat-
tacker’s entry and removal from a system (Security Boulevard 2022). Cybercriminals are surreptitious and persistent, fre-
quently operating invisibly on a network for weeks or even months at a time. Long dwell times provide cybercriminals more
time to understand the network architecture, the access they have through stolen credentials, and the location of sensitive data
(SecurityBrief Australia 2021). Consequently, they are given more opportunity to access personally identifiable information,
compromise financial accounts, and insert malicious malware through newer and more sophisticated attacks.

Longer intruder dwell times continue to be associated with greater potential impact of a data breach, a finding noted by
IBM since 2016 (IBM 2022). In 2022, the average cost of a data breach with an average time to identify and contain of fewer
than 200 days was US$3.74 million, and the cost of breaches with an average time of more than 200 days was US$4.86 mil-
lion. For breaches with a shorter than 200-day life span, this difference provides an average cost reduction of US$1.12 million,
or 26.5%.

Insight 1.2: Cyber insurers are less certain of the risk assumed at the underwriting stage, in terms of whether the potential
insured has already been compromised.

A cyber insurance policy can be written on an occurrence basis or on a discovery basis. On an occurrence basis, the policy
will cover insured events that occur during the policy period. On a discovery basis, the policy will cover events that are discov-
ered during the policy period.

The increase in dwell times suggests that enterprises are having a more difficult time spotting threats within their increas-
ingly complex and hybrid networks (Microsoft 2020). For covers that are provided on a discovery basis, such as those on the
market, this means that when insurers write the policy, there is greater uncertainty regarding whether or not attackers have
already lingered on the network. If this is the case, the organization’s likelihood of being attacked increases, thereby increasing
the insurer’s potential liability.

Insight 1.3: For policies that are provided on a discovery basis, cyber insurers should more thoroughly assess the historical
attack probability of the insured.
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For policies on a discovery basis, longer dwell time means that cyber insurers might be liable for hacks that are dated back
longer if they could not be detected until after policy commencement. For example, the insurer is responsible for a data breach
that occurred a year ago, provided the breach is discovered after the policy takes effect. Therefore, at the underwriting stage,
cyber insurers should conduct a more comprehensive assessment of a potential policyholder’s historical security position to
ensure that the premiums charged reflect the underwritten risk. For example, an organization that implemented multifactor
authentication 1 month ago should be rated differently than one that did so 1 year ago, owing to the increased likelihood of
incurring an attack that remains undetected.

Insight 1.4: Cyber insurers should direct more efforts toward forecasting the financial coverage of IBNR data breach
claims.

A greater proportion of data breach claims is expected to be reported in later quarters. Because cyber insurers are required
to report their financial condition on a quarterly basis, the need to estimate IBNR data breach claims has increased.

6.2.2. The Reporting Patterns of Data Breaches Shift over Time and Differ by Size of the Breach
Result 2: Larger breaches have longer delay between occurrence and notification than smaller breaches. This is in
line with the findings of the IBM Cost of a Data Breach Report 2022 (IBM 2022).

Insight 2.1: Loss reserving should differentiate among breaches with varying severities.

Because data breach reporting patterns significantly differ by severity of the breach, the severity of breaches should be fac-
tored into reserving.

Result 3: The reporting patterns of data breaches with various severities have shifted over time. The percentage of
breaches reported in each of development quarters 1 to 6 varies by time periods. For example, an important finding is that the
percentage of breaches that are reported within the quarter of their occurrence has decreased from more than 30% in 2017 to
less than 15% in 2021 across all states.

Insight 3.1: The basic chain-ladder method of reserving should not be used to predict IBNR breaches, because it may lead
to underestimation.

There is substantial evidence of shifting reporting patterns and lengthening delays in data breach reporting across all investi-
gated states and severities, which contradicts the assumption of the basic chain-ladder method of reserving. Using the basic
chain-ladder method may lead to inaccurate forecasting and underestimation of IBNRs and breach frequency.

Result 4: Sometimes the reporting delay is unusually lengthy. In such instances, we observe a spike in the reporting of
breaches in the fourth and fifth quarters after their occurrence, which can represent as much as 25% of the total number of
breaches in the relevant accident quarter.

Insight 4.1: Cyber insurers need more capital for policies that are provided on a discovery basis owing to increased loss
reserve uncertainty resulting from greater variations of reporting delay.

Due to increased variations of reporting delay across periods, suggested by Result 3 and 4, the number of eligible data
breach claims may deviate from the estimated number to a greater extent across different accident periods for policies on a dis-
covery basis. This increases the need for capital, which would occur naturally in any system where capital requirements
depend on estimated forecast uncertainty (e.g., the United States, Europe, Australia).

Insight 4.2: Cyber insurers may have an estimation of the number of data breaches that will occur in each time period. If
the number received is lower than expected in early development quarters, cyber insurers should not assume a favorable posi-
tion, because there is a possibility that the number of reported data breaches will spike in later development quarters.

Occasionally, a significant proportion of data breaches that are attributed to the same accident period might be reported in
later development quarters. Consequently, even if insurers observe lower-than-usual number of claims in the first three devel-
opment quarters, they are still uncertain about the ultimate liability and have to wait until later.

6.2.3. Shared Data Breach Experience among States

Result 5: States observe similarities in breach frequency trends, the timing of change in reporting patterns, and
trends in the average delay between occurrence and reporting. Different states follow highly similar frequency trends, rela-
tively stationary up to accident quarter 2020Q1 and increasing subsequently. The historical change in reporting pattern com-
mences at a similar point in time across states, around 2017. All states have shown no sign of decreasing average delay
between occurrence and reporting, and most have experienced lengthening delay.

Our findings share similarities with the trends observed in Eling, Ibragimov, and Ning (2023), particularly in the post-2020
period, where both studies report an increase in frequency. However, whereas Eling, Ibragimov, and Ning (2023) identified
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increasing cyber risk trends prior to 2020, we observe relatively stable frequency trends of data breaches before the first quar-
ter of 2020 across the states in our analysis. Eling, Ibragimov, and Ning (2023) also provided a thorough examination of prior
literature on the heterogeneity of frequency trends across datasets, including findings from Maillart and Sornette (2010);
Edwards, Hofmeyr, and Forrest (2016); Romanosky (2016); Wheatley, Hofmann, and Sornette (2021); Jung (2021). For brev-
ity, we direct interested readers to their paper, which discusses these prior studies in detail.

Insight 5.1: There are three potential causes of commonalities among states, and none of them are encouraging.

Reason 1: One possible reason might be that a significant proportion of breaches are those that impact residents of multiple
states. State attorneys general are concerned about breaches that affect residents of their state. As a result, if a breach affects
people in more than one state, the affected organization must submit a separate report to each state attorney general of the
affected states regarding this breach. When this kind of breach accounts for a sizable fraction of the total, there is considerable
overlap of breaches across states. Then, we would anticipate similarities among states. This means that a substantial percentage
of breaches incur the cost of complying with regulations in multiple jurisdictions, which is more expensive than complying
with regulations in a single jurisdiction.

Reason 2: Another reason might be that a sizable portion of breaches are third-party breaches. In the event of a third-party
data breach, as defined in Section 2.2.2, both the third-party vendor and its affected client firms are obligated to separately
report such a breach to the attorneys general of the affected states, in the name of the affected organization. Because these
reports are considered breaches in the same occurrence period, we can expect positive state correlations, which lead to shared
experience across states. A third-party data breach creates an aggregation problem for the insurer, because it will lead to mul-
tiple claims at the same time, when more than one insured is affected by such a breach, whether the vendor or its affected cli-
ent firms.

Reason 3: If we cannot attribute the similarities among states to either of the first two, the only explanation is that attackers
were more active during certain periods than others to launch attacks regardless of geographic location. Alternatively, attackers
have become more successful in launching attacks that could compromise a variety of businesses. For instance, attackers can
successfully compromise multiple organizations at the same time by exploiting a common vulnerability shared by them.
Because these breaches occur at roughly the same time, we can also anticipate positive state correlations. Consequently, posi-
tive interdependencies exist among organizations, which is undesirable for cyber insurers.

Regardless of the possible causes mentioned above, the fact that states exhibit similar characteristics in breach experience
could have far-reaching implications for cyber insurers, as discussed above. Furthermore, if Reason 2 and Reason 3 explain
most of the shared experience, there are positive dependencies among organizations, which brings about two further
implications.

Insight 5.2: The aggregate premiums and reserves for a cyber portfolio should be higher than those that assume independ-
ence of policies.

Positive dependencies across organizations reduce diversification benefits over insureds from the portfolio perspective,
compared to more independent policies. As a result, cyber insurers should collect more premiums and need more reserves.

Whether the dependencies stem from the monoculture of software, hardware, or outsourcing services, there is a nontrivial
possibility of a single catastrophic event that could affect the majority of the portfolio, which would lead to a significant loss
for insurers.

Insight 5.3: When compared to more independent policies, cyber insurance is expected to have greater variations in actual
experience across quarters.

The number of breaches may fluctuate widely from quarter to quarter at the national level, as states experience the ups and
downs of breach frequency together.

For pricing purposes, insurers should estimate the frequency rate. The frequency rate refers to the number of breaches rela-
tive to the exposure, which in this case is the number of businesses subject to data breach notification laws. For example, in
California, the exposure consists of businesses that hold information on more than 500 California residents, as required by state
law. Because these legal thresholds remain consistent, we assume the exposure remains relatively stable over time. As a result,
the frequency trends in the number of data breaches should align with the trends in frequency rate.

Insurers may need to further adjust the trends in frequency rate implied by this study. Specifically, insurers should account
for firm-specific characteristics across the cyber portfolio, such as company revenue, industry sector, volume of sensitive data
held, and the number of third-party providers the company uses, when estimating the risk of policyholders affected by data
breaches, including third-party breaches. These adjustments will help insurers more accurately predict claims and determine
appropriate premium levels.
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7. CONCLUSION

This article sheds new light on data breach frequency and reporting patterns, by utilizing an underrecognized set of public
data provided by U.S. state attorneys general. This set of data was collected based on mandatory state data breach notification
laws and provides valuable descriptions of data breaches.

Some of our major takeaways include the following. First, the average reporting delay of data breaches has lengthened after
2017. In light of this finding, cyber insurers may expect a higher cost of data breaches and should direct more effort toward
forecasting the financial coverage of IBNR data breach claims. The underwriting of policies on a discovery basis should
incorporate a greater assessment of historical attack probability of the insured. Second, the reporting profile of events varies
significantly across different accident periods and breach sizes. This means that any loss reserving would require more sophis-
tication than a vanilla chain-ladder technique and would benefit from differentiating across severity levels. More capital may
be required for policies provided on a discovery basis. Third, the frequency of data breaches remains relatively stable before
2020 but shows an upward trend across severity levels and states after 2020. This supports the hypothesis that the frequency of
cyber events was affected by the pandemic (see, e.g., Cyber Insurance Academy 2021; U.S. Government Accountability
Office 2021). Fourth, states share similar experience in breach frequency trends, the timing of change in reporting patterns,
and trends in the average delay between occurrence and reporting. Even though such similarities are arguably due to third-
party breaches or other common vulnerabilities shared by organizations, this suggests that diversification benefits across states
may be less than otherwise anticipated.

Compared to the existing literature, our data and frequency analysis present significant benefits, which are all of particular
importance to cyber insurers. The consistency and completeness of the data collection in our set of data allow us to isolate fre-
quency trends from reporting delays, other unrelated trends (such as media attention), as well as differing reporting propen-
sities over time (such as breach notification legislation; see Section 6.1.2). Furthermore, our definition of “event” aligns with
what is typical in an insurance portfolio (see Section 6.1.1).

Eventually, our analysis and its methodology can help cyber insurers project IBNR reserves and gain a deeper insight into
data breach claim frequency trends. It offers a fresh perspective on the actual magnitude of cyber insurance risks. Our exten-
sive discussion on the implications of our findings is useful for cyber insurance pricing, reserving, underwriting, capital needs,
and experience monitoring. Furthermore, commonalities and differences across eight different U.S. states were highlighted and
discussed.

Although this study focuses solely on data breaches, it highlights key areas in cyber insurance that may have been previ-
ously overlooked but are equally relevant to other types of cyber events. A notable insight from our analysis is that though
practitioners often rely on the chain-ladder method to estimate IBNR claims, this approach may underestimate the number of
IBNR breaches and, consequently, breach frequency. Cyber insurers should test the validity of the chain-ladder method for
reserving events beyond data breaches. If reporting delays or patterns are shifting, insurers may need to be prepared to replace
it with an approach that better represents the data and to account for potential implications on cyber insurance.

Though this study focuses on data breaches, it is important to recognize that cyber insurance covers a broader spectrum of
risks, such as business interruption, ransomware, and system outages. These risks are not always triggered by data breaches
alone and require more comprehensive models and considerations for pricing and reserving. Future research should incorporate
these additional risk types to better capture the evolving dynamics of cyber insurance. Specifically, acknowledging the impor-
tance of business interruption, particularly in the context of operational disruptions, is crucial to avoid overreliance on data
breach—centric projections in the cyber insurance market.
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