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Chapter 1

Fisher Information Privacy with Application to
Smart Meter Privacy Using HVAC Units

Farhad Farokhi and Henrik Sandberg

Abstract In this chapter, we use Heating, Ventilation, and Air Conditioning (HVAC)
units to preserve the privacy of households with smart meters in addition to regulating
indoor temperature. We model the effect of the HVAC unit as an additive noise in
the household consumption. The Cramér-Rao bound is used to relate the inverse of
the trace of the Fisher information matrix to the quality of an adversary’s estimation
error of the household private consumption from the aggregate consumption of
the household with the HVAC unit. This establishes the Fisher information as the
measure of privacy leakage. We compute the optimal privacy-preserving policy
for controlling the HVAC unit through minimizing a weighted sum of the Fisher
information and the cost operating the HVAC unit. The optimization problem also
contains the constraints on the temperatures of the house.

1.1 Introduction

Smart meters are commonly used in modern electricity networks for metering con-
sumption and sensing variables-of-interest for feedback control. The data gathered
by the smart meters might also be used by adversaries to infringe on the privacy
of households [14} 26| [19]. Therefore, appropriate privacy-preserving mechanisms
must be developed and implemented to ensure the privacy of households with smart
meters.

A common tool in privacy analysis is differential privacy [3| 14} 17,13 [15]]. Differ-
ential privacy requires that outputs, such as smart meter readings, do not noticeably
change if an individual’s data, such as its habits and appliance usage, changes.
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Privacy-preserving mechanisms that meet the standards of differential privacy often
rely on additive noises with slow-decaying distributions, such as the Laplace noise.
Previously, differentially-private mechanisms have been previously used in private
smart metering [21} [1].

Although potentially powerful when dealing with consumption aggregates across
multiple households, implementing differentially-private mechanisms at household
level remains impractical due to multiple reasons. First, in addition sensing and
control purposes by the grid operator, smart meters are used for metering and billing
purposes and thus adding noise might not be desirable from the perspective of the
retailer and the household. Second, an additive Laplace noise might result in an
inferior utility [211 2| 20, [10] and increase the computational complexity of opti-
mal filtering [7]. Differential privacy is also susceptible to adversarial attacks [12]].
Finally, and perhaps possibly most importantly, because of the lack of a systematic
way for setting the so-called privacy parameter or budget, differential privacy has
shown to be sometimes ineffective in practice [11} 23]

Fueled by these criticisms, information-theoretic privacy has gathered momen-
tum as a rival approach for measuring private information leakage and design-
ing privacy-preserving policies [[18]. Information-theoretic privacy dates back to
wiretap channels [24] and their extensions [25]]. Information-theoretic measures of
privacy leakage rely on mutual information (or relative entropy) [18]], Fisher infor-
mation [9, 8], maximin information [6] for measuring private information leakage
and cast the privacy problem as a generalized rate-distortion problem. The use of en-
tropy as a measure of privacy forces the private dataset to be statistically distributed
with known distributions. This motivates the extension of information-theoretic pri-
vacy to use the Fisher information and maximin information as measures of private
information leakage. This is because these information measures does not impose
statistical assumptions on the private dataset.

In this paper, we use Heating, Ventilation, and Air Conditioning (HVAC) units
to preserve the privacy of households. The effect of the HVAC unit can be modeled
as an additive noise in the household consumption but there are several important
distinctions with the case of additive measurement noise. Firstly, the HVAC units
cannot be run arbitrarily as their main goal is to keep the temperature of the house
within a comfortable zone and thus noises with unbounded support, such as the
Gaussian and Laplace noises, cannot be implemented. Secondly, the measurements
of the voltage and the current provided by the smart meter in this case are exact and
thus estimation complexities and metering issues are entirely avoided. We consider an
adversary that aims to estimate the household’s consumption, as closely as possible,
from the aggregate consumption, i.e., the combined private consumption of the
household and the consumption of the HVAC unit. We use the Cramér-Rao bound [22}
p. 169] to relate the variance of the estimation error of unbiased estimators of the
household consumption from the aggregate consumption by the adversary to the
inverse of the trace of the Fisher information matrix. This enables the use of the
Fisher information as a measure of privacy. We can then find the optimal policies
for controlling the HVAC unit through minimizing the Fisher information. We also
consider the cost operating the HVAC unit and add that to the optimization problem
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in order to capture the trade-off between privacy and utility/comfort. We do this
while enforcing the constraints on the indoor temperature of the house.

The design of privacy-preserving policies based on the Fisher information and
its interpretation through the Cramér-Rao bound are have been previously studied
in [9}18]. However, using this metric for designing a privacy-preserving control unit
for HVAC units, in this chapter, is entirely novel.

The rest of the chapter is organized as follows. In Section[I.2} we present the prob-
lem formulation by discussing the merits of using the Fisher information as a measure
of privacy and modeling HVAC units. We present optimal privacy-preserving poli-
cies in Section [I.3] Finally, we present a numerical example in Section [I.4] and
conclude the paper in Section[I.5]

1.2 Problem Formulation

Let x[k] € R", forall k € T := {0,...,T} with T denoting the privacy-preservation
horizon, be an arbitrary deterministic sequence which is desired to be kept private.
At every time instant k, the following report is made:

ylk] = x[k] +w[k], (1.1)

where w[k] is an additive noise for privacy preservation. We assume that the additive
noise over the horizon T must satisfy Cw[0 : T] <.d with probability one, where
w[0 : T] = [w[0]T -<-w[T]"]". We assume that the probability measure of the
additive noise w[0 : T is absolutely continuous with respect to the Lebesgue measure
u. Therefore, there exists probability density function y such that

P{w[0: T] 1) = /m YOw)u(dw),

where W C R™ is any Borel-measurable set. Further, we may define Q := {w[0 :
T]|Cw[0 : T] < d}. In this chapter, we restrict ourselves to additive noise w[k] that
is independent of the data x[k]. One could imagine that a causal stochastic map from
x[k] to w[k] may yield an even higher level of privacy in some cases but that is out
of our scope. We restrict our attention for selecting the design variable vy to the set
of density functions that fulfill the following standing assumption.

Assumption1 () P{w[0:T] € Q} =1, (if) y(w[0 : T]) > Oforall w[0 : T] € intQ,
and (iii) y(w[0 : T]) = O for all w[0 : T] € 0Q.

The first part of the assumption is required for the feasibility of the additive noise.
This will be discussed thoroughly in the case of HVAC systems at the end of this
section. The second and the third parts of the assumption ensure the validity of
the Cramér-Rao bound for relating the estimation error an adversary to the Fisher
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information. In what follows, I" denotes the set of all density functions y that meet
Assumption I}
In order to keep x[k], Vk € T, private, we opt to make the estimation error
LO E{||x[k] - )G[k]||§} as large as possible, where £[0 : T] is an estimate of
x[0 : T based on the transmitted measurements y[0 : T']. This is however a function
of the adversary’s estimation policy, which might not be available at the time of
computing the privacy-preserving additive noise. Therefore, we use the Cramér-Rao
bound [22} p. 169] to relate the estimation error to a fundamental property of the
additive noise w[0 : 7], known as the Fisher information. Under Assumption|[I] for
any unbiased estimate of x[0 : k] given measurements y[0 : 7 denoted by %[0 : T,
we have

T
k]II2}——E{|Ix[0 k] = £[0.: T3}
= ) ) |
~ trace(3(y))
where
(93 PR l . 2 . .
3(y) = N ) [o-T])W(W[O'TD y(w[0 : TDu(dw[0 : T1))

2
/y(wo T])ZZ( 7(W0 T])) wdwl[0:TT). (1.2

We consider unbiased estimators; however, biased estimators can be treated similarly
to [9]. We can also define a measure of cost for implementing the additive noise
w0 : T] by the privacy-preserving agent for balancing against privacy as

Q(y) :=

it £ TDywI0: Thuc@wl0: 7).

where f : Q — R is a function determining the cost of the realization w[0 : T]. To
extract the optimal privacy-preserving policy, we can solve the optimization problem

min  3(y) + 0Q(y), (1.3)
yell

where o > 0 determines the balance between privacy and quality. Note, here, o can
be seen as a Lagrange multiplier for the following optimization problem:

min  3J(y), (1.4a)
yell

s.t. Qy) <p. (1.4b)
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In fact, it can be shown that, for any o > 0, there exists p > 0 such that the solutions
of Problems [I.3]and [I.4] are equal due to the convexity of the optimization problem
and linearity of the constraints [[16].

1.2.1 Motivating Example

Assume that the private energy consumption of a household at time instant k € T
by x[k]. The house has a heating, ventilation, and air conditioning (HVAC) unit
that the occupants can use for providing a comfortable leaving place and masking
their private energy consumption profile and thus preserving their privacy. The total
energy consumption of the house is given by

ylk] = x[k] + wlk],

where w[k] denotes electricity consumption of the unit. Privacy can be achieved by
ensuring that the total energy consumption of the house (i-e., the private profile plus
the HVAC’s consumption) y[k] cannot be used to construct an accurate estimate of
the household’s private consumption x[k]. Assume that

z[k + 1] = Az[k] + Bw[k], z[0] = zo,

where z[k] € R™ denotes the states of the HVAC unit and the temperature in the
house. An example of a simple model for the HVAC unit is

Tlk + 1] = z[k] — a(z[k] = T,) + bw[k]
=1 = a)t[k] + aT, + bw[k],

where 7[ k] is the average temperature of the house and 7, is the ambient temperature.
Defining z[k] = 7[k] — T, results‘in

2[k + 1] = Az[k] + Bw[k], (1.5)

where A = (1 — a). The primary use of an air conditioning system is to provide a
comfortable environment for the occupants. This can be guaranteed by ensuring that

Czlk] <d, VkedZ.

An example of constraints on the temperature is that Tini, < T[k] < Thax, Which can
be captured by

[Tm“ - T“} . (1.6)

Note that
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zZ[1] A B 0 ---0][w[0]
Z[2] A? AB B --- 0| |w[l]

: =1 . (ot : .o :
[T +1] AT+ ATB AT-1p ... B| |w[T]

Therefore, the constraints on the state of the HVAC unit can be rewritten as

[ CB 0 - 0][w[0] d CA
CAB CB --- 0 ||w[l] d CA?
: : . N Y RN (1.7)
|CATB CAT"'B --- CB| |w[T] d| |[CATH!
N—— e’
=:C =:d

The problem of finding the optimal privacy-preserving control input for an HVAC
unit can then be cast in the form of (L.3).

1.3 Privacy-Preserving Policies

We slightly restrict the set of policies over which we search for the solution of (T.3))
to be able to use tools from calculus of variations. To do so, we define the complete
normed space €!(Q) as the set of continuously differentiable functions with the norm
sup,, cq ['Y(W)| + supy;cq || Vy(w)||. For this set, we can prove the following result.

Theorem 1 Lez B : R"T — R.and A € R be solutions of the following partial
differential equation:

V2B(w[0: T]) + %(/l - %f(w[o : T])),B(W[O :TD=0w[0:T]€Q, (1.8a)

Bw[0:T]) =0w[0:T] € 9, (1.8b)
Bw[0:T])#0w[0:T] € intQ,
(1.8¢)

/Q/s(w[o ST u(dwl[0: T]) = 1. (1.8d)

Then, y(w[0 : T]) = B(w[0 : T])? is a solution of (TI.3) over T N €1(Q). If there are
multiple solutions over T N €1(Q), all exhibit the same cost in the sense of (3.

Proof. First, we can see that the cost function and the constraint sets are convex [9]].
Now, following the result of [16]], the Lagrangian can be constructed as
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T n b
L /'y(w() T)Z‘)l ( y(dW[O T])) wu(dwl[0 : TT))

/g FOuI0 : TTy(w[0 : TDya(dw[0 : T1)

+
T+1

- /l(‘/gy(w[o :THu(dwl0 : T]) — 1)
where A € R is the Lagrange multiplier corresponding to the equality constraint that
/Qy(w[O :ThHu(dw(0 : T]) = 1.

Using Theorem 5.3 in [5, p. 440], it can be seen that the extrema must satisty

T n
. ' dy(w[0: T])
_,1+T+1f(w[0.T]) wl0 - T)ZZZ( Ow;[k] )

=01
1 dywl[0:T])| _
‘222 wilk [y(wo D owilk] ]‘0' (19

Using the change of variable y(w[0 : T]) = B(w[0 : T])?, we can rewrite the
optimality condition in (T.9) as

Y : 9p(wl[0: T])
T+1f(w[O'T]) wl0: T])2ZZ( ow;lk )

Oy 1 2 9BWw[0:T))
—2k221 [ﬁ(wO ™ owlk] ]20’

-1+

which is equivalent to

T 2
0 0 ﬂ(W[0 T
-1+ 0:T E E
T + 1f(w[ D= Bw[0: T]) o owilk
This concludes the proof. (]

The partial differential equations in Theorem [I] can be solved to find the optimal
privacy-preserving policy. However, simultaneously solving the partial differen-
tial equation with boundary conditions in (I.8a)-(T.8c) and the non-linear equation
n is complex task in general, except for specific costs and constraints stud-
ied in [9, |8]. In what follows, a more tractable algorithm for finding the optimal
privacy-preserving policy is proposed for the case where f(w[0 : T]) = 0. Note
that the inclusion of the cost function f is not the only way for trading off privacy
and performance since the constraint Cw[0 : T] < d can also be used to ensure the
additive noise is “small”.
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Theorem 2 Assume f(w[0 : T]) = 0. Let Az > 0, ¢z € (—m,+x], and 1 > 0 be
solutions of the following nonlinear complex equations:

T
Z Ag cos (2712 Z E [k wilk] + ¢§~) =0, wl[0:T]eaQ, (1.10)

T n
ZAg cos (znzz E [k wilk] +¢§~) #£0, w[0:T]€intQ, (1.10b)

£eN k=0 i=1
Z AZE =1, (1.10c)
£eN
with
T n 1
_JZ nT F. 2 _
N = {g eR ZZ [P = —16ﬂ2}. (1.10d)
k=0 i=1
Then,

is a solution of (T.3) over T N €1(Q).

Proof. Let the Fourier transform of 8 be given by

B(é) = /Q exp(=2mé " w[0: TPBWI[O : T])u(dw[0 : T]), V& e R™M .

We can decompose ¢ as (&;[k]); r-according to the structure of w[0 : T']. Hence, we
can rewrite the Fourier transform as

B&) = / exp( ZmZZa Twil )ﬁ(W[O T]u(dwl0 : T7).
k=0 i=

Similarly, the inverse Fourier transform is given by

BOWI0: T = / exp (2mZZ§L[k wilk] )ﬂ(f)u(dW[O T]).

k=0 i

Therefore,

8*B(w[0 : T)) o
W / exp (Zm Z

k=0 i=1

n

&lkwilk] ) 1] (~47%& [P B(€)u(dw[O : T]).



Title Suppressed Due to Excessive Length 9

This implies that the Fourier transform of 8?A(w[0 : T1)/dw;[(]* is given by
—4n2§j [£]*B(¢). Taking Fourier transform from the partial differential equation in
Theorem [[] results in

T n
A A
774 ) D &l BE =0
k=0 i=1
This implies that
B = > cz6(¢ — &).
X1 T, &ileP=2/(16n?)
Taking inverse Fourier transform from this solution results in
T n
Bw[0:T]) = Z cg exp (2m Z i[k]wi[k]) .
EXf o iy &ileP=a/(1672) '

Furthermore, the Parseval’s Theorem shows that
[ powio: TP uento s Th= [ 1@ Puee)

2 ezl

XTI X &ileP=a/(1672)

Noting that B(w[0 « T]) = B(w[0 : T])* (because B(w[0 : T]) is real), we get
c:; =c_g, which implies that 4c§~ = —éc_g. Also,

T n
Bwl[0: T]) = > |cz| exp(iLc) exp (Zm DU Elklw [k])
1

EXT o2 &l0P=a/(16n?) k=0 i=

T n
= > |c§~|(cos( HZZ ElkIwi k]+4c§)
&3l i &ileP=2/(167%) k=0=1

n

Mw

+1sin(27r EilkIwilk ]+Zc‘§

|

k=0 i=1

= Z |cg| cos (27r i Zn: Elkwilk] + 465) ,

EXT o2 &leP=a/(167?) k=0 i=1

where the last equality follows from that Zcg = —Zc_g. (]
We can develop a numerical method for approximately solving by discretiz-

ing the frequency space and enforcing the conditions in Theorem [2] The results of

Theorem 2] can be seen as the extension of the results of [8]] on optimality of square
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cosine additive noise for privacy preservation to more general support sets for the
additive noise.

Finally, we find the optimal privacy-preserving HVAC control in the next corol-
lary.

Corollary 1 Assume f = 0. For the HVAC unit in (L3) with the temperature con-
straint in (L.6), the optimal privacy-preserving policy is given by

—v[k], k=0
wlk] = | . (1.11)
—a
— vik 1]+ Ev[k], k>0,

where v[k], for all k € T, are i.i.d. distributed according to the probability density
function:

pOV[K]) = ﬁ cos? (Tma+Tm [v[k] h w + o ) (1.12)
with cx = Ty + (1 — a)** 1 (z[0] = T,,).
Proof. Define the change of variable
v[0] B 0 - 0][w[0]

v11| [ABT B - 0] |w[1]
v[0:T]:= S| = L. .

v[T] ATBAT-'B ... B| [w[T]

=¥
Clearly, the constraints in (1.7) can be rewritten as
(I®Cyw[0: k] <d,

where ® denotes the Kronecker product. The constraints are separable. Let S(w[0
T]) = B/ (¥~'w[0 : T]). In what follows, we show that

B'[0:T]) = By(v[O)... Br(v[T])

is a solution of (1.3). With this change of variable, we get

V2B(w[0 : T]) = trace(W~ T D*B' (P[0 : kNP

w([0:T =¥~ 1v[0:T]
= trace(D*B' (¥~ v[0 : k])(PTW))

I a2 (v[k
_Z i k(v D (]_[ﬁg ) [(PTY)  ex

k=0 t+k
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Therefore, the optimality condition in Theorem[I]can be decomposed into

&g, (v[k])

1
SE T A =0

where Ay, Yk, are constants such that 2%:0 A[(PTE) ik = A. The rest follows
from the same line of reasoning as in [8]. U

Note that separation of the variables in the proof of Corollary/I]is only possible if
there are constraint on either z[ k] or w[k]. This method cannot be perused if there are
constraints on both z[k] and w[k]. In this case, the solution must be approximated
by implementing a discretized version of Theorem [2| Let f(w) = w'w. For the
privacy-preserving policy in Corollary [T} we have

Q(y) :ﬁ / wl[0: T]"w[0 : T]y(w[O0 : k])u(dw[O : T])

:ﬁ / v[0: T]Tl}l*T\{lflv[O :Tly([0 : k])u(dw[0 : TY)

1 (1 ({1 1 Tnax + T z
ﬁ(b— l(ﬁ g e~ T P l

l—a2+1 (1 1 T + T 2
S S Y (et )

2 T 52
b =1 2 2 2
Therefore,
. a1 1 > {Tmax + Tinin 2
Am ) = 1 1 ae (Timax = Tiin)™ + — 5 Ta| |-

(1.13)

If privacy was not an issue, any sequence of control actions for the HVAC unit
w[0 : T could be selected so long as the temperature in the house is kept between
Thin and Thax. An example of such control actions is to ensure that the temperature
is constantly kept at (Tinin + Tmax)/2- In this case, we get

(l_a)2+1 Tinax + Tiin T 2
b? 2 Y

The ratio of costs in (T.13)) and (T.14) captures the price of privacy (PoP), which is
given by

PoP :=1 + (1 2 ) (—Tma" — Tmin )2

g B ; Tmax + Tmin — 2T,

2
Tinax — T
~1+0.1307 (%)
Tmax + Tmin - 2Ta
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PoP

-20 ~10 0 10 20 30 40 30
Ta

Fig. 1.1 The temperature 7[k] versus time k for the HVAC system with the optimal privacy-
preserving controller in Corollary[T] The dashed lines show the constraints on the temperature.

25
b= mmm T T s T AN T T J
23t HH :
= 2 * n j
~ m[ Tmmlu ‘NM‘ 1
_______________________ W iR
.

0 10 20 30 40 50 60 70 80 90 100

Fig. 1.2 Statistics of the temperature 7[k] versus time k extracted from hundred-thousands runs of
the HVAC system with the optimal privacy-preserving controller in Corollarym The boxes, i.e., the
vertical lines at each iterations, illustrate the range of 25% to 75% percentiles of the temperature
and the thin gray lines illustrate the maximum and minimum temperatures in all the runs. The black
line show the median temperature. The dashed lines show the constraints on the temperature.

1.4 Numerical Example

Consider the motivating example in Subsection [I.2.1] with horizon 7" = 100. We
seta = 0.1 and b = 0.5. Further, we assume that constraints such as must be
enforced with Ty, = 20 and Tx = 24, capturing the comfort zone of the occupants.
We also assume that the starting temperature is given by 7[0] = 20, which is within
the comfort zone. Figure[I.1|shows the temperature 7[k] versus time  for the HVAC
system with the optimal privacy-preserving controller in Corollary[T|with the dashed
lines capturing the constraints on the temperature. Noting that the optimal privacy-
preserving controller in Corollary [I]is stochastic, it makes sense to also observe the
statistics of the temperature. Figure [I.2] illustrates the statistics of the temperature
7[k] versus time k extracted from one hundred-thousand runs of the HVAC system
with the optimal privacy-preserving controller in Corollary [} The boxes, i.e., the
vertical lines at each iterations, illustrate the range of 25% to 75% percentiles of the
temperature and the thin vertical gray lines illustrate the maximum and minimum
temperatures in all the runs. The black line show the median temperature. The dashed
lines illustrate the boundary of the comfort zone. Evidently, the temperature always
stays within the comfort zone and hovers around 22 degrees. For this example,
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Fig. 1.3 Price of privacy versus the ambient temperature.

PoP = 1.0082 (i.e., 0.82% increase in consumption due to privacy), which is a
negligible price to pay in average for privacy.

Figure [I.3] shows the price of privacy PoP versus the ambient temperature 7.
Note that as the ambient temperature moves towards 22 degrees, the price of privacy
goes to infinity. This is because at 22 degrees, there is no need to use the HVAC
unit for staying comfortable and all the energy consumption is essentially used for
preserving privacy.

1.5 Conclusions

We used HVAC units to preserve the privacy of households with smart meters
by modelling the effect of the HVAC unit as an additive noise in the household
consumption. We computed the optimal: privacy-preserving policy for controlling
the HVAC unit by minimizing a weighted sum of the measure of privacy, based on
the Fisher information, and the cost operating the HVAC unit.
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