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ABSTRACT

Fog computing complements cloud computing by removing several limitations, such as delays and network
bandwidth. It emerged to support Internet of Things (IoT) applications wherein its computations and tasks
are carried out at the network’s edge. Heterogeneous IoT devices interact with different users throughout a
network. However, data security is a crucial concern for [oT, fog and cloud network ecosystems. Since the
number of anonymous users increases and new identity disclosures occur within the IoTs, it is becoming
challenging to grow mesh networks to deliver end to end communications, as the extended [oT networks
resemble a mesh architecture. To reinforce data security over IoTs, we deploy a microservice-based
blockchain mechanism for fogs, which works as a decentralized client-server network medium (i.e., secured
end device-based communication). We implement a blockchain equipped security scheme to be used with a
fog-1oT hierarchical tree-based overlay mesh architecture to address and develop the network performance
issues. In this study, we consider encryption and decryption delays from IoT and fog-integrated parts to
monitor data records and compare them through the developed security scheme. The blocks of a blockchain
offer the desired execution results mainly in terms of the algorithmic efficiency, which correlates with the
existing algorithms, namely the Advanced Encryption Standard (AES), the Rivest Shamir Adleman (RSA),
and the Data Encryption Standard (DES). Our ‘BFIM’ scheme has an enhanced task scheduling capacity and
a more efficient throughput than the AES, DES, RSA resource deliverables (i.e., tasks). Our comprehensive
performance evaluation implies that the Blockchain-based Fog IoT Microservice (i.e., BFIM) architecture
provides a task delivery efficiency of 78.79% (i.e., task deliverable) and a service delivery efficiency of
83.24% (i.e., task scheduling). The ‘BFIM’ also has an overall process delivery efficiency of 75% (i.e.,
time delay, throughput) in the fog layer, rather than a central cloud layer running the AES, DES, and RSA
algorithms.

INDEX TERMS Blockchain service; Fog-IoT ecosystem; Fog service delivery; Hierarchical Tree architec-
ture; Performance efficiency.

I. INTRODUCTION delivery in the cloud, concerns networks and allocated shared
end devices. Fog computing is a decentralized computing
infrastructure that shares resources or application processes
within the cloud and harnesses potential user requests at the

LOUD computing, a paradigm of on-demand delivery-
based computing services, runs through the internet.
However, it poses high latency and inefficient end-to-end data
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edge network. Fog computing reduces latency by allocating
the workload to the right edge nodes as needed to distribute
the network allocated data in a time based pairwise (e.g.,
timer scheduled packets or timed frames) manner. In this
way, the edge network or end devices find their desired data
with a lower level of latency and share the in scheduled
workloads within federated fog-cloud orchestrations [1], [2].
Due to the growing needs of mobile devices, IoT computing
requires sharing of resources across embedded platforms.
The increasing IoT network, distributing end-to-end deliv-
ery, finds mesh networks useful for dedicated short-range
communication. However, the increasing number of users
and anonymity are making it challenging to communicate
with the right party across heterogeneous networks. Hence,
the growing IoT interconnections employ an extra user load
towards the gateway ends. When all processes are merged
to be distributed via the IoT gateway, this procedure causes
network jamming due to inconsistent data delivery at the
network ends. Fogs can help these IoT gateways through
a similar time-based priority mechanism in terms of data
delivery [3], [4].

Blockchain is a distributed digital ledger technology
that can be used for duplicated data transfer across a whole
network (e.g., typically a mesh network). The operations or
process interactions within a blockchain represent peer-to-
peer based data sharing towards the block ends. A generic
mesh network resembles a hierarchical tree overlay network,
where the parent nodes act as primary responders for the
child devices in a master—slave and slave-master pattern.
However, the traditional mesh design employs different lev-
els of cryptographic security to secure communication over
the network. This procedure backlogs the system’s back-end,
as every front-end device needs to wait for the program to be
executed and verified from the central device or primary mas-
ter. In contrast, a blockchain has an irreversible logic pattern
that can ensure better data security because there is no need to
validate data records. However, the latency and exaggerated
delay issue of blockchains around the increasing IoT network
is a challenging task for end to end data delivery and secure
communication transmission because of the frequent data
offloading that occurs [5], [6]. Microservices can run several
services in a single container and enrich distributed resource
delivery for the network ends. This can help the blockchain
activity to run through a single service scheduler to minimize
the extensive delay issue and latency around the end-to-end
hops. Deploying the blockchain activity over microservices
can help to scale the overlay network through faster data
delivery and minimized gathering of delay latencies around
the network [7].

Traditional mesh networks typically share data within a
peer-to-peer interconnection [8]. As a result, mesh networks
often encounter contention during two-way verified commu-
nication and experience latency-based delays at hop-to-hop
or gateway ends. The mesh network encounters data offloads
and causes latency-based delays while verifying the end-
to-end device interactions. The traditional and sophisticated

2

(e.g., sensor networks) [oTs share and distribute data through
mesh networks and cause delays (e.g., latencies towards the
end to end communication) when there is an increased num-
ber of anonymous users. The generic fog allocations usually
distribute data sequences in a schedule-based manner through
dividing priority workloads. However, increasing user loads
and numbers of end devices generate different priority work-
loads for end-to-end data deliveries, and the fog networks
tend to have difficulty making decisions [9]. Hence, IoTs
need to share the process schedulers (i.e., packet scheduling)
of the fog end for data allocation procedures and increase the
delay, producing data stress among the distributed fog data
slots. The use of a valid developed scheme through proper
scheduling or resource allocation may tune the fog services
well, allowing integrated fog—IoT orchestrations [10].

To minimize the anonymity security issue over hop-to-
hop mesh interconnections at the IoT end to end deliver-
ies, we developed a blockchain-based security scheme for
hierarchical-tree-based fog—IoT mesh architectures. A star-
mesh network was designed to connect the primary controller
fog with a cloud at the back end of the system delivery and
IoT gateways at the front end. In this network, every fog
node was designed according to its respective IoT gateway
properties and data schedulers were configured according to
IoT gateway end device interactions. The fogs can handle
the extra data stress from the IoT device ends and quickly
perform scheduled priorities according to the needed allo-
cated task. We also configured preemptive schedulers and
the fog for performing data distribution and verification
towards the cloud backend. The increasing number of IoT
devices introduces a question around the security issue of
ensuring anonymity. To reduce this problem, we config-
ured a blockchain-based microservice property to lessen the
blockchain’s delay issue and enhance its security along with
that of the defined network. The microservice specifically
works for attacked blocks in this developed procedure. Infor-
mation is stored and distributed after being verified from the
fog layer backend in IoT layer communication. The config-
ured microservice property enhances the schedulability and
scalability of fogs and IoT layer activities. The scheduled
microservice minimizes the blockchain’s extensive delay and
offloads data during the attacking procedure and enhances
information scheduling activity (e.g., less network jamming)
during the fog—IoT orchestration.

If any intruder wishes to enter through the IoT cluster,
the fog gathers the information from the IoT. The fog cluster
sends the information to the cloud for verification and vali-
dation while stopping the blockchain schedulers. Our devel-
oped security scheme is three-layer tamper-proof resistant.
The intruder is unaware of the IoT, fog, and cloud cluster
identifies. If anyone tries to enter without an identity, they
will be banned from the cloud, and the fog cluster will break
the running block schedulers. Since our configured scheme
breaks apart the blockchain’s communication process, it is
almost impossible to work through a man-in-the-middle at-
tack within the network if any intruder counterfeiting occurs.
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Besides this, the PoW (proof of work) IP is tracked by the
cloud verification process each time, causing the user to be
terminated. An eavesdropping attack is not possible either
because of the three-layer verification and validation process
of this scheme over IoT, fog, and cloud clusters.

In our approach, the blockchain works only in the fog and
IoT layer. The chain mainly works as a carrier to secure data
processing over the fog and IoT network. The microservice
on the blockchain’s fog layer works only if an attack is
encountered by an intruder. Our configured microservice-
based blockchain security mechanism works with PoW (i.e.,
Proof of Work), IP targeting, and hashing power (i.e., mining
capacities through graphics parser unit, GPU and Point over
Ethernet, PoE) computation of the authorized users. For
unauthorized access, the hashing power and IPs are tracked
and calculated through the cloud reservoir. The connection
could be terminated to prevent exaggerating delay issues
of the whole network’s scheduled processes for effective
blockchain tuned services.

AES, DES, and RSA cryptosystems are established and
widely used data security schemes. However, the main issue
with these protocols is to do with the in hungry delay mech-
anism. The blockchain itself creates additional delays while
circulating over the network nodes. Thus, the establishment
of a minimized delay tolerance or low latency-based security
scheme, defined in Fig.1 is still needed for overlay networks
and the blockchain hierarchy. Fog redistributes the data or
packet allocation to the IoT cluster and keeps the cloud free
to track verified or unverified (e.g., intruder) interactions. A
microservice-based containerized scheduler can enable in-
truder interpretation to ensure cloud verification and keep fog
processes in the workflow through the configured scheduling
process. The developed security approach ensures delay min-
imization within the fog—IoT orchestration and releases the
cloud from verification-based delay processing loads.

In this paper, we use three popular cryptography
algorithms—AES, DES, and RSA—to conduct a perfor-
mance estimation analysis in the context of a blockchain-
based security scheme. We compared the existing cryp-
tographic algorithms with our blockchain-based fog IoT
Microservice (BFIM) scheme to check its efficacy across the
fog—IoT orchestration environment. We contrived iterative
building blocks to act as a continuous information run-time
for our blockchain carrier over the mesh network or IoT
nodes. In this scheme, the building blocks are generated iter-
atively when needed to pass or process information but not
overcome the One Time Session Password (OTSP) session
(e.g., session-based delay for layer verification and valida-
tion) from fog-IoT and fog—cloud. The growing mesh net-
work in the IoT layer represents a blockchain analogy, where
the devices act as intermediate nodes, and their interactions
may represent the interchange of blocks within a blockchain.
In the fog environment, attacked block information is stored
in a microservice, delivering the attacked block information
with the processed blocks from the IoT layer towards the
central cloud.
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Research contributions: The main contributions of our
research work include:

* We propose an efficient blockchain-based fog—IoT data
security scheme to mitigate against existing challenges in a
distributed data security framework.

* We implement the data security scheme for a hierarchical
tree-based overlay mesh architecture in the cloud—fog and
IoT ecosystem.

* We conduct a performance analysis of our scheme
and architecture with widely used cryptographic schemes,
namely AES, DES, and RSA. A block generation time delay
analysis (e.g., system run-time tolerance or service load) is
carried out to analyze the architecture’s performance.

The remainder of this paper is structured as follows—
Section 2 represents a brief overview of the literature and
related work to identify the current obstacles, solutions, and
limitations. Section 3 illustrates the methodology, including
the use of a secure blockchain property, its block numbers,
the component work method for fog and cloud distribu-
tion, and how these factors were used in the data secu-
rity scheme. Section 4 discusses our developed blockchain
security scheme-based secure architecture. Section 5 de-
scribes our developed algorithm and its working process in
the fog cloud and central cloud. An in-depth discussion of
our simulated results is described in Section 6. A rigorous
discussion about our workflow process, its problems, and
future developments is given in Section 7. Finally, Section
8 concludes the paper by illustrating future outcomes and
beneficial results. Essential abbreviations are shown in Table
1.

TABLE 1. Essential Abbreviations

Short Form Full Form or definition
AES Advanced Encryption Standard
DES Data Encryption Standard
RSA Rivest Shamir Adleman Cryptosystem
IoT Internet of Things
OTSP One Time Session Password
pbkdf2 Password-Based Key Derivation Function 2
SHA-256 Secure Hash Algorithm 256 bit
CPU Central Processing Unit
CP-ABE Cipher Text Policy Attribute Based Encryption
BFIM Blockchain Fog-IoT Microservice

Il. BACKGROUND AND MORPHOLOGICAL STUDY

Security is a vital concern for distributed heterogeneous
networks. The blockchain in the fog—IoT orchestration may
turn and tune the interaction in a secured motion to provide
better service provisioning over fog—cloud data flow while
ensuring security. The cloud performs on a better scale while
interacting with a fog-integrated blockchain approach (Table
2).
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Vishwanath et al. [11] described a method that can be used
to overcome the security issues related to the use of AES
in fog-computing. In their process, the AES algorithm was
shown to support better security privileges [12]. Their paper’s
primary outcome was to compare security issues while using
data sets of different sizes [13] [14]. This was primarily
done to verify the CPU time, encryption time, decryption
time, and consumed memory sizes of algorithms. However,
in our case, the data size was not fixed (e.g., random changes
over the user’s interaction) and differed from anonymous user
exchange throughout the network. Zenil et al. [15] conducted
a complete survey on the concepts and methods involved
in classical and algorithmic information theory. They also
described the limiting stages of working data parameters
while using Shannon entropy and a lossless compression
contrast algorithm [16] in their development. In contrast to
their work, our created algorithm is not related to a specific
parameter’s threshold entropy.

Dehmer and Pickl [17] used a quantitative graph analysis
and a sequence of data [18] indexes. They analyzed the graph
through their developed measurements to view the structured
pattern of networks [19]. To analyze information over the
graph [20], they used discrimination aware based theoretic
statistical methods [21]. In contrast, our algorithm depends
on the token-based packet delay procedure (e.g., blockchain),
adding to the run time complexity of the order of growth (e.g.,
algorithm) for the network architecture (e.g., partial mesh
design). Lin and Liao [22] completed a top-down survey of
blockchain-based applicable sectors as well as applications.
They suggested that blockchains may be used in the finan-
cial market, IoT, Supply chain, Voting, Medical treatments,
and Storage. They also triggered the blockchain’s main key
element, which is to follow a decentralized [23], transparent,
open-source, autonomous, and immutable environment.

Yi et al. [24] conducted a complete review of past research
work on security and privacy issues across conjoint networks
in their paper. They considered the security issues to be data
storage, computation security [25], and network security.
Some concerning privacy issues [26]- [28] in their work were
data privacy [29], usage privacy, and location privacy.

Khan et al. [30] derived different security scenarios or
issues in fog computation. Fog security concerns primarily
depend on the use of the IoT or other coupled devices within
a layer-based network [31] to provide efficient computation.
Their main role is to identify the security [32] gaps among
past works on fog computing. Stanciu [33] discussed the
effectiveness of a centralized blockchain computing model
and infrastructure in the public cloud. They used a distributed
control system for data processing [34] that considers low
latency, location awareness, geographically distributed pack-
ets, mobility, the predominate role of wireless access, and
heterogeneity [35] within the cloud interactions.

Mukherjee et al. [36] expanded the fundamental problems
of cloud counterfeiting such as end to end delay, traffic
congestion, data traffic, and communication [37] costs. They
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also described the challenges related to security and privacy
countermeasures through reviewing research articles about
the cloud, fog, [38] and edge computing paradigms [39]. Al-
rawais et al. [40] deployed an effective key exchange security
protocol, termed the Cipher Text-Policy Attribute-Based En-
cryption (CP-ABE), in their work. However, in some cases,
issues with fog computing arises [41] while checking the
security [42] in terms of data alteration, unauthorized access,
and the identification of attacks [43]. The developed protocol
CP-ABE is better in terms of verifying the un-authorization
of data [44] and eavesdropping attacks. In contrast, our con-
structed architecture successfully eliminates man in the mid-
dle and eavesdropping attacks within the fog—IoT [45]- [48]
block-chained [49]- [50] orchestration hierarchy. Ronghua
Xu et al. [51] employed an SOA (e.g., service oriented)
blockchain-based decentralized microservice architecture for
IoT cyber-physical systems. In their work, the permissible
containerized microservices were deployed to entire fog and
IoT clusters to ensure the utmost level of public safety and
security with no cloud back end. Haipeng Yao et al. [52]
represented a multi-agent reinforcement learning algorithm
for near-optimal policy searching to find out the Nash equi-
librium state. Their developed blockchain platform assisted
in offloading of computational tasks across the industrial
internet of things (i.e., IIoT) networks to allocate resource
managements at the cloud back end. However, in our devel-
oped work, we considered the microservice only for the fog
cluster [53], specifically in the blockchain attack scenario,
to overcome the latency or scalability issues and release
the extra load from the cloud’s back end. A reservoir cloud
is employed in our developed environment to keep a track
record about intruder alerts and new blockchain circulation
within the fog—IoT overlay network.

lll. SYSTEM MODEL AND METHODOLOGY
In this section, we describe our system model and methodol-

ogy.

A. BLOCKCHAIN DATA PROCESSING IN FOG, CLOUD
AND IOT NETWORK LAYER

We developed a secure blockchain mechanism to increase
IoT device security. The employed scheme enhances the
security pattern in fog networks while performing distributed
data sharing activities. The layered architecture is categorized
under three segments—cloud, fog, and IoT layer (e.g., end
devices). The three-layer security architecture works in a
bottom-up fashion, shown in Fig. 2. IoT network layers are
the vulnerable or concerned sector that is usually aggrieved
by various types of attack. We developed a secure fog layer
within the fog—IoT orchestration to minimize these security
thefts or attacks. Here, the fog layer acts as a primary helper
for the IoT and a secondary helper towards the cloud. The
main motive of this development is to overcome the possible
security issues of mesh networks over the IoTs by providing
the utmost system run-time enhancement or service provi-
sioning. The fog has the carrier information (e.g., a container
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TABLE 2. A brief comparison of our research work with existing works

Research Article

Network illustrations and
services

Methodology

Research gap

Developed approach

Vishwanath et al. [11]

Increased fog
through AES.

security

AES modular security base
within the fog-cloud.

Derived the efficiency
through AES in fog only.

Verified CPU delay time
and memory consumption
through AES, DES and
RSA.

Dehmer and Pickl [17]

Centralized structural net-

Discrimination aware based

Sharing response time is

Token wise packet delivery

opment review.

fog-IoT security gaps.

work topology. routing pattern. not defined over network. mechanism for response
time validation.
Lin and Liao [22] Blockchain apps for IoT’s | Decentralized immutable | Blockchain architecture de- | Cloud-watch facility
and financial markets. architecture. veloped for overlay net- | for system run-time
works. enhancement.
Khan et al. [30] Fog-IoT architecture devel- | Pattern-wise activity to find | In-depth survey. Scheduled session basis

block breaking mechanism.

Ronghua Xu et al. [S1]

SOA microservice for IoT-
CPS.

Fog-IoT microservices de-
ployment.

Increased delay based fog-
IoT microservices.

Delay minimized mecha-
nism in Fog only microser-

vice.

of individual attacked block information or microservice) for
the vulnerable (e.g., commuted attacks) IoTs. If an attack
is found in the IoT layer, the fog carrier cuts off the fog—
IoT gateway connection and sends the information to the
cloud. The fog layer has a secured (e.g., SHA-256 pbkdf2)
timestamp and will shut off if an attack occurs behind its
backbone. The fog generates block numbers one by one while
carrying the blockchain’s information after being overridden
by the timestamp. Later on, the fog layer distributes the
information towards the central cloud layer that contains the
information of the pre-attack processes. Thus, the system’s
run-time improves with better provisioning.

B. COMPONENTS OF THE HIERARCHICAL FOG-IOT
MESH TOPOLOGY AND DERIVED ARCHITECTURE

Our system architecture is divided into three conventional
layers: the back-end, middleware, and front-end services. The
three-layer architecture may be categorized as 1) the cloud
layer or core (back-end), 2) the fog layer (middleware), and
3) the IoT layer (front-end).

® The core or cloud Layer: The central cloud or service
preserves the session’s data that have been attacked before.
All of the information before being attacked is delivered
from the fog towards the cloud in a secure fashion through
the OTSP (e.g., One-Time Session Password) SHA-Pbkdf2
scheme. The cloud sends a cryptographic authentication pat-
tern (e.g., verified and validated OTSP) to the fog if an
attack has been made (refer to Algorithm 1.). The current
fog sessions are then turned off to give an initialization
delay (e.g., session-based configured counter for patrolling).
The fog sessions resume through re-scaling formatting of
the previous information (e.g., before being attacked) and
monitoring the current data with the previous data with
a mixed synchronization pattern of blocks (e.g., new and
attacked ones). A data center resides in the cloud that acts as
areservoir and contains specifically attacked fog node (e.g., a
microservice container for affected fogs) information. Later,
the reservoir sends a code of conduct to the cloud to cause

6

a re-scheduling of synchronized blocks (e.g., those attacked
from fog or the IoT, a newly created block from the fog or
IoT, and the interacted block from the fog or IoT) through
the verification of session-based timing. Each renewed block
includes information on the attacked fog or IoT nodes and
the new nodes of fog or IoT that are transferred through
the cloud’s fog layer. Thus, the developed secure model re-
distributes the synchronized information with no loss of data
but with a smaller time delay on average.

® The fog Layer or middle-ware: The fog layer is equipped
with a blockchain pattern that acts as middleware for the
cloud and IoT. The fog layer establishes a blockchain pattern
to synchronize the information. The fog gathers direction
from the cloud and verifies the re-scheduling of blocks (e.g.,
newly created ones in fog and validated ones from the IoT
layer) to get the most possible information before carrying
out the attack. The information-gathering procedure is done
regularly after intruder attack (refer to Algorithm 2.). The fog
layer is comprised of a timestamp, namely the OTSP (e.g.,
one-time session password), which is generated in each ses-
sion of blocks after time. Furthermore, if an attack occurs, the
fog regenerates the OTSP by sending the information back
to the cloud. After that, a re-synchronization of the blocks
is made through the re-initialization of delays. Thus, the re-
scheduling of validated, attacked, and newly created blocks is
synchronized, supporting the avoidance of information loss
after being attacked. The fog is considered to be a standalone
backbone for the developed system model, whereas the cloud
is kept in hidden form. The fog cluster and the fog node
(i.e., fog layer) configurations or system properties are same
within their respected gateways and individual operators. The
fog layer also has a similar security pattern to the cloud that
uses an additional OTSP scheme to provide extra security for
the blockchain.

® The IoT Layer or front-end service: The 10T layer acts
as a front-end service for the underlying fog and cloud layer.
The IoT layer has permission to connect with individual de-
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vices across the network that need verification from the fog—
IoT blockchain service. In the IoT layer, only the cluster node
properties are fixed and aligned to their respective gateway
entities but the device configurations changes as per user ex-
perience or behavior. As a result, the IoT layer is vulnerable
to attacks and attacks may be transferred from other devices
run by eavesdroppers (refer to Algorithm 3.). The expanded
system design is followed by such an authentication pattern,
so the fog-IoT layer may connect with different devices
within the network; however, it proceeds with information
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only after initializing the session from the fog. On the other
hand, for forgery, man-in-the-middle, or DoS attacks, the
system pattern has an iterative OTSP (e.g., one-time session
password) scheme. The OTSP scheme specifically works to
secure information over the fog, saving the cloud from being
traced or attacked.

C. COMPLEXITIES OF OUR DERIVED ALGORITHMS
For every algorithm the complexities are mainly of two types;
1) Time Complexity and 2) Space complexity. However, the
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Algorithm 1: Regular blockchain mining from Cloud
to Fog and Fog Microservice-end to IoT (both at-
tacked and not attacked)

Input: SHA-256-bit ascending block generation from
lton
Output: Identifying not-attacked blocks and execute
blockchain schedulers
/* isAttacked = A boolean value
defines whether it is an Attack
scenario or Not Attack scenario.

*/
/* blockList = SHA-256-bit ascending
block list */
/* block = A particular block from
the blockList */

1 foreach block in block List do
2 Step 1: Actor: Cloud

3 attackInfo < block.getAttackInfo()
4 if block is NOT from valid network AND
attackIn fo verification is failed then

5 isAttacked < true

6 n < block List.size()

7 block.number < n + 1

8 Send the block To FogMicroservice
9 else

10 isAttacked < false
1 check previous attack info of the bock
12 Assign Block Scheduling Process to

FogMicroservice

13 if isAttacked then

14 Step 2: Actor: FogMicroservice

15 Regenerate The Attacked Block

16 n. < current executing block number

17 traverseTo(n.)

18 block.number < n.+1

19 Increment Other Block Numbers By One

20 else

21 Step 2: Actor: FogMicroservice

22 L Assign New Blocks To IoT Cluster

23 Step 3: Actor: loTClusterNode

24 if Alpha-Neumeric Password is Verified
then

25 Continue The Cloud-Fog Verified

Scheme
26 Get Block Numbers From Scheduler
27 Generate And Process Blocks

complexity details are depicted below for the Algorithm 1.,
Algorithm 2. and Algorithm 3. respectively.

Algorithm 2: Regular blockchain mining from
Fog-Microservice to IoT-end and IoT-end to Fog-
Microservice while regenerating blockchain mining
(both attacked and not attacked)
Input: SHA-256-bit ascending block generation from
lton
Output: Identifying not-attacked blocks and execute
blockchain schedulers
/* isAttacked = A boolean value
defines whether it is an Attack
scenario or Not Attack scenario.

*/
/* sysErec = The system is executing
without any interruption. */

1 while sysEzxec do

2 Step 1: Actor Cloud
3 attackInfo < block.getAttackInfo()
4 if block is NOT from valid network AND
attackIn fo verification is failed then
5 isAttacked < true
6 n < block List.size()
7 block.number < n + 1
8 Send the block To FogMicroservice
9 else
10 | isAttacked « false
1 if is Attacked then
12 Step 2: Actor FogMicroservice
13 Get Verified Block Data From Cloud
14 Get Attacked Cluster Data From IoT
15 Get Possible Attack Info if session is
NOT expired then
16 Create New Block Thread
17 L Send blocks To IoT
18 Step 3: Actor Cloud
19 L Renew Session Data
20 else
21 Step 2: Actor FogMicroservice
2 | Assign New Blocks To IoT Cluster
23 Step 3: Actor loTClusterNode
24 if Alpha-Neumeric Password is Verified
then
25 Continue The Cloud-Fog Verified
Scheme
26 Get Block Numbers From Scheduler
27 Generate And Process Blocks

a: Complexity of Algorithm 1:

For isAttacked, block List and block independent variables,
the Cloud executes attackIn fo verification and validation,
blockList, and block number for a specific process or task
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Algorithm 3: Fog-Microservice to loT-end and IoT-
end to Cloud-end via Fog-Microservice while regen-
erating blockchain mining (both attacked and not
attacked)
Input: SHA-256-bit ascending block generation from
Iton
Output: Identifying not-attacked blocks and execute
blockchain schedulers
/* isAttacked = A boolean value
defines whether it is an Attack
scenario or Not Attack scenario.

*/
/* sysExec = The system is executing
without any interruption. */

1 while sysFEzec do

2 Step 1: Actor Cloud

3 attackInfo < block.getAttackInfo()

4 if block is NOT from valid network AND
attackIn fo verification is failed then

5 isAttacked < true
6 n < block List.size()
7 block.number <+ n + 1
8 Send the block To FogMicroservice
9 else
10 | isAttacked « false
11 if isAttacked then
12 Step 2: Actor Fog Microservice
13 if sesston is NOT expired then
14 Create New Block Thread
15 L Assign New Blocks To IoT Cluster
16 Get Data From Attacked Session
17 Get Data From IoT Cluster
18 Step 3: Actor [oT Cluster Node
19 if Alpha-Neumeric Password is Verified
then
20 Continue The Cloud-Fog Verified
Scheme
21 Get Block Numbers From Cloud
Scheduler
22 Generate And Process Cloud Blocks
23 Step 4: Actor Cloud
24 if loT-Cluster Node is Verified then
25 Get Block Numbers From Scheduler
26 Generate And Process Blocks
27 Renew Session Data
28 else
29 Step 2: Actor FogMicroservice
30 Create New Blocks
31 Send New Blocks To Cloud
32 Reallocate Fog 10T Block Scheduler
33 Send New Scheduler To Cloud
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allocation. However, each of these operation executes ac-
cording to their respective scheduling properties of run-
ning services within Cloud, Fog and IoT orchestrations.
The services contains task generation, task deliveries task
scheduling, resource allocation and process delivery proper-
ties. Moreover, the algorithm is divided by several allocation
of processes namely as Actors. The potential actors are de-
fined as - Cloud, FogMicroservice, loTClusterNode. We con-
figured stack based process delivery option for our algorithm.
Whereas, the process deliveries are generated by push and
pop features of the allocated time slots. The priority listings
are occupied according to preemption based ascending orders
in priority en queue list. The overflow of processes delivered
towards the FogMicroservice to execute the de queue option.
The de queue feed-forwards the overflow processes to the
microservice container occupied by empty queue list. The
overall Blockchained secured property (i.e., BFIM) supports
the respective en queue and de queue lists.

Considering the process operations, the space complexity
of each operation relies over the order of O(n). On the other
hand, the time complexity relies over the order of O(n logn).

Therefore, The time complexity for (Algorithm 1.) derives
over the order of

f(n)—=2n® +4n? 4 2n
O(Algorithm 1.) — O [2(n® 4 2n* 4 n)]
— O (nlogn)
Therefore, the time complexity is
T(n) = O (nlogn)

The space complexity considers seven instances. Whereas,
each actors are independent for each actions and true for all
properties and perspectives (see Algorithm 1.). Cloud = 1,
Fog =1, I0oT =1, blockList = n, block = n, isAttacked =
1, notAttacked = 1.

Therefore, the space complexity is

S(n) = O (n)

b: Complexity of Algorithm 2:

For is Attacked, block List and block independent variables,
the Cloud executes attackIn fo verification and validation,
block List, and block number for a specific process or task
allocation. However, each of these operation executes ac-
cording to their respective scheduling properties of run-
ning services within Cloud, Fog and IoT orchestrations.
The services contains task generation, task deliveries task
scheduling, resource allocation and process delivery prop-
erties. Moreover, the algorithm is divided by several allo-
cation of processes namely as Actors. The potential actors
are defined as - Cloud, FogMicroservice, lIoTClusterNode.
However, in the phase transition of (Algorithm 2.) FogMi-
croservice, Cloud has the property to execute double times
for different instances within a same process scheduler. We
configured stack based process delivery option for our algo-
rithm. Whereas, the process deliveries are generated by push
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and pop features of the allocated time slots. The priority list-
ings are occupied according to preemption based ascending
orders in priority en queue list. The overflow of processes
delivered towards the FogMicroservice to execute the de
queue option and to the Cloud for executing the en queue
option. The de queue feed-forwards the overflow processes to
the microservice container occupied by empty queue list. The
overall Blockchained secured property (i.e., BFIM) supports
the respective en queue and de queue lists.

Considering the process operations, the space complexity of
each operation relies over the order of O(n). On the other
hand, the time complexity relies over the order of O(nlogn).
Therefore, The time complexity for (Algorithm 2.) derives
over the order of

O(Algorithm 2 1) — f(n)— 3n* + 1103 + 9n? +n
O(Algorithm 2 :) — O [n(3n 4+ 11n? + 9n + 1)]
— O (nlogn)

Therefore, the time complexity is
T(n) = 0O (nlogn)

The space complexity considers seven instances. Whereas,
each actors are independent for each actions and true for all
properties and perspectives (see Algorithm 2.). Cloud = 1,
Fog =1, IoT =1, blockList = n, block = n, isAttacked =
1, notAttacked = 1.

Therefore, the space complexity is

S(n) =0 (n)

c: Complexity of Algorithm 3:

For is Attacked, block List and block independent variables,
the Cloud executes attackIn fo verification and validation,
blockList, and block number for a specific process or task
allocation. However, each of these operation executes ac-
cording to their respective scheduling properties of running
services within Cloud, Flog and 10T orchestrations. The ser-
vices contains task generation, task deliveries task schedul-
ing, resource allocation and process delivery properties.
Moreover, the algorithm is divided by several allocation of
processes namely as Actors. The potential actors are defined
as - Cloud, FogMicroservice, loTClusterNode. However, in
the phase transition of (Algorithm 3.) Cloud, FogMicroser-
vice has the property to execute double times for different
instances within a same process scheduler and respective
order of process accumulation to be scheduled for the next
run. We configured stack based process delivery option for
our algorithm. Whereas, the process deliveries are generated
by push and pop features of the allocated time slots. The
priority listings are occupied according to preemption based
ascending orders in priority en queue list. The overflow of
processes delivered towards the FogMicroservice to execute
the de queue option and to the Cloud for executing the
en queue option. The de queue feed-forwards the overflow
processes to the microservice container occupied by empty

10

queue list. The overall Blockchained secured property (i.e.,
BFIM) supports the respective en queue and de queue lists.
Considering the process operations, the space complexity of
each operation relies over the order of O(n). On the other
hand, the time complexity relies over the order of O(nlogn).
Therefore, The time complexity for (Algorithm 3.) derives
over the order of

O(Algorithm 3 :) — f(n)— n® 4+ 3n" + % + 8n®
+4nt +8n3 +n? +n

O(Algorithm 3 :) — O [n(n” + 3n° + Tn® + 8n*
+4n3 + 8n? +n +1)]

— O (nlogn)

Therefore, the time complexity is
T(n) = O (nlogn)

The space complexity considers seven instances. Whereas,
each actors are independent for each actions and true for all
properties and perspectives (see Algorithm 3.). Cloud = 2,
Fog =2, IoT =1, blockList = n, block = n, isAttacked =
1, notAttacked = 1.

Therefore, the space complexity is

S(n) =0 (n)

D. HIERARCHICAL-TREE-BASED BLOCKCHAIN
MATHEMATICAL MODEL FOR IOT, FOG, AND CLOUD
MESH INTERACTIONS

Plain text is an original readable format message that acts as
an input for the encryption algorithm. Ciphertext is an un-
readable message format output of the encryption algorithm.
After generating the encryption algorithm, the ciphertext is
converted to plain text through a decryption algorithm. The
system model’s established algorithms use plain text and
session-wise secret keys as inputs and generate ciphertext
as an executed output. The Decryption process at the cloud
end converts ciphertext into plain text. The cloud stores the
desired information through verification from the fog layer,
and the mathematical equations are formulated by checking
the verified parameters. The equations are described below
as a part of the workflow for the whole procedure. The
equations are generated considering the cloud, fog, and IoT
interactions, primarily based on attacked and not attacked.

E. CRYPTOGRAPHIC KEY EXCHANGE PATTERN AND
MATHEMATICAL DERIVATION OF PROCESSES FOR IOT,
FOG AND CLOUD HIERARCHY:

a: The cryptographic Key exchange pattern For the
developed Edge, Fog and Cloud Hierarchy is as follows-

e The Cloud private key encryption process is carried
through getting the IP information from fog, run-time
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session id of cloud and SHA-256-bit Pbkdf2 key gener-
ation to secure the data packets of cloud.

o« The Fog public key decryption process is carried
through the previous Cloud run-time Encryption pro-
cesses.

o The fog private key encryption process is carried
through getting the IP information from the IoT parent
device, the run-time session id of fog and SHA-256-bit
Pbkdf2 key generation to secure the data packets of fog.

e The IoT public key decryption process is carried
through the previous fog run-time encryption processes.

o IoT private key encryption process is carried through
getting the IP information from the IoT child nodes, the
run-time session id of IoT and SHA-256-bit Pbkdf2 key
generation to secure the data packets of IoT.

« The IoT extended nodes public key decryption process
is carried through the previous IoT child node run-time
encryption processes.

F. DERIVED MATHEMATICAL EQUATIONS FOR THE
CONSTRUCTED PROCESSES

TABLE 3. Notation used in mathematical equations

Symbol Description

C Cloud Process Interaction

F Fog Process Interaction

R Response

cc Current Computation

pd Packet Delivery

cd Current Delay

R Response from Cloud
Ry Response from fog

R; Response from IoT

Ry Response delay
Ape Attacked Block Computation
Ipa IoT Packet Delivery
Fee Fog Current Computation
Iee IoT Current Computation
Paq Packet Delivery Delay
Dy Current Packet Delivery Rate
o0 System Runtime

N NP Packet

7 Packet Interchange Delay

The following equations mainly illustrate the metrics of
the process generation time, computation rate, packet in-
terchange rate, packet delivery rate within the cloud, fog,
and IoT orchestrations. These equations also lead to de-
fines algorithms’ performance differences within the re-
sults—specifically among the AES, DES, RSA, and the
newly developed scheme BFIM.

a: Cloud in Attacked Situation:
Ry = Cloud Current Computation Rate + Fog Packet ; Rq

VOLUME 4, 2016

= Packet Interchange Rate (Current Delivery Delay) + Fog

Packet (insertion)
J(] e
0 =1

/(/OooiRc)dt -

/ > Fpa) dt (1
0 =1
/ (/ Y Rydt =

0 =1

/(/chJr/ZPi)dt
In Eqgs. (1) and (2), R, describes the cloud session activity

i—1 i—1

2
throughout the system’s run-time or execution, C,. defines
block renewal or block schedulers within the current process
run-time over the cloud, Fj,; shows packet or data delivery
from the fog cluster, and R, is a response delay within
the carried processes. However, it may vary depending on
the process execution; cd stands for the current delay and
contains the delay of every run-time process. P; concludes
the packet or data interchange delay while in the configured
schedule. The relationship of this equation relies on the
phenomena of the attacked session and the cloud thus, a time
derivation of integral values is essential for the results and
experimental output. We verified all of the equation metrics
with parametric simulation tools as shown below.

b: Cloud in not Attacked Situation:

R, = Cloud Current Computation Rate; R; = Packet Inter-
change Rate (Current Delivery Delay)

/(/Oooznjccadt 3)
/(/OmanDwdt @)

i=1

n

/([)OZRC)dt

1=

/(/Ooozn:Rd)dt -

=1

In Egs. (3) and (4), R, describes the cloud session activity
throughout the system’s run-time or execution, C,. defines
block renewal or block schedulers within the current process
run-time over the cloud, and R, is a response delay within
the carried processes. However, it may vary depending on
the process execution. Dy stands for the current packet
delivery rate within every run-time of processes for an hourly
limit. This equation’s relationship relies on the phenomena
of the not attacked session and cloud response delivery. This
relationship is being carried with the developed algorithmic
scheme, and the integral values depend on every time limit;
thus, a time derivation of integral values is essential for the
results and experimental output.

C: Fog in Attacked Situation:

Ry = Fog Current Computation Rate (Attacked Block) + IoT
Packet Delivery ; R4 = Packet Interchange Rate (Current
Delivery Delay) + IoT Packet (insertion)
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/(/Omémdt - /(/OmgAbc+
/Oooglpd)dt 5)

/(/Ooozj:Rd)dt - /(/OooiPdd—i—/Om%LDd)dt
©)

In Egs. (5) and (6), R describes the fog session activity
throughout the system’s run-time or execution, Ay, defines
the attacked block information within the current process
run-time over the fog, I,,; shows the packet or data delivery
from the IoT cluster, and R, is a response delay within
the carried processes. However, it may vary depending on
process execution; P,y stands for the packet delivery delay
and contains the delay of every run-time packet delivery, and
D, determines the current packet delivery rate within every
run-time of a process to give an hourly limit. The relationship
of this equation relies on the phenomena of the attacked
session and the fog response deliveries. This relationship
is carried out with the developed algorithmic scheme and
the integral values depend on every time limit; thus, a time
derivation of integral values is essential for the resulting
output.

d: Fog in not Attacked Situation:

Ry = Fog Current Computation Rate ; R4 = Packet Inter-
change Rate (Current Delivery Delay)

/(/Oooin)dt

I
—
c\

8
NE
!
=
S

i=1 i=1
/(/Ooolz:Rd)dt = /(/Ooong)dt ®)

In Eqs. (7) and (8); Ry describes the fog session activity
throughout the system’s run-time or execution, Fi. defines
the block renewal or block schedulers within the current
process’s run-time over fog clusters, and Ry is a response
delay within the carried out processes. However, it may vary
depending on process execution. D, determines the current
packet delivery rate within every run-time of processes to
give an hourly limit. This equation’s relationship relies on the
phenomena of the not attacked session and the fog response
delivery. This relationship is carried out with the developed
algorithmic scheme, and the integral values depend on every
time limit; thus, a time derivation of integral values is essen-
tial for the resulting output.

e: IoT in Attacked Situation:

12

f: R, = 5 minutes + loT Current Computation Rate (Attacked
Block) + No Packet Delivery ; R, = Packet Interchange Rate
(Current Delivery Delay) + No Packet (insertion)

/(/Oooz::Ri)dt

o0 i—0

AL ©)
0

1—0
oo N oo t—n oo 1—0
/(/ ZRd)dt = /(/ ZDd+/ Zpi)dt
0 =1 0 i1 0 -0
(10)

In Egs. (9) and (10), R; describes the IoT session ac-
tivity throughout the system’s run-time or execution, Ap.
defines block renewal or block schedulers within the current
process’s run-time over IoT clusters, I,q shows packet or
data delivery from the IoT cluster, and R, is a response
delay within the carried processes. However, it may vary
depending on process execution. Dy concludes the current
packet delivery rate within every run-time of processes to
give an hourly limit. P; stands for the interchange delay
of every run-time packet delivery. The relationship of this
equation relies on the phenomena of the attacked session
and the IoT response delivery. This relationship is carried
out with the developed algorithmic scheme, and the integral
values depend on every time limit; thus, a time derivation of
integral values is essential for the resulting output.

I

—

ﬁ
+

° 3
)=
=
_|_

g: IoT in not Attacked Situation:

R; = IoT Current Computation Rate ; Dy = Packet Inter-
change Rate (Current Delivery Delay)

/(/Oooim)dt = /(/Oooilcc)dt 1)
/(/Owi‘j[)d)dt (12)

i—1

—
S—
3
=
Joy)
&
&
I

In Egs. (11) and (12), R; describes the IoT session activity
throughout the system’s run-time or execution, I.. defines
block renewal or block schedulers within the current process
run-time over loT clusters, and R is a response delay within
the carried out processes. However, it may vary depending
on the process execution. D, determines the current packet
delivery rate within every run-time of processes to give
an hourly limit. This equation’s relationship relies on the
phenomena of the not attacked session and the IoT response
delivery. This relationship is carried out with the developed
algorithmic scheme, and the integral values depend on every
time limit; thus, a time derivation of integral values is essen-
tial for the resulting output.
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FIGURE 3. Blockchain-based secured Fog-loT

IV. OUR NEW ALGORITHM AND THE DERIVED
DEVELOPMENT PROCESS

The established and configured algorithms work initially in
the IoT network to secure the IoT nodes via fog command-
ments. Later on, the direction of algorithmic processes pro-
ceeds towards the fog to secure fog blocks. The central server
cloud network separates from the blockchain procedure to
reduce the data load and scale it efficiently. Initially, the
blockchain process runs through the fog and IoT networks.
When an attack on the IoT layer occurs, the IoT blocks are
shut down before being entirely demolished to operate the
network. Then, the carried information passes to the fog
network from the IoT. Detail work pattern is employed in
Fig. 3.

The fog network then creates a new blockchain process
by maintaining a delay (e.g., configured OTSP for block
generation) to rebuild the IoT network. The information
from broken IoT blocks is transferred to the central server
cloud via fog to save the data as a record log. The system’s
algorithmic process design ensures that there is a generous
delay on both working sides (e.g., fog or IoT). The main
focus is to confuse the intruder parties; depicted in Fig. 4. The
fog network is also overcome through the same configured
process if an attack occurs. Hence, we depicted the run-
time conditions around the IoT, fog, and cloud networks as
a conceptual scheme through the algorithmic processes.
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Fog Zone (Middle-ware Service - Laye,

rZ)
Fog to Edge Blockchain ™ /
Managerial
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(e.g., edge or loT) process allocation (Block Map)

V. EXPERIMENTAL RESEARCH AND SIMULATION

‘We have compared the established scheme (e.g., BFIM) with
the traditional AES, RSA, and DES algorithms. The algorith-
mic performance considerations were checked under three
parametric service provisioning metrics across the cloud, fog,
and IoT levels: the process execution delay (time), the block
generation (time), the generation of the delay-time latency,
and the process to process delay (time) (refer to Table 3.).

A. SCENARIO OVER THE AES, DES AND RSA
CONSIDERING CLOUD LEVEL COMMUNICATION
(CLOUD LAYER-IN THE CORE)

The generated graphs depict that during the attack, the AES
performs faster than the DES and RSA. The DES has process
efficiency values of about 96.8% and 99%, respectively, in
the cloud layer, and its efficiency is about 75.53% in an
average service provisioning to regenerate new blocks in
comparison to the AES and RSA. In the no attack situation,
the AES and DES remain the same, but the RSA has a service
efficiency (average) of 89.6% compared to them. However,
in the information passing scenario, the RSA has process
efficiency values of 89.35% and 96.19%. However, during
service provisioning, it has an average process delivery ef-
ficiency of about 76.95% compared to the AES and DES
during process execution (Fig. 5(a).) (Fig. 5(b).) (Fig. 5(c).).
On the other hand, the RSA seems to be quite inefficient in
this cloud phase round when it is involved in higher (average)
delay assessments.
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FIGURE 4. Blockchain-based secured Fog-loT Architecture and Possible Attack Scenarios

B. SCENARIO OVER THE AES, DES AND RSA
CONSIDERING FOG LEVEL COMMUNICATION (FOG
LAYER-IN THE MIDDLE-WARE)

The generated graphs show that during an attack, the DES
performs faster than the AES and RSA. The RSA and AES
respectively have process time efficiencies of 90.36% and
93.63% (e.g., task deliverable) compared with the DES in
the fog layer, and the average service provisioning efficiency
to regenerate new blocks is 73%. Moreover, in the no attack
situation, the RSA and AES have processing efficiencies of
82.12% and 96.13% respectively, and an average service
efficiency of 78% compared with the DES. Nonetheless, in
the information passing scenario, the DES performs better
within an average delay performance comparison, whereas
the AES and RSA have task processing efficiencies of 95%
and 91%, respectively, and an average service efficiency of
73.25% compared with the DES (Fig. 6(a).) (Fig. 6(b).) (Fig.
6(c).). However, the RSA seems to be quite inefficient in
this middle-ware phase round when it is involved in higher
process delay assessments.

C. SCENARIO OVER THE AES, DES AND RSA
CONSIDERING 10T LEVEL COMMUNICATION (10T
LAYER-THE FRONT-END)

The generated graphs show that during the attack, the RSA
performs faster than the AES and DES, providing a shorter
time delay in the processes. AES and DES respectively en-
capsulate 76.87% and 93% higher process efficiencies (e.g.,
task deliverable) in comparison with the RSA in the IoT
layer. The AES and DES have average service provisioning
efficiencies of about 75.88% and 73.42% when regenerating
new blocks. Moreover, in the no attack situation, the AES
has an enhanced average service efficiency by 86.33% and
an enhanced process efficiency (e.g., task scheduling) by
about 61.62% and 76.15% compared with the DES and
RSA, respectively. Nonetheless, in the information passing
scenario, the AES has a better process delivery performance
by about 79.53% and 66.33% respectively and an average
service provisioning of about 85.9% in comparison with the
DES and RSA (Fig. 7(a).) (Fig. 7(b).) (Fig. 7(c).). However,
the AES seems to be quite inefficient in this IoT phase round
when higher process delay assessments are involved.
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FIGURE 5. AES, DES, RSA Encryption and Decryption process Scenario [e.g., Information Passing (a), Attacked (b) and Not Attacked (c)] within the Cloud Layer

(core).

D. AES, RSA, DES AND PROPOSED ALGORITHM
CONSIDERING 10T LEVEL COMMUNICATION (10T
LAYER-THE FRONT-END)

The generated graphs depict that during the attack, the
RSA performs faster than our algorithm and the AES, with
a shorter time delay (average) of in service provisioning. Our
algorithm and the AES respectively have 80.54% and 85.51%
greater process time efficiencies within the IoT layer in com-
parison with the RSA. Moreover, in this layer, our algorithm
surpasses the DES and RSA with a process time efficiency
that is about 85.94% and 78.52% greater, respectively. In
the IoT layer, the average service provisioning comparison
is about 83.24% greater through having a blockchain work-
flow pattern. The performance of our developed algorithm is
superior to that of the DES and AES, and it overcomes a task
scheduling possibility of 85.25% and provides better service
delivery (on average) than the RSA (Fig. 8(a).-Attacked)
(Fig. 8(b).-Attacked).

VOLUME 4, 2016

Meanwhile, in the no attack situation, our new algo-
rithm performs faster by having a lower execution delay
throughout service provisioning. In comparison to the Pro-
posed Algorithm, the RSA has a higher process efficiency
(e.g., task deliverable) by 76.38% across the edge layer. On
the other hand, in this situation (e.g., no attack), the AES
has greater process execution (e.g., task) by about 72.68%,
whereas our algorithm has a process execution (e.g., task) of
about 83.27% and an average service provisioning of about
83.24%. Our algorithm enhances the process delivery with an
average task delivery of about 21.21% and a task scheduling
process efficiency of about 76.38% in comparison with the
DES and RSA, respectively.

Nonetheless, in this scenario, the AES has higher rates
through having an average process delivery performance of
about 83.15%. However, in this situation, the DES performs
better while having a process delivery of about 96.25%. In
the blockchain equipped ‘BFIM’ Algorithm the RSA, DES,
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FIGURE 6. AES, DES, RSA Encryption and Decryption process Scenario [e.g., Information Passing (a), Attacked (b) and Not Attacked (c)] within the Fog Layer
(middle-ware).

and AES have average service provisioning values of about

83.24%. 84.35%. 96.25%. and 83.15% respectively (Fig TABLE 4. System Descriptions for Simulation Environments
8(a).-Non Attac?ked) (Fig. 8(b).-Non Attacke('i). Howe.ver, the System properfics Specification
proposed algorithm has a better process delivery ratio (e.g., Operating System Android Jellybean 4.2 ; Lin-Ubuntu 16.04 ;
service provisioning) than the DES of about 85.48%. Yet, Win-10 _
in comparison to other algorithmic schemes, the ‘BFIM’ Processor %t‘:llc)‘zggg IS)nzligcslgaI\glon 636 ; Intel-i7-6700K ;
scheme is good for service provisioning while having better Clock Rate TS GHz 3.2 GHz . 42 GIiz
administrative security privileges. Table 4. shows the system Device Type Amazon Fire HD 7 ; HP Z4 G4 Workstation ;
description for simulation environments. Dell Optiplex 3046 MT
Storage 120 GB (HDD) ; 4 TB (SSD) ; 20 TB (SSD)
RAM 4 GB ;64 GB ;256 GB
E. AES, RSA, DES AND PROPOSED ALGORITHM Number of Cores 2;8;16
PERFORMANCE ENHANCEMENT THROUGHOUT FOG System type 64 bit OS ; x64 based processor
. Simulation Framework | NSNam 3.3 ; Xgraph 3.3.0 ; R 4.0.3
LEVEL COMMUNICATION (FOG LAYER-THE Programming Language | Java 9 ; C/C++ 17 ; Python 3.5.1
MIDDLE-WARE) IDE NS33.33 ; OMNET++5.5.1 ;
Jupyter Notebook 6.1.0
Distribution Exponential ; Geometric (Continuous Process)
The generated graphs show that during information passing,
the AES performs faster than the RSA and our algorithm,
provide less time delay (average). Our algorithm has a greater
16 VOLUME 4, 2016
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FIGURE 7. AES, DES, RSA Encryption and Decryption process Scenario [e.g., Information Passing (a), Attacked (b) and Not Attacked (c)] within the loT Layer

(front-end).

process time delay within the fog layer by 8.18% and 6.04%
respectively in comparison to the RSA and DES, but it
has efficient service delay provisioning (average) of about
12.71%. On the other hand, in this situation (e.g., information
exchanging), the AES, DES, and RSA have average service
delay provisioning values of 10.58%, 11.15%, and 12.01%,
respectively. In this case, our algorithm performs almost the
same as the AES in terms of the process time delay and
overall service provisioning (see Fig. 9(a).).

Nonetheless, in the information passing scenario, our
algorithm shows slightly higher rates with an average re-
source delivery of about 81.68%. The ‘BFIM’ scheme shows
aremarkable change in average service provisioning of about
83.24% over the fog layer rather than the cloud layer, except
in the AES, which shows a change of 89.42%. However, in
terms of performance comparison with the DES, RSA, and
AES, the blockchain equipped ‘BFIM’ scheme shows better
results (see Fig. 9(b).). Moreover, running with less service

VOLUME 4, 2016

provisioning delay and (see Fig. 9.) better security support,
our algorithm ‘BFIM’ scheme is a good option (see Fig.
10.) for the middle-ware and vulnerable IoT layer service
provisioning.

VI. DISCUSSION

In this work, we provided a scheme to ensure data security
within a fog-IoT network through a microservice-based
blockchain security algorithm. We employed a distributed
hierarchical-tree-based mesh topology to display the data
exchange within the heterogeneous fog—IoT orchestrations
scenario through the developed blockchain mechanism. If
an intruder attacks an IoT device within the IoT network
layer, the valuable information around the network might
be in danger of being stalked. Our scheme prevents this
by breaking the network chain using an intelligent-timer-
based algorithmic scheme (e.g., OTSP). Thus, the system
is configured as a three-layer architecture where the central
server cloud acts as a hidden backbone (e.g., reservoir).
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The main server (e.g., central cloud) processes the current
operation by collecting the attacked block’s information to
give the command to regenerate the block queries towards
the fog. The newly processed information is blocked from
the fogs and then is delivered towards the IoT bases. Our
decentralized blockchain process is compiled with an OTSP
based Pbkdf2 security mechanism that works with an iter-
ative password derivation process while having an elapsed
session-based delay time for the individual devices. Thus, it
provides identity authentication and verification of the de-
vices within the data-link layer. An unauthenticated user will

find a mismatch throughout the security mechanism. This
part of our blockchain algorithmic scheme delivers a tamper-
resistant strategy and is efficient across an authenticated user

traceability pattern.

In this new algorithmic scheme, the delay generated
(i.e., regenerated) IoT network nodes have sessions with new
IPs of information (e.g., OTSP session interchange format)
from the fogs. The IP generation timestamp is carried upon
an interchange if any suspicious activity of hashing power
misagreements is found. In this architecture, the client sides
(e.g., IoT and fog) rely on a hard fork blockchain pattern,
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lished blockchain process will continue to regenerate the

number of building blocks in an iterative fashion every time
any third-party intruder is detected.

whereas the server-side (e.g., cloud) acts on both soft and
hard fork patterns. In the attacking situation, the disabled
node sends information towards the adjacent node.

The intermediate node carries the disabled and its own
information towards the cloud repository from the fogs (e.g.,
containers for attacked fog or IoT information). The estab-
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VIl. CONCLUSIONS

Maintaining data security within the heterogeneous cloud
fog IoT network ecosystem is a challenging task. In this
research, we developed a secure blockchain scheme for a
fog—IoT hierarchical tree-based overlay mesh architecture.
The performance of our algorithmic security scheme ‘BFIM’
was superior to that of the AES, DES, and RSA algorithms.
The expanded blockchain-based algorithmic procedure sup-
presses the AES, DES, and RSA algorithms with an aver-
age efficiency in task delivery of 78.79%, especially in not
attacked situations over a fog environment. The initialized
‘BFIM’ procedure outperforms others with an overall process
delivery of 75% (e.g., time delay, throughput) and a service
delivery efficiency of 83.24% (e.g., task scheduling) within
the fog network. Individually, compared with RSA and DES,
our algorithmic processes perform better while executing op-
eration procedures across the fog. Finally, our implemented
scheme has a greater efficiency in service delivery (e.g., task
scheduling) of 83.24% across the fog layer compared with
the central cloud layer network of the AES, DES, and RSA
algorithms.

REFERENCES

[1] Sun, Huaiying, Huiqun Yu, and Guisheng Fan. "Contract-Based Resource
Sharing for Time Effective Task Scheduling in Fog-Cloud Environment."
IEEE Transactions on Network and Service Management, IEEE, no. 17,
pp. 1040 - 1053, 2020.

[2] Whaiduzzaman, M., Gani, A., Anuar, N.B., Shiraz, M., Haque, M.N. and
Haque, I.T. "Cloud service selection using multicriteria decision analysis."
The Scientific World Journal, Hindawi, pp. 1 - 11, 2014.

[3] Whaiduzzaman, M., Haque, M.N., Rejaul Karim Chowdhury, M. and

Gani, A. "A study on strategic provisioning of cloud computing services."

The Scientific World Journal, Hindawi, pp. 1 - 17, 2014.

Ingham, Max, Jims Marchang, and Deepayan Bhowmik. "IoT security vul-

nerabilities and predictive signal jamming attack analysis in LoRaWAN."

IET Information Security,IET, no. 15, pp. 1 - 13, 2020.

[5] Lin, T, Yang, X., Wang, T., Peng, T., Xu, F, Lao, S., Ma, S., Wang, H.
and Hao, W. "Implementation of High-Performance Blockchain Network
Based on Cross-Chain Technology for IoT Applications." Multidisci-
plinary Digital Publishing Institute, Sensors, vol. 20, no. 11, pp. 3268,
2019.

[6] Sahoo, S., Fajge, A.M., Halder, R. and Cortesi, A."A Hierarchical and
Abstraction-Based Blockchain Model." Multidisciplinary Digital Publish-
ing Institute, Applied Sciences, Sensors, vol. 9, no. 11, pp. 2343, 2019 .

[71 Hu, J., Reed, M., Thomos, N., AI-Naday, M.F. and Yang, K. "Securing
SDN controlled IoT Networks Through Edge-Blockchain." IEEE Internet
of Things Journal, IEEE, no. 14, pp. 1 - 14, 2020.

[8] Javadpour, Amir, Guojun Wang, and Samira Rezaei. "Resource Man-
agement in a Peer to Peer Cloud Network for IoT." Wireless Personal
Communications, Springer, no. 113, pp. 1 - 18, 2020.

[9] Whaiduzzaman, Md, Anjum Naveed, and Abdullah Gani. "MobiCoRE:
Mobile device based cloudlet resource enhancement for optimal task
response.”" IEEE Service Computing, IEEE, vol. 11, no. 1, pp. 144 - 154,
2016.

[10] Moura, Jose, and David Hutchison. "Fog computing systems: State of the
art, research issues and future trends, with a focus on resilience." Journal of
Network and Computer Applications, Elsevier, no. 169, pp. 1 - 43, 2020.

[11] Vishwanath, Akhilesh and Peruri, Ramya and Jing (Selena) He. Security
in fog computing through encryption. MECS Press, 2016.

[12] Singh, Sachchidanand and Singh, Nirmala. Blockchain: Future of financial
and cyber security. 2016 2nd international conference on contemporary
computing and informatics (IC3I), IEEE, vol. 2, pp. 463 - 467, 2016.

[13] Atlam, Hany F and Alenezi, Ahmed and Alassafi, Madini O and Wills,
Gary. Blockchain with Internet of Things: Benefits, challenges, and future

[4

20

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]

directions. International Journal of Intelligent Systems and Applications,
vol. 10, no. 6, pp. 40 - 48, 2018.

Sharma, Vishal and You, Ilsun and Palmieri, Francesco and Jayakody,
Dushantha Nalin K and Li, Jun. Secure and energy-efficient handover
in fog networks using blockchain-based DMM. IEEE Communications
Magazine, vol. 56, no. 5, pp. 22 - 31, 2018.

Zenil, Hector and Kiani, Narsis A and Tegnér, Jesper. A review of graph
and network complexity from an algorithmic information perspective.
Entropy, vol. 20, no. 8, pp. 551, 2018.

Stojmenovic, Ivan and Wen, Sheng and Huang, Xinyi and Luan, Hao.
An overview of fog computing and its security issues. Concurrency and
Computation: Practice and Experience, vol. 28, no. 10, pp. 2991 - 3005,
2016.

Dehmer, Matthias and Pickl, Stefan. NETWORK COMPLEXITY MEA-
SURES AN INFORMATION-THEORETIC APPROACH. Journal of
SYSTEMICS, CYBERNETICS AND INFORMATICS, vol. 13, no. 2, pp.
64 - 67, 2015.

Mahajan, Prerna and Sachdeva, Abhishek. A study of encryption algo-
rithms AES, DES and RSA for security. Global Journal of Computer
Science and Technology, vol. 13, no. 15, pp. 1 - 9, 2013.

Lu, Chih-Chung and Tseng, Shau-Yin. Integrated design of AES (Ad-
vanced Encryption Standard) encrypter and decrypter. Proceedings IEEE
International Conference on Application-Specific Systems, Architectures,
and Processors, IEEE, pp. 277 - 285, 2002.

Nie, Tingyuan and Zhang, Teng. A study of DES and Blowfish encryption
algorithm. Tencon 2009-2009 IEEE Region 10 Conference, IEEE, no. 10,
pp. 1 -4,2009.

Zhou, Xin and Tang, Xiaofei. Research and implementation of RSA algo-
rithm for encryption and decryption. Proceedings of 2011 6th International
Forum on Strategic Technology, IEEE, vol. 6, no. 2, pp. 1118 - 1121, 2011.
Lin, Iuon-Chang and Liao, Tzu-Chun. A survey of blockchain security
issues and challenges. IJ Network Security, vol. 19, no. 5, pp. 653 - 659,
2017.

Al Hamid, Hadeal Abdulaziz and Rahman, Sk Md Mizanur and Hossain,
M Shamim and Almogren, Ahmad and Alamri, Atif. A security model for
preserving the privacy of medical big data in a healthcare cloud using a fog
computing facility with pairing-based cryptography. IEEE Access, IEEE,
no. 5, pp. 22313 - 22328, 2017.

Yi, Shanhe and Qin, Zhengrui and Li, Qun. Security and privacy issues of
fog computing: A survey. International conference on wireless algorithms,
systems, and applications, Springer, vol. 1, pp. 685 - 695, 2015.
Kishigami, Junichi and Fujimura, Shigeru and Watanabe, Hiroki and
Nakadaira, Atsushi and Akutsu, Akihiko. The blockchain-based digital
content distribution system. 2015 IEEE fifth international conference on
big data and cloud computing, IEEE, vol. 5, no. 12, pp. 187 - 190, 2015.
Zheng, Zibin and Xie, Shaoan and Dai, Hong-Ning and Chen, Xiangping
and Wang, Huaimin. Blockchain challenges and opportunities: A survey.
International Journal of Web and Grid Services, Inderscience Publishers
(IEL), vol. 14, no. 4, pp. 352 - 375, 2018.

Gautam, Genita and Sen, Biswaraj. Design and Simulation of Wireless
Sensor Network in NS2. International Journal of Computer Applications,
TJCA, vol. 16, no. 113, pp. 14 - 16, 2015.

Girault, Benjamin and Narayanan, Shrikanth S and Ortega, Antonio and
Gongalves, Paulo and Fleury, Eric. Grasp: A matlab toolbox for graph
signal processing. 2017 IEEE International Conference on Acoustics,
Speech and Signal Processing (ICASSP), IEEE, vol. 1, pp. 6574 - 6575,
2017.

Shovon, A.R., Roy, S., Sharma, T. and Whaiduzzaman, M. A restful
e-governance application framework for people identity verification in
cloud. In International Conference on Cloud Computing, Springer, Cham,
vol. 1, pp. 281-294, 2018.

Khan, Saad and Parkinson, Simon and Qin, Yongrui. Fog computing
security: a review of current applications and security solutions. Journal
of Cloud Computing, SpringerOpen, vol. 6, no. 1, pp. 19, 2017.

Lee, Wei-Meng. Implementing Your Own Blockchain Using Python. Be-
ginning Ethereum Smart Contracts Programming, Apress, Berkeley, CA,
vol. 1, pp. 25 - 59, 2019.

Saluja, AK and Dargad, SA and Mistry, K. A Detailed Analogy of Network
Simulators—NS1, NS2, NS3 and NS4. Int. J. Future Revolut. Comput. Sci.
Commun. Eng, IJFRCSCE, vol. 3, pp. 291 - 295, 2017.

Stanciu, Alexandru. Blockchain based distributed control system for edge
computing. 2017 21st International Conference on Control Systems and
Computer Science (CSCS), IEEE, vol. 21, pp. 667 - 671, 2017.

VOLUME 4, 2016

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI

10.1109/ACCESS.2021.3100072, IEEE Access .
IEEE Access

Author et al.: Preparation of Papers for EEE TRANSACTIONS and JOURNALS

[34] Okafor, Kennedy Chinedu and Achumba, Ifeyinwa E and Chukwudebe, Colin and Buyya, Rajkumar. Simulation Modelling Practice and Theory,
Gloria A and Ononiwu, Gordon C. Leveraging fog computing for scalable Elsevier, vol. 111, pp. 102336, 2021.
IoT datacenter using spine-leaf network topology. Journal of Electrical and
Computer Engineering, Hindawi, vol. 1, pp. 1 - 11, 2017.

[35] Gaetani, Edoardo and Aniello, Leonardo and Baldoni, Roberto and
Lombardi, Federico and Margheri, Andrea and Sassone, Vladimiro.
Blockchain-based database to ensure data integrity in cloud computing
environments. First Italian Conference on Cybersecurity (ITASEC17),
Venice, Italy, ITASEC17, vol. 1, pp. 146 - 155, 2017.

[36] Mukherjee, Mithun and Matam, Rakesh and Shu, Lei and Maglaras,
Leandros and Ferrag, Mohamed Amine and Choudhury, Nikumani and
Kumar, Vikas. Security and privacy in fog computing: Challenges. IEEE
Access, IEEE, vol. 5, no. 5, pp. 19293 - 19304, 2017.

[37] Shrier, David and Wu, Weige and Pentland, Alex. Blockchain & infras-
tructure (identity, data security). Massachusetts Institute of Technology-
Connection Science, MIT, vol. 51, no. 3, pp. 1 - 19, 2016.

[38] Whaiduzzaman, M., Tuly, S.R., Haque, N., Hossain, M.R. and Barros, A.
Credit Based Task Scheduling Process Management in Fog Computing. In
Pacific Asia Conference On Information Systems, PACIS, vol. 28, no. 1,
pp- 232, 2020.

[39] Yegireddi, Ramesh and Kumar, R Kiran. A survey on conventional encryp-
tion algorithms of Cryptography. 2016 International Conference on ICT in
Business Industry & Government (ICTBIG), IEEE, vol. 1, pp. 1 - 4, 2016.

[40] Alrawais, Arwa and Alhothaily, Abdulrahman and Hu, Chungiang and
Xing, Xiaoshuang and Cheng, Xiuzhen. An attribute-based encryption
scheme to secure fog communications. IEEE Access, IEEE, vol. 5, no.
S, pp. 9131 - 9138, 2017.

[41] Stallings, William. The principles and Practice of Cryptography and Net-
work Security. Pearson Education, Pearson, vol. 20, no. 1, pp. 7, 2017.

[42] Rahman, Md Torikur and Mahi, Md Julkar Nayeen. Proposal for SZRP
protocol with the establishment of the salted SHA-256 Bit HMAC
PBKDF?2 advance security system in a MANET. 2014 International Con-
ference on Electrical Engineering and Information & Communication
Technology, IEEE, vol. 1, no. 1, pp. 1 - 5, 2014.

[43] Mozumder, Deba Prasead and Mahi, Md Julkar Nayeen and Whaiduz-
zaman, Md. Cloud Computing Security Breaches and Threats Analysis.
International Journal of Scientific & Engineering Research, IJSER, vol. 8,
no. 1, pp. 1287 - 1297, 2017.

[44] Farjana, Nishat and Roy, Shanto and Mahi, Md Julkar Nayeen and
Whaiduzzaman, Md. An Identity-Based Encryption Scheme for Data
Security in Fog Computing. Proceedings of International Joint Conference
on Computational Intelligence, Springer, vol. 1, no. 1, pp. 215 - 226, 2020.

[45] Ortiz, G., Caravaca, J.A., Garcia-de-Prado, A. and Boubeta-Puig, J., 2019.
Real-time context-aware microservice architecture for predictive analytics
and smart decision-making. IEEE Access, IEEE, no. 7, pp. 183177 -
183194, 2019.

[46] Pérez de Prado, Rocio and Garcia-Galan, Sebastian and Mufioz-Expédsito,
José Enrique and Marchewka, Adam and Ruiz-Reyes, Nicolds. Smart
Containers Schedulers for Microservices Provision in Cloud-Fog-IoT Net-
works. Challenges and Opportunities. Multidisciplinary Digital Publishing
Institute, Sensors, vol. 20, no. 6, pp. 1714, 2020.

[47] Ahmed, Ejaz and Akhunzada, Adnan and Whaiduzzaman, Md and Gani,
Abdullah and Ab Hamid, Siti Hafizah and Buyya, Rajkumar. Network-
centric performance analysis of runtime application migration in mobile
cloud computing. Simulation Modelling Practice and Theory, Elsevier, vol.
50, no. 1, pp. 42 - 56, 2015.

[48] M. Whaiduzzaman, K. Oliullah, M. J. N. Mahi and A. Barros. AUASF: An
Anonymous Users Authentication Scheme for Fog-IoT Environment. 11th
International Conference on Computing, Communication and Networking
Technologies ICCCNT), IEEE, vol. 11, pp. 1 - 7, 2020.

[49] Liu, H., Han, D. and Li, D., 2020. Fabric-IoT: A blockchain-based access
control system in IoT. IEEE Access, IEEE, no. 8, pp. 18207 - 18218, 2020.

[50] Deep, Gaurav and Mohana, Rajni and Nayyar, Anand and Sanjeevikumar,
P and Hossain, Eklas. Authentication protocol for cloud databases us-
ing blockchain mechanism. Multidisciplinary Digital Publishing Institute,
Sensors, vol. 19, no. 20, pp. 4444, 2019.

[51] Xu, Ronghua and Nikouei, Seyed Yahya and Chen, Yu and Blasch, Erik
and Aved, Alexander. 2019 IEEE International Conference on Blockchain
(Blockchain), IEEE, vol. 1, pp. 564 - 571, 2019.

[52] Yao, Haipeng and Mai, Tianle and Wang, Jingjing and Ji, Zhe and Jiang,
Chunxiao and Qian, Yi. IEEE Transactions on Industrial Informatics,
IEEE, vol. 15, no. 6, pp. 3602 - 3609, 2019.

[53] Hossain, Md Razon and Whaiduzzaman, Md and Barros, Alistair and Tuly,
Shelia Rahman and Mahi, Md Julkar Nayeen and Roy, Shanto and Fidge,

VOLUME 4, 2016 21

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



