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Abstract

Detecting anomalous crowd behavioral patterns from videos is an
important task in video surveillance and maintaining public safety.
In this work, we propose a novel architecture to detect anomalous
patterns of crowd movements via graph networks. We represent indi-
viduals as nodes and individual movements with respect to other
people as the node-edge relationship of an evolving graph network.
We then extract the motion information of individuals using opti-
cal flow between video frames and represent their motion patterns
using graph edge weights. In particular, we detect the anomalies in
crowded videos by modeling pedestrian movements as graphs and then
by identifying the network bottlenecks through a max-flow/min-cut
pedestrian flow optimization scheme (MFMCPOS). The experiment
demonstrates that the proposed framework achieves superior detection
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performance compared to other recently published state-of-the-art meth-
ods. Considering that our proposed approach has relatively low compu-
tational complexity and can be used in real-time environments, which
is crucial for present day video analytics for automated surveillance.

Keywords: Abnormal Detection, Signal Processing, Video Surveillance,
Graph Understanding

1 Introduction

Anomalous events often occur in a monitored environment due to random or
untoward events, such as fire in a building, an attack on a group of people, a
major accident and emergency events. Automated detection of such anomalous
movement patterns assists in real-time crowd monitoring and related video
surveillance applications [1]. Some of the examples of anomalous events in
crowd videos include: (i) a person’s movement different to other people in
the crowd (for example, standing still while other people are moving); (ii) a
person loitering around a place for a long time with no specific reason; (iii) an
individual running for something while others in the crowd are walking; and
(iv) a sudden influx or efflux of people at a location (example, at an entrance
or exit in public places, such as stadium and cinema). By identifying and
detecting these events, law enforcement agencies and event managers will be
able to take effective measures to maintain security and safety.

Nowadays, crowded public places are increasingly equipped with a large
number of surveillance cameras for recognizing human activities. However, the
omnipresence of these cameras causes problems in terms of streaming, storing
and processing video footage in a timely manner. Further, manual assessment
of videos for recognizing certain visual activities suffers from observer fatigue,
which makes the detection and recognition of crowd activities to be less accu-
rate in practice. Therefore, monitoring an individual is a challenging task in a
crowded scenario, especially when we need to detect events from patterns of
movements from the entire scene. Moreover, it is challenging to achieve high
accuracy in identifying an individual from the crowded scene because of the
presence of complex and dynamic scene backgrounds, overlapping objects, and
inter and intra-object occlusions [2].

In order to address these challenges, several graph mining-based approachs
have been proposed in the literature [3, 4]. The basic idea is to translate the
video into a graph sequence so that the graph mining methods can be applied
on these streams. In particular, hyper-spherical clustering [5] based approaches
was used to automatically identify the interesting regions in the scene, and
then the density of the pedestrian flows between every pair of these interesting
regions is analyzed over consecutive time intervals. This information is then
represented as a directed graph, where the identified interesting regions are
represented as nodes, and the direction and density of flows/movements of
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(a) (b) (c) (d)
Fig. 1: Anomalous crowd behavior scenarios: (a)(b) sample frames from UCSD
dataset—red blocks denote that the cyclists move in an abnormal manner;
(c)(d) sample frames from MCG dataset—red blocks denote people standing
statically or loitering.
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Fig. 2: An overview of our proposed anomaly detection framework. (1) At
first, the moving objects in the input video are detected, followed by extraction
of short motion cues forming tracklets for each fixed time window. (2) Time-
variant graph sequences are built to represent the crowd motion activity, where
the objects are identified as nodes, and the spatio-temporal features of the
tracklets are used as the weights of the edges. (3) Then, a max-flow based
surveillance approach is proposed to find the max/min cut of each graph, and
the output is used to identify any anomalies. (4) Finally, based on different
dominant features, the framework finds the anomalous behaviors.

Video Stream

people/objects between a pair of nodes over a time interval is represented as
the corresponding edge weight in the graph. A sequence of adjacency matrices
are obtained for a video sequence using subgraphs [3] and a change points to
identify the various anomalous movements.

In this work, we propose a novel crowd anomaly detection architecture
based on time evolving graph theory. In particular, we use a time varying
graph sequence in which we treat each individual object as a node, and pro-
pose the use of similarity measures as the edge weights. Therefore, more
dynamic anomalies can be detected. In other words, the video is represented
as a dynamic graph stream with flexible numbers of nodes and edges. Briefly
describing, we first use (Kanade-Lucas-Tomasi) KLT tracker [6] to efficiently
capture the points of interests of the objects moving in the scene throughout a
small window of consecutive frames. This is followed by using similarity metrics
that capture movement characteristics, such as direction, magnitude, velocity
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and geographic distance of the objects to construct the global dynamic graph
sequences. Subsequently, we introduce a max-flow/min cut based algorithm
to detect the component(s) of the network (communities) that are far from
the rest of the network, which are then identified as anomalous events. Fig. 2
shows the proposed architecture.

As the experimental result shows, the proposed framework can be used in
UCSD dataset as shown in Fig. 1-a and Fig. 1-b, where two cyclists move in
an abnormal way when compared with other pedestrians. The example frames
from MCG dataset are as described in Fig. 1-c and Fig. 1-d, where some
people are standing still or loitering around a place. We can perform anomaly
detection, provide information on the time frame when an event has occurred,
as well as detecting the culprit.

The proposed approach can detect different anomalies present in video
surveillance applications, which are generic and can be re-deployed to other
locations with relatively little re-training. We perform the model training
offline and infer the anomalies online for real-time applications. Considering
our small model size compared to deep networks, our proposed approach can
detect anomalies in real-time and requires little re-training to deploy to other
locations.

This paragraph reflects the following structure of our paper. In Section
2, the literature review is discussed, followed by giving the problem state-
ment in Section 3. The algorithm of extracting Motion Cues with Building
Dynamic Graphs of Crowd Movements, representing Activities as Dynamic
Graphs from Tracklets, Max-flow /Min Cut Pedestrian Flow Optimization for
Anomaly Detection and final anomaly detection are demonstrated in Section
4,5, 6 and 7, respectively. In Section 8, we present our experimental evalua-
tion and results on the three benchmark datasets and one private dataset, and
then conclude in Section 9.

2 Literature Review

Several methods have been proposed in the literature for detection of anoma-
lous crowd behavior. Broadly, these methods can be categorized based on (i)
tracking and modeling of motion using spatiotemporal features, and (ii) using
deep learning.

Tracking methods [7] first obtain the trajectory of object movements and
then represent these trajectories based on different feature representation
schemes, as the inputs for anomaly detection. In [8], a social force model was
proposed to describe crowd behavior, followed by the use of optical flow to
extract motion features, and a Latent Dirichlet Allocation (LDA) model to
detect abnormal crowd behavior. In [9], pedestrians’ motion patterns were
extracted from crowd behavior and represented using a mixture of dynamic
textures model (MDT), which is a joint model that captures both the dynam-
ics and the appearance of the scenes. Kim and Grauman [10] combined optical
flow patterns with a mixture of Probabilistic Principal Component Analyzers
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(PCA) as a model, and proposed a spatio-temporal graph model based on a
Markov Random Field (MRF) for guaranteeing global consistency. However,
achieving high accuracy of anomaly detection for crowded scenes or in complex
behavioral settings remains a challenge for these approaches.

Deep learning based approaches have gained increasing attention recently
with recent breakthroughs [11-14], in object detection and localization [15]
using Convolutional Neural Networks (CNNs) [16]. Deep learning archi-
tectures, such as Stacked Denoising Auto-Encoder (SDAE) [17] and Fully
Convolutional Networks (FCN) [18] have been used to learn feature represen-
tation automatically. Xu et al. [17] proposed an architecture called Appearance
and Motion DeepNet (AMDN), that can automatically learn and capture fea-
tures for the appearance, motion and joint correlation of objects in input
image/video sequences. As video data is a high-dimensional space, obtaining
efficient anomaly detections can be challengeable. In a recent development,
high level deep learning frameworks have also been used to characterize crowd
behavior. Convolutional neural network based model is quite popular. For
example, in [12], and in [13], convolutional neural network and bidirectional
LSTM are combined to solve this task. Other high level deep neural frame-
works like using FCNs with temporal data [18] for automatic feature learning.
Morias et al. [19] extract the dynamic skeleton features using a message-passing
encoder-decoder recurrent network for anomaly detection. Dubey et al. [20]
studied the joint learning approach to extract appearance and motion features
using context-dependency called the Deep-network with Multiple Ranking
Measures (DMRMs).

Although there are several approaches that have been proposed to detect
anomalous crowd events, existing tracking-based and motion modeling-based
methods differ in handling practical issues, such as crowded and complex sce-
narios. In addition, the computational complexity of training deep learning
networks still face challenges, especially when computational resources are
constrained. Thus, it is still an open challenge to achieve effective and effi-
cient anomalous crowd monitoring in resource constrained environments where
training data is limited [21, 22].

3 Problem Statement

In this paper, we propose a general yet elegantly simple graph based algo-
rithm, that can achieve high accuracy in an efficient and effective manner. An
overview of our framework is illustrated in Fig. 2. At first, we extract move-
ment features as tracklets by applying a KLT feature point tracker [23], where
the tracklet is a fragment of a trajectory, which is obtained over a short
period [24]. These tracklets are then used to build dynamic graph sequences
based on spatial and temporal features in order to model crowd behavior.
Finally, a max-flow/min-cut pedestrian flow optimization scheme (MFMC-
POS) is employed to perform anomaly detection. Our proposed method can be
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used for different types of crowd event detection problems, where it can per-
form anomalous motion detection at both frame-level (identifying anomalous
frames) and pixel-level (recognizing anomalous objects).The overall process of
our proposed approach is shown in Algorithm 1.

In detail, the abnormal crowd detection is performed as follows: (1) First,
the objects in the video are detected and tracked for a fixed time window A.
We denote these objects as O = {0;,7 =1...n}, and the associated tracklets
of each object are denoted as I' = {7;,4 = 1...n}, where n is the maximum
number of objects and tracklets. Then, each pair of tracklets 7; and 7; in
I' are used to calculate the similarity measurement between the correspond-
ing objects 0; and 0j, S = {S¢.m,v,geo, ¢ = direction, m = magitude, v =
velocity, geo = geodistance}, where the dominant feature is chosen based on
the application. (2) Further, the crowd movement information is represented
as a time evolving graph G = {Gy,t = A,2A,....}, where we use Gy = (V, E)
to denote the graph at time t.

The detected objects O = {0;,i = 1...n} from the previous step are used
as the vertices V' = {v;,4 = 1...n} of G, and the obtained similarity values
S = {sgmv} are used as the edge weights E = {e;;,4,j € [1...n]}, where ¢
and j denote a pair of vertices. After the first two steps, the crowd activity
during one time window is converted into a time-variant graph, upon which
we apply (3) an optimization approach (MFMCPOS) to find the suspicious
nodes suspicious_nodes and maximum flow value m [ after applying maximum
flow/minimum cut partitioning. (4) Finally, suspicious_nodes is used as the
input of the last step in the anomaly detection. This is done to do anomalous
behavior detection (as shown in Fig. 1), where suspicious_nodes are used for
the final anomalous object detection.

Algorithm 1 Anomalous Event Detection Framework

Require: Video Input F = {f;, t = A,2A,....}
Ensure: anomalous nodes anom_nodes, or crowd event change point tgpn0m
1: while ¢t + A to video.length do
2: (tracklet Ty, objects Oy) < PeopleMotionExtraction(f;)
3 G:(Vi, Ey) + TimevariantGraphBuilding(T;, Oy)
4: suspicous_nodes < MFMCPOS(Gy)
5
6

anom_nodes, tanom < AnomalyDetection(suspicous_nodes)
. end while

4 Extracting Motion Cues and Building
Dynamic Graphs of Crowd Movements
The video data is first pre-processed using a two-dimensional Gaussian low-

pass filter to eliminate high frequency noise. The parameters of the Gaussian
filter are set as o = 0.5 and each frame is divided into an array of 5 x 5 blocks.
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The parameters are chosen in such a way that the low-frequency information
and edge information is retained in the filtered output.

The motion features are then extracted and represented as tracklets, where
a tracklet is a fragment of the trajectory obtained over a short period [24], using
a KLT tracker [25] over a small window A of consecutive frames. The feature
detectors we have considered include Scale Invariant Features Transformation
(SIFT) and Speeded Up Robust Features (SURF). Since our aim is to find
the group behavior at the whole frame level, we do not need to use state-of-
art object detection algorithms to achieve highly accurate individual detection
performance (such as would be required for people counting tasks). Therefore,
we use SIFT and SURF detectors for KLLT tracker. As SURF is suitable for
illumination changes in images [26], and can be more efficient in the feature
selection stage through a fast approximation of the Hessian when compared
with SIFT, we choose SURF as the feature descriptor in this stage. SURF has
better performance in terms of rotation invariance, warping transforms and
blur when compared with SIFT. Furthermore, SURF is three times faster than
SIFT, so we choose SURF as the feature detector to be used with the KLT
tracker for extracting tracklets.

4.1 Tracking Motion Features using KLT Tracker

The KLT tracker allows tracking of objects using optical flow [25]. We use
KLT to extract motion features from the moving objects that appear in the
first frame and then track them in the rest of the frames. The image motion
constraint is calculated using the following equation:

I(z,y,t)=1"(@+ Ay, y+ Ayt + Ay), (1)

where I denotes the pixel intensity at location (x,y) in the ¢-th frame, and
I, I’ are consecutive frames with time difference A;. Tracking objects over
several frames suffers from high computational complexity and also intro-
duces noise. Therefore, we choose tracklets instead of full trajectories. We take
O ={o0;,i=1...n} to represent the moving objects, where n is the maxi-
mum number of objects in the frame. The associated tracklets of objects O
are denoted as I' = {r;,i = 1,...,n}.

We improve the optical flow using the features extracted by the SURF
descriptor, which helps the detection and tracking scheme to work in a more
effective and efficient way.

5 Representing Activities as Dynamic Graphs
from Tracklets

Having obtained the tracklets I' = {7;};=1,.._, from the previous step, each
pair of tracklets 7; and 7; in I' are used to calculate the similarity features that
are used to model the crowd movement behavior. These metrics are defined in
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the following subsections. These metrics will help to translate crowd activity
into time-varying graph sequences.

5.1 Behavioral Similarity Measures

The similarity measurement scheme we use is proposed in [27, 28], where the
similarity measure is calculated from tracklet features. For a tracklet 7;, the
direction is calculated as ¢, = (Azr,, Ayr,) = (Zr, begin — Try ends Yy begin —
Yriend), 1.€., the difference between the tracklet’s start and end coordinates.
The magnitude features m,, denotes the distance between the start and end

spatial coordinates of ¢,,, where m,, = \/ (Az,,)? + (Ays,)?, ie., the Ly norm
of ¢,,. Since spatial and directional features are robust to perturbations and
invariant to location changes, they provide a suitable representation for move-
ment behaviors. In this paper we construct the following types of similarity
fetaures based on the above features: direction s, magnitude s, velocity s,
and geographic distance Sgeo.

5.1.1 Directional Similarity Measure

Given two tracklets 7; and 7;, their directional features are represented as ¢,
and ¢, respectively. The cosine metric is used to compute the angle between
the two tracklets 7; and 7;, which is denoted as the directional similarity

measure S¢:
TirTj 1 ¢Ti . (b‘rj
= ==Y 41 2
32 \Tonl- oo )

5.1.2 Magnitudinal Similarity Measure

Given the magnitude features m,, and m,, for the two tracklets 7; and 7,
we define s, as the magnitude similarity measure to capture the normalized
difference between the two tracklets’ traversed distances:

ST — 1 — [z, — mej|
m

3)

max (m,, m, )
5.1.3 Velocity Similarity Measure

The velocity similarity measure s,’" is calculated based on Dynamic Time
Warping (DTW) for each pair of tracklets 7; and 7; [28].

7d1):1:(7'i,7'j) 7d'“’.l/(7'iv7'j)

oux +e Tvy

2

Ti T
Sy =

(4)

where 0, and o,, correspond to the overall standard deviation of object
velocities along the x-axis and y-axis, respectively, and dyz (s, 7,) and dyy(r, 7))
denote the distance on the x-axis and y-axis between the two tracklets.
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5.1.4 Geographic Distance Measure

The geographic distance sg,’ represents the Euclidean geo-distance between
the centroid of each pair of tracklets 7; and 7; and can be computed by
Equation (5):

sy = (Cenrf” — Cem'jﬂ-”)2 + (Cem‘iy — Cem-]y)2 (5)

where (Centf, Cent}') and (C’em’jC , C’em’j’ ) are the coordinates of the centroid
of tracklet 7; and 7;, respectively, i.e.,

1 Tr; begin * Tr;end Yri,begin + Y7 end
(Cean,C'enTiy) :( T, eqzn2 Ti,en 7 T 601712 Ti,en ) (6)

5.2 Combinational Similarity Measure

The four types of similarity measures defined (before) are are combined into
three combinational similarity measures to determine the edge weights between
two given tracklets (i.e., of objects). The intuition behind this is that (1) the
directional similarity is used for detecting pedestrians who are moving in an
anomalous direction; (2) the magnitude similarity is used to capture move-
ments with the same direction but different lengths; (3) the velocity similarity
measure is somewhat similar to the magnitude similarity, in that it helps us
determine whether a pair of tracklets that are moving along the same direction
and have the same lengths, follow the same pattern of movement.

5.2.1 Direction-Magnitude Similarity Measure

The combined direction-magnitude similarity measure is defined as a linear
combination of the direction similarity s4 and magnitude similarity s,, using
Equation (7). Note that tracklets 7; and 7; represent two distinct objects:

s;mTJ =a- 3;"’” +(1—a)-spm (7)
where « is a parameter within the range [0,1] that is used to control the
influence of direction and magnitude for a pair of tracklets.

5.2.2 Velocity-Direction-Magnitude Similarity Measure

The combined velocity-direction-magnitude similarity measure Sgm, is the
combination of the Direction-Magnitude combination similarity measure sy,
and the velocity similarity measure s,. For a pair of tracklets (7;,7;), this
similarity measure is given by

Somy =B+ Sgm + (1= B) - 577 (8)

pmu
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where § is a parameter within the range [0,1] that is used to control
the influence of direction-magnitude combination and the velocity similarity
measures.

5.2.3 Direction-GeoDistance Similarity Measure

The combined direction-geodistance similarity measure sg g0 is the combina-
tion of the direction similarity s4 and the geographic distance sge,, which is
defined as: .
TiTi { 5¢,7 ;  Sgeo < 5geo (9)
¢.ge0 0 3 Sgeo Z 5960
where the direction similarity measure s, is calculated using Equation (2) and
dgeo is a threshold representing the maximum difference between the location
of two tracklets. This combined similarity measure aims to distinguish the case
where two objects are moving in the same direction while being far away from
each other. In such a scenario, we do not consider them to be similar as they
do not form a cluster of objects.

5.3 Building Dynamic Graphs

We represent crowd movement information in terms of a time evolving graph
G = {G,t = A, 2A, ...}, such that Gy = (V, E) denotes the graph at time ¢.
The detected objects O = {og,k = 1...n} from the previous step are used
as the vertex set V = {vg, k = 1...n} of G, and the edge between a pair of
vertices represents the relationship between them, where the similarity mea-
surement value (from Equations (7), (8) and (9)) as S = {84 m,v,ge0 - These
similarity measures are assigned as the weights of the edges E = {e;;,7,j €
[1...n]}, where i and j specify a pair of nodes. The process of building a graph
with the time window A is shown in Algorithm 2.

In Algorithm 2, the threshold 4, is used as the minimum similarity between
two objects for them to be considered as neighboring nodes in the graph. This
value is later used to determine the sensitivity of our approach by producing
ROC curves based on multiplicative changes in the values of §,. We choose
Som’ s Somu OT S50, based on the features that are dominant in a given dataset
and that can help us in identifying anomalous objects or anomalous events.
For instance, determining an abnormal movement pattern within a crowd will
be best captured by the direction-magnitude and velocity-direction-magnitude
similarity measure.

6 Max-flow/Min Cut Pedestrian Flow
Optimization for Anomaly Detection

After building the dynamic graph using Algorithm 2, we apply our proposed
method called the max-flow/min-cut pedestrian flow optimization scheme
(MFMCPOS) for determining anomalous incidents or objects in the given
video. The classic community detection tasks focus on partitioning the whole

10
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Algorithm 2 Time-variant Graph Building
Require: Tracklets T' = {7;,i = 1...n} and Detected objects O = {oy,k =

1...n}
1: while £k =1 to n do
2: Vi = Of
3: end while
4: vertex Vy = {v{,k =1...n} of graph Gy
5: whilei=1ton—1do
6: while j =i+ 1 ton do
7: if Sl Z (Sa then
8: €ij = Si, where Si = {S¢m, Sgbm\m S¢,gco}
9: else
10: €ij = 0
11 end if
12: end while

13: end while
1 By ={ef;,i,5 € [1..n]}

?

Ensure: graph Gy = (V,E;), where t = A

graph, whereas the focus in our problem is on detecting the members (or
communities) that are far from (more dissimilar to) the rest of the network.

The max-flow/min-cut algorithm was originally devised to identify the
maximum flow that a pipeline network can support at any given time [29].
This maximum flow was determined by the narrowest pipe’s capacity, i.e.,
the bottleneck of the network. This algorithm has been used for graph parti-
tioning, where the aim is to find partitions of nodes such that the number of
edges between these partitions is minimized. The intuition behind using max-
flow /min-cut in our scenario is that the anomalous objects behave abnormally
with the rest of the moving objects based on our similarity measures, there-
fore they would correspond to nodes that are furthest away from the rest of
the nodes and impose a bottleneck constraint on the pedestrian flow of the
network. These nodes are unlikely to belong to the well-connected community
of normal pedestrians. We employ MFMCPOS to detect anomalous objects
which tend to have different velocity, direction, and distance from the objects
within their reference block.

We now provide the necessary notation and preliminaries on the MFMC-
POS problem. Given a graph G = (V, E), where V and E represent the sets
of nodes and edges of the graph, our aim is to find the best cut in the graph.
Consider a flow network (G, s,t, ¢), where s,t € V denote the source and des-
tination nodes respectively, and ¢ represents the maximum amount of flow,
(i.e., capacity, that passes through an edge). The capacity of an edge e;; is a
mapping ¢: £ — R, denoted by ¢;; or ¢(i, 7). A flow f is a mapping f: F —
R, denoted by f;; or f(i,7), and subjected to some constraints like f;; < ¢;;.

11
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AP
©
(a) (b) (c)

Fig. 3: (a) undirected graph G; (b) An example of a cut C(S,T) where S =
{a,b,c¢} and T = {d,e}; and (c) a second example of a cut C(S,T) where
S ={a,d,c} and T = {b, e}.

We formulate the problem [29, 30] as follows. Let (G,s,t,c¢) be a flow
network, then finding a s — ¢ cut involves partitioning V' into two sets S and
T, such that SUT =V, SNT =0, and s € S and ¢t € T. Given nodes s
and ¢ as our source and destination with the capacities of the graph shown
by the edge weights, we determine the best partition that separates s from
t and provides us with the maximum flow from source to destination. Fig. 3
shows an example cut C(S,T) in an undirected graph G and also two possible
partitions of the graph.

Algorithm 3 Max-flow/Min-cut Pedestrian Flow Optimization Scheme
(MFMCPOS)

Reqmre graph G = (V,E)
n < num of nodesin V,; best_mf <— num of edges in E
while i < 1 ton —1do
while j <+ 1 to n do
[mf,cs,ct] = maxflow(G.i,j)
if best_mf > mf and mf > 0 then
best.mf <— mf, best_cs < cs, best_ct < ¢t
end if
end while
end while
if length(best_ct) < length(best_cs) then
suspicious_node < best_ct
. else
13: suspicious_node < best_cs
14: end if
Ensure: max flow value and suspicious node sets : [mf, ¢s, ct]

= =
®T 2

The capacity ¢(S,T") of cut C(S,T) is the sum of the edge weights e(¢, j)
between the two partitions, i.e., ¢ € S and j € T
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suspicious node

(a) (b)
Fig. 4: Example of using MEMCPOS on UCSD dataset, test24, time window
9 (frame 81-90), where node id 14 is detected as the suspicious node.

In the example shown in Fig. 3-b, S = {a, b, ¢} and T = {d, e}, ¢(S,T") = 14.
Then the flow of a cut C'(S,T) is denoted by f(S,T), as defined in Equation
(10), with the constraints f(i, ) < (3, j),

FST) =YD fa0)=D > FGi) | (10)

€S jeT JET €S
and the value of flow f defined as |f| = > f(s,i1) = > f(i,1).
iev iev

The residual capacity of the pair (7,7), which is called cs(4, ) is given as
follows:
Cf(i,j):C(i,j)—f(i,j), (11)
And the residual network of a graph G that is induced by the flow f is shown
as the directed graph Gy = (V, Ey), where:

Ep=A(i,j) € V. xV|es(i, 5) > 0}, (12)

Therefore the max-flow /min-cut problem corresponds to maximizing the value
|f|, finding the maximum flow from source s to destination ¢ in graph G.
The algorithm is based on computing the max-flow iteratively by finding an
augmented path in a residual digraph Gy. The digraph G; must follow the
constraints that it does not contain a two-cycle formed by two edges with
non-zero weights. The proposed MFMCPOS give us maximum pedestrian flow
and suspicious nodes (corresponding to people) detailed in Algorithm 3. Fig. 4
shows an example of using MEMCPOS on the UCSD testing dataset, sequence
24, time window 9 (frame 81-90), where node id 14 is detected as a suspicious
node.

7 Anomaly Detection

The previous step provides us with a set of suspicious_.nodes and the corre-
sponding max-flow value m f, which is then used as the input of our anomaly

13
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detection step. As shown in our proposed framework in Fig. 2, our scheme
can perform anomalous behavior detection, which corresponds to cyclists, cars
and so on in the UCSD dataset, or loitering people in the MCG dataset. The
proposed anomaly detection scheme is shown in Algorithm 4. It is used as
anomalous_nodes = AnomalyDetection(suspicious_nodes) per time window.

Algorithm 4 Anomaly Detection

Require: suspicious node sets
Ensure: anomalous nodes

1: if suspicious_node is a new incoming node v, then
2 anomalous_nodes < suspicious_node

3: else

4 anomalous_nodes <— None

5. end if

In details, suspicious_nodes denote the final detected set of anomalies as
shown in the following definition.

Definition 1: When a new node v,, appears in the current graph G,,, if it
is detected as one of the suspicious_nodes in the subsequent graph sequence,
we identify it as the anomalous node vq,,, otherwise it is identified as a normal
node.

8 Results and Discussion

8.1 Experimental Setup and Datasets

Experimental Setup - The proposed approach is implemented in Matlab
2013b, and all experiments are conducted on Windows 10 Intel®) i7 with a
Geforce GTX 1060 NVIDIA graphics card.

Datasets - We conduct experiments on two datasets - UCSD Ped1 dataset,
UCSD Ped2 dataset, Avenue dataset, and MCG dataset.

(1) UCSD Pedl dataset [31] are obtained from a surveillance camera on a
pedestrian walkway that contains 34 video sequences in the training dataset
(containing purely normal activity) and 36 videos in the test dataset (which
contains abnormal events) with 238 x 158 pixel resolution.

(2) UCSD Ped2 dataset contains crowds of people moving in parallel to
the camera plane, and comprises 16 video sequences in the training dataset
and 12 videos in the test dataset (which contains abnormal events) with
360 x 240 pixel resolution. Because we do not require pre-training, we only
use the test sequences of these two datasets. For both USCD Pedl and Ped2,
the normal behavior is people walking, and the abnormal behavior includes
anomalous motion patterns and non-pedestrian objects like cyclists, people
with wheelchairs, cars, skaters, etc.

(3) The Avenue Dataset [32] contains 16 training and 21 testing video clips,
collected by The Chinese University of Hong Kong (CUHK) on their campus.

14
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Fig. 5: Time window experiment, where time window A € {10,20, 30,50}
frames.

The total dataset comprises of 30652 frames, where the training data is with
15328 frames the testing data is 15324 frames.

(4) MCG dataset: We also conduct experiments on real-world video
sequences from the Melbourne Cricket Ground (MCG), which is a large sports
stadium in Melbourne, Australia. We used the video data of six cameras named
C1 to C6. C1 is installed at the top of venue, and C2-C6 are installed at differ-
ent corridor locations that provide diverse perspectives in the video data. We
detect anomalous behaviors such as standing or loitering, which are important
categories of movement anomalies in the MCG dataset. The video data is used
as image sequences with 640 x 480 pixel resolution.

Based on the type of activity in each dataset, the details of the dominant
features are listed in Table 1.

8.2 Time Window Experiment

In order to find a suitable time window, we conduct experiments on the UCSD
Ped1 Test sequence 24 (Test24). The ROC curve is generated by changing the
threshold 6,. The results are shown in Fig. 5, and summarized in Table 2.
When the time window is equal to 10 frames, the best performance is achieved.
The reason why performance degrades for larger time windows is because each
time window is encoded as one graph. If some of the frames within a large time
window are abnormal, but the whole graph is identified as normal, the accuracy
will be decreased. As the size of the time window decreases, the number of
graphs that are generated increases, thus increasing the computation time. So
we finally chose time window A = 10, and this setting is used in all of the
following experiments.

15
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-

Frame= 10

Frame= 160 Frame =170 Frame = 180 Frame = 190 Frame =200

Frame= 160 Frame =170 Frame = 180 Frame = 190 Frame =200
(b) The corresponding time-varying graph sequence

Fig. 6: UCSD Pedl1 test24 sequence, threshold ¢, = 0.6 (a) Frame=10 illus-
trates the motion from frame 1 to frame 10, Frame=20 illustrates the motion
from frame 11 to frame 20 and so on, untill Frame=200. New incoming nodes
(nodes 14,15 and 16) are highlighted in colour. (b) The associated graph, where
the vertex is the node id, and each edge is the similarity measure value sgm-
When the value sgm, is smaller than the threshold d,, the edge is deleted, in
order to eliminate uninformative edges.

16
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Table 2: Time Window
Experiment on UCSD

Table 1: Details of the used Dataset. Pedl Test24 Dataset
Datasets Dominant Features ‘Window AUC
UCSD Pedl | Velocity-Direct-Magni $¢m v 10 91.3%
UCSD Ped2 | Velocity-Direct-Magni sgmqv 20 83.4%
Avenue Velocity-Direct-Magni 5¢m o 30 79.1%
MCG Direct-Magni sgm 50 64.20%

8.3 Evaluation

To evaluate anomalous behavior detection, we use ROC curves as our evalu-
ation criteria. Each ROC curve is generated by changing the threshold ¢, in
Algorithm 2. Next, we use two quantitative indexes, the Area Under the ROC
Curve (AUC) and the Equal Error Rate (EER) to analyze the results. AUC
is the area under the ROC curve and EER is the value of the ratio of mis-
classified items, which means the FPR equals the miss rate (FPR = 1 - true
positive rate (TPR)).

The UCSD Pedl and MCG datasets are both tested at the frame-level and
pixel-level. Since UCSD Ped2 does not provide pixel-level detection ground
truth, it is tested only at the frame-level. In terms of frame-level detection, a
frame is labeled as abnormal if there is at least one pixel that is considered to
be an anomalous object. So abnormal event detection at the frame-level is used
to detect these frames. For pixel-level based detection, if the detected pixels
are more than 40% of the real abnormal pixels, this detection will be identified
as a true positive. On the other hand, if at least one pixel in a normal frame
is detected as anomalous, it is identified as a false positive.

8.3.1 UCSD Pedl Datasets

We take the UCSD Pedl test24 sequence as an example to show how our
approach works. UCSD Ped1 test24 is a 200-frame sequence involving a car
anomaly. We test on both the frame-level and pixel-level. As discussed above,
the UCSD dataset can be characterized as a velocity feature sg,, dominant
application, so we set the parameter § in Equation (8) to be 0.9.

As shown in Fig. 6-a, Frame=10 illustrates the motion from frame 1 to
frame 10, Frame=20 indicates the motion from frame 11 to frame 20, and
so on up to Frame=200. The new incoming nodes are highlighted in color as
nodes 14, 15 and 16. The corresponding graphs with the threshold 6, = 0.6
are shown in Fig. 6-b.

The detected suspicious nodes of these frames are listed in Table 3. As we
introduced in Section 7 on anomaly detection, Definition 1 is used to decide
the final anomalous nodes. In this case, when a new node appears (nodes 14, 15
and 16), if it becomes a suspicious node in the rest of the graph sequence, we
identify it as an anomalous node. Otherwise it is identified as a normal node.
For example, node 14 is detected as a suspicious node after it appears, so it is

17
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Table 3: The suspicious nodes detected on the UCSD Ped1 Test24 Dataset

Time Frames | Suspicious Time Frames | Suspicious
Window Nodes id Window Nodes id
1 1-10 12 11 101-110 14
2 11-20 12 12 111-120 5
3 21-30 12 13 121-130 14
4 31-40 12 14 131-140 14
5 41-50 12 15 141-150 14
6 51-60 12 16 151-160 14
7 61-70 14 17 161-170 14
8 71-80 14 18 171-180 12
9 81-90 14 19 181-190 11
10 91-100 14 20 191-200 11

—>—MPPCA
—7— 150 FPS
Social Force
gl [ Adam
08 -8 |—0—src
—D—mpeca SF-MPPCA
—/— 150 FPS —&— MDT
Social Force —— AMDN
06 T Adam E 06f [*—S\m
—O—SsRC —O— Ours
o SF-MPPCA o
[ —t—MDT =
—+— AMDN
04 —4—SNM 1 04f |
——ours
0.2 ] 02 ?W'»l
. . : . o - . . .
o 0.2 04 06 08 1 0 02 0.4 06 0.8 1
FPR FPR

(a) (b)
Fig. 7: ROC Curve for UCSD Pedl Dataset, (a) Detection at frame-level;
(b)Detection at Pixel-level.

identified as abnormal, but node 15 and node 16 are detected as normal. So the
detected abnormal frames are the frames that take node 14 as the suspicious
node. If the detected suspicious node is an old node (i.e., a node that appears
from the beginning), we do not take it as an anomalous node.

For the video sequence we use, the ground truth is: abnormal frames: 51-171
(total: 121), normal frames: 1-50, 172-200 (total: 79). We detect 100 frames of
true abnormal frames, with no false detections. Thus, the result for threshold
0q = 0.6 is TPR = 82.6%, FPR = 0%. This demonstrates how our frame-
level detection can achieve good performance. True Positive Rate (TPR) =
detected abnormal frames/ground truth abnormal frames = detected abnormal
frame / 121 = 100/121 = 82.6%. False Positive Rate (FPR) = falsely detected
abnormal frames/ground truth normal frames = falsely detected abnormal
frames / 79 = 0/79 = 0%.

In terms of pixel-level detection, one of the advantages of our proposed
scheme is that when we detect anomalies at the frame-level, it is not difficult to
complete the pixel-level detection. This is because we can locate the anomalies

18
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Table 4: State-of-the-art (SOTA) approaches comparison in terms of AUC
and EER. Frame-level and pixel-level detection results on UCSD Ped1 dataset.

[ | Frame-level | Pixel-level ‘
Method

AUC FEER AUC FEER
MPPCA [10 67.0% 40.0% 19.0% 44.1%
150 FPS [32 91.8% | 15.0% | 63.8% 43.0%

SF [33 76.8% | 31.0% | 21.3% | 71.0%
SRC [34] 86.0% | 19.0% | 45.3% | 54.0%
SF- MPPCA [9] | 76.9% | 32.0% | 21.3% | 71.0%
MDT [9] 81.8% | 25.0% | 44.1% | 58.0%
AMDN [17] 92.1% | 16.0% | 67.2% | 40.1%
SNM [28] 85.5% | 20% | 47.7% | 51.2%
FFP [35] 90.6% | 17.1% | 62.1% | 43.8%

SsRNN-AE [36] | 92.0% | 15.3% | 66.9% | 37.4%
Our Method | 91.6% | 17.5% | 63.5% | 39.5%

through the detected anomalous node id, and if we pre-define the number
of KLT features to be a suitable value, our approach can detect pixel-level
anomalies with high accuracy.

Therefore, we conduct experiments on all of the test sequences with UCSD
Pedl datasets, and the results are shown as the ROC curves in Fig. 7, tested
at both the frame-level and pixel-level. Table 4 shows a comparison of our
proposed method with existing state-of-the-art (SOTA) methods on the UCSD
Ped1 dataset.

From the Fig. 7 and Table 4, it can be seen that both of our frame-
level ROC curves and pixel-level ROC curves show competitive performance
when compare with the existing approaches. In terms of detection results, we
achieved 91.6% AUC and 17.5% EER for frame-level detection, and 63.5%
AUC and 39.5% EER for pixel-level detection, which outperforms most of the
other state-of-the-art (SOTA) methods. Our accuracy is a little lower than
150 FPS [32], AMDN ([17] and sRNN-AE [36], where AMDN and sRNN-AE
are deep learning methods whose computational cost are higher. Considering
our small model size compared to deep networks, the proposed approach can
detect anomalies in real-time and requires little re-training to deploy to other
locations.

8.3.2 UCSD Ped2 Datasets

Similar to the UCSD Ped1 dataset, the UCSD Ped2 dataset is also a velocity
feature s ¢y, dominant application, so we still set the parameter § in Equation
(8) to be 0.9. Since the UCSD Ped2 dataset does not provide a ground truth for
pixel-level detection, we summarize the results and compare our method with
other state-of-the-art (SOTA) approaches based on detection at the frame-
level. We conduct experiments and evaluate on all of the test sequences of
UCSD Ped2 dataset, and illustrate the results in Fig. 8.

Table 5 shows the results of the comparison of our approach with other
SOTA approaches. From these results, it can be seen that the frame-level
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Table 5: SOTA approaches comparison in terms of AUC and EER. Frame-
level detection results on UCSD Ped2 dataset.

| Frame-level ‘

Method

AUC EER

MPPCA [10 77.0% 29.8%
150 FPS [32 68.2% 32.6%
SF [33 63.0% 40.5%
SRC [34] 828% | 27.0%
SF- MPPCA [9] | 71.0% | 36.0%
MDT [9] 85.0% | 235%
AMDN [17] 88.1% | 20.4%
SNM 28] 8T0% | 20%
FFP [35] §74% | 22.9%
SRNN-AE [36] | 91.23% | 18.4%
Our Method 88.3% 17.5%

1 (4‘-?
0.8 E * m
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Social Force
—4&—MDT
—%—SNM - ; < : 4
—{— Our Method 1 | | |
S el el —t
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(@) ®)
Fig. 8 ROC Curve for UCSD Ped2 Dataset, (a) Detection at frame-level; (b)
Example of detection results.

Table 6: SOTA approaches comparison in terms of computational time on
UCSD Ped2 dataset.

Approaches Computational Time
150 FPS [32] 27FPS
SF [33 25FPS
AMDN [17] 25FPS
sRNN-AE [36] 25FPS
Our Method 26FPS

based result show competitive performance when compare with the existing
approaches. In details, we achieved 88.3% AUC and 17.5% EER for frame-level
detection, which outperforms all of the other state-of-the-art (SOTA) methods
on the UCSD Ped2 datasets. Only sSRNN-AE [36] architecture is competitive
when it is compared with our proposed method.
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In order to evaluate the computational time used, we did experiment on
UCSD Ped2 dataset at frame-level detection, and record the computational
time of three existing algorithms, the result is shown in Table 6. It can be seen
that most of the existing approaches can achieve the real-time requirement.
As the proposed architecture can be used in real-time environments without
training, it is still quite competitive.

8.4 Avenue Datasets

In this subsection, we utilized Avenue dataset [32] as evaluation datasets.
We evaluated the performance at the frame level, where it does not provide
the pixel-level based ground truth. Table 7 shows the quantitative compar-
ison result with the existing state-of-the-art approaches. The experimental
parameter used in this dataset is the same as other datasets in- previous
subsections.

Table 7: Comparison of results of our method with other existing algorithms
evaluated on the Avenue dataset. The results include anomaly detection frame-
level anomaly detection in terms of AUC and EER.

Approaches AUC FEER
150 FPS [32] 80.2% | 27.7%
CAE [37] 70.2% 25.1%
FFP [35] 84.7% -
DAF [38] 84.6% -
AMDN [17] 78.2% | 26.5%
LSTM-AE [39] 75.4% -
ConvLSTM-AE [37] | 77.2% -
NMC {40] 88.7% -
SRNN [41] 81.6% -
SRNN-AE [36] 83.2% -
Our Method 85.6% | 23.15%

In details, we achieved 85.6% AUC and 23.15% EER for frame-level detec-
tion. We can see that the our method is the second best in terms of AUC,
only one approach NMC [40] with 88.7% is better than us. For EER result,
our method outperforms all of existing methods.

8.4.1 MCG Dataset

The MCG is a crowded real-world dataset, where standing or loitering
are considered as anomalous movement patterns. Consequently, we use the
direction-magnitude dominant feature sg,, as the similarity measure. We
assume the importance of the direction and maginitude features is the same,
so we set the parameter « in Equation (7) to be 0.5. The comparison result
with the existing state of the art algorithms is shown in Fig. 9
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Fig. 9: ROC Curve for MCG Dataset, (a) Detection at frame-level; (b)
Detection at pixel-level; (¢) Example of detection results.

We conduct an experimental evaluation on the 16-Sep-2011-C2, 16-Sep-
2011-C5 and 16-Sep-2011-C6 videos of the MCG dataset. Each video is a five-
hour video, we only take 30 minutes for each of the experiments. The results
are summarized and shown as ROC curves. The experimental steps are the
same for the UCSD dataset, where the ROC curve is generated by changing
the threshold §, in Algorithm 2. We illustrate the results and the sample
detection results in Fig. 9. The AUC is 79.8% and 58.2% at the frame-level and
pixel-level, where the best-performance method [36] in UCSD dataset achieves
74.0% and 55.8%, respectively. The evaluation result shows that our method
can perform better in such a crowded scenario.

9 Conclusion

In this paper, the crowd movement behavior is modeled as a time-varying graph
sequence. At first, each moving individual in the video is denoted as a node in
the graph, and then we proposed different types of similarity measures accord-
ing to the type of anomalies or behaviors of interest. The proposed framework
uses a max-flow/min-cut surveillance (MFMCPOS) scheme to detect graph
component(s) that corresponds to bottlenecks in the graph network, where
depicts the individuals or groups with anomalous movement patterns. In order
to evaluate the proposed method, we did experiments on three benchmark
datasets and one private dataset. The experimental results demonstrate that
the our framework achieves superior detection performance compared to other
recently published state-of-the-art methods, where it achieves 91.6% and 63.6%
AUC at frame-level and pixel-level in UCSD Ped1 dataset, 88.3% in UCSD
Ped2 dataset, 85.6% in Avenue dataset. In some cases, our proposed frame-
work delivers highest crowd anomaly detection rates. Considering that our
proposed approach has relatively low computational complexity and can be
used in real-time environments, it is crucial for present day video surveillance.
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