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[bookmark: _b60bxw6lm4iy]Abstract 
This commentary reports on gambling advertisements served to Australians on Facebook in 2021-2022 that we discovered through a research project that uses novel data donation infrastructure to improve the observability of platform-based advertising. Preliminary findings show that advertisements for online casinos appear on social media and are served to people tagged as located in Australia despite laws that prohibit both the operation and advertising of these gambling services in Australia, and in apparent contravention of company policies that require gambling advertisers to follow applicable law. We outline the harms of normalising gambling on digital media and argue that the limited accountability of digital platforms for online advertising can contribute to these harms. We suggest ways in which the law and its enforcement and platform responsibility can be reformed to prevent harmful gambling advertising.
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[bookmark: _557m8jbfqdgn]Introduction
The Australian Ad Observatory, a project of the Australian Research Council (ARC) Centre of Excellence for Automated Decision-making and Society, is a novel research infrastructure that enables data donation from Australian Facebook users (Burgess et al. 2022) in order to facilitate the ‘observability’ (Rieder and Hoffman 2020) and meaningful explanation of targeted online advertising in Australia. It addresses two characteristics of online advertising that make public interest monitoring particularly difficult. First, online advertising is ephemeral, meaning ads appear and disappear and are not publicly archived. Second, it is personalised, meaning ads can only be observed by the individuals to whom they are targeted. The Ad Observatory addresses this accountability gap by enlisting the help of research participants (‘citizen scientists’) drawn from the Australian public, who engage with the research project by contributing data donations. The collected ads can then be viewed by citizen scientists in a personal dashboard, and also searched, filtered and sorted by researchers working with the project. 

Researchers working with the Ad Observatory are investigating a series of questions of pressing cultural and policy significance, such as the volume and characteristics of different types of advertising, the targeting of ads at particular demographics and sequencing and flow of ads for different users (Angus et al 2023). We are focusing primarily on advertising that could be considered harmful, because it promotes products or services that often cause harm (such as alcohol and gambling), because it violates Australian laws (such as promoting scams against consumer law); or because they are targeted at particularly vulnerable groups. This commentary reports preliminary indicative findings investigating gambling advertising. 

[bookmark: _Hlk136931262]Using the Australian Ad Observatory we uncovered gambling advertising by BitStarz, an online offshore casino that can legally neither operate nor advertise in Australia. These ads were placed on Facebook and targeted to users tagged by Facebook as located in Australia. In this commentary, we outline the harm generated by gambling and how social media advertising normalises gambling. We explain how the cultural and algorithmic logics of social media obscure public oversight and how our research makes observable harmful advertising on social media platforms. In numerous jurisdictions the law restricts or prohibits the provision and promotion of gambling services, in order to prevent or mitigate harm. In Australia the Interactive Gambling Act 2001 seeks to prohibit the operation and advertising of offshore online casinos, such as BitStarz, in Australia and to Australians. Meta (Facebook’s parent company) also has internal policies that seek to ensure gambling advertisments comply with local law in each jurisidiction in which it operates. However, in this commentary we show that deficiencies in local Australian law and its enforcement allowed the advertisements for BitStarz offshore online casino that we uncovered to be served to Australians. We conclude with recommendations about how law and policy could better enhance platform observability and responsibility in relation to harmful advertising. Although our case study is Australian, many other jurisdictions have similar laws and digital media platforms operate globally, making our findings of international significance. In this context the value of the Ad Observatory is not just in individual findings such as those reported here, but in the demonstration of an infrastructure for accountable automated media. 

Social media and the cultural normalisation of gambling

In this article, we define gambling as the commercialisation of controlled experiences of risk. This includes games of chance such as poker and roulette, slot machines or pokies, lotteries, and sports betting, among other products, in which “chance prevails over skill and intelligence to obtain gain” (Lycka 2011, p. 180). In Australia, gambling is part of the social fabric, with horse race betting on Melbourne Cup Day and ‘two-up’ (coin toss) betting on Anzac Day celebrated as markers of Australia’s national identity (Nicoll 2019). While always the subject of moral and legal controversy (Reith 1999), in the past three decades, gambling has become normalised and extensively available in Australia as in other Global North countries. 

The rise in uptake of gambling has been accompanied by a rise in problem gambling and gambling addiction, which disrupts families and communities and is costly for state governments, regulators and healthcare providers (Rintoul et al. 2013; Nyemcsok et al. 2021). The internet and mobile media have allowed the gambling industry to take gambling beyond already-problematic venues such as casinos and poker machine rooms in pubs and clubs, and into the homes and pockets of both existing and new consumers. The popularisation of betting apps, online casinos, in-game lotteries in video games, and online slots has enabled both the normalisation of gambling and the indiscriminate expansion of the gambling industry across markets and jurisdictions. 

The social and mobile media apps many people use every day are built to optimise for continuous, pleasurable engagement – an ideal environment for gambling (and, potentially, problem gambling and gambling addiction). In this context, digital gambling integrates into a larger category of ‘limbic media’, which use data and algorithms to stimulate neuropsychological reward processes in the brain related to pleasure, mood, habit and attention (Cohen 2020, Lyons et al 2022). ‘Limbic’ media – whether casual mobile games, social media, or gambling apps, are designed to capture users’ attention and keep them tapping, scrolling, and swiping (Schull 2012, Carah and Shaul 2016). The more we ‘play’ on these social media, the more we help algorithmic systems that distribute ads to learn how to stimulate our senses of pleasure and anticipation. In addition to these psychological dimensions, digital gambling is culturally normalised by being presented to users on their personal devices alongside other everyday apps like games and social media platforms. It is no surprise that digital gambling companies would find in social media advertising an effective way to reach profitable markets. In recognition of this harm governments around the world, including in Australia, are seeking to restrict and prohibit online gambling advertising.[footnoteRef:1] A recent Parliamentary Committee report in Australia has also proposed that an outright ban on all gambling advertising should be phased in over a three year period, starting with banning all gambling advertising on online platforms because of the particular harm caused by the use of data for tracking, profiling and targeting of gambling advertising (House of Representatives Standing Committee on Social Policy and Legal Affairs 2023, pp. xxv, 112-3).    [1:  See brief description of Australia’s Interactive Gambling Act 2001 at text accompanying notes 6 to 8 below.] 


The cultural and algorithmic logics of online advertising

As media research has long showed, advertising plays an important role in shaping and reproducing social values and attitudes (Schudson 1984; Kilbourne 1990).  But in the post-broadcast, digital media era, advertising can be personalised and private, and therefore obscured from public oversight (Andrejevic et al. 2021). This shift has significant consequences for longstanding social concerns about the potential harms of advertising: first, it is easier than ever for advertisers to engage in predatory practices that target potential vulnerabilities of consumers in particular contexts; and second, it is increasingly difficult for the public (and public authorities) to know when and how this harmful targeting is happening (Paterson et al 2021). 

Personalised advertising on digital media platforms like those operated by Meta (Facebook, Instagram) and Alphabet (YouTube, Google search, Gmail) is ‘dark’ in a double sense. First, because they are personalised, the ads themselves are generally hidden from public view — they are only visible to the individual users to whom they are served, and, once displayed, they usually disappear, and so cannot be archived or made available for later scrutiny.  While Meta and Google provide ‘ad libraries’ that provide a partial record of ads published on their platforms, these libraries have significant limitations (Carah et al 2023). Outside political ads, narrowly defined, most ads are only stored for a short period of time; where they exist at all, advertising databases are selective and difficult to navigate, and there is no information about targeting, spend, or reach. Even if we did have a complete archive of all the advertisements published on these platforms, it would not be meaningful without information about which users are targeted with which ads, including over time – a process that relies on AI (machine learning algorithms applied to user and advertising performance data), and that is at the heart of the platforms’ advertising business. Therefore, the second sense in which online advertising is ‘dark’ is that the systems that drive the advertising model, resulting in patterns of advertising personalisation and targeting, are neither accessible nor explained to the public. 

For harmful industries like gambling, the dually ‘dark’ nature of advertising is an acute problem, because the potential harms (including addiction) are linked closely to the very operations of the advertising system that we cannot normally see. We urgently need to understand whether and how AI-driven advertising systems can ‘learn’ and exploit the predispositions and vulnerabilities of particular consumers—for example, by serving them higher volumes of ads, tuning particular kinds of ads into particular moments (like a sports betting ad around the time of a major football match), or embedding compelling offers or tempting interactive features like buttons. These are the kinds of questions our research aims to address.
[bookmark: _ge1oasmz7wmn]The Australian Ad Observatory
Launched in October 2021, the Australian Ad Observatory extends work by ProPublica[footnoteRef:2] and the NYU Ad Observatory[footnoteRef:3] in providing infrastructure for investigating the content and targeting of online advertising at a national scale and across product categories. It relies on members of the Australian public donating data through a plugin available for desktop versions of leading web browsers.[footnoteRef:4] The plugin collects the ads (that is, content tagged as “sponsored”) displayed in each user’s Facebook newsfeed during normal use of Facebook within their browser. The plugin does not access any personal information from the user’s computer or online profile. At the time of writing, we had collected more than 750,000 ads from more than 2,000 users. Approved researchers have access to the ad content, ad metadata, and (anonymous) targeting and user demographic information, enabling them to identify patterns in the kinds of ads served to diverse Australian users, over time and across product categories.  [2:  https://projects.propublica.org/facebook-ads/ ]  [3:  https://adobservatory.org/ ]  [4:  Full information including code for the plugin available at https://www.admscentre.org.au/adobservatory/
and https://github.com/ADMSCentre/australian-ad-observatory ] 


The findings reported in this commentary are indicative findings from our case study investigating gambling advertising. We used the Ad Observatory infrastructure to search for common gambling terms like ‘casino’, ‘slots’, or ‘pokie’ (the Australian vernacular term for ‘slots’). We then manually inspected the results and identified any online gambling services that were ‘prohibited interactive gambling services’ under Australia’s Interactive Gambling Act 2001. We did this by tracing back the name and company of the advertiser, and where it was based, and cross-checking against a list of blocked gambling websites maintained by the Australian Communication and Media Authority (ACMA).[footnoteRef:5] Further systematic analysis of the frequency and nature of gambling advertising across the Ad Observatory is underway and will be published elsewhere. The findings reported here are indicative of the challenges posed to monitoring and accountability for gambling advertising on social media.  [5:  https://www.acma.gov.au/blocked-gambling-websites ] 

[bookmark: _ibze0cv8nreg]
Observations of Online Gambling Ads
Our search identified four instances of advertisements for BitStarz, promoted as a “Crypto casino” which can deal in Bitcoin and other cryptocurrencies, as well as legal tender, including Australian dollars. The four advertisements were targeted at Australians: the ‘Why Am I Seeing This Ad’ (WAIST) tags in the metadata indicated that the person was being served the ad because they were located in Australia; and the advertising images included graphics of Australian flags, a tactic commonly used by online gambling sites to give consumers the (false) impression that they are officially approved in Australia (ACMA 2022, p6) (see Figure 1). BitStarz’s parent company Dama N.V. is registered in the Dutch Caribbean Island of Curaçao, where it also operates many other online gambling services prohibited in Australia. ACMA has issued 48 formal warnings for breaching the Interactive Gambling Act against Dama N. V. (Briggs 2023). 

The four BitStarz advertisements identified had been served to at least four different Facebook users in July and August 2022. There are likely to be many more people using Facebook in Australia who have seen these ads, and other similar ads the Ad Observatory has not captured. The BitStarz advertisements were not an isolated instance of unlawful or harmful advertising on social media. We also observed a host of scam ads, primarily for cryptocurrency exchanges, that appropriated the images of celebrities and linked to fake news sites with concocted testimonials, like those currently subject to enforcement action in Australia (ACCC 2022).  Other researchers have also identified harmful or illegal advertising of alcohol and gambling on digital platforms in Australia that apparently flies under the radar of social media screening practices (e.g. Hayden et al 2023, Pitt et al 2023). 

Insert Figure 1

Deficiencies in the law and in social media responsibility

Under the Australian Interactive Gambling Act 2001, companies that provide chance-based casino-style games like blackjack, roulette, poker and slot games for money via the internet are ‘prohibited interactive gambling services’.[footnoteRef:6] These services cannot legally be provided to customers physically present in Australia,[footnoteRef:7] nor may advertisements for such services be published in Australia.[footnoteRef:8] Offending corporations can be fined up to AUD10.3 million a day.  In 2021, ACMA found BitStarz was providing a ‘prohibited interactive gambling service’ to customers physically present in Australia, in breach of the Interactive Gambling Act. ACMA formally warned BitStarz to stop operating in Australia and placed the original BitStarz address and seven ’mirror’ sites (with slight variations in address) on the blocked website list.[footnoteRef:9] The ads for BitStarz that we observed had continued to run after these legal interventions. The following sections set out three main explanations for how such advertising could appear on social media and be served to people located in Australia despite the law apparently prohibiting such conduct: challenges in enforcing the law transnationally, the law’s blind spot in relation to social media platforms, and deficiencies in the internal policies of social media platforms themselves. [6:  Interactive Gambling Act 2001 (Cth) s 5.]  [7:  Interactive Gambling Act 2001 (Cth) ss 15, 15AA. ]  [8:  Interactive Gambling Act 2001 (Cth) s61EA. ]  [9:  See:  https://www.acma.gov.au/investigations-online-gambling-providers 
For reporting of blocking of websites in 4th quarter 2021 see https://www.acma.gov.au/publications/2022-02/report/action-interactive-gambling-october-december-2021 ] 


Transnational enforcement challenges

Online casinos are sustained through complex, transnational networks of production, dissemination and consumption that enable operators’ intent on illegal conduct to evade the enforcement efforts of national regulators like ACMA in Australia. Jurisdictions with permissive legislation (including, in this case, Curaçao) host online casino servers that produce the gambling services consumed in geographically distant jurisdictions, like Australia, that seek to prohibit such services. Regulators in the host countries refuse to cooperate with those in the consumption countries where the harm occurs (ACMA 2022, 6). 

ACMA’s most effective regulatory tool is the power to request internet service providers to block the dissemination of offending websites.[footnoteRef:10] ACMA has a register of approximately 700 prohibited gambling websites (including multiple mirror sites for the same services) that it asks internet service providers (ISPs) to block in Australia.[footnoteRef:11] If a person located in Australia seeks to access the site, a compliant ISP would instead show them a stop page indicating that ACMA has requested the page be blocked, and the reason for doing so. ACMA reports that when it requests ISPs block prohibited gambling websites, approximately half the time the gambling service then withdraws from the Australian market and takes no action to circumvent the blocks (ACMA 2022, pp 4-5). However, in most of the other instances, the operator will seek to circumvent the blocks by launching mirror sites, which, if it discovers, ACMA will then seek to block (ACMA 2022, pp 4-5).  [10:  Telecommunications Act 1997 (Cwth), ss 312, 313 ]  [11:  https://www.acma.gov.au/blocked-gambling-websites] 



The social media blind spot in the law

The law has two major blind spots in its application to social media platforms, rendering  official regulation ineffectual in prohibiting online casino advertising on social media platforms, and leaving social media platforms unaccountable for their practices in preventing or accepting such advertising. 

The first blind spot is the lack of capacity to block advertising of online gambling sites on social media.  Laws that prohibit the operation of online casinos in Australia and some other jurisdictions, also prohibit the advertising of their services in that jurisdiction (Hornle et al. 2019). The advertising ban is designed to cut off the dissemination of information and marketing about prohibited online gambling services, thus preventing consumption. However, while ACMA has power to request ISPs to block the websites of illegal online casinos in Australia (as explained above), it has no power to request online platforms, like Facebook, to block advertisements for these same websites. This blind spot is a major deficiency in ACMA’s ability to block access to unlawful online casinos given the ubiquity of social media as a means of access to online gambling. 

The second blind spot is that, even though the law bans the publication of prohibited interactive gambling advertisements in Australia, the prohibition against ‘publication in Australia’ is defined so narrowly in relation to websites that it likely fails to catch global social media platforms, like Facebook, with a global audience, even though they publish advertising explicitly targeted at people in Australia. This is because a website (such as a social media platform) is defined to be published in Australia only if ‘it is likely that a majority of persons who access the website are physically present in Australia’.[footnoteRef:12] This is despite the fact that the very same advertisements would clearly be unlawful if they had been published on an Australian website or traditional media in Australia. While there are technical and legal questions about whether social media platforms like Facebook constitute one global website or several located in different regions with different servers for the purposes of this definition, ACMA has confirmed that the uncertainty in application of the ban to social media giants does indeed “potentially” limit the reach of the prohibition to exclude websites with a global audience like Facebook (Briggs 2023, ACMA 2022, p. 12).  [12:  Interactive Gambling Act 2001 (Cth) s61EA(3)] 


This blind spot for social media is no accidental feature of the law. US-based digital platform companies have long argued that the freedom and openness of their internet-based operations should not be burdened with legal regulation of the content they display, as they are a ‘mere conduit’ (Napoli and Caplan 2017). This view has influenced the development of the law regarding platforms all over the world often exempting them from responsibility and accountability for platform content (Bossio et al 2022).[footnoteRef:13] This means that policies and action on the part of companies like Meta to prevent illegal content, including advertising, on their platforms are generally voluntary.   [13:  See Section 230 of the 1996 Communications Decency Act (US).] 



Unaccountable social media policies

Meta’s policy requires advertisers to “provide evidence that the gambling activities are appropriately licensed by a regulator, or otherwise established as lawful in territories that they want to target” (Meta 2023). Meta responded to independent ABC reporting about the BitStarz advertisements, confirming that according to their policies, “Advertisers that promote online gambling and gaming are required to follow local applicable laws and get authorisation from Meta ahead of commencing advertising” (Briggs 2023). Meta also confirmed that the advertiser was “authorised” under its policy (Briggs 2023). This represents a failure in implementation of Meta’s internal policies. 

As operators of the platform and its advertising, Meta would have been able to review the evidence it was given by BitStarz or its advertising agent before the ads we observed were placed. It could check advertiser names in the advertising images and advertising copy (both of which prominently featured the name ‘BitStarz’) and other material submitted to the advertising portal against ACMA’s list of blocked gambling websites. It would be able to check whether online casino ads were to be targeted at users in jurisdictions that ban such ads. It would also have access to detailed information on who saw these and other advertisements and where those users were located. However, no further information is available on how Meta implements and monitors its own policy, to what extent it relies on algorithmic systems to identify problematic advertisements, to what extent humans are involved in reviewing potentially illegal ads or whether it makes any attempt at all to actually check the ads.  It is not clear what evidence the advertiser placing these ads gave Meta nor whether Meta reviewed any evidence provided; either way, the policy does not require the platform to approve each individual advertisement. This is characteristic of platforms’ content moderation policies which are typically reactive, voluntary and non-transparent responses to controversies (Gillet, Stardust, Burgess 2022).
[bookmark: _3q9mwqx6s0ma]
Addressing Meta’s responsibility gap 

Even in jurisdictions like Australia that prohibit the operation of online casinos, difficulties in transnational enforcement of the law, combined with lack of proactive responsibility by social media platforms like Facebook, renders ineffective laws seeking to prevent gambling harm.  Social media platforms do not merely fail to assist in proactively ensuring advertisements that appear on their platforms comply with the law, but also, through the ubiquity of such advertising on their platforms and their reach into everyday life, help to normalise gambling, thereby extending its potential harm. 

Platforms’ provision of programmatic advertising services that allow targeting and evasion of monitoring should be seen as rendering platform companies ethically, and potentially legally, responsible for the advertising they serve to users. The affordances of social media and advertising systems allow operators intent on illegal conduct to evade the law by serving their advertising to users in jurisdictions (such as Australia) that have prohibited the services. The platforms do so in a way that can frequently fly ‘under the radar’ since public authorities do not have access to the full library of advertisements that appear on a particular platform. In this case the Facebook platform was used to ensure ads containing images of Australian flags were targeted at those likely to be in Australia by means of the options provided by Meta. Meta’s algorithms, which target ads to users who have responded to other similar ads in the past, could also exacerbate the targeting of illegal gambling ads to those most likely to be vulnerable to them (Goodwin 2022). However, Meta cannot be held legally responsible unless and until the unhelpful restriction that holds publishers liable only when the majority of their audience is present in Australia is repealed. Platforms should be liable for breaching the law of a particular jurisdiction (Australia in this case) where they publish advertisements targeted at an audience in that same jurisdiction, and the publisher had the capacity to know and control to whom the ad was targeted. 

The Australian Competition and Consumer Commission (ACCC), Australia’s main consumer regulator, is currently taking innovative enforcement action against Meta, arguing that the platform is, at least in part, responsible for false, misleading and deceptive conduct by serving cryptocurrency scam ads to consumers, where it should have known that these ads were false and indeed fraudulent, due to multiple complaints and media coverage (ACCC 2022, Harding, Paterson, Bant 2022). The ACCC has also recommended that social media platforms be subject to mandatory obligations to prevent and remove scam materials from their sites (ACCC 2023, 17). We suggest that legislators in Australia and around the world should go further and follow the example of the European Union’s new Digital Services Act, by legally obligating platforms to expeditiously remove or disable access to any and all prohibited advertising, including prohibited gambling advertising, upon obtaining actual knowledge or awareness that the content is illegal.[footnoteRef:14]  [14:  Regulation (EU) 2022/2065 on a Single Market For Digital Services (Digital Services Act), Recital 22, Article 9, 16.  Available from: http://eur-lex.europa.eu/ ] 


Meta should also be held responsible for the failures of its own internal policies to prevent advertisers posting prohibited or harmful advertising content. Arguably Meta held itself out as having an appropriate due diligence policy in place to prevent such advertising. That this was not in fact the case could potentially form the basis for legal action for misleading conduct. Both the US Fair Trading Commission and the ACCC are currently pursuing separate cases against Meta arguing that Meta is responsible for apparent failures in their internal policies that caused privacy breaches or data abuses and crypto scams that their policies purported to prevent (ACCC 2022, Singer 2023).

Finally, social media platforms should provide more information about what advertising they accept and how their own advertising content policies operate, including how advertising is targeted, and how algorithms determine how, when and to whom ads are delivered. The new European Digital Services Act requires each of the very large platforms to keep a total advertising library that shows all advertisements and full information about targeting.[footnoteRef:15] Other countries including Australia should follow this start at seeking to improve the accountability of online advertising. This would enable regulators like ACMA to more easily monitor the practices of operators intent on illegal operations. However, the challenge of ad archiving will only grow in complexity given the increasingly dynamic and generative nature of ad tech, resulting in many variants on each ad, targeted to individual consumers in increasingly granular ways and via machine learning models that may not be easily explainable even by the platforms themselves. This is all the more reason to call for more obligations on platforms, and more research of the types enabled by the Australian Ad Observatory.  [15:  Digital Services Act Recital 95, Article 39.] 


Conclusion

In numerous jurisdictions, including Australia, the law seeks to restrict or prohibit the online provision and promotion of gambling services, in order to prevent or mitigate resultant harms.  Some platforms, including Meta, also have internal policies that seek to ensure unlawful services are not promoted online. However, our research has shown that prohibited ads for online casinos may still appear on platforms like Facebook to users in Australia, as well as other countries that have attempted to outlaw such advertising. Our observations indicate how social media users are exposed to harmful and illegal gambling advertising due to loopholes in the relevant law, lack of power for regulatory monitoring and enforcement by national regulators against offshore casinos advertising on global platforms, and apparent lack of implementation and enforcement by Meta of Meta’s own policies. Our findings underscore the need to hold very large global online platforms accountable for harmful advertising, and to engage in law reform to make them proactively responsible for ensuring advertising on their platforms complies with local laws and is not harmful. As social media platforms and their underlying advertising models continue to evolve their limbic, dynamic, and generative qualities, observing their operations will become even more challenging, and holding platform companies responsible for them will become even more urgent. Proposed solutions such as blanket bans on online gambling advertising are likely to remain vulnerable to the limited ability to monitor programmatic and personalised advertising.  Further research using the Ad Observatory will examine the potential to make observable and accountable otherwise opaque algorithmic flows of advertising. 
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