University Library

o o A gateway to Melbourne's research publications

Minerva Access is the Institutional Repository of The University of Melbourne

Author/s:
Jha, DN;Garg, S;Jayaraman, PP;Buyya, R;Li, Z;Morgan, G;Ranjan, R

Title:
A study on the evaluation of HPC microservices in containerized environment

Date:
2019-01-01

Citation:

Jha, D. N., Garg, S., Jayaraman, P. P, Buyya, R., Li, Z., Morgan, G. & Ranjan, R. (2019).
A study on the evaluation of HPC microservices in containerized environment.
Concurrency Computation, 33, (7), pp.1-. Wiley. https://doi.org/10.1002/cpe.5323.

Persistent Link:
https://hdl.handle.net/11343/285242



'.) Check for updates

Received XXXXXXXX; Revised XXXXXXXX; Accepted XXXXXXXX

DOI: XXX/XXXX

ARTICLE TYPE

A Study on the Evaluation of HPC Microservices in
Containerized Environment

Devki Nandan Jha*! | Saurabh Garg? | Prem Prakash Jayaraman® | Rajkumar Buyya* | Zheng
Li° | Graham Morgan?! | Rajiv Ranjan'

15chool Of Computing, Newcastle University,

UK Summary
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3Swinburne University of Technology, Australia Containers are gaining popularity over virtual machines (VMs) as they provide the advantages
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of virtualization with the performance of near bare-metal. The uniformity of support provided
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by Docker containers across different cloud providers makes them a popular choice for devel-

Correspondence opers. Evolution of microservice architecture allows complex applications to be structured into
*Devki Nandan Jha Email:
D.N.Jha2@newcastle.ac.uk independent modular components making them easier to manage. High performance computing

(HPC) applications are one such application to be deployed as microservices, placing significant
resource requirements on the container framework. However, there is a possibilty of interfer-
ence between different microservices hosted within the same container (intra-container) and
different containers (inter-container) on the same physical host. In this paper we describe an
extensive experimental investigation to determine the performance evaluation of Docker con-
tainers executing heterogeneous HPC microservices. We are particularly concerned with how
intra-container and inter-container interference influences the performance. Moreover, we inves-
tigate the performance variations in Docker containers when control groups (cgroups) are used
for resource limitation. For ease of presentation and reproducibility, we use Cloud Evaluation
Experiment Methodology (CEEM) to conduct our comprehensive set of experiments. We expect
that the results of evaluation can be used in understanding the behaviour of HPC microservices

in the interfering containerized environment.

KEYWORDS:
Container, Docker, Microservice, Interference, Performance Evaluation

1 | INTRODUCTION

Virtualization is the key concept of cloud computing that separates the computation infrastructure from the core physical infrastructure. There are
numerous benefits of virtualization such as: (a) supports heterogeneous applications to run on one physical environment which is not otherwise
possible; (b) allows multiple tenants to share the physical resources that in turn increases the overall resource utilization; (c) tenants are isolated
from each other promoting the guarantee of QoS requirements; (d) eases the allocation and maintenance of resources for each tenant; e) enables
resourcd $thfe IGptEres @t BEWnIBEPRNGERE [4ATtAE QORdRIdall) EHANEM ECabdiBtion chlivemenese FEmEreabud lsproree anaBmeynd reduces
failure prebahiliby. Berlisations lepdiagh the apvpotdzanae Vistpalizatieirfer ghoydisenviceninm thd fpmefpefmmgppmoeps,iwmfewurem
Therg ats, e R W iFEFURERS BEEIFELPTNE Vriash St e vereh BrReEgrtr pleduelittonandsaiperbased
virtualization. Hypervisar-based virtualization represents the de facto method of virtualization, partitioning the computing resources in terms of
virtual n?aschlrg)els: (97915}832%\9&% ﬁl%\?‘are@). Each VM possesses an isolated operating system allowing heterogeneous consolidation of multiple
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applications. However, the advantages of virtualization are provided at a cost of additional overhead as compared to the non-virtualized system.
Since there are two levels of abstraction (top level by VM operating system and bottom level by physical host machine) any delay incurred by the VM
layer may not be removed. Current research trends concentrate on reducing the degree of performance variation due to such overhead between
virtualized and bare-metal systems. Containers provide virtualization advantages by exploiting the services provided by the host operating system
(e.g. LXCEI Dockerﬂ) Except for applications that require strict security requirements, containers becomes a viable alternative for VMs. Figure

represents the basic architectural difference between hypervisor and container-based virtualization.

| Applicationsl | Applicationsl | Applicationsl | Applicationsl
[ vLibsmins | ||| Libsmins |
[Guestos | | | [ Guestos | [ Libsmins | ||| Libsins |
VM1 VM2 Container1 | | Container2
HYPERVISOR CONTAINER ENGINE
HOST OS HOST OS
HARDWARE HARDWARE

(@) (b)

FIGURE 1 (a) Hypervisor-based Virtualization and (b) Container-based Virtualization

Different features provided by the containers (e.g., light-weight, self contained, fast start-up and shut-down) makes them a popular choice for
virtualization. Recent research ﬁndingsm verify the suitability of the container as an alternative deployment infrastructure for high performance
computing (HPC) applications. Many HPC applications are highly complex as they are constructed from a variety of components, each having strict
software requirements including system libraries and supporting software. This makes them closely dependent on the supporting operating system
version, underlying compilers and particular environment variables, thus, makes them difficult to upgrade, debug or scale. Microservice architectures
provide the complex HPC application with a more modular component-based approach, where each component can execute independently while
communicating through light-weight REST-based APIs. As such, containers are considered a suitable deployment environment for microservices®.
A container can embed the complex requirements of the HPC microservice into an image that can be deployed on heterogeneous host platforms.
These features allow containers to perform repeatable and reproducible experiments on different host environments without considering the
system heterogeneity issues and platform configurations. The flexibility of container images also allows customization, permitting the addition or
removal of functionality. A recent studyﬁI shows that multiple microservices can be executed inside a single container.

Executing different microservices together can have many benefits, such as reducing inter-container data transfer delay, increased utiliza-
tion of resources, and avoiding any dependency shortcomings. This scenario is suitable for HPC workloads where the resource requirements for
each components/microservice are fixed and known apriori. However, the performance of containerized microservices may be affected by other
microservices running inside the same container causing intra-container interference. The performance of microservices running in separate con-
tainers may also be affected because of inter-container interference as containers share the same host machine. The effect of interference is higher
if both the microservices have similar resource requirements (and thus considered to be competing). For this reason, making an optimal decision
about the deployment of microservices requires an extensive performance evaluation of both intra-container and inter-container interference.

Despite the increased interest in container technology there is a lack of detailed study evaluating the performance of containerized microservices
executing on a host machine considering different types of interference. Many research studies are available for HPC micro-benchmarks running
in containerized environments (e.g.,5870) byt they normally only consider isolated environments. Our work is to build on the existing works by
evaluating the performance variation of containerized microservices while considering the effect of interference. In a nutshell, this paper is intended
to answer the following research questions:

Thttps:/www.linuxcontainers.org
2https:/www.docker.com
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RQ 1: How does the performance of Docker containers executing HPC microservices vary while running in the intra-container or the inter-
container environment?

RQ 2: Is it suitable to deploy multiple HPC microservices inside a container? If yes, which type of microservices should be deployed together?

The most common way to evaluate the performance of a system is to benchmark the system parameters. In the preliminary version of this
paper, we try to answer these questions by performing a set of experiments. In this paper, we extended our previous work by providing an
extensive set of experiments and discussions regarding the performance variation of HPC microservices running in the containerized environment.
Figure|2|exhibits the different deployment options for HPC components/microservices on a host machine. Case 1 describes the default deploy-
ment option while Case 2 describes the scenario where multiple microservices are deployed inside a container. Case 3a and Case 3b signify the
deployment of multiple containers on one host machine with cgroups constraints disabled or enabled. More details are presented in Section
Irrespective of the type of HPC application (e.g., MPI or MapReduce application), these are the basic deployment scenarios for microservices exe-
cuting on a single host machine. Each application has different inter-host network communications that depend on their modular composition and
architecture. The main aim of this paper is to show the performance variation caused by different types of interference on a single host machine.
Inter-host network communication for specific HPC application is out of scope of this paper.

A set of micro-benchmark is considered to represent the behaviour of HPC application components where each micro-benchmark is specific for
a particular resource type. For our purposes, the micro-benchmarks are considered as microservices. For evaluating the performance of common
system parameters namely CPU, memory, disk and network, we consider Linpack, STREAM, Bonnie++ and Netperf (TCP Stream and TCP RR)
micro-benchmarks respectively. We also consider another micro-benchmark Y-Cruncher which depends on both CPU and memory of the system.
All these micro-benchmarks are evaluated in the Docker container environment under real world conditions. To ease the performance evaluation
of containerized microservices, we employed Cloud Evaluation Experiment Methodology (CEEM)ZZ, |n particular, the main contributions of this
paper are as follows:

o We evaluate the performance of containers running collocated microservices causing intra-container interference and compare it with a
baseline container that runs only one microservice in an isolated environment. This helps us to identify the interference effect of varying
microservices, each intended to evaluate specific resource types running inside a container (intra-container interference). This also gives an

indication to the approach one may take when mixing different microservices inside a container with minimal performance degradation.

o We also evaluate the performance of containers running in an inter-container environment. Two containers running in parallel can cause
interference and the effect of interference depends on the type of microservice the containers are executing. If both the containers are
executing microservices exhibiting similar resource requirements then the interference may be higher. Our results compare the performance
of this interference with the baseline and intra-container performance. This result can be used for modeling smart container resource

provisioning technigues to minimize the interference effect.

CONTAINER CONTAINER

HOST HOST
Case 1: Single container single Case 2: Single container multiple
microservice (cgroups enabled) microservices (cgroups disabled)
CONTAINER 1/ |CONTAINER 2 CONTAINER 1/ |CONTAINER 2

HOST HOST

Case 3a: Multiple containers single Case 3b: Multiple containers single

microservice (cgroups disabled) microservice (cgroups enabled)

FIGURE 2 Test case scenarios
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The rest of this paper is organized as follows. Section |Z|gives a background of container-based virtualization sufficient for understanding the
contribution of this paper. The basic concepts of the evaluation methodology CEEM is presented in Section [3| followed by the application of
CEEM for the evaluation of the Docker container in SectionEI Section|§]presents the experimental results with descriptions highlighting observed
interference. Section@presents relevant related work. A detailed discussion along with the conclusion is presented in Sectionm Finally, Section
provides future work suggestions.

2 | CONTAINER-BASED VIRTUALIZATION

Container-based virtualization enables multiple user-spaces (containers) to run on a physical machine by virtualizing the OS kernel rather than the
physical hardware as in hypervisor-based virtualization. Figuremshows the main difference between container and hypervisor based virtualization.
Different containers can share the same physical resources but from a hosted application’s point of view, each container has their own autonomous
operating system running independently.

Each container can abstract a microservice with all its dependent libraries to execute in an isolated environment. The isolation and abstraction is
provided by the Linux feature, namespace and cgroups®. The namespace feature restricts the visibility of a container so that it can only access the
resources allocated to it. PID, MNT, NET, IPC are some common namespace features used by containers to provide abstraction for process ids, file
system mount points, network features and inter-process communications respectively in an inter-container environment2. Each new container
uses the clone() system call to create an abstract system of an existing namespace in the operating system kernel. Linux cgroups are additional
kernel mechanisms that control the resource allocation by restricting the system resource consumption in terms of CPU, memory, network and
disk 1/0 for each process group. cgroups also determines the priority of resource usage by a process group. Namespace and cgroups together make
the container approach an ideal choice for implementation and testing in cloud environments. Figure |§|shows the resource limitations provided
by cgroups.

Docker is the most popular container management framework. An application with all its dependencies can be wrapped inside a Docker con-
tainer, allowing unconstrained execution of any Linux server (bare-metal or private/public cloud)?4. In addition to Linux kernel features namespace
and cgroups, Docker also uses a layered file system, AUFS (advanced multi-layered unification file-system), for the complete management of con-
tainers. Using AUFS, a union mount for different layers of the file system is provided. This enables Docker to build multiple containers from a single
base image which reduces memory and storage requirements. Additional features can easily be added to the base container and the resulting

container can be saved as a new container. Each update in the container is saved as a new image that facilitates easy change tracking.

3 | EVALUATION METHODOLOGY

In order to investigate the performance of heterogeneous HPC microservices running in a container (such as Docker), we followed the Cloud
Evaluation Experiment Methodology (CEEM)12. CEEM is an established performance evaluation methodology for cloud services and provides
a systematic framework to perform evaluative studies that can easily be reproduced or extended for any environment. Due to similar guiding

Container 1 Container 2 Container 3 Container 4
I__\__ l__\__ [__\__ [__\__
Cgroups 1 | Cgroups 2 | Cgroups 3 | Cgroups 4 |
| = | = =4 gt
—
Slellelaml
CPU Cores Memory (RAM)

FIGURE 3 Resource restrictions provided by the cgroups
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principles of VMs and containers, we argue by using CEEM, we will achieve rational and accurate experimental results’=. The steps of CEEM are
briefly illustrated as follows1e:

1. Requirement Recognition: Identify the problem and state the purpose of the proposed evaluation.
2. Service Feature Identification: Identify Cloud services and their features to be evaluated.
3. Metrics and Benchmarks Listing: List all the metrics and benchmarks that may be used for the proposed evaluation.
4. Metrics and Benchmarks Selection: Select suitable metrics and benchmarks for the proposed evaluation.
5. Experimental Factors Listing: List all the factors that may be involved in the evaluation experiments.
6. Experimental Factors Selection: Select limited factors to study and also choose levels/ranges of these factors.
7. Experimental Design: Design experiments with the option of provisioning pilot experiments to facilitate the experimental design.
8. Experimental Implementation: Prepare experimental environment and perform the designed experiments.
9. Experimental Analysis: Statistically analyze and interpret the experimental results.
10. Conclusion and Reporting: Draw conclusions and report the overall evaluation procedure and results.

To represent our evaluation in a better structured way, we divide the CEEM methodology into two major steps; namely Experimental Design
and Experimental Evaluation as given in SectionE]and Sectionrespectively.

4 | PERFORMANCE EVALUATION: EXPERIMENTAL DESIGN

4.1 | Requirement Recognition and Service Feature Identification

Following the CEEM methodology, this study is based on explicitly defined requirements. In this paper our main aim is to evaluate the performance
variation of containerized microservices executing in environments that may raise interference issues and compare this with a baseline performance.

The requirement is defined in terms of two research questions as given in Section[I] The evaluation is driven by following three scenarios:

Case 1. Single container running one microservice. The resources are constrained by defining strict cgroups for different resource types. This
performance acts as a baseline for remaining experimental comparisons.

Case 2. Single container running multiple microservices (either competing or independent). No cgroups restrictions are enforced so containers can

share host machine resources in a fair-share manner. We call this set-up an intra-container configuration.

Case 3. Multiple containers each running one microservice. We specified two sub-case:

a. No cgroups: no cgroups restrictions are defined so containers can compete for resources in a fair-share manner.

b. With cgroups: the maximum resource a container can use is limited by specifying cgroups restrictions.
We call this set-up an inter-container configuration.

For the sake of experimental validity and fair performance comparison, the resources allocated per-container depends on the number of
microservices executed by a container. For instance, the resource allocated to a container deploying two microservices is double the resource
allocated to a container running only one microservice. Figuredepicts the different scenarios explained here.

In this study, we view containers as an alternative to virtual machines. Following the cloud service evaluation strategylZ, we examine
fundamental resource parameters i.e., CPU computation, memory, I/O and network.

This article is protected by copyright. All rights reserved.
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4.2 | Metrics and Benchmarks Listings and Selection

For measuring the performance of containerized microservices we need to consider the metrics that represent exact system behaviour. The selec-

tion of benchmarks depends on the chosen metrics and are required to be configurable and customizable for different system configurations. The

metrics and benchmarks selected for the fundamental resource parameters are discussed below:

1.

CPU Computation Performance: CPU is the system component responsible for all the processing operations happening in the system. To
measure the CPU computation performance we considered the measurement of FLOPS (Floating Point operations Per Seconds), Total
Computation Time and Total Turnaround Time. To check the FLOPS, we used HPC benchmark Linpack8. This allows us to measure the
CPU computation performance by solving a set of linear algebra equations of defined order (N) using partial pivoting and Lower-Upper (LU)
factorization and estimates the highest CPU performance.

To evaluate the Total Computation and Turnaround Time we considered Y-Cruncher®?. Y-Cruncher is a CPU+memory benchmark that
stresses CPU resources by computing the value of Pi to a large number of digits. This is also dependent on the memory for swapping content
at run time when available memory is insufficient. This evaluates the performance of single-core as well as multi-core systems. Y-cruncher
is flexible as it allows the setting of different run-time parameters.

Memory Performance: For memory performance we considered STREAM2Y micro-benchmark that measures the data throughput for differ-
ent memory operations (e.g. copy, scale). Performance is measured via different operations (COPY, SCALE, ADD and TRIAD) enacted on the
memory system. Tableexplains the kernel operations and FLOPS used by the STREAM operations. The results of STREAM is presented
in terms of MB/sec.

Disk 1/0 Performance: We considered disk throughput and random seeks a suitable measure for disk I/O performance. To measure the disk
throughput we used the Bonnie++24 micro-benchmark which allows us to measure the 1/0 file system performance with respect to data
read/write speed. The output represents different performance parameters in terms of data read/write, data rewrite and random seeks per
second.

Network Performance: To measure the network performance we considered round-trip network throughput. We chose Netperf22 for measur-
ing network throughput. Netperf is a request-response benchmark that measures network perforamance between two hosts. We identified
the bidirectional network traffic using TCPStream test. We show the round trip network performance by using the TCP-RR test. To maintain

the integrity, no external traffic is present during the test duration. The results are given in terms of Mbps.

Table [2] summarizes the selected metrics and benchmarks for different resource types. For deployment, the micro-benchmarks are first con-

tainerized by wrapping them up in the form of container images and then initialized for performance evaluation. FigureE]shows the whole process

of composing a Linpack microservice benchmark and deploying it onto a host machine. A similar process is used for the other micro-benchmarks.

Finally, the container image is stored in the Docker Hulf] repository so that it can be easily downloaded and deployed when required.

4.3 | Experimental Factors Listings and Selection

The performance of the experiments are entirely driven by the experimental factor selection. Following the experimental factor framework for

cloud service evaluation?? we identify the various factors:

TABLE1 STREAM Benchmark Operations.

Operation Kernel FLOPS per iteration Bytes per Iteration
CcopY Ali] = BJi] 0 16
SCALE Alil = n x BJi] 1 16
ADD Ali] = BI[i] + C[i] 1 24
TRIAD Ali] = B[i] + n x C[i] 2 24

3https:/hub.docker.com/
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TABLE 2 Metrics and Benchmarks for Selected Resource Types.

Resource Type Selected Metrics Selected Benchmarks Version
CPU FLOPS (Floating Point Operations Per Sec) Linpack Mklb_p_2018.0.006
Total C tation Ti
otal -omputation Time Y-Cruncher 0.7.5
Total Turnaround Time
Memory Data Throughput STREAM 5.10
Disk Th hput, .
Disk /0 ISk Throughpu Bonnie++ 1.03e
Random Seeks
Network Network Throughput Netperf 2.7.0

Containerized microservice
deployed on the host

behaviour is machine
mimicked by Ubuntu 16.04
CPU-intensive HPC Linpack micro-benchmark Base Image
workload (Mklb_p_2018.0.006) Libs./Bins. Container
Mklb_p_2018.0.006 HOST

Containerized microservice
image stored in the Docker
Hub repository

wrapped up in a container
image as a microservice

FIGURE 4 Steps for Linpack HPC microservice construction

e Resource Type: We considered Docker container (version: 17.05.0-ce, API version: 1.29, Go version: go1.7.5) for our evaluation. The reason
for selecting the Docker container has been described previously in detail (Section. Application along with its dependencies can be packed

inside a Docker image that can be deployed on different environments without having any prior knowledge of underlying infrastructure.

e CPU Index: The CPU configuration of a host machine running Docker containers is X64 bit CPU @ 2.30 GHz processor with 2 cores. For
Cases 1 and 3b each container can use only 1 CPU core as specified by cgroups while for Cases 2 and 3a both available cores are shared
by the containers in a fair share manner.

e Memory and Storage Size: The host memory and storage configuration is 4 GB DDR3 RAM and 50 GB respectively. Similar to the specified
CPU configuration, containers in Cases 1 and 3b can use 2GB and 25 GB of RAM and storage respectively while the configuration is fairly
shared for Cases 2 and 3a.

e Operating System: The operating system employed for all the experiments is Ubuntu 16.04. Docker uses Ubuntu 16.04 as a base image for
all the containers.

o Workload Size and Configuration: For each micro-benchmark we specified a particular configuration. For Linpack the problem size (i.e., the
number of equations to solve) is 15000. In addition, the leading dimensions of the array and data alignment value is set to 15000 and 4
Kbytes respectively. For Y-Cruncher the decimal place is set to 100m. We set the STREAM benchmark by configuring DSTREAM_ARRAY
value as 60M and DNTIMES value as 200. The file size for Bonnie++ is set to 8192 MB while the uid is set as root. Finally for Netperf we
specified TCP as the selected protocol. To check the network streaming and round-trip performance we chose TCP-STREAM and TCP-RR
benchmarks and set the testlen to 120 seconds.

4.4 | Experimental Design

Our aim is to evaluate the performance of individual microservices running in the containerized environment. We used docker run command to
start a new container instance. The container is removed (using —rm instruction) after finishing the execution and a new container instance is
started. For Case 1, where only one microservice performance is evaluated in a single instance, we simply run the container and collect the results.

To validate the results and normalize for any variations we repeated our experiments for 50 iterations.

This article is protected by copyright. All rights reserved.
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For running multiple microservices together we considered different combinations as discussed in Sectionwith different cases of indepen-
dent and competing microservices (e.g., CPU-intensive with other CPU-intensive or with memory-intensive). Since the average running time of
different microservices are not identical, running the experiments for Case 2 and 3 for a particular number of iterations only is not suitable. There-
fore, we repeat the experiments with an interval of two hours and compute the average performance. For Case 2, both microservices are executing

in parallel in an infinite loop while for Case 3 both the containers are running in parallel.

5 | PERFORMANCE EVALUATION: EXPERIMENTAL RESULTS

This section describes the experimental evaluations illustrating the effect of interference for containerized microservices executing in different
scenarios as given in Section@ For ease of representation the following abbreviations are used for the microservices - Bonnie++: B, Linpack: L,
Netperf TCP-Stream: NS, Netperf TCP-RR: NR, STREAM: S and Y-Cruncher: Y.

For each experimental outcome we compute different statistics (i.e., Mean, Trimmed Mean, Median, Maximum, Minimum, Standard Deviation
(SD), Coefficient of Variance (CV) and Interference Ratio (IR)). These statistics are categorized into three types. The first category consists of Mean,
Trimmed Mean and Median and represent the average result. Mean is the most commonly used parameter to represent the average, however, where
there is a large variation in the result the mean does not provide an indicative average. Hence, we also selected Trimmed Mean and Median values.
Trimmed Mean simply retains values between the 90t percentile and the 10t percentile (removing values at the extremities that may represent
error spikes) while calculating the total average. The second category of statistics consists of Maximum, Minimum, SD and CV. Maximum, minimum
and SD represent the variations of the result but may not give a clear comparison for different ranges of values. To compare the degree of variation
between different ranges of values we chose CV. Finally, IR presents our third category of statistics which explains the effect of interference as

compared to the baseline performance. IR is calculated using the following equation:

P — , if higher is bette
TR— (i — )/ p igher i r )

(b — pi)/p,  if lower is better
where, p; is the mean value for the particular set of microservices and p is the baseline mean. Positive value of IR represents the performance
enhancement while negative IR values represent the performance degradation.

A. CPU Computation Performance Evaluation and Analysis

To evaluate the CPU performance we implemented Linpack and Y-Cruncher microservices using Docker containers. Figure|§|shows the arith-
metic Mean with Maximum and Minimum value for the performance of Linpack in different scenarios. Other statistics are presented in Table|§|
The results show that the performance of Linpack is highest in Case 2 L(+S) with a value of 23.81 GFLOPS, which is 24% higher than baseline
performance. The next highest performance is for Case 2 L(+B) followed by Case 2 L(+NS) with a performance gain of 19% and 8% respec-
tively. The performance gain is achieved because of the availability of extra computational resources not used by other microservices (non-CPU

intensive) thus increasing the performance of Linpack.

For all the other cases, a considerable performance interference is noticed. The worst performance is observed in Case 2 L(+L) where two
instances of Linpack are competing in the same container resulting in a performance degradation of 21%. This is due to a lack of resources
(CPU pinning) which cause both microservices to compete for the same core at the same time even though multiple cores are available. For two
Linpack instances the best performance is observed for Case 3b where microservices are running in separate containers with cgroups enabled
resulting in performance degradation of only 14%. The remaining performances are comparable with the baseline performance. The effect of

interference is clearly observed in Figure|§|

The resultin FigureE]and TabIeE]aIso show that the results do not deviate significantly from the Mean value. The maximum deviation is noticed
in Case 2 L+(NS) followed by Case 3a L+(S) with the SD of 1.753 and 1.403 and CV of 8.4% and 8.2% respectively. Also, the difference between
the Mean and Median is insignificant with the highest difference of 0.41 for Case 3a L(+S) which is smaller than the SD value (1.403).

Y-Cruncher is a CPU + memory-intensive microservice. The average performance of Computation Time (CT) and Total Time (TT) evaluated by
Y-Cruncher in different scenarios is presented in Figure The results show that the performance of Y-Cruncher is worst for Case 2 Y(+L) with
a performance degradation of almost 46% compared to the baseline performance. This is due to the fact that both Linpack and Y-Cruncher
are CPU-intensive microservices and they both compete for CPU resources inside a container. Since the operations in Y-Cruncher are highly
parallelized using multi-threading, only a small performance degradation (< 2%) is noticed for Case 2 Y(+Y) as there are two cores available for
the execution of two instances of Y-Cruncher. For similar reasons, the performance degradation for Case 3a and Case 3b Y(+Y) is also very less
(2.3% and 2.4% respectively).

This article is protected by copyright. All rights reserved.
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FIGURE 5 Linpack Performance Results
TABLE 3 Linpack Result.
Mean | Median | Tr. Mean SD cVv
Casel L 19.17 19.37 19.19 0.5 0.026
L(+L) 15.14 15.14 15.14 0.641 | 0.042
L(+Y) 16.18 16.48 16.43 0.94 0.058
Case 2 L(+S) 23.81 23.99 23.87 0.6 0.025
ase
L(+B) 22.92 23.06 22.93 0.586 | 0.026
L(+NS) | 20.81 20.55 20.82 1.753 | 0.084
L(+NR) | 16.57 16.88 16.62 1.193 | 0.072
L(+L) 16.09 16.47 16.16 0.871 | 0.054
L(+Y) 15.76 15.68 15.73 0.961 | 0.061
L(+S) 17.09 17.5 171 1.403 | 0.082
Case 3a
L(+B) 15.49 15.81 15.58 1.177 | 0.057
L(+NS) | 17.63 17.71 17.63 0.496 | 0.028
L(+NR) | 15.38 15.68 15.47 0.874 | 0.057
L(+L) 16.39 16.75 16.48 0.824 0.05
L(+Y) 15.32 15.4 15.22 1.03 0.067
L(+S) 16.02 15.75 16.02 1.104 | 0.069
Case 3b
L(+B) 14.18 14.24 14.19 0.314 | 0.022
L(+NS) | 18.93 19.01 18.97 0.284 | 0.015
L(+NR) | 18.49 18.61 18.53 0.359 | 0.019

The next worst performance is observed for the collocated execution of Y-Cruncher and Bonnie++ with a performance degradation of 28.7%,
30.6% and 21.4% for Case 2, Case 3a and Case 3b respectively. This is due to constrained disk size. Since Y-Cruncher uses continuous swapping
from main memory to disk while Bonnie++ also accesses the disk for different operations, only one process at a time can access the disk memory

to perform the 1/0O resulting in the higher completion time.

Even though both Y-Cruncher and STREAM are memory-intensive microservices, for the collocated execution of Y-Cruncher and STREAM
there is only a slight degradation of 4% for Case 2 and 1.9% and 2.5% for Case 3a and Case 3b respectively. The reason behind this is the
sufficient availability of memory to run the experiment with minimal performance degradation. The best performance is observed for Case 2
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FIGURE 6 Linpack Interference Ratio (IR) Values. Horizontal axis labels represent various cases. 1 - 6 represents L(+L), L(+Y), L(+S), L+(B), L(+NS)
and L(+NR) for Case 2. Similarly, 7 - 12 and 13 - 18 is used to represent different scenarios for Case 3a and 3b respectively.

Y(+NS) followed again by Case 2 Y(+NR) with a performance gain of 2.4% and 1.5% respectively as they are not directly interfering and so not
competing for resources. The effect of interference can be observed in Figure

The result indicates that inter-container interference is less than intra-container interference while considering similar types of CPU-intensive
microservices. Another important point to note is that the performance of microservices is comparable for the cases when cgroups is enabled
or disabled in our scenarios.

B. Memory Performance Evaluation and Analysis

To evaluate memory performance we use the STREAM microservice benchmark. Statistics for the four vector operations (COPY, SCALE, ADD
and TRAID) are presented in FigureEI For the COPY operation a degradation of 14%, 15% and 16% is observed for collocated execution of
two STREAM microservices in Case 2, Case 3a and Case 3b respectively. This is because of the interference caused by memory-intensive
operations executing together. The next worst case performance is observed for Case 2 S(+Y), as Y-Cruncher shares the available memory with
a degradation of 3%. For other combinations in Case 2 a slight performance gain is noticed with a maximum 4.8% gain for S(+L) followed by

3.9% for S(+NS) due to the nature of their dependencies on memory. The results also show that there is very slight deviation from the Mean
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FIGURE 7 Y-Cruncher Performance Result for Computation Time (CT) and Total Time (TT). Black Bars represent the SD.
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FIGURE 8 Y-Cruncher Interference Ratio (IR) Values. Horizontal axis labels represent various cases.

value as the Median and Trimmed Mean are almost same as the Mean. The Maximum and Minimum values are also similar to the Mean except

for the case of the collocated execution of two STREAM instance.

For the SCALE and ADD operation, there is a slight difference for various scenarios. For SCALE operations the worst performance is S(+S)
with 7.6% and 7% degradation for Case 3a and Case 3b respectively followed by 3.7% for Case 2. Other performances are comparable with a
maximum gain of 1% for Case 2 S(+L). Similarly, for the ADD operation the worst performance is noticed for collocated execution of STREAM
with a degradation of 13%, 12% and 7% for Case 3a, Case 3b and Case 2 respectively. Maximum performance gain is observed for S(+NS)
followed by S(+L) with an increment of 12% and 10% respectively. However, for TRIAD operations a significant performance deviation is
observed but follows the same trend of performance degradation for collocated execution of the same type of microservice. The maximum
performance degradation is observed in S(+S) for Case 3a (5%) followed by Case 3b (4%) and Case 2 (2.5%). The effect of interference in terms

of IR is given in Figure[I0]

Overall, the execution of STREAM microservices in different scenarios does not show a significant variation from the baseline performance.
A small performance gain is achieved when STREAM is collocated with different microservices inside a container. The performances are

comparable in Cases 3a and 3b for different scenarios.

. Disk 1/0 Performance Evaluation and Analysis

The 1/0 performance is represented using the Bonnie++ microservice which generates a dataset of at least twice the size of available memory
(RAM). The performance for Sequential Block Input, Block Output, Block Rewrite and Random Seeks is presented in Table@ Table Tab|e|§|and
Tablemrespectively. For Block Input the performance is affected by the collocated execution of other microservices. The maximum performance
degradation is observed for two instance of Bonnie++ with a loss of 56.92%, 56.17% and 56.13% for Case 2, 3a and 3b respectively. This
high degradation has occurred because of the common disk which is shared by all the microservices. The least interference is noticed for the
collocated execution of Bonnie++ with Netperf (NS, NR) with performance loss of only (7%, 1%), (5%, 6%) and (24%, 17%) for Case 2, Case
3a and Case 3b respectively. TabIeE]aIso show that the results are consistent as there is a only a minimal difference between Mean, Median
and Trimmed Mean values except for Case 3b B(+Y) and Case 2 B(+Y) with SD value of 77770.2 and 25319.8 and with CV of 24.8% and 8.1%
respectively. In these situations, Median and Trimmed Mean are more appropriate measures to represent the average values. The interference
effect is presented in Figure

For Block Output operations, a slight performance gain is observed for heterogeneous execution of microservices for Case 2 with a maximum
performance gain of 11.6% for Y(+NS) followed by 3.9% for B(+S). The performance of multiple instance of Bonnie++ is worst with a maximum
loss of 46.48% for Case 3a followed by 44.5% and 42.6% for Case 3b and Case 2 respectively. The remaining performances are comparable to

the baseline performance.

The result of Block Rewrite follows the trend of Block Input and is given in Table|§| The worst performance is observed for Case 2 B(+B) with
55.7% followed by Case 3a B(+B) with 55.3% performance loss. The least performance loss is noticed for Case 3a B(+L) with a degradation

of only 7.7%. Similar performance is witnessed for Random Seeks with only a small performance gain of 0.4% for Case 2 Y(+NS). For all other

This article is protected by copyright. All rights reserved.



12

AUTHOR ONE et al.

—— Mean Median Tr. Mean ® Max ® Min
16000
-
5_14000 \ ® e o H o | o o ®
2 12000 & ®
o ® ° °
S 10000
. ° °
& 8000 °
(@]
O 6000
P
S 4000
§
s 2000
0
S S(+S) S+(L) S(+Y) S(+B) S(+NS) S(+NR)| S(+S) S+(L) S(+Y) S(+B) S(+NS) S(+NR)| S(+S) S+(L) S(+Y) S(+B) S(+NS) S(+NR)
Case 1 Case 2 Case 3a Case 3b
—— Mean Median Tr. Mean ® Max ® Min
9000
F\’/Q\./.—.\.\ PY °
- 8000 ° ® ~ /". o .l 0 )’. o .I ' o
2 7000 o
4 [ ]
2 6000
=
i 5000
b= 4000
<
Q
v 3000
z
o 2000
§
1000
=
0
S | S(+S) S+#(L) S(+Y) S(+B) S(+NS) S(+NR)[ S(+S) S+(L) S(+Y) S(+B) S(+NS)S(+NR)| S(+S) S+(L) S(+Y) S(+B) S(+NS) S(+NR)
Case 1] Case 2 Case 3a Case 3b
—— Mean Median Tr. Mean ® Max @ Min
14000
3 12000 '\M"KWW
10000
3 e °
=
= 8000 )
8
< 6000
fal
O 4000
£
(]
S 2000
0
S | S(+S) S+(L) S(+Y) S(+B) S(+NS)S(+NR)[ S(+S) S+(L) S(+Y) S(+B) S(+NS)S(+NR) S(+S) S+(L) S(+Y) S(+B) S(+NS) S(+NR)|
Case 1] Case 2 Case 3a Case 3b
—— Mean Median Tr. Mean ® Max @ Min
7200
5
a 7000
<
z
3 6800
=
<
6600
o
= 6400
o
= ]
>
S 6200 e
§
s 6000
5800
S S(+S)  S#(L) S(+Y) S(+B) S(+NS) S(+NR)[ S(+S) S+(L) S(+Y) S(+B) S(+NS) S(+NR)| S(+S) S+(L) S(+Y) S(+B) S(+NS) S(+NR)
Case 1 Case 2 Case 3a Case 3b
FIGURE 9 STREAM Performance Result

This article is protected by copyright. All rights reserved.



AUTHOR ONE et al. 13

O S(+S) O S(+L) O S(+Y) o S(+B) @ S(+NS) W S(+NR)

COPY SCALE
0.1
0.05 I] 0.02
0 o I I - = o 0 = ol
I p-Ceuppeoc 1ooappeoguggeone
0.05 -0.02
-0.04
-0.1
-0.06
-0.15 -0.08
-0.2 -0.1
Case 2 Case 3a Case 3b Case 2 Case 3a Case 3b
ADD TRIAD
0.02
0.02 g 0.01 [l
0 0,0 ] oo - o = 0 - o
[ |
oo A A e AR R O TR FENTE
-0.04 ’
-0.06 -0.02
-0.08 -0.03
-0.1 -0.04
-0.12 0.05
-0.14
0.16 -0.06
Case 2 Case 3a Case 3b Case 2 Case 3a Case 3b

FIGURE 10 STREAM Interference Ratio (IR) Values. Horizontal axis labels represent various cases.

scenarios there is a performance loss with a maximum of 66.9% for Case 2 B(+B). There is one important point to note here in that there is a
large variation in the results as shown by the SD (CV) values (e.g., in Case 3a B(+L), the SD (CV) is 1782.48 (19.2%)).

. Network Performance Evaluation and Analysis

The Netperf microservice is used to analyze the system network performance. Neperf uses client/server architecture for data transfer and
in our test case one container acts as a server that runs the netserver application of Netperf while another container acts as a client running
the netperf application. A data stream is transferred from client to server for a defined duration of 120 seconds using TCP and the network
performance is analyzed. The throughput of Request Response is also analyzed for the defined configuration. The experimental results showing
the performance of TCP Stream and TCP RR are presented in Figure

Theresultsin Figureshow that the average throughput for Netperf TCP-Stream is always affected by the co-execution of other microservices.
On average the maximum degradation is observed for multiple microservices executing inside a container (Case 2) with an average performance
loss of 42.8%. The worst performance is noticed for NS(+Y) with a degradation of 60.4%. For other cases also, there is a large performance
degradation for the co-execution of TCP Stream with Y-Cruncher with an average loss of 38.3% and 41.4% for Case 3a and Case 3b respectively.
This is due to the fact that Y-Cruncher stresses both CPU and memory together while TCP Stream also accesses memory and CPU resources
for transferring continuous data streams, thus leading to strong performance interference. For the execution of two instances of TCP Stream
in different containers the performance is comparable with the baseline performance with only a small degradation of 1% and 8% for Case
3a and 3b respectively. However, a large degradation of 36% is observed for collocated execution inside a container (Case 2). The result also

shows a significant performance difference for other scenarios in Case 2.

For TCP RR, the result is different from that of TCP Stream. Most of the performances are comparable with the baseline with the exception of
two instances of TCP Stream executing inside a container (Case 2 NR(+NR)) with a performance degradation of 22% from the baseline. For this

scenario the result shows a large variation with Mean and Median values significantly different. For most other cases these values are almost
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TABLE 4 Bonnie++ Block Input Result.

Mean Median T Max Min SD cv
Mean
Casel | B 3489487 | 3469125 | 349092.2 | 366590 | 328725 | 88165 | 0.025
B(+B) | 1503186 | 151020.0 | 150499.3 | 153749 | 143634 | 27079 | 0.018
B(+L) | 2805103 | 2797080 | 2802762 | 300307 | 264927 | 9073.6 | 0.032
Cocop | BOY) | 3106821 | 3063040 | 307027.5 | 401019 | 286128 | 25319.8 | 0.081
B(+S) | 2938545 | 294489.5 | 2940334 | 304766 | 279722 | 78911 | 0.027
B(+NS) | 3217892 | 322759.5 | 3222537 | 333090 | 302127 | 81111 | 0.025
B(+NR) | 345039.6 | 345520.0 | 344307.0 | 379975 | 323291 | 127655 | 0.037
B(+B) | 1529343 | 1530215 | 152967.7 | 155528 | 149739 | 15494 | 0.010
B(+L) | 2683832 | 2710840 | 2687748 | 291607 | 238110 | 160041 | 0.060
Cocosa | BOY) | 2923213 | 2924580 | 292357.1 | 306960 | 277038 | 79880 | 0027
B(+S) | 2918409 | 2938485 | 2925510 | 303054 | 267845 | 81290 | 0.028
B(+NS) | 3304605 | 329437.0 | 3302460 | 367948 | 296834 | 14219.2 | 0.043
B(+NR) | 3266845 | 3262480 | 3267547 | 343819 | 308286 | 11378.8 | 0.035
B(+B) | 150259.9 | 149811.0 | 1502227 | 159286 | 141903 | 53480 | 0.036
B(+L) | 2924109 | 2924215 | 2927039 | 301705 | 277842 | 62261 | 0.021
B(+Y) | 3136161 | 296750.5 | 297370.1 | 639995 | 279666 | 777702 | 0.248
Case3b ois) | 2942759 | 2956520 | 2952351 | 302914 | 268373 | 79843 | 0.027
B(+NS) | 2630745 | 2664380 | 2644832 | 285272 | 215519 | 173662 | 0.066
B(+NR) | 288610.8 | 2932330 | 289713.6 | 310925 | 246446 | 164595 | 0.057
TABLE 5 Bonnie++ Block Output Result.
Mean Median | Max Min sD cv
Mean
Casel | B 278362.4 | 2770730 | 2780994 | 294574 | 266885 | 842581 | 0.030
B(+B) | 1595305 | 152429.5 | 152711.6 | 294041 | 147760 | 31809.07 | 0.199
B(+L) | 283667.1 | 281342.5 | 2815333 | 332479 | 273264 | 12189.84 | 0.043
oo | BY) | 2819570 | 2836410 | 2817080 | 303000 | 265396 | 822412 | 0029
B(+S) | 2893147 | 2890740 | 289009.1 | 305278 | 278851 | 819207 | 0.028
B(+NS) | 3107721 | 309600.5 | 309897.6 | 350216 | 287068 | 1477271 | 0.048
B(+NR) | 2839236 | 2852015 | 2836822 | 297530 | 274662 | 698128 | 0.025
B(+B) | 1489607 | 1483940 | 1487327 | 161455 | 140569 | 481872 | 0.032
B(+L) | 2642802 | 263157.0 | 2623251 | 290663 | 243089 | 11910.16 | 0.045
Coosa | BOY) | 2523903 | 2528595 | 2523467 | 293046 | 232520 | 466551 | 0018
B(+S) | 2701809 | 2792685 | 2695619 | 286893 | 254610 | 8232.98 | 0.030
B(+NS) | 2628051 | 268557.0 | 2622252 | 273535 | 242514 | 12189.49 | 0.046
B(+NR) | 2559822 | 2560250 | 256512.7 | 288801 | 233615 | 10050.62 | 0.039
B(+B) | 1543545 | 153829.0 | 1533338 | 177870 | 149210 | 6037.06 | 0.039
B(+L) | 2692363 | 268707.5 | 2687750 | 286873 | 249902 | 13364.55 | 0.050
B(+Y) | 252809.9 | 251839.0 | 2529073 | 264715 | 239152 | 5977.67 | 0.024
Case3b o) [ 2701588 | 2685965 | 2692127 | 291482 | 265866 | 935495 | 0.035
B(+NS) | 2696167 | 270105.5 | 2698962 | 283752 | 250450 | 959273 | 0.036
B+NR) | 257024.6 | 257307.5 | 2571254 | 266154 | 246080 | 5303.87 | 0.021

same. The best performance is noticed for the execution of the two instance of TCP RR for Case 3a and 3b with a performance loss of only 6%

and 2% respectively. The overall interference effect is presented in Figure
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TABLE 6 Bonnie++ Block Rewrite Result.

Mean Median . Max Min SD cv
Mean
Casel | B 149159.4 | 1490940 | 1492027 | 153877 | 143663 | 2841.94 | 0.019
B(+B) | 660826 | 663795 | 665759 | 67674 | 55611 | 254687 | 0.039
B(+L) | 1298418 | 1299420 | 1299358 | 134415 | 123577 | 3087.65 | 0.024
oo, | BEY) | 1258203 | 1255110 | 1257299 | 131053 | 122215 | 272136 | 0022
B(+S) | 1316756 | 131611.0 | 1317566 | 137909 | 123983 | 419353 | 0032
B(+NS) | 1310912 | 1312620 | 1311712 | 136593 | 124149 | 312853 | 0.024
B+NR) | 1271685 | 126673.5 | 1270222 | 136821 | 120149 | 428756 | 0.034
B(+B) | 66617.6 | 667925 | 666141 | 68768 | 64529 | 122394 | 0.018
B(+L) | 1320610 | 1324415 | 1322182 | 139880 | 121412 | 455859 | 0.035
Cacosa | BOY) | 1267506 | 1266590 | 1268067 | 131635 | 120855 | 2569.28 | 0020
B(+S) | 132399.4 | 1316665 | 132319.7 | 139712 | 126521 | 344037 | 0.026
B(+NS) | 134379.0 | 133777.5 | 133984.6 | 147012 | 128845 | 455322 | 0.034
B(+NR) | 111762.8 | 123709.5 | 116469.7 | 127234 | 11566 | 34380.04 | 0.308
B(+B) | 673665 | 67807.5 | 67362.8 | 70339 | 64459 | 162747 | 0.024
B(+L) | 137653.4 | 1378735 | 137813.6 | 142397 | 130027 | 318639 | 0.023
B(+Y) | 1336282 | 1328930 | 133397.9 | 142822 | 128580 | 343594 | 0.026
Case b o sy | 1367414 | 137559.5 | 1368507 | 144602 | 126913 | 3577.91 | 0026
B(+NS) | 126108.8 | 127890.5 | 127169.7 | 131055 | 102065 | 640313 | 0.051
B(+NR) | 1284801 | 129910.0 | 128663.6 | 134240 | 119417 | 4381.08 | 0.034
TABLE 7 Bonnie++ Random Seeks Result.
Mean Median | " Max Min sD cv
Mean
Casel | B 108013 | 10807.4 | 10817.4 | 118907 | 94224 | 628.77 | 0.058
B(+B) | 35761 | 35380 | 3572.6 | 39011 | 33145 | 15669 | 0.044
B(+L) | 99745 | 99183 | 9940.6 | 118774 | 86816 | 81341 | 0.082
Coep | BOYV) 88957 | 89472 | 89151 | 94529 | 79888 | 37089 | 0042
B(+S) | 102744 | 10427.5 | 10330.5 | 115164 | 80224 | 779.58 | 0.076
B(+NS) | 108493 | 110483 | 108781 | 125824 | 8596.7 | 1224.63 | 0.113
B(NR) | 9607.7 | 99252 | 96265 | 106706 | 82059 | 71584 | 0.075
B(+B) | 39127 | 38661 | 39055 | 41919 | 37633 | 131.87 | 0034
B(+L) | 92907 | 94805 | 9447.6 | 116603 | 40964 | 178248 | 0.192
Cocosa | BOY) [ 87794 | 88035 | 88222 | 95504 | 72393 | 48866 | 0056
B(+S) | 104013 | 105831 | 104094 | 118827 | 87735 | 76695 | 0.074
B(+NS) | 81988 | 81305 | 81711.2 | 92315 | 72433 | 78597 | 0.096
B(+NR) | 86525 | 83350 | 8720.6 | 98615 | 62182 | 84455 | 0.098
B+B) | 48775 | 47450 | 48961 | 61492 | 32708 | 92619 | 0.190
B+ | 98212 | 9619.9 | 97850 | 112322 | 90619 | 61484 | 0.063
B(+Y) | 82346 | 82453 | 8249.7 | 87136 | 74836 | 29317 | 0.036
Case3b ois) | 98039 | 102334 | 99483 | 112603 | 57487 | 1397.07 | 0.143
B(+NS) | 8180.1 | 85920 | 82820 | 95317 | 49941 | 1290.04 | 0.158
BUNR) | 76427 | 76713 | 76649 | 82245 | 66605 | 45141 | 0.059
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FIGURE 11 Bonnie++ Interference Ratio (IR) Values. Horizontal axis labels represent various cases.

6 | RELATED WORK

The concept of Container-based virtulization is not new and has roots going back to FreeBSD Jails2% and Solaris Zones2?! that use the Unix chroot
feature to provide operating system virtualization. Containers as a deployment environment are initially introduced by PaaS providers such as
HerokuEl DotCloud®, CIoudFoundryE|and OpenShiftﬁfor deployment and isolation of different workloads. Here, containers are mainly used as
overlays hosted on the top of VMs running on cloud servers?Z. The containers are simply treated as a process rather than a virtual server. The
PaaS workloads (mostly elastic and stateless applications) are considered the classical applications for containers, but laaS workloads (e.g., HPC
workloads) can also take advantage of container technology. Bernstein28 explains the benefits of containers for PaaS applications.

Numerous efforts2102230 show that containerizing the cloud infrastructure leads to highly efficient and agile solutions. Evident from the previous
work is that containers can reduce the overall resource overhead while increasing the overall performance. The value of containers with respect
to VMs is supported by different studies. These studies compare the performance of containers with respect to VMs for different benchmarks
and show that the performance of the container is better than, or almost equal to, the performance of the VM. Xavier et al.* compared the
performance of VM with container-based virtualization for HPC environment. The experiments are performed on Linux VServer, OpenVZ and
LXC comparing Xen and bare-metal performance using NAS Parallel Benchmark (NPB). The results show that container-based virtualization has
near native performance for different fundamental components (CPU, memory, disk and network). Felter et al. perform similar experiments with
Docker in comparison to KVM using different benchmarks. These results show that for CPU and memory the performance of a Docker container
is comparable to VM but for I/0O and network intensive applications Docker’s performance is better than VM. Similar studies are performed by
Morabito et al.2% but here LXC and OSv is also compared with Docker and KVM. They conclude that LXC outperforms KVM and Docker in almost

all cases. A similar study is given by Li et al.®2 that uses DoKnowMe evaluation strategy to compare the performance of KVM and Docker and

“https:/www.heroku.com
Shttps:/www.cloudfoundry.org/
Shttps:/www.openshift.com/
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FIGURE 13 Netperf Interference Ratio (IR) Result. Horizontal axis labels represents various cases.

illustrates that the effect of virtualization depends not only on features but also on job types. These results show that the average performance of a

container is similar and sometimes better than the VM and also shows a significant degree of performance variation in the case of containers given

varying job types. Similar comparative studies between bare-metal, VM and container performed on OpenStack is presented inB3. These results

show that Docker has fastest boot-up time and the performance is comparable with bare-metal except for network evaluation. The VM has a high

overhead that increases with the workload size and assigned resources.

A study by Kozhirbayev et al.B¥ evaluates the performance of Docker and Flockport running different benchmarks and shows that Flockport

outperforms Docker in almost all cases. The study in®3 compares the power consumption of container and VM and shows that both types of
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virtualization have similar power consumption for idle situations or for CPU/memory operations but containers consume less power for network
intensive operations. Cuadrado-Corderoé compared the QoS and energy performance of Docker containers and KVM for different services. These
experimental results show that Docker allows more services to run compared to KVM. These results also show that Docker consumes less energy
than KVM promoting energy savings.

Few of the works consider the running of HPC workloads in Docker containers. Jacobsen et al.®Z advocate the use of containers for HPC
environments. The work in® shows how to orchestrate multiple containers on a physical node. This study confirms that a job can be transparently
executed inside a Docker container without having any knowledge about the underlying host configuration. The study is validated by running
Linpack inside the container. Ruiz et al.Z evaluate the performance of LXC containers using the NAS parallel benchmark. In these experiments
containers in different configurations (i.e., isolated inter-container and multi-node inter-container) are considered for performance evaluation. The
results conclude that inter-container communication is faster than physical machine communication but there is a degradation of CPU performance
for memory-intensive operations.

Few of the studies consider big data applications for comparing the performance of containers®8B%40. Bhimani et al.B8 compare the performance
of VMWare and Docker for different big data applications using Spark. The experimental results show that Docker achieves a speed-up for map-
and reduce-intensive applications but not for shuffle-intensive applications. Zhang et al.%2 also presented a similar study where an extensive
comparison between VM and Docker is presented for different big data applications. The results show that Docker containers are more convenient,
highly scalable, and achieve higher system utilization as compared to VMs.

Most of the studies presented in the literature do not consider the effect of interference in containerized environments. Sharma et al.#L considers
the interference for performance evaluation. Their study compares the performance of collocated applications on a common host but only when
one application is running in a container/VM. They show the effects of interference caused by noisy neighbor containers running competing,
orthogonal or adversarial applications. All the experiments are done on LXC containers. Ye et a2 also consider the inter-container interference for
big data applications (Spark). Similar work is done by Kejiang et al. 29 to evaluate the performance of big data applications by changing the cgroups
system configuration while considering the interference between containers using different Spark applications (e.g., K-Means, Page rank).

From the best of our knowledge, none of the existing works consider the performance evaluation of heterogeneous microservices executing
inside a container and compares the interference impact with the microservices running in separate containers. In this paper, we have demon-
strated the performance evaluation of HPC micro-benchmarks intended towards specific resource type (CPU, memory, disk and network) in the
form of microservices executing inside the Docker container. The obtained results present the performance variation while running single or mul-
tiple collocated (competing or independent) microservices. Our evaluation gives an understanding of interference effects caused by microservices
running either in the same container or in separate containers. This also gives a suggestion about how microservices may be combined with minimal

interference for gaining better resource utilization.

7 | DISCUSSION AND CONCLUSIONS

With the combination of virtualization advantages and bare-metal performance, containers are treated as a feasible alternative to VMs in cloud
environments. They bind all the required supporting software required for an application along with the application itself into a container image
that can easily be deployed and executed in different environments. These advantages can be easily utilized to package HPC microservices, which
usually have complex software and hardware requirements. However, execution of microservices in containerized environments may cause inter-
ference that lead to performance degradation. Therefore, it is necessary to understand the behaviour of microservices executing in containerized
environments.

In this paper, we investigated the performance of HPC microservices in Docker container environments. Our main focus is to analyze the effect
of interference on HPC microservices executing within inter-container and intra-container deployments. Our results present a comprehensive

study into the performance variation of containerized microservices. The main findings are given below:

e Executing multiple microservices inside a container is a feasible deployment option as the result shows that the performance is better than

the baseline performance for some cases.

e The interference caused by microservices with similar resource requirements are always higher as compared to those microservices with
different resource requirements. This effect of interference is higher for intra-container scenarios than inter-container scenarios. The

performance in intra-container scenario is worst for network-intensive stream operations.

e The results show that core CPU intensive operations can cause least interference with memory, disk and stream network operations. For
memory intense operations, network intensive operations give best performance while mixed CPU + memory requirement operations gives

the worst performance. For the combined CPU + memory intensive operations, network intensive operations cause the least performance
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interference while the core CPU intensive operations cause the highest performance degradation. 1/O intensive operations are minimally
affected by other types of microservices and have comparable performance for all cases. Finally, for network-intensive operations the worst
performance is noticed with combined CPU + memory operations. One important point to note for network intensive operations is that
they are less affected when executed in separate containers.

e The results show that the performance of containerized microservices are comparable with either cgroups enabled or disabled if the system
resources in both cases are exactly same.

8 | FUTURE DIRECTIONS

In our future work we will compare the performance of Docker containers with VM for HPC microservices. We will also investigate the perfor-
mance of other container technology (e.g. LXC, uDocker, Socker, Singularity) and compare them with the performance of Docker and VM. We
will also study the variation of inter-host communication performance in a clustered environment (e.g. Kubernetes, Docker Swarm) for HPC appli-
cations. Additionally, we will aim to benchmark the power consumption of containers for different interference conditions. Further research to
develop a framework will be explored that takes into consideration interference effects while making provisioning decisions for microservice-based
application in containerized environment. Ultimately, we will map microservices into a containerized environment to find eligible deployment plans
considering different microservice requirements while minimising the effect of interference.

Source Code

All the scripts for running our benchmark experiments are available at https:/github.com/DNJha/CCPE-DockerBenchmarkCode.git.
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