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Abstract

This paper studies the effects of and countermeasures against adversarial behavior in network resource allocation mechanisms
such as pricing and auctions. It models the heterogeneous behavior of users, which ranges from altruistic to selfish and to malicious,
using game theory. The paper adopts a mechanism design approach to quantify the effect of adversarial behavior and modify
the mechanisms to respond. First, the Price of Malice of the existing network mechanisms to adversarial behavior, which ranges
from extreme selfishness to destructive maliciousness, is analyzed. An iterative distributed pricing algorithm is proposed and its
dynamics and convergence properties are analyzed. The resistance of the presented mechanism collusions, which constitute another
kind of malicious behavior, is investigated. Next, the assumption that the malicious user has information about the utility function
of selfish users is relaxed and a regression-based iterative learning scheme for the malicious user is presented and applied to both
pricing and auction mechanisms. Differentiated pricing as method to counter such adversarial behaviors is then briefly discussed.
The results obtained are illustrated with multiple examples and numerical simulations.

Keywords: Adversarial behavior, mechanism design, game theory, dynamic games, detection and counter measures,
interference management, regression learning, rate control.

I. INTRODUCTION

The behavior of different users (players) on networks may range from altruistic on the one end to malicious (adversarial)
on the other end of a wide spectrum. While altruistic users aim to improve the overall network performance, a selfish player
strategies to maximize her throughput by getting the proportional share of resources. A malicious user, however, tries to get
a disproportionate share of network resource, and in addition may disrupt the whole network. Well-known examples of this
adversarial behavior in networks include jamming in wireless networks and denial-of-service (DoS) attacks [1]- [2].

In this paper, we model the coexistence of altruistic, selfish and malicious players using a noncooperative game theoretic
formulation [3]. We adopt a mechanism design [4] approach in which a designer designs rules and incentives to control the
outcome of the underlying game between the players. The designer try to achieve some desirable properties for the mechanism
whose definitions are given in the appendix attached to the end of the paper. We study the the effect of altruistic and malicious
players in the games and mechanisms where the players are usually modeled as selfish. Here, we assume that malicious users
mainly stay within the rules of of the system but exhibit adversarial behavior. We model them by assigning different utility
functions than selfish players, such as own selfish utility minus the sum of utility of other users in the system or a convex one
in contrast to the usually concave utility functions of selfish users. Thus, we map their destructive behavior such as jamming
other players and launching Denial-of-Service(DoS) attacks to rational incentives.

The classical Vicrey-Clarke-Groves(VCG) mechanism [5] is efficient and truth revealing in the presence of selfish players.
We first show the effect of the adversarial behavior of some users in the efficiency of VCG mechanism to motivate the need
to quantify the effect of the adversarial behavior in network mechanisms.

To analyze the effects of adversarial behavior, we quantify the robustness of some known network mechanisms with respect
to the adversarial behavior of (some of) their participants. A modified version the metric called Price of Malice [6]- [7] is
defined suitable for games in network resource allocation and applied to two different network problems dealt here. In the
cases analyzed, the malicious players are assumed to take the maximum resource share possible without detection and that
way try to disrupt others.

Another behavior which is adversarial and specific to the context of mechanisms is that some of the malicious users form a
group or collusion and destroy some of the mechanisms desirable properties. The mechanisms which are resistant to collusion
are called group strategy-proof mechanisms. In Section VI-A, we investigate the group strategy-proof property of one of
the mechanisms proposed for network resource sharing setting and analyze the effect of adversarial behavior resulting from
collusion.

This work has been supported in part by Deutsche Telekom Laboratories, Berlin, Germany. A conference version of this work has appeared in proceedings
of Gamecomm 2011, May 2011, Cachen, France.



Since it is not realistic to assume that the malicious user have complete knowledge of the utility function of the selfish
users learning techniques can be used by the malicious user to infer this information. Gaussian regression learning is used for
marginal utility function estimation by the malicious user using which it can calculate its best response. Learning is a good
tool for the malicious user to estimate the behavior of other users and manipulate the mechanisms accordingly. We consider
the scenario where regression learning techniques are used by the malicious user to learn the utility functions of the regular
users. Both pricing and auction mechanisms are considered for this case. In [8], Gaussian regression learning techniques are
used in the general context of mechanism design. In this paper, we use Gaussian regression learning method [9] to learn the
utilities by the malicious user by observing the actions of the regular users.

To counter the adversarial behavior, we design mechanisms in which the prices are varied differentially to punish the
malicious players after detecting them using any threshold detection technique based on the bids of users. Clearly, when the
malicious users does not abide by the rules and vandalize the system, harder responses such as blocking the malicious users
after detection are required. We employ a differentiated pricing scheme in which both aggressively selfish and malicious players
with disproportional usage of resources are made to pay higher prices than regular selfish players. The vulnerability of this
method is quantified using a specific trade-off metric defined.

We consider two different types of network problems in this paper, which differ in coupling of users, i.e. how their actions
affect each other, and resource sharing methods. The first one is rate (congestion) control with additive resource sharing, e.g.
sharing of bandwidth at a link with fixed capacity. The second one is interference management, e.g. uplink power control
in CDMA wireless networks with interference coupling. While allocating these divisible resources to selfish users, a loss
in social welfare is caused at the resulting Nash equilibrium due to the selfish nature often referred as Price of Anarchy.
Mechanisms such as auctions and pricing mechanisms are proposed to shift the Nash equilibrium point to efficient point. In
these mechanisms and underlying games, the selfish nature of rational users were modeled with concave utility functions. But
in practical situations, there are altruistic users who care for the welfare of all the users and adversarial users who may deviate
from equilibrium point even if it causes loss to them or will show extreme selfishness, i.e. they behave ’irrationally’ if modeled
using this class of utility functions. We retain the rationality assumption by associating them with different utility functions.
In the presence of the these altruistic and adversarial agents, the mechanisms employed will have Nash equilibrium different
from the efficient point and this deviation is captured in the metric Price of Malice. In this paper, Price of Malice is quantified
for some specific network mechanisms and these mechanisms are modified to punish the adversarial users to make them come
back to regular selfish behavior, which brings the system to the efficient Nash equilibrium point.

The main contributions of this paper include:

1) Showing the effect of malicious behavior in VCG Mechanism.

2) Quantifying the Price of Malice and related metrics in various network mechanisms with adversarial users.

3) The convergence proof of the iterative distributed algorithm for the pricing mechanism.

4) Analyzing the resistance of mechanisms against coalitions of malicious players, i.e. whether it is group strategy-proof
or not.

5) Quantifying the Price of Collusion in network mechanisms.

6) Design of differentiated pricing scheme to punish adversarial users and definition of a trade-off parameter.

7) Analysis of learning the utility function of selfish users by malicious users.

A. Related works

In networked systems with selfish users, a loss in overall social welfare was identified and referred as Price of Anarchy [10],
[11]. In the presence of malicious users this concept was extended and Price of Byzantine Anarchy and Price of Malice was
first introduced in [6]. They obtained bounds on these metrics which are parameterized by the number of malicious users for
a virus inoculation game for social networks. A modified definition was proposed in [7] for congestion games based on the
delay experienced at Nash equilibrium point with and without the presence of a malicious player. Both of these works have
observed a Windfall of Malice, where malicious behavior actually improves the social welfare of non-oblivious selfish users due
to the better cooperation resulting because of the ’fear factor’ or effects similar to Braess’s paradox [7]. In [12] a more general
definition of Price of Malice is given with weaker assumptions than above mentioned works in the presence of Byzantine
players and using a no-regret analysis. A game theoretic model for the strategic interaction of legitimate and malicious players
is introduced in [13], where the authors have derived a bound on the damage caused by the malicious players. In [14], partial
altruism of some of the users is analyzed and a bound on Price of Anarchy was obtained as a function of the altruism parameter.
To get around with Price of Anarchy, pricing for price taking users [15]-[17] and auctions for price anticipating users [18],
[19] are employed. In [20], the effect of spiteful behavior of some of the users is analyzed in the context of first and second
price auctions and the revenue obtained is compared. In [21], the Degree of Cooperation of a user as a vector of values which
are used to obtain a convex combination of utility of other users to model altruistic behavior is introduced in the context of
routing games in a network. The Value of Unilateral Altruism (VoU) is defined to be the ratio of the equilibrium utility of
the altruistic user to the equilibrium utility she would have received in Nash equilibrium if she was selfish and is calculated



for routing games in [22]. In this paper, we quantify the Price of Malice of the mechanisms proposed for network resource
allocation and modify the rules of these mechanisms to counter the malicious behavior.

There are works in mechanism design literature, e.g. [23], [24], addressing the issue of some (malicious) players forming
a coalition and gaining unfair advantage by misleading the designer. Such collusion behavior is adversarial to the mechanism
because it destroys some of its desirable properties. These works have developed group-strategy proof mechanisms which
are resistant to collusion. Price of Collusion was introduced in [25] as the worst possible ratio between the social cost at
equilibrium before and after the collusion scenario. Some other metrics to quantify the effect of collusion were defined in [26]
and obtained in the context of load balancing games.

There has been a lot of work on games and mechanisms with incomplete information. Games with Bayesian players been
studied a lot in works starting with [27]. Subjectivity and Correlated equilibria were also studied in the context of incomplete
information [28]. In [29], the authors reduce mechanism design problems to standard algorithmic problems using techniques
from sample complexity. In [8], Gaussian regression learning is used to estimate the marginal utilities of the users in a network
mechanism design setting by the designer. We follow the learning approach where malicious user learns the selfish user utility
functions.

To counter the adversarial behavior, Micali & Valiant in [30], have developed a modified Vickrey-Clarke-Groves(VCG)
mechanism, taking into account collusive, irrational, and adversarial behavior for combinatorial auctions. In the proposed
mechanism, the price charged to an agent is increased from VCG price by a scaled factor of the maximum social welfare of
other agents. In spirit of this, we also modify the pricing in the proportional fair allocation mechanisms to punish the malicious
users and incentivise them to come to regular selfish behavior.

The rest of the paper is organized as follows. The next section presents the underlying mechanism design model. Subsequently,
Section IV quantifies the Price of Malice of the network mechanisms with respect to the adversarial behavior. Section VI-A
investigates the effect of collusive adversarial behavior in a mechanism and checks for its group strategy-proof property. Then
in Section VII, the case where regression learning techniques are used by the malicious user to learn the utilities of regular
users is discussed. In Section VIII, a differentiated pricing scheme to counter the adversarial behavior is introduced and a
method to detect malicious agents is presented. Numerical simulations and their results are shown in Section IX. The paper
concludes with remarks of Section X.

II. MECHANISM DESIGN AND GAME MODEL WITH HETEROGENEOUS USERS

At the center of the mechanism design model is the designer D who influences N users, denoted by the set A, and
participating in a strategic (noncooperative) game. These players are autonomous and rational decision makers, who share
and compete for limited resources of the network under the given constraints of the environment. Let us define an /N-player
strategic game, G, where each player i € A has a respective decision variable x; such that

x=[z,...,x5] € X CRY,
where X is the decision space of all players. Let
r_; = [LEl, ey L1y L1y e - - QL'N} S X_i C RNﬁl,

be the profile of decision variable of players other than ‘" player and X_; is the respective decision space. As a starting
point, this paper assumes scalar decision variables and a compact and convex decision space. The decision variables may
represent, in network resource allocation problems, player flow rate, power level or Signal to Interference Ratio (SINR). Due
to the inherent coupling between the players, the decisions of players directly affect each other’s performance as well as the
aggregate allocation of limited resources.

The preferences of the players are captured by utility functions

Ui(z) : X > R, Vie A,

which are chosen to be continuous and differentiable for analytical tractability. In this paper, the selfishness nature of users
are captured by continuous and differentiable concave utility functions.

We consider here a mechanism design having heterogeneous users in the induced game, in which one subset of users have
abnormal’ utility function compared to the class of regular selfish users. The utility function of the class of malicious users can
be very different depending on their nature and goals. The disrupting nature of malicious users where they want to create loss
to other users even at the cost of their benefit and the altruistic nature of some users who want to care for the social welfare
can be captured with a modified utility function. One such modified utility function can be obtained by a convex combination
of user utilities

Ur=U; +6;Y_Uj, (1)
i



where 6; is the parameter between -1 and 1 which captures the range of behavior of a user. This utility function can be modified
by taking the average of the utilities of all the users in the second term [14]. Unlike in [21], where the Degree of Cooperation
of a user as a vector of values corresponding to all other users is used to model altruism, we use one scalar value 6 to model
the behavior of users ranging from altruism to maliciousness.

The table below lists the values of § and corresponding user behavior.

0 Behavior
0 < 0 | altruistic
0 =0 | selfish
0 < 0 | malicious

Let us define the set of selfish users be S C A. Also, the set of malicious and altruistic users, i.e. users with 6; # 0 is
defined as B and B = A\S. When the set 55 has only malicious users, the utility function of malicious users can be modified
as

U =U;+6;» Uj, VieB. )
jes
Note that even if the utility function U; is concave in x;, the malicious user utility function U;™ may not be concave in ;.
For concavity the utility functions should satisfy following condition,

d*U; d*U; )
T +0:;> dx?] <0,Vi. 3)
: g

We start with general concave utility functions for the users but for the analytical results with unique NE we use the utility
functions which satisfy the condition in equation (3).
We could also use the alternate utility function,

Ut =(1—6:)U; +6: Y U, 4)
J#i
to model the malicious behavior with a gradual decrease in the self utility when 6 decreases. But this will lead to a canceling
out of the effect on the selfish users in the case of network resource allocation.

The extreme selfishness or greedy nature of malicious users can be also captured with a convex utility function. In this case
they will take the maximum possible share of the resource constrained above by either physical limits or a level that leads to
immediate detection.

The designer D devises a mechanism M, which can be represented by the mapping M : X — R, implemented by
introducing incentives in the form of rules and prices to players. The latter can be formulated by adding it as a cost term such
that the player ¢ has the quasi-linear cost function

Ji(x) = ¢i(z) = U™ (z). 3)

where c;(x) is the price payed by i*" user to the mechanism.

We differentiate between two kinds of mechanisms, auctions and pricing, which differ in the assumption on nature of the
users and the interaction rules. In auction mechanisms, the designer D imposes on a player i € A a user-specific

« resource allocation rule, Q;(x),

« resource pricing, ¢;(x),
based on their bids x. The price anticipating users decide on their bid, minimizing their individual cost.

In pricing mechanisms, the price taking users decide on their allocation as best response to the user specific price P; induced
by the designer and there is no explicit allocation rule dictated by the designer. In this case, the cost function is

Ji(x) = Py — Ui(Q(x)).

Similar to player preferences, the designer objective, e.g. maximization of aggregate user utilities or social welfare, can be
formulated using a smooth objective function V' for the designer:

V(z,Ui(z),ci(x)) : X = R,

where ¢;(z) and U;(x), i = 1,..., N are user-specific pricing terms and player utilities, respectively. Hence, the global
optimization problem of the designer is simply max, V (z,U;(z), ¢;()), which it solves indirectly by setting rules and prices.
The different properties of mechanisms analyzed in this paper are attached in the appendix.



In this paper, for tractability purposes, we model user ¢’s utility function as logarithmic, parameterized by her private value
«;. In this case, the aim of the designer in the auction setting will be to make the users report their true private value, i.e,
x; = «; and carry out an efficient allocation based on that.

The players share and compete for limited resources in the given environment under its information and communication
constraints. We focus on two basic types of resource sharing and coupling, which are often encountered in a variety of problems
in networking:

1) Additive resource sharing: the players share a finite resource C' such that

N
i=1

This type of coupling is encountered in bandwidth sharing and rate control in networks.
2) Interference coupling (linear interference): the resource allocated to player i, ;, is inversely proportional to interference
generated others such that
(z) hiz;
Vi(T) = = ——
dipihiri+o
where h; Vi and o denote some system parameters. Interference coupling occurs in wireless networks where -y represents
signal-to-interference ratio.

The altruistic user’s best strategy for the above resource sharing and coupling scenarios is to take no resource and effectively
be idle in the game. We assume that the malicious users have information about the utility function of other selfish users but
the regular selfish users do not have the information about the existence of malicious users and their identities. We consider
the case where the selfish users cannot collaborate, detect and punish malicious users themselves since it will require a lot of
common information and communication for coordination. Therefore, we use a designer who anticipates and detects malicious
behavior of any user and modifies the pricing appropriately to counter the malicious behavior. In the next sections, the effect
of malicious users to system social welfare is quantified and some counter measures are proposed.

ITII. ADVERSARIAL BEHAVIOR IN VCG MECHANISM
We assume here unlike classical VCG mechanism, instead of reporting U;(x) the malicious user reports U™ (z) to the
designer as its utility function.
A. VCG Mechanism for Divisible Resources
The total payment by an user for a divisible resource allocation is given by
\gelel '
¢/ 90 ==Y U@ (@) + YU (@)
i i
where

O = argmgxz U"(Qj(x))
i

and ‘
Q' = argmax 3 U7 (@, ()
J#i
. Now the individual cost will be
Ji= ¢/ 9C —UMQi (x)).
Consider logarithmic utility function for the users. Then the allocation and payment would be,

aiC’
Qi = ;
Zj ;

Voo _ Zo‘j 1og(M)

J#i Zm# %

Let us consider the case where user k is malicious and reports U;" to the designer. Then the allocation becomes

Q" = argmgx (Ur(Qr) + (14 0%) ZU;”(Q](J:)))
J#k



Consider logarithmic utility function for the users.

Q* = arg max aj log(Qk) + (1 + %) Z ajlog(Qj(x)).

J#k
The user allocations will be,
Q* o OlkC
P (14 06) Y0
. a;(146;)C

Vi Fk

R RN NS S

It can be observed that the allocation to malicious user increases and that of other users reduce when 6 decreases from 0
towards -1 compared to the case where none of the users are malicious. Therefore the malicious user is able to destroy the
efficiency property of the VCG mechanism. Also,

; osz .
v i #k
@k o+ (L40k) D200 @ ?
. Ozj(]. + F)k)C . .
L= N £ ki
A o+ (L4 0k) D400 @ 7
ajC

Qf = ——1— —
! Zm:k,j Qm

The VCG payment for this case will be,

ak+(1+9k)2‘ Qj
VCGm ZO‘J Jj#k J)

oy + (L4 0k) D

ozk +(1+60k)> .0y
CI\C/CGm_ZaJ og( = J#k J)
£k k m#k,j Qm,

It can be also observed that the malicious users are not made to pay proportional to the loss in efficiency they cause. Therefore,
even the VCG mechanism is vulnerable to malicious behavior. In the following sections we quantify their effect of adversarial
behavior in the mechanisms proposed for network resource allocation.

Here we assumed that the malicious users have full knowledge of the utility fictions of other selfish users. One way is to
use learning or to adopt Bayesian approach by the malicious user.

IV. PRICE OF MALICE IN MECHANISMS

In this section, we quantify the robustness of mechanisms described in the above setting, against malicious players. For
this purpose, we first redefine the metric Price of Malice (PoM (M)) of mechanism M suitable for mechanisms in resource
sharing setting. A similar metric called Price of Byzantine Anarchy is used in [6] to quantify the social welfare loss at Nash
equilibrium point in the presence of malicious users compared to the optimal point, but in a virus inoculation game scenario.
For congestion games with malicious flow concentrated on one malicious player Price of Malice was redefined, based on the
delay experienced at Nash equilibrium point with and without the malicious player in [7]. We now define PoM for network
games with discrete set of players similar to the definition given in [7].

Definition IV.1. The metric Price of Malice(PoM) of a mechanism M is defined as:
> 5es Ui(Q4(2) — 3,5 U (Q5(2))
2jes Ui(Q;(2)) ’

where @Q is the allocation at the Nash equilibrium when none of the users are malicious and Q' is the allocation at the Nash
equilibrium in the presence of malicious users.

PoM(M) :=

Now, we estimate the value of Price of Malice parameter for two networks which differ in user coupling and resource
sharing as described in the previous section.
A. Price of Malice in Auction Mechanisms

We present auction mechanisms [31] for two network coupling schemes, rate control in wired networks and power allocation
in interference coupled wireless networks, and quantify the Price of Malice for both cases. The adversarial behavior considered



in this section is that the malicious players take maximum possible share of the resources and hence try to disrupt others by
denying them their fair share of resources.

Additive Sharing (Rate Control in Networks)

We consider the rate sharing problem with users having separable utility in networks and quantify the effect of the adversarial
behavior on it. Let users with utilities U;(Q;) share a fixed bandwidth C such that vazl Q;i(x) = C, where z; € (0, Tynaz)-
The vector x in this case denotes player flow rates and () the capacity allocated to them [32], [33]. Consider the utility function
given in (6) and the cost of ' user is given by,

I =i = Ui —0; Y Uj,Vi. (6)
jE€S

We need to check whether the user cost functions are convex. The total price part of the cost function is ensured to be convex

in the mechanisms we consider in this paper. For the cost function to be convex in z;, the utility part should be also convex.

This says that the utility functions, should satisfy the condition given in (3).

For malicious users, if the cost function is convex under the above condition and best response can be obtained from the
first order conditions. Since all the user cost functions are convex, the best response points obtained from first order conditions
give Nash equilibrium.

The designer solves the constrained optimization problem

mgx V(Q) < mgxzi: U;(Q;) such that zz: Q;=0C, @)

in order to find a globally optimal allocation () that satisfies this efficiency criterion. The associated Lagrangian function is

then
L(Q) = Z Us(Qi) + A (C - ZQz) ;

where \ > 0 is a scalar Lagrange multiplier. Under the convexity assumptions made, this leads to

oL Lo
50 = UHQ) =X vic A @®)

and the efficiency constraint

oL
e Zi:Qz' =C. ®)

and Q; = 0 for users with U/(Q;) < A.
Let the designer employ the total payment to i*" user as the one obtained in [18] assuming all the users are just selfish in
an efficient auction mechanism M, with proportional allocation which is defined based on the bid of player ¢,

z;
- %
YT tw

After deriving the allocation rule, we next design the pricing rule/function. For this we resort to use of a generator function,
as in [18]. Let us define t = > Tt w is a measure of demand for the resource and which allows us to characterize agent
optimal responses with respect to a parameter which is identical for all agents at equilibrium. The generator function is g(.)
is a function of ¢ to R™ and plays the role of Lagrange multiplier to generate the optimal pricing function. The total payment
of i*" user has several choices, depending on the choice of generator function.

For g(t) = t2,the payment function is derived in [18] as
ci:xiz:xj—i—w (11
J#i
which is convex payment function and is sufficient to guarantee a unique Nash equilibrium.
Let us check for the special case of logarithmic utilities, i.e, U;(Q;) = «; log Q;(z). Consider the mechanism M,.

Qi: (10)

Proposition IV.2. The Nash equilibrium point of the mechanism M, with logarithmic utilities is given as
* @
T = ——
Lot +6;)C
where —1 < 0 < 1.



Proof: By substituting the payment function of the mechanism M, given in (11) in the cost function given in equation
(6) we obtain a convex cost for all the users. This guarantees a unique NE of the mechanism [34] which can be obtained from
the first order conditions. The best response of user becomes

aJ" 00— ;
= m — 77
Ox; (1 + 91)0
by using the fact that selfish users will have the Nash equilibrium point z] = %, from the incentive compatibility property
of the mechanism. |

We can observe that malicious users having —1 < § < 0, will have the Nash equilibrium point as =} > —~-. Therefore,

the malicious users bid higher than the selfish users. The allocation for the regular selfish users, i.e., users with #; = 0 in the
presence of malicious users can be written as

C’
Q, = tC : (12)

7 Oék
des s L+ Y hen 11+ 00)C

Let

, Z*s%‘+2k5L
m:%: je B (1+6y) (13)

Qi > 3
be the ratio of allocation of selfish users before and after the presence of malicious users. Now we obtain the value of PoM
of the mechanism M, at the NE point given in Proposition IV.2.

Proposition IV.3. For th additive resource sharing case, the Price of Malicious PoM (M,) is

> jes @ 1og(r;)
a;C \°
Zjes aj log( Z: @ )
For the case where users are symmetric a; = «, Vi, and only one user is malicious or all the malicious user coordinate to
form one entity, this simplifies to

PoM (M,) =

N—14+2
log(—x—*)
log ()
Proof: The results follow directly by using the allocation given in equation (24) and the value of r; in equation (13) to
the definition of PoM in Definition IV.1. [ |
In the case of presence of malicious users, as 6 decreases from 0 to —1, we can see that the PoM (M,,) increases. We could
observe that the PoM (M,) cannot be bounded for different possible values of 65 and is unbounded when 6}, reaches -1.
We also present another auction-based mechanism, M/, for the case when the bid is equal to the payment. The approximately
efficient, mechanism, M, can be defined based on the bid of player ¢ as,

PoM(M,) =

i = Pi(2)Qi (), (14)
the pricing function >
T+ w
p==E 15
C ; 15)
for a scalar w > 0 sufficiently large such that ). Q; < C, and the resource allocation rule
T
S ) (16)
Zj;ﬁi Tj+w

It is also possible to interpret the scalar w as a reserve bid [35].
Consider now the mechanism M(; for the logarithmic case. The cost function in this case is,

J =z — oy log —0; Za7 log
jJES
where I, = > j2i T +w. The best responses of each user will lead to a set of equations,
o

e '

. Z Z+Zk¢” Vi



We can see that for the selfish users, x; = «;. Therefore, for the case in which there is a single malicious user, the following
polynomial of N*" degree is solved by the malicious user i,

0 Zx7+2k¢17

A unique Nash equilibrium point could be obtained from the intersection of all these points due to the convexity of the cost
function. But it is not possible to have analytical result for the NE in this case. As above, the PoM can be calculated in this
case also but numerically. Therefore, the variation of values of PoM (M) for different values of 6 is given in the simulation
section.

From the above equations, we can see that the Price of Malice of a mechanism can be obtained knowing system parameters
and user preferences and can be bounded above and below (if possible) depending on the range and distribution of these values
for the specific setting.

Interference Coupled Systems (CDMA Power Control)

Consider an auction mechanism in the context of a wireless network and uplink power control setting ( [35], [36]) where
due to the interference coupling the resource sharing is inherently competitive. Let the user utilities be defined as U;(z) =
a;logy;(Q(z)) and the individual power levels, @, satisfy Zi\;l Q; < C, where the signal-to-interference ratio (SINR)
received by the base station is

Qi(x)

e T
C Y Qi) +o

and z; € (0, Tpaz)-

An auction-based mechanism, My, can be defined based on the bid of player 4, with the resource allocation rule
T
Q; = C
' >
which is proportional allocation as first analyzed in [18]. We can see that using this proportional allocation, full utilization of
resource is attained, i.e. ), Q; = C. Now we decouple the user utilities by rewriting ~; as

a7

Qi(x)
Q)= ~—F = (18)
=T+
using the full utilization property. For the allocation given in (17), the SINR is
iC
- (19)

vi(z) = S 50 ra) nl

In [35], it is observed that in systems with sufficiently high SINR assumption U;(x) = «; logv;(Q;(x)) is concave in Q;,
where 7;(Q;) is given by (18). A pricing mechanism given in equation 11 will make the selfish users to report z; = «;.
In the presence of malicious and altruistic users the SINR obtained by the regular users will be,
oziC'
vi(z) = ar (20)
(OZS + Zkel’j’ m)(c + O') — CYZ‘C

a;. Now we give the value of PoM (M) in the following proposition.

- J—
where a® =3 ¢

Proposition IV.4. The PoM of the mechanism My, for the interference coupled wireless system is given as
Zjes a; 105(%)

Ot]'C :
D jes % IOg(fk ak(cw)fajc)

PoM (M) =

In the symmetric case if only one user is malicious, the PoM becomes

(N=1+125-)(C+0)—C)
log( NI(E?—&-U) c )

PoM (M) =
oA log(yroi5o)

A similar behavior of PoM (M) as in the case of additive sharing can be observed for different values of 6. The variation
of PoM (M) for different values of € is given in the simulation section for a specific set of parameters.



B. Price of Malice in Pricing Mechanisms

In pricing mechanisms the users choose their allocation as their strategy or action and do not simply report their valuations
unlike in auction mechanisms. Therefore, pricing mechanisms are indirect mechanisms. Their actions reveal only some
information about their utility function. The pricing mechanisms are more appropriate for modeling distributed systems where
we cannot expect a central authority to allocate resource to the users.

A counterpart of the Price of Malice metric in Definition IV.1 for pricing mechanisms [15], which differ from auctions
by their lack of an explicit resource allocation scheme, can be obtained by replacing Q(z) and Q’(x) with the action vector
without malicious users = and with malicious users x’, respectively.

In the case of additive resource sharing, the users with utilities U;(z;) = «; log x; share the fixed resource sz\; z; = C, and
2; € (0, Typay). Consider an efficient mechanism M., which can be implemented in an iterative way. The efficient allocation
is

where X is the Lagrange multiplier. In the case of all selfish users A = >, «;/C and it will be set as price to the users.
We can observe that in the case of pricing, the utility function of the malicious user is given by,

JjES
We can see that the additional third term does not have direct dependence on z; and does not play a role in malicious user
cost minimization. But, that term is indirectly a function of z; due to the additive coupling in the global objective. The effect
of the additive coupling in the global objective is brought by Lagrange multiplier which acts as the price in the user objective.
Let each malicious user take a share x,,, which can be x,,,,, the maximum share they can use without detection, according
to their utility function, in order to disrupt others. Let A’ be the Lagrange multiplier in this case which will be a different point

than A = >, o;/C. The remaining resource (C'— > 5 %,,) Will be shared among good users, under the efficient mechanism
M..

Proposition IV.5. In the additive sharing case PoM (M.) is,

Y ies 0 log(9°5)
PoM(M,) = /=0 1 2
ZjeS o log( ZZ o )
For symmetric case, where o; = o Vi, it becomes
1 [N
PoM(M,) = &Iﬁﬁ).
log(ﬁ)

A Nash Equilibrium is the equilibrium point of the above mechanisms for the pricing schemes in the presence of malicious
users. It is possible to iteratively compute the NE solution either using best responses of users or adopting a gradient algorithm.
Gradient algorithms often have better convergence properties. Hence, we present a distributed iterative scheme. We assume that
the users instead of jumping directly to the Nash equilibrium take gradient best response. The dynamics of the user behavior
assuming the users are bounded rational is given below. All the users including malicious ones take gradient best response
with respect to their cost function in dynamics given by the iterative algorithm. The iterative distributed mechanism is given
in [37] as,

zi(k+1) = z;(k) — &]* %J;m Vi € B, (22)
Ak +1) = Ak) +rp (D mi(k+1) = C). (23)

The malicious user observing the action of selfish users, updates its action. The malicious user updated action affects the A
update by the designer.

The counterpart of auction in the interference-coupled case for pricing can be obtained in a similar way and the mechanism
can be denoted as M. The variation of values of PoM(M.) and PoM (M) for different number of users is given and
compared with each other in the simulation section.



C. Additional metrics to quantify the effect of malicious behavior

Here we introduce additional metric definitions to quantify the effect of malicious behavior. Our PoM definition is similar
to the externality-price definitions in [26] in the context of altruistic behavior, since we quantify the effect of malicious players
on selfish players. Social Maliciousness Price:

Definition 1. Social Maliciousness Price(SMP): The ratio between the social welfare of players, at equilibrium before and
after the presence of malicious players.

L UA(Q (x
SMP(M) := 2 jeaUs(Q5( >),
> eaUi(Q;(2))
The allocation for malicious users and social welfare with the presence of malicious users in the set B would be:
=C
Q) = a; a7 . (24)
2jes yo T Lkes 1+ 6,)C
a,;C (1 ikﬁ )C
SW™ =" a;log( J o)+ Y o log( k )
j€s Lijesit Lres (T g, beE Lijes it Lres (71 g;)

In the case one user is malicious user among all symmetric users, the social welfare will turn out to be

(1+9k)N710N )
(N =1)(1406,) +1)N

SW™ = alog(

The social welfare with all selfish symmetric users is,

N

SW:alog(%)

Therefore, the social welfare with malicious user is higher if the value of j satisfies the following inequality.
(N-1)(1+06,)+1 x
N )

(1 + Qk)N71 > (

-1
For example with 6 = - the above inequality holds for all the values of NV > 2. This is a Braess type paradox since the
presence of a malicious user improves the social welfare. But it should be noted that this higher social welfare happens at the
expense of the utility of the regular users.

Definition 2. Individual Maliciousness Price(IMP): The ratio between the total utility of malicious players , at equilibrium
before and after they become malicious players.

> es Ui(Q5(2))
e Ui(Q4(2))

The value of this metric for a mechanism can be easily obtained from the value of PoM and SMP. Since the malicious
players always have more utility by being malicious this metric does not create any paradox.

IMP(M) :=

D. Price of Malice of Mechanism with Malicious User Interested in Payment of Selfish Users

In some scenarios, the malicious user would like to make other users pay more in addition to reduce the share of their
resource [38]. Here we consider the kind of malicious users who are interested in the total cost of the selfish users, i.e, she
want to affect the payment along with the resource allocation of the selfish users. The cost of the malicious user in this case

is redefined as,
=T 0> Jj,
jes
where J; = ¢; — Uj, is the regular cost of a user.
Additive Sharing (Rate Control in Networks): Let us take the case of mechanism M, and logarithmic utilities for the users.
For this case, the cost of the malicious user becomes,

J" =zl — o log(;pi + Ii) - eijgs(lej - 10g<$i Ji I; )




(&7}
t(1 4+ 20;)
over bid than his type «, as —% < 60; < 0 to affect the regular users. We can obtain the price of malice for this case as in
Section VIII.

From the first order conditions we obtain the Nash equilibrium point as x; = . We can see that the malicious user

V. CONVERGENCE ANALYSIS OF ITERATIVE DISTRIBUTED ALGORITHM

In this section we analyze the convergence of the iterative distributed algorithm defined by equations (21), (22) and (23) in
the previous section.

Theorem V.1. In the iterative pricing mechanism M® in the Section IV defined by the set of equations (21), (22) and (%3 )
converges to a unique point in the constraint set individually if 0 < k; < M’W’ 0< k"< —,Viand 0 < kp < —,

1 2
where M is the constant which bounds ||D(0J;(x))||,Yx € S, My, is the constant which bounds WD(5JZ”($))||,V$ €S M,
is the constant which bounds ||D(6L(X))||, YA € R;} and D is the Jacobian matrix. The algorithm converges to a unique point
assuming that the Lagrange multiplier update in (23) happens in a slower time scale than the user action updates in (21) and
(22).

Proof: In [39], for analyzing constraint optimization problems, the infeasible points are projected back to the feasible
region. The projection mapping is defined as,
+ : _
[#]" = argmin ||z — 2|
where S is the feasible set.

For the convergence of the gradient projection algorithm the relaxations of Assumptions 3.1 given in [39] (pp. 213) are
to be satisfied as sufficient conditions. The relaxed Assumption 1 says that F'(z) > ¢,Vz € S for a ¢ € R for any F to
be minimized. Both user cost function and the global objective satisfy this. The second assumption is Lipschitz continuity
condition given by,

10Ji(z) = 6Ji(y)[| < K|z —yl[,Va,y € S.

The user cost function are twice continuously differentiable due to the presence of noise term in the denominator of the
interference term. Therefore, we can use the mean value theorem for vector valued functions which states that,

1
5.J:(x) — 8J:(y) = ( / DTy + tp)dt)) - (x — ). i,y € S, Vi

where p=x—y € X,0<¢t<1and D is the N x N Jacobian matrix. The Jacobian matrix D is defined as,

C1 C12 CIN
C21 C2 o CG2N
D(6J;(z)) == . ) . , (25)
CN1 CN2 CN
2 7. 27
where ¢, 1= % and ¢, 1= &
2 0x,0%,,
Using the Caughy-Schwartz inequality,
[10Ji(x) — 0J;(v)|] < Myllx — y||,V,y € S, Vi, (26)

where M is the constant which bounds ||D(8.J;(x))||, V& € S. The set S is convex and (y + tp) € S for ¢t between 0 and
1. For x € S, M; is bounded when the boundaries of S are finite. Similarly, we can define M, as the constant which bounds

2
[|D(6J™(x))||,Vx € S. Therefore, the action update according to equations (21) and (22) converges if 0 < k; < M’W €S
1

2
and 0 < k" < M—,Vi € B for given A and thus prices.

Here we do the distributed implementation by the alignment of users and designer problems. When the designer updates

the prices according to (21),
aJ; dV

dxi n dl‘i.
Therefore, the gradient update in (21) is according to the gradient update of the global objective.
The Lagrange function of the global objective is given by

L= ZwiUz'(%(l‘)) - Z )\i(% — Praz)-




subject to the condition that A\; > 0, Vi. The gradient descent equation for L is given by

Ak 1) = (k) + rp OE

+ B
5 )\i] Vi Q7

The equation (22) is equivalent to equation (23).
Also, we need to prove the Lipschitz continuity of the Lagrange function of global objective w.r.t. the A vector also. From
the mean value theorem,

SLAM) —sL(A®) = ( / 1D(5L()\(2)+tz/)dt))
0

()\(1) — )\(2))7 VAW A ¢ R"

and
SLADY = SLAP) || < My[|]AD) — AP, vAM A3 ¢ R

2
Therefore, the Lagrange multiplier update according to equation (23) converges if 0 < kp < ST for given action vector.

Gradient descent equations under the above assumptions converges according to Prop. 3.4. in [39] %pp. 214).

Since user cost function and Lagrange function of the global objective are convex, the equations converges to a unique point
in the constraint set according to Prop. 3.5 in [39].

The action update happens in a faster timescale and it converges for any given value of the Lagrange multiplier. Lagrange
multiplier update happens in the direction of global optimum once in several time step of the action update. Therefore, the
algorithm converges to a unique point.

Hence proved. [ ]

VI. COLLUSION BEHAVIOR IN NETWORK MECHANISMS

Some of the (malicious) players can form a collusion(group of players) to manipulate the network mechanisms by carefully
coordinating their actions in order to minimize their individual cost. A mechanism is group strategy-proof if it can resist this
group forming tendency of players to cheat the designer. In this section, we investigate group strategy-proofness of a particular
mechanism. Also some metrics are defined to quantify the effect of collusion and expressions are obtained for some of them
in this section.

A. Group Strategy-proofness of Mechanisms

We analyze group strategy-proofness of the mechanism M defined above and check whether the approximately efficient

and strategy-proof mechanism M/, proposed is e-group strategy-proof.

Theorem VI.1. The mechanism M is e-group strategy-proof and

) (28)

€ = max oy (——Fr—
keé <T,fka+1

where

and € ={j:1; < 1}.

Proof: Consider m adversarial users out of N total form a coalition C to cheat the system. Let us take that the bid from
these agents be Ty = xx + §. Now the allocation will be,

~ Tr+0

@ = Z#kxj—l-(m—lﬁ—i-wa vkec
and .
Qi = Zj#a?j—i—mé-i-wc’ V ke A\C.
We obtain costs as,
Jo = @5 + 6 — cu log( 2k +9 C)\V keC.

2 jee i+ (m—1)0 +w
The condition for e-group strategy-proofness is

Jy—Jp <e, VEkecC.



Tk

Jp—Jp = oplog(es—r—r
2Tt w
T+ 0
— d+ailo C
S SIRE TR R
< e VkeC. (29)
This gives,
1) 1 Ste
(1+—)( s ) SexpE VEeEC
T ]
Dk Titw

From the utility function and resulting best response criteria, the true bid of the users is xx = ay. Thus the group strategy-proof
condition for this mechanism is,

1+ O%)(1 " <}n_1>[s ) < exp%: VkeC.
Dk tw
Let us denote, y = O% and
(m—1)ar
Z#k ajtw *

Let us check above condition for different cases.
1) Case 1, p > 0: It can be observed that, for p > 0,
1+
1+ pry

< (1+p) <exph.

Thus for ¢ > 0, e = 0.
2) Case 2, pu < 0: It can be noted that, if x4 < 0, then 0 < || < 1 because the bid from agents & = xx + § should be
always positive. Thus, for —1 < 1 < 0, in the symmetric case the e— group strategyproof condition becomes

1-— e
Bl .
1 — pl7|
This can be rewritten as
|l 1 — |pl an
exp < exp°k .
1 — 7kl
For a given value of 7, maximum value of left hand side is achieved when
b= 72—+ 1

By substituting this value in the above equation, it becomes
ok =
exp i T (1 — 73) < expr .

It can be observed that for 7, > 1, above condition is satisfied for ¢ = 0. For 7, < 1, we know that,
2 — 2 —
exp kTR T (1 — 7) < exp TR TR exp”

Tk

Thus the value of ¢ is obtained as,

2 _ .3
T, — T,
€ = max oy, (—2—F
kee T — T+ 1
where £ = {j : 7; < 1}.
Hence proved. u

B. Price of Collusion

In [25], the Price of Collusion is defined for any game G is at most the maximum price of anarchy of G(P ) over all coalitions
P. In other words, the worst possible ratio between the social cost at equilibrium before and after the collusion scenario.

2.5e Ui (Q5(@))
2jeali(@Q;(x))’

PoC(M) := max



where ()] is the allocation after the collusion formation. Let us consider also alternate definitions of Price of Collusion like
different Collusion Prices defined in [26]. We didn’t quantify the effect of collusion on the network games and mechanisms,
we checked only if they are resistant to collusion. The quantities defined in these previous works can be computed in our
framework.

Definition 3. Individual Collusion Price (ICP): is defined as the worst possible ratio between the total cost of players who
collude at equilibrium before and after the collusion scenario.

ICP(M) := max Ljec Ui(@j(@) )),
¢ Xjec Ui(Q;(x))
Definition 4. Collusion Externality Price (CEP): is defined as the worst possible ratio between the total cost of players who
collude at equilibrium before and after the collusion scenario.

Y jes Ui(Q;())
>jes Ui(Qj(@)”

Consider m adversarial users out of N total form a coalition C to cheat the system. Let us take that the bid from these
agents be T = z; + 6. Now the allocation will be,

CEP(M) := max

~ T+ 0
= C,VkecC
@ 2t (m—1)05+w
and .
Qi = : C,VkeAC.

D ji 0 T mé+w
The utility obtained by each user in the collusion using xj = ayis,

Uy = ay, log( o +9
O e+ (m—1)d fw

C)VEkecC.

ap+d
> kec ok log( S aj+k(J;n—1)5+w C)

Osz ’
S ee ok log(es———
kec D @ T w

ICP(M) :=

It is easy to see that if the size of the collusion is sufficiently high, the colluding users have less total utility than what they
have before collusion. The condition on the size of collusion is,
e O+ W
m> Qujpny +) +1 (30)
875
For our mechanism if the malicious users form a collusion and bid higher individually they loose individually by having
higher cost if the mechanism is group strategyproof from equation (27). But the above expression says as a collusion they
have less total utility for certain values of size of collusion.

VII. LEARNING UTILITY FUNCTIONS BY MALICIOUS USERS

In the previous sections we assumed that the malicious users have knowledge of the utility functions and parameters of the
selfish users. In this section, we examine one way using which the malicious user can have knowledge of the utility functions
and can pose threat to the other selfish users. We study the process of learning the utilities of the selfish users by a malicious
user. The malicious user learns the utility functions of each selfish user using their best response bids or actions as data points.
In pricing mechanisms, the price taking players take best response actions to the the price charged by the designer. We consider
the case where the malicious users use the Gaussian process regression learning to approximate the utility function of players
from their actions, which are considered to be the input data points. Once the marginal utilities of players are learned, the
space of the Lagrange multiplier of the total resource constraint in the designer problem is searched to obtain the optimal
point. In auctions the players bid as a response to the price and allocation designed by the designer. In a similar way as in
pricing, the marginal utilities are learned through Gaussian process regression. Then, the reserve bid parameter in the price
and allocation functions is updated until the optimality conditions are satisfied.

We consider two specific examples of concave, non-decreasing utility functions of selfish users in order to demonstrate the
results,



1) ¢-Utility function, i.e.,
L9

Ui(zi; o) = O‘i%» if > 0and ¢ #1
a;log(z;), if¢o=1

2) Exponential:
Ui=1—-e %% Ve A

We note however that the presented approach is applicable to any non-parametric utility function that satisfies the assumptions
described above. The techniques are also independent whether the utility functions are concave or not and separable or non-
separable. Therefore, the approach in this case can be generalized to a more general case.

We use Gaussian Process (GP) regression techniques in this paper. A Gaussian Process (GP) is formally defined as a
collection of random variables, any finite number of which have a joint Gaussian distribution. It is completely specified by its
mean function m(z) and covariance function C(x, %), where

m(z) = E[f(2)]
and

Cla, &) = B[(f(z) = m(2))(f(Z) — m(2))], Va,& € D.

Let us for simplicity choose m(x) = 0. Then, the GP is characterized entirely by its covariance function C(x, Z). Since the
noise in observation vector y is also Gaussian, the covariance function can be defined as the sum of a kernel function Q(x, %)
and the diagonal noise variance

C(z,z) = Q(x,%) + oI, Va,z € D, (31)

where I is the identity matrix. While it is possible to choose here any (positive definite) kernel Q(,-), one classical choice is

1
Q(z,7) = exp [2 ||x5;||2]. (32)

Note that GP makes use of the well-known kernel trick here by representing an infinite dimensional continuous function using
a (finite) set of continuous basis functions and associated vector of real parameters in accordance with the representer theorem.

The training set (D,y) is used to define the corresponding GP, GP(0,C(D)), through the M x M covariance function
C(D) = Q + oI, where the conditional Gaussian distribution of any point outside the training set, § € X,y ¢ D, given the
training data (D, t) can be computed as follows. Define the vector

k(z) = [Q(z1,7), ... Q(xpm, T)] (33)

and scalar
k=Q(Z,T)+o. (34)
Then, the conditional distribution p(y) that characterizes the GP(0, C) is a Gaussian A(f,v) with mean f and variance v,
f(@) =k"C 'y and v(z) = k — KTC k. (35)

This is a key result that defines GP regression. The mean function f () of the GP provides a prediction of the objective
function f(x). Furthermore, the variance function v(z) can be used to measure the uncertainty level of the predictions with
the mean value f. The learning is shown numerically in the simulation section IX.

A. Learning in Auctions with Malicious Users

GP regression learning is used now to learn the utilities by malicious users in auctions. The first order condition for best
response of malicious user from equation (5) gives

aJm oU; 0Q);
=0=c, —U -6, 1 =
Ox; Z 6Q] Ox;
We could see that the malicious user requires the marginal utility of all selfish users, i.e., 3 Q Vj # 1 for calculating the best
response. But for selfish users !
’ oU; 0Q); —0, vy
8Qj 833j ’ ’

Therefore, by observing the best response bid, the marginal utilities of selfish users can be obtained by malicious users since
the allocation and pricing are common knowledge.



To illustrate the approach, consider the case of logarithmic utility function weighted by a positive scalar parameter «, i.e.,
U; =a;logQ; Vie A

The best response for selfish users is x} = «;. The unknown «’s are then learned in single iteration from the bid.
Consider next the alternative case of exponential user utilities,

U =1-—e%% Vie A

In this case z} = Sa log CS;, . So to learn o’s using the bids, a single iteration is needed and the malicious user can calculate

the best response in next iterations based on the bids of selfish users.
In the case of general user utilities, however, multiple steps of the regression algorithm are required in order for the malicious
user to characterize the selfish user utilities with sufficient accuracy.

B. Learning in Pricing Mechanisms with Malicious Users

In this section, regression techniques are used to learn the user private utilities by the malicious user for implementation of
pricing mechanisms. The best response equation for the malicious user is

P, —Ul(x;) _glzw —0.
j€s i

oU,
The malicious user requires the shape of marginal utility of all selfish users, i.e., a—JVj # ¢ for calculating the best response.
.

The malicious user observes the prices for M slots {P;,---, Py} set by the social ]planner which is same for every user and
the response by each selfish user ¢ which contains bid vector {x;1,- - ,z;p} Vi. Let the corresponding scalar marginal utility
values at those points U/ (x;1, -+, U/(z;p) Vi which are equal to the prices. Assume that the observations are distorted by a
zero-mean Gaussian noise, n with variance o ~ N'(0, ). Now let the Gaussian vector obtained is, {91, - ,yinr} Vi where

Yim = U (2im) + n; Vi.

These data points can be used for the online learning of the marginal utilities by the malicious user. The algorithm of learning
is given below.

Algorithm 1: Regression Learning of User utilities in Pricing Mechanisms by Malicious Users
Input: Designer: Global objective.
Input: Regular Users: Utility functions U;(z;)
Input: Malicious User: Utility functions U™ (x;)
Result: Learned utility functions U (z) Vi, optimal prices, and efficient allocation vector z*

1 repeat

2 begin Designer:

3 Update the value of A\ using A\, 11 = A\, + HD(ZZ» T; — C) ;

4 Using U;, find the corresponding values of x;

5 Continue until ZZ x; = C and denote the corresponding )\, as \,..;
6 Set \,.., as the user prices, P; ;

7 begin Regular Users:

8 foreach Regular Users i do

9 ‘ Take action Z;,e,, as response to the prices P;;

10 end

1 end

12 Malicious User: Observe the player actions Zjpeq V2, m ;

13 Add the values of A, and x,eq, to the initial data set points;

14 Update user utility estimates U, and variances v; for all the users based on the updated data set using GP;
15 end

16 until convergence;

A Gaussian regression technique as described above is used to estimate the marginal utility functions Uil’ of the selfish users
from which the utility functions can be constructed. The simulation results showing the learning is given in the Section IX.



VIII. RESPONSE MECHANISMS TO MALICIOUS USERS

The robustness analyses in the previous sections only measure the effect of selfish and malicious users but does not provide
a way to encounter them. In this section, we consider a possible response schemes to adversarial behavior, based on softer
punishment scheme using differentiated pricing.

A. Differentiated Pricing

We consider a softer response scheme than blocking towards malicious users after explicit detection based on any well
known (threshold) detection scheme. There are numerous methods of detection already available as given in PART IV of [40].
The response mechanism is implemented by the designer by deploying a differentiated pricing. First, we define a trade-off
metric T'(M) for quantifying the vulnerability of a pricing-based response to a mechanism M. This metric provides a way
to measure the trade-off between the damage due to malicious users and how much effort (price) it costs them to create this
damage.

Definition VIIL.1. A metric for quantifying vulnerability of a pricing-based response mechanism against a set of malicious
users B C A is defined as: )
ran) » Ties @) = Tyes V(@)
ZkeB ck(z)

and the lower bound is achieved in the best case scenario of perfect differentiation in terms of pricing.

Now we utilize this metric to evaluate the properties of the differentiated pricing scheme on example networks. A necessary
assumption we make in this subsection is that malicious users stay within the system and do not have any means to evade the
pricing mechanisms imposed by the designer. This assumption is relaxed in the next subsection.

Auctions for Additive Sharing

We derive now a differentiated payment function to counter the malicious behavior of users. It is assumed here that the
designer knows the value of 6 of malicious user. In practical problems, this is not realistic and the designer needs to make
the decision on payment function entirely based on user bids. Therefore, we assume that after detecting the malicious user
using a threshold detection scheme based on the bids, the designer punishes the malicious users with a price function assuming
0 = —1, i.e, extreme maliciousness. Alternatively, once can couple this parameter with the confidence of the detection scheme
used, i.e. low 6 values for high probability of malicious behavior and vice versa. The best response of the i*” user who tries
to minimize her cost in terms of the signal or bid to be sent is obtained by computing

8J;  Oci Ui Yojui T T

Oy Ox; 0Q; (L an)?
This condition is necessary and sufficient for optimality. Then,

oU;(Q:) (X y,)? %

( ST
8Ql Zj;éi € 81‘2 /j;éi €5 Zk Tk

0. (36)

%
i i Dk Tk

tQ;
Let us denote ¢t = 3, x;, then z; = gl and

ij:t—xi:t(l—%).

j#i
Doing the substitutions,
awu;(Qi) t o 0ci(Qit) 1
.~ @ )
—6 J#i

When we compare (37) and (8), we can see that f(Q;,¢) is equal to the Lagrange multiplier \. Since f(Q;,t) is a function of
@;, there will be unequal marginal valuations at equilibrium. For efficient allocation we need to obtain a price function which
will induce a f(Q;,t) which will give identical marginal valuations at equilibrium [18]. For this we make f(Q;,t) independent
of @; and derive corresponding price function. Let f(Q;,t) = g(t) where g(t) is the generator function and

de; Zj;éixjg(t) o, 1 a;
ORI T




By integrating over x;, we obtain

() = (S+2J¢1 J T
Cz( ) - /0 (S-’-ZJ#MCC] d ; J

T ds ;
&/ _ By (38)
0 S+Zk;ﬁj T z?é:

For g(t) = t3, we obtain

cilw) = %((ZW—(ZW)
J J#i

0;log(1 + (39)

Zj;éz‘ Ti wm i

Let us assume that the users except i*” user are merely selfish due to the payment function of the mechanism they report
x; = «. If the designer punishes the users who are detected as malicious with a payment in which 6; = —1, then the final
pricing function becomes

() =2 »_a; +log(1 Z =)W -1 (40)
J#i J#id
For this cost function to be convex

N < + 1.

Zj;ﬁi %‘(Zj x;)?
2

Now we can define a mechanism M,,, which is defined by the allocation rule given in (10) and pricing rule given by (40) for

malicious user and by (11) for regular user. Note that in this differentiated pricing scheme, the malicious users who will try to

bid something higher than its private value will have to pay an additional amount proportional to their bid. Also, the payment

by the malicious user is not convex. But this does not affect the equilibrium since anticipating the additional payment the

malicious user will bid taking the best response according to the cost with payment given by equation (11) which is convex.
The tradeoff-parameter of mechanism M, is given by,

> jes @ 1og(r;)
T .
Dien iz %y Tlog(l+ =——)(N —1)
Z VE) Lj
Such a differentiated pricing scheme is widely used today in various settings, such as network access. For example, if some
users of an Internet Service Provider (ISP) are creating burden to the network by using much higher amount of resources above
a pre-determined cap, they are priced differentially higher compared to other users. This reality is captured in our model since

the higher usage above a threshold is punished even if it is not coming from the disproportionate use due to malicious nature.
In a similar way, a differentiated pricing mechanism can be also derived for interference coupled CDMA systems.

T(M,) >

Pricing Mechanism for Additive Sharing

Let us consider the counterpart of pricing mechanism in additive sharing given in the previous section and study the effect of
the differentiated pricing in that case. As one possibility we model the utility function of a malicious player as U;(z;) = %%,
which reflects aggressive behavior in terms of resource demand. Note that this is still private information unknown to the
designer. As a result, A malicious user takes a share of x,, € (T + €, Zmqz), Where T is the mean and € is some integer
multiple of standard deviation of the demand vector z.

In order to counter the malicious behavior, the designer deploys differentiated pricing as part of a new mechanism M.,
which is a modified version of M. It is characterized by the pricing function

pd _ flri(x; — (T+e€))) forx; >0b
P fora; <b’

where b is determined by a statistical method, for example b = T + ko,, where T is the mean and o, is standard deviation
and P; is the pricing function in the original mechanism. The function f(.) is selected suitably depending on the utility
functions of selfish and malicious users. If it is assumed that selfish users have continuous and differentiable concave utility
function and malicious users have convex utility functions, then f(.) can be a continuous and differentiable convex function.
For the logarithmic utility function assumed here for selfish users, we take f(.) as exponential function. The value of b can be



obtained alternatively from a clustering method or another Maximum-likelihood algorithm. Note that, the designer punishes
the malicious players by employing a price function which increases exponentially with the share of resource taken by them,
i.e. if they deviate too much from the mean behavior and create a significant burden on the system.

For the case of exponential pricing function, T'(M.) is obtained as,

Zjes Q; 10g(£:\<;i)
EiEB eﬁi(xi_(f'i‘f)) ’

In the symmetric and only one malicious user case, it becomes

log($2)
T(M.) 2 o =aray

T(M,) >

Pricing Mechanism for Interference Coupled Systems

Consider the case of pricing in interference coupled systems given in Section IV. To counter the malicious behavior, the
designer introduces a new mechanism M; which employs the differentiated pricing given by

{f(’ii('yi(l'ivxi) — (T +e,x4))) fora; >b

pe —
P foraz; <b’
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In the case of logarithmic utility, P; = A+ ki %, where )\ is the Lagrange multiplier of the associated optimization problem
J
and I; := 3, ¥; + o is the interference affecting player  [16], [17]. For the mechanism My, the trade-off metric T'(My)
can be obtained in similar way as for additive sharing case. The variation of values of T'(M,) and T'(M) for different number
of users is given and compared with each other in the simulation section.

IX. SIMULATIONS

In this section, computer simulation results are presented to show the different parameters of the proposed mechanisms.
First, the Price of Malice PoM (M,,) and PoM (M,) of auction mechanism for additive sharing M, and interference coupling
My, respectively, using the setup in Section IV by varying the value of § from —1 to 0. The number of users N = 50 out
of which 10 users are taken to be malicious with same 6 value. The other system parameters are C' = 30 and o = 1. The
simulations are done by generating the player preferences a’s according to a uniform distribution on the support set [0, 10]
and plotted in Figure 1. It can be observed that value of PoM (M,) and PoM (M,) decreases as 6 varies from -1 to O as
expected.

We next compute the Price of Malice PoM (M..) and PoM (M,) for the pricing mechanism for additive sharing M, and
interference coupling M, respectively, using the setup in Example 3 by varying the number of users from 8 to 15. The
simulations are done by generating the player preferences «’s according to a uniform distribution on the support set [0, 2]
and repeated 100 times. Then, the mean and standard deviation of the obtained PoM (M) values are plotted in Figure 2. The
number of malicious users is fixed at 3, C = 5, 0 = 0.5 and x,,4, = 1. The malicious users take an allocation x,,,, and
remaining share is allocated using respective iterative algorithms among good users. The quantities PoM (M..) and PoM (M)
are plotted in Figure 2. It can be observed that, for a fixed number of malicious users, as number of users increases the
mechanisms become more robust, as expected.

Next the variation of value of e for the e-group strategyproof mechanism M, is simulated. The variation of value of €
defined in (28) with number of malicious users for the mechanism M, is plotted in Figure 3. The total number of users
including the malicious users is fixed at 20. We can observe that the value of e increases as the portion of malicious users
increases, as expected.

Next, the trade-off parameter T (M) is plotted for auction mechanism M,,, for additive sharing for different values of 6 in
Figure 4. The users having x > T + 2 o, are priced differentially as described in Section VIII.

Finally, the trade-off parameter T'(M) is plotted for pricing mechanisms M, and M in Figure 5. An iterative algorithm
as given in [17] is used to obtain allocation and prices. The other parameters remain the same as those used to generate the
Figure 2. It can be seen from Figure 5 that mechanism M performs better than M, in this case, possibly due to the coupling
involved. In Figure 6, for the pricing case the actual marginal utility curves for 3 users with logarithmic utilities are compared
with marginal utility curves constructed using initial data points and the online algorithm given in VII. We can observe that
near the optimal lambda value the estimation of the function is better with the online algorithm than with only initial data
points, as expected.

X. CONCLUSION

We have studied adversarial behavior in network resource allocation schemes including pricing and auctions by adopting
a mechanism design approach to measure and counter it. First, we have analyzed the robustness of the existing network
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Fig. 1. Price of Malice PoM (M) of the auction mechanism for additive coupling M, and interference coupling M, for varying values of 6.

mechanisms to adversarial behavior, which ranges from extreme selfishness to destructive maliciousness, using a quantitative
metric Price of Malice. We have considered two types of coupling of resource sharing, additive and interference coupling. In
the pricing case an iterative distributed algorithm is proposed and its convergence is analyzed. Next one of the mechanism
is proved to be e-group strategy-proof against the collusion behavior of malicious users. Then learning methods are used
to estimate the marginal utilities of selfish users by the malicious user. In the simulation, we show that the functions can
be approximated well by the Gaussian regression method. Next, we have presented one method to counter such adversarial
behavior which is a differentiated pricing to punish the aggressive user. Finally, the results obtained have been illustrated with
multiple examples and numerical simulations.

Future research directions include obtaining bounds on the parameters dealt in this paper and behavioral detection schemes.
It is also an interesting direction to analyze the effect of altruism or partial altruism of some of the users in this context, as
in the work [14].
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XI. APPENDIX

Definitions:
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The properties of mechanisms considered in this paper can be formally defined as follows.
Definition 5. Efficiency: Efficient mechanisms maximize designer objective, i.e. they solve the problem max, V (x, U;(x), ¢;(x)).
Definition 6. Nash Equilibrium: The strategy profile * = [z7,...,27%] is in Nash Equilibrium if the cost of each player is
minimized at the equilibrium given the best strategies of other players.
Ji(x;,xt;) < Ji(x,27),Vie Ajx; € X

Definition 7. Dominant Strategy Equilibrium: The strategy profile & = [Z1,...,Zy] is in Dominant Strategy Equilibrium if
the cost of each player is minimized at the equilibrium irrespective of the strategies of other players.

Ji(Zi,w—) < Ji(wi,w_y), Vi€ Ajwy € Xj,o_y € X
Definition 8. Strategy-proofness or Dominant Strategy Incentive Compatibility: If the players do not gain anything by
reporting a value other than their true value in the dominant strategy equilibrium, i.e.

Jl(a:f,x_z) < Ji(xg,x_i),Vi S .A, r, € Xjx_; € X_;

t

where z* is the original value vector, and z’ is the “misrepresented” value or action, then the mechanism is strategy-proof.
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Fig. 6. Marginal Utility curve for logarithmic utilities constructed using initial data points and the learning method given in VIIL.



