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A B S T R A C T

Increasingly, large organisations are turning to cybersecurity leaders to protect their information resources
against attack. However, because cybersecurity leadership roles are new, educational literature and practice
targeting this role are nascent. In this systematic review, we assess the value of case-based learning (CBL) in
educating cybersecurity leaders. We also aim to discover what gaps, if any, exist in this body of research. We find
that cybersecurity leaders’ attitudes and metacognitive abilities are important but overlooked elements of their
competence, and that CBL has potential to develop these competencies. The article concludes with a competency
matrix and agenda for further research.

1. Introduction

Modern organisations face an evolving challenge in protecting their
information and IT infrastructure [1,2]. Threats facing businesses,
governments, and not-for-profits can change rapidly, and an attack on
information resources can stop an organisation in its tracks. In the
infamous 2020 SolarWinds attack, for example, advanced persistent
threat actors took a blended approach, using a novel technique to inject
malicious software, mimicking legitimate communication protocols,
and using anti-forensic techniques to cover their tracks [3,4]. Thousands
of customers downloaded the affected code; compromised clients
included Microsoft, the Cybersecurity and Infrastructure Security
Agency (CISA), and even the Pentagon [4]. Estimates of the annual
global cost of cybercrime reach into the trillions—one firm predicted US
$8 trillion for 2023 alone—well beyond the annual global costs of nat-
ural disasters [5]. Industries with the highest exposure to incidents
include hospitals and basic utilities [5], meaning that the costs of in-
cidents are not just financial. When hospitals are unable to treat patients,
or aged-care facilities are unable to turn on heat or air conditioning, the
costs can include human lives [5,6].

With such challenges to face, cybersecurity has ceased to be a low-
level operational problem—responding to such incidents effectively
“requires command, control, and coordination” to enable teams to

“develop situation awareness, adapt to the rapidly evolving situation,
raise the necessary resources, and respond to threats” [7, p. 1]. Unless
cybersecurity leaders can coordinate effectively across the whole orga-
nisation, they risk inadequate incident responses and even delayed
incident detection [8]. In other words, organisations now exist in an
environment filled with severe, unpredictable threats and need strategic
leadership to survive them.

Increasingly, large organisations are engaging high-level cyberse-
curity leaders—such as Chief Information Security Officers (CISOs)—to
lead the effort in protecting information resources against such threats
[9,10]. Cybersecurity leaders’ roles are unique; they are distinct from
operational cybersecurity roles in their need for business strategy and
communication skills [11] and are distinct from other leadership roles in
their need for command and control against active attackers [7,12].
From this unique position, they play a vital enabling role in the broader
business. Protecting the organisation’s data, information, and knowl-
edge enables the firm to pursue innovative new products, and protecting
the organisation’s technological infrastructure supports its overall
operational continuity [1]. Given recent changes to the US Federal Trade
Commission regulations, the cybersecurity leader brings these protec-
tion skills to the boardroom [10,13].

Initial professional education is unlikely to equip graduates with this
unique skill set, as many cybersecurity knowledge frameworks are
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operationally focused [14,15]. Hallett et al. [14] compared four
frameworks against the UK Cybersecurity Body of Knowledge (CyBOK),
including the National Initiative for Cybersecurity Education (NICE) and
the Institute of Information Security Professionals (IISP). Although all
five frameworks cover a wide range of topics from CyBOK, they are
heavily focused on operational roles relating to network, software, and
hardware security [see 14, p. 6]. Cybersecurity graduates educated
using these frameworks will be well prepared for operational roles [15];
however, once they progress to leadership, cybersecurity professionals
need skills beyond the technical [9,11].

As they progress to leadership positions, cybersecurity professionals
are struggling to find high-quality leadership education targeted to their
role [9]. This assertion may seem counterintuitive. Industry bodies do
provide high-quality certifications for managers and advanced practi-
tioners, such as the Certified Information Security Manager® (CISM®),
COBIT and CGIET certifications, administered by ISACA, as well as the
Certified Information Systems Security Professional (CISSP) manage-
ment certification run by (ISC)2. Universities are even providing Master
of Cybersecurity degrees that aim to impart management skills (e.g.,
University of Queensland [16]). Nonetheless, the CISSP domains remain
highly operational, centring on such areas as network security, identity
and access management, and security operations [17]. Master of
Cybersecurity curricula continue to be dominated by similar concerns
[18,19]. The CISM® domains are more comprehensive [20].

Ongoing struggles in organisational practice suggest that some
competencies are missing from our existing educational frame-
works—something that differentiates strategic leadership from man-
agement [21–24]. After a series of workshops in 2022, Hielscher et al.
found interviewed CISOs “to be somewhat detached from the organi-
sation and its day-to-day business” [21, p. 11]. In 2013, Ashenden and
Sasse found that CISOs could inadvertently hinder information security
by expressing an autocratic stance in discourse [22]; in 2022, both Da
Silva [23] and Da Silva and Jensen [24] noted that CISOs can inadver-
tently contribute to their own isolation by their use of specialist and
fearful language. This disconnect itself is unsurprising; a recent global
survey of CISOs found that they still largely have a technical education,
technical professional experience, and have their time dominated by
technical risks [25]. Recent research still shows CISOs striving to obtain
legitimacy with the C-suite and board [10]. Given this disconnect, and
the continually evolving nature of the field, there is scope for researchers
to continue to work with industry to “to compare the ever-changing
skills of the field as they relate or need updating based upon changes
to technology, the landscape, and computing power” [9, p. 275].

The first step in addressing the challenges in cybersecurity leadership
education is to refresh our understanding of the competencies needed
[26]. Our choice of the word competencies rather than skills is deliberate;
we seek to understand cybersecurity leadership from a situated pro-
fessionalist viewpoint, situating competencies into their professional
context, as well as from an integrated occupationalist viewpoint, inte-
grating the necessary knowledge, skills, and attitudes (i.e., compe-
tencies) into one framework [27]. Like many knowledge frameworks,
our framework of competencies for cybersecurity leaders necessarily
will include a range of knowledge areas. Like previous research efforts,
our framework will include a range of skills as well; however, we
consider that performance is affected by conative/affective components
as well as cognitive components [28], and thus attitudes also must be
considered. In summary, this paper teases apart the knowledge and skill
facets, incorporates relevant attitudes, and situates the competencies in
the real-world challenges facing the modern CISO.

As discussed above, this paper looks beyond the current certifications
to generate our competency framework. Whitten [29], Haqaf and
Koyuncu [30], and Smit et al. [31] also have investigated aspects of
leadership competencies in recent years. However, Smit et al. [31]
restricted their analysis to soft skills, and Haqaf and Koyuncu [30]
assessed skills only, not all dimensions of competencies. Furthermore,
cybersecurity leaders’ roles are constantly changing [1,30] and not very

well understood [24], which suggests that all three analyses [29–31] are
best considered as components of a broader body of literature. Our first
objective in this paper, therefore, is to survey the existing literature and
generate a framework of competencies required by cybersecurity
leaders, yielding our first research questions:

RQ1. What insights can be gained by applying a multidimensional com-
petency lens to cybersecurity leadership?

RQ2. What is the current state of understanding of the competencies of
cybersecurity leadership in extant literature?

To provide strategic advice, cybersecurity leaders also require
educational methods tailored for strategic roles [32]. In this paper, we
explore one such education method—case-based learning (CBL)—and
its suitability for educating cybersecurity leaders. Evidence suggests that
learning with cases is valuable for executive learners [33,34]. For
example, in reflecting on the experiences of Harvard Business School
educators, Garvin [33] described how cases provide executive learners
with a connection between their experiences and relevant theory.
Rosenbaum and Shermis [34] found that scenarios enable information
systems executives to test actions and consequences in cases that closely
mimic their real lives.

Nascent evidence also suggests that CBL may be valuable for
cybersecurity leaders specifically [35–38]. For example, Ahmad et al.
[35,37] found that using a teaching case in information security man-
agement courses led to active debate, increased engagement, and an
improved ability to apply a business perspective to information security.
Indeed, IS researchers Cram and D’Arcy [38] explicitly called for re-
searchers to write and make available more teaching cases to address
“the increasing business focus of security education” [38, p. 33]. How-
ever, the body of literature exploring CBL in cybersecurity education is
nascent, and for cybersecurity leaders, smaller still. This scarcity of
research presents both a constraint and an opportunity; although there is
not a significant body of literature exploring CBL for the relevant group
of learners, there is an opportunity to review literature exploring CBL for
the relevant group of competencies. Such a review can import insights
from a variety of industries that conduct scholarship of teaching and
learning. Consequently, after investigating the competencies needed by
cybersecurity leaders, this paper evaluates the applicability of CBL to
those capabilities. This aim yields our third research question:

RQ3. To what extent is CBL applicable to the competencies of cybersecurity
leadership?

This paper contributes to the literature by presenting an agenda for
empirical research. We identify gaps and biases in the extant literature
and propose research questions and methodologies to explore both
cybersecurity leadership and the potential of CBL. Furthermore, this
paper contributes to practice by presenting an updated competency
framework for the cybersecurity leader. This framework requires
empirical validation, as set forth in the research agenda, but the pro-
posed set of competencies represents the current understanding of
cybersecurity leadership in the literature. Finally, the paper contributes
to practice by proposing specific embodiments of CBL that educators can
use in their teaching.

This article is structured as follows. First, we provide relevant
background on the concept of competencies and on CBL approaches.
Then we set out our methods for addressing both research questions. We
follow the systematic review methodology set out by vom Brocke et al.
[39] to collect data, followed by a content analysis approach for data
analysis. In our results regarding the competencies required by a
cybersecurity leader, we present a matrix of knowledge, skills, attitudes,
and roles, followed by a description of each role. In our results on the
value of CBL, we present a report of the competencies CBL is particularly
suited to developing. We then synthesise our findings to describe the
cybersecurity leadership role and propose the cybersecurity leadership
competencies supported by CBL. We conclude by describing the gaps in
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the existing literature and presenting an agenda for further research.

2. Background

2.1. The competency lens

The twin concepts of competence and competency have been hotly
contested with respect to their meaning and their value to education.
However, in a review of the literature, Blömeke et al. [28] noted several
areas in which the field generally agrees. First, that the concept of
competence is defined, in general, with respect to real-world situations;
it is bound up with performance in actual tasks or scenarios. Second, that
the term competence is an holistic term, referring to the overall ability to
perform; whereas competency is an analytic term, referring to individual
facets of competence. Salman et al. [40] brought additional nuance to
their review, noting that in some cases, the terms competence and com-
petency are used in similar and even overlapping ways. In this paper, to
clearly differentiate the two concepts, we proceed with the agreements
noted above and summarised in this passage by Mulder [41, p. 111]:

Professional competence is seen as the generic, integrated, and
internalised capability to deliver sustainable effective (worthy) perfor-
mance (including problem solving, realising innovation, and creating
transformation) in a certain professional domain, job, role, organisa-
tional context, and task situation. Competence consists of various com-
petencies. A competency is a part of generic competence; it is a coherent
cluster of knowledge, skills, and attitudes that can be used in real per-
formance contexts [41, p. 111].

In other words, this paper uses competence to refer to an individual’s
overall capacity to perform in a role. Because competence is internal, it
must be inferred from observed performance or behaviours [28,40,42].
We use competency (plural: competencies) to refer to individual attributes
[28,41,43].

Many subcategories of competencies have been proposed, including
not only knowledge, skills and attitudes but also, variously, motives,
self-image or self-concept, values, and even intuition [40,41,44-46]. The
field generally has shown wide agreement in dividing competence into a
cognitive component—consisting of traits like knowledge and
skills—and a conative/affective component—consisting of traits such as
attitudes [28,40]. Furthermore, within the cognitive component, a dif-
ferentiation between knowledge and skill has been generally accepted
[44,47,48], drawing on an older division between “knowing that” and
“knowing how” proposed by Ryle [49].

A separate debate about the value of competence-based education
has typically included criticisms of excessively partitioned checklists of
tasks, as well as criticisms of the limitations of the construct of compe-
tence with respect to liberal education [27,42]. However, the value of
competence as a construct has been more widely accepted in profes-
sional settings and in professional education [27]. It also is possible to
move beyond a granular, task-based approach, grounded in functional
behaviourism, by shifting the focus toward an integrated occupationalist
and situated professionalist viewpoint [41]—that is, by integrating
clusters of competencies and applying them to higher-level domains or
“roles” [42,44].

Other theorists, while not denying a division between skills and
propositional knowledge, do raise questions about what “knowing”
looks like when put into practice. Schön, questioning a positivist view of
professional expertise, proposes knowing-in-action as a distinct type of
knowledge [50,51]. Eraut, discussing theory and propositional knowl-
edge, proposes that knowledge “rarely gets taken off the shelf and
applied without some kind of transformation” [43, p. 157]. Schön
similarly describes the processes of reflecting-in-action and reflecting-o-
n-action as processes by which knowledge is generated in analysing new
professional challenges [50,51]. Therefore, while the integrated com-
petency model of knowledge, skills, attitudes, and roles addresses many
of the attributes needed to produce professional competence, educa-
tional literature points to another dimension, another kind of

competency not captured by the integrated model.
Notably, processes akin to reflecting-in-action feature heavily in

models for more advanced practitioners [43,47]. Writing on compe-
tencies for management, Eraut [43] describes control knowledge, a
complex concept including reflection, self-evaluation, and organising
one’s knowledge. He describes this metacognitive form of “knowledge”
as “the means by which one uses all the other forms of knowledge” [43,
p. 81]. Similarly, when differentiating between professional competence
and expertise, Evers and van der Heijden [47] add metacognitive
knowledge and conditional knowledge. In this definition, if knowledge is
“knowing that” and skill is “knowing how,” then conditional knowledge
is “knowing when and where or under what conditions” [47, p. 87].
Indeed, Evers and van der Heijden [47] claim that “expert” status re-
quires a practitioner to have “analytical techniques used only in new
situations” [47, p. 88], a description bearing similarity to
reflecting-in-action [51]. In these passages, we glimpse an attribute for
advanced practitioners that enables professionals to analyse complex
situations, analyse their own knowledge and skills, and decide what
action to take.

Reviewing the work of Schön and others, Cheetham and Chivers [52]
integrate reflection into their conception of professional competence.
They do not include reflection as a category alongside such attributes as
knowledge, skills and attitudes but instead describe reflection and other
“meta-competencies” as “permeating” the core components [52, p. 269].
This structure accords with Eraut’s definition of the reflective “control
knowledge” as the means by which professionals make use of other
competencies [43].

For the purpose of this paper, we examine the competencies of
cybersecurity leaders as a desirable end state so that we may design and
direct cybersecurity leadership education appropriately. This examina-
tion also will enable us to evaluate educational methods, as effective
methods then can be defined as those that help a cybersecurity leader
develop the target competencies.

We propose to follow the broadly accepted division between
knowledge and skills, and the further division between these cognitive
facets and the conative/affective facet (i.e., attitudes). To situate these
attributes in professional context, we further propose to use the inte-
grated approach described by Gonczi et al. [44] and Hager [42],
applying these internal traits to high-level tasks or roles. Thus, for our
purposes, competence consists of:

• Knowledge: an understanding of concepts, principles, rules and
procedures;

• Skills: abilities as applied in practice;
• Attitudes: desires and values; and
• Roles: higher-level areas of practice to which knowledge, skills, and
attitudes are applied, also called domains or functions [44].

Because our long-term research aims are ultimately directed toward
educational practice, we deliberately selected a streamlined competency
model, one that practitioners can use to generate intended learning
outcomes. For that reason, in this paper we do not further subdivide the
conative/affective component into such aspects as motives, values, self-
image, self-concept, or intuition [40,45,46]. We do not deny that these
concepts are valuable; however, in this systematic review of the litera-
ture on the role of the CISO, we do not anticipate the extensive writing
on the conative/affective component that would justify further analytic
divisions. Instead, we use the umbrella term attitudes, as used by Gonczi
et al. [44], Mulder [41], and Mulder and Winterton [27]. Similarly, we
do not subdivide knowledge into further categories; rather, to make our
framework accessible to practitioners, we broadly group all compe-
tencies related to recall or understanding as “knowledge” and all com-
petencies applied in practice as “skills” [44,49].

We propose including the metacognitive/reflective attribute in our
analysis for cybersecurity leaders, who indeed are advanced practi-
tioners who regularly encounter new, complex professional challenges.

A. Anderson et al.
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For ease of communication, we propose using the term reflection to refer
to the reflective “meta-competency” described by Cheetham and Chivers
[52], as well as the reflective elements described variously as meta-
cognitive knowledge, conditional knowledge [47], control knowledge
[43], and reflecting [43,52], whether real-time reflecting-in-action or
deliberative reflecting-on-action [50,51]. Like Cheetham and Chivers
[52], we do not propose to use reflection as a component alongside
knowledge, skills, and attitudes. Instead, we consider reflection to be a
“matrix competency” or “meta-competency”—the means by which one
uses the other competencies [43]. As with the other dimensions, we do
propose not to further subdivide this “meta-competency” into its
multifaceted parts, but rather to acknowledge the role of reflection in
enabling practitioners to deploy their other competencies.

This model allows us to investigate the capabilities needed by
cybersecurity leaders, the roles played by cybersecurity leaders, and
explore how these leaders can apply capabilities to professional situa-
tions in context. This integrated approach also has the advantage of
laying bare the subtle requirements that often are skipped in lists of
necessary skills. For example, in the 2010s, engineers from a competing
firm combined a range of tactics to steal information about a mobile-
phone testing robot [35]. Improved communication amongst physical
security, information security, vendor management, and R&D personnel
could have stopped the attack sooner, but the disconnects in commu-
nication almost certainly were not due to a lack of communication skill.
Rather, the personnel involved needed knowledge of what information
was salient to communicate and with which departments, and a
commitment to maintaining organisational situational awareness [36].
We propose that cybersecurity leaders facing novel situations like these
are likely to require conative/affective traits (i.e., attitudes) as well as
the reflective ability necessary to select and deploy relevant skills.

2.2. CBL

In addition to industry certifications, most cybersecurity pro-
fessionals pursue undergraduate or postgraduate education at univer-
sities [53]; however, most university education continues to adhere to
traditional, lecture-based modes of instruction [54–56]. Although
lecture-based learning continues to offer value [57], many analyses have
found that effectiveness improves when integrating active,
student-centred learning techniques [55,58–60].

CBL is one such student-centred learning approach, which uses hy-
pothetical or real-life scenarios to give learners practice in applying
concepts to professional situations. As discussed in the Introduction,
research on cybersecurity leaders continues to show a disconnect be-
tween these leaders and the rest of the business [10,21,22,24], and early
research about CBL proposes that it is valuable for bridging precisely this
kind of gap [35–38].

What is meant by the term “case-based learning” depends to some
extent on the occasion; embodiments of CBL vary widely. Differing
definitions of CBL abound; Jonassen’s [61] typology describes em-
bodiments ranging from learners reading cases as examples to learners
constructing new cases themselves. Nonetheless, the literature does
point to a few characteristics of effective CBL. High-quality CBL often
involves a well-facilitated discussion of the case [62] and, for
higher-order learning outcomes, solving a problem based on the sce-
nario rather than simply discussing the events [61]. This experience can
be enhanced by thoughtful use of multimedia [63]. To maximise effec-
tiveness, educators also can consider the learning sequence carefully; for
example, an educator might choose to present a case before presenting
the relevant theory, so that the theory is situated in a narrative context
[63]. These techniques can vary but all retain the core characteristic: a
learning experience centred around a narrative.

CBL has the potential to develop relevant competencies in multiple
ways. First, working with cases allows learners to situate theory and
practice with respect to a narrative [64], interleave practice on a range
of skills [65], and vicariously experience a wide range of scenarios [66],

all of which help learners quickly choose a course of action and carry it
out. Second, comparing multiple cases can help “low-structure learners”
and “example learners” behave more like “high-structure learners” and
“rule learners,” improvements in learning capabilities that aid concep-
tual comprehension [65]. Third, learners can use cases to practise the
skill of case-based reasoning [61,67], in which they reason about how to
approach new incidents based on prior experiences. Case-based
reasoning is associated with faster reasoning in unfamiliar scenarios
[66,67]. In summary, the CBL literature suggests that cybersecurity
leaders can make use of cases to vicariously experience a wide range of
organisational scenarios, situate their learning of theory with respect to
those scenarios, and then quickly solve new problems, referring to cases
as prior experience.

As mentioned above, the research relating CBL to cybersecurity
leadership education is nascent. Ahmad et al. [35–37] have found cases
to be effective in engaging information security management students in
commentary and debate and in helping them appreciate the potential for
conflicts and dilemmas in their roles. Yuan et al. [68,69] also found
cases to be useful in teaching a range of security management topics. To
find more research into the value of CBL for cybersecurity, we need to
broaden our lens to encompass the information security field as a whole.

A range of educators teaching technological techniques to prevent
and respond to attacks have found cases to be helpful in improving
learner engagement and results [70–72]. He et al. [72] proposed CBL as
a valuable approach for novice instructors, noting that analysing cases
helps novice instructors learn how to “interpret security issues, gain
contextual knowledge, personal skills and situated experiences” [72, p.
2]. Other researchers have experimented with introducing CBL for
elementary information security topics [73], network engineering skills
[74,75], and ethics in information security [76]. Describing the benefits
of CBL, these authors frequently cite motivation and interest [35,36,68,
69,71,72] and connection of disparate concepts and practices [35,36,71,
73].

In this paper, after exploring the competencies required by cyber-
security leaders, we investigate the value of the CBL approach for
developing those competencies.

3. Research methodology

We chose a systematic review methodology to address our research
questions. As described by Webster and Watson [77], a systematic re-
view “closes areas where a plethora of research exists, and uncovers
areas where research is needed” [77, p. xiii]. That is, exploring the
current literature systematically allows researchers to ascertain whether
existing literature has sufficiently addressed a research question or if
there are gaps in the current research body, which aligns with our
research aims.

3.1. Literature search process

We conducted two searches: one search for RQ 1 and RQ 2, regarding
the competencies of cybersecurity leaders, and the other search for RQ 3,
regarding the utility of CBL. For both searches, we followed the sys-
tematic review process set out by vom Brocke et al. [39], as documented
in Table 1.

For both the competency and CBL searches, we selected databases by
identifying a selection of top-tier scholarly journals in the field and then
checking the database publication lists against those journals. For our
competency search, we selected ProQuest Central; for our CBL search,
we selected Education Source (EBSCO).

In both cases, the lead author refined the search results (step 2 in
Table 1) as follows. The search results were exported to a spreadsheet
containing the author, date, title, DOI or URL, and abstract of each
publication. The initial results were scanned to remove duplicates and
contributions in languages other than English. The lead author then
reviewed the titles and abstracts of papers for inclusion, recording either
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“yes” for inclusion or a reason for exclusion. Where relevance could not
be determined based on the title and abstract, the lead author reviewed
the full text. Following our initial searches, we performed backward-
chaining and forward-chaining [39,77] to find sufficient sources for a
robust analysis.

We selected the database for our competency search using a selection
of premier journals from the AIS Senior Scholars’ List of Premier Jour-
nals [78] and including a selection of journals recommended by the

Security Special Interest Group (SIG SEC). Both ProQuest Central and
EBSCO made all journals available; however, EBSCO does not publish
full texts from the International Journal of Information Security and
Journal of the Association for Information Systems until after 12 months.

We selected ProQuest Central for its superior coverage, and ran our
search using ProQuest’s “noft” function—that is, searching the title,
author, abstract and keywords of an article, but not its full text (i.e., “no
full text” or “noft”). In line with the recommendations of vom Brocke
et al. [39, p. 215], we carefully selected our keywords to exclude con-
tributions that are not relevant. We searched either for instances of
“cybersecurity,” “cyber security,” or “information security” near men-
tions of “director” or “manager” or, alternatively, for mentions of “Chief
Information Security Officer” or “CISO”. We restricted our search to
peer-reviewed sources only.

We excluded 8 contributions in languages other than English and 180
contributions for failing to meet our inclusion criterion (the paper must
primarily concern the role of the cybersecurity leader). We excluded one
other article due to age: Wylder [79] described a role for information
security managers that is almost unrecognisable due to changes in
technology between 1992 and 2023. We selected sources that explicitly
described knowledge, skills, or attitudes required by cybersecurity
leaders, or which described the roles they perform. This inclusion cri-
terion, paired with the search terms, means that we did not survey the
body of literature concerning cybersecurity management and gover-
nance that did not explicitly discuss the role of the leader.

Given our focus and search criteria, the number of relevant academic
papers was low. Moreover, the topic of cybersecurity leadership is also
frequently discussed in industry sources. Therefore, for the topic of
competencies needed by cybersecurity leaders, we also conducted a
Google search to select grey literature from government agencies and
top-tier consultancies [80]. When using the Google search engine, the
lead author logged out of Google to minimise the personalisation of
search results. The lead author refined these search results, initially by
title and then by a full read, looking for sources that explicitly describe
knowledge, skills, or attitudes required by cybersecurity leaders or that
describe the roles they perform.

We selected the database for our CBL search using a selection of A*-,
A-, or B-ranked education journals from Scimago [81] and excluding
titles focusing on childhood development, education of teachers,
research methods for education, or educational policy. Education
Database contained only 6 of 10 journals identified, whereas EBSCO
contained 9 of 10.

We selected EBSCO for its superior coverage, and ran our search on
the full text of entries, as EBSCO does not have a “noft” function. To
exclude contributions that are not relevant, we sought only mentions of
“case-based learning” or “case based learning” that also mention its ef-
ficacy, effectiveness, impact, utility, or value. We also restricted this
search to peer-reviewed sources only.

We excluded 2 contributions in languages other than English, 5 du-
plicates, and 118 papers that failed to meet our inclusion criteria: the
paper must not be for childhood (K-12) education, and it must primarily
discuss the utility of CBL against named competencies. That is, we
excluded papers that measured the effect of CBL on students’ results but
did not specify the skills or intended learning outcomes being measured.
We also excluded papers that specified clearly nontransferable learning
outcomes, such as diagnosis based on medical imaging. Finally, we
excluded papers that only reported students’ perceived learning, given
the common discrepancies between students’ perception of learning and
their actual learning [55,82]. In other words, in the parlance of the
Kirkpatrick taxonomy of evaluation, we excluded papers that identified
the “reaction” level without specifying the “learning” level [83].

3.2. Data analysis method

We used a modified content analysis approach [84] to analyse our
search results. We began with a more grounded approach, extracting

Table 1
The search process.

Competencies of
cybersecurity leaders

Utility of CBL

1. Database search Search date: 7 May 2023
- Database: ProQuest
Central (ProQuest)

- Search string: noft(“Chief
information security
officer” OR CISO) OR (noft
(“cybersecurity” OR “cyber
security” OR "information
security") NEAR noft
(director OR manager))

- Peer-reviewed only
Result: 204 search results

Search date: 14 May
2023
- Database: Education
Source (EBSCO)

- Search string: ("case-
based learning" OR
"case based
learning") AND
(utility OR value OR
impact* OR
effectiveness OR
efficacy OR
comparison)

- Peer-reviewed only
Result: 172 search
results

2. Refine: remove
irrelevant results

Criteria:
- Primarily relates to the
competencies required by
cybersecurity leaders

- Is in English
Result: 14 relevant articles
(out of 204)

Criteria:
- Primarily relates to
the utility or efficacy
of case-based
learning in tertiary or
professional
education.

- Is in English
Result: 14 relevant
articles (out of 172)

3. Backward chaining
of results from item 2

Criteria:
- Primarily relates to the
competencies required by
cybersecurity leaders

- Is in English
Result: 5 additional articles

Criteria:
- Primarily relates to
the utility or efficacy
of case-based
learning in tertiary or
professional
education.

- Is in English
Result: 10 additional
articles

4. Forward chaining of
results from item 2

Criteria:
- Primarily relates to the
competencies required by
cybersecurity leaders

- Is in English
Search tool: Google
ScholarResult: 7 additional
articles

Criteria:
- Primarily relates to
the utility or efficacy
of case-based
learning in tertiary or
professional
education.

- Is in English
Search tool: Google
ScholarResult: 4
additional articles

5. Supplementary
search for industry
reports on the role of
cybersecurity
leaders

Search date: 21 May
2023Search engine:
GoogleSearch terms:
cybersecurity leader
organisation CISO director of
cybersecurityCriteria:
- Primarily relates to the
competencies required by
cybersecurity leaders

- Is in English
Source: Government and
reputable industry
publicationsResult: 5
additional articles

N/A

6. Sum of rows 2–5 31 articles 28 articles
Final sample: 59 articles
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relevant sentences and then assigning codes to functions and attributes
of the cybersecurity leader mentioned in our articles. Because our search
explicitly sought knowledge, skills, attitudes, and roles, our next step
followed traditional content analysis, classifying the emergent compe-
tency codes as knowledge (K), skill (S), or attitude (A). We then grouped
knowledge, skill, and attitude codes to into higher-level themes or
“axial” codes for their relevant roles (R). For example, we clustered the
codes Plan incident response strategy (S), Lead response and recovery (S),
and Lead incident investigations (S) into the theme Leading incident
response (R). A sample page from our codebook appears as Appendix C.

4. Results

Our search for the competencies of cybersecurity leadership revealed
a small but growing body of literature. The small body of literature is
representative of organisational practice in cybersecurity more broadly.
For example, despite the widespread acknowledgement in industry and
government of the critical need for cyberthreat intelligence to better
combat cyberthreat actors, a recent review of practice research in
cyberthreat intelligence only revealed a handful of papers on organisa-
tional practice [85]. We found little research addressing the role of the
cybersecurity leader explicitly. Cybersecurity and information security
research tends to focus on management as a practice rather than on the
role of the manager; that is, much research focuses on the actions that
organisations typically take rather than on the individuals who carry out
those actions. We speculate that the longstanding technological
perception of the role has held back research in this area.

Our search for the utility of CBL resulted in a more substantial
sample; however, our criteria for the search limited the sample. Many of
our results did not measure the efficacy of CBL, preferring descriptions
of learner perceptions to measurements of learning, or else did not
disclose the competencies or learning objectives against which the
method was measured.

Our two searches also revealed very little intersection of the two
bodies of literature, with very little research examining the utility of CBL
for cybersecurity leadership, information security management, or even
information systems more generally. For that reason, in this section we
present the results of the two searches separately before proposing re-
lationships in Section 5.

4.1. Results: Competencies required by cybersecurity leaders

The 31 articles analysed included 24 from peer-reviewed journals
and conferences. Our results also included publications regarding the
role of cybersecurity leaders from the Australian Cybersecurity Centre
and New Zealand Cyber Security Centre; the Carnegie Mellon Software
Engineering Institute; New York Society of CPAs; Deloitte, Ernst &
Young; and Forbes. In the small, emerging body of research on the
cybersecurity leader, most articles described a role focused not only on
technological risk, but also on influence, strategy, and organisational
behaviour.

Cybersecurity leaders may be positioned at either middle manage-
ment or executive management, but our sample typically looked at
leadership in the context of organisations large enough to have a
board—organisations in which the cybersecurity leader acts at a stra-
tegic or tactical level rather than an operational level. We did notice
some variation amongst the results; for example, Hooper & McKissack
[86], in choosing to examine the role of the CISO via job advertisements,
concentrated their search on smaller organisations. As a result, the
competency needs identified did vary somewhat between the strategic
and tactical levels. However, we did not survey competency needs at a
purely operational level. In other words, because our research question
focused on the leader rather than on the early-career professional, all of
the knowledge, skills, attitudes and roles that we identified are intended
to refer to the context of management or executive leadership.

Table 2 summarises the higher-level themes—the roles—generated

from the knowledge, skill, and attitude codes. The full list of sources
supporting each knowledge, skill, attitude, and role is provided in Ap-
pendix A.

4.1.1. Role: Co-create cybersecurity with business leaders
In this role, cybersecurity leaders must act more like interpreters

than security professionals. Maynard et al. [87] observed that cyberse-
curity leaders’ communication role is sometimes limited to overseeing
the cybersecurity awareness program, but that cybersecurity leaders
must also advocate to business leaders to be effective: “[The CISO] must
be able to clearly communicate the strategy in clear and understandable
terms to convince and secure the buy-in of all relevant stakeholders”
[87, p. 71]. The literature highlights the need for cybersecurity leaders
to provide business leaders with well-contextualised reports, the need to
advise them about relevant risks, and the need to advocate for the
cybersecurity function—sometimes all at once. As Fitzgerald [88]
remarked, “the savvy CISO…shows how they are reducing ongoing
costs, reducing the wait time necessary for business user access to sys-
tems, or reducing the lost productivity which happens as a result of a
virus” [88, p. 261].

The need to be able to communicate with leaders was a strong
recurring theme, but sources also pointed to the importance of part-
nering with leaders who work for vendors, clients and even regulators.
Cybersecurity leaders need the skills to foster relationships and create a
culture within the cybersecurity team of building relationships and
sharing information. Notably, however, only Aguas et al. [11] and Shayo
and Lin [89] placed equal importance on the willingness to put effort
into collaboration. Aguas and colleagues put it plainly: “CISOs and their
teams that do not make an effort to understand and partner with the
business leaders often become roadblocks to the business achieving its
objectives” [11, p. 76]. Considering the cybersecurity risks brought
about by disconnects in communication [8], we assert that being viewed
as a “roadblock” by other leaders is itself a risk factor, and thus that a
commitment to collaborating with other leaders is integral to the
cybersecurity leader’s role.

Throughout our findings, we noticed a tension at the heart of this
position: Business leaders engage cybersecurity leaders with the aim of
controlling risk [86,90–92]. Simultaneously, business leaders frequently
accept risk to achieve business objectives and feel frustrated by
risk-conscious cybersecurity leaders who advise limitations on their
activities [11,12]. Indeed, more recent analyses suggest that CISOs and
executive/board leadership are acting together to create a kind of
“soothsayer” role for the CISO, one in which the CISO interprets and
forecasts risk and even may be expected to advise on whether the risk is
acceptable [24]. Effective cybersecurity leaders navigate this ten-
sion—and gain the trust of business leaders—by learning about business
objectives, helping leaders decipher information about the threat land-
scape, and advocating for resources in line with leaders’ risk tolerance
[11,87,93–95]. Skills in communication are essential for this endeavour,
but we argue that the knowledge of what information to convey and the

Table 2
Key themes (cybersecurity leadership) and selected references.

Theme (Role) Selected references

Co-create cybersecurity with business
leaders

Aguas et al. [11]; Da Silva & Jensen
[24]

Lead the cybersecurity team toward
enhanced integration

Ashenden & Sasse [22]; Burg et al. [1]

Direct cybersecurity strategy Baskerville et al. [96]; Maynard et al.
[87]

Direct cybersecurity governance and policy Aguas et al. [11]; Monzelo & Nunes
[91]

Oversee the SETA program Ashenden & Sasse [22]; Hielscher
et al. [21]

Oversee cybersecurity risk management Alexander & Cummings [12];
Baskerville et al. [96]

Lead incident response Shayo & Lin [89]; Whitten [29]
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commitment to collaboration are equally essential for the cybersecurity
leader to succeed.

4.1.2. Role: Lead the cybersecurity team toward enhanced integration
In their role as co-creator of security, our findings suggest that

cybersecurity leaders must act as interpreters of technical information
for strategic leaders. In their role as team leaders, our findings suggest
that cybersecurity leaders must act as interpreters of strategy for tech-
nical personnel. As described by Burg et al. [1], “the CISO’s role is to
explain security concepts in terms that can be understood within the
C-suite (e.g., through the use of analogy) and to educate the security
team about the business drivers that direct the focus of security invest-
ment.” The authors considered the example of the Global Chief Security
Officer at TikTok, who engages with strategic decision-makers weekly
and prepares the team for changes needed to integrate security by design
and privacy by design. We propose that this role is a necessary com-
plement to co-creating security with business leaders. Failing to align
tactical and operational-level cybersecurity teams with strategic aims
can lead to gaps in threat intelligence and incident reporting [8], while
aligning the team with strategic objectives can enhance situational
awareness [87].

Here again the literature focuses heavily on skills. Ashenden and
Sasse [22] are an outlier in observing that “an autocratic stance inhibits
effective information security” and in encouraging cybersecurity leaders
to “[emphasise] delegation and empowerment of employees with an
acceptance that, as a result, mistakes and errors may occur” [22, p. 404].
On a related note, Shayo and Lin believe that cybersecurity leaders
should “have the ability to create a culture of shared responsibility and
accountability should a breach occur” [89, p. 9]. Although our results
did not frequently focus on such attitudinal requirements, there is evi-
dence that cybersecurity leaders are more effective if they avoid
demonising failure.

4.1.3. Role: Direct cybersecurity strategy
Our findings show that without an explicit focus on knowledge,

skills, and attitudes, educators and industry professionals gravitate to-
ward describing skills. Therefore, it is notable that in the “cybersecurity
strategy” theme, so many articles touched on a knowledge component;
there was broad agreement that cybersecurity leaders need to under-
stand the overall strategy of their organisation. Effective cybersecurity
leaders “recognise that security should not be in isolation to the busi-
ness. They understand the prevailing threat landscape faced by the or-
ganization, they also understand the long-term objectives and goals of
the organization” [87, p. 73]. Indeed, they “must be able to ascertain
what is going on in the business to adequately support the mission” [88,
p. 262]. The literature showed broad agreement that cybersecurity
leaders need to understand the organisation’s strategy, develop and
implement a cybersecurity strategy in alignment with the organisation’s
strategy, and then allocate resources effectively in service of that
strategy.

By contrast, only one paper pointed that cybersecurity leaders’ un-
derstanding of the organisation’s strategy depends on their willingness
to make an effort to understand it [11]. Furthermore, only one article
mentioned that cybersecurity leaders need to “employ creativity and
imaginative thinking to devise effective and relevant strategies” [87, p.
72]. However, the lack of ubiquity here might not speak to a lack of
importance, but rather may speak to a general trend wherein re-
searchers, employers, and educators focus on measurable skill re-
quirements and presume that if the skill requirement is reached, then the
corresponding knowledge and attitude requirements are also met.

According to Baskerville et al. [96], directing the organisation’s
cybersecurity strategy also involves selecting the right balance between
the “prevention paradigm” and “response paradigm.” The authors
describe the prevention paradigm as one in which leaders look for
predictable, measurable risks and assume a static relationship between
security controls and risk reduction—a paradigm associated with the

time before an incident occurs. In contrast, they describe the response
paradigm as one in which leaders assume that risks are unpredictable
and safeguards must be innovative to be effective—a paradigm often
associated with response after an incident. Cybersecurity leaders, they
contend, must “strategically balance security operations across both
paradigms depending on the organizational context” [96, p. 139]. Bas-
kerville et al. also speculate that the prevention paradigm is “dominant
in contemporary commercial organizations” [96, p. 149]. Our findings
indicate that the prevention paradigm may dominate the research view
of the cybersecurity leader as well. Althoughmany articles in our sample
pointed to the need for cybersecurity leaders to be competent strategists,
only Baskerville et al. [96] and one other paper [87] describe strategies
that encompass a response “mode.”

As for the need for cybersecurity leaders to use creativity and
imaginative thinking, it is possible that this skill is important despite its
infrequent appearance in the literature. Indeed, Baskerville and col-
leagues argue, deploying the response paradigm is becoming more
important:

“While a dependence on the prevention paradigm works with re-
petitive and low-sophistication attacks, progressively more sophisti-
cated attacks demand the increasing use of the response paradigm.
Managers who understand the incident-centred model and whose
environment reflects increasing sophistication in attacks will recognize
the need to place additional emphasis on activities in the organization’s
response paradigm” [96, p. 150].

In other words, much of the extant literature on the role of the leader
does not address the response paradigm. However, Baskerville et al. [96]
and Maynard et al. [87] contend that cybersecurity leaders need to be
increasingly aware of the response paradigm—and be able to select the
right balance between the paradigms—to direct cybersecurity strategy
effectively in the face of increasingly sophisticated threats.

4.1.4. Role: Direct cybersecurity policy and governance
Unsurprisingly, our review found that cybersecurity leaders need to

be able to implement a suite of policies, plans, and procedures. In the
service of strategy, leaders must be able to oversee these policies and
procedures with effective governance. This link between strategy and
governance is noted in Deloitte’s report “The New CISO,” in which they
assert that CISOs need to “understand which business operations and
information assets are the enterprise crown jewels” and “institute stra-
tegic governance that prioritizes information security investments”
[11].

Governance is a prime example of an essential role of cybersecurity
leaders that can be overlooked by organisations and educators. When
combatting a cyber-attacker, governance is a crucial tactic; indeed,
breaking down silos minimises organisational exposure [36]. And yet,
many organisations still place cybersecurity leaders under Chief Infor-
mation Officers (CIOs), ignoring their importance outside the realm of IT
[97]. As Lanz points out, “even if the CISO can control all
technology-related risks, hackers can take advantage of the human
factor…and place the organization at unnecessary risk” [97, p. 57].
Cybersecurity leaders must be able to influence the whole organisation
to be effective [97], and according to the literature, this influence must
extend beyond the security education, training, and awareness (SETA)
program into governance and policy [11,30,91,97–99]. Arguing for
breaking down the silo even further, Loonam et al. [100] identify
reviewing “the flow of business processes across the organization” as
“critical” for strategic leaders [100, p. 3761, emphasis added]. They
emphasise that strategic leaders should not outsource this task, as the
review “significantly supports a more strategic view of how
cyber-security systems can effectively protect the organization” [100, p.
3761].

4.1.5. Role: Oversee the seta program
The need to oversee the SETA program came up comparatively

infrequently; furthermore, many of the mentions about security
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education, training, or awareness had more to do with marketing than
education. According to an industry report by Deloitte, cybersecurity
leaders need to “draw from the work of consumer marketers in devel-
oping communications” [11, p. 86]. One participant cited in Hielscher
et al. [21] even spoke of publishing stories in their organisation’s in-
ternal newspaper. In interviews with CISOs analysed by Ashenden and
Sasse, existing cybersecurity leaders spoke about delivery channels,
market segmentation, and creative messaging, adding: “it isn’t really
necessarily a set of security skills that are needed—it’s a set of marketing
skills” [22, p. 403]. Clearly, cybersecurity leaders in the industry see the
need for a complex set of communication skills.

Building on the communication-skills component of SETA, both
Loonam et al. [100] and Hielscher et al. [21] proposed that trust and
communication need to flow both ways to be effective. In these more
recent papers, we see a mandate for strategic leaders to supplement
top-down communication and training with “a bottom-up appreciation
for the potential risks and threats facing the organisation” [100, p.
3765], a “culture of openness toward errors and mistakes” [100, p.
3761], and a willingness to “break those silos, start working with other
departments, listen to them, [and] accept contradicting ideas” [21].

4.1.6. Role: Oversee cybersecurity risk management
The cybersecurity leader’s role as a risk manager was by far the most

frequently described in the literature. Information security risk and
technology skills featured in 3 of the top 4 skills ranked by CISOs in a
2018 Delphi study, including a broad umbrella “skill” of understanding
such standards as ISO 27,001 and such frameworks as NIST and COBIT
[30]. In 2021, 49 % of the CISOs surveyed by Ernst & Young confirmed
that compliance is “the most stressful part of their job,” and 57 % pre-
dicted that regulation will become more fragmented in the next few
years [1]. Risk management competencies came up repeatedly [e.g.,
[101-104]] and with more nuance than the leadership skills, resulting in
a large array of well-sourced competency codes. We consider that this
weighting reflects a general perception of cybersecurity leaders in which
managing technological risk and compliance are thought to be the en-
tirety of the role rather than components of it.

Here again, some of the most interesting competencies came up in
the knowledge and attitudinal requirements. In a 2016 interview, one
cybersecurity specialist contended that a “a CISO who is narrowly
focused on technology cannot see the broader spectrum of cyber risk.
Threat actors constantly change their cyberattack methodologies, so
having a CISO who has the ability to look beyond technology and at the
corporation and its people, customers, and suppliers holistically has
become imperative” [12]. That is, cybersecurity leaders must under-
stand risk holistically, even while others may conceptualise cyber risk
narrowly as a technological problem.

If the first step is for cybersecurity leaders to understand risk as a
whole-of-business concept, the next step is for cybersecurity leaders to
be willing to accept calculated risk in service of the business. The
Deloitte report makes the connection neatly, saying that cybersecurity
leaders need to “understand risk in terms of its potential to positively
affect competitive advantage, business growth, and revenue expansion,”
and adding that “the ability to accept more risk can increase business
opportunities, while ruling it out may lead to their loss” [11, pp. 79, 81].
This attitude would seem to run counter to the role of a security pro-
fessional, but multiple sources describe it as an alignment with the or-
ganisation’s overall risk appetite [11,97,98].

Additionally, cybersecurity leaders need to maintain organisational
situational awareness. In one of the results from our supplementary
search, CTO Deepak Gupta describes cyberspace as “a chessboard with
pieces constantly moving. The critical and crucial moves are being
continuously made, making it necessary to put proper emphasis on
defensive cyber posturing” [94, para 3]. For Gupta, organisations must
cultivate a defensive posture for a constantly changing landscape—one
with an active opponent [94]. An information security manager cited by
Baskerville et al. [96] uses an alternative metaphor that highlights how

leaders need to conceptualise an organisation’s situational awareness in
both prevention and response modes:

“Information Security shouldn’t be thought as the security of a closed
and barricaded castle, but as the security of an airport, crossed by mil-
lions of people, where the exact control of who enters and leaves is not
possible, but however security of processes and smooth operations must
be guaranteed, so that the whole machine has to work regardless of who
enters and leaves. Nevertheless processes that recognize and block the
anomalies must be activated. Response must be quick” [96, p. 149].

These cybersecurity leaders are expressing that they cannot manage
risk effectively through risk management, even with situational aware-
ness, solely in prevention mode. While recognising that they cannot
exercise “exact control of who enters and leaves,” these leaders need to
help the organisation recognise “anomalies” or the opponent’s “crucial
moves.” This finding suggests additional complexity to the competencies
“oversee risk management” and “maintain organisational situational
awareness.” We question whether educators can define these compe-
tencies with a simple series of knowledge, skills, and attitudes, because
the competencies may have different dimensions in prevention mode
and response mode. We revisit this question in Section 5.

4.1.7. Role: Lead incident response
The roles described in Sections 4.1.1–4.1.6 pertain mainly to “busi-

ness as usual.” One could argue that during business as usual, a cyber-
security leader behaves much like any other business leader, albeit a
leader with more awareness of a constantly shifting threat landscape. In
contrast, incident response requires the cybersecurity leader to address
breaches and hacks, which could range from minor business continuity
incidents to major disasters.

The incident response role requires cybersecurity leaders to not only
plan incident response strategies, but also test and rehearse them [12,89,
105]. In crisis situations, cybersecurity leaders need to show a “flexible
problem-solving approach” and remain calm enough to “facilitate the
appropriate response” [29, p. 16]. Additionally, Whitten asserts that the
“problem-solving attribute should also entail investigative skills that aid
in tracking a security issue trail” [29, p. 16]. In this role, cybersecurity
leaders need to be able to problem solve andmake decisions in real time,
as well as to analyse scenarios afterward to prevent recurrence.
Time-sensitive problem-solving and decision-making skills are chal-
lenging to teach and sometimes deprioritised in cybersecurity
education.

We might predict that Baskerville et al. [96] would place this com-
petency firmly in response mode. In our descriptions of the strategy and
risk management roles, we have described the prevention mode as
characterised by traditional risk management and the response mode as
characterised by incident response. However, Baskerville et al. offer a
connection between incident investigations and prevention mode,
noting that organisations can use double-loop learning, improved de-
fences, and lawsuits to translate incident response into incident pre-
vention [96]. It is notable that even incident response competencies
have dimensions related to both prevention and response modes.

4.2. Results: Utility of CBL

In our search, we uncovered a mature body of literature exploring
CBL in a range of professional fields. A great deal of research has
explored CBL, often in medical and education fields. This research
frequently examines particular designs or tools, such as the effect of a
multimedia CBL system, and it often measures the success of CBL
through learner perceptions or increases in motivation. Relatively few
articles measure the effectiveness of CBL against specified learning
outcomes. Moreover, few papers dealt with information systems, in-
formation security, or cybersecurity, reflecting the general scarcity of
research into learning approaches in this field.

Once we had refined our data set to those papers which measured
CBL against specified learning outcomes that are transferrable to
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cybersecurity leadership, our analysis revealed the competencies listed
in Appendix B. Using this set of relevant competencies, we have iden-
tified the high-level themes listed in Table 3.

We expand on each theme below.

4.2.1. Analysing failure scenarios
The central feature of CBL is the case itself. Regardless of the

embodiment of CBL tested, learners are discussing or analysing a sce-
nario; therefore, we might not be surprised to find results showing that
CBL helps learners to better analyse scenarios [106–112]. This use of
CBL may be unsurprising, but it is applicable beyond the classroom.
Because cybersecurity leaders need to investigate incidents to prevent
recurrence, they will apply these skills directly.

Indeed, it seems that analysing failure cases may have particular
value. When comparing failure-based cases with cases describing suc-
cess, Tawfik and Jonassen found that “students who accessed failure
cases were able to better understand and construct arguments using
alternative perspectives” [113, p. 397]. In a different study using a
failure-based case, one participant speculated: “I don’t know why our
brain works that way, but it is so much easier to remember the bad stuff
than it is to remember the good, so maybe I wouldn’t have taken so
much away from the case if everything had gone perfectly” [110, p.
2134]. These studies demonstrate that cases including failure are more
effective at promoting knowledge retention and perspective-taking.

The value of analysing failure scenarios is not limited to memory and
perspective-taking, however. Researchers also argue that analysing
failures improves learners’ ability to prepare for future incidents as well
as their motivation to prepare. For example, Scalese et al. [111] studied
CBL with pharmacy students and cases involving medication errors.
Discussing their findings, they remarked that “through this experience,
students have started to overcome the social stigma associated with
making errors. In moving past blame, students focus on process analysis
and changes to circumvent the errors that humans will inevitably make.
Removing the shame of errors can facilitate error reporting and subse-
quent efforts toward quality improvement” [111, p. 462].

In other words, changing learners’ attitude toward errors improved
their ability to analyse scenarios and prevent future incidents. Scalese
et al. [111] also noticed that learners’ beliefs about error prevention
changed; after CBL, learners were more likely to report that interpro-
fessional collaboration would prevent future errors. Rong et al. [110], in
summing up their study of veterinarian students and failure cases,
claimed that “learning from failure cases may encourage students to
strive for improvements” [110, p. 2140], indicating that CBL involving
failure may improve not only the skill, but also the motivation to
continuously improve.

Our review deliberately included multiple embodiments of CBL,
regardless of whether a case discussion was involved. Nonetheless, our
findings show that the act of discussing a case seems to help learners in a
particular way. For example, Maslen and Hayes [107] explored the use
of CBL with engineers and project managers discussing an aircraft
collision case and observed that participants gained significant insight
into the organisational causes of disasters. A process engineer in the
study expressed a view that as an expert, he might fail to identify aircraft

collision risks, especially if the forces and pressures were within offi-
cially allowable limits. On listening to a mechanical engineer with a
different perspective, however, he updated his view on experts and risk
identification: “I see if you don’t have the experts, that’s very real [the
possibility that the risk would be overlooked]. I agree” [107, p. 315].
Participants began to conceptualise the collision through an abstract,
organisational analysis lens, even citing the Swiss cheese model of ac-
cident causation [114]. In a separate study of nursing students, Yoo and
Park [115] concluded that “analysis of cases involving miscommunica-
tion enhances problem-solving ability due to the transition from indi-
vidually formulated solutions to systematic problem-solving that occurs
during group discussions” [115, p. 170]. In both cases, the act of dis-
cussing failure cases seems to help learners prevent future incidents.

Taken together, these results show that CBL has the potential to help
professionals analyse incidents and retain information about the con-
ditions that led to failure. It also can help professionals look at a failure
as an object of analysis rather than an incident requiring blame,
improving their ability to prevent recurrence. Discussing cases may even
help professionals prevent miscommunication and the kinds of incidents
that follow from miscommunication.

4.2.2. Solving complex, ill-structured problems and taking multiple
perspectives

One of the strongest findings in our review was the power of CBL in
helping learners learn to solve complex, ill-structured problems [113,
115–123]. Gao et al. [121] tested a combination of case-based and
project-based techniques in an information system security subject and
found that learners "learned and mastered many effective tools for sys-
tematic thinking and problem solving" [p. 8]. Given the design of their
study, it would be difficult to estimate the extent to which their results
were due to CBL or to project-based learning; however, other studies
have investigated more "classic" CBL approaches. Choi and Lee [122]
investigated the value of a CBL environment in learners’ ill-structured
problem-solving capacity. Across two studies with university students,
they found that CBL aided students in developing multiple “sub-skills”
for both identifying problems and generating solutions, including the
ability to transfer problem-solving skills to new scenarios. Similarly,
Tawfik and Jonassen [113] observed the value of learners accessing case
libraries to solve problems and construct effective arguments.

CBL’s power in problem solving may be related to its capacity to help
learners inhabit multiple perspectives—that is, when learners are ana-
lysing a problem in the form of a narrative, they have the opportunity to
examine the problem from multiple angles, which may help them form
more robust solutions [106,122–125]. In both of Choi and Lee’s [122]
studies, learners’ tendency to consider multiple perspectives during
problem solving improved to a significant degree. Drake [106] poses a
connection between perspective-taking and good-quality problem solv-
ing, noting that “considering these multiple stakeholder perspectives
leads to a more complete analysis of the problem and a better overall
recommendation” [106, p. 60]. Drake continues: "case studies provide
opportunities for students to identify and consider these stakeholder
interests" [106, p. 60].

Another, more recent study made this connection between
perspective-taking and problem-solving specifically for organisational
leadership, with participants gaining the understanding that any prob-
lem “could be understood in a wide variety of ways” [125, p. 201]. In
this study, participants with experience in teaching studied cases with
complex problems facing school principals, combining their own per-
spectives with the perspective of a school principal and those of prac-
titioners in other schools. As a result, participants gained an
understanding of their organisation as a complex system, recognised
that other organisations may have more effective responses than their
own, and realised that there are many ways to deal with one complex
problem [125]. Although that study addressed CBL with teachers mov-
ing into educational leadership roles, we note a significant potential for
crossover to other organisational leadership roles.

Table 3
Key themes and selected references for CBL.

Theme (Capability supported by CBL) Selected references

Analysing failure scenarios Rong et al. [110]; Maslen &
Hayes [107]

Solving complex, ill-structured problems Gao et al. [121]; Tawfik &
Jonassen [113]

Taking multiple perspectives Drake [106]; Maslen&Hayes
[107]

Making decisions under time pressure North & Brookes [109]
Communicating, particularly adapting
communication for different audiences

Dow et al. [130]; Noblitt
et al. [132]
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4.2.3. Making decisions under time pressure
Although studies like those of Gao et al. [121] and Shaked et al.

[125] examined problem-solving across a longer duration, many others
looked at professional problem solving and decision making in fields
where decisions need to be made quickly “in the heat of the moment,”
such as medicine, nursing, and outdoor education. Kantar and Sailian
[126] found that CBL improved nursing students’ reflection in decision
making, while Cherubini [127] found that after learning with CBL,
pre-service teachers’ "level of awareness was heightened in terms of the
importance of factoring all considerations, other perspectives, and
reflective practice into their decision-making" [127, p. 232]. According
to these sources, improving perspective-taking and self-reflection ability
has the potential to improve dynamic decision-making skills.

Cevik and Andre [128] found value for CBL in helping pre-service
teachers make decisions about classroom management, and North and
Brookes [109] found that CBL has potential for “leader decision-making”
in outdoor education. They describe this style of decision making as a
time-critical activity: "leader decision-making is particularly important
in [outdoor education], because the leader may be the only person in a
position to recognise, assess, and act on a safety-critical situation" [109,
p. 195]. This collection of studies points to the potential value of CBL not
only in complex problem solving generally, but also in time-critical
problem solving and decision making.

4.2.4. Communicating
Another theme that surfaced repeatedly in the literature was the

potential of CBL to improve communication skills. Communication skills
were linked to persuasion [129], leadership [130,131], and
problem-solving abilities [115], showing the many ways in which
communication can aid professionals who need to collaborate and lead.

Most notably, Noblitt et al. [132] reported that CBL in helping
learners to customise communications for various audiences. Learners in
the control group had received a lecture and were then asked to present
on one of a list of preselected peer-reviewed papers. The case-study
group received a nearly identical lecture but were asked to present
their analysis of data for a fictional case. Both groups were asked to
present as though to a lay audience. Noblitt et al. noted that "although
both groups of students were taught a series of techniques to integrate
information into a coherent accessible message, only those students in
the case method were able to successfully implement these techniques”
[132, p. 31]. Although the researchers found that multiple dimensions of
communication had improved, the most notable improvements seemed
to be in the learners’ ability to effectively integrate information and
their ability to adapt their communication to the appropriate context.
While many papers in our sample touched on the value of CBL for
communication, Noblitt et al. [132] show that CBL has potential for
professionals who need to adaptively communicate with different
audiences.

4.2.5. A note on learner engagement
The literature exploring student and faculty experiences of CBL is

nuanced and beyond the scope of this review. However, it is worth
noting that 13 of the papers in our analysis reported a positive rela-
tionship between CBL and learner engagement. (The remaining papers
did not discuss learner engagement.) Although learners’ engagement is
not a direct predictor of learning performance, it can affect multiple
mediating factors, including attention, comprehension, effort, and
persistence [133]. Furthermore, according to self-efficacy theory,
learning engagement aids self-efficacy, which in turn can improve aca-
demic performance [134]. An exploration of learner perceptions of CBL
warrants a separate review.

5. Synthesising the literature on competencies and CBL

5.1. The role of the cybersecurity leader: A balancing act

Our first research questions were:

RQ1. What insights can be gained by applying a multidimensional com-
petency lens to cybersecurity leadership?

RQ2. What is the current state of understanding of the competencies of
cybersecurity leadership in extant literature?

We listed the competencies found in the literature in Section 4, and
to summarise, the role of the cybersecurity leader appears to be a
balancing act. First, cybersecurity leaders must balance risk controls
with innovation. Organisations engage these leaders to protect infor-
mation resources, but a firm stance against all risks can inhibit inno-
vation [11,96]. If the cybersecurity leader is unwilling to learn about the
organisation’s overall strategy, devote time and effort to collaboration,
and accept some risks strategically, they may damage their relationship
with the broader business, lose standing in the boardroom, and be cut
out of decision-making processes [11].

Second, cybersecurity leaders must balance information protection
with information sharing. At the operational level, cybersecurity needs
to build barriers, but at the strategic level, cybersecurity needs to build
bridges—with business leaders, the cybersecurity team, and other de-
partments throughout the organisation [21,100]. Externally, they need
to build information sharing networks with vendors, clients, regulators,
and even competitors [86,94,97]. The fundamental requirement con-
tinues to be protecting information resources against threat actors and
other risks, and herein lies the balancing act: Create too rigid a structure
and the organisation may take risks without consulting you; create too
relaxed a structure and you may leave the organisation exposed.

Finally, cybersecurity leaders must balance their efforts and re-
sources between prevention mode and response mode [96]. Cyberse-
curity leaders in many industries are forced to spend a great deal of time
on regulatory compliance [1], but they need to balance their resources
between those obligations and scanning for unexpected threats that
require innovative or improvised safeguards. Depending on the orga-
nisation’s industry, location, clientele, or outsourcing strategy, over-
looking the response mode entirely could have catastrophic
consequences.

It is this balancing act that returns us to the concept of reflection-in-
action posed by Schön [50]. If we use the definitions from Gonczi et al.
[44], we can classify, for example, the strategy competencies: under-
standing the principles of strategy as a knowledge attribute, being able
to develop a strategy as a skill, and approaching a situation with crea-
tivity and imaginative thinking as an attitude (see Table 4). However,
we propose that the ability to find the “right” balance between the
prevention paradigm and the response paradigm for an organisation in
any given context does not lend itself to measurement as a typical skill.
Selecting the balance between preventive tactics and response tactics
requires a metaphorical conversation between the cybersecurity leader
and the scenario. Schön refers to this “conversation” as reflection in ac-
tion [50]; Eraut describes this same process as rapid or deliberative
metacognition, depending on speed [43]. Eraut uses the term control
knowledge for a generalised form of this process [43], which includes
self-evaluation and strategic thinking. Indeed, due to its metacognitive
nature, we propose to treat reflection as a “meta-competency” rather
than as a competence category like knowledge [52].

Based on our findings, we argue that a cybersecurity leader needs to
use control knowledge and metacognition to bring together their other
competencies. In other words, the role needs a self-aware leader who can
ask, “What paradigms suit this situation? What tactics did I use last time,
and how well did they work? What information do I need to find out
what threat actors might be doing, and how can I get it?” Cybersecurity
leaders’ competency needs are a blend of business leadership and
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combat leadership, continually advancing an organisation’s goals while
countering active adversaries. Furthermore, contrary to our expecta-
tions, we found that the cybersecurity leaders could use the prevention
or response paradigm to approach any of their roles, meaning that they
are constantly using metacognition to suit circumstances.

We contend that this metacognitive balancing act—including the
balance between risk control and innovation, the tension between pro-
tecting and sharing different kinds of information, and particularly the
balance between prevention and response paradigms—differentiates the
cybersecurity leader from other, more established leadership roles, even
older leadership roles in IT. Furthermore, we argue that to train a
cybersecurity leader effectively, educators must help develop not only
the competencies, but also the metacognition necessary to see past
dominant paradigms and select the tactics necessary for each unique
situation. Therefore, educating these leaders is a unique process.

5.2. How CBL supports cybersecurity leaders

To prepare cybersecurity leaders, educators need more than a list of
necessary competencies—we need evidence-based approaches to teach
these competencies. Our final research question was:

RQ3. “To what extent is CBL applicable to the competencies of cyber
leadership?”

As expected, the two bodies of literature (cybersecurity leadership
and CBL literature) did not name identical competencies, but we assert
that many of CBL’s strengths are transferrable to cybersecurity leader-
ship. Early indications from the literature suggest that educators can use
CBL to help learners build the skills shown at the left in Fig. 1, and that
cybersecurity leaders need to perform the roles shown at the right. Based
on our results, we have identified potential relationships in Fig. 1.

5.2.1. The value of adapting communications for partnership, leadership,
and cybersecurity awareness

CBL enhances the ability to adapt communications for different au-
diences. Cybersecurity leaders with this skill can tailor communication
for business leaders, external stakeholders, and the cybersecurity team.
As discussed in Section 4.1, the ability to communicate relevant tech-
nical information to strategic leaders and communicate strategy infor-
mation to technical personnel is necessary for cybersecurity leaders,
who need to partner with the first stakeholder group and lead the other.
By engaging regularly in the process of communication—whether in
practice or in CBL scenarios—cybersecurity leaders also will gain

Table 4
Competencies of cybersecurity leadership with proposed “implied” competencies (select citations in square brackets).

Role Knowledge Skill Attitude

Co-create cybersecurity with
business leaders

• Understand ethical and legal dimensions [86]
• Implied: Understand stakeholder engagement

• Facilitate ethical problem-
solving [29]

• Collaborate with external
stakeholders [100]

• Communicate with business
leaders [24]

• Commitment to integrity [31]
• Willingness to devote effort to
collaboration [11]

• Implied: Commitment to sharing
information

Lead the cybersecurity team
toward enhanced
integration

• Implied: Understand people leadership • Communicate with
cybersecurity team [86]

• Motivate cybersecurity team
[95]

• Develop talent pipeline [1]

• Accepting of errors [22]
• Implied: Willingness to devote effort to
communicating, motivating and
mentoring

Direct cybersecurity strategy • Understand the organisation’s strategy [87]
• Implied: Understand principles of business strategy
• Implied: Understand budgeting
• Implied: Understand resource management

• Develop and implement
strategy [96]

• Align cybersecurity strategy
with organisational strategy [1]

• Allocate resources effectively
[89]

• Willingness to learn about the
organisation’s strategy [11]

• Use creativity and imaginative thinking
[87]

Direct cybersecurity
governance and policy

• Implied: Understand the role of policies, plans and
procedures

• Implied: Understand which international standards and
guidelines are relevant to cybersecurity policy
development and planning

• Implied: Understand the principles of governance

• Develop and implement
cybersecurity policies [30]

• Oversee plans and procedures
[86]

• Develop and implement a
governance mechanism [30]

• Drive continuous improvement
[103]

• Implied: Willingness to devote effort to
policies, plans, procedures and
governance

• Implied: Desire to continuously improve

Oversee the SETA program • Implied: Understand training principles
• Implied: Understand communication strategies

• Champion culture of awareness
[22]

• Oversee security training and
development program [21]

• Implied: Commitment to creating a
culture of awareness

• Implied: Willingness to devote effort to
implementing training program

Oversee cybersecurity risk
management

• Understand technological controls [30]
• Understand risk holistically [12]
• Understand current threat landscape [104]
• Understand cybersecurity standards and frameworks [30]
• Implied: Understand relevant regulations
• Implied: Understand adversarial thinking

• Identify and prioritise assets
[11]

• Identify and evaluate risks and
threats [100]

• Oversee technology security
controls [104]

• Facilitate physical security [9]
• Manage compliance [97]
• Monitor and evaluate controls
[11]

• Maintain organisational
situational awareness [94]

• Adapt to circumstances [87]

• Willingness to accept calculated risk
[12]

• Implied: Willingness to devote effort to
managing organisational cybersecurity
risk

• Implied: Desire to continuously maintain
situational awareness

• Implied: Willingness to adapt

Lead incident response • Implied: Understand strategy and adversarial thinking
• Implied: Understand investigation and reporting

• Plan incident response strategy
[89]

• Lead response and recovery
[98]

• Lead incident investigations
[97]

• Implied: Willingness to devote effort to
planning incident response strategy

• Implied: Capacity to respond during an
emergency

• Implied: Willingness to devote effort to
investigations
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knowledge about what information is relevant to different audiences, or
knowledge about what communication style will motivate the cyberse-
curity team. Furthermore, as identified in Section 4.1.5, championing a
culture of cybersecurity awareness requires a complex set of commu-
nication skills, requiring cyber leaders to adapt their communication to a
more receptive style than they may be accustomed to. Finally, as Lyons
and Bandura [64] noted, CBL supports self-regulated learning behav-
iours, which are closely linked to both self-efficacy and motivation.
Therefore, in addition to its ability to improve adaptive communication
skills, CBL’s effect on self-regulated learning has the potential to
enhance the motivation of cybersecurity leaders to communicating with
a range of stakeholders. In sum, CBL has the ability to positively influ-
ence multiple competencies across the cybersecurity leader’s roles of
partnering with business leaders, overseeing the SETA program, and
leading the cybersecurity team.

5.2.2. The value of analysing failure scenarios in leadership and incident
response

Similarly, CBL’s strengths in supporting the ability to analyse failure
scenarios aids cybersecurity leaders in their role as a team leader. In this
role, learning to remove the element of shame in failure analysis enables
the cybersecurity leader to be accepting of human error [111] and to
focus on creating a culture of shared responsibility for future improve-
ment [22,89]. Well-developed skills in failure analysis also will aid
cybersecurity leaders in investigating cybersecurity incidents, a key skill
identified in the incident response role [94,97].

This strength of CBL in changing learners’ attitudes toward failure
showcases a noteworthy potential role for CBL in cyber leadership.
Much of the research on CBL’s effectiveness focused on skill

development, but we speculate that CBL’s true power lies in its potential
to change attitudes. In the case of attitudes toward failure, cases de-
stigmatise adverse incidents for learners by exposing them to narra-
tives of previous incidents that happen to others and give learners
practice in analysing adverse incidents without taxing emotions such as
anxiety. Our findings strongly suggest that cyber leaders can improve
their performance (paradoxically) by accepting the inevitability of er-
rors and mistakes to empower employees, building a culture of openness
and shared responsibility [21,22,89,100]. If CBL has the power to bring
about the necessary attitudinal change, it has the potential to be a
powerful asset for cybersecurity educators.

5.2.3. The value of perspective-taking, problem solving, and improved
decision making to incident response

The ability to make improved decisions in tight timeframes and to
solve complex, ill-structured problems will help cybersecurity leaders
lead more effective responses to cybersecurity incidents, which are
complex problems that occur under considerable time pressure. More-
over, a leader who can take multiple perspectives—including, for
example, the perspective of attackers—is better equipped to respond to
incidents strategically, and to communicate with regulators and the
public thoughtfully. In this way, cybersecurity leaders who learn with
CBL can gain a significant advantage in incident response.

5.2.4. Other uses of complex problem solving for cybersecurity leaders
Enriching the cybersecurity leader’s problem-solving capacity also

will aid them in developing the skills of designing a strategy, developing
cybersecurity policies, and developing governance mechanisms, as well
as a range of risk management activities, such as managing compliance

Fig. 1. Potential relationships between the skills built by CBL and the roles of cybersecurity leadership.
CBL’s strengths include helping learners adapt communication, analyse failure scenarios, make time sensitive decisions and solve complex problems. These strengths
may aid cyber leaders in partnering with business leaders, integrating teams, enhancing incident response, risk management, strategy, policy and governance.
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and evaluating threats. We also propose that by enhancing perspective-
taking, CBL provides cybersecurity leaders with the metacognitive ele-
ments of problem-solving. When leaders trained to take other perspec-
tives ask questions like “what mix of paradigms suits this situation?”,
they can “test” their responses against other perspectives, such as the
perspectives of attackers, of regulators, of other leaders inside their
organisation, and even of competitors, whose practices may be better
suited to the situation at hand. As with the power of CBL in changing
attitudes, we consider this capacity for improving metacognition to be
an under-considered but powerful asset for cybersecurity educators.

6. Research agenda

We have identified opportunities for CBL to address the parts of a
cybersecurity leader’s role that are critical for their success but notori-
ously difficult to address with traditional teaching approaches. How-
ever, in its current state, the literature does not examine this
relationship. Although a great deal of research has investigated the value
of CBL, this research frequently did not identify the outcomes they
intend learners to achieve, making identifying the relevant knowledge,
skills, and attitudes impossible. Education researchers have focused only
infrequently on cybersecurity practice, let alone on cybersecurity prac-
tice for post-professional audiences. Further research is needed to
explore the value of CBL for cybersecurity leadership competencies,
particularly for post-professional learners. To progress our understand-
ing further, we propose the following research agenda.

6.1. Research directions for the role of the cybersecurity leader

Researchers interested in the role of the cybersecurity leader could
supplement the results of our systematic review with exploratory liter-
ature reviews as well as empirical research. Delphi studies could prove
particularly instructive in helping prioritise the extensive list of com-
petencies identified in the literature, discovering which competencies
are crucial, which are desirable but not essential, and which (if any) may
be carried out chiefly by others in a large team.

Although the role itself is still relatively new and will continue to
change, we anticipate that this program of research will develop a
relatively stable picture of an “incident-centred” cybersecurity leader-
—that is, a cybersecurity leader capable of traversing both the relatively
stable environment of commercial operations and the volatile environ-
ment of cyber warfare.

6.1.1. Research direction: Finding the missing competencies
We propose that the first research direction is to build a more com-

plete picture of the requisite competencies. We believe that the list of
competencies generated by the literature is sound but not yet complete,
as generating a complete list of competencies has not been the focus of
prior research. For example, interviews with industry experts could add
detail to our understanding, while building expert consensus through a
Delphi study could help predict emerging requirements. The role of the
cybersecurity leader changes more quickly compared with other roles,
and a consensus of industry experts can be a valuable way to add detail
to our existing understanding while forecasting changes in the field.

Our collective understanding of the cybersecurity leader’s compe-
tency needs will be enriched by reference to relevant cybersecurity
management literature, including literature regarding governance,
strategy, and the development of information security policies. These
bodies of literature were excluded by our systematic search criteria;
however, a literature review using a more exploratory approach would
complement this review and provide valuable context for empirical
studies such as the Delphi study mentioned above.

We anticipate two sets of findings. First, we expect that future
research will reveal necessary competencies related to privacy and legal
knowledge. Although privacy and law received passing mentions in our
sample, they were not listed as explicitly required competencies. We

expect that privacy, legal, and regulatory requirements are touched on
only lightly because the role is new and because the need for these
competencies is newer still. As the role matures, we anticipate that
further research will reveal knowledge requirements for privacy and
relevant law, as well as the skills and commitment (i.e., attitudes)
needed to work within these bounds.

Second, we anticipate that such research will reveal additional
knowledge and attitude requirements. We observed the literature ten-
ded to focus heavily on skill requirements rather than on knowledge or
attitude requirements, although in some cases, a requirement for a skill
logically implied a requirement for accompanying knowledge or atti-
tudes. For example, the literature identified a need for cybersecurity
leaders to be able to communicate with business leaders (a skill) and be
willing to devote time and effort to collaboration (an attitude). Although
not explicitly stated, understanding principles of communicating with
different audiences (knowledge) is an essential accompaniment to the
skill and the attitude. In Table 4, we list knowledge, skills, or attitudes
not stated in the literature but rather implied. We anticipate that further
research into the competencies needed by cybersecurity leaders will
reveal that these “implied” competencies are necessary.

The tendency of literature to identify skills rather than attitudes or
knowledge is not surprising. When employers design position de-
scriptions and university educators design curricula, the desire for
quantifiable outcomes encourages a focus on skills, which are often
observable and measurable. Knowledge and attitudes are virtually
impossible to measure directly; however, as illuminated by Gonczi et al.
[44], by neglecting requisite knowledge and attitudes, employers and
educators could be overlooking competencies crucial for success.
Indeed, the professional bodies of many competency-focused pro-
fessions—such as nursing, social work and K-12 education—explicitly
differentiate knowledge, skills, and attitudes in their registration
requirements.

We expect that metacognition will continue to play an important role
as a “matrix competency,” the means by which cybersecurity leaders
deploy their other competencies.

In summary, our expected version of Table 4 will include privacy and
legal requirements, as well as a much richer list of knowledge and at-
titudes. The updated list could form the basis for future professional
development or executive education for this role. Although it will be
difficult for educators to measure knowledge and attitudes, we expect
some of them to emerge as very high-priority competencies.

6.1.2. Research direction: Prioritising competency requirements
A second research direction would be to find out which competencies

have the most significant impact on the performance of a cybersecurity
leader. Educational curricula are often shaped by experts’ tacit aware-
ness of which competencies to prioritise, but if educators do not examine
those assumptions explicitly, they may take those priorities out of
context. In this case, existing curricula for cybersecurity are most often
aimed at pre-professional audiences (both undergraduate and post-
graduate). We expect that research will show different priorities for
cybersecurity graduates and cybersecurity leaders. In practice, this dif-
ference would mean that cybersecurity graduates who progress to
leadership risk having crucial gaps in their expertise unless they obtain
further targeted education or training. Conversely, in a packed curric-
ulum, prioritising competencies would allow educators to prune out
competencies that can be fulfilled by other members of an organisation.

Industry experts also would provide valuable insight for identifying
the crucial competencies, although the act of ranking lends itself to a
more quantitative (or at least mixed-methods) approach. A Delphi study
would be instructive, particularly with maximal variation sampling. We
do note that Haqaf and Koyuncu [30] conducted such a Delphi study;
however, they recommended that Delphi studies be re-run every few
years as the role changes, and the study did not focus on the meta-
cognitive or attitudinal requirements revealed in the present review.

We believe that such research will reveal a need to emphasise
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competencies related to information gathering and information sharing,
particularly when augmented with adversarial thinking. Competencies
related to information gathering include the skill and commitment to
maintaining organisational situational awareness and the commitment
to maintaining up-to-date knowledge about risks and threats, the tech-
nological landscape, and the organisation’s strategy as well as its risk
tolerance. Competencies related to information sharing include skill in
and a commitment to communicating with business leaders, as well as
with the cybersecurity team. Our findings suggest that information
gathering and information sharing can extend to regulators, suppliers,
and even competitors, with the ultimate aim of blocking cyber-threat
actors [86,89,97,98,135]. Crucially, however, in the information-rich
environment of 21st-century organisations, we contend that cyberse-
curity leaders must augment these competencies with adversarial
thinking. To discern what information to gather, what information to
analyse, what information to share, and what actions to take, cyberse-
curity leaders need to conceive of threat actors as adversaries. By
conceiving of threat actors as adversaries—much like chess players or
military leaders do—cybersecurity leaders can plan and prioritise their
activities based on the strategy and tactics they expect their opponents
to use.

6.1.3. Research direction: Investigating the framing of the cybersecurity
leader’s role

A third direction for further research would be to investigate the
extent to which the current dominant framing of the cybersecurity
leader matches the actual requirements. For researchers pursuing this
line of enquiry, it is possible that multiple frames are limiting the way in
which we conceptualise the role of the cybersecurity leader. A frame or
paradigm is valuable for providing cohesion to our concept of the role,
but to gather a comprehensive set of competencies, we need to assess the
frame itself for what it excludes. It would be worthwhile to identify
which paradigms frame the role of a cybersecurity leader and assess
their suitability.

To research the difference between the perceived and actual needs of
the role, it would be valuable to combine perception data with obser-
vational data. For example, a researcher with access to an incident
management database could use data from logs and emails to explore
the relationships between a leader’s decisions and the events in a given
incident. Follow-up interviews could explore how the leader perceived
their role before, during, and after the incident and compare with the
observational data. The lens of metacognition would be valuable for
interviews with leaders. How do they decide which situations or actions
require prevention mode thinking? On what basis do they decide to
deploy response mode?

Our findings indicate that one paradigm—prevention mod-
e—appears to dominate in both industry and research conceptualisa-
tions of the role. We also identified that another paradigm—response
mode—contributes dimensions to many of the cybersecurity leader
competencies. Based on our findings, we speculate that educators and
some industry bodies will perceive the role more frequently through the
prevention lens, but that experienced cybersecurity leaders will express
more awareness of both paradigms. We also suspect that research into
the framing of the role will find that in practice, most competencies have
dimensions in both the prevention and response modes. A few compe-
tencies, such as developing a strategy, may exist outside those two
modes but still require a leader to select tactics from both modes.
Finally, we anticipate that although both modes are essential, in the
future cybersecurity leaders may need to focus more heavily on the
“response mode” dimensions of their competencies owing to the in-
crease in sophisticated attacks.

6.1.4. Research direction: Exploring meta-competencies
In this paper, we have deliberately constrained our competency lens

to knowledge, skills, attitudes and roles, conceptualising reflection as a
surrounding matrix – as the means by which one employs other

competencies. This restriction in the frame allows us to propose a set of
competencies that will, with empirical validation, be practical to use for
educators and cybersecurity leadership recruiters alike. However, for
more theoretical research aims, a wealth of meta-competencies waits to
be explored.

As discussed in Section 2, in situating our dimensions of competence,
we have drawn on Cheetham and Chivers [52]. In their model, reflection
is termed a “super meta” competency, surrounding both functional
competencies like knowledge and “meta competencies” such as problem
solving [52, p. 275]. A fourth research direction would be to investigate
meta-competencies (e.g., problem solving, strategic thinking, and
visioning) as they are applied to cybersecurity leadership specifically.

As with “finding the missing competencies” above, this exploration
would suit qualitative methods such as in-depth interviews with existing
practitioners. The more interesting question for this research direction
would be the choice of analysis method; for example, a reflexive the-
matic analysis conducted by an experienced researcher and practitioner
has the potential to paint a rich portrait of the profession.

We expect that this exploration would find a range of general meta-
competencies that apply to cybersecurity leadership as a profession,
along with meta-competencies that could be applied to specific roles
cyber leaders perform. For example, strategic thinking will likely
emerge as a meta-competency necessary for the professional, but stra-
tegic thinking also will have particular embodiments in leading incident
response (selecting tactics, etc.). Exploring strategic thinking as a meta-
competency may be particularly fruitful for cybersecurity leadership,
because components such as system thinking, visionary thinking, crea-
tivity, and synthetic thinking [136,137] may have different facets in
prevention mode and response mode. We do not expect
meta-competencies to fit neatly in the competency framework proposed
in Table 4; however, a thematic analysis of these meta-competencies has
the potential to shape educational curricula at the program level by
identifying and prioritising necessary graduate attributes. Our research
questions regarding the competencies of cybersecurity leadership are
summarised in Table 5.

6.2. Research directions for CBL

Targeted empirical research is needed to explore the value of CBL for
cybersecurity leaders. We expect that CBL has value for competencies
beyond what we have identified in this review. Although numerous
studies have investigated the value of CBL, many did not identify the
intended learning outcomes, making it impossible to identify the rele-
vant knowledge, skills, and attitudes. Education researchers also focus
only infrequently on cybersecurity practice, let alone on cybersecurity
practice for post-professional audiences. Further research is needed to
validate the value of CBL for cybersecurity leadership competencies,
particularly for post-professional audiences.

We recommend a suite of teaching studies to explore the utility of
CBL in educating cyber-resilient leaders. Following such a program of
research, we hope to find an educational design that builds cyber-
resilient leaders, leaders who can simultaneously collaborate with the

Table 5
Research questions (RQs) for cybersecurity leadership (CL).

CL
RQ1

What knowledge, skills and attitudes do cybersecurity leaders need to fulfil
their roles?

CL
RQ2

What methods can educators use to help cybersecurity leaders gain cyber
leadership competencies?

CL
RQ3

Which competencies are the most critical for a cybersecurity leader?

CL
RQ4

What paradigms best frame the cybersecurity leader’s role?

CL
RQ5

What are the characteristics of cyber leadership competencies in response
mode?

CL
RQ6

What meta-competencies do cyber leaders deploy in their role?
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business in its day-to-day operations and lead a team capable of
detecting and responding to the many cyber threats to come.

6.2.1. Research direction: Exploring the use of CBL in new, ill-defined roles
We propose that one research direction for CBL is to explore its value

in a range of new and ill-defined professions. Educators have long faced
the challenge of preparing professional learners for evolving professions,
especially in technology-based roles; however, it is likely that during this
century, professional roles in general will begin to evolve more rapidly,
and that professions will emerge that do not yet exist. Educators now
need learning approaches that prepare learners for newly emerged, ill-
defined, and rapidly changing roles—and not just in cybersecurity.
This style of education has a fundamental difference from others: when
preparing professionals for a new, poorly defined role, educators will not
have decades of research, theory, and practice data to weave into a set of
principles. Rather, they will need teaching and learning approaches that
quickly capture what is happening in the industry.

CBL offers a particular strength in this regard, as cases can be
amalgamated from real-life scenarios and made available to learners
relatively quickly. Therefore, it would be worthwhile to investigate the
utility of CBL in preparing professionals for roles like that of the
cybersecurity leader—recently emerged and rapidly changing.

Studies in this area could narrow the question and examine the
utility of a case-based reasoning approach: providing post-professional
learners with a problem to solve and a library of recent cases as a
study tool [61,67]. Researchers could investigate whether case-based
reasoning enables cybersecurity leaders to improve their
problem-solving, particularly with reference to new threats. Researchers
also could design follow-up questions to determine whether
post-professional learners begin to extrapolate their own principles
using case-based reasoning.

It also takes time for researchers and practitioners to build up a
nuanced picture of a new role; diverse perspectives from various in-
dustries and contexts take time to gather. We also anticipate that CBL
could provide unique value here, allowing learners to study cases from a
broad range of contexts and therefore experience the variety close to
first-hand.

6.2.2. Research direction: Investigating CBL’s strengths under time pressure
A second direction for researchers would be to investigate CBL’s

suitability for decision making in situations when speed is crucial, such
as cybersecurity incidents, medicine, emergencies, piloting planes, or
even coaching a sport. There are hints in the literature that CBL can help
professionals improve their decision making under time pressure. The
studies in our sample did not set out explicitly to evaluate the utility of
CBL in time-critical decision making; however, in reviewing the impact
of CBL on reflection and decision making in time-critical contexts—such
as such as nursing [126] and outdoor education [109]—we consider that
the connection warrants empirical study. Indeed, it would be valuable to
investigate the utility of CBL in aiding reflection-in-action [50] as a
component of real-time decision making.

Multiple research designs could investigate this connection. For
example, a randomised-controlled trial could assign post-professional
learners to one of two groups, with one group receiving lecture-based
instruction on the principles of cybersecurity incident response and
the other group participating in CBL sessions. Following the interven-
tion, both groups could participate in incident drills for the same pre-
designed scenario. More straightforward preintervention and
postintervention tests are also possible, as long as they are designed to
simulate decision making in a crisis.

We expect that such studies will find learners make better decisions
in short timeframes when they have experienced CBL. As long as
learners are required to test themselves in some way (e.g., through
problem solving), learning with cases provides the kind of spaced,
interleaved practice that helps professionals make effective decisions
quickly in high-pressure situations [65]. Other problem-based

approaches, such as drills and simulations, also provide this kind of
practice; however, CBL allows learners to achieve comparable outcomes
in less time [138]. Results from such studies have the potential to be
valuable not only for cybersecurity, but also for a range of professions
that require real-time decision-making.

6.2.3. Research direction: Exploring the use of CBL in response mode
Our findings reveal the potential for cybersecurity leadership com-

petencies to have dimensions in prevention mode and response mode.
We anticipate that CBL will be particularly suited to the dimensions of
the cybersecurity leader’s role in response mode. In response mode,
leaders assume that attackers deliberately aim to “take defenders by
surprise” and “focus on the area in which defenders are poorly prepared”
[96, p. 142]. For leaders to manage risk under this paradigm, they need
to practise taking the perspective of attackers, a skill that our findings
suggest CBL is well suited to building.

Further, in response mode, cybersecurity leaders assume that threats
are unpredictable and risks are transient, and thus they need to build the
organisation’s capacity to gather and share relevant intelligence. In a
modern, information-rich environment, competencies related to intel-
ligence gathering and intelligence sharing require the ability to sort
“signal” from “noise”—that is, to discern relevant intelligence from
irrelevant information. CBL is uniquely well placed to simulate this
challenge; case writers can build bespoke scenarios, dense with seduc-
tive detail, to enable learners to practise identifying the relevant infor-
mation. Learners can undertake interleaved practice when learning with
cases, weaving practice at identifying relevant information in with
practice in time-sensitive decision making and practice with other skills,
closely simulating industry experience. When combined with CBL’s
affordance for learners to take an adversary’s perspective, these traits
make for a powerful learning experience.

We propose a third research direction devoted to studying CBL’s
potential in response mode. Researchers interested in CBL and response
mode could explore these hypotheses through teaching studies. A
traditional experimental design with a CBL group and a lecture-based
control group could be illuminating; however, it might be more
revealing to use design science: undertake repeated trials with single
groups undergoing CBL and refine the embodiment of CBL in each
round. Thus, earlier trials become a control-style comparison for later
trials, and the research design lends itself to finding the most effective
educational design.

6.2.4. Research direction: Finding the best educational design
The answer to our final question—is CBL suited to educate cyber-

security leaders?—will depend to some extent on the quality and rele-
vance of the cases, the teaching techniques, the setting, and the
timeframe. Thus, it bears investigating that question together with
another: what CBL design is the most effective at educating cyberse-
curity leaders?

This research direction also lends itself to a design-science paradigm,
a series of teaching studies with iterative refinements to the educational
design. Triangulation of different data sources may be valuable in this
case as well; pre-tests and post-tests could be supplemented with
observation of the classroom (or analysis of online discussion board
discourse), as well as either interviews or a focus group to explore
learners’ experiences. In an ideal scenario, post-tests could be supple-
mented with follow-up tests a week or a month following the teaching
study to see what has been retained.

As discussed in the Introduction, previous research does point to
certain CBL designs as being highly effective. Presenting the case prior to
presenting the relevant theory, then asking learners to collaboratively
solve a problem based on the case has potential [61–63]. Thoughtful use
of multimedia also can enhance the experience [63]. Researchers
interested in the most effective educational designs of CBL could start
with a design along these lines.

The features of the case are likely to be as important as the features of
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the teaching sequence. Our findings from this review suggest potential
for cases that involve failure. It could seem challenging to write a case
involving failure and then ask learners to problem solve, but prior fail-
ures could form part of the background information of a case-based
scenario – part of the problem that the learners need to solve. It could
also be fruitful to ask learners to review several cases involving failure
prior to presenting a new case for problem-solving practice. In this way,
the learners simultaneously use CBL to practise case-based reasoning as
well as double-loop learning. Researchers may wish to start their first
trial with cases involving failure.

Significantly, such research can point to generalisable findings about
effective embodiments of CBL for a range of fields. Our research ques-
tions regarding the utility of CBL are summarised in Table 6.

7. Discussion

The primary contribution of this article is its proposals for further
work, embodied in the research agenda. This section describes the ar-
ticle’s limitations and contributions.

7.1. Contributions to literature

This article contributes to the literature by framing a major current
problem in cybersecurity practice: the gaps in understanding the
cybersecurity leader’s role and how to educate them. This article also
contributes two research agendas to the literature: one to explore the
true nature of the cybersecurity leader’s role, and a second to investigate
the power of CBL in fostering cybersecurity leaders’ competence. These
two agendas contribute to knowledge by providing researchers with
future directions [139].

Cybersecurity leadership (or “cyber leadership”) is an emerging area
that is critical to cyber defence in the modern era, and yet not much is
known about the competence of cyber leaders in this role, and even less
is known about how to educate future leaders. Previous literature has
examined the technical skills of cybersecurity management [e.g., 30],
but this article has comprehensively synthesised what is currently
known about the role of cyber leaders and identified likely gaps in our
collective understanding. By applying a competence lens [44] to the
existing literature on cyber leaders, we have identified a collective fix-
ation on skills to the exclusion of other facets of competence, which has
left gaps in our shared understanding of knowledge and attitude com-
petencies. We also have identified a bias toward risk management,
which necessarily reduces the focus available to examine capabilities in
strategy or incident response. In that way, this literature review has
synthesised previous literature, provided new insights, and identified
gaps and biases in the existing corpus [139].

Our proposed research agenda into the role of the cyber leader en-
ables researchers to explore more facets of cyber leadership. We propose
a comprehensive investigation into the cyber leader’s many roles,
including a close examination of capabilities in incident response,
strategy, and integration with the organisation through partnership with
business leaders, SETA, and leadership of the cybersecurity team—that

is, the competencies beyond management of technological risks. Our
agenda enables researchers to enquire into the attitudes, knowledge,
and meta-competencies that complement the necessary skills and to
explore how the competencies might differ in response mode. Thus, this
work enables researchers to improve organisational practice in ways not
previously possible. Because of this unique combination of prevention-
mode and response-mode competencies, this paper proposes that
educating cybersecurity leaders is a unique task.

7.2. Contributions to practice

This article identifies the limitations of traditional methods of
cybersecurity leadership education and proposes CBL as a candidate for
improving the competence of cyber leaders. To keep up with modern
cyber threats, cyber leaders will need to becomemasterful at adaptation,
growing and adapting themselves while also adapting strategies in the
organisations they lead. We find that CBL holds the potential to help
cyber leaders develop the ill-structured and time-pressured problem
solving, decision making, and communication that will be necessary to
thwart threat actors and respond to attacks. Educators can use these
findings to expand their educational techniques, experimenting with
incorporating cases—particularly failure-based cases with a variety of
perspectives —into their teaching.

This article also contributes a preliminary competency framework,
which practitioners can use for recruitment and educators can use for
curriculum design. While the competencies in Table 4 await empirical
validation, as set out in our research agenda, they are representative of
the state of knowledge in the published literature and thus still provide
value to recruiters and educators. In addition, both recruiters and edu-
cators can use awareness of the biases in the literature—the bias toward
prevention mode as well as the bias toward skills—to correct for possible
blind spots in position descriptions and curricula, respectively.

7.3. Limitations and outlook for future research

This systematic review is limited by the number of databases
searched. Moreover, we did not review literature in languages other
than English. We do not claim that this search identified every relevant
article; however, we do contend that the results provided a sufficient
representative sample for analysis. Further research exploring the value
of CBL for cybersecurity leadership in education would benefit from a
more exploratory approach to reviewing the literature, as well as from
empirical exploration.

This review is also limited in scope. Because the focus of this paper is
so close to the body of scholarship on cybersecurity/ information se-
curity management more broadly, it would be possible to read this paper
as a contribution to the broad field of organisational practice in infor-
mation security. However, our research question and search criteria
focused on research conducted with the cybersecurity leader in mind.
There is much research on cybersecurity management in general that
contributes to context but does not mention the cybersecurity leader,
and these sources have not been consulted. Therefore, it is necessary to
limit inferences from this paper to the role of the cybersecurity leader
itself.

Third, this review is limited by the number of coders. The primary
author coded all papers, discussing and validating the codes with the
additional authors. Because the final codes were reached by discussion,
it is not possible to calculate inter-rater reliability on the content anal-
ysis component.

Finally, as with all literature reviews, this review provides an anal-
ysis of the understanding in the literature alone. In other words, it is
likely that empirical investigation would yield a greater understanding
of the competencies required by cybersecurity leaders and a more tar-
geted understanding of the utility of CBL for cybersecurity leadership
education. We submit that the proposed research programs described in
Section 6 can overcome this limitation by adding empirical data.

Table 6
Research questions (RQs) for the utility of CBL.

CBL
RQ1

To what extent is CBL suited to developing a cybersecurity leader?

CBL
RQ2

To what extent is CBL valuable for making decisions and solving problems
under time pressure?

CBL
RQ3

Is CBL particularly valuable for ‘information-warfare’ mode?

CBL
RQ4

Is CBL particularly useful for new, ill-defined roles?

CBL
RQ5

How can case based learning be used to improve cybersecurity
leadership?

CBL
RQ6

What are the particular strengths of analysing failure-based cases?
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8. Conclusion

In this article, we have reviewed the research on cybersecurity
leaders and proposed a preliminary matrix of competencies required.
We observed that affective/conative competencies (“attitudes”) have a
strong impact on overall competence and are missing from existing
frameworks. We then reviewed research on CBL, finding that although
while existing research hints at the value CBL for cybersecurity leader-
ship education, neither information systems research nor education
research has examined this relationship explicitly. We have described
the cybersecurity leader’s role as a balancing act, balancing risk miti-
gation with risk-taking, information protection with information
sharing, and prevention mode with response mode. This balancing act
requires not only a range of knowledge, skills, and attitudes, but also a
strong metacognitive ability. Based on our analysis of the literature, we
propose that CBL has significant potential to develop this metacognitive
ability as well as the conative/affective competencies. Our research
agenda calls for further exploration of the cybersecurity leader’s role,
and further examination of CBL’s potential. This burgeoning area of
research can contribute significantly to educating cybersecurity leaders
and keeping modern organisations safe.
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Appendix A. The competencies of a cybersecurity leader

Roles Competencies: Knowledge (K), Skills (S) and Attitudes (A)

Partner with business leaders • Understand ethical and legal dimensions (K) [86,88]
• Communicate with business leaders (S) [1,9,11,12,21,22,24,29,30,86–95,97,100,102–105]
• Collaborate with external stakeholders (S) [1,9,29,86,89,90,94,96,97,100,101,103,105]
• Facilitate ethical problem-solving (S) [29]
• Willingness to devote effort to collaboration (A) [1,11,21,89,100]
• Integrity (A) [24,31]

Lead the cybersecurity team • Communicate with cybersecurity team (S) [1,86–89,91,95,103]
• Motivate team (S) [95,99,105]
• Develop talent pipeline (S) [1,11,90,95,105]
• Accepting of errors (A) [22,93,95]

Direct cybersecurity strategy • Understand the organisation’s strategy (S) [9,11,12,86–92,103,104]
• Develop and implement strategy (S) [1,30,87,91,92,96,101,103]
• Align cybersecurity strategy with organisation’s strategy (S) [1,9,11,30,87,91,100,101,103–105]
• Allocate resources effectively (S) [9,11,86–90,92,94,105]
• Willingness to learn about the organisation’s strategy (A) [11]
• Use creativity and imaginative thinking (A) [87]

Lead cybersecurity policy and governance • Develop and implement cybersecurity policies (S) [9,11,29,30,90–92,94,97–99,104,105,135]
• Oversee plans and procedures (S) [9,86,87,91–93,97,98,100,104]
• Develop and implement a governance mechanism (S) [11,30,86,90–93,97,98,100,103]
• Drive continuous improvement (S) [11,87,91,103]

Oversee the SETA program • Champion culture of awareness (S) [9,11,21,22,87,89–91,93,94,100,103,104,135]
• Oversee security training and development program (S) [9,21,29,86,90,91,99,100,105,135]

Oversee cybersecurity risk management • Understand technological controls (K) [29,30,91–93,102,103,135]
• Understand risk holistically (K) [11,12,30,90,91,103]
• Understand current threat landscape (K) [1,11,29,87,90,94,104,135]
• Understand cybersecurity standards and frameworks (K) [30,86]
• Identify and prioritise assets (S) [11,89,91,100,103,104]
• Identify and evaluate risks and threats (S) [9,11,86,89,92,93,100,135]
• Oversee technology security controls (S) [9,11,86,89,93,94,97,98,100,101,103,104,135]
• Facilitate physical security (S) [9,88]
• Manage compliance with legislation,regulations and standards (S) [1,11,22,86,90,91,94,97,98,101,103,104,135]
• Monitor and evaluate controls (S) [1,9,11,30,86,90–92,97,103,105,135]
• Maintain organisational situational awareness (S) [11,86,87,89,90,94,96,98,100]
• Adapt to circumstances (S) [1,12,86,87,89,94]
• Willingness to accept calculated risk (A) [11,12,91,92,97,98,103]

Lead incident response • Plan incident response strategy (S) [9,12,29,89,96,97]
• Lead response and recovery (S) [9,12,29,86,90,96,98,105,135]
• Lead incident investigations (S) [29,94,96–98,101,135]
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Appendix B. The utility of CBL

Table B.1 Competencies supported by CBL in our sample

Competency supported by CBL Sources

Analyse failure scenarios [107,109–112,115]
Reflect [107,124,126,127,130]
Solve complex, ill-structured problems [82,106,107,110,112,113,115–122,125,129]
Take multiple perspectives [106,107,111,122–125,127]
Make decisions in tight timeframes [109,126,128]
Communicate [82,106,115,129,130,132,138]
Adapt communication [115,130,132]
Identify risks for future scenarios [107,109]
Understand complex systems [112,125,129]
Understand the human nature of errors [110,111]
Identify and evaluate the outcomes of business strategies [108]
Lead teams [131]
Put plans into practice [129]

Appendix C. Example from codebook

Key:
(K) – Knowledge
(S) – Skills
(A) – Attitudes
(R) – Roles

Table C.1 Example from codebook

Example extract Code Theme

“Fully understand the business mission, vision, values, and strategic plan.” ([9], p. 275) Understand the organisation’s strategy
(K)

Direct cybersecurity
strategy (R)

“Defines and implements information and cyber security strategies.” ([92], p. 6) Develop and implement cybersecurity
strategy (S)

“Ensuring cyber-strategy is aligned to business strategy; otherwise, there is the possibility of viewing the initiative as an
IT project. As one participant (P1) noted ’keeping cyber-strategy aligned to the organization, its critical to start off
with business first and build cyber into organizational strategy. Otherwise you could end up taking an overly
technical view of the whole thing and suddenly holes appear in your security analysis because important things are
not protected and aligned to the business.’ ([100], p. 3760)

Align cybersecurity strategy to the
organisational strategy (S)

“This paper therefore argues that CISOs must be able to implement an actionable plan (translated from a clear vision
and direction) within the organizational context using efficient and effective allocation of resources.” ([87], p. 13)

Allocate resources effectively (S)

“CISOs and their teams that do not make an effort to understand and partner with the business leaders often become
roadblocks to the business achieving its objectives.” ([11], p. 76)

Willingness to learn about the
organisation’s strategy (A)

“This paper therefore posits that CISOs must be able to draw on creative, imaginative, abstract, lateral thinking
approaches towards developing novel security strategies to address evolving threat landscape in the face of
uncertainty.” ([87], p. 12)

Use creativity and imaginative thinking
(A)
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