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ABSTRACT
Vanadium oxides and their polymorphs are transforming electromagnetic radiation security in communications and infrastruc-

ture. This arises from their broadband response and potential for wavelength attenuation across the ultraviolet, optical, infrared,

and radio regions of the electromagnetic spectrum. More specifically, monoclinic vanadium dioxide’s sharp, reversible insulator-

to-metal transition near room temperature enables ultrafast, tuneable switching of conductivity and optical properties, triggered

by thermal, optical, or electrical controls. Chalcogenide phase-change materials require high crystallisation temperatures and

nanosecond switching times, whereas VO2’s volatile Mott transition operates near ambient conditions with femtosecond response

and cycling stability exceeding 100 million cycles. This dynamic modulation supports real-time absorption, shielding, and beam

steering across terahertz, infrared, and radiofrequency domains, with demonstrated absorption rates tuneable from 2% to 100%

and bandwidths up to 6.35 THz. VO2 metasurfaces offer polarisation insensitivity and multifunctionality, protecting against

jamming, interception, and signal leakage. Advances in large-area synthesis, nanostructuring, and durability have enabled

both highly sensitive sensors and long-lived smart coatings. These findings position vanadium oxides as transformative mate-

rials for physical-layer electromagnetic security in wireless communications, infrastructure protection, and smart sensing

systems.

1 | Introduction

Securing electromagnetic communications and infrastructure is
a critical priority as wireless, optical, and sensing technologies
evolve in complexity and bandwidth. The modern landscape
integrates essential services, advanced communications plat-
forms, and emerging fields such as quantum and smart city
applications, all relying on robust electromagnetic control.
Traditional shielding materials and static absorbers are limited
by narrow frequency ranges and an inability to respond to real-
time threats such as jamming, interception, and signal leakage.
These vulnerabilities expose vital systems to dynamic attack
and manipulation, creating an urgent need for agile, tuneable,
and adaptable solutions across wireless communication, physi-
cal security, imaging, and smart infrastructure [1–5].

The imperative for effective electromagnetic security extends
beyond conventional cryptographic and software-level defences.
Today’s threat landscape requires hardware-level, reconfigurable
protection systems able to counter evolving challenges such as
advanced jamming, deliberate eavesdropping, andmalicious inter-
ception. In this context, vanadium dioxide (VO2) has gained rec-
ognition as a multifunctional platform due to its sharp, reversible
insulator-to-metal transition (IMT) near room temperature. This
transition arises from strongly correlated electron-lattice interac-
tions and can be triggered by thermal, optical, electrical, or
mechanical stimuli. The transition enables programmable modu-
lation of optical and electrical properties over several orders of
magnitude, giving materials and devices real-time control over
electromagnetic environments at the physical layer [6–8].
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Vanadium dioxide distinguishes itself from other phase-change
materials through advantages that converge near room tempera-
ture. Its transition occurs at a tuneable �68°C (340 K), achieves
IMT switching in 26–75 fs, and supports cycling endurance
exceeding 108–109 events, combining ultrafast response with
practical operating conditions [9]. Recent work demonstrates
absorption bandwidths up to 6.35 THz with tunability from
2% to 100% across terahertz to infrared domains, enabling
real-time absorption, shielding, and beam steering in metasur-
face architectures. In contrast to non-volatile chalcogenide
phase-change materials, VO2’s volatile Mott transition passively
recovers without energy-intensive reset pulses, making it inher-
ently suited to adaptive electromagnetic systems that require con-
tinuous, reconfigurable modulation [10–14].

With the rise of programmable cybersecurity systems, there is a
pressing need for codevelopment of advanced physical materials
and smart surfaces. Only by synchronising digital and material-
level solutions can we address a diverse and rapidly shifting
landscape of security threats. Vanadium oxides and their
phase-change mechanisms are positioned to fill this gap, provid-
ing robust, dynamic, and multifunctional architectures for adap-
tive shielding, secure signal processing, and stealth performance
in variable operational settings [15–19].

In contrast with previous reviews that have largely focused on
thermochromic smart windows, generic VO2 modulation, or
phase-change photonics, this article places particular emphasis
on VO2 and related vanadium oxides as a platform for adaptive
electromagnetic security. The discussion spans ultraviolet to
radiofrequency operation, linking microscopic phase-transition
physics to synthesis, metasurface design, and system architec-
tures for jamming suppression, channel randomisation, and
tamper-resistant hardware. By explicitly contrasting volatile
VO2 with non-volatile chalcogenide phase-change materials in
the context of physical-layer security, the review aims to provide
a unified framework for selecting and engineering phase-change
platforms in emerging secure communication and infrastructure
applications.

2 | IMT in Vanadium Oxides

2.1 | Ultrafast Dynamics and Physical Changes

The IMT in vanadium dioxide (VO2) is a canonical example of a
strongly correlated phase transition, involving simultaneous
changes in lattice structure and electronic band behaviour on
ultrafast timescales. Under femtosecond laser excitation, reports
show that the transition can occur in 10–100 femtoseconds, cou-
pling the rearrangement of atomic positions with a collapse of the
electronic bandgap [20, 21]. This transition in VO2 is driven by a
dramatic structural transformation as seen in Figure 1, the mate-
rial shifts from the monoclinic to the rutile phase, causing the
bandgap between the V 3d‖ and 3π* states (approximately
0.7 eV) to collapse. This transformation leads to pronounced elec-
tronic and optical consequences.

In its insulating monoclinic phase, VO2 contains paired vana-
dium ions alongside gapped d-orbitals. The band structure in this
state displays a clear bandgap, described as Eg. The electrical con-
ductivity in the insulating phase follows the relation:

σinsulator α exp −
Eg

2kBT

� �
(1)

where kB is the Boltzmann constant and T is temperature. During
thermal, optical, or electronic excitation, these vanadium ion
pairs dissociate, the bandgap collapses, and the material under-
goes a rapid transition into the rutile metallic phase. This transi-
tion results in a dramatic increase of free-charged carriers, where
the conductivity rises sharply:

σinsulator � σmetal (2)

Ultrafast spectroscopy and quantum simulations have shown
that this switching is among the fastest responses in the solid
state. The transformation can be formalised through the evolu-
tion of the time-dependent wavefunction:

∣ ΨðtÞi= exp −
i
ℏ

Z
t

0

bHðτÞdτ
� �

∣ Ψð0Þi (3)

where bHðτÞdτ represents the system Hamiltonian capturing both
electronic and lattice degrees of freedom.

During ultrafast excitation, this transformation proceeds through
tightly coupled electronic and lattice dynamics rather than a
purely thermally driven structural change. Time-resolved spec-
troscopy shows that an electronically driven collapse of the
Mott-like bandgap can occur within tens of femtoseconds, estab-
lishing a transient metallic or semi-metallic state prior to full lat-
tice rearrangement. Coherent oscillations of specific phonon
modes in the 5–7 THz range reveal strong electron–phonon cou-
pling, with subsequent lattice motion steering the crystal system
toward the rutile structure on sub-picosecond to picosecond
timescales. Recent works further demonstrate that electronic
and structural components of the transition can be partially
decoupled, with nonthermal, field-driven IMT pathways produc-
ing inhomogeneous metallic domains and metastable intermedi-
ate states that are central to device-scale modulation behaviour
[22–25].

Under pulsed electrical or optical excitation, the IMT often
proceeds in a spatially inhomogeneous and non-equilibrium

FIGURE 1 | The dramatic structural transformation of VO2 and the

bandgap collapse between the V 3d‖ and 3π* states.
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manner, where metallic and insulating domains coexist and per-
colative conduction paths form within the VO2 crystal system
[26]. This domain evolution contributes to the characteristic ther-
mal and electrical hysteresis, with loop width and threshold tem-
peratures influenced by strain, grain size, and interfacial pinning,
and can be exploited for multilevel, analogue modulation at the
cost of increased complexity in achieving reproducible device
states [27, 28].

Recent theoretical advances, including first-principles calcula-
tions and tensor-network modelling, highlight the dual role of
strong electron correlation and lattice distortion in governing
the IMT [29]. These approaches have revealed the existence of
semi-metallic intermediate states and nonadiabatic evolution
of electronic bands. Control over this transformation character-
istics, such as optimising the transition temperature, switching
speed, and reversibility, depends on strategies like dopant selec-
tion, strain engineering, and external field application. Achieving
these design objectives requires solving a complex, multidimen-
sional materials challenge, particularly for scalable deployment
in devices and adaptive electromagnetic systems.

2.2 | Tuneable Modulation Across the Spectrum

Tuneable modulation of electromagnetic properties is one of the
defining advantages of vanadium dioxide’s IMT for real-world
security and communication systems. During the transition,
VO2’s resistivity shifts sharply from insulating/semiconductor
to conducting values. This change is accompanied by dramatic
alterations in permittivity and reflectivity, which can span mul-
tiple orders of magnitude and directly influence how the material
interacts with electromagnetic waves across the terahertz, infra-
red, and visible regions. In vanadium oxides hybrids complex
permittivity, εðω, TÞ= ε0 + iε 00, varies rapidly as the temperature
crosses the transition threshold, allowing devices to switch from
transmitting to absorbing or reflecting light and microwaves with
high fidelity [30–32].

This intrinsic tunability has enabled diverse device architectures
and security functionalities. In photonics, VO2’s phase change is
exploited for high-speed optical modulators [33], shutters [34],
and wavelength-selective filters [35] capable of encoding, scram-
bling, or shielding sensitive data streams. In microwave and ter-
ahertz domains, engineered VO2 metasurfaces demonstrate
reconfigurable absorption bands [36], polarisation control [37],
and active radar tuneability [38] by varying the material’s state
in response to changes in environmental temperature, electric
fields, or targeted optical excitation. The versatility of the IMT
is further enhanced by adjusting dopant profiles [39, 40] and sub-
strate interactions [41], which control the onset and recovery
times, shift the transition temperature, and allow for dynamic
tuning across user-defined spectral ranges.

The mechanism by which VO2 interacts with electromagnetic
radiation is strongly frequency dependent. In the microwave
and terahertz regimes, the several-orders-of-magnitude change
in conductivity and complex permittivity across the IMT domi-
nates, allowing VO2 films and metasurfaces to act as switchable
resistive and inductive sheets that engineer impedance matching
for broadband absorption and shielding [42, 43]. At mid-infrared
and near-infrared wavelengths, large changes in the real and
imaginary parts of the refractive index shift localised plasmonic

and photonic resonances in nanoantennas, photonic crystals, and
integrated waveguides, so modulation is governed primarily by
resonance tuning rather than simple sheet resistance [44–46].
In the visible and near-UV, more modest index changes still
impact interference in multilayer stacks, enabling thermochro-
mic smart coatings where VO2’s phase transition modulates
transmittance and solar gain without relying on deep structural
redesign [47–49].

For practical electromagnetic systems, the efficiency of this tune-
able modulation must be evaluated in terms of the energy
required to trigger a given change in optical or electrical
response. Ultrafast optical studies report that absorbed fluences
on the order of a few mJ cm−2 are sufficient to drive a long-lived
metallic state and achieve multidecibel changes in transmission
or absorption, while high-field terahertz experiments demonstrate
non-thermal IMT at fields of approximately 10–15MV cm−1

[50]. In device-relevant metasurfaces, hybrid electrical–optical
driving substantially reduces the optical threshold, with pre-
biased VO2 elements achieving strong THz modulation at opti-
cal intensities orders of magnitude lower than purely optically
driven structures. These thresholds depend sensitively on film
thickness, nanostructure geometry, and interfacial thermal
design, which together determine how efficiently input energy
is confined to the active VO2 volume and dissipated during
recovery [24, 51, 52].

2.3 | Environmental Stability and Repeatability

Environmental stability and long-term repeatability are key for
the practical use of vanadium dioxide (VO2) devices in electro-
magnetic security, sensing, and smart window applications.
Thin films and nanostructured VO2 are particularly susceptible
to deterioration from oxidation, humidity, and thermal cycling,
which can degrade the sharpness and speed of oxide transition
and cause progressive loss of optical or electrical function over
time [53, 54]. Without appropriate stabilisation, films may expe-
rience reduced transmittance modulation, increased resistivity
drift, and shortened device lifetimes. Environmental degradation
of VO2 arises from coupled chemical and mechanical pathways
that progressively alter the IMT behaviour under operating con-
ditions. Oxidation at free surfaces and grain boundaries drives
the formation of higher vanadium oxides such as V2O5, which
broadens the transition, shifts the threshold temperature, and
reduces optical and electrical contrast over repeated cycling
[55, 56]. Interfacial reactions at VO2/substrate or VO2/electrode
contacts can create non-switching interlayers that increase series
resistance and pin metallic domains, while repeated volume and
lattice changes across the IMT induce mechanical fatigue and
microcracking in poorly buffered films [57]. Encapsulation with
SiO2 or ZnO layers significantly suppresses oxygen and moisture
ingress, stabilising the transition temperature and modulation
depth over 103–104 thermal cycles and enabling long-term per-
formance in smart window and metasurface architectures
[58, 59].

To address these limitations, encapsulation using silicon dioxide
(SiO2) [60] or zinc oxide (ZnO) [61] layers acts as a physical bar-
rier, minimising exposure to ambient oxygen and moisture and
effectively preserving phase transition properties over extended
cycling. For instance, core–shell nanostructures and multilayer
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hybrid architectures have shown marked improvements in sun
modulation efficiency and luminous transmittance under harsh
climatic conditions, such as sustained operation at 60°C and 90%
humidity [62, 63]. Grain boundary engineering, implemented via
controlled crystal growth and doping, further suppresses kinetics
of degradation and helps maintain the phase transition threshold
and repeatable switching behaviour over thousands of cycles.
Hybrid heterostructures that combine VO2 with metals [64],
oxides [65], or graphene [66] offer additional mechanical robust-
ness and thermal stability, while supporting integration with
electronic and photonic devices.

These advances in environmental stability and cycling endurance
enable the deployment of VO2 thin films and coatings in
demanding optoelectronic applications, infrastructure, security,
and industrial contexts. Literature indicates that continued
improvements in protective layer design, dopant selection, and
film morphology are essential for effective large-scale operation
and viability of VO2-based smart coatings and security platforms.

2.4 | Contrasting Phase-Change Materials for
Electromagnetic Applications

To contextualise vanadium dioxide’s place among phase-change
materials a direct comparison with established and emerging
alternatives for electromagnetic security and adaptive systems
is vital. While many materials exhibit phase transitions with elec-
tromagnetic consequences, the practical requirements of security
applications narrow the field substantially: ultrafast switching,
ambient operation, cycling endurance, environmental stability,
and spectral coverage all matter critically [67].

Chalcogenide phase-change materials, particularly Ge2Sb2Te5
(GST) and Ge2Sb2Se4Te1 (GSST), dominate optical memory and
photonic switching applications [68, 69]. These materials undergo
non-volatile amorphous-to-crystalline transitions that produce
large refractive index and absorption contrasts. However, GST
requires crystallisation temperatures exceeding 160°C and oper-
ates with nanosecond switching speeds driven by structural
rearrangement kinetics [69]. GSST offers improved visible and
near-infrared transparency with slightly faster switching and
endurance approaching 10 million cycles but still operates near
150°C [68]. Both require energy-intensive reset pulses to return
to the amorphous state, which presents a non-negligible drawback
in large-area deployments [70].

Magnetite (Fe3O4) presents a distinct mechanism through its
Verwey transition at 124 K, where the material shifts from
high-temperature cubic metallic to low-temperature monoclinic
insulating state. This produces significant conductivity, and mag-
netic anisotropy changes useful for microwave absorption and
shielding. The low transition temperature restricts Fe3O4 to cryo-
genic or specialised cooling environments, though laser-induced
photoexcitation can trigger partial transitions on picosecond
timescales beyond equilibrium. Fe3O4 composites combined with
carbon materials demonstrate robust mechanical properties and
chemical stability [71, 72]. Halide perovskites (CsPbBr3, MAPbBr3)
offer optoelectronic phase transitions at 120–235 K with picosec-
ond to nanosecond switching speeds. These materials show
size-tuneable transitions and reversible structural phase changes
useful for visible and near-infrared modulation [73, 74]. Severe
moisture sensitivity and low-temperature operation restrict

practical deployment, and, additionally, lead-containing halide
perovskites are not commercially viable in Europe due to the
RoHS Directive, which has restricted lead in electronics since 2006
and effectively excludes these materials from advanced optoelec-
tronic markets [75, 76].

By comparison, VO2’s volatile Mott transition near 68°C com-
bines ambient-temperature operation with femtosecond switch-
ing (26–75 fs), passive thermal recovery, and exceptional cycling
endurance exceeding 100 million thermal cycles and 260 million
electrical cycles [13, 77]. The electronically-driven transition,
rather than structural nucleation-limited processes, enables
orders-of-magnitude faster response than chalcogenides. The
transition temperature can be tuned through doping, strain
engineering, and nanostructuring toward room temperature or
user-defined thresholds [10]. VO2’s broadband response from
ultraviolet through terahertz frequencies, combined with multi-
stimuli triggering (thermal, optical, electrical, mechanical),
provides unmatched versatility for adaptive electromagnetic
architectures. Table 1 compares the key performance metrics
across representative phase-change materials for electromag-
netic security applications.

From an application perspective, the contrast between volatile
and nonvolatile phase-change responses is as important as abso-
lute speed or temperature [35–37]. Nonvolatile chalcogenides
such as GST and GSST retain their programmed optical and elec-
trical states without power, which is advantageous for functions
like secure configuration memories, write-once keys, and long-
term optical storage where state preservation after power loss
is essential. In contrast, the volatile Mott transition of VO2 natu-
rally relaxes back to the insulating state when the external stim-
ulus is removed, eliminating the need for energy-intensive reset
pulses and making it intrinsically suited to continuous, low-
power, dynamically reconfigurable operations such as real-time
beamforming, adaptive absorption for jamming suppression, and
channel randomisation in wireless links. These complementary
characteristics suggest hybrid security architectures in which
non-volatile materials provide state retention and credential
storage, while VO2 and related vanadium oxides supply agile,
on-demand modulation at the physical layer [6, 15, 17].

3 | Synthesis and Processing

3.1 | Physical, Chemical, Hydrothermal, and
Solution Syntheses

Developing VO2 for practical electromagnetic security devices
requires synthesis methods that deliver phase-pure, highly crystal-
line material on a scale suitable for advanced optics, electronics,
and coating applications. The scalability, industrial compatibility,
and controllability of the synthesis route have a direct impact on
the performance and reliability of VO2-based systems [8].

Physical vapour deposition (PVD) methods, including pulsed
laser deposition, thermal evaporation, and sputtering, are widely
adopted for fabricating high-quality thin films [82]. In PVD,
vanadium-containing targets are ablated or sputtered in an inert
or reactive background at reduced pressure, followed by conden-
sation onto heated substrates. This approach offers precise
control over thickness, stoichiometry, and grain structure.
Sputtering, in particular, is often selected for industrial-scale
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production because it enables homogenous, reproducible films
across large surface areas such as glass, silicon, quartz, and sap-
phire. PVD allows tuning of the IMT temperature and optical
performance by adjusting oxygen partial pressure [83], substrate
orientation [84], and post-deposition annealing conditions [85].
These parameters can significantly alter the crystallinity, grain
size, and phase purity, resulting in either monoclinic VO2(M)
or other undesirable polymorphs that have drastically different
transition behaviour.

Chemical vapour deposition (CVD) is another versatile route,
permitting uniform and conformal growth of VO2 films over
large and complex surfaces [86]. Both atmospheric pressure and
metal-organic CVD (MOCVD) have been demonstrated for VO2

[87]. Careful selection of vanadium precursors and fine control of
reactor conditions, including gas flow, temperature, and oxidant
ratios, are critical for ensuring functional VO2 phase and high
purity. MOCVD, in particular, enables wafer-scale deposition
at growth rates of 14–35 nm/min for VO2 films with thickness
uniformity< 1.2% across 75 mm substrates, and is compatible
with device-level patterning strategies, supporting integration
into multilayer and multiband metamaterial architectures [88].
Figure 2 outlines some of the methods used to fabricate thermo-
chromic VO2 thin films.

Hydrothermal synthesis enables the low-temperature formation
of VO2 nanostructures, including nanowires, nanosheets, and
microcrystals. By engineering the precursor chemistry, reaction
pH, temperature, and duration, hydrothermal reactions yield
gram to kilogram scale crystalline products with tailored mor-
phologies and aspect ratios [89–91]. These techniques often
use safe, environmentally friendly reagents such as oxalic acid,
offering a scalable and lower-energy alternative to solid-state syn-
thesis. Hydrothermal approaches can also preserve desirable
morphologies during phase transitions, as in the transformation

from VO2(B) to monoclinic VO2(M) with post-synthesis anneal-
ing and support the fabrication of hierarchical or composite
materials for enhanced functional properties.

Beyond conventional hydrothermal and sol–gel routes, a grow-
ing class of ambient-pressure, solution-processed syntheses
directly addresses the scalability and substrate-compatibility
limitations of high-temperature, vacuum-based processing.
Benchtop approaches that produce VO2(M) nanoparticles and
VO2-based inks enable inkjet-printed films and demonstrate
large-area smart windows without autoclaves or high-tempera-
ture treatment of the final substrate. Related strategies combine
VO2(M) nanoparticles with SiO2 shells to form VO2: SiO2 pow-
ders and films, where the silica simultaneously improves ther-
mochromic performance and protects against grain growth and
oxidation during annealing. In this context, ambient-pressure
core–shell routes that synthesise VOx·nH2O and VO2−x nano-
particles and subsequently encapsulate them via Stöber-type sil-
ica growth provide scalable suspensions that leverage both
intrinsic strain from oxygen deficiency and extrinsic strain from
the silica shell to tune the IMT toward near-room temperature,
while remaining compatible with room-temperature coating of
glass, polymers, and fabrics. Collectively, these nonstandard
solution processes complement sputtered and MOCVD films
by offering retrofit-friendly, mechanically flexible VO2 coatings
that are intrinsically suited to large-area electromagnetic and
smart-window applications.

Recent advances in vanadium oxide synthesis extend these ambi-
ent and hydrothermal strategies by exploiting hybrid and uncon-
ventional approaches to optimise phase-transition properties at
the nanoscale [92–95]. One notable direction involves the fabri-
cation of core–shell and heterostructured nanomaterials, where
encapsulation and compositional gradients are used primarily to
engineer strain, optical response, and damage thresholds rather

TABLE 1 | Performance comparison of phase-change materials for electromagnetic security applications.

PCM
Transition

type

Transition
temperature,

°C
Switching

speed
Cycling

endurance
Spectral
coverage Advantages Limitations

VO2 [77, 78] Mott
insulator-to-

metal

68, tuneable
20°C–90°C

26–75 fs >100M
thermal,
>260M
electrical

UV–THz Ultrafast, ambient
operation, multi-
stimuli, passive

recovery

Oxidation
sensitivity,
requires

encapsulation

GST [69] Amorphous-
to-

crystalline

>160°C ns–μs 1–10M NIR–
MIR

Non-volatile
memory, large
optical contrast

High temperature,
slow switching

GSST
[68, 79]

Amorphous-
to-

crystalline

�150°C ns �10M Visible–
NIR

Improved
transparency, better

endurance

High temperature,
structure-limited

switching

Fe3O4

[72, 80]
Verwey
transition

−149°C ps (photo-
induced)

High MW–

THz
Magneto-optical,
chemically robust,
multi-functional

Cryogenic
operation requires

cooling or
photoexcitation

Halide
perovskites
[73, 81]

Structural
phase

transition

120–235 K ps–ns Moderate Visible–
NIR

Optoelectronic
functionality, size-
tuneable transition

Moisture
instability, low-
temperature
operation
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than to enable basic scalability. For instance, VO2 nanoparticles
encapsulated with a SiO2 shell harness the differential thermal
expansion between core and shell to induce controllable internal
strain, enabling significant reduction of the IMT temperature
toward room temperature and supporting the design of high-
performance photonic modulators and laser components. Other
innovative routes include bio-assisted synthesis, combinatorial
deposition, and strain-engineered growth on 2Dmaterials, which
collectively allow fine control over stoichiometry, defect density,
and lattice distortion for device-grade thin films and nanostruc-
tures [92]. Related work demonstrates that VO2/V2O5 core–shell
heterostructures, which can be formed naturally in ambient
conditions, deliver broadened infrared and nonlinear optical
responses, exceptional damage thresholds, and unique saturable
absorption profiles that are challenging to achieve in monolithic
VO2 [93]. These hybrid nanostructures now underpin the design
of high-performance photonic modulators and laser components.

Other innovative routes include green, bio-assisted synthesis. For
instance, biogenic methods utilising Shewanella bacteria achieve

VO2 nanoparticle formation at low temperature and ambient
pressure, eliminating harsh chemical reductants and minimising
environmental impact [94]. These biosynthesized VO2 nanoma-
terials exhibit well-defined phase transition temperatures and
offer additional opportunities for surface engineering through
vesicle-mediated assembly and natural membrane encapsula-
tion. Table 2 summarises how sputtering, MOCVD, conventional
hydrothermal/solution routes, and emerging ambient core–shell
and ink-based processes occupy complementary niches in terms
of production scale, platform integration, and durability require-
ments for VO2-based electromagnetic security devices.

Combinatorial and strain engineering approaches also play an
expanding role. Wafer-scale combinatorial deposition techni-
ques, such as those that spatially vary oxygen partial pressure
or alloy composition across a substrate, allow rapid mapping
and optimisation of stoichiometry, phase purity, and IMT prop-
erties for electronic-grade thin films. Strain-engineered growth,
for example by depositing VO2 on flexible 2D materials such
as hexagonal boron nitride (hBN), yields ultrathin films with

FIGURE 2 | Some fabrication methods for thermochromic VO2 thin films. (a) Chemical vapour deposition (CVD) (b) Physical vapour deposition

(PVD). (c) Electrospinning. (d) Spin coating. (e) Film casting. (f ) 3D printing. Reproduced (Adapted) under the terms of the Creative Commons CC-BY

licence [61]. Copyright 2024, Cancheng Jiang et al.
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preserved transition characteristics and minimised defect-
induced degradation [95]. These strain-free or strain-tailored
films can be tuned for thickness dependence, reversibility, and
device miniaturisation, all of which are difficult to achieve with
conventional bulk processing.

4 | Metasurface and Terahertz Security
Applications

4.1 | Broadband Absorbers and Tuneable
Shielding

VO2-based terahertz (THz) metasurface absorbers are demon-
strating unprecedented performance in bandwidth, tunability,
and device thickness. A recent design achieved a broadband
absorption of 6.35 THz, with absorptance greater than 90% from
2.82 to 9.17 THz simply by tuning the VO2 conductivity between
200 and 200,000 S/m [14]. The absorber is composed of a single-
layer, patterned VO2 resonator placed on a quartz dielectric
spacer, and backed by a metallic ground plane. Simulations
and experiments showed polarisation-insensitive perfect absorp-
tion and wide-angle stability, with tunability of the absorption
peak from 2% to 100%. The physical mechanisms were modelled
using impedance matching theory, electric field and surface
current distributions, and parametric changes in layer thickness
and periodicity. Devices like this outperform prior structures
both by eliminating stray transmission and by offering seamless
integration of stealth, THz imaging, and secure communication
functionalities.

In other works, a patterned VO2 metasurface absorber incorpo-
rating a low-loss MF2 dielectric and gold ground plane achieved

an absorptance of 98.15% across a 5.38 THz [96] bandwidth, from
5.72 to 11.11 THz, even at incident angles deviating significantly
from normal [3]. These absorbers are suitable for physical layer
security since wide-angle and polarisation-insensitive operation
prevents information leakage and eavesdropping attempts that
might exploit incident field geometry [97]. Figure 3 shows
advanced VO2-based metasurface designs that leverage the
phase-change properties of vanadium dioxide to create tuneable,
reconfigurable optical and terahertz devices.

4.2 | Beam Steering and Programmable
Intelligent Reflecting Surfaces (IRS)

VO2 metasurfaces also support precise, real-time beam steering
across THz, mmWave, and microwave frequencies. For example,
a programmable metasurface operating at 100 GHz used VO2

as the switching substrate to achieve up to 44° beam deflection
in both horizontal and vertical directions. This performance
approaches traditional electronically-steered phased arrays that
typically achieve ±50°–70° coverage, while offering significantly
faster switching speeds and eliminating the complex feeding net-
works required by conventional architectures. Unlike mechanical
beam-steering approaches that operate on second timescales, VO2

metasurfaces enable sub-millisecond electronic control with solid-
state reliability [100–102]. The phase transition, controlled by tem-
perature or electrical biasing, altered the refractive index from 2.6
to 36 and extinction coefficient from near zero to 16 at 100 GHz,
enabling sharp and reversible steering [96]. Additionally, when
combining electrical and optical stimulation applied voltage can
drop the switching threshold for optical beam steering, making
programmable phase control feasible with moderate currents or

TABLE 2 | Comparison of the industrial viability of major vanadium dioxide synthesis methods.

Synthesis
route Typical outputs and scale Integration strengths

Durability and encapsulation
considerations

PVD/
sputtering

Large-area VO2 films on glass, Si,
quartz and sapphire with good

thickness uniformity.

Widely used for architectural
coatings and RF substrates;
compatible with back-end
processing under controlled

thermal budget and contamination.

Dense films but sensitive to off-
stoichiometry; stability improved by

SiO2/ZnO capping and grain-
boundary engineering.

MOCVD Conformal VO2 films on planar
and 3D wafer-scale substrates
with uniformity <�1.2% at

14–35 nm min−1 growth rates.

Well suited to integrated photonics
and metasurfaces with good

interface and composition control
within CMOS-compatible

temperatures.

Requires encapsulation to suppress
oxidation and humidity; process
conditions set defect density and

cycling endurance.

Hydrothermal/
conventional
solution

Gram–kilogram VO2

nanostructures (nanowires, plates,
powders) later converted into films

or composites.

Supports printing, spraying, or
casting on diverse substrates for

low-cost, large-area smart coatings.

Film robustness dominated by
binders, porosity and added barriers;
extra encapsulation needed to match

dense vacuum-grown films.

Ambient
benchtop
core–shell/
ink routes

Ambient-pressure VO2(M) and
core–shell nanoparticles (e.g. VO2:

SiO2, VO2−x from VOx·nH2O)
formulated as inks without

autoclaves.

Enable inkjet, glazing and screen-
printed VO2 coatings on glass,
polymers and fabrics at or near
room temperature for retrofit and

flexible devices.

Silica shells and polymer matrices
provide strain engineering and

environmental protection, tuning
IMT toward near-room temperature
while enhancing cycling stability;

long-term behaviour set by shell and
matrix integrity.
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optical intensities [103]. Advanced coding metasurfaces with VO2

digital elements have been used to dynamically configure both the
spatial phase profile and beam topology, allowing for secure, adap-
tive link routing in wireless communications and imaging systems
[40, 100, 104, 105]. Figure 4 shows VO2-based resonator and meta-
surface structures with their corresponding transmission and
polarisation responses across the phase transition.

4.3 | Secure Optical Switching and Data
Scrambling

VO2-based phase change materials are an excellent contender for
developing ultrafast and reprogrammable optical switches, mod-
ulators, and memory elements, combining scalability with true
device-level tunability. The femtosecond to picosecond time-
scales IMT of VO2 hybrids powers ultrafast, nonmechanical mod-
ulation in both amplitude and phase. To this end, tuneable
optical switches that utilise plasmonic structure of Aluminium

nanoarrays coupled with a VO2 thin film can achieve a modula-
tion depth of 99.4% and an extinction ratio exceeding −22 dB,
with the switching time of the VO2 phase transition approaching
150 fs [108]. It is noteworthy that the phase transition tempera-
ture of VO2 is only 68°C, far lower than that of conventional
phase change materials like Ge2Sb2Te5 (typically above 150°C),
which translates to lower operating energy and improved device
integration for mid-infrared applications [109].

In the near-infrared and telecommunication regimes, hybrid
integrated photonic circuits leverage the large and broadband
refractive index change of VO2 to achieve high-contrast, compact
amplitude and phase modulation [110]. Hybrid Si–VO2 wave-
guide structures, where the active VO2 patch is triggered ther-
mally or electrically, demonstrate absorption modulation as
high as 4 dB/μm and intracavity phase modulation approaching
π/5 per micron of active length, allowing dynamic, on-chip
reconfiguration of optical resonance and up to 7 dB optical mod-
ulation in microring resonators. Integrating these volatile VO2

elements into practical encryption and photonic platforms raises

FIGURE 3 | (a) Design concept for a tuneable dielectric metasurface: a silicon meta-atom is embedded in a glass or PMMA matrix with a buried

25 nm VO2 layer; the Si disk is 240 nm high, 255 nm in radius, and arranged in a square lattice with 700 nm period, topped with a 500 nm PMMA layer.

Reproduced (Adapted) with permission [98]. Copyright 2021, American Chemical Society (ACS). (b) Schematic of the proposed VO2-based metasurface

filter for THz energy-selective surface applications. Reproduced (Adapted) with permission [99]. Copyright 2024, IOP publishing.

FIGURE 4 | (a) VO2 resonator design with bias lines and measured transmission of shunt switches. Reproduced (Adapted) with permission [106].

Copyright 2024, John Wiley and Sons. (b) VO2-based polarisation conversion metasurface and polarisation ratios below and above the phase transition

temperature. Reproduced (Adapted) with permission [107]. Copyright 2022, Elsevier.
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distinct system-level considerations. On silicon and silicon-
nitride photonics, VO2 can be deposited by sputtering or
MOCVD within back-end-of-line thermal budgets, but requires
careful control of stress, interdiffusion, and contamination
through buffer and barrier layers to avoid degrading both the
IMT and underlying circuitry [34, 41]. Because VO2 does not retain
its state without bias, nonvolatile memory requirements in secure
systems such as long-term key storage must be met by comple-
mentary technologies (for example GST-based photonic memory,
RRAM, or MRAM), while VO2 is best reserved for stateless
physical-layer functions that benefit from automatic reset,
including transient beam shaping, channel randomisation, and
rapid erasure of optical paths upon power loss [67, 69, 79, 111].
These hybrid micro/nano structured circuits have broadband
responses that can be programmed or switched at rates exceed-
ing 100 GHz, making them suitable for high-speed encryption,
routing, and photonic memory in secure networks [112, 113].

Furthermore, the use of VO2 metasurfaces with engineered nano-
antennas for independent and dual-function amplitude and
phase control, with continuous modulation demonstrated over
120° phase and nearly 10 dB amplitude in repeatable cycles with-
out degradation, enabling access to intermediate states [113].
These intermediate states are useful for robust, dynamic optical
modulation and show potential for advanced optical encryption
or beam-steering, including for LIDAR or holographic displays
[114]. These intermediate, partially switched states correspond
microscopically to mixed-phase domain configurations within
the VO2 layer and are accessed along the hysteresis loop rather
than at its binary end points [115]. While they enable continuous
tuning of amplitude and phase for advanced beam shaping and
encryption [114], they also require calibration and closed-loop
control, since environmental drift or device ageing can shift the
effective thresholds that map bias conditions to specific electro-
magnetic responses. Nonetheless, VO2-based integrated photonic
devices uniquely combine volatile, reconfigurable switching with
fast, scalable, and repeatable operation, making them ideal for
reconfigurable and physically secure optical hardware [116].

5 | Threat Mitigation Mechanisms and Security
Architectures

The security functions enabled by VO2, such as absorption, beam
steering, and dynamic modulation, have greater utility when cou-
pled within broader architectures that combine sensing, control
logic, and communication. Rather than a static mapping between
specific threats and fixed countermeasures, VO2-based surfaces
can realise proactive, intelligent physical-layer security by contin-
uously adapting their electromagnetic response in time, frequency,
and space. In this context, tuneable absorbers, programmable IRS,
and tamper-responsive devices serve as reconfigurable building
blocks for higher-level capabilities including adaptive jamming
shields, channel-randomising links, and self-erasing hardware
platforms.

5.1 | Jamming and Interference Protection

VO2-based metasurface devices provide adaptive, real-time protec-
tion against deliberate jamming and unintentional interference.
In this context, the broadband absorbers and beam-steering

metasurfaces introduced in Sections 4.1 and 4.2 act as reconfigur-
able front-ends within an adaptive jamming-protection architec-
ture, where VO2’s state is continuously tuned in response to
sensed interference to suppress hostile signals while preserving
desired links. In recent research, a C4-symmetry-broken VO2

metasurface was designed to create dynamically tuneable trans-
mission characteristics that can be rapidly reconfigured through
thermal activation or optical control. By switching the local con-
ductivity of VO2 from insulating (about 200 S/m) to metallic (up to
2× 105 S/m), the device demonstrated drastic changes in transmit-
tance, reflectivity, and absorptivity modifying the electromagnetic
radiation within sub-millisecond time frames [19, 117]. During
high-temperature operation, the metasurface supports new cou-
pling modes and modified electromagnetic-induced transparency
windows, which allow the device to absorb, redirect, or scatter tar-
geted jamming signals with high effectiveness. These tuneable
properties enable the deployment of adaptive channel blockers,
spectral filters, and dynamic noise-shaping capabilities that are
critical for preventing high-intensity or frequency-agile jamming
attacks in secure THz and wireless networks [19, 118–120].
Rather than functioning as static absorbers, these VO2-basedmeta-
surfaces illustrate how tuneable loss, phase, and polarisation con-
trol can be composed into closed-loop jamming shields in which
electromagnetic functions are embedded in a broader sensing and
decision stack.

5.2 | Eavesdropping and Channel Randomisation

Advances in VO2 phase-change metasurfaces have enabled
on-demand physical channel randomisation, which is vital for
physical-layer security. The abrupt change in VO2’s complex
refractive index and permittivity at the IMT causes the physical
properties of metasurfaces and large reflecting surfaces to vary
between measurements, a property that is directly exploited to
generate encryption keys based on dynamic channel state infor-
mation [111, 121]. Here, VO2-programmable metasurfaces oper-
ate as IRS that implement channel-randomising wireless
architectures, using the beam-steering and modulation capabili-
ties detailed in Sections 4.2 and 4.3 to deliberately shape the prop-
agation environment and embed security into the physical layer.
Using multifunctional bias-encoded VO2 metasurfaces demon-
strated that encoding states can be rapidly cycled among multiple
discrete and continuous values, producing programmable wave-
fronts and arbitrary beam patterns at THz frequencies [103, 122].
Such architectures are ideally suited for wireless authentication,
key exchange, and secure communications, where traditional
eavesdropping fails due to the complexity and rapidity of channel
evolution [123]. These systems demonstrate that VO2’s rapid,
reversible phase transition enables security architectures in
which the physical channel itself becomes a dynamic crypto-
graphic resource, rather than a passive medium that must be pro-
tected solely by higher-layer protocols.

5.3 | Hardware-Level Tamper Resistance

Physical integration of VO2 within semiconductor and photonic
devices offers robust, intrinsic tamper-resistance for memory,
logic, and sensor networks. A multiphysical-field modulated
VO2 device produced information encryption by encoding data
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as “0” and “1” states, which could be reliably switched and erased
by electric fields, thermal pulses, or light irradiation, with almost
instantaneous transition and high device stability [124–126].
When integrated with sensors, control logic, and nonvolatile
memories, such VO2 elements form tamper-responsive hardware
architectures in which physical stimuli trigger rapid erasure,
reconfiguration, or lock-down of critical functions leveraging
the volatile IMT as a built-in ‘self-destruct’ or quarantine mech-
anism. In recent advanced functional materials demonstrations,
this approach was further extended by combining VO2 phase-
switching with Li-ion modulation, enabling battery-less security
triggers and ‘fail-safe’ erasure mechanisms. Such active material
integration brings anti-tamper, and reconfigurable protection to
IoT, secure computation, and edge devices, marking an evolution
beyond traditional hardware security methods [124]. In Figure 5,
we position monoclinic VO2 as a central phase-change platform
that first enables tuneable absorption, beam steering, and pho-
tonic modulation functions, which are then composed into
higher-level electromagnetic security architectures, including
adaptive jamming shields, channel-randomising IRS and
tamper-responsive hardware. In this way, VO2 is positioned
not merely as a switchable material but as a cornerstone of hard-
ware architectures where security emerges from coordinated
material response, circuit design, and system-level policy.

6 | Conclusion

Recent advances position vanadium dioxide (VO2) as a leading
material for adaptive electromagnetic modulation, physical-layer
security, and optical switching. Its broadband response, rapid
tunability, and near-room-temperature switching distinguish

VO2 from other phase-change materials, meeting the require-
ments of smart coatings, reconfigurable sensors, and secure elec-
tromagnetic environments.

Widespread adoption depends on overcoming two persistent bar-
riers: the lack of scalable, reproducible synthesis methods for
high-quality VO2 and its hybrids, and the need for proven
long-term durability in practical environments. Recent develop-
ments in synthesis that exploit strain engineering, strategic dop-
ing, and advanced encapsulation offer viable pathways toward
large-scale production and standardisation, enabling broader
deployment and accelerating the field.

Future research should prioritise durability and cycling studies,
with emphasis on thin films and nanostructures that remain vul-
nerable to oxidation, humidity, and thermal stress. Resolving these
challenges will support the translation of VO2 technologies into
physically secure, reliable electromagnetic and optical devices
for mission-critical applications. Opportunities remain in develop-
ing advanced encapsulation strategies, strengthening composi-
tional and structural stability, and integrating VO2 into flexible
or multifunctional platforms for extended operational lifetimes.

VO2’s combination of fast, broadband modulation and practical
operating conditions positions it as a foundational platform for
future electromagnetic security technologies. Scalable synthesis,
systematic reliability testing, and robust device integration are
essential for moving from laboratory demonstrations to real-
world deployment. Progress in sputtered andMOCVD films, scal-
able nanoparticle and ink-based solution routes, and SiO2/ZnO
or core–shell encapsulation strategies indicates that both large-
area manufacturability and long-term durability of VO2 devices
are becoming compatible with practical electromagnetic security
architectures.

FIGURE 5 | Monoclinic VO2 provides tuneable absorption, beam steering and photonic modulation functions that serve as building blocks (left) for

higher-level electromagnetic security architectures (right), including adaptive jamming shields, channel-randomising intelligent reflecting surfaces and

tamper-responsive hardware platforms.
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Establishing durability standards and best practices will enable
VO2 to support a new generation of adaptive, robust electromag-
netic systems in communications, infrastructure, and advanced
sensing.
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