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Secure networked control systems design using
semi-homomorphic encryption

Yankai Lin Farhad Farokhi Iman Shames
Dragan Nesi¢

Abstract

A secure and private nonlinear networked control systems (NCSs) de-
sign using semi-homomorphic encryption is studied. Static feedback con-
trollers are used and network architectures are provided to enable control
signal computation using encrypted signals directly. As a result, the secu-
rity of the NCSs is further enhanced by preserving the privacy of informa-
tion flowing through the whole network. Whereas in traditional encryp-
tion techniques, encrypted signals are decrypted before control computa-
tion and are encrypted again after computation for transmission. While
this is highly desirable from privacy point of view, additional technical
difficulties in the design and analysis of NCSs are induced compared to
standard NCSs. In this paper, we provide sufficient conditions on the
encryption parameters that guarantee robust stability of the NCS in the
presence of disturbances in a semi-global practical sense, and discuss the
trade-offs between the required computational resources, security guaran-
tees and the closed-loop performance. The proof technique is based on
Lyapunov methods.

1 Introduction

Networked control systems is an emerging technology that differs from tradi-
tional control systems. Shared communication channels are employed to trans-
mit the sensor and actuation data instead of traditional point-to-point con-
nections [5]. This leads to many advantages including easier installation and
maintenance as well as lower cost, weight and less volume. Moreover, it al-
lows the control of large scale and distributed systems such as power systems
and irrigation networks. On the other hand, some undesirable phenomena are
also induced by the use of a shared network including quantization, scheduling,
packet dropouts and so on. Dealing with these issues results in extra technical
difficulties in the analysis of the system. Hybrid system [11] based approaches
are widely used in design and control of NCS. Such methodologies allow con-
troller synthesis while considering of non-uniform sampling intervals and other
network induced behaviour in a unified manner. Emulation based design tech-
niques are used in [13]. Alternatively, a framework for controller design for
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Figure 1: NCS consisting of a plant P, controller C and network N, with
encryption-decryption units

P C

Figure 2: NCS consisting of a plant P, controller C and network N, with semi-
homomorphic encryption-decryption units

NCSs based on approximate discrete-time models is proposed in [43]. Similar
approaches can also be found in many other works summarised in [14].

Network security and privacy as an important issue of NCS, is not fully dis-
cussed in [14]. In the work of [40], the authors categorise different cyber-security
attack scenarios into various categories based on the resources the adversary
needs. Eavesdropping attack is an important class of those attacks where a
malicious attacker tries to monitor the data going through the control loop
to extract valuable information about the system. Thus, the integrity of data
flowing through the network is compromised. Furthermore, it provides tools
for the adversary to potentially launch more complex and harmful attacks such
as replay attacks [27]. One possible solution to this problem is using encryp-
tion to ensure that information going through the communication channel is
protected. As a result, the adversary cannot acquire any information on the
system by listening to the communication channels if the encryption is done
so that it works properly. Fig. 1 illustrates a typical control loop that uses
such encryption-decryption scheme. Due to the prevalence of wireless NCS,
data flowing through the network is the most vulnerable information that ad-
versaries can easily access. It can be seen that, by using encryption-decryption
techniques, it is difficult for eavesdroppers to access data flowing through the
network, however, if the attacker has access to the controller side, the encryption
scheme fails to guarantee the security and privacy of the NCS.

Following this motivation, we focus on employing homomorphic encryption
schemes for NCS configured in the form of Fig. 2 that allows implementing



controllers using encrypted messages directly, therefore, preventing the curious
adversary from obtaining sensitive information about the system. Homomorphic
encryption is a form of encryption that allows computation on cipher-texts (en-
crypted data), generating an encrypted result which, when decrypted, matches
the result of operations performed on the plain-texts (unencrypted data). The
precise definition of homomorphic encryption will be given in Section 3. An ex-
ample of such encryption methods is given in [10], where addition and multipli-
cation of two unencrypted integers are implemented via appropriate operations
on their corresponding encrypted versions. Semi-homomorphic encryption, on
the other hand, only allows either summation or multiplication to be performed
on cipher-texts but are easier to implement which is crucial to enable real time
computations. In the earlier work by Kogiso and Fujita [20], the authors propose
a method to encrypt the controller using RSA [37] and El Gamal [9] encryp-
tions which are encryption schemes semi-homomorphic under multiplications
of cipher-texts . Stability and performance guarantees of the closed-loop sys-
tem using encryptions, however, are not studied thoroughly in [20] . In [§],
the authors employ Paillier encryption and provide semi-global practical sta-
bility guarantees for linear time-invariant (LTT) systems without disturbances
and asymptotic stability is achieved in [19] by introducing a dynamic quantizer.
In [26], privacy preserving distributed projected gradient-based algorithms are
proposed where both private and public key algorithms are developed, but an
affine-gradient assumption is required for public key algorithms . In [3], a private
cloud-based quadratic optimization algorithm is studied and the trade-off be-
tween communication complexity and privacy guarantees is discussed. Similar
ideas are also applied to private distributed averaging [12], [38] and localiza-
tion problems [2]. However, most of the works mentioned above focus on linear
dynamics with the exception of [19] where feedback linearization is applied to
achieve linear dynamics. Moreover, robust stabilization problems with mod-
elling uncertainties and disturbances are not studied.

In this paper, we consider the problem of stabilizing a nonlinear NCS using
a static controller subject to disturbances using Paillier and RSA cryptosystems
which are semi-homomorphic. Paillier cryptosystem is a probabilistic public key
cryptography scheme that allows addition of two cipher-texts and multiplication
of a cipher-text by a plain-text while RSA encryption allows multiplications of
multiple cipher-texts. This allows us to use Paillier encryption for a class of
nonlinear control systems with the help of RSA encryption if necessary. In this
work, we use a discrete-time model to describe the dynamics of the NCS for
simplicity, as the main theme of this work is on the privacy and security of
the NCS. The designer follows an emulation based approach to first design a
controller for the discrete-time plant without the use of encryption and then
based on the performance and stability requirements, the designer chooses the
parameters of the encryption scheme. The approach can be generalized to cover
systems modelled differently, for instance, using the hybrid modelling framework
as shown in [13] and this would be the focus of future work.

To summarize, the main contribution of the paper is that we design pri-
vacy preserving static feedback controllers using semi-homomorphic encryption



which robustly stabilize a class of NCSs with disturbances modelled by difference
equations. Different ways for implementation of an encryption-based control
system in practice are presented. The stability properties are analysed in a uni-
fied framework by providing sufficient conditions on the encryption parameters
for stabilization of the nonlinear closed-loop systems. Particularly, semi-global
practical input-to-state stability (ISS) of the NCS under the proposed encryp-
tion schemes are established. Under new sets of assumptions, asymptotic or
exponential stability of the aforementioned systems is demonstrated. The sta-
bility analysis is Lyapunov based and is different from typically-used methods
in quantized control literature [23] and [24]. This is because in addition to mea-
surement quantization, an additional source of quantization, i.e., gain matrix
quantization, is also considered. This work extends our previous results [25]
to the case where the system is subject to external disturbances. In addition,
by imposing a homogeneity assumption on the closed-loop system, we provide
less conservative sufficient conditions for the same problem. This also allows
the use of dynamic quantizers under additional assumptions to provide stronger
stability guarantees. Lastly, we show that, homogeneous systems results recover
the linear systems results as a special case and in this manner the results in [8]
are recovered.

The rest of the paper is organized as follows. Preliminaries are given in
Section 2. Background material about Paillier encryption is presented in Section
3. The NCS model and the problem formulation are presented in Section 4.
Controller design for stabilization of the system are given in Section 5. Results
for the homogeneous are presented in Section 6 which cover results for linear
systems as a special case. We illustrate the results through an example of rigid
body control in Section 7. Finally, concluding remarks are given in Section 8.

2 Preliminaries and notations

Let R := (—00,0), R>q := [0,00), Z>o := {0,1,2,3,...}, Zso = {1,2,3,...}
and Z, = {0,1,2,3,..n — 1}. A function a : R>g — R is of class K if
it is continuous, zero at zero and strictly increasing, and it is of class K, if,
in addition, it is unbounded. A continuous function 5(s,t) : R>g X R>o —
R>g is of class KL if for each fixed ¢ > 0, 5(-,t) is of class K, and for each
fixed s > 0, 5(s, ) is non-increasing and satisfies lim;_,3(s,t) = 0. We let Id
denote the identity function from R>g to R>g, and we use 7y; o 72 to denote
the composition of two functions ; and 7, which are from R>o to R>o. The
Euclidean norm of a vector € R™ is denoted by |z| = /> 1 (2;)? and its
oo-norm is denoted by |z|ec = maxi<i<n|z;|. For any function ¢ : Z>o — R™,
we denote ||¢|| =sup{|o(k)| : k € Z>o} < co. In the case when ¢ is bounded,
this is the standard l,, norm. For a matrix A € R"*™ ||A||r denotes its
Frobenius norm and |4]| := Squ;ﬁO% denotes its induced 2-norm. The scalar
a;; denotes the element of A in the j-th row i-th column for j € {1,2,...,n} and
ie{l,2,...,m}.



We consider a class of systems given by:
x+:F(:c,u), (1)

where € R"= are the states of the system, F' : R"» x R™ — R™= is continuous
and inputs u(-) are functions from Zso to R™*. We assume that F'(0,0) = 0, so
the origin is a fixed point of the system without inputs. We use ¢(-,zg, u) to
denote the trajectory of system (1) with initial state x(0) = x¢ and the input
signal u. For simplicity, we only consider the time-invariant case, but the results
can be easily generalized to time-varying systems.

Definition 1. (/17]) System (1) is (globally) input-to-state stable if there exist
B € KL and o € K such that for each input u € lo and each xoy € R™ it holds
that:

|¢(k, 2o, w)| < B(|xol, k) + o([[ul]), (2)

for each k € Z>q. If it is the case that u(k) = 0,Vk € Z>¢, and |p(k,zo)| <
B(|zo|, k), the origin of the system is uniformly globally asymptotically stable
(UGAS). The system is uniformly globally exponentially stable (UGES) if the
above holds with B(s, k) = Ce=Pk for some C > 0 and p > 0. O

It is worth mentioning that, by causality, the previous definition will not
change if (2) is replaced by:

|p(k, w0, u)| < B(|wol, k) + o ([|up—1l]) (3)

where u,_1) denotes the truncation of u at k — 1.

3 Backgroud on Paillier encryption

In this section, we formally introduce Paillier encryption and the necessary
background knowledge of fixed-point operations that will enable us to apply
Paillier encryption to the controller design.

3.1 Fixed-point operations

The main aim of this subsection is to provide the necessary background for
signed fixed-point rational numbers represented in base 2 and introduce the
mapping to transfer them to integers so that they can be encrypted via the
method of Paillier. For non-negative integers n > m with n +m > 0, denote
the set of signed rational numbers in base 2 as Q(n,m). Precisely: Q(n,m) =
(beQ:b=—b20m 1 43" p200m=1 b€ {0,1},Vi € 1,...,n}. Tt can
be verified that this set contains all rational numbers between —27~™~1 and
2n—m=1l _ 9=™m geparated from each other by the resolution of 2=™. For a
digital processor to use these rational numbers, it is desirable to transform these
numbers to integers. To do so, we define the mapping: fp, m(b) : Q(n,m) —
Zon = (2™b)mod2™. Moreover, the inverse mapping is defined as x;,},(a) :



Zan — Q(n,m) = (a — 2"[;>9n-1)/2™, where I, is the characteristic function
that is 1 if the statement p is true and is 0 otherwise. Using these functions, we
state some results that enable us to perform certain operations. The complete
proof of these results can be found in [8].

Proposition 1. The following statements are true:
Z) XE,%W(Xn,m(b)) =b, Vb e Q(?’L, m);
i) Xnm(Xnm (@) = a, Ya € Zyn. O

This proposition shows that every operation performed on the set of signed
fixed-point rational numbers can be transformed into an operation performed
on the set of integers modulo 2™ and vice versa. The next proposition provides
more detailed relationships between these operations. Whenever appropriate,
a succinct notation with respect to m and n is used, e.g., Xn,m and X;}m are
written as y and x~'. The following operations on Za» are defined:

Definition 2. For a, a* € Zan:
i). a & a* = (a + a*)mod2"™;

it). a ® a* := aa*mod2". O

Finally, the following result is particularly useful for cases where fractional
bits exist.

Proposition 2. The following statement is true for all b,b* € Q(n,m) such
that bb* € Q(n,m):
n+2m

Xn+2m,0(22mbb*) - Xn+2’rn,0(2mb) ® Xn+2m,0(2mb)~ O

3.2 Paillier encryption

In this subsection, we introduce the steps and properties of Paillier encryption.
The security guarantees of the Paillier encryption rely on a standard crypto-
graphic assumption named Decisional Composite Residuosity (DCR) [32] . The
steps to implement a Paillier encryption scheme are given in Algorithm 1.

In Paillier encryption, N is the public key which is shared with all parties
and is used for encryption. The pair (A, i) is the private key which is accessible
only for entity that needs to decrypt the message. It is shown in [32] that:

D(E(t;r)) =t,Vr € Zy,Vt € Zn. (4)
This gives the invertible relationship between cipher-texts and plain-texts.

Remark 1. It can be seen that carrying out the aforementioned encryption
scheme and conducting computation on encrypted data involves quantization
of the signals and calculation using large integers. Moreover, truncating extra
digits is not allowed. This is due to the fact for two cipher-texts E(a) and E(b),
a sufficiently small |E(a) — E(b)| in general does not imply a small |a — b|. This
also reveals that the proposed encryption scheme prevents eavesdropping attacks
at the cost of losing information of plain-texts available to the designer. O



Algorithm 1 Paillier encryption

Key generation:

1: Select large prime numbers p and ¢ randomly and independently of each
other such that ged(pg, (1 — p)(1 — q)) = 1, where ged(a,b) refers to the
greatest common divisor of a and b

2: Compute public key N = pg

3: Calculate private key A = lem(p — 1,¢ — 1) and g = A" 'modN, where
lem(a, b) refers to the least common multiple of @ and b

Encryption:
1: Select random r € Z%, := {x € Zy|ged(z, N) =1}
2: Construct the cipher-text of a message t € Zy as E(t;r) = (N +
1)'rNmodN?
Decryption:

1: For any cipher-text ¢ € Zpz, the plain-text is given by D(c) =
L(c*modN?)umodN, where L(x) = (x —1)/N

Before stating results of homomorphic properties of Paillier encryption, we
first state the following definition:

Definition 3. A homomorphic encryption scheme is a public-key encryption
scheme for which D(E(a) ® E(b)) = a® b, where ®, & are some group operations
on the cipher-text and plain-text space respectively. ]

If, for instance, @ represents addition then the encryption scheme is additive
homomorphic. The following proposition shows that under certain conditions
Paillier encryption is additive homomorphic.

Proposition 3. The following relationships of encrypted data hold:

i). Vr,r* € Ly andVt,t* € Zy such that t+t* € Zy, E(t;7)E(t*; r*)mod N? =
E(t +t*;rr*);

ii). Yr € L% and Vt,t* € Zy such that tt* € Zy, E(t;7)" modN? = E(tt*; 7).
O

These two results show that it is possible to do some calculations directly
on the cipher-texts and then decrypt. However, since it is impossible to check
the sign of a cipher-text, it is more difficult to implement multiplication. The
following proposition shows that implementing multiplication of an integer and
a cipher-text is possible using the operator defined in Definition 2.

Proposition 4. Assume that N > 2" and aé% a* € Zon. Then, for any r € Z},
and a,a* € Zyn, we have D(E(a;7)* modN?)mod2" = a ®a* . O

Remark 2. A necessary condition required in Proposition /4 is that the outcome
of multiplication does not overflow, namely, it remains in Zon. Note also that,



multiplication can only be done between two fixed-point rational numbers with
given integer and fractional bits, thus, only a subset of real control gains are
available for use depending on the number of bits. Since checking overflows using
only cipher-texts is impossible, the designer must carefully choose the relevant
parameters to ensure that all algebraic computations are closed with respect to
the chosen set of fixed point rational numbers, otherwise the decrypted signals
may not be the same as the original signal. O

In view of Remark 2 and Proposition 2, to be able to implement the con-
troller, the gain matrix must be restricted to the set Q(ny,mq)™*™ for some
appropriately chosen non-negative integers n; > mj and ny + my > 0. The
output from the sensor also needs to be quantized i.e. it has to be projected to
the set Q(ng, ma)™ for non-negative integers no > mso and ng + mg > 0.

To simplify the notations of multiplication of matrices of encrypted elements,
the following matrix product is defined:

Definition 4. For a matriz A € R™*"™  a column vector v € R™ and a positive

N2
integer N, the matriz product c = A * v is defined as:

J
¢ = (H vf”)modN{ (5)
i=1

forje{1,2,...,n}. O

With this background knowledge, we present the architecture of the NCS in
the next section.

4 NCS architecture and problem statement

In this section we propose the mathematical model of the NCS considered in
this paper and three different implementations of the NCS that can be described
and analysed in a unified manner: static output feedback control, combination
of basis functions, and two-server based state feedback control. We show that
they fit in our general framework for stability analysis.

The plant of the NCS is given by the discrete-time system:

= f(z,u,w) (6)

where x € R™ is the state of the system, u € R™« is the control input and w €
R™ is a vector representing unknown disturbances and modelling uncertainties
of the plant considered respectively. The mapping f : R™* x R™* x R"w — R"=
is in general nonlinear. In addition, f(0,0,0) = 0 so that the origin is a fixed
point of the system when disturbance does not exist. Since only addition and
multiplication (of cipher-texts and plain-texts) can be done using encrypted
data, the following static feedback controller is considered in this paper:

u= Kg(x), (7)



where K € R™ >y ig the gain matrix to be designed and g(z) : R"» — R™v is
in general a continuous nonlinear function and ¢(0) = 0.

Remark 3. The structure of the controller may be restrictive, as dynamic con-
trollers like PID controllers, for instance, typically seen in the industry, are not
included. There are some non-trivial challenges in dealing with dynamic or ob-
server based controllers that are beyond the scope of this paper and they will be
left for future work. We refer interested readers to recent works [7] and [12] on
this issue by requiring certain operations to take place over integers only and
[28] which uses reset controllers . O

By substituting (7) in (6), we arrive at the following expression of the closed-
loop system:
ot = f(z, Kg(x),w). (8)

The main objective of this study is to implement the controller of the form (7)
using Paillier encryptions to achieve some desired closed-loop stability properties
that will be specified later.

In view of Remark 1, we make the following standing assumption throughout
the paper:

Assumption 1. The control computation (7) is error free. O

Following the discussion in Remark 1 , errors in cipher-texts may possibly
result in unpredictable errors in the corresponding plain-texts. This issue should
be addressed by properly designing the communication networks to ensure high
quality transmission, via parity code, for instance. If such an error occurs,
it can be regarded as a disturbance signal with short durations acting on the
system. Provided that the duration is not long enough, one would expect the
desired properties of the closed-loop system to be preserved. For simplicity of
the stability analysis, we make the above assumption to eliminate the effect of
such errors.

As mentioned in the previous part of the paper, Paillier encryption can only
be applied to non-negative integers. As a result, for a real valued signal, we
first truncate it to fixed-point rational numbers and then lift it to non-negative
integers via x defined in Section 3, so that it can be encrypted. Meanwhile,
we must also ensure that overflow and underflow do not occur in algorithmic
operations by choosing the public key length sufficiently large . We follow
an emulation based approach where the designer first designs a gain matrix
K € R™*™ that globally stabilizes the system (8) and then adjusts the gain
matrix to get K € R™*" that have fixed-point rational elements only. To
do so, we introduce non-negative integers my, ny, ms and no and perform the
following operations on K and g(x):

K = arg minpeq yruxny || T — K| F, 9)

ni,mi

g(x) = arg min, eq(,, ynyym |2 — 9(2)]- (10)



Thus, with some abuse of notations, the closed-loop system using encrypted
signals can be written in the following form:

o+ = f(a, x2 (D0 (B) % EGu(3(2))), w), (11)

where the operators E and D here work element wise. The function x; converts
fixed-point rational numbers to integers while yo does the opposite and the

2
operation ph is defined in Definition 4.

The following assumption is important to characterize the errors induced
by the truncation/quantization process defined by e; = ||[K — K||r and ey =
|g(x) — g(x)| and the compact set Bao = {z € R" : |z| < A} the system is
supposed to operate in.

Assumption 2. For any e, e, A > 0, there exist ni, mi, ny and ma suffi-

ciently large, such that ey < €1, ea < €3, K € Q(ny,m1)™*™ and g(z) €
Q(ng, ma)™ Vo € Ba. O

In the following, three examples that satisfy the above assumption are given.

4.1 Static output feedback

This is the simplest structure that fits the model (6) and (7), where the function
g(x) represents the output function and a proportional type controller is used
to stabilize the plant. If g(x) = x then it becomes the standard state feedback
controller. In this situation, the truncation process takes place on the signal
g(z) directly.

Then we have the following lemmas:

Lemma 1. For any €,e2 > 0, if mi,ma,ny and ny are such that my

—log,(€1/\/uny) — 1 and my > —logy(ea/\/My) — 1, then er < €1 and ey
€9.

CIIN IV

Proof. Tt can be verified that 271+ < ¢/, /Muy. Thus, we have:

My My Mgy Ny
el = E (Kij — Kij)2 S E 2—2m1—2 S €1.
i=1,j=1 i=1

By following similar steps one can also show that es < €5 holds under the given
assumption. O

Lemma 2. For any A > 0, if my, ma,ny,ng,n, and ny are such that nqy >
my 41+ logy (max; ;| Kij]) and na > ma + 1 + logy(maxg< |, <alg(®)]e), then
K € Q(ny,my)™*™ and g(z) € Q(ng, ma)™, Vo € Bx. O

Proof. 1t can be proved by noting that 2" =™ =1 > max; ;| K;;| and 272721 >
maX0§|z|gA|9(93)\oo- O

10
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Figure 3: NCS loop with multiple channels

4.2 Combination of basis functions

In this subsection, we consider the structure shown in Fig. 3. At the plant side,
we have sensors capable of performing operations directly to generate func-
tions which we call basis functions. One typical example for this situation is
optimization algorithms over the cloud where the agent (plant) sends gradi-
ent information rather than the state x over the network. Another example is
where multiple elementary functions are used as basis functions to approximate
a desired nonlinear function that may be hard to realize due to computational
constraints . This is common in engineering designs, for instance, when the
principles of reinforcement learning are applied to adaptive and optimal control
problems [22, 15] . A set of linearly independent smooth basis functions are
normally used to approximate the cost function and the control policy in policy
iteration of an optimal control problem. Problems in distributed averaging can
also be put in this form where the basis functions are the states of the agents
and the linear combination depends on the choice of the weights over the con-
nection graph. A particular interesting problem in this set up is the potential
information leakage between nodes/plants after decryption. This happens when
the control input is decrypted at one particular node. If the plant knows the
control law, it can infer the state of another node based on its own state in-
formation. Detailed discussion of this issue is presented in a recent paper [38].
The proposed encryption-based control law, however, can still be captured by
(7).

It is not hard to see that Lemma 1 and Lemma 2 also hold in this setting.

4.3 Two-server structure with state measurement only

The most general case considered in this paper is shown in Fig. 4. At the plant
side sensors are only capable of providing state measurements x, but not able to
perform any computations. Since under Paillier encryption the most we can do is
addition and multiplication, we introduce two independent non-colluding servers
that make use of the continuity of g(x) and another multiplicative homomorphic

11



cryptosystem to realize the controller (7). In this set up, we use a polynomial
function g(z) to approximate the function g(x) and then apply RSA encryption
to perform polynomial calculations!. The sensor at the plant side first encrypts
the state measurement = using RSA encryption to Server 1, and Server 1 cal-
culates powers of x using cipher-texts directly and then returns it to the plant
side. Then Paillier encryption is applied to extract g(z) as an approximation of
g(x) in the same way as done in Section 4.1 and operations in cipher-texts are
executed by Server 2. For z = [z1 79 ... z,,]T € R" let a = [a; ag ... a,]T be
an n,-tuple of non-negative integers and define z@ := x{* - 25> -+ 23" . From the
Weierstrass approximation theorem [35], for any A, e; > 0, there exists M > 0
such that Y%, a; < M for all a and:

|9(z) — g(z)| < &1, Va € By, (12)

where each element of §(z) is given by the sum over a finite number of n,-tuples:
> o Caz® where ¢, are real coefficients that will be embedded in the matrix K.

In addition to the use of polynomial basis function as a way of approximation,
polynomial feedback is also used in other situations due to the development in
sum of squares (SOS) programs [34] . Since then, there have been many results
in the literature on controller synthesis for nonlinear systems based on SOS
approaches. See, for example [36], [16], [44], [6] and [4] on the applications of
polynomial feedback controllers for different problems .

In order to apply RSA encryption, the state measurement x has to go through
the same truncation-lifting process to get a fixed-point rational number . Due
to uniform continuity of g(z) over Ba, for any €5 > 0, |g(z) — §(Z)| < e can
be satisfied if the truncation error |x — Z| is small enough. If it is the case that
€1+ &9 < €9, it can be verified that Assumption 2 is satisfied since the argument
regarding ¢; in Lemma 1 and Lemma 2 still hold in this setting. This two-server
architecture covers the case of feedback linearization discussed in [19].

5 Main result

In this section, we state the main result of this work providing sufficient con-
ditions on the parameters including mq, ny, me and ns to guarantee certain
stability properties. We also show that large m; and ms lead to better closed-
loop performance but requires more computational resources, similarly large ns
results in a larger region of attraction of the origin.

5.1 Robust stabilization

In this part we will show that if the controller (7) renders the closed-loop sys-
tem (8) ISS with respect to w, then the controller described by Algorithm 2

1El Gamal encryption is also multiplicative homomorphic however RSA encryption also
works on Zy while El Gamal encryption works only on a subset of Zy [20], for simplicity we
consider RSA encryption here only, but the analysis can be extended to cover the case where
El Gamal encryption is used.

12



SERVER 2

Figure 4: NCS loop with two servers

also inherits a robustness property weaker than ISS. In particular, if (8) is ISS
with respect to w, the state remains bounded for any bounded w, however, the
controller in Algorithm 2 only gives bounded state when the l,, norm of the
disturbance is bounded by a known constant. Moreover, it will be shown that
the more computational resources we have, the larger the upper bound of the
disturbance can be made.

To state the main result, we make the following assumptions:

Assumption 3. There exists an ISS Lyapunov function V : R"* — Rxq for
system (8), such that the following inequalities hold for any C > 0 and some
ay, az, ag € Koo, v €K:

ar(fz]) < V() < as(lz)), (13)
V(f(z, Kg(x), w)) = V(z) < —as(|z]) + v(jwl), (14)

for any x € R,
V(1) = V(22| < Ly|z1 — 22}, (15)

for any max{|z1],|z2|} < C, where L, is the Lipschitz constant of V that may
depend on C. ]

If a globally Lipschitz V' can be found, then L, is independent of C.

Assumption 4. The function f is continuous on R™* x R™ x R™ . Moreover,
for every compact set S C R™ x R"™ x R", there exists Ly > 0 such that
|f(z,u1,w) — f(z,u2,w)| < Lylus —usl, for all (z,ur,w) and (z,uz,w) € S. O

Remark 4. Assumption 8 is a necessary and sufficient condition for the closed-
loop system (8) to be ISS with respect to w if f is continuous, as shown by
Theorem 1 of [17]. Besides, in [17], the existence of a smooth ISS Lyapunov
function is also proved and the ISS-gain function o(s) in Definition 1 is given
by a7t o ag o az! o (Id+ p) o y(s), where p is any Ko function such that
Id — p € Ko. This is a stronger property than the Lipschitzness assumed in
Assumption 3. However, such a Lyapunov function may be very hard to find
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since it typically requires the solution of the corresponding difference equation
whereas finding a non-smooth but Lipschitz Lyapunov function may be easier.
In fact, a continuous Lyapunov function implies certain robustness of the closed-
loop system which is discussed in detail in [18]. If the above conditions only hold
locally or a compact set rather than the origin is to be stabilized, one can obtain
a similar result using the same approach. O

The control designer can follow the steps given by Algorithm 1 to implement
the control law using the uniform quantizations in (9) and (10), which is the
main factor that may adversely impact the control performance. As mentioned
in the introduction part, this is slightly different from the scenario considered
in the quantized control literature [23] and [24]. Namely, the above papers
only consider quantized measurement or quantized input. However, in our case,
in addition to measurement quantization, the gain matrix K also needs to be
quantized. This is the reason why we take a different approach compared to
[23] and [24].

In the presence of disturbances, we have the following result for the closed-
loop system (11) using the controller described in Algorithm 2:

Algorithm 2 Secure and private implementation of the static controller with
encrypted measurements

Require: ni, my, na, ma, K, g(z), p, ¢
Ensure: u
Set n < ny +ny +ng — 1, m < my +mo and § + g(z)
# Control Designer
Construct Fji — Xn+2m,0(2mkji)
# Sensors
fori=1,..,n, do
Transmit z; < E(Xn+2m,0(2™%;); ) to the controller
end for
# Controller
2

Construct [ =T" ]\>|I< z
10: Transmit I; to the actuators

11: # Actuators

12: for j=1,...,n, do

13:  Implement u; < D(I;)mod2"+2m /22m
14: end for

©

Theorem 1. Suppose there exists K € R™*™ such that Assumptions 1-4
hold. Then, there exists 5 € KL such that for any 6, A > 0, disturbances upper
bounded by the constant A,, > 0 and design parameters0 < p1 < 1 and0 < pg <

ny+ni+ns—1 _ (A—p)az(0z) _ m(l—p2)az(d)
1, one can choose N > 2™v e 7y et Tv L 1K and

A = max{A, a; toagoay top T (n+y(Ay)), o toazoay topy iy o (V(AW))}
to guarantee that any solution ¢(-,x,w) to (11) satisfies:

|¢(k, zo, w)| < B(|zol, k) + o ([[w]]) + 6, (16)
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for any |xo| < A, where:

e 0, is chosen to satisfy § = ay ' oazoaz’to p_l(wl_l]\}iw + (1=
p2)es(0z)),

o pis any Ko function such that Id — p € Koo,

e 0(s) = max{oy, 09} with o1(s) = a7 oagoagt ouy uy ' (Id 4 p) o (s),
oo(s) = a;t oagoaz! o (Id+ p)ovy(2s).

The functions ay,az,as come from Assumption 3, My = maxs, <, <alg(z)],
My = maxo<|q|<s, |9(7)]

Proof. The proof is given in the Appendix. O

Remark 5. Assumption 2 requires the two errors to be small and can be met
by selecting the design parameters appropriately based on Lemma 1 and Lemma
2 and the discussion in Section 4.3. O

The above theorem shows that the closed-loop system exhibits semi-global
input-to-state practical stability namely, the upper bound of the disturbance can
be arbitrary, the norm of the initial state can be from an arbitrarily large set
and § can be chosen arbitrarily small. This is very similar to the regional input-
to-state practical stability discussed in [21], and the bound on the disturbance
is used to establish the existence of robustly positively invariant set as shown in
Definition 2.1 of [21]. One can follow the conditions listed in Theorem 1 to select
large enough integers such that Assumption 2 holds to implement Algorithm 1.
The tuning parameters p1 and po characterize the approximation errors of the
gain matrix and measurement respectively, larger (smaller) values lead to more
(less) accurate approximations.

Remark 6. In order to break the Paillier encryption scheme, the potential
attacker needs to figure out the z; and l; in Algorithm 1. Howewver, this is
numerically intractable under Decisional Composite Residuosity assumption if
the key length is chosen to be large enough. See [32] and [26] for more details
on semantic security analysis of the Paillier encryption scheme. However, RSA
encryption is not semantically secure. Consequently, if polynomial feedback is
used, Server 1 in Fig. 4.3 must operate in a secure way. Alternatively, El Gamal
encryption can be used to perform multiplications. O

Remark 7. There is a trade-off between the performance of the system and
the required resources. Large m and N are required to ensure a large domain
of attraction and a small neighbourhood around the origin to which the state
converges to, when the system is disturbance free. In addition, when the system
is subject to disturbances, larger m leads to larger py and ps, therefore, smaller
1SS gain function from w to x and smaller 6. This further results in a posi-
tively larger bound on the disturbance while still guaranteeing boundedness of the
closed-loop trajectory of (11). On the other hand, larger n and N improves the
bound of disturbances by ensuring a larger A. However, this also increases the
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computational cost of the encryption and decryption algorithm. Note that each
multiplication in Algorithm 1 costs O(N?) operations and each exponentiation
costs O(N?3) operations. If n, and n, are independent of N, the overall com-
putational complexity scales with O(N3). Moreover, instead of sending packets
of length O(n), in Algorithm 1, the communication involves sending packets of
length O(N), and N grows exponentially as n increases. This exponential growth
of computational and communication burden may induce delays that may not be
ignored in the modelling of the system and requires high data rate. This can be
interpreted as the cost of achieving security and privacy of the NCS. O

5.2 Disturbance free case
In this case w = 0, and the closed-loop NCS (8) can be written as:
ot = f(z, Kg(z),0). (17)

Like the previous case, the control designer also follows the steps given by
Algorithm 1 to implement the control law. For simplicity, we use the symbols E
and D to include the fixed-point rational number and integer conversions done
in Algorithm 2 and the corresponding closed-loop system is given by:

v+ = f(,B(K ¥ E((x))),0). (18)

The following result is the special case of Theorem 1 when w = 0 and the
main result of [25].

Corollary 1. Suppose there exists K € R"*™ gsuch that Assumptions 1-4 hold
with w = 0. Then, there exists € KL such that for any 6, A > 0 and design
parameters 0 < u; < 1 and 0 < po < 1, one can choose N > 2nwtnitna—1

= Uopmas@s) o) m=ua)as@e) g A = A to guarantee that any solution

= TFhLvi; 2T T LyLyK|

o(-,m,w) to (18) satisfies:
(6(k, z0)| < Bllol, k) + 5 (19)

for any |xo| < A, where

1 Lo pt(MelzpasCe) 4 ) (1 —

® 0, is chosen to satisfy d = aj ocagoaz op v

pi2)as(0z)),
e pis any Ko function such that Id — p € K.

The functions ay, g, az come from Assumption 3, My = max, <, <alg(z)],
M> = maxg<|.|<s,9(2)|-

Proof. The proof is a special case of the proof of Theorem 1 and is omitted. [

This result shows semi-global practical stability of the closed-loop system
(17) which means that for any set of initial conditions of the form {zo € R™= :
|zo] < A} where A > 0 can be arbitrarily large and for any arbitrarily small ¢,
one can select large enough integers according to Assumption 2 and Corollary
1 to implement Algorithm 1 and ensure that (19) holds.
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5.3 Security enhancement

In this subsection, we provide a brief analysis on the resilience of the proposed
encryption based control strategy against replay attacks. Replay attack [27]
refers to the situation where an attacker wishes to disrupt the operation of a
control system in steady state without being detected. The attacker will hijack
the sensors, observe and record their readings for a certain amount of time
and repeat them afterwards while carrying out the attack. In [27], the authors
propose a watermarking based scheme for discrete-time LTT systems controlled
by an infinite horizon Linear Quadratic Gaussian (LQG) controller. The idea
is to add a zero mean Gaussian noise to the original input from LQG design.
As a result, even when the system is operated in steady state, the control input
at different time instances will be different with probability one. This makes it
hard for the attacker to remain stealthy at the cost of losing some performance in
the LQG sense. Recall the detailed steps of Paillier encryption given in Section
3.2, for an appropriately chosen NV based on Theorem 1, at each time instance a
random r € Z}; must be selected and this randomness is useful in replay attack
detection as shown in the following proposition. For notational convenience,
a replay attack in which the number of consecutive recordings and repeats is
no more than M is called an M-step replay attack. In particular, we restrict
our attention to replay attacks that only record and replay the data without
any other attempts to remain stealthy. Similarly, an M-step detector refers to
the detector that collect and keep the received (encrypted) measurements for
M consecutive steps. The defender is using the following criterion to perform
replay attack detection:

1. The M-step detector collects M consecutive measurements, when a new
measurement arrives the oldest one is discarded.

2. The detector records the number of repeated measurements in the M
collected ones. If a sequence of measurements with length more than 1
is repeated, an alarm is triggered to indicate the presence of the replay
attack.

Proposition 5. Given the public key N, assume at each time instance, r is
drawn from elements of Z}, with equal probability independently from other time
instances. Then an M,-step replay attack can be detected by an My-step detector
with a false alarm rate no larger than (N%?)) if Mg > M, + 1. O

Proof. By the definition of Zy and Z}, it can be seen that 1, p and ¢ are the
only 3 elements in Zy that are not in Z};. As a result, r is drawn from elements
of Z} with equal probability P = 115 It is shown by Lemma 3 in [32] that
the integer-valued encryption function E(¢;r) from Zy x Z}; to Zy. is bijective.
As a result, for the same unencrypted measurement ¢ € Zy, the corresponding
cipher-text will be different if r is chosen differently and each possible cipher-
text is generated with the same probability P = ﬁ Moreover, the fact that
My > M, + 1 allows the detector to collect at least 2 consecutive repeated mea-

surements replayed by the attacker together with the measurements collected
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by the attacker to launch the attack. Due to independent selection at each time
instance, if the system is at steady state and there is no disturbance, the prob-
ability of receiving a sequence of repeated measurements of length M without
a replay attack is given by W which makes the worst case false alarm rate
ﬁ (corresponding to the case of 2 consecutive identical measurements). If
this is not the case the probability can only be smaller than (N17_3) To see this,
for t1 # ty € Zpy, if there exist r1 # ro € Z% such that E(t1;r1) = E(ta;72),
E(t1;71) = E(¢2;r2) can only happen with probability (N7173) since the cardinal-
ity of Z} remains the same. If for t; # to € Zy, there exist no r # ry € Zjy
such that E(t1;71) = E(t2;r2), the false alarm rate becomes 0. Thus the proof

is complete. O

Remark 8. In fact, the requirement of selecting v from Z3.. with equal prob-
ability is not necessary. However, if this is the case, the false alarm rate will
be given by Ppaz, where Ppg,. denotes the largest probability of one particular
element getting selected which is no smaller than ﬁ In other words, the se-
lection rule in Proposition 5 gives the detector with the smallest upper bound
of the false alarm rate estimate, provided that the detector has more memory
than the attacker according to Mg > My, + 1. Moreover, it is also possible to
relax the condition Mg > M, + 1 to My > M, by checking whether there is any
element appearing more than once. But this will result in a false alarm rate
that grows to 1 as M, increases. In applications N is often chosen to be very
large, the probability of receiving repeated measurements is extremely low. Thus,
it is possible to detect potential replay attacks by checking the consistency of
the encrypted measurements received with very low false alarm rate. However,
the result above is stated for replay attacks that record and replay only. If the
attacker is more intelligent and has access to the public key N the attacker can
encrypt 0 and multiply it by the recorded data (equivalent to adding 0 to the
plain-text in view of Proposition 3) to generate a different random cipher-text
and remain stealthy. In this case, encryption may not give this resilience for
free and other results [27] should be used to prevent these more intelligent replay
attacks. O

For other attacks that require data injection to be stealthy, it is shown in
[40] that, it is necessary to properly design the attack policy. However, this can
not be done without breaking the Paillier encryption scheme which makes our
proposed scheme resilient against these type of attacks.

6 Homogeneous control systems

In this section, we show that if more information about the system dynamics
is available to the designer, the results in Theorem 1 and Corollary 1 can be
improved and made less conservative. Namely, we show that if the controller can
render the closed-loop system homogeneous with degree zero, the expressions
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for nq, no, my and mo will be simplified. If in addition, the quantizers have
infinite ranges, then global practical stability can be established.
Consider the following autonomous discrete-time nonlinear system:

T =G(z), (20)

where G : R"* — R"= is the jump map that satisfies G(0) = 0. A homogeneous
system is defined as follows:

Definition 5. System (20) is homogeneous (with degree zero) if given any real
number A > 0, we have G(Ax) = AG(x) for all z € R"=. O

Remark 9. The definition of homogeneity considered in this paper is a sim-
plified version compared to the work [42], where the authors consider a much
more generalised version of dilations and cover Definition 5 as a special case.
Based on the homogeneity assumption and regularity on the jump map function
of the difference inclusion, the existence of a Lyapunov function that has cer-
tain nice properties are guaranteed and local stability is proved to imply global
stability. [

The following lemma states equivalent properties for homogeneous systems:

Lemma 3. Assume G is continuous on R™ and the system (20) is homogeneous
(of degree zero) in the sense of Definition 5 and the origin of (20) is (uniformly)
locally asymptotically stable, then:

i). The origin of (20) is (uniformly) globally exponentially stable.

it). There exists a continuous function V : R™ — Rsq that is smooth on
R™\{0} and positive constants c1, ¢z, c3 and L such that:

ezl < V(@) < efal, (21)
V(G(z)) — V(z) < —cs|x|, (22)

V(2 +v) = V(z)| < Lv, (23)

Va,v such that x # 0 and x + v # 0. O
Proof. This is a special case of Theorem 1 of [31] and is thus omitted. O

By imposing another assumption on the closed-loop system (8), it is possible
to state stability results when the closed-loop system is affected by disturbances:

Assumption 5. The function f is continuous and satisfies |f(x,u1,wy) —
f(x, uz, wa)| < Lylur — ug| + Ly wr — wse| globally on R™ x R™ x R™, O

Theorem 2. If Assumption 2 and Assumption 5 hold. And suppose there ex-
ists K € R™"*™ such that Assumption 4 holds globally for the closed-loop sys-
tem (17) and |g(x)| is upper bounded by k|x| for some k > 0. Moreover, if
the controller (7) renders the disturbance free closed-loop system (17) homoge-
neous and asymptotically stabilises the origin of (17), then for any §, A > 0,
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disturbances upper bounded by the constant A, > 0 and design parameters
0<pu <1and0 < py <1, one can choose N > 2mvtmitnz—1 ¢ — calzpa)

IiLLf ’
€g = /L1(£;;t‘2[2((3‘35m and A = max A, cz(n-‘vc-lLCl?:ZAw), szflﬁ;ﬁ%} to guarantee that
any solution ¢(-,x,w) to (11) satisfies:

C2 H1p2C3 k
60k, 2o, w)| < Zao] (1 FE22) "4 o + 4, (24)
C1 C2
for any |zo| < A, where &, is chosen to satisfy 6 = %, p s any
constant such that 0 < p < 1 and o0 = % The positive constants cq,co
and c3 come from Lemma 3. O
Proof. The proof can be found in the Appendix. O

The results in the previous two propositions show that if the controller ren-
ders the closed-loop homogeneous and g(z) is linearly bounded, then for any
gain matrix K, there exists K sufficiently close to K such that the desired sta-
bility properties of the quantization free system are preserved under gain matrix
quantization . This also covers the result in [8] and [25] as a special case. where
a static state feedback controller is used to control a discrete-time LTT system .
An immediate conclusion is that if all of the assumptions mentioned in Theorem
2 hold and the quantizer of the function g(x) has infinite range, then system
(18) can be globally practically stabilised. Even if this is not the case, the choice
of ny and m; will no longer depend on §. Moreover, using the Lipschitzness of
the Lyapunov function, it is possible to show that the closed-loop system is ISS
with respect to actuator errors. Thus, this problem reduces to the discrete-time
counterpart of the cases shown in [23] and [24]. However, what is slightly dif-
ferent from the problem setting in [23] and [24] is that, in [23] and [24] it is
required that saturation can be detected from quantized measurements. How-
ever, as discussed in Remark 2, it is impossible to satisfy the saturation detection
assumption in [23] and [24]. As a result, in order to use dynamic quantizer to
achieve ISS (UGAS) of the closed-loop system when there are (no) disturbances,
it is required that, prior to the encryption of the state measurements, satura-
tion of the quantizer can be detected and zoom-out? is triggered if saturation
is detected. Such implementation is proposed in [1], where the rule to update
the zoom variable is done in a closed-loop fashion: the information of the mea-
surement is used to ensure that saturation is avoided before transmission. Since
the technical details of dynamic quantization overlap a lot with the continuous
version presented in [24] and [1], we choose not to present them in this work
and refer the interested readers to [24] and [1].

7 An Illustrative example

In this part, we consider the following example of attitude control of a rigid
body using three inputs from [36]. The complete attitude dynamics are given

2See [23] for an explanation of zoom-out .
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w=J 1 S(w)Jw+ J

. (25)

v =H(Y)w
with w € R? the angular velocity vector in a body-fixed frame, 1) € R3 the
Rodrigues parameter vector and u € R3 the control input. The positive definite
inertia matrix J is equal to diag(4,2,1) in this example while S(w) and H(v))
are given by:

0 w3 —W?2
S(w) = —Ws O w1
(%) —Ww1 O

H() = 5 (T - 5() +047),

where I denotes the 3 x 3 identity matrix. And the designed controller in [36]
is given by:

up(w,1h) = — 0.49¢% — 0.86w? — 1.2w11h? — 1.5w11h3
— 11wy s + 0.37wiehy — 2.6wy — 0.77¢;
+ 0.035w2th1 g

Uz (w, V) = — 0.28¢5 — 0.29w3 — 0.27wa1h? + 0.17w3ey
—0.37¢31py — 0.69wo1)3 — 1.1warh3
— 0.4509102 — 1.1wiwy — 0.44w1119)o
— 0.46v9 — 1.1wy + 0.24wqwoth

uz(w, ) = — 0.141h3 — 0.18w3 — 0.44wiws — 0.34wiws
— 0.55w30% + 0.11w?eh3 + 0.052w3eh3

— 0.18¢21pg — 0.039¢21h3 — 0.2w1)3
— 0380.)3’(/132) + 0.40.)2(4]31/12 + 0.37W1W3I/J1
+ 0.43wa1h21p3 — 0.69ws — 0.351)3.

This controller fits into our framework and we study stability properties of
the Euler discretization to the continuous time system with a sampling period
T = 0.01s . However, the controller is designed in [36] using density functions
which do not necessarily guarantee UGAS of the closed-loop system. By using
SOSTOOLS [33], we obtain the following Lyapunov function that guarantees
that the closed-loop system is UGAS: V (w, %) = 4.117w? — 1.569 x 10~ M wyws +
9.63 x 107 2wiws + 2.031wi1)y — 3.877 x 1072w by + 8.338 x 10~ Bwqpg +
3.678w3—3.274x 107 2wow3—6.11x 10~ 2wath +2.323wa12+2.051 x 10~ 2warhs +
3.284w3 4 8.196 x 107 2w31p; +9.284 x 10~ 2w3thy + 1.709w31p3 + 1.4907 — 4.147 x
107 24h11h9 +3.635 x 10~ 124hy 105 +2.11843 +1.065 x 10~ ahayth3 +1.6691)3. There-
fore, semi-global practical asymptotic stability of the Euler discretized model
can be concluded due to Theorem 2 in [39]. This is enough to apply our results
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Figure 5: Trajectory of the controlled rigid body

on discrete-time systems since the polynomial structure of the closed-loop dy-
namics ensure that Assumption 3 and 4 are always satisfied over compact sets
. While this is the case, stability of the Euler discretized model in general does
not imply stability of the exact discrete time model and we refer readers to [29]
and [30] for more details . Additionally, it should be noted that the practical
stability in this example are contributed by both the sampling time 7' and the
encryption.

In this example, we set ny — m; —1 = 1 and m; = 40. The precision
levels of the quantizers used for state measurement is 270 (my = 60). The
initial state is fixed at [w ¢]T =[-210 —12 — 3|7 and n, = 6 leading to
ng — mo — 1 = 2, which gives the key length of at least 109 bits. Following
the steps in Algorithm 2, we simulate the behaviour of the closed-loop system
with encrypted measurements. Additionally, a trajectory with key length being
13 bits is also generated for comparison. It is worth mentioning that a key
length of 13 is often too short for practical use of Paillier encryption since it
does not take too long for the attacker to break the encryption. It is used
here just for illustrative purposes. The total computational times for systems
using encryption with different key lengths are shown below in Table 1. The
computation is done with Python programming language on Windows 10 over
a laptop with Intel(R) i7-7500 CPU at 2.70GHz and 16GB of RAM. This also
justifies the choice of T'= 0.01s . However, the data shown in Table 1 indicate
that a key length of 600 bits may not be suitable for real-time computations.
For readers interested in real-time computations, we refer to [41] where FPGA-
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based systems are used to get 1ms delays for key length of 512 bits and 10ms
for key length of 1024 bits . From Fig. 5, it can be seen that the trajectory of
the closed-loop system using encrypted control signals of a 109-bit key length
is almost identical to the plot in [36] showing that increasing the key length
does help recover the behaviour of the emulated controller. However, longer key
lengths require longer computation times, which further require longer sampling
periods to ensure that the necessary computations can be finished on time, this
may lead to further issues since a large sampling period may result in the loss
of stability of the original sampled-data model.

Table 1:
’ Key Lengths and Computation Times
Key Length (bits) Computation Time
(ms)
10 0.207
120 6.096
240 31.398
480 268.411
600 633.732

8 Conclusions and future work

We have investigated the problem of using Paillier encryption to ensure the se-
curity and privacy of a NCS consisting of a discrete-time static controller and
a discrete-time plant connected via a network. Assuming that the correspond-
ing closed-loop system satisfies a robust asymptotic stability property when no
encryption is used, we have provided sufficient conditions on the encryption pa-
rameters to guarantee a given ultimate bound and region of attraction of the
state. Additionally, we have shown that if the disturbance is bounded by a
sufficiently small number, it is possible to robustly stabilize the plant. More-
over, by imposing homogeneity assumptions on the closed-loop system, we have
provided sufficient conditions to ensure that under gain matrix quantization it
is possible to fully inherit the stability properties of the emulated controller en-
abling the use of dynamic quantizers to achieve ISS (UGAS) when there are (no)
disturbances. The results have been applied to linear time-invariant systems to
recover the main result in [8].

Future work will focus on applying these results to NCSs modelled by hybrid
systems [11] and to look at the ways of implementing dynamic controllers.
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A  Proof of Theorem 1

Proof. First, note that step 9 of Algorithm 1 represents the standard multipli-
cation between matrices on encrypted numbers. Since each addition may lead
to at most one more integer bit, for an n, dimensional vector g(z), n, — 1
additions are required. Thus the condition N > 2"v+71+n2=1 engures that all
encrypted data can be decrypted to get the desired control inputs without over-
flow and underflow. For simplicity, we will use the following equivalent dynamics
f(z, Kg(x),w) to represent the closed-loop system.

We represent f(x, Kg(x),w) and f(z, Kg(x),w) by fi and f respectively for
simplicity. Similarly we write f(x, Kg(z),w) as fo. We prove the theorem by 2
steps. First, we show that under certain conditions the closed-loop system with
gain matrix quantization (f) is ISS in a proper sense, then based on this result,
we derive sufficient conditions to allow extra quantization of the measurement
signal (f2) without losing ISS.

Then for the same Lyapunov function given in Assumption 3, we have for
all x € R"=:

V(f) =V(x) =V(H) =V + V() - V(z)
< V(f1) = V(f) = es(|z]) + v(Jwl).
For any A, = A > 0, on the ball of radius A,, Ba, = {z € R™ : |2| < A,},
there exists a positive constant Ly such that |V (z) — V(y)| < Ly |z —y|, for all
x,y € Ba,. Thus (26) implies that for all z € Ba,:
V(f)=V(z) V()= V() —as(lz]) +~(|w])
< V(A1) = V(NI = as(lz]) +(lw])
< Lvlfi = f1 = as(lz]) +~(lwl)
< Ly Lyer|g(x)| — as(|z|) + v(|wl).

(26)

(27)
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where the second step follows from the fact that a continuous mapping maps a
compact set to another compact set, thus the existence of the Lipschitz constant
Ly can be guaranteed. Since g(x) is continuous on R"=, for any ¢, < |z] < A,

|g(x)| attains its maximum M; > 0. Thus we have if e; < ¢; = (op)os(3s)

MiLvL
with 0 < 1 < 1, then V(f1) — V() < —mas(|z]) +v(|w]). '
For all §, < |z| < A, the following holds:
V(f2) =V(z)=V(f2) =V (fi) +V(f1) = V(2)
<V(f2) = V(f1) — mas(|z]) +v(jwl) (28)

< Ly|f2 — fil = mas(|z|) +~y(Jwl)
< Lva‘[_(|€2 - /,61043(|$|) —|—’}/(|UJ|)

Thus, if e < €2 = %f)&?‘(%) with 0 < po < 1, we have V(f(z, Kg(x),w)) —

V(z) < —prpsas(|z]) + v(Jw|). In contrast to the continuous time case, this
condition is insufficient for concluding that the discrete-time closed-loop system
is semi-globally practically ISS as discussed in Section III of [29]. For the region
Bs, = {z € R"™ : |z| < .}, (28) does not hold in general, instead, from (27),
we have for all x € B;_:

V(fe) =V(z) <V(f2) = V(fi) +V(fi) = V(z)
< Ly Lyg(e]g(z)| + e2| K|) — as(|z]) + v(Jw])
< Ly Ly(er|g(x)] + e2| K|) — as(|z]) + v(Jw])
< —ag(|z]) + y(jw]) + 1.

(29)

where n = MU=l 4y (1 pip)as (8,), Me = maxaes,, 9(x)|- By Lemma

3.51n [17], the set {x € R™ : V(2) < by} where by = agoaz op™ (n+~(||w|])
and p is any K function such that Id — p € K, is forward invariant. Define
bimar = Q2 © ag_l o p 1 (n+v(Ay)). Since the upper bound of the disturbance
satisfies afl(blmax) < A, the state cannot escape away from the set Ba from
the set B, even in the presence of disturbances. As a result, following similar
arguments, the set {x € R" : V(z) < bo} is also forward invariant, where by =
azoaz’opr s p~t(y(||wl])). Define bomas = az0az’ opy uy o H(Y(Ay)).
Since we have Oél_l(bgmax) < A,, the set Ba_ is forward invariant. Then follow
similar arguments in Section 3.5 in [17], we deduce that there exists 8 € KL
such that ¢(k, 2o, w), the solution of (11) starting at xo with |zo] < A, at time
k satisfies:

|¢(k, 2o, w)| < B(|zol, k) + o (|[w]]) + 6, (30)

where § = afl((%:‘“) + 11 (1= p2))as(d,)+az(d,)) and o(s) = max{o1,02}
where 01(s) = a7 oagoaz o uy  uy H(Id+ p) oy(s), o2(s) = a;oagoaz’o
(Id+ p) ov(2s). O
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B Proof of Theorem 2

Proof. We only present a sketch of the proof since it overlaps a lot with the
proof of Theorem 1. Based on stated assumptions and Lemma 3, (21), (22) and
(23) are guaranteed to hold.

Thus, by Lemma 3, for all x € R™* we have:

V() = V() =V(f) = V(f(z, Kg(x),0))
+V(f(z, Kg(x),0) — V(z) (31)
< —cg|z| + LLy|w|.

V(f1) =V(@)=V(f1) - V() +V(f) = V(z)
<V(f1) = V(f) — eslz| + LLy|w|
< |V(fi) = V() = eslz| + LLy|w| (32)
< L|fi — f| — es|w| + LLy|w]|
< LLyeik|z| — es|x| + LLy|w|.

Then we have if 1 < ¢ = %}’;I), where, 0 < pu; < 1, it holds true that
V(f1) — V(z) < —pics|z| + LLy|w] for all z € R™=.
Since the following holds:

V(f2) =V(z)=V(fe) = V() + V(i) = V(z)
< V(f2) = V() = pesla] + LL,Jul
< L|fz = fil = mcs|z| + LLy|w)
< LLy|K|es — prcs|z| + LLy|w).

(33)

Thus,forany0<§x<Az<oo,if62§62:%7with0<,ug<l
we have V (f(x, Kg(x),w)) — V(x) < —pipacs|x| + LL,|w| < — BBV (z) +

LL,|w|. For the region B;, = {z € R™ : |z] < d,}, we have:

V(f2) = V(z) <V(f2) =V(fi) +V(f1) = V(z)
< pa(1 — p2)esdy — pacsle| + LLy |w]
—pics|x] + LLy|w| +n (34)

c
_# 3V(J:) + LL,|w| +n,
2

N

IN

where n = p1(1 — p2)cgd,. By Lemma 3.5 in [17], the set {z € R : V(z) <
by} where by = 2@HLLullwll) 5nq ) is any constant such that 0 < p < 1, is

c3p
: : LLyAy
forward invariant. Define bimqz = CQ(WFTP)

disturbance satisfies blg‘“ < A,, the state cannot escape away from the set
Ba, from the set Bs, even in the presence of disturbances. Following similar
arguments, the set {x € R" : V(z) < bo} is also forward invariant, where

. Since the upper bound of the

29



_ caLLy||w|| _ caLL, Ay,
by = Capip2p Define bamaz = Y 1

Ba, is forward invariant. Then ¢(k, z¢) with |zo| < A, satisfies:

& H1H2€3
[0k, z0)| < Zlaol(1 = = 22)* + ol +6,

— €27 = — _colLy — cLLy

where § = ik max{alfigg}, o1 s and oo v
1 — = C2tbw .
have 0 < s < 1, 0 = 03 e

30

. Since we have %2mez < A_ | the set

(35)

Since we
O



