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ABSTRACT

Policy analysts and academics play a critical role in informing policy design, implementation and evaluation. They apply their

understanding of current social and economic issues, test theoretical frameworks and present new ideas that are a part of the

ecosystem for promoting and sustaining efficient and equitable delivery of government programs. Enabling these roles through

access, curation and analysis of data from multiple sources is a critical component of a well-developed analytic framework. This

is particularly imperative as it relates to sensitive and proprietary data. Making these data more widely available unlocks many

public benefits, but only if the risks associated with sharing data are properly managed. We introduce the Melbourne Institute

Data Lab (the MIDL), a secure access environment that supports customisation of information security controls to balance

between privacy and security, and user experience to support data-driven research for informing policy. MIDL is based in a

university setting, which is an important feature given that universities are long-standing institutions that are independent and

trusted for their endeavour to undertake non-biased research.

1 | Introduction

Over a decade ago, leading economists raised the importance of the
emerging watershed of using big data for economic analysis. Varian
(2014) highlighted the importance of building expertise in machine
learning and collaborations with computer scientists and statisti-
cians to harness the insights from big data for testing economic
theory and undertaking better predictive analysis. In the same year,
Einav and Levin (2014) discussed how big data, especially that
related to harnessing large-scale administrative data sets and pro-
prietary private sector data, could greatly improve what we measure
for tracking and describing economic activities. These bigger and
more extensive data sets permit researchers to better understand the
consequences of events and policies.

The evolution of big data comes from the information that is
collected and the ability to store a vast amount of informa-
tion. Data today enable an analyst to stack information on
an individual, household, community or organization to
better assess the complexity of the opportunities with which
we are presented and the actions we take. But what are the
mechanisms we use to harness the opportunities with large
sensitive data sets? And how do we enable broader access
and collaboration that builds on the historic importance of
universities serving as a safe haven for objective and
impactful research?

This paper presents the Melbourne Institute Data Lab (MIDL), a
secure access environment that provides data services for
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statistical research to inform Australian policy by any
researcher or analyst based in an Australian university.

Around the world, there are more and more papers making use
of enormous data sets to inform and shape economic and social
policy. To a lesser extent, Australia has joined other countries
with the use of bigger data. Significant advances have included
the Australian Bureau of Statistics development of data sets that
can be linked to Census data (now known as PLIDA, personal
level integrated data asset) (Parker 2017). There have also been
other initiatives, such as the creation of the ATO Longitudinal
Information Files (Abhayaratna et al. 2022).

Technological advances in computing power, data management
and storage, and cybersecurity measures have resulted in an ex-
ponential rise in the amount of data available for micro-economic
analysis, as well as driving the way we understand aggregate
economies (Veldkamp and Chung 2024). Reports suggest that the
amount of data in the world will grow from 44 zettabytes (ZB) in
2020 to around 175 ZB by 2025 (International Data Corpora-
tion 2018)." This increasing collection of data and the use of arti-
ficial intelligence to support a varying range of business and social
needs, the amount of data consumed is continuing to rise. With
generative Al such as Large Language Models (LLMs), scaling to
increase parameters has led to models being trained on enormous
amounts of data, with researchers suggesting that the current stock
of data will be fully used by 2028 (Villalobos et al. 2024). There are
different viewpoints in the field of economics on how to define ‘Big
Data’ (Taylor et al. 2014), and there are opportunities alongside
computer science for the design of new statistical algorithms for
manipulating such data. But as Taylor et al. (2014) point out, larger
data sets are critical for challenging the way economists think and
apply economic perspectives in today's changing digital landscape.

While technological advances in computing power, data man-
agement, and cybersecurity measures have exponentially
increased our ability to utilize sensitive unit record data for
economic and social policy analysis, Australia lags behind many
leading countries. There remains many data sets held by gov-
ernment, industry, and service organizations that are not
accessible. And despite the groundbreaking work undertaken
by organisations such as the Office of the National Data Com-
mission, there is much more to do in Australia to create the
environment for better evidence-based research and policy
development and evaluation.

Australia has embraced protocols such as the ‘Five Safes
Framework’ (Desai et al. 2016), which represents a significant
advance for embracing increased access to sensitive data.
Moreover, given the many uses for big data, Australia has
accepted that a one-size-fits-all approach to data development
and access is an undesirable solution.

When author Payne was in graduate school, a ‘big’ data set was
one that captured 1000s of individuals or organizations over
time. With such a data set, statistical power was an underlying
concern. Today, with lots (hundreds of thousands, millions and
billions) of observations and many covariates, while statistical
power may not be an issue, a better understanding of the
sources of variation and utilizing models that test for causality
and not just significant correlations becomes paramount.

Although the importance of causality and rigorous modelling is
addressed by more than academic researchers, the academy
continues to play a critical role in the space of data creation,
data curation and analysis. The evolution of data use for eco-
nomic analysis in Australia remains in a nascent stage. One of
the many reasons for the state of our work is tied to an un-
derinvestment of resources to support secure data development,
access and analysis. But what are we as university researchers
doing to embrace what should be a data revolution in Australia?

This paper describes our contributions to support greater use of
sensitive data by academics and the creation of opportunities for
collaboration with policy analysts, government and industry for
undertaking the analyses needed to support economic growth,
wellbeing and addressing current social and economic issued
faced by Australians.

Through a careful and strategic approach we acted on an existing
need for housing data securely in the 21st century and transformed
what was simply a secure environment for in house projects to
create a state-of-the-art data lab that promotes better data access
that is respectful of individuals and organisations that are studied,
that approaches data custodians in a manner that addresses
appropriate governance arrangements for granting data access, and
that encourages collaboration across accredited data service pro-
viders (secure environments) and across research teams.

This paper highlights the importance of understanding that not
all data sources are suitable for analysis and that most data sets
require careful curation and transformation to permit quality
economic analysis. Moreover, curation/transformation must
evolve into processes that encourage efficiency (e.g. use of
artificial intelligence and machine learning) but also the shar-
ing of resources that recognises the importance of the public
good nature of data. Essentially collaboration and sharing are
vital if we are to identify Australia as an exemplar country for
harnessing data for better economic and policy analysis.

The Melbourne Institute Data Lab's specific data services are
catered to improve data users’ experience with access to a range
of data assets. The MIDL is suited for both standalone projects
(single researcher or team) and for the development of themed
collaborative data environments to permit wide-ranging access
to connected data that have been curated and tests and the
associated computer code and insights to enable faster and
better analyses. Through collaborative data environments, we
are tackling the challenges presented for appropriate govern-
ance structures that respect the individuals and organisations
whose information is captured in the data sets, permitting
study, but also enable a data custodian to retain control over
who can be granted permission to access the curated data sets.
A collaborative data environment, moreover, provides a neces-
sary framework for enabling replication and testing of data
quality, necessary elements for providing evidence-based in-
sights to inform and shape policy.

Section 2 describes the recent developments for data develop-
ment and sharing in Australia. Section 3 describes the
Melbourne Institute Data Lab and the models it uses to support
information security, privacy and data governance. Section 4
briefly concludes.
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2 | Australian Context for Using
Administrative Data

Gaining access to administrative data for analysis is often chal-
lenging and usually involves many layers of bureaucracy. While we
have initially focused on data collected by the government (federal,
state and local), administrative include data collected by industry
and service organisations. In some parts of the world such as Nordic
countries, government-based administrative data have been availa-
ble to researchers for many years (Connelly et al. 2016). In Aus-
tralia, access to and use of administrative data set remains
underutilised but also fragmented due to complexities and varia-
tions in data sharing principles and laws across the Common-
wealth, states and territories (Scheibner et al. 2023).

Australia's recent data strategies (2021 and 2023) have shown a
commitment to supporting more secure data sharing and access to
enable more data-driven research outcomes and to facilitate better
policy outcomes for all Australians. Secure access environments
(SAESs), or trusted research environments (Kavianpour et al. 2022),
support access to sensitive micro-level data while upholding data
confidentiality. The Australian Government's Data Sharing Prin-
ciples, based on the Five Safes risk framework, an internationally
recognised approach to managing privacy and disclosure risks, is a
critical tool that data custodians and providers within government
utilise to apply data protection controls surrounding research
access to sensitive data assets.

Population data linkage is not a recent development. Back in 2009,
the Population Health Research Network (PHRN) was established
at the University of Western Australia to build and link data for the
betterment of health and wellbeing in Australia. For more than a
decade, it has been working with Commonwealth and state gov-
ernments and other organisations. It is one of many pockets of
opportunity that have been developed to encourage the building of
information needed for good research and policy analysis.

As has been mentioned above, the Australian Bureau of Statistics
and other Commonwealth departments, including the Department
of Social Services and the Australian Tax Office, were also early
investors in the creation of longitudinal and population-based data.
At a state government level, most states have built linked data sets
that are being used to assess state and regional service delivery.

And yet, with all these developments, economic research that
utilize these massive data sets is only now emerging. Recent
legislative changes include the Commonwealth's Data Availa-
bility and Transparency Act 2022 (DAT Act), and these changes
are catapulting the ability of researchers and analysts to easier
access to Australia's high-quality public data sets, at least at a
Commonwealth level.

These changes are enabling a level playing field for all researchers
and analysts to gain data access. For example, the Data Availability
and Transparency (DAT) scheme provides an accreditation process
that enables a transparent and consistent approach for granting data
access to researchers as well as an accreditation process for
assessing a secure data environment for housing data (accredited
data service provider) before they can access data from Government
data custodians through accredited data service providers. The DAT
scheme is implemented by the Office of the National Data

Commissioner to ensure that the scheme is fairly and transparently
implemented. Although the DAT scheme currently applies to aca-
demic researchers only. Access by private and not-for-profit sector
analysts remains more limited.’

Another example of the potential to catapult empirical research
using Australian data is the decadal vision for social science
infrastructure report issued by the Academy of the Social Sci-
ences in Australia (2024). This plan calls for action to setup an
ecosystem for coordinating existing and emerging capability,
ensure social science data are FAIR (Findable, Accessible,
Interoperable, Reusable), and improve investment into the
infrastructure sector (Wilkinson et al. 2016).

An emerging presence online, the use of digital services, and an
ongoing need for data to train large Artificial Intelligence
models such as Generative Large Language Models, is ampli-
fying the need for secure environments to access sensitive data
to inform future policy, while greatly minimising privacy risks
to data custodians and data owners.

Underpinning most secure environments in Australia are a range of
frameworks for protecting the confidentiality and privacy of hosted
data. The Five Safes Framework provides a risk-based framework to
minimise the risk of disclosure and re-identification of an individ-
ual, business or organisation. These principles are applied across
five domains: projects, people, data, settings (the infrastructure used
for data access) and outputs (any information taken out of the
secure environment). This framework is also the basis for the
Australian Data Sharing Principles that are enshrined in
the Commonwealth's DAT Act. Other frameworks often used are
the FAIR (Findable, Accessible, Interoperable, Reusable) principles
(Wilkinson et al. 2016) and CARE (Collective benefit, Authority to
control, Responsibility, and Ethics) principles proposed by Carroll
et al. (2021) for Indigenous data governance relate to the people and
the purpose of data.

These frameworks were not intended to be stand-alone but were
designed to complement proper data governance and stewardship.
From a security perspective, there are different recognised industry
information security and technology standards that are applicable.
This includes state-level frameworks such as eHealth NSW (Privacy
Security Assurance Framework [PAF]), Commonwealth policies
(Protective Security Policy Framework [PSPF]), and Information
Security Manual (ISM) assessed under the Information security
Registered Assessor Program (IRAP) assessment, the Essential 8
Maturity Model to international standards and frameworks (ISO/
IEC 27001:2022 and NIST SP 800-53).

Our work through the MIDL highlights that there is no ‘one-size-
fits-all’ solution. There are differences in the requirements of data
users based on their level of data analytics expertise and their rea-
sons for the level of analysis they want to undertake. High-end data
users typically want to extract full value from microdata (i.e., data
with a unit of observation at an individual, household, or organi-
sation level). This is often through a real-time, interactive environ-
ment, which in the literature is often referred to as secure access
environments (SAEs), trusted research environments (TREs), digital
research environments (DREs), virtual data enclaves or virtual
research data centres (Kavianpour et al. 2022). Irrespective of
nomenclature, these environments allow approved researchers to
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access sensitive micro-level data with sufficient information security
controls to protect the privacy of the underlying data units.

The MIDL is adding to the existing social science research infra-
structure in Australia. The MIDL's environment provides re-
searchers access to statistical analytical software packages such as
Stata, R, Python and systems that permit them to use application
program interfaces (APIs) to bring other data into the environment.
An interview study of platform providers (Kavianpour et al. 2022)
suggested that further work for next generation environments
should provide features such as the ability to provide analytical
power for large-scale studies; bringing data, algorithms and code
into the environment safely; ability to develop artificial intelligence
and machine learning models within the environment and export;
supporting queries of data from external sources; simplifying the
process to access data by researchers; and scalability as the number
of data users grow.

The MIDL's set-up has resulted in it becoming Australia's first
university-based Accredited Data Service Provider (ADSP)
under the Commonwealth DAT Act. Yet, the MIDL is emerging
as more than an ADSP. Its aspirations are to be more than what
might be historically referred to as a ‘data warehouse’. Through
the work of researchers and data analysts that use the MIDL
and the creation of collaborative data environments, the MIDL
is a source for testing and curating data before analysis that will
result in researchers being able to access the curated data
through the MIDL. Effectively, the MIDL is designed to support
better, faster, and deeper research analysis.

The MIDL is not an island. For Australia to become a leader in
the use of national and proprietary data sets for evidence-based
innovation and policy analysis, there is an importance of pro-
moting collaboration across other secure data enclaves across
universities, governments, and industry. We have built the
MIDL and are engaging in projects that will showcase the
importance of interoperability between cloud environments
(Grossman et al. 2024). Future work will explore how different
like-for-like cloud environments can collaborate with each
other — improving the overall user experience when working
across different research environments. This study also aims to
navigate the potential challenges presented by complex regu-
lations between state and federal legislation, such as that
observed in Australia. This study will be further extended with
collaborators at other universities and will include addressing
the use of private and service provider data in secure environ-
ments designed for research and innovation.

3 | The Melbourne Institute Data Lab

The Melbourne Institute Data Lab (the MIDL) provides a secure
environment that facilitates the development of collaborative
and coordinated data environments for authorised researchers
and analysts, allowing the rigorous and deep study of critical
issues important to Australian society through data access,
curation, and the sharing of knowledge about the veracity of the
data. The MIDL is managed by the Melbourne Institute of
Applied Economic and Social Research, an independent
research department within the Faculty of Business and Eco-
nomics at the University of Melbourne. The MIDL serves as an

Accredited Data Service Provider for all University of
Melbourne researchers and has the capacity to enable use by
researchers at other universities and permits a platform for
stronger engagement and collaboration with analysts and
decision makers. The MIDL is not just for writing academic
papers. The MIDL is an environment that permits enabling
deeper engagement with data (e.g. through the offering of
curated data and the development of interactable visualisations
on specific topics) and provides a platform for testing ideas for
encouraging innovation in the data curation and data analysis
space.

The MIDL platform is the result of an industry collaboration
between the Melbourne Institute and Cyconsol, an Australian-
based professional services provider specialising in the design
and operation of cybersecurity and ICT capabilities working
with the Australian Government and industry.

The MIDL has been designed by researchers, specifically for
researchers and data custodians. It builds on the previous
secure environment developed by the Melbourne Institute (the
Melbourne Institute Secure Environment) that was used for
housing the production of the Household, Income and Labour
Dynamics (HILDA) Survey for the Department of Social Ser-
vices and other data products throughout the longstanding
history of the Melbourne Institute.

The MIDL platform:

« Supports the Australian Data Strategy (Department of Prime
Minister and Cabinet 2021) and the Australian Data and
Digital Government Strategy (Department of Finance 2023).

« Supports data sharing under the relevant laws and legal
instruments including the Data Availability and Transpar-
ency Act 2022 (DAT Act).

« Aligns with the Five Safes Framework and the Australian
Data Sharing Principles.

o Is an Accredited Data Service Provider under the Office of
the National Data Commissioner's Data Availability and
Transparency (DAT) Scheme.

« Continues to provide assurances under the Australian
Government's Protective Security Policy Framework (PSPF)
and the Australian Cyber Security Centre's Information
Security Manual (ISM) through regular assessments under
the Australian Signals Directorate's Infosec Registered As-
sessors Program (IRAP).

In line with the mission of the Melbourne Institute, the primary
aim of the MIDL is to enable high-quality academic or industry
engagement research on major economic and social policy is-
sues affecting contemporary Australia. The objectives of the
MIDL platform are to:

« Provide a collaborative data environment for use by au-
thorised researchers and analysts, permitting rigorous and
deep study of critical issues important to Australian society.

« Enable access of administrative data sets from Government
and proprietary sources, and data collected through surveys
and field experiments, to trusted users.
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« Enable remote access through a secure virtual desktop
environment and provide analytical capability for users to
conduct their analyses.

« Enable data custodians to provide data with maximum
utility for users while maintaining the confidentiality of the
information.

« Provide a platform to enable data curation through the
ability to share additional material from the MIDL staff, the
data custodian, and researchers.

In accordance with protective security requirements outlined in
the Australian Government's Protective Security Policy
Framework (PSPF) and Information Security Manual (ISM), the
MIDL was built to meet the requirements for housing PRO-
TECTED information. The MIDL was designed with a higher
security posture to enable data users with the leverage needed
to assure custodians of sensitive data, enabling greater access
and increased utility for research without compromising data
privacy and confidentiality.

31 | Technical Implementation
The MIDL leverages a virtual desktop infrastructure to enable

approved data users with remote access to a virtual desktop
environment, enabling access beyond a locked room in a single

Data

building. This environment provides appropriate software and
the capability to develop, test and execute analyses of these data
to answer their research questions. The MIDL provides each
data user (or sometimes shared across a group of data users)
with their own Virtual Machine (VM), or virtual desktop (see
Appendix), with fixed resources (memory, processing power
and storage). These virtual desktops are accessible over an en-
crypted internet connection and provide users with a range of
statistical analytical packages and programming languages for
data analysis and visualisation. The MIDL's virtual desktops can
be accessed remotely using a web browser (see Figure 1), and
authentication hardening is achieved through the requirement
of multi-factor authentication on both user and system
administrator (accounts which have elevated rights to make
changes to the environment) accounts used by personnel who
maintain the secure infrastructure.

Data provided by data custodians (research data) and data and
other artifacts created through analyses by approved data users
(project data) cannot be removed from the MIDL's systems.
Output of analyses is vetted before release from the MIDL
environment.

Data users are only allowed to view and analyse approved data
assets using a virtual desktop. All data held within the MIDL's
system is encrypted using AES-256 encryption. Analytical outputs
must be vetted before leaving the MIDL environment. The vetting

custodian(s)

“As provided”
data
Secure
environment
(MIDL) -
“Research-ready”
data
/_\ —| Additional data
Ac?lﬁ)t?xtesd —| documentation
— <> and sample code
</>

Web browser

FIGURE 1 | Inputs and outputs from the MIDL environment.

Approved data
users
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SR ) sample programs,
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FIGURE 2 | The MIDL architecture diagram. Abbreviations: ADC, application delivery controller (product name for part of virtual desktop

delivery solution); AWS, amazon web services cloud infrastructure; CDE, collaborative data environment (see Section 3.3 for more information);

DMZ, de-militarized zone (a network segment that acts as a buffer between the private infrastructure and an untrusted network i.e. the internet); VD,

virtual desktop (see Appendix).

protocols are set by each data custodian. All protocols follow a
manual, principles-based vetting process that is managed by the
Melbourne Institute's Data & Analytics Team. These principles are
based on best statistical disclosure control practices to evaluate
disclosure risks and apply appropriate confidentiality measures as
required before being released outside the MIDL environment.

Necessary steps have been taken to minimise the risk of un-
authorised data disclosure outside of the MIDL environment.
For example, the copy/paste functionality is disabled, prevent-
ing a user from copying into or out of a virtual desktop.
Moreover, there is no internet, e-mail or team chat capability
inside a virtual desktop. Subject to data custodian approvals,

specific internet addresses can be whitelisted at a project level to
enable access to online data dictionaries or application program
interfaces (API's) to bring in approved data for further analysis
work. Effectively, the MIDL provides a platform where
risk-accepted approaches can be applied to permit the provision
of custom controls at a project level, depending on data custo-
dian approvals and user requirements.

The MIDL environment is hosted within a secure data centre
based in Victoria, Australia and primarily leverages (see
Figure 2 for MIDL architecture diagram) Nutanix hypervisor
technology and Citrix virtual desktop architectures to provide
data users with the ability to securely access environments to
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undertake data analyses on sensitive data assets provided by
data custodians. The design of the MIDL is separated into two
main components:

« Workloads that house projects and collaborative data en-
vironments that enable research activity by data users of the
MIDL; and

« Infrastructure that makes up shared resources for the
MIDL that provide administrative, operational and security
capability for the MIDL environment.

A key aspect of the infrastructure that supports the MIDL's
collaborative data environments is the MIDL Wiki. The MIDL
Wiki is a dedicated on-premises instance of Atlassian Conflu-
ence with customisations to set up entire wiki spaces for dif-
ferent data assets and collaborative data environment home
spaces. Permissions are defined using role-based access control
groups that limit data users' views to allowed data spaces based
on the project that they are using to access the wiki. For ex-
ample (these do not reflect actual projects) assume Project A
contains Australian Census data and assume Project B does not
contain these data. Project A users will be able to utilise the
wiki space for the Australian Census, but Project B users will be
denied access to this wiki space.

The MIDL's infrastructure also relies on several cloud-based
solutions. This includes Okta Cloud for multi-factor authenti-
cation and identity management. The MIDL undergoes regular
vulnerability scanning and 24/7 security monitoring through
the MIDL's Secure Incident Event Monitoring (SIEM) system
with security operations capability provided by Cyconsol and a
cleared third party based in Canberra, Australia. This SIEM
system continuously scans the MIDL's network infrastructure,
monitors network traffic including logins and data sent into and
out of the environment, execution of programs and scripts from
within the environment, for usual and unusual behaviour pat-
terns. Backups of research data, project data and system data
are carried out daily to an on-premises solution and backed up
weekly to the MIDL's own cloud instance on Amazon Web
Services. By default, the MIDL has a data retention policy of
5 years with the ability for project leads to specify different data
retention periods as required by the data sharing agreements in
place.

3.2 | Alignment With the Five Safes Framework

The MIDL's onboarding, access, and output processes have
been designed to align with the Five Safes Framework: Safe
People, Safe Projects, Safe Data, Safe Settings and Safe Outputs.
The authors and the MIDL team opted to use this model as it is
closely aligned with how data sharing is undertaken, and more
recently written into law through the DAT Act as the Australian
Data Sharing Principles. This model allows the MIDL to mini-
mise and manage disclosure risks and enable trust among data
custodians that data held within the MIDL and used by
approved data users are managed appropriately. This approach
enables the MIDL team (and where applicable, data custodians)
to appropriately assess projects, users, data provided for
research purposes, and the outputs that are created as part of
research activity.

Table 1 provides an overview of how the MIDL effectively manages
disclosure risks through the application of the Five Safes.

3.3 | Access Methods

The MIDL allows users to access data in two ways.

« Through the setup of a standalone project, or

« Through access to a collaborative or coordinated data
environment.

Standalone projects allow approved data users to undertake
research activity on approved data sets to answer research questions
as stated in their project applications that have undergone vetting.
Standalone projects also incorporate the housing and analyses of
primary data collection (e.g. surveys, field experiments). Within the
MIDL policy framework, standalone projects, thus, utilise a ‘bring
your own data’ (BYOD) model. In this instance, project leads are
provided with limited administrative access to folder permissions
that allow them to set the rules of use of these data.

Collaborative and coordinated data environments represent a col-
lection of projects that fit under a broader research theme. A col-
laborative environment would reflect researchers or teams of
researchers actively engaging with each other to create an en-
vironment to ensure that relevant data sets are brought in and
curated in a manner to enable the effective use of each data set, to
address issues that arise that relate to the collection of information
and changes to the collection of information that make up the data
set, and the ability to link measures across data sets. A coordinated
data environment is one that also involves multiple researchers and
research teams but where the teams operate more independently
but in a coordinated fashion to support each other's work.

The environments enable researchers to undertake a series of
projects that investigate a range of research questions that fall
under the theme of the collaboration (e.g. disadvantage). Col-
laborative and coordinated approaches encourage efficiencies in
the undertaking of data curation that results in greater con-
sistency in the underlying data.

A collaborative or coordinated environment, however, does not
mean there is automatic universal access to all data housed in
the environment. Following the governance standards that
reflect the importance of the data custodian's role for enabling
research analysis, access to the data sets for any given project
must still be negotiated with the relevant data custodians. This
allows the data custodian to define its own conditions for use of
the data within the collaborative environment. This governance
framework ensures that each project utilising the environment
is given access only to the set of data sets that have been
approved by the relevant custodians. The use of the MIDL and a
collaborative or coordinated approach, however, supports data
custodians in terms of their being able to release their data to a
single location and to develop consistent practices for granting
permission to use the data across projects.

The value of the collaborative or coordinated data environment
is that researchers focused on a topic for the collaboration can
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TABLE 1 | Application of the five safe risk framework in the MIDL.

Safe

How it is applied to the MIDL

Safe people

Safe projects

Safe settings

Users must undergo security awareness training and complete an authorisation process before data access.

A user's organisation(s) must first sign Access Agreements (head agreement) between the organisation and
the University of Melbourne for the MIDL access. At a project level additional project schedules including
the MIDL Acceptable Use Policy, and any additional terms set out by the data custodian, must be signed
before being granted the MIDL access. This project schedule includes a confidentiality agreement that
stipulates a user's requirements to maintain data privacy and confidentiality whilst using the MIDL.

Users must also undertake an annual MIDL security awareness training module (online) which covers shared
responsibilities of user's in maintaining data security and data confidentiality of assets held within the MIDL. The
MIDL training also covers basic concepts in statistical disclosure control to ensure data privacy is maintained when
taking data outputs out of the secure environment. Data custodians may elect to provide additional data-specific

material that forms sub-modules that must be completed by users wanting to access a particular data set. This

training also includes key contact details for raising service requests and security incidents.

Data custodians may elect to nominate a user approval process that requires additional security controls such
as police checks and/or security clearances before granting access to their data sets hosted within the MIDL.

Current processes require project leads to:
+ Ensure their project is of public interest and for research or statistical purposes.
+ Describe their project and project objectives.
« Provide details on partner organisations and/or funding.
+ Provide details on ethics approvals for project activities.
« Provide details on required data assets.

« And provide additional security controls (include data retention policies) that may be applicable to their
project through additional requirements from any relevant data sharing agreements.
When establishing the data sharing agreements, processes can be put in place to allow data custodians to
nominate an approval process for users and/or projects using the information captured above. This
would allow data custodians to enquire on how users’ intend to use the data and share outputs. This
requirement ensures that the project aims align with a data custodian's mission statement and values.

Information security controls implemented within the MIDL for a security classification of PROTECTED under
Australian Government Protective Security Policy Framework and the Information Security Manual (ISM).

The MIDL utilises an array of information security controls as required by the Australian Government and
international regulations. This includes:

« Strong authentication and identity management controls, including the enforcement of multi-factor
authentication protocols.

+ 24x7 ongoing security monitoring of facilities and environment (STEM/SOC).

« Citrix remote desktop environment with additional security controls to ensure data confidentiality is
maintained.

+ Data storage and archiving with retention up to 7 years (extendable to 20 years).

» Citrix-based solution for file ingress/egress vetting and approvals before files/outputs can be transferred
into or out of the MIDL environment.

Under the MIDL's Assurance and Audit Plan, the MIDL undergoes the Australia Government's Information
Security Registered Assessor's Program (IRAP) by an external auditor every two years. The MIDL also
undergoes annual penetration testing by an independent services provider.

The MIDL is an Accredited Data Service Provider (ADSP) under the Office of the National Data
Commissioner's Data Availability and Transparency scheme to provide data services and enable data sharing
for data assets held by the Australian Government.

Safe data The MIDL accepts data that have direct identifiers removed with further treatments applied to minimise
disclosure risk. Where this is not applicable, the MIDL will leverage its increased security posture with
additional security checks for users who need access to sensitive information.
Data containing direct identifiers will not be released to the user from inside the secure environment.
(Continues)
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TABLE 1 | (Continued)

Safe How it is applied to the MIDL

A range of statistical disclosure control tactics are highlighted in the MIDL security awareness training as
techniques that users can implement on their outputs before preparing for vetting by the data custodian.

For more information, please see Data Management and Governance Processes.

Safe outputs

All statistical outputs and visualisations will need to be vetted and cleared before they are taken outside the

MIDL environment. This is implemented using a Citrix-based custom solution that allows data custodians to
view outputs prepared by the users and approve/reject or provide feedback to ensure statistical results are

non-disclosive.

Material in the MIDL Wiki cannot be taken outside the MIDL environment without approval from the data

custodian(s).

There is no copy/paste functionality, print capability or the use of removable media storage or internet
functionality inside the MIDL environment to ensure data cannot be taken out without the use of the MIDL
output vetting processes.

Project application - User training

Activity

Establishment of head
agreements for MIDL access

Completion of MIDL Project
Application

annually)

Vetting of application (project
and users) by appropriate
authority

Completion of MIDL Security
Awareness Training online
module (needs to be completed

Completion of other modules
required by data custodian(s)
for specific requested data sets

Access to approved data

> User registration > inside the MIDL

Execution of Project Schedules
and Additional Requirements
from data custodians

Acceptance of MIDL fee
structure and quotes for MIDL
access

Potential tasks associated
with activity

Requirement of additional
vetting through police checks
or security clearances (if

applicable)

FIGURE 3 | The MIDL user onboarding journey.

share important information and curation techniques with
other researchers. This sharing and joint curation approach
enables greater consistency in data quality as well as promotes
more timely analyses.

We see collaborative and coordinated data environments evol-
ving to serve as ‘digital communities of practice’ where data
curators work with the data custodians to create ‘research
ready’ versions of data sets research and policy analysis.

Long-term, research-ready data represent a unique oppor-
tunity to reduce duplication of effort in curating data for
research. The authors define research-ready data as FAIR,
i.e. that they are Findable, Accessible, Interoperable and
Reusable for research purposes. Key characteristics of
research-ready data can be found in Mc Grath-Lone et al.
(2022). A recent study (Perry and Netscher 2022) found that
up to 5000 h can be spent on cleaning the data and updating
data documentation for data re-use, noting that this study
used curators who are experts in cleaning and documenting
data. It is very likely that individual researchers from non-
technical backgrounds may spend more time on data cura-
tion. To allow more customisation options, collaborative
data environments can be configured with its own govern-
ance structures for project approvals, user vetting, and
developing data acquisition plans by its project leads.

Irrespective of which way data are accessed, all potential data
users must go through the MIDL user onboarding processes
(blue tiles depicted in Figure 3). This process typically takes 5
working days (subject to quick completion of training modules),
and approved data users are contacted via email. The MIDL's
onboarding process consists of the following processes.

« Project application: Prospective data users must complete
a project application to access the MIDL environment and
access data through a standalone project or a project within
an existing Collaborative Data Environment. This project
application is either vetted by the MIDL services team or
delegated authorities of the data custodian(s). A range of
criteria such as the project's purpose, requested data assets,
intended outputs and ethics approvals play a key role in
project vetting. Other characteristics such as data user
capability (data analytics expertise, prior history of data
access and working with data, other data training such as
on other data environments) is also considered in cases
where this information is available. By default, projects
intending to utilise the MIDL must have a purpose or
intention to undertake statistical research for informing
Australian social and economic policy.

« User training: All prospective data users must complete an
online-based security awareness training. Users must continue
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to complete this module every year, as this is a regulatory
compliance requirement for the MIDL. This module focuses on
shared user responsibilities (both legal and ethical) and ex-
pectations to minimise the disclosure of data privacy while
using the MIDL service. Data custodians have the option to
provide additional training material that users need to complete
before accessing their data assets. Services providers and system
administrators for the MIDL infrastructure must complete
additional user training in addition to the standard training
before being granted access to the MIDL's administrative
functions. Depending on the level of access, all systems support
staff must provide recent Australian Police Checks, and
administration personnel must hold an Australian Government
Security Clearance of Baseline for ICT operations or Negative
Vetting 1 for security operations.

« User registration: Once training has been successfully
completed, all approved data users must complete and sign
project schedules and individual undertaking to access re-
quested data inside the MIDL. Data custodians could dic-
tate additional requirements for data users requesting their
data. This enables data custodians with the flexibility to
‘pass through’ legislative requirements for data access to the
data users.

3.4 | Using the MIDL

Approved data users can remotely access the MIDL environ-
ment from anywhere in Australia. Additional steps such as data
custodian approval can be sought for the MIDL access from pre-
approved locations across the globe. Data users use their cre-
dentials (multi-factor authenticated username and password) to
access a virtual desktop using a web browser on their workplace
or personal computer. The MIDL User Guide provides data
users information on how to prepare their personal computers
to access the MIDL. Before access all data users and informed
that they must agree to the MIDL's acceptable use policy.

Once successfully authenticated, data users can select which
approved project they can access inside the MIDL. Clicking on a
project icon takes the user to a virtual desktop screen (see
Appendix) that is enabled by the MIDL's local Citrix-powered
virtual desktop infrastructure. This virtual desktop enables user
to access their approved data assets in an environment that
provides licenses statistical analytics software and programming
languages.

3.5 | Storage Drives

Data users have access to four storage drive mappings inside the
MIDL for different purposes. The ‘D: DATA’ drive provides
access to approved data sets available for the project. In projects
where data is brought into the MIDL under the BYOD model,
project leads have limited read/write capability to the D: drive
to set up folder structures and folder permissions for other listed
data users on their project. In all other instances, the data
folders within the D: drive are read-only. The D: drive also hosts
the ‘DATA CURATION’ folders used for file transfer into and
out of the MIDL environment.

The ‘H: HOME’ drive contains the data user's home folder that is
specific to their MIDL account and the project they are accessing.
This means that data users are not able to copy sensitive files
between projects and other data users cannot see the contents of
these folders. This folder is regularly backed up and archived and
can be used for project activity. The ‘W: PROJECT WORKING’
drive is the recommended folder for sharing data analyses and
documents resulting from project activities with other approved
data users of the project. All data users in the project will have read/
write access to this folder, unless specifically controlled by the
project lead for other administrative reasons.

The ‘L: LIBRARY drive is a read-only resource folder that is
viewable by all data users inside the MIDL. It provides access to
some openly available resources, such as Australian geographical
boundaries from the Australian Bureau of Statistics (ABS), and any
other relevant analytical reference material, as there is very limited
access to the internet from inside the MIDL. The MIDL allows data
custodians to dictate limited internet access through their data
sharing agreement with the MIDL. For example data custodians
may opt to place specific parts of a website (such as the ABS Census
Dictionary) in a Uniform Resource Locator (URL) allow list that is
configured at a user or project level in the MIDL's firewall config-
urations. This would allow approved data users access to limited
parts of the internet from specific pre-approved projects, which
limits the need for a broader library resource folder.

3.6 | Analytical Software and Programming
Languages

As the MIDL services data users with broad and extensive ex-
pertise in data analytics, the MIDL provides a range of software
packages and programming languages for statistical analysis.
These include the latest versions of Stata/MP, SPSS, SAS, Stat-
Transfer, and programming languages such as R using the
RStudio integrated development environment and Python
through the open-source data science platform, Anaconda. The
MIDL also provides data users with popular packages from the
Microsoft Office suite of products and PDF viewing capability
through Adobe's Reader package. Existing users of Adobe
Creative Cloud can request access to Adobe packages but access
to cloud resources such as file sharing have been switched off to
prevent unauthorised egress of data from the environment.

Packages signed by StataCorp can be installed using the ‘ssc install’
command. These packages are installed directly to the data user's
home drive and will be available on the same project the next time
they login. Additional packages for Stata, R and Python can be
added by directly contacting the MIDL services team. All software
package requests are vetted by the MIDL team and any associated
software costs will be passed as an increase to their data access fees.

3.7 | Support and Service Desk

The MIDL's service desk is operated by dedicated Melbourne
Institute staff, dedicated Cyconsol operations, engineering and
security personnel, and members of the Melbourne Institute
Data & Analytics team. The Melbourne Institute operate a
dedicated email (MIDL-info@unimelb.edu.au) that Ilets
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Data governance body
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Environment
specific governance

7

Data roles within
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Operations, IT, Engineering,
Security, 24/7 SOC

environment Data stewards
Data specialists Data curators Data users OUtPUt. ve.ttmg
specialists
Policies and procedures *

Data curation policy

Output vetting policy

Data access policy

Project/Collaborative Data Environment specific procedures

Melbourne Institute Data Lab

Data

FIGURE 4 | The MIDL data management model.

potential data users to contact and get further information
about the MIDL and its services. The MIDL team also operate a
secondary email (servicedesk@MIDL.unimelb.edu.au) for
directly contacting MIDL's service team. This email is limited
for existing and previously approved MIDL users and is con-
trolled by MIDL's firewalls. This email is configured to an IT
service management (ITSM) system that creates a service ticket
for each email. The MIDL's support is tiered to meet the needs
of the ticket with support ranging from operational support, IT
support, IT engineering and security and data analytics. Data
analytics support includes output vetting requests, queries
related to the use of software packages, and vetting of new
software packages to be installed.

3.8 | Output Clearance Processes

Output vetting and clearance are key requirements under Five
Safes Framework. It is a mechanism to minimise statistical
disclosure and re-identification of units (i.e. individuals,
households, businesses) within a sensitive data set. The key
service offering of an SAE is access to data that has undergone
minimal treatment to prevent data disclosure, such as data
aggregation. Output vetting enables data custodians to manage
disclosure risks and any mistakes by data users with limited
expertise in working with sensitive data.

The MIDL's input and output vetting processes are implemented
using custom workflows within Citrix's own content collaboration
tool, Citrix ShareFile. Data users wishing to take project outputs
outside of the MIDL must place their files in the ‘D: DATA drive’
under ‘DATA CURATION/OUTPUT folder. This triggers an
automated message to the project's nominated output vetting spe-
cialist(s). Data users are also encouraged to raise a service ticket by
emailing all relevant details of the output vetting request directly to

the MIDL's service team. The MIDL's custom workflow and service
ticketing system through the MIDL ITSM lets data users engage in a
conversation with the output vetting specialist and address any
concerns raised.

Output vetting of data inside the MIDL may be conducted by
MIDL's own output vetting specialists as delegated by data custo-
dian(s) or staff who are employed by the data custodian(s). These
details are established as part of the data sharing agreement
between the MIDL and the data custodian(s). Where applicable, a
‘principles’-based approach is used to vet output, and these are
broadly defined in the MIDL Output Vetting Policy. This policy
establishes output vetting rules based on the sensitivity of data.
General rules under this policy include base rules (to check for
identifiable information in the output, bottom coding, and top
coding of extreme values) and other rules such as those used by the
Australian Bureau of Statistics' ABS DataLab (rule of N, dominance
rules, group disclosure rules). Specific rules under this policy dictate
additional output vetting rules by specific output types and are
derived from Bond et al. (2016).

Once the outputs have been cleared for release, they are
released for the data user to access from the MIDL's Citrix
ShareFile gateway outside of the secure environment (data user
credentials are needed for access).

3.9 | Data Management and Governance
Processes

Within the MIDL platform, the ICT procedures, administrative
operations, and security operations including ongoing regula-
tory compliance activities are handled through the MIDL
Governance Framework. The scope of this framework is for
activities around the three following domains:
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1. Regulatory compliance;
2. Data; and

3. Governance templates for Collaborative Data Environ-
ments hosted within the MIDL.

Through the MIDL Governance Framework, there are several
governance structures to ensure appropriate oversight, roles
and responsibilities and approval mechanisms are in place to
achieve the above. These include committees and teams for
change management, incident response, administration and
day-to-day operations, project and user application vetting
including vetting of administrator users; audits of projects, users
and data assets, to name a few.

Data management within the MIDL is overseen by the MIDL
Data Governance Body and data governance activities are
defined in the MIDL Data Management Model (see Figure 4).
This model ensures that access to data, curation of data and
vetting of data to be taken outside the secure environment are
managed behind layers of security, protocols and procedures,
and policies that are governed by different roles.

4 | Conclusion

The Melbourne Institute Data Lab is a university based secure
access environment that has been developed with a strong focus
on providing an environment that meets needs of researchers
and data custodians efficiently and securely to enable the
development of research, the creation of innovative statistical
and data techniques, the forming of evidence-base analysis to
shape and inform Australian economic and social policy. It also
defines two frameworks for data access through standalone
projects and through a collaborative or coordinated data en-
vironment, a digital community of practice that supports proj-
ects to be set up under a broader research theme. The MIDL
team, and its larger team of service providers, have helped build
an environment that can adapt to the rapidly changing cyber-
security landscape and data sharing policy landscape in Aus-
tralia while providing customisations to meet data researcher
and data custodian needs.
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Data Availability Statement

For more information on the MIDL including its data services and the
process of gaining access, please contact the MIDL team via email at
MIDL-info@unimelb.edu.au. More information on the MIDL is also
available on https://melbourneinstitute.unimelb.edu.au/data/MIDL.

Endnotes
! One zettabyte is equal to one billion terabytes.

%Several bespoke environments have been established to host sensitive
data to support medical research (SeRP Australia, Secure Unified
Research Environment 2023), non-health related disciplines

(Parker 2017) as well as supporting hosting of a hybrid of health and
non-health data assets (KeyPoint Secure Vault 2023; E-Research
Institutional Cloud Architecture 2023).

*The Data Availability and Transparency Act (Cth, 2022) provides a
framework through which legislative barriers for data sharing by data
custodians within Australian Government are lowered. This is a
significant step forward, but the accreditation scheme and regulatory
complexities may discourage data sharing as it has been observed
elsewhere across Australia (Scheibner et al. 2023). At the time of
writing, this Act only allows Commonwealth, state and territory
government bodies, and Australian universities to participate in this
scheme limiting the extent to which independent research institu-
tions and organisations can participate. A recent 5-year productivity
inquiry report (Productivity Commission 2023) by the Productivity
Commission recommended that the DAT Act be extended to include
data sharing with accredited organisations in the private sector, such
as businesses and not-for-profit organisations.
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Appendix

What Is a Virtual Desktop?

A virtual desktop is a software emulation of a hardware device that runs
on a physical or virtual machine at a remote location, hosted either on
premises or in the cloud. In the case of the MIDL, a virtual desktop runs
on an on-premises cluster hosted in Melbourne, Victoria. Compute
resources (CPU, memory, and storage) are shared across hundreds of
virtual desktops that are started and stopped depending on demand. A
series of information security controls is in place to ensure that only
approved data sets are accessible from a project, and project-level data is
only visible from inside the project. The MIDL emulates a Windows 10
environment (see Figure Al) that hosts a range of statistical packages
needed for data analysis.
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Melbourne
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Data Lab

Important notice
MIDL undergoes regular maintenance every Thursday
night between 10pm and 12am. Please ensure all project work
has been saved and you have disconnected from your virtual
desktop before this maintenance window.

Acceptable use of MIDL
Unauthorised use of this system is prohibited and may result in administrative and/or legal action. Users
of this system are reminded that the MIDL environment is governed by the set of conditions set out in
the MIDL Acceptable Use Policy and any other additional conditions defined by relevant data sharing agreements.

L Type here to search

FIGURE Al | View of a virtual desktop deployed inside the MIDL.
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