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Abstract

There are many examples of graph-structured data, like records of friendships
in social networks, travel patterns in transport networks and communications
meta-data in telecommunication networks, and many more. In such data, people
are represented as nodes and their interactions as edges. Graphs can provide
valuable information about people and their connections, however privacy dis-
closure of performing or releasing graph analysis is a major open challenge.
Naive techniques such as anonymisation on edges and nodes have been shown
to fall short: heuristically anonymised graphs still leak significant structural
information that can be used to match individuals and recover sensitive in-
formation. In this thesis, we address important privacy disclosure scenarios
while accessing graph databases in a cloud or in-house storage system. First, we
propose a method for privately storing data on the cloud by leveraging secure
multi-party computation that does not rely on trusting the cloud/processing
servers. Second, we introduce a differentially private framework for joint com-
putation by two parties on graph databases in performing efficient and accurate
computation of node importance. Finally we contribute more efficient protocol
design that overcomes the challenges of computation and communication com-
plexity to compute egocentric betweenness centrality under differential privacy
in multi-party settings. Remarkably our protocol incurs negligible utility loss
as the number of parties scale and achieves strong privacy protections with
practical runtime requirements.
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Chapter 1

Introduction

The significant growth of social networks, transport networks, peer to peer file
sharing and telecommunication networks has created large and complex graphs.
These graphs attract many researchers in different application domains such
as marketing, psychology, energy industry and many more. Research in these
domains has revealed interesting aspects of graph-structured data and delivered

new and effective ways of analysing, querying and mining them.

Although much useful information can be extracted from graphs, privacy
disclosure of unintentionally too much information about graphs can occur even
with graph anonymisation techniques, in three main categories of leaked infor-
mation: edge, node and content. De-identification or the process of anonymising
datasets before sharing them has been used in many paradigms in order to hide
the identity of the entities associated to the node, and also relations between the
entities [9,49,108]]. However, there are numerous examples of re-identification
scenarios [30,51,72,90], such as revealing the name and email address of 25.6
million Uber riders and drivers in the USA or the health records belonging to
citizens by the Australian Department of Health [22]. Hence, accessing stored
graph-structured data or querying such data can reveal both sensitive and valu-

able information about people or their connections.
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1. INTRODUCTION

1.1 Motivation of this Work

Every day a huge volume of graph data is collected by many companies and
organisations. Such data can provide useful information and insights to business
and government. However privacy of individuals can be compromised while
storing and making queries of data, or sharing derived statistics with untrusted
parties; preserving utility and scalability together with protecting privacy are
challenges that have gained considerable attention.

In this thesis, three different privacy issues and different adversary models
are addressed while accessing graph-structured data. The first privacy challenge
is outsourcing of graph data storage to public cloud servers and querying them,
where the primary adversary of concern is the untrusted cloud authority. The
second and third threats occur when keeping data in house and conducting
joint computation with other databases to answer a query. Different adversary
models can be considered here due to revealing the query answer to the untrusted
querier or any third party. Moreover, the number of the databases or parties
attending in the computation can vary and potentially affect privacy, accuracy
and computation or communication complexity.

Storing and querying big data securely is a challenge. The expense of storing
data means that some companies may be forced to store it remotely. As the NSA’s
director of targeted access operations put it, “cloud storage is just a fancy name
for putting your files on someone else’s computerﬂ " Therefore, many companies
are interested in keeping their valuable data on cloud storage.The cloud authority
can access this data and can learn about the data through observation of query
answers.

Our interest here is in cloud storage applications for which encryption alone is
insufficient for maintaining stored data and query response privacy. The reason
being a single point of failure that inevitably comes from storing a decryption
key.

Therefore, the goal is instead of just using cryptographic methods, applying

IRob Joyce, Chief, Tailored Access Operations, National Security Agency, https://www|
youtube.com/watch?v=bDJb8WOJYdA
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1.1. MOTIVATION OF THIS WORK

a technique that forces the adversary who seeks to gain unauthorised access,
to subvert multiple nodes on which data is stored. This is more appropriate
for applications in which a powerful adversary may make a few, but so too is
arbitrary, queries to highly sensitive data.

Not only is privacy of outsourced data a challenge for companies, but also
keeping data in-house while executing joint computation with other companies’
databases. This is a fast growing problem due to huge volumes of data generated
by companies and also the reluctance of companies to share their valuable data
with others. Social licence, commercial competition, or legislative requirements,
might prevent sharing data. Database owners might be interested to perform
some statistical computations on the graph data such as finding the node im-
portance in the network or even mining the graph to extract node’s clusters,
therefore they need to share some information about their nodes and edges with
other database curators potentially compromising the privacy of the data under
their charge.

Although there are many real-world applications of joint computation on
graphs, there is limited research on privacy-preserving two-party or multi-party
computation techniques on them; particularly with differential privacy as a
strong privacy guarantee. Some of these challenges are exacerbated from the
complexity of graph structures:

Privacy-preserving techniques in graph-structured data is intuitively more
challenging compared to the same techniques on tabular data. Graph- structured
data contains significant identifying information that is and it is difficult to mea-
sure them [4]. In other words, finding a technique to quantify this information is
a challenging question because by perturbing a node or an edge within some
privacy-preserving techniques, it is hard to even say how much data is lost. Also,
complexity of structures in graph data can cause the difficulty in modelling of the
background knowledge and the capability of an attacker. Even some elements
of the graph are privatised with some structural metrics, there is a possibility
that a release is not private with other metrics. Therefore, it is not clear what is
the best privacy model for graphs and how to measure privacy breach. In this
thesis we consider threat models for which secure multi-party computation and

differential privacy are appropriate.



1. INTRODUCTION

Moreover, the correlated structure of a graph can affect privacy-preserving
techniques such as differential privacy because addition or removal of just a
single node or edge can spread through structure spanning the whole graph.
This can be a main challenge in such techniques as differential privacy which
make extensive use of sensitivity of the query function in order to calibrate the
randomisation in the system.For example consider releasing the diameter of a
graph while protecting edge privacy. Removal of just one edge could significantly
affect this global property.

Apart from structural barriers in graph techniques, multi-party scenarios and
'big data’ both are additional challenges for privacy-preserving techniques since
they add more computation and communication complexity to algorithms even

without privacy considerations.

1.2 Research Contributions

Each chapter of this thesis addresses a particular aspect of the previously de-
scribed goals. Here we give a short overview of each of them.

In Chapter 2, we present a comprehensive overview of secure multi-party
computation (SMC) and differential privacy (DP) techniques with a focus on
graph-structured data to provide enough background of knowledge for under-
standing the main contributions of the thesis. We also provide related theoretical
explanation of the methods and techniques and give a comparative analysis in
this chapter.

In Chapter 3| we investigate the use of the SPDZ multi- party computation
platform to facilitate secure cloud storage of graph-structured data such as
telecommunications metadata. We report on an implementation of a simple
scheme for answering adjacency, nearest- neighbour and second-hop queries.
Our solution hides the data, the query and the answer from the cloud servers
unless they all collude to recover them. We use secret sharing to support a
trust model without a single point of failure, so that an adversary who seeks to
gain unauthorised access must subvert multiple nodes on which data is stored.

This is slower than encrypted storage, but more appropriate for applications in

6



1.2. RESEARCH CONTRIBUTIONS

which a powerful adversary may make a few, but not arbitrary, queries to highly
sensitive data. The protocol is examined on a graph of 62 nodes for two queries:
neighbourhood query and second-hop query.

In Chapter 4, we propose a novel protocol for computing the egocentric be-
tweenness centrality (EBC) of a node when relevant edge information is spread
between two mutually distrusting parties such as two telecommunications
providers. While each node belongs to one network or the other, its ego network
(the subgraph induced by its neighbourhood) might include edges unknown
to its network provider. We develop a protocol of differentially-private mecha-
nisms [35] to hide each network’s internal edge structure from the other network
and contribute a new two-stage stratified sampler for exponential improvement
to time and space efficiency. Empirical results on several open graph datasets
demonstrate practical relative error rates, such as 16% error on a Facebook
dataset, while delivering strong privacy guarantees.

In Chapter 5} the idea of joint computation of EBC between two-parties is
generalised and extended to multi-party scenario. As modern communication
networks span multiple providers, we show for the first time how multiple
mutually-distrusting parties can successfully compute node EBC while revealing
only differentially private information about their internal network connections.
A theoretical utility analysis upper bounds a primary source of private EBC
error—private release of ego networks—with high probability. Empirical results
further demonstrate practical applicability with a low 1.07 relative error achiev-
able at strong privacy budget € = 0.1 on a Facebook graph, and insignificant
performance degradation as the number of network provider parties grows.
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Chapter 2
Background

Privacy-preserving computation techniques with distributed settings have be-
come on-demand methods in today’s modern world. Every day a huge amount
of data is collected by different companies who need to extract information from
data or answer queries in a collaborative manner. In order to avoid unwanted
privacy disclosure to third parties, such organisations need to apply privacy-
preserving techniques to protect their data, unfortunately there are no single
turn-key solutions to maintaining privacy. Fortunately there are many available
primitives for privacy-preserving data analysis.

In this chapter, the background for this study and definitions of two privacy-
preserving frameworks are discussed with a main focus on graph structured
data: secure multi-party computation and differential privacy. For the interested,
more details on secure multi-party computation and differential privacy can be
found in the books of Cramer et al. [20] and Dwork et al. [36] respectively.

2.1 Secure Multi-Party Computation

Secure multi-party computation (SMC) is a method in which different parties
can compute an agreed function on their data and reveal nothing about their
individual inputs except what is implied by the function’s output. An example
of an SMC application is a group of millionaires wanting to compute how much
money they own collectively without revealing the amount of money they each

9



2. BACKGROUND

individually have to one another or other parties (see Figure 2.1).

SMC must defend against a subset of players who deviate from the protocol
with the aim of distorting the outcome or learning others’ secrets. These are
definitions of active and passive adversary models respectively. This method as
a computation platform requires not only security against these specific attacks,
but enough efficiency in terms of round and communication complexity, to be
practically applicable. Round complexity is the maximum number of rounds
necessary to execute the protocol. Communication complexity is the maximum
number of bits transmitted during the execution of the computation.

Theoretical study on SMC started in 1982 with pioneering work of Andrew
Yao [103] and since then there have been numerous foundational results in
the area [3,[7,18,144}45,[89]. The literature shows that this approach can solve
distributed computing problems while guarantying privacy and security of the
inputs. However, the goal of making SMC an efficient and practical platform
to use in real world scenarios emerged 10-15 years ago, by some interesting
platforms such as SEPIA [14], VIFF [24], SPDZ [28] and SPDZ2 [25]. In early
work on SMC the main focus was on a passive adversary model—known as the
honest but curious model. This model can be applied to two-party [65] as well
as multi-party computation [24]. SEPIA (Security through Private Information
Aggregation) [14] is an SMC implementation based on this security model. It is
based on Shamir secret sharing [89] and can compute 82,730 multiplication/sec
for five players with the use of multi-threaded programing in Java. Recently
however, practical interest has arisen on protocols with active security in which
adversaries are corrupted and try to eventually change the result. VIFF (Virtual
Ideal Functionality Framework) [24] is another implemented SMC protocol
which is based on Shamir secret sharing that follows the security model of active
adversaries. This framework allows the corruption at a rate less thann/3 and
can compute 326 64-bit multiplication/sec for five players, which is significantly
less than the number of multiplications/sec in SEPIA. This demonstrates the cost
of the higher security model: efficiency can deteriorate, especially for scenarios
which allow more than half of the players to be corrupted.

In general, SMC protocols can tolerate some dishonest participants. In other
words, if t out of n players (n is the number of players and ¢ is the number of

10



2.1. SECURE MULTI-PARTY COMPUTATION

corrupted players) deviate from the protocol, the privacy of inputs and accuracy

of outputs can still be guaranteed.

However, SMC protocols can be very inefficient, particularly for multiplica-
tion. A practical breakthrough in SPDZ [28] is the pre-processing model, which
allows much of the computational work to be done in advance. The SPDZ
protocol is based on additive secret sharing that is secure against active and
adaptive corruption of n — 1 players. It consists of offline and online phases
while most of the computation load is shifted to the offline phase. 20000 64-bit
multiplications per second can be performed for three players by this protocol

while pre-processing takes 13ms to prepare one multiplication.

SPDZ2 [25] makes a significant improvement to the offline phase. SPDZ2
generates square pairs and shared bits in the offline phase that leads to faster
performance of specific operations in the online phase. It also introduces a
key generation protocol for generating the somewhat homomorphic encryption
(SHE) secret shared key. The SPDZ2 protocol was examined with three players
in a sequential single thread and 50 in parallel, single thread and four threads
and resulted in 4700, 98000 and 260000 64-bit multiplication /sec respectively.
The results show the performance of the online phase is comparable to passively

secure protocols based on Shamir secret sharing.

A major improvement of the SPDZ2 protocol is the authentication part, which
solved a problem of the original SPDZ requiring the MAC key to be revealed at
the end. Players need to know the global key « to check the correctness of the
publicly opened values in original SPDZ, while in the new protocol, the players
do not need the global key to authenticate so the MAC checking can be done
before the end of the protocol.

The big advantage of this protocol is the pre-processed data MACed under
the same key can still be used after a MAC check. This is very useful for the client-
server approach that needs to compute lots of functions on the same shared data,
without changing the shares after each computation. Further in Section we

explain some more details of SPDZ.

11



2. BACKGROUND

Table 2.1: Comparison of different SMC Frameworks.

SEPIA VIFF SPDZ SPDZ2
Technique Shamir.sh Shamir.sh Additive.sh Additive.sh
Platform Java Python  Python,C++ Python,C++
Multiply /S 82730 326 20000 98000
Adversary model  Passive Active Active Active

Output

f.> <.>
f(a {,al‘,a )]

)
i

Figure 2.1: Multi-party computation between 5 parties.

211 SPDZ

SPDZ is a secure multi-party computation (SMC) technique in which two or

more parties wish to compute a given function f(xq, xp, ...x,) where data x; is

known by party i. In this technique the honest parties should receive the result

of the computation; even if a subset of parties are corrupted. This subset is also
called a threshold in this technique and depends on the method of SMC. In the
SPDZ technique the threshold is n — 1; it means if n — 1 parties are controlled

by the adversaries the honest parties get the correct answer and this is the only

new information that is released. In the case that more than half of parties are

12



2.2. SPDZ PROTOCOL

corrupted, it is very hard to maintain the unconditional security [15]. However,
there are some new techniques that make it feasible practically [8,27,77].

One of these techniques is designing a SMC protocol with offline and online
phases. Basically in offline or pre-processing phase, there is a trusted dealer
that supplies all the raw materials before the protocol is started. The trusted
dealer does not need to know about the function and inputs and can provide raw
material to the protocol securely. This allows the online phase to work efficiently.
Although SPDZ leverages two-phase protocol, the raw materials are generated
as a random shares by players in the pre-processing phase and there is no central
party to supply the random materials. SPDZ uses a two-phase protocol as well in
order to provide an unconditional security. Pre-processing phase in SPDZ allows
the protocol to perform an optimal online phase that has better performance in
terms of computation complexity compared to the previous techniques.

2.2 SPDZ Protocol

As mentioned in the previous section, the SPDZ protocol consists of offline and
online phases. In the offline phase some shared random values are generated and
in the online phase the actual computation is performed. The protocol leverages
additive secret sharing and Somewhat homomorphic encryption (SHE) in order
to generate the shares of the secret values and assign them to the players. In
Section there are details of how these two tools work together to secretly
share the values.

2.2.1 Somewhat Homomorphic Encryption

In the pre-processing phase, SPDZ uses somewhat homomorphic encryption
(SHE) to help players privately compute the share of secret inputs and the related
message authentication code (MAC).

The advantage of using SHE compared to the previous model that uses fully
homomorphic encryption (FHE) is that it does not need bootstrapping. However,
SHE supports a limited number of homomorphic operations. Additions are
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basically free for known SHE, but multiplications can be really costly. FHE

definition for arbitrary number of V where V is the depth of the circuits is:

ENC(mp)B...BENC(my) = ENC(my + ...+ my)
ENC(mp) X ... KENC(my) = ENC(mq * ... % my)

In other words, the main difference between FHE and SHE is the depth of
multiplication circuits. The depth of multiplication circuits in FHE is an arbitrary
number while SHE has a limited depth of multiplication circuits.

In SPDZ the SHE single instruction, multiple data (SIMD) approach of [93] is
used to handle many values in parallel in a single ciphertext. It leads to an effi-
cient pre-processing phase and allows computation of circuits of multiplicative
in depth one on ciphertexts.

In Algorithm and the SHE addition and multiplication of en-
crypted inputs are denoted by HH and X. Addition is allowed on V ciphertexts
where V is an arbitrary value.

ENC(mq1)B...BBENC(my) = ENC(m1 + ...+ my)

ENC(m) KR ENC(my) = ENC(my * my)

2.2.2 Additive Secret Sharing

In SPDZ protocol, each player P; keeps share x; of secret x = x1 + x2 + ... + Xy,
where x € IF), for some large prime p, and x;s are randomly chosen in such a
way that if n — 1 of the players collude, x remains unknown. Each player P; also
holds v(x;)-MAC- for authenticating the value of x, where y(x;) is the additive
secret sharing of y(x) = a * x, thatis y(x) = y(x1) + v(x2) +... + 7(xn) and «
is the global MAC key. Therefore, we say that player P; holds tuple (x;, y(x;))
which is denoted as < x > when it is used in computation.

More specifically, let [[r]] denote an encrypted version of r. To share a value
x, each player P; takes an available pair of < r > and [[r]|] which were generated
in pre-processing phase and broadcasts € = x + r to the other players, then

14
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players compute < x >=< r > +e€ by letting a particular player add € to its
share. In other words, one player P; holds the share x + r — r; and other players
hold just the —r; where r = rq + 1, + ...+ r,. For generating y(x;) in tuple
(x;,v(x;)), the MAC key that was generated in the offline phase is used. « is not
known by players but the encryption [[«]] and shared < a > is. SHE (Somewhat
Homomorphic Encryption ) helps each player privately compute x * & without
knowing x and «, and generate the shares of the MAC. The checking of all
the shares and also global MAC key « is postponed to the end of protocol. «
can be checked by any player P; that holds [[«]] when any player p; uses sub-
protocol 2.3|to share a.f; as ’)/(06){: . Therefore, at the end of protocol player p; can
check the integrity of the a by receiving the shares of x and 'y(oc){: and checking

Yiv(a) = ap,

2.2.3 Sub-Protocols

In the pre-processing phase, SPDZ uses three sub-protocols:

RESHARE, PBRACKET, PANGLE. These protocols generate additive secret
shares of plain text x and their related MAC.

RESHARE sub-protocol [2.1{additively secret shares a plain text x; the input
of this protocol is encrypted version of the plain text x as a public value, and
the output is a share x; of x to each player i, where there are n players in the
protocol.

PBRACKET sub-protocol 2.2 re-shares the share of values with leveraging key
Bi. This sub-protocol can be used for integrity checking of the global MAC key «.

PANGLE sub-protocol 2.3|shares any values in the SPDZ protocol by using
global MAC key a in order to generate the shares of the MAC.

2.24 Multiplication

The number of multiplications in an arithmetic circuit is the dominant cost in
SMC protocols. Since SPDZ protocol uses the classic circuit randomisation tech-
nique of Beaver in the pre-processing phase to generate the triples, multiplication

can be done by evaluating many small circuits of multiplicative with depth 1 in
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Algorithm 2.1 RESHARE

Input: e, <— ENC(x); ey is a public cipher text

//Each player P; does the following

1. r;~ Unif (]Fpk>s

2: Broadcasts e;, «+— ENC(r;)
//Players compute e, and eyy, by SHE

3 ey <— e, ... Hey,

4: ey — exHey
//Players decrypt e, + x and obtain x +7r

5 Prixq «—x+r—r

6: Pi(i 75 1) X; <— —71;

7. return x1...x,

Algorithm 2.2 PBRACKET

Input: ¢; <— ENC(t);e; is a public cipher text, shares of the t; t — 1,t5,...t;
ep; <— ENC(p;) is generated in initialisation process by every player p;
//This protocol generates [[t]]

: fori € {1,2,...n} do
DP; generates: e,, «— e;Xeg, //Each player p; gets a share of ')/;: of

t.Bi
(v}, 7%, ..., 7") «— RESHARE(e,,)
end for
5. return [[t]] = (0,t1,t2, ... tu, (B Y Y2, Y )iz12,m)

!\_.)H

parallel and it can increase the rate of multiplication/s to 20000 in SPDZ protocol.
In order to multiply < x > and < y > the parties do the following:

In the pre-processing phase, they take two available triples < a >, < b >
,<c>and <d >,<e >, < f >and checkif a.b = c. The first triple is used
for multiplication, which is based on a technique by Beaver [5]. The second
triple is sacrificed to check the first triple and ensures that the first triple is not
manipulated by the adversary.

In the online phase, for computing < x > . < y >, parties use the first triple
< a>,< b >,<c > which were checked in the pre-processing phase and apply
Beaver technique [5] as following:

First, parties compute < x > — <a >=¢€,and <y > — < b >= J; then

16



2.3. SMC ON GRAPHS

Algorithm 2.3 PANGLE

Input: e; +— ENC(f);¢; is a public cipher text, shares of the t; t — 1,t5,...t,;
ex <— ENC(w) is generated in initialisation process by every player p;
//This protocol generates <t>
1: P; generates: e, <— e; X ey
2: (Y1,72,---,7n) $— RESHARE(et,)

//Each player p; gets a share of 7; of tw
3: return <t >= (0,t1,tp, ..., tn, (Y1, Y2, -, Tn)

< x> .<y>resultsin:

<x>.<y>=<c>+e<b>+d<a>+ed

2.3 SMC on Graphs

Since emerging SMC in 1980, in the seminal work by Yao [103] as a two-party
protocol, numerous SMC protocols have been proposed in different contexts
such as, mining [97], voting [21], face recognition [87], self-organising map [92]
and decision tree [53]]; however, very little research has been done on SMC in
graphs due to complexity of graph data.

Do et al. [31] proposed a two-party and multi-party protocols to count the
triangles in the graph privately, the protocol uses homomorphic encryption and
privacy model is passive; honest but curious. Brickell and Shmatikov [13]] also
presented a privacy-preserving two-party scenario by leveraging Yao’s method
[103] and homomorphic encryption. They computed the all-pair shortest path,
single source shortest-path and minimum spanning tree in the honest but curious
privacy model. Another SMC based on two-party protocol and honest but
curious privacy model presented by Failla and Pierluigi [39]; they used A*
algorithm [47] to search the shortest path on an encrypted graph. A* algorithm
is based on the application of heuristic function [50].

A multi-party setting introduced by Aley et al. [2] to compute the shortest

path and maximum flow. The algorithm works in presence of an honest majority
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for active or malicious, and passive adversaries. It is based on secure arithmetic
black-box functionality, which was proposed by Damgard and Nielsen [26]. This
method uses addition, multiplication and comparison functions from arithmetic
black-box functionality.

The proposed protocol in Chapter 3| uses arithmetic functions of SPDZ2 proto-
col [25] as black-boxes. Many other work on two-party and multi-party settings
also called the black-box functionality, such as Fairplay [6], Sharemind [12],
VIFF [24] and SEPIA [14].

2.4 Data Privacy Concerns

During the last decade a huge amount of data has been generated and collected
by companies, organisations and governments, and the pace of collection is
significantly increasing, due to rapid growth of technology. The data collectors
are often interested to publish data for further analysis. As a result the privacy of
the collected data can be compromised in two key ways during this procedure:
first, when the collector receives the data from different resources and second,
when the collector sends the aggregate information extracted from collected data
to the users. In the first scenario the adversary is the data collector, while the
user is the main adversary in the second; in both scenarios private and sensitive
information about individuals can be revealed. In both stages the naive approach
of data anonymisation can be applied to the data in order to attempt to provide
data privacy. Popular techniques in this category are: K-anonymity [60,88,95,96],
l-diversity [64}(100,102], t-closeness [61}/62,85] and J-presence [74,75]; however,
these methods are vulnerable and can be compromised by linkage attack to
background information; background information could come from databases
or could come from a privatise database [19,54,101].

The prevalence of privacy violations from released "anonymised" data shows
at these synthetic technique do not work: they are synthetic in that they do
not guarantee any particular privacy property. In 1998, the de-anonymisation
demonstration on a published medical dataset [88,96] that showed how the link

between fields of two databases can link the privacy information of individuals
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in anonymised database with their identities. Other examples of linkage attack
include Netflix dataset de-anonymisation [72] and re-identification of individu-
als in an Australian Department of Health dataset [22]. Moreover, research on
different privacy models based on anonymisation shows different possible at-
tacks on databases; i.e., minimality attack [19,/54,101] in K-anonymity techniques
or attacks based on composition [42], and foreground knowledge [99] which
provide yet more evidence of the insufficienncy of privacy guarantees provided
by techniques.

All of these real world scenarios and examples show that anonymisation
techniques do not suffice to preserve the privacy of data and more reliable
techniques are required to protect privacy. Differential privacy has emerged as a
robust solution to overcome these problems by introducing a provable privacy
guarantee against background knowledge and against harm not only caused by
re-identification.

2.5 Differential Privacy

Differential privacy (DP) provides an opportunity for the data collector to collect
and share aggregate data while maintaining the privacy of individuals. Accord-
ing to the privacy model in differential privacy, the privacy of an individual in
the database is preserved even if the adversary knows all information about
the database from background knowledge such as auxiliary data, except the
information about that particular individual in the database.

Differential privacy guarantees for the data collector that even with knowl-
edge of t — 1 records of a database of t records that the adversary can not learn
about any one unknown record. In the next Section the formal definition
of differential privacy is presented.

2.5.1 Interactive and Non-Interactive Settings

In publishing aggregate information in differential privacy, there are two main
settings: the interactive and non-interactive settings. In the interactive setting,

data collector receives queries one by one and randomises the answer before
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sending it to the user. However, in the non-interactive setting a single release is
made which is not per se a response to a specific query. This could be a release a

machine learned model trained on sensitive data for example [86].

2.5.2 Formal Differential Privacy Definition

Differential privacy is proposed to quantify the indistinguishability of input
databases when observing the output of data analysis [35]. With careful se-
lection of which databases are to be indistinguishable—through the so-called
neighbouring relation—the protective semantics of differential privacy may be
controlled.

Formally, two databases D, D’ € D" are termed neighbouring (denoted D ~
D’) if there exists exactly one i € [n] such that D; # D; and D; = D]{ for all
j € [n]\{i}. For example over scalar binary data D = {0,1}, neighbouring
databases D, D' are such that |D — D'||; = 1.

Definition 1. For € > 0, a randomised algorithm on databases or mechanism A is
said to preserve e-differential privacy if for any two neighbouring databases D, D',
and for any measurable set R C Range(.A),

Pr(A(D) € R) < exp(e)-Pr(A(D') €R) . (2.1)

We consider a powerful attacker that might know A up to its source of
randomness, the true input database D up to one record (as in, the attacker
knows a ball of databases neighbouring D but not D exactly, has access to
releases of 4, and has unbounded computational power).

DP guarantees that even then, the attacker cannot significantly distinguish
input databases. Using their knowledge they could form this ball of databases,
they could form a histogram of observed releases A(D) that approximates
Pr (A(D) € R) but that this histogram also would resemble all the Pr (A(D’) € R)
owing to the DP guarantee. And as such as long as the histogram is far enough
from Pr (A(D) € R) due to limiting the number of releases of .A(D) to be linear
in the size of D, then the histogram is no closer to the true distribution than

the other distributions in the ball. Finally, level of privacy protection can be
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controlled by varying epsilon-smaller epsilon means more privacy.

2.5.3 Generic Mechanisms for Privacy

There are two important DP mechanisms used in this thesis: the Laplace mecha-
nism [35] which applies additive noise to numeric vector-valued analyses, and
the exponential mechanism [67] which privately optimises a real-valued objec-
tive function bivariate in the database and the decision variable which need not
be numeric. Common to most generic mechanisms, and the Laplace and expo-
nential in particular, is the concept of sensitivity-calibrated randomisation: the
more sensitive a target function is to input perturbation, the more randomisation
is required to attain a level of differential privacy. Both mechanisms leveraged in
this thesis are calibrated via the same measure of sensitivity. Roughly speaking,
the sensitivity of any function f reflects how much this function could possibly
change while the function input changes between D and D’. In other words,
sensitivity is a key parameter controlling how much noise should be added in the
processes of answering a query; the more sensitivity the more noise should be
added as intuitively differential privacy requires that the randomised mechanism
not be sensitive to perturbation. In this way, sensitivity-calibrated randomisa-
tion smooths out sensitive mechanisms. In the next Section 2.5.3.T} the formal
definition of global sensitivity is given.

2.5.3.1 Global Sensitivity

Definition 2. The L;-global sensitivity  of  any  function
f:D" — R for any d € N, is defined as

Af > sup If(D) = f(D)1 - (2.2)
D,D'eD",D~D'

For functions of additional variables f : {0,1}" x © — R¥ we extend this definition
naturally as

Af > sup  sup  [f(D,8) - f(D',0)|1 . (2.3)
0c® D,D'eD",D~D’
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2,54 Laplace Mechanism

The Laplace mechanism achieves differential privacy for any non-private nu-
meric vector release that is of bounded sensitive. It operates by additive pertur-

bation: noise is added to the non-private analysis result.

Lemma 3. Consider any Euclidean vector-valued deterministic function f : D" — R%
forany d € IN, and any scalar € > 0. Given input D € D", the Laplace mechanism
releases responses in R? distributed as f(D) + X where X is d i.i.d. zero-mean Laplac
r.v.’s with scale Af /€. Then the Laplace mechanism preserves e-differential privacy.

2.5.5 Exponential Mechanism

The exponential mechanism generalises the Laplace mechanism, and permits
private optimisation of any scalar-valued objective function, framed as a quality
function. It operates by replacing optimisation by sampling close to optimising

solutions.

Lemma 4 ( [35]])). Consider any real-valued bivariate quality function g : D" x @ —
R, which assigns quality score q(D, 0) to candidate response 0 € ©, on input database
D € D". The exponential mechanism approximately maximises q(D, -) by releasing
randomised response 0 with likelihood proportional to exp(q(D,0) -€/(2-Aq)). Then

the exponential mechanism preserves e-differential privacy.

2.5.6 Privacy Budget and the Compositional Calculus

In Definition (1} parameter € is privacy budget and shows the privacy level of
mechanism M. The smaller privacy budget achieves stronger level of privacy.
The compositional calculus shows how the privacy budget changes when the
differential privacy mechanisms runs more than once on a database.

In order to build up more complex privacy-preserving computations, it is
necessary to be able to quantify the privacy loss of compositions. Fortunately,
differential privacy satisfies sequential composition and transformation invari-

ance [35,58,68] among other compositions.

!The zero-mean scalar Laplace with scale A > 0 has PDF (2A) ~!exp(—|x|/A).
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Lemma 5  (Sequential composition). For  any  sequence  of
randomised mechanisms Ay, A, . .., Ay, if each A; preserves e;-differential privacy then
the compound response on a database D, (A1(D), ..., Ax(D)), preserves (Zé‘:l € )-
differential privacy.

Lemma 6 (Transformation invariance). For any mechanism A that is e-differentially-
private, and any (possibly randomised) mapping A, with domain containing the co-
domain of Ay, the randomised mechanism A = A, o Ay preserves e-differential privacy.

2.6 Differential Privacy on Graphs

Graph-structured data research and applications have enjoyed significant growth
in the past two decades due to rapid evolution in technologies, such as online
social networks, sensor networks and telecommunication networks which at
their core involve graphs. The graph is represented by a pair G = (V, E) where
V represents the set of nodes and E is the set of edges (each edge a set of two
nodes in the case of undirected graphs; or an ordered pair of nodes in the case of
directed graphs). The node can represent the individual in an online social net-
work, sensor networks or mobile phones networks among other examples, while
edges reflect the connection between the entities, such as friendship connections
or sent/received signals between two sensors or even a phone call between two
individuals in the network.

Although a graph can provide a large amount of useful information to the
users, it could be a source of privacy disclosure also. Three privacy disclosures
can occur on graph-structured data: edge, node and content disclosure. In edge
disclosure the connection between entities is revealed, e.g., who calls whom in a
telecommunication network. Node privacy is compromised when the identity of
an individual or entity who is associated with a node is disclosed and content
privacy breach in graphs is due to revealing private information which is related
to a sensitive node. Re-identification is a potential privacy threat to nodes and
edges of a sensitive graph.

K-anonymity [96] represents a major, early attempt at preventing re-identifi-

cation in databases, but it has been proven to be insufficient [1]. Some anonymi-
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sation methods are proposed particularly for preventing node and edge re-
identification threat in graphs such as, K-candidate [49], K-degree anonymity [63]]
and K-neighbourhood anonymity [107] for node privacy, and privacy preserving
link analysis [32] and random perturbation [104] for edge privacy.

Differential privacy for graph processing was first introduced in [78] and
was followed up by further work [29,70,/91}[106]. Two main privacy models exist
when publishing graph-based information under differential privacy; node [29]
and edge differential privacy [78]. Hay et al. [48] introduced an algorithm
for publishing degree distributions under node and edge privacy, implicitly
permitting private K-star counting as well. Projection-based techniques have
been proposed to answer degree distribution queries under node differential
privacy [57,83].

Other statistics have been approximated under differential privacy such as
frequent patterns of given sub graphs [10,55}/106]. Bhaskar et al. [10] used the
exponential mechanism to publish the (approximately) most frequent patterns
with high probability, and the Laplace mechanism to release the noisy frequency
of maximising patterns. Karawa et al. [55] proposed a differentially private
algorithm to output answers to sub-graph counting queries for K-star, K-triangle
sub graphs while using local sensitivity [78] to overcome high global sensitivity in
sub-graph counting queries. An approach to finding arbitrary frequent patterns
was proposed by Shen & Yu [91]. They utilise the exponential mechanism and
Markov chain Monte Carlo sampling to output frequent patterns on graph
datasets.

Finding node clusters in a single graph under differential privacy was first
proposed by [70] and followed by [76]. These techniques try to find the group
of nodes sharing many links with other nodes in the same group, but relatively
few outside the group. They maintain the privacy of the output clusters under
node or edge differential privacy. Wang et al. [98] proposed a divide and conquer
approach to enforce edge differential privacy to graph structured data. They
decomposed the target computation f to the several less complex unit computa-
tions which are connected by less complex units and then added Laplace noise
to the output of each sub-query or basic unit computation by distributed privacy
budget and smooth sensitivity. They applied the proposed technique on different
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Table 2.2: Taxonomy of differential privacy methods on graphs

Author Node/Edge DP || Interactive/Non-Interactive Query Type
Hay et al. [48] Node Interactive Degree distribution
Kasiviswanathan et al. [57] Node Interactive Degree distribution
Blocki et al. [11] Node Interactive General
Day et al. [29] Node Interactive Degree Distribution
Raskhodnikova and Smith [83] Node Interactive Degree distribution
Chen et al. [17] Node Non-Interactive Sub-graph counting
Karwa et al. [55] Edge Interactive K-triangle, K-star
Rastogi et al. [84] Edge Interactive General Sub-graph counting
Nisim et al. [|78] Edge Interactive Sub-graph counting
Hay et al. [48] Edge Interactive Frequent Pattern, K-star
Zhang et al. [106] Edge Interactive Sub-graph
Zhu et al. [109] Edge Non-Interactive General
Shen and Yu [91] Node Non-Interactive Frequent Pattern
Mulle et al. [70] Node Interactive Node-clustering
Nguyen et al. [76] Edge Non-Interactive Node clustering
Wang et al. [98] Edge Interactive clustering coefficient

synthetic and real graphs to compute clustering coefficient.

Table[2.2|shows the taxonomy of differential privacy methods on graphs. The
proposed methods in Chapter ] and [5 differ from previous studies reviewed in
this section, in two key ways. First we focus on the problem of node influence,
through the study of ego betweenness centrality. This particular task poses
significant technical challenges, made efficient in those chapters by adopting
two-stage stratified and accept-reject sampling. Second we consider a core
graph processing task in a distributed two-party and multi-party settings. While
most existing work on graph mining under differential privacy can adopt a
model of trusted computation, there is some work on privacy for distributed
systems [16}34], these are based on distributed queries that are decomposed into
sub-queries, each answered per database. The methods in this thesis require
untrusting parties to cooperate on computation without revealing one another’s

privacy-sensitive data.

Node differential privacy guarantees indistinguishability of answer which

of queries on neighbouring graphs which just differ on one node. This is ac-
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complished by ensuring the response distribution of running a differentially
private mechanism on two such graphs undergoes only bounded changes. The
sensitivity of of graph analyses in the context of node differential privacy can be
high as a node could have common edges with all other nodes in the graph and
so node removal could affect global graph structure. Edge differential privacy
ensures that for any two neighbouring graphs that just differ in one edge, the
response distribution on the first graph is very close to the response distribution
on the second graph. For some analyses such as degree distributions, this doesn’t
have large sensitivity [48]]. But for analyses involving connectedness or shortest

paths, removal of an edge could greatly affect sensitivity.

2.7 Graph Statistics

Several sub-graph queries have presented under edge and node differential
privacy such as, K-triangle, K-star counting and degree distribution, Table
Other useful statistics can be measured on graphs such as betweeness central-
ity [40]. Betweenness centrality is a measure of centrality in a graph based on
shortest paths that has a wide range of applications from biology to transport
and telecommunication. For instance, in a telecommunications network, a node
with higher betweenness centrality would have more control over the network,
because more information will pass through that node. Another example is
preventing the spread of fake news in social networks by controlling the most

central node.

2.7.1 Betweeness Centrality

Measures of centrality enable identification of the most important nodes within
a network, with betweenness centrality based on shortest paths. Popular among
these measures is betweenness centrality, which represents the extent to which
nodes stand between each other. Betweenness centrality was devised as a gen-
eral measure of centrality: it applies to a wide range of problems in complex
networks, including analysis of social networks [43], biological regulatory net-

works [105], transport and scientific cooperation [82]. Although earlier authors
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EBC=1/2

Figure 2.2: Examples of node "a” with low and high EBC.

have intuitively described centrality as based on betweenness, Freeman [40] gave
the first formal definition of betweenness centrality.

Definition 7. The betweenness centrality (BC) of node a in simple undirected graph
(V,E) is defined as
dij(a)

BC(a) = Z 5.
{ijrcvi\{ap Y

where d;; denotes the total number of shortest paths between the nodes i and j, and 6;;(a)
is the number of such shortest paths that also pass through node a.

For an undirected graph, for each pair of the nodes in the graph there is a
path which is minimized in the number of edges. Betweeness centrality of a
node is the number of these shortest paths passing through the node.

Unfortunately betweeness centrality is not the most scalable tool for analysing
large networks, as computing the measure is dependant on evaluating all shortest

paths between a node and all other nodes in the network, as well as between all
nodes. This costs O(|V| - |E|).

27



2. BACKGROUND

2.7.2 Ego Network Betweenness Centrality

First proposed by Everett & Borgatti [37] as an approximation to betweenness
centrality [40], egocentric betweenness centrality (EBC) has gained recognition
in its own right as a natural measure of a node’s importance as a network
bridge [66]. The EBC of a node a is the sum, for all pairs of neighbours of a that
are not directly connected, of the fraction of 2-edge paths between them that
pass through a.

EBC is the computation of the centrality for a node while only the neighbours
or ego network of the node is considered for endpoints of shortest paths. The
runtime cost of computing the EBC is potentially far less than that of betweenness
centrality, only worst-case cubic in the size of the chosen node’s ego network.
Figure 2.2|shows examples of high EBC and low EBC nodes.

Definition 8. Egocentric betweenness centrality (EBC) of node a in simple undi-
rected graph (V, E) is defined as
1
EBC(a) = Y, .

i,jENg:Ayi=0,j>i Aj

where N, = {v € V | {v,a} € E} denotes the neighbourhood or ego network of a,
A denotes the (|[N,| + 1) x (|N,| + 1) adjacency matrix induced by N, U {a} with
Ajj = 1if{i,j} € E and 0 otherwise; AZZ]- denotes the ij-th entry of the matrix square,
guaranteed positive for all i, j € N, since all such nodes are connected through a.
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Chapter 3

Privacy-Preserving Queries over
Secret-Shared Graph-Structured
Data

In this chaptetﬂ we propose graph secret sharing as a secure and flexible ap-
proach for making different queries such as neighbourhood and next hop. We
apply the SPDZ2 multi-party computation platform [25] to graph structured data
for achieving a more flexible approach in processing such queries. We build on

secure multi-party computation methods and SPDZ as overviewed in Chapter

Section 2.1.1]

3.1 Introduction

We investigate the use of the SPDZ multi-party computation platform to fa-
cilitate secure cloud storage and processing of graph-structured data such as
telecommunications metadata. We report on an implementation of a simple
scheme for answering adjacency, nearest-neighbour and second-hop queries.
Our solution hides the data, the query and the answer from the cloud servers
unless they all collude to recover them. Our aim is to use secret sharing rather

I This chapter is based on the following article:
Leyla Roohi and Vanessa Teague. Privacy-preserving queries over secret-shared graph-structured
data. In: 2017 IEEE Trustcom/BigDataSE/ICESS, pages 955-960. IEEE, 2017.
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than encryption to allow for a trust model without any single point of failure
(such as a decryption key). We begin our investigation with a simple adjacency
matrix that uses the SPDZ system to share the graph among multiple nodes and
then to compute answers to simple queries without any of the cloud servers

learning anything about the data, the query or the answer.

3.2 SPDZ vs. SPDZ2

SPDZ is a secure multi-party computation technique in which all parties take
part in generating shared secrets in the pre-processing phase and calculating
the function. The idea is that each player holds a share of the secret x that is
generated by additive secret sharing. Recall from Chapter 2|that: each player
P; keeps share x; of secret x = x1 + x2 +...x,, where x € [F;, for some large
prime p, and x;s are randomly chosen in such a way that if n — 1 of the players
collude, x remains unknown. Each player P; also holds 7y (x;) for authenticating
the value of x, where y(x;) is the additive secret shared of y(x) = a * x, that is
y(x) = v(x1) + v(x2) + ...+ 7(xn) and « is the global MAC key. Therefore, we
say that player P; holds tuple (x;, y(x;)) which is denoted as < x > when it is
used in computation.

In SPDZ, MAC checking is done in two phases for output value y of any
function f, where players hold shares < y; >: first players check that all the
values which are publicly opened so far, are correct. Second, players open
commitments on y; and 7 (y;) and check whether a(Y (y;) +96) = Y(v(yi)),
where y; is the share of the output value y and 7(y;) represents the MAC of
y;. Both phases follow Algorithm (3.1 where it is assumed that all players have
a public set of opened values {4y, ...,a;}. Algorithm (3.1 provides a sketch of
SPDZ MAC checking where the commitments to the intermediate values are not
considered.

SPDZ2 is the updated version of SPDZ which is improved in the offline and
the online phase by adding the key generation technique, producing squaring
tuples and shared bits in offline phase. The main change in SPDZ2 which has
affected both online and offline phase is MAC checking protocol. Recall from

30



3.2. SPDZ VS. SPDZ2

Algorithm 3.1 SPDZ MAC Checking

Input: Each player has input a; and 7(a;); for j = 1,...,t and random vector /;;

all players have a public set of opened values {ay, ..., a:}.
//player P; computes:

1. a <— 2;‘21 lj.a]-
//Player P; computes and broadcasts:

2 i ¢— Liq Liy(a))i
//MAC key « is opened
//Each player p; checks if:

3 na==1Yy,7;
//if not the protocol aborts

Algorithm 3.2 SPDZ2 MAC Checking

Input: Each player has input a; and 7(a;); for j = 1,...,t and random vector /;;

all players have a public set of opened values {ay, ..., a:}.
//player P; computes:

1. a < Z;‘:1 lj.llj

20y — Z]t‘:l l]'.’)/(tlj)i
//Player p; broadcasts:

3. 0 — ¥ —a.a
//Players check if:

4: 0i+...+0,==0
//if not the protocol aborts

Chapter2)in the SPDZ protocol the MAC checking only can be done at the end of
the protocol because the global MAC key a will be revealed after MAC checking.
However, SPDZ2 MAC checking can be done at any time during the offline and
the online phase. The reason for this manoeuvre is that: the MAC checking on
all partially opened values will not reveal the MAC key, so the first direct impact
on the protocol is, pushing the process of triples, squaring tuples and shared bits
MAC checking to the offline phase. The idea is that every player P; computes
0; := ;i — «;.a and broadcasts the commitment of ¢; to the other players. Every
player opens the commitments and checks if 01 4 03 + ... 4 03, is 0. Algorithm 3.2]
shows a sketch of SPDZ2 MAC checking protocol where the commitments to the

intermediate values are not considered.
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3.3 Client-Server Model in SPDZ

SPDZ as multi-party computation protocol, characteristically needs all parties to
take part in all steps of the protocol, including: pre-processing, secret sharing and
MAC checking. But, in applications which need a client-server model, we like to
make the client separate from other parties. The reason for this is that in many
applications we do not know the client who wants to participate in the multi-
party computation scenario beforehand and it is also unnecessary and inefficient
for clients to collaborate in computationally expensive pre-processing phase.
Damgard et al [23] proposed a protocol which is based on SPDZ multi-party

computation and can meet the client-server model.

In this protocol, the client as a data owner generates the public value e and
sends it to the servers, where e = x — k. x is the value that client wants to share
it with the servers and k is the random value generated by the servers. Servers
add shares of the random value to the e and generate < x; > in the same way
as SPDZ protocol. The computation is done in the servers, on the client data
and the private data which was being kept by the servers. Figure shows the
client-server input supply protocol which is based on SPDZ.

The output of the function in this scenario should only be revealed to the
client. Logically, sending shares of the output < y; > to the client seems viable
but in this case the servers can easily forge the < y; >. The reason for this forging
is back to the SPDZ protocol because the global MAC key « has been revealed
to the servers at this phase and servers can forge the < y; >. Therefore, servers
use two unused random values < ¥ > and < u > from the pre-processing phase
to make the algebraic manipulation detection (AMD) code to prevent forging
< y; >. In other words, random value < r > can be assumed as a new MAC key
and < r.y > as the MAC and servers can change the y; with probability of 1/p
when p is large enough to neglect this possibility. Another random value < u >
is used as an authentication key for < r > to prevent leakage of information
about < y > by iterative guessing of value r.

However, this protocol is not suitable for applications which need to store
the data on the servers once and then use it several times because as soon as the

MAC key is revealed, unused shares on the servers become useless. As a result,
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Tlinput Protocol: Input Supply.

Client holds value x that he wants to supply as input to the servers.

1. The servers do the following;:

Retrieve an unused random < k; > from the pre-processed material and use
the Output delivery protocol to give k to client.

2. Client broadcasts ¢ = x — k to the servers, and the servers compute
(x —k)+ < ki >=< x; >.

Figure 3.1: Input supply protocol

Toutput :Output Delivery.

Given < y; > where we want to reveal y to the client and only to the client.
1. The servers send < y; > to the client as follows: Each server p; sends its
share y;, related MAC 7 (y;) and share of the MAC key «; privately to the
client.

2. Client does the following: compute y = Y y;, « = Y a;, v(v) = X7 (vi)
check that v(y) = ya. If not, abort, else output y.

Figure 3.2: Output Delivery protocol

the protocol needs to change the shares on the servers every time the function f

is computed on the servers.

We utilise SPDZ2 to overcome this problem. Since this updated protocol does
not reveal the MAC key, it is a good solution for storing the shares once and
computing the different functions on it, without changing the shares. As the
MAC key is not revealed to the servers, they can not forge the y; and y(y;), So
it suffices that servers send the shares of the output y as y;, related MAC 7 (y;)
and shares of the MAC key a1, a5..., «; to the client so that the client do the MAC
checking. Figure 3.2|shows the client-server output delivery protocol.
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3.4 Using SPDZ2 Client-Server Model in Graph
Secret Sharing (GSS)

Metadata is generated every day and is laborious for companies in terms of
storing the data securely and searching on it properly. The graph is a general
structure that is widely used for storing the structured data such as metadata
in order to perform searching, and it is also a suitable structure for presenting
the connections of the different entities such as people, IDs or telephone num-
bers. IBM System G [41], Node 4j [79] and GraphDB [81] are examples that
use graph data structures for carrying out queries such as topological analyses,
graph matching and so on. Therefore, as a solution to the metadata storage
and querying issues highlighted in Chapter|l}, we present a client-server model
which is based on SPDZ2 in order to store and query metadata as graph shared
data using an adjacency matrix representation. This model uses additive secret
sharing for hiding edges of the graph in order to provide a flexible structure
for storing and making queries. We assume that all vertices are encrypted on
the client side and just edges are saved as an adjacency matrix on the cloud. In
this model, we need servers with different cloud authorities because otherwise,
the servers can easily collude in multi-party computation technique. The model

covers three privacy properties:

1. Cloud authorities gain no information of stored data on cloud storage,
except size of the data stored.

2. Cloud authorities cannot learn anything about the query inputs, though

they do learn the query type.
3. Cloud authorities cannot learn the answer of the queries.

In the next section, we show how the GSS protocol can cover these privacy
properties. A direct application of the GSS protocol is the metadata requested
by authorities and legitimate users. There are many service providers or organ-
isations that keep valuable metadata as a graph-structured data on the cloud
storage, such as telecommunication companies which store the information

about the connections between people.
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In this scenario the data owner avoids to store a honeypot with one entity,
so they make a secret-shared store with multiple entities on the cloud storage.
Moreover, with leveraging of GSS protocol, the legitimate users such as police or
government that need to search on the graph-structured metadata do not reveal
the identity of the node that there are searching for to the attackers.

3.4.1 GSS Protocol

In this section, we propose GSS as a client-server protocol based on SPDZ2
secure multi-party computation in order to cover all the privacy properties in
Section [3.4] In this protocol, there are two participants: the client and the cloud
servers. The client needs to send the data S and g respectively to the cloud for
computing the function F in such a way that f(< S >, < g >) =<y > where S
is the adjacency matrix, g is the query and y is the answer of the query. In this
protocol, the client refers to the data owner and the querier, and both can be one
entity or two different ones. Figure[3.3shows the communications between client
and servers. More precisely, the protocol consists of four steps as following;:

1. Client uses protocol 7z, Figure to generate the additive shares s;
along with MAC +(s;) of adjacency matrix S on the servers.

2. Client uses protocol 77, Figure to generate the additive shares g;
along with MAC 7(q) of query g on the servers.

3. Servers compute function f on inputs < s > and < g >.

4. Servers use TToytpyt, Figure to send the shares y; ,a;, and y(y;) to the
client.

Step (1] of the protocol shows how the client can privately store the adjacency
matrix S in the cloud storage as shares of the secret S and its related MAC. This
can cover the privacy property

The privacy property [2|is covered in Steps2|and [3|of the GSS protocol. The
cloud authorities will know that an adjacency (neighbour) or second-hop queries

were made, but they don’t know which people were queried or what the answer

35



3. PRIVACY-PRESERVING QUERIES OVER SECRET-SHARED GRAPH-STRUCTURED DATA

1,2 - Servers
generate <si>, <qi>

Servers Ze:c}_ Client
3- Servers 4- i, y(yi), ai
compute function F —

Figure 3.3: GSS protocol.

was. The secret sharing and software in SPDZ2 provide the private querying in
GSS protocol. It means that the querier sends the shares of the query inputs to
the the different servers and with leverage of the distributed equality test on the
row and column indices in SPD2 software, the queries can be answered without
revealing the query inputs to the servers. See Section [3.5for more details.

The privacy property [3|is addressed by the last step of the GSS protocol.
Every server sends just a share of the query answer to the querier, so none of the
servers learns about the true answer.

Moreover, applying SPDZ2 to the client-server model can give the client
the opportunity of storing the data on the cloud securely once and querying it
several times while covering all steps of our privacy description.

3.4.2 Neighbourhood and Second-Hop Query

We apply two widely used queries in the graph searching scheme on GSS protocol

which are namely neighbourhood and next hop queries. Neighbourhood query
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is a straightforward query which asks the servers: is there any connections
between two specific vertices? In this model, all of the vertices are saved on the
client side with their assigned index, so the related indices of two vertices show
the position of the desired elements in the adjacency matrix that is sent by the
client to the servers. Therefore, the input of neighbourhood query function f,
is g = (a, B) where («,B) € N, ‘N’ is set of vertices. Consequently, function of
the neighbourhood query f,, computes f,(< s >, < g >) =< y > on the servers.
Note that the servers do not learn the query or the answer.

A second-hop query asks whether two vertices are connected with at most
one vertex in between. The query function is more complicated compared to the
neighbourhood query, because it needs more computation and N multiplications
where N is the number of vertices. To generate the query function f;, suppose
we have an adjacency matrix in which the row and column indices are known
among a set of servers, but the contents of each cell (which is 0 or 1) is secret-
shared among the servers over prime p. The second-hop neighbours are the
relation found by multiplying the matrix by itself. That is, given an N * N matrix

S, we wish to find matrix S? where:

N
S5 =Y SiS 3.1)
k=1

So, if @ and B are indices which are assigned to vertices "A" and "B" for example,
(«, B) pointing to element of the matrix S? which is the number of connections
between "A" and "B", so the servers compute f;(< s >, < g >) =< y > and
send < y > to the client. In this function there is no need to multiply the whole
matrix by itself—we could simply multiply the related row and column to « and
f respectively and decrease the number of multiplications to O(N). However, in
order to hide « and f from the servers, we need secret share those values, iterate
over all the rows and columns, and use an accumulator to collect the correct

value. These and other implementation details are described in the next section.
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Algorithm 3.3 Neighbourhood Query

Input: L, K matrix dimensions, A adjacency matrix, i, j query inputs, G random
vector with size L
// Checking the connection between the nodes privately
Accumulatorl <— 0
s<—0
fort € range(0,k) do
Accumulator2 <— 0
for indexy € range(s,L +s) do
Accumulator2 <— Accumulator2 + (indexq == j +t x k) * Ajygex,
end for
s «— indexg + 1
Gt <— Accumulator2
end for
: for index; € range(0,k) do
Accumulatorl <— Accumulatorl + (index; == i) * Gjipgex,
: end for
: return Accumulatorl

e el e
B~ W N RO

3.5 Implementation

We used an accumulator to avoid revealing the intermediate results such as
indices, rows and columns of the adjacency matrix. Moreover, we could not use
condition commands directly on shared values, because we would need to reveal
the result of the condition terms first and then use it in the program. However,
the SPDZ software allows distributed evaluation of equality tests on secret-
shared values. We iterate over the entire list (or matrix), using the distributed
equality test on the row and column indices to accumulate only the values we
wish to include. In other words, this evaluation technique is really a sub-protocol
in which we’re running a secure multiparty computation of a function that
tests a pair of vectors for equality of their elements, but leaves the answer only
in secret-shared form. So the computation complexity of neighbourhood and
second-hop queries are O(N?) in the privacy-preserving form. The program for

neighbourhood query is shown in Algorithm second-hop query is shown in
Algorithm
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Algorithm 3.4 Second-hop Query

Input: L, K matrix dimensions, A adjacency matrix, i, j query inputs, G random

S N e e e e e
@0 PNIDA RN D

vector with size L, M zero array with size of L
//Extracting row i and column j from matrix A without revealing i
and j
Accumulatorl <— 0
s<—0
fort € range(0,k) do
Accumulator <— 0
P=-1
for index € range(s,L +s) do
p<—p+1
Accumulator2 <— 0
Accumulator2 <— Accumulator2 + (t == 1) * Ajndex
Accumulator <— Accumulator + (index == j+ t x k) * Ajdex
My <— My, + Accumulator,
end for
s «— index + 1
Gy «— Accumulator

: end for

Accumulator3 <— 0
for n € range(0,k) do
Accumulator3 +— Accumulator3 + G,, ¥ M,

: end for
. return Accumulator3

3.6 Experimental Results

We used SPDZ2 software [80], to examine the neighbourhood and next-hop

queries for dataset of 64 vertices. The dataset is an undirected graph that shows

the dolphins society connection [52]. We performed neighbourhood query,
shown in Algorithm 3.3]and second-hop query, Algorithm [3.4 on the dataset
to test the computation time. The run times are given for two, three and four

servers and all the results are obtained on 2.5 GHz Intel core i7 machine with

4GB RAM. All the players are running on one machine, so we neglect the time of

sending and receiving data in the network and just consider the computation

time in the online phase.
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Table 3.1: Neighbourhood and Second-hop Query Computation Time for Dataset
of 64 Nodes

Number | Neighbourhood query || Second-hop query
of players Time(s) Time(s)
2 0.43 0.82
3 0.46 0.94
4 0.50 1.84

Tab. 3.1|shows the timing of neighbourhood and second-hop query for 2, 3 and 4
parties; for neighbourhood query the timing does not show significant change
by increasing the number of parties while for second-hop query the timing is
significantly changing due to increasing the number of parties.

One implementation detail is that the SPDZ software does not currently allow
the client-server model—it assumes that everyone who shares a value is also
involved in the multi-party computations. Hence we implemented the data
owner as simply one of the multi-party computation participants—this gives
accurate timings, though a real implementation would have to alter SPDZ to
allow this party to share its data and then not participate in the answering of
queries.

To set up the online phase, the program needs to generate 93744 triples and
117180 bits in the offline phase for performing neighbourhood query and 184574
triples and 230640 bits for performing second-hop query of 64 vertices that most
of the them are used to build the accumulators.

3.7 Concluding Remarks

In this chapter, we proposed a technique for storing and querying metadata,
represented as the adjacency matrix of a graph. We utilised SPDZ2 in the client-
server model and conducted neighbourhood and next-hop queries. Using the
SPDZ2 protocol instead of SPDZ in the client-server model gave us the advantage
of storing once and computing several times on the stored data. This technique

seems suitable for applications that need one-off archiving followed by multiple
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queries by a trusted client.

Moreover, the adjacency matrix representation of the graph provided a flex-
ible structure to make a wide range of queries such as neighbourhood and
second-hop queries. It would also allow even more advanced topological analy-
sis such as finding cliques—we leave this for future work. We also implemented
the queries on the SPDZ2 platform to find out the computation time. Although
the results are not quite satisfying for real time applications, they are accept-
able for applications which do not need real time computations, such as law
enforcement queries of metadata.
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Chapter 4

Differentially Private Two-Party

Egocentric Betweenness Centrality

In Chapter 3|we examined the SPDZ2 secure multi-party protocol for privately
answering queries on graph-structured data stored in an untrusted cloud. One
drawback of this approach is increased computational complexity when the
query demands a high level of comparisons or multiplications. In this chapte1E|
we turn to a more sophisticated form of graph query: computing the egocen-
tric betweenness centrality of a node when relevant edge information is spread
between two distrusting parties. More precisely, each node belongs to one
of two networks, with relevant ego network edges may span both networks.
We develop a sequence of differentially private mechanisms to hide each net-
work’s internal edge structure from the other. We contribute a new two-stage
stratified sampling algorithm which delivers an exponential improvement to
computational complexity of naively implementing the exponential mechanism
of differential privacy. Empirical results on open graph data sets demonstrate

practical relative error rates under strong privacy guarantees.

IThis chapter is based on the following article:
Leyla Roohi, Benjamin IP Rubinstein, and Vanessa Teague. Differentially private two-party
egocentric betweenness centrality. In IEEE INFO-COM 2019-IEEE Conference on Computer
Communications, pages 2233-2241. IEEE, 2019.
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4.1 Introduction

Datasets such as social, communication, and transport networks are graph
structured: people are nodes and their interactions edges. Such graph structures
are valuable for understanding real-world properties. However, revealing the
graph or its statistics can cause privacy disclosure even with anonymisation
techniques [4,71}[73].

Furthermore, for many corporations, customer data is an asset they are
reluctant to share. This motivates interest in joint computation over databases
with limited exposure to sensitive information.

Differential privacy (DP) [35] guarantees that a release output distribution
does not change by more than a small multiplicative factor under input data
perturbation. We consider edge DP wherein perturbations correspond to edge
flips: the existence of sensitive edges is not revealed by edge-DP release.

In this chapter, we envisage two networks controlled by different corpora-
tions, such as telephone or email providers, or two different social networks.
The complete list of nodes (i.e., people) is public knowledge, but the individual
connections between them are not, so we consider edge DP in order to hide the
connection between the nodes in each network. Each service provider knows
the connections within its own network, plus the connections between each of
its members and the outside (e.g., when they contact someone in a different
network), but not the internal connections in other networks.

We are the first to consider differentially private computation of egocentric
betweenness centrality (EBC) [43].

Informally, EBC measures the importance of a node as a link between different
parts of the graph. A node that forms a link between otherwise-isolated parts
of the network has high betweenness centrality; a node that is simply an easily-
bypassed member of an interconnected network has a low betweenness centrality.
This is a property of the whole communication graph: one service provider
cannot compute it using its partial view of the graph alone.

Betweenness centrality could be used in targeted advertising or customer
retention campaigns, as individuals with high EBC have the capacity to trans-

fer information from one community to another. EBC is equally important in
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understanding and combating the spread of misinformation or “fake news”:
individuals with high EBC can be educated to be more discerning about what
they spread through the network, thereby mitigating spread of fake news. The
difficulty of assessing misleading political content and obstructing its spread
has become one of the most important research questions in online social net-
work analysis, to which even the networks themselves are devoting significant
research effort/]

We enable a network provider to compute the egocentric betweenness cen-
trality of a node, while requiring only differentially private information about
internal connections to be shared between networks. In this chapter, our main

contributions are:

1. We introduce a privacy preserving method to compute the egocentric
betweenness centrality of nodes in undirected graphs. In this work the net-

work has local connections, while there are also inter-network connections.

2. We propose a two-stage sampling process that delivers a simple approach
to implement and exponential savings in time and space over naive sam-

pling from the exponential mechanism directly.

3. We report on thorough experiments using a Facebook graph dataset on
63,000 nodes. The experiments in Section 4.5 show that the error is approxi-
mately 16% of the true EBC for reasonable values of privacy level €. Similar

results hold for other networks from Enron and PGP email.

4.2 Two-Party Protocol

Consider a two-party setting of a telecommunications network with two service
providers X, Y: every customer is represented as a node a that belongs to one and
only one service provider; pairs of customers who e.g., have called one another
are represented as edges in a simple undirected graph on the disjoint union of
nodes. Edges can either connect nodes within one party (X or Y) in which case
are unknown to the other party (Y or X respectively), or edges span both parties

Zhttps://newsroom.fb.com/news/2018/04/new-elections-initiative/
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Table 4.1
Glossary of symbols used in this chapter.

X, Y The two parties e.g., competing service providers.
Vx, Vy The nodes per party.
Ex,Ey Edges entirely within each party.

Exy Edges spanning both parties.

a The ego node (assumed WLOG to be in X).
Ny The ego network of a.

X Party X’s nodes Vx excluding a.
R* The ego network contained in X.

T;i Counts of 2-paths spanning X, Y.

Sx,Sy,Sxy | Partial EBC sums by endpoints.

R A private, randomised approximation to R*.
Qi Fori e {0,...,|X"|}, a partition of P (X").

€ The differential-privacy budget.

A A global sensitivity bound.

and are known to both. We consider all nodes to be known to both parties, as
being addressable within a global addressing system (e.g., a phone book).

Denote by Vx, Vy the nodes of X, Y respectively, Ex C Vx, Ey C Vy the edges
(two-element sets) within parties X, Y respectively, and Exy C Vx U Vy the edges
spanning X, Y as sets with one element each from Vx, Vy. The simple undirected
graph on the entire network comprises node-set disjoint union Vx U Vy and
edge-set disjoint union Ex U Ey U Exy. Note we will often equivalently represent
edge sets as adjacency matrices (or flattened vectors) with elements in {0,1}.
Table 4.1|shows all of the symbols used in this chapter.

We wish to enable one party (without loss of generality) X to compute the
ego betweenneess centrality (EBC) of one of its nodes a € Vx, while maintaining
edge privacy between parties. Before detailing a protocol for accomplishing this

task, we must be precise about a privacy model.

Problem 9 (Private Two-Party EBC). Consider a simple undirected graph (Vx U
Vy, Ex U Ey U Exy) partitioned by parties X,Y as above, and an arbitrary node a € V.
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The problem of private two-party egocentric betweenness centrality is for the parties
X, Y to collaboratively approximate EBC(a) under assumptions that:

Al. Both parties X,Y know the entire node set Vx U Vy;

A2. Each party knows every edge incident to nodes within their own network. That is,
X knows Ex U Exy while Y knows Ey U Exy; and

A3. The computed EBC(a) needs to be available to X but need not be shared with Y.

Any solution must not reveal to X, Y what is not already known except for X discovering
EBC(a) (Assumption[3). We seek solutions under an honest-but-curious adversarial
model: while X,Y will follow any agreed upon protocol prescribing computations to
take and messages to send to one-another, without attempting to manipulate the other
party; each party is curious about the other’s edges and may apply arbitrary auxiliary
computation and leverage data sources in attempting to discover the other’s edges.
Formally, what is revealed by X (Y) to Y (respectively X) must preserve e-differential
privacy with respect to Ex (respectively Ey).

4.3 Warm-Up: A Non-Private Protocol

We first consider how X,Y might cooperate without preserving differential

privacy. In particular X cannot itself count 2-paths that are
¢ Contained entirely within Y; or
¢ Ending in both X, Y with intermediate node in Y.

Any protocol must involve Y in aggregating over such paths. But while the
first case can be aggregated independently by Y, the second case requires X to
communicate its endpoint neighbours of a4 to Y. This significantly complicates
the differentially private solution developed in the next section.

Recall that N, = {v € V | {v,a} € E} denotes the ego network of 2 anywhere
in the graph (notably not including a since the graph has no self-loops). Figure[4.]]
summarises the following protocol.

Protocol 10. Proceeding in sequence:
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Party X Party Y

L] L]

Ego network in X

Counts of two-hop paths

Partial EBC

Final EBC computation

— —

Figure 4.1: EBC two-party computation protocol, comprising one forward and
two backward messages.

i

ii.

iil.

10.

Ul

[Forward message] X sends to'Y the set R* = N, N Vx of neighbours of a contained
within X;

[Backward message] Y computes and sends to X, for each i € R* and for each
j € Na N Vy (where i,j are not directly connected), a count Tjj of 2-paths with
endpoints i, j and intermediate point in N, N Vy;

[Backward message] Y computes and sends to X, the EBC partial sum over end-
point nodes i,j € N, N Vy with intermediate nodes in N, U {a}. That is, Sy =

2.
Zi,jeNngY:A,-j:O,j>i 1/Ai]‘/

Xincrements the received T;; by the number of 2-paths between i, j with intermediate

point in R* U {a}. It then sets Sxy to the sum of their reciprocals;

X computes, over distinct and disconnected endpoint nodes i,j € R* with intermedi-
ate node in N, U {a}, the EBC partial sum. That is: Sx = Vi jeR* Ay=0,j>i 1/A12].;
and

X completes computation of EBC(a) as Sx + Sxy + Sy.

Remark 11. We now briefly comment on where edge privacy is potentially breached,

thereby highlighting challenges faced by any solution to Problem [9, When X sends Y
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its set of neighbours R* of a, party Y learns directly of all edges incident to a in X.
When Y sends X its 2-path counts Tj;, while counts aggregate exact connectivity at
worst this level of aggregation could be very small therefore revealing information about
connections to a within Y, and the inter-connections between these nodes. A worst case
occurs when there are two nodes in Y connected to a: as soon as X receives the vector of
counts of 2-paths spanning X, Y, it can learn whether these two nodes are connected.

4.4 A Privacy-Preserving Protocol

We now develop our protocol for private EBC which involves a series of differ-
entially-private mechanisms for overcoming the privacy disclosures identified
in Remark

We use the exponential mechanism (viz. Lemma {in Chapter2) to release a
set R of nodes in X that privately approximates a’s ego network R* in X. This is
Protocol [10Jfs ‘forward message’ (Section 4.4.T).

While our application of the exponential mechanism protects edge privacy
for X, there is still potential for privacy disclosure when Y communicates counts
to X. To overcome this problem, we leverage the Laplace mechanism to privatise
vectors of 2-path counts communicated by Y within Protocol [I0]ii[s ‘backward
message’ (Section4.4.2). The components of this message are indexed (in part)
by the approximate R ~ R* sent in the forward message. A second Laplace
mechanism makes private the partial EBC of Protocol [10iiil's ‘backward message’.

In this way our privacy-preserving protocol follows the broad-brush sequence
of steps outlined in Section [4.3|but is made more involved by the addition of
differential privacy.

4.4.1 Forward Message

The goal of the forward message is to communicate a privacy-preserving ap-
proximation to R* = N, N Vx chosen from power set P (Vx\{a}). In order to
leverage the exponential mechanism (viz. Lemma 4) we must specify a quality
function of the form g : {0,1}/Vx" x P (Vx\{a}) — R. Thatis a mapping from
the Vx x Vx adjacency matrix for Ex and a candidate response R C Vx\{a}, to
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a score reflecting the approximation quality of R* by R. Since the response set is
finite (albeit exponential in the graph size), the exponential mechanism then has

normalised response probability mass function,

exp(9(R) -€/(2-Aq))
Yscxexp(q(S)-e/(2-Aq))

(4.1)

with implicit dependency on fixed Ex adjacency matrix.

In designing an appropriate quality function, we typically want g to be
maximised uniquely by the desired non-private output R*. The function should
also be a semantically meaningful ‘distance” between outputs R and R* such
that the utility bounds for the exponential mechanism of [67, Lemma 7 and
Theorem 8] make meaningful guarantees. The utility guarantee states that with
high probability the released random R has g score not too much lower than
maxgcy,\ (4} 4(S). And so if R* meets this global maximum, then we have that
the released set has score not much lower than that of R*. If responses close
in g are also ‘close’ then this guarantees a good approximation to R* with high
probability.

Remark 12. A natural choice for quality function is g(R) = |R N R*| as it is clearly
maximised by R*. However it is not uniquely maximised, indeed for any superset R* C
S C Vx\{a} (including the entire set of nodes) we have that q(S) = |S N R*| = |R*|
also. There are many such sets: 2IVxI=1=IR*l which is not far from the number of all
possible responses 2!Vx|=1 for modest ego network sizes, in which case the exponential

mechanism does not achieve our goal.

Section develops a sound choice of quality function in the symmetric
set difference.
In the rest of this section we will abuse notation and abbreviate X = Vx with

the meaning understood from context. We will also denote by X~ = Vx\{a}.

4411 Symmetric Set Difference

We adopt (for minimisation) the symmetric set difference with R* given by
(R\R*) U (R*\R) as a promising basis for quality function design. Define com-
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plements B = X"\ B relative to X". We have

(R\R")U(R"\R) = X'\ ((RNR*)URUR*) ; and

(4.2)
[(R\R" ) U (R"\R)| = [X|—|RNR*|—|RUR*,

where the second equality follows from a disjoint union in the first equality’s
right-hand side.
In minimising the symmetric difference, dismissing the constant |X"| as

redundant to optimisation, we can equivalently maximiseﬂ
q(R) = |[RNR*|+|RUR*| . (4.3)

This quality function takes values in {0, ..., |X"|} and is uniquely maximised
by R*.

While the machinery of the exponential mechanism only requires sensitiv-
ity of this quality function (Section to guarantee differential privacy, a
significant challenge is involved in sampling from the mechanism’s response
distribution as it is defined over an enormous response space: the power set of
X". Thanks to the amplification of 4 by the exponential, the distribution’s mass

varies an incredible amount even for graphs of modest size.

4.4.1.2 Equi-Quality Responses

It will be useful to consider the sets of candidate exponential mechanism re-

sponses, with equal quality score value i,

Q= {RC X :q(r)=i} , (44)

where i € {0,...,|X|}. It can be shown that the Q; form a partition of P (X"):
the sets are pairwise disjoint, and their union is all subsets of X". It can also be
shown that fori € {0,...,|X|},

or=x (N (%25 - (%)

3While q’s dependence on R* is suppressed, it should be implicitly understood.
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A consequence of this identity is an efficient approach to computing the normal-

ising constant for the exponential mechanism response distribution.

Corollary 13. Consider the normalised exponential mechanism response distribu-
tion for the quality function given in (4.3). The normalising constant is equivalent
to

X i e
= ; — . 4.5
c= Ylaler (55) 49
Computing this expression takes time and space O(|X|).

Note that other phases of our protocol, to be specified, also require linear
space. By comparison computing C naively would take time exponential in X

and constant space.

Proof. Consider the denominator of the exponential response distribution (4.1)):

C = ) exp (q(]z%i-e) - % Y exp (q(lzi.e)

RCX i=1ReQ;
i 5 i-€ %‘ | i-€

Bz () - Boeels)
i=1ReQ; 24 i=1 25

establishing the result.

4.4.1.3 Two-Stage Sampling

We will now outline how to sample from the exponential mechanism response
distribution, using a two-stage sampling process that delivers a simple approach
to implement, and exponential savings in time and space vs naive sampling from

the exponential mechanism.

Remark 14. Another standard approach to sampling from challenging distributions is
acceptance-rejection sampling or the Metropolis algorithm. However no clear surrogate
probability mass presents itself that yields acceptable rates of rejection for practical

applicability.
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Stratified Sampling To simplify notation, let us consider the problem at-hand
more generally: let V € V be a discrete random variable on finite probability
space (p,V) i.e.,, a multinomial with p : v € V + Pr(V = v). Suppose there
exists a partition of V into the disjoint union of V), ..., V, such that for all i,
and allv,v' € V;, p(v) = p(v') i.e., the probability mass is constant within each
part. We can exactly sample from V ~ p by (1) drawing a random variable
that selects a part in the partition according to the relative part sizes then (2)
sampling uniformly from within the chosen part—this is the approach taken by
Algorithm .1 FORWARDMESSAGE. Denote by p; the constant probability mass
p(v) of any v € V.

Lemma 15. Define random variable I € {0, ..., k} where Pr(I = i) « |Vi| - p; for
eachi € {0,...,k}, and U ~ Unif (V) | I. Then Pr(V = v) = Pr(U = o) for all
v € V. Moreover, the probability mass stated for Pr(I = i) is already normalised, i.e.,
Pr(l =i) = [Vi| - pi.

Proof. The proof follows by splitting on I, the chain rule of probability, and by
definition of the r.v.’s. For any v € V, denote i(v) € {0,...,k} to be such that
('AS Vi(v)/ then

k
Pr(U=v) = 2 =)
k

= ZO = i) - Pr(l =1i)
= Pr(U=v[I=i(v))-Pr(l =i(v))

B (L) _ (|Vi(v)| 'pi(0)>
Vi)l Yo Vil p)
Pi(v)
oVl pj
= Pi(v)
= Pr(V=uo).
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The penultimate equality follows from

k k
1=) Pr(V= ZZ =) Vil-pi .

v'ey i=00'eV, i=0
This also establishes that the probability mass Pr(I = i) « |V;| - p; is already
normalised. L

Corollary 16. The following sampling process, implemented in FORWARDMESSAGE
Algorithm 4.1, is equivalent to sampling R from the exponential mechanism
(i) Sample I € {0,...,|X |} with log-space probability mass

log Pr(I = i)
) —1X | log (14exp (55)) i=0
log(|X'| —i+1) —logi+logPr(I=i—1), ow

(ii) Sample R ~ Unif (Qy) | I

Proof. As the exponential mechanism on R € P (X"), with quality func-
tion , is a multinomial distribution with strata of constant probability given
by the Q;, Lemma (15|establishes that the stratified sampler successfully imple-
ments the mechanism. All that remains is to compute the probability of selecting
Q; as the stratum’s cardinality times constant probability (normalised by C as
given in Corollary [13).

o (i€ XN exp (i€
o
2A

where the final equality follows from the observation that the expression for C is
a Binomial expansion. We simplify and convert this expression to log-space as

the expression exponentially increases in i:

log Pr(I =)
_log(|X |)+2 |X|log(1+exp< ))
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Algorithm 4.1 FORWARDMESSAGE Two-Stage Sampler

Input: edge set Ex; egonodea € Vx;¢€,A >0

1. R* «— {v e Vx| {va} € Ex}
X +— Vx\{a}
I +— INVERSETRANSFORMSAMPLER(|X"|, €, A)
R +— PICKANDFLIPSAMPLER(X", R*,I)
return R

Algorithm 4.2 INVERSETRANSFORMSAMPLER

Input: cardinality | X |;€,A >0
// Compute log-space PDF of [
o X log (1 +exp (55))
fori € [|X"|] do

pi «— pi—1 +1log(|X7| —i+1) —logi
end for
// Search in CDF for random quantile
P «— —Exp(1)
C<— Po
for] € [|X"|] do

if ¢ > ¢ then

return [ —1

10:  end if
11: ¢ <— log(exp(c) +exp(pr1))
12: end for
13: return I

) =X [log (T +exp (53)) i=0
log(|X"| —i+1) —logi+1logPr(I=i—1), i>0,

completing the result. O

4414 Linear-Complexity Sampling

While Corollary [16{reduces the problem from sampling from a large support set
with highly skewed probability mass, we must address efficient implementation

of the two-stage sampling.
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Algorithm 4.3 PICKANDFLIPSAMPLER

Input: node set X7; nodeset R* C X;1€0,...,|X|}
1: R<+— R*

2 Vi,..., Vix-|—r ~ Unif (X*) without replacement
3 forj e [|X|—1I] do

4. if V] € R then

5: R +— R\{V]}

6: else

7: R +— RU{V;}

8: end if

9: end for

10: return R

Inverse Transform Sampling of I The sampling of multinomial I over much
smaller support set {0, ..., |X |} can be accomplished efficiently via inverse trans-
form sampling. Given access to a random variable Z’s (invertible) CDF Fz, one can
sample realisations of Z by first sampling ¢ ~ Unif ([0, 1]) then releasing quan-
tile F, (). For Z € Z, we can always take F, () = inf{z € Z | F,(z) > y}.
However highly-skewed distributions can suffer from numeric instability in
floating-point computation of the CDFE. Though not as severe as for R, this
remains a problem for I. To combat this we employ a library for arbitrary
floating-point precision in our implementation (see Section and we represent
I's probability mass in log space as reported in Corollary [16]

Proposition 17. Consider r.v. I defined in Corollary It can be sampled via the
INVERSETRANSFORMSAMPLER (Algorithm in time and space O(|X"|) given
oracle access to exponential 1.v.’s.

Proof. The pseudo-inverse of the CDF follows the general case, while it is easy
to show that —log Z, for Z ~ Unif ([0, 1]), is distributed as Exp(1). The time
complexity corresponds to both computing the CDF (which need not be stored

in its entirety) and a linear search for its inversion. O

Pick-and-Flip Sampling of R After sampling I, we must sample R uniformly
from within chosen stratum Qj, a constrained and potentially large subset of
P (X"). For sampled R we are to have g(R) = |[RN R*| + |[RUR*| = I, so the
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size of R and R*’s symmetric set difference is | X"| — I. Moreover, this describes
all candidates for R within Qj.

Proposition 18. If r.v. I is sampled with INVERSETRANSFORMSAMPLER (Algo-
rithm [4.2), then Algorithm [4.3 PICKANDFLIPSAMPLER yields a sample of r.v. R
defined in Corollary[16]in time and space O(]X"|).

Proof. Every time a new node V; sampled from X, it could be sampled from
either X"\R* or R*. In both cases, V; is added to the set difference. This loop
invariance continues until the set difference size reaches | X | — I establishing
R € Qr and uniformly so due to the uniform sampling of the V;. Sampling the
nodes (like the rest of the algorithm) can be achieved in linear time/space with
Fisher-Yates shuffling. O]

4.4.1.5 Quality Function Global Sensitivity

The remaining ingredient for invoking the exponential mechanism to privately
release R ~ R* = N, N Vx, is bounding q’s sensitivity.

Lemma 19. Consider any fixed R C X" and X-contained ego networks R*, R*' induced
by neighbouring adjacency matrices on Ex and fixed ego node a. Noting explicitly
the dependence of the quality function {.3) on non-private ego network, |q(R, R*) —
q(R,R*)| < 1.

Proof. Consider the effect of switching an edge within X on the symmetric
difference cardinality between R, R* i.e., the quality function. Adding/removing
an edge can impact at most one node being neighbours with ego node g; it can
therefore only decrease or increase the first or second terms of g by 1, at most.
Since these two sets are disjoint, it cannot change both simultaneously. O

Theorem 20. FORWARDMESSAGE (Algorithm [{4.1)) takes time and space O(|X"|), and
when run with A = 1, preserves e-differential privacy of the edge set Ex within party
X's network.

Proof. Privacy follows from Lemma 4, Corollary [16land Lemma 19| complexity
from Propositions([17]and O
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Algorithm 4.4 BACKWARDMESSAGE

Input: ego node a € Vy; edge sets Exy, Ey; private node set R C Vx\{a};
€,N,A >0
// Count 2-paths of type X —-Y —Y
fori c Randj € N,N Vy do
K+— {ke N,nVy | {i,k} € Exy,{k j} € Ey}
Ti]' — |K| +Lap(2A1/e)
end for
// Partial EBC sum over 2-paths in Y
E& +<— ExyUEy
Sy «— 0.
fori,j € N;NVywithj>iand {i,j} ¢ Ey do
K+— {ke Ru{a}U(N,NVy) | {ik}, {kj} € E}}
Sy +— Sy +
10: end for
11: Sy <— Sy + Lap(2A;/¢)
12: return T, Sy

4.4.2 Backward Message

Analogous to the non-private protocol of Section[4.3|(Figure [£.T)), Y receives node-
set R approximating a’s ego network in X, via FORWARDMESSAGE. Subsequently,
Y must send back: counts T;; of 2-paths spanning X, Y with intermediate node
in Y—indexed by R; and its partial EBC sum Sy over paths with endpoints in Y
and intermediate node in RU {a} U (N, N V). Note this last set is the private
appoximation to N, U {a}. We apply in BACKWARDMESSAGE (Algorithm
the Laplace mechanism (Lemma 3) to both backward message components to

avoid disclosure of edges Ey in Y.

Note cases in which BACKWARDMESSAGE need not be run by X: If [N, N
Vy| < 1 there are no paths incident to Y with intermediate point in Y; or con-
tained entirely within Y. We may therefore assume within the algorithm that

these cases are not present.
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Algorithm 4.5 PRIVATEEBC

Input: node sets Vx and Vy; T; Sy; ego node a € Vy; edge sets Exy, Ey

1:

// Party X runs:
R +— FOrRwARDMESSAGE(Ex, a,€, Ag)

2: Send R to party Y

// Party Y runs:
T, Sy <— BACKWARDMESSAGE(a, Exy, Ey, R, €, A1, A7)

4: Send T, Sy to party X

10:
11:

12:

13:
14:
15:
16:
17:

18:
19:

// Party X runs:

SXY +—0

fori € R*and j € N, N Vi where {i,j} ¢ Exy do
K<+— {ke R*U{a}|{ik} € Ex,{k,j} € Exy}
if i ¢ R then

Tij «—0

end if
Tij «— T + [K]|
Sxy «— Sxy + T%]

end for

SX «—0

fori,j € R* wherej > iand {i,j} ¢ Ex do
K<+— {ke N,u{a} | {i,k} € Ex,{k,j} € Ex}
Sx +— Sx + |1?‘

end for

return Sx + Sxy + Sy to party X

4.4.2.1 Privately Counting Paths

The first part of the backward message compares the T;;—noisy counts of 2-paths
with intermediate node in N, N Vy—over i in the given R approximating R*, and
j € Nz N Vy. The sensitivity of these counts relates to adding or removing an

edge in Exy.

Lemma 21. Let query f denote the vector-valued non-private response T. The L,-global

sensitivity of f is upper-bounded by Af = 2|R|.

Proof. Suppose that graphs G; and G, differ in some edge {j, k} with j and k both
in N, N Vy (that is, the edge {j, k} would belong to Ey ). Our task is to upper
bound the corresponding change to counts || f(G) — f(G’)||; resulting from run-
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ning query f on the two graphs. There can be at most R choices of endpoint node
i € R for forming 2-hop paths (i, k, j) affected by the addition/deletion. Similarly
there can be at most R choices of endpoint i € R for paths (i, j, k) affected by the
addition/deletion. For each of these 2R paths the addition/deletion can affect
| f(G) — f(G")||1 by at most 1. This proves the result. O

4.4.2.2 Private Partial EBC

The second part of BACKWARDMESSAGE is a partial EBC sum over 2-paths with
end-points in N; N Vy (and intermediate point in either the same or R U {a})
as in Protocol We again apply the Laplace mechanism to avoid privacy
disclosure of edges in Y, which requires bounding sensitivity of the non-private

sum as follows.

Lemma 22. Let query f' denote the partial EBC sum over 2-paths with end-points
i,j € Ny N Vy and intermediate node k € (N, N\ Vy) URU {a}. Then the Li-global
sensitivity of f' is upper-bounded by Af' = |N, N Vy| — 1.

Proof. There are two ways the addition or removal of an edge can affect Sy. If
the edge is the one between endpoints i and j, then this can change the 1/ A2 (i, j)
term by at most 1, (from 0 to 1, in the case that the only other connection between
i and j is via a). If the edge is within N, N Vy, then it can affect a 1/ A2 (i, j) term
by at most 1/2: the denominator is incremented /decremented by 1 while the
denominator must always be at least 1 as a 2-path must go through a. This can
occur for at most 2 - (|N; N Vy| — 2) terms in the sum, because they’re paths
involving some intermediate node in Y that is neither i nor j. So overall the

change in Sy resulting from the addition or removal of one edge is at most:

2. (INa N Vy| —2)

Af = 1+ 5

]

As both applications of the Laplace mechanism run with privacy budget €/2,

Lemma j5|implies overall Ey edge privacy is guaranteed.
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Corollary 23. BACKWARDMESSAGE (Algorithm [4.4) takes time and space
O(max{|R|,N} - N)

where N = |N, N Vy|, and when run with Ay = 2|R|,Ay = N — 1, preserves -
differential privacy of edge set Ey within party Y’s network.

4.4.3 PRIVATEEBC: Putting it All Together

After parties X and Y have respectively run FORWARDMESSAGE and BACK-
WARDMESSAGE, X must complete the computation of the private EBC. As shown
in Algorithm PRIVATEEBC comprises two phases that closely mirror the
two components of BACKWARDMESSAGE: counting 2-paths spanning X, Y, and
counting 2-paths with endpoints in X.

Within the first stage we incorporate BACKWARDMESSAGE noisy counts Tj;
contributed by Y, which count paths having intermediate nodes in Y. Party X
simply increments these values with counts of paths having endpoints in X. The
sum reciprocals forms Sxy. We make one optimisation to utility at no cost to privacy:
counts Tj; for i € R\R* are discarded.

A straightforward sum of paths with endpoints in X and intermediate points
in N; U {a} completes Sx. Finally party X completes PRIVATEEBC by summing
the partial EBCs.

Remark 24. We opt to use the same € privacy budget for both parties X (Theorem
and Y (Corollary 23) in PRIVATEEBC out of symmetry. However the algorithm can
operate with separate budgets if desired.
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Facebook: Average Relative Error vs. Privacy
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Figure 4.2: Average relative error of the 60 random nodes with € = 0.1 to 7,
Facebook dataset.
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Figure 4.3: Average relative error of 60 random nodes with € = 0.1 to 7, Enron
dataset.
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Facebook: Average Relative Error vs. Privacy
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Figure 4.4: Average relative error of 60 random nodes with € = 0.1 to 7, PGP
dataset.
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Figure 4.5: Average relative error of 60 random nodes in three different mecha-
nisms, € = 1, Facebook dataset.
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Relative error VS. Degree,Epsilon=0.1
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Figure 4.6: Relative error of 100 random nodes with different degrees for e =1,
Facebook dataset.

64



4.5. EXPERIMENTS

4.5 Experiments

To empirically validate the effectiveness of PRIVATEEBC we ran experiments on
three graph datasets: a Facebook friendship graph [52] with 63,731 vertices and
817,035 edges; the Enron email network [94] with 36,692 nodes and 183,831 edges;
and the Pretty Good Privacy (PGP) [52] dataset with 10,680 users as vertices and
24,316 inter-user interactions as edges. We follow a random process to partition
the nodes, while the structure of the graph stays intact: nodes are assigned to
parties X or Y independently and uniformly at random, while edges are not
changed.

The experiments were run on a server with 2 x 28 core Xeon'’s (112 threads
with hyper threading) and 1.5 TB RAM, using Python 3.7 without parallel com-
putations for fair comparison. We use relative error between true and private
EBC—the lower the relative error the higher the utility. We employed the Mpmath
arbitrary precision library and set the precision to 300 bits. Arbitrary precision is
vital for implementing inverse transform sampling as described in Section[4.4.1.4]

4.6 Results

We first examine the relationship between utility and privacy for PRIVATEEBC.
For 60 uniformly-at-random ego nodes selected from randomly-partitioned
party X, we report average relative error (comparing private and true EBC) for
a range of privacy levels € between 0.1 and 7. Figure show the results
for the three datasets, where it is apparent that average relative error decreases
dramatically when € is increased to 1, and stays very small for larger €. For
€ > 0.5, average relative error is usually below 50%. And at the strong guarantee
of € = 1.5 the average relative error is 16% (Facebook) 47% (Enron) and 25%
(PGP).

As we have employed three different privacy-preserving mechanisms in our
proposed protocol—one exponential (Mech1) and two Laplace (Mech2, Mech3)—
we examine each separately to evaluate how they affect overall relative error.
Specifically, we run the PRIVATEEBC protocol with only one of the privacy-

preserving mechanisms intact and use the non-private version for remaining
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mechanisms, with each of Mech1l-Mech3 taking turns being private. In this
way we can isolate the incremental cost to utility of each mechanism. Figure
reports the results on Facebook, which demonstrate that Mechl FORWARDMES-
SAGE has the least impact on the relative error while Mech3 BACKWARDMESSAGE
second component, has the highest impact. This suggest future work may focus
on the third mechanism.

We next report on timing analysis for PRIVATEEBC as function of privacy
level. Median computation time of 20 random ego nodes for € from 0.1 to 7 is
reported in Figure 4.9|on Facebook data. Here total time is overall decreasing as
privacy decreases (increasing €), while a small increase to runtime can be seen
at very high levels of privacy (low but increasing €). This dual effect is slightly
more pronounced on Enron and PGP and is likely due to different
behaviours in the protocol with increasing €. When the set difference of R and
Rx is small, the two-stage sampler generates just small numbers of nodes in
faster time. However faster runtime with lower privacy dominates behaviour
overall. Moreover any effect of privacy is not strong, with at most a 5x change
in runtime which across datasets is practical at under 10 min (median) on the
larger datasets.

Figure 4.6/ shows how the relative error between true and private EBC varies
by ego node degree. We report results on € = 1, which do not show significant
dependence: for node degrees up to 102, deviation is approximately 7% of the
maximum relative error which is low.
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Time vs. Privacy Level €
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Figure 4.7: Time of computing 20 random nodes with € = 0.1 to 7, Enron dataset.
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Figure 4.8: Time of computing 20 random nodes with € = 0.1 to 7, PGP dataset.
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Time vs. Privacy Level €
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Figure 4.9: Time of computing 20 random nodes with € = 0.1 to 7, Facebook
dataset.
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4.7 Concluding Remarks

In this chapter, we have developed the PRIVATEEBC algorithm which comprises
a protocol of differentially private mechanisms for cooperative 2-party compu-
tation of egocentric betweenness centrality. Theoretical and empirical results
demonstrate that our approach achieves strong privacy guarantees for both
parties which achieving practical levels of utility with efficient time and space
complexity. Notably we contribute a novel two-stage sampler that improves
upon the exponential mechanism’s time and space complexities exponentially.
PRIVATEEBC should extend naturally to multiple networks—we expect to add to
our empirical investigations of efficiency in that case. It would be interesting to
extend differential privacy to the case in which the answer needs to be returned

by the party whose node is being queried to some untrusted authority.
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Chapter 5

Differentially Private Multi-Party
Egocentric Betweenness Centrality

In this chaptelﬂ we show for the first time how multiple mutually-distrusting
parties can successfully compute node EBC while revealing only differentially
private information about their internal network connections. This protocol
presents better computation and communication complexity compared to the
two-party scenario in Chapter[dl Moreover, even any third party is able to receive

the answer of the query with edge differential privacy guarantees.

5.1 Introduction

This chapter is concerned with measuring node importance in communication
networks: egocentric betweenness centrality (EBC) [43] measures to what extent a
node’s neighbours depend on the node for remaining inter-connected with one
another. EBC has emerged as a popular centrality measure and is used widely in
practice [66]].

As discussed in Chapter @}, EBC computation has many possible applications.
In conjunction with methods for identifying fake news [59,/69], EBC could be

used to limit its propagation by targeting interventions at those individuals who

I This chapter is based on the following article:
Leyla Roohi, Benjamin IP Rubinstein, and Vanessa Teague. Assessing Centrality Without Know-
ing the Connections. A conference paper, 2019, under review
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are most critical in spreading information. There are numerous other applica-
tions from identifying influential communicators for advertising, to disrupting
criminal networks [33]E]

Chapter 4| considers the case of only two mutually-distrusting networks
collaborating to jointly compute EBC from a partitioned network. But of course
modern telecommunications involve numerous different telecom providers, even
within one country, while many people communicate between countries with
completely different networks. Thus multiple networks are absolutely essential
for understanding one person’s communication.

Here we extend privacy-preserving techniques for EBC computation to arbi-
trarily many networks. Relevant information is split over multiple participants.
We show that by carefully structuring information flow, we achieve highly ac-
curate results and strong privacy protection, while incurring only moderate
total communication complexity. We also improve the privacy model by produc-
ing a private output that can be safely published, while the prior approach of
Chapter 4 only protects one party’s data from the other’s.

Once again, our setting involves the complete list of nodes (i.e., people)
being public knowledge, while individual connections are to be kept private.
Each service provider knows the connections within its own network, plus the
connections between one of its members and the outside (e.g., from when they
contact someone in a different network). Connections internal to other networks
are unknown.

Once again, we prove that our protocol preserves edge differential privacy [48]]
in which the existence or non-existence of an edge must be protected. Our main

contributions follow.

1. We develop a protocol for multi-party privacy-preserving computation of
EBC.

2. We strengthen the adversarial model in comparison to Chapter 4. All
participating networks are protected by edge-DP, even when the final

2From [33]: “The [criminal] network gravitates around a few central actors who have relatively
more direct connections in the network than the rest of the network. It means that there is a
distinction between a core and periphery in the network. This implies that peripheral actors
depend on a few central actors for their information and resources flowing through the network.”
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output is published.

3. We deliver a high-probability utility bound on a core component of our

protocol: private distributed release of ego networks used also in Chapter[4]

4. We conduct comprehensive empirical validation of our algorithm using
open Facebook, Enron and PGP datasets. These demonstrate broad ap-
plicability of our algorithm with reasonable 1.07 relative error at strong
€ = 0.1 DP, with practical runtimes, and insignificant degradation with

increasingly many parties.

Near-constant accuracy with increasing numbers of parties is both surprising
and significant, as is our innovation over past work Chapter @ that prevents
leakage at final EBC release.

This protocol is substantially more efficient than application of two-party
techniques from Chapter |4, which would involve sending information about
each edge between each pair of parties, for a total communication of O(|V 2| A|?)
where V is the set of vertices and A the parties. Instead, by carefully structuring

the information flow, we achieve total communication of O((|A| + |V|)|A||V]).

5.2 Another View of the Two-Party Exponential

Mechanism

We use the subset release mechanism from Chapter ] which leverages the ex-
ponential mechanism to release subset of nodes in one party that privately
approximates the ego network. We repeat the relevant main result of Chapter
here for ease of use. Note that we recast the mechanism here as one of releasing

private subsets of a public set. This mechanism may be of independent interest.

Lemma 25. Consider any publicly-known set V and a privacy-sensitive subset R* C 'V
equivalent to a characteristic function D € {0,1}V]. The exponential mechanism run
with quality function g(R*,R) = |[RN R*| + |[RUR*| and Aq = 1 preserves e-DP.
Furthermore Algorithm 4.1\ implements this mechanism via two-staged sampling that
runs in O(|V|) space and time which is exponentially faster than a naive application of

the exponential mechanism.
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Table 5.1
Glossary of symbols used in this Chapter.
A= The parties e.g., competing service providers.
{ar, o a0}

Vi The nodes of party a.

Exn Edges entirely within party «.

Eup Edges running between parties « and S.

a The ego node (element of query party a1).

N, The ego network of a.

X A set of nodes X excluding a.

R} The ego network contained in V.

T,ij Counts of 2-paths joining i, j, with intermediate

nodes in «

Sa Partial EBC sum contributed by party «.

Ry A private, randomised approximation to Rj.
Qi Fori € {0,...,|V, |}, a partition of P (V).

€ The differential privacy budget.

A A global sensitivity bound.
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Party a2 Party a3

Party al

Final EBC €
differential

Third Party | Private

Figure 5.1: Ego network of node ‘a” spanning between three parties.
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5.3 Problem Statement

We revisit the problem statement of Chapter 4} now with multiple parties—two
or more. We have |A| participating parties A = {a, ..., & 4|}, each representing
a telecommunications service provider. They control a global communication
graph (V, E) whose nodes are partitioned into | A| (disjoint) sets one per service
provider such that V, contains the nodes of party a. Every customer is repre-
sented as a node that belongs to one and only one service provider; pairs of
customers who have had some communication (e.g., a phone call, SMS or email)
are edges.

We will often equivalently represent edge sets as adjacency matrices (or
flattened vectors) with elements in {0,1}. Table5.1|collects all of the symbols
used in this chapter.

We write E,, for the set of edges in (V,E) between nodes in V,—these
are communications that happened entirely within «. Similarly, E, g are the
edges with one node in V, and the other in Vﬁ—these represent communications
between two service providers. Once again, E is the disjoint union of all such
edge sets. E = Uy gea Enp-

We assume that all nodes are known to all parties, but that each party learns
only about the edges that are incident to a node in its network, including edges
that link two nodes within its network.

We wish to enable all parties to learn the EBC of any chosen node a, while
maintaining edge privacy between all parties. Without loss of generality we
assume a € Vy,.

Before detailing a protocol for accomplishing this task, we must be precise
about a privacy model. Figure 5.1{shows the nodes and edges of an ego network
of node ‘a’ for three parties which are spanning between three parties.

Problem 26 (Private Multi-Party EBC). Consider a simple undirected graph (Uyc 4 Vi,
Us pea Eap) partitioned by parties A = {aq, ..., 4|} as above, and an arbitrary node
a € Vy,. The problem of private multi-party egocentric betweenness centrality is

for the parties w to collaboratively approximate EBC(a) under assumptions that:
Al. All parties « € A know the entire node set \Jyc 4 Vi,
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A2. Each party knows every edge incident to nodes within their own network. That is,
each party o« knows Ugea Eap;

A3. The computed approximate EBC(a) needs to be available to all of the parties.

The intermediate computation must protect e-differential edge privacy of each party
from the others. We seek solutions under a fully adversarial privacy model: irrespective
of whether other parties B # « follow the protocol, the releases by party « protect its edge
differential privacy. (Of course a cheating participant can always release information
about edges it already knows, which may join another network.)

Furthermore, the output must protect e-differential privacy of the edges. In Chap-
ter 4} the final EBC could be revealed just to the party who made the query, however, in
this chapter, the final EBC is e-differentially- private and could be sent safely to anyone.

5.4 Non-Private Multi-Party Protocol

We first consider how multiple parties a (potentially more than two) might coop-
erate without preserving differential privacy with special attention to efficiency
(so as to improve on a application of the two-party protocol of Chapter [4).

A key observation is that no a can itself count 2-paths that are

¢ contained entirely within other parties; or
* have one end node in &, but the other two nodes in other parties.

The party B that contains a node j can always count the number of 2-step
paths through j, but it doesn’t know which of the nodes adjacent to j are in the
ego-network of a (except in some special cases, such as if a or the adjacent nodes
are in ). So in order for B to count the number of 2-paths in a’s ego network that
pass through j, we require each other network a to communicate its endpoint
neighbours of a to B. This significantly complicates the differentially private
solution developed in the next section.

Recall that N, = {v € V | {v,a} € E} denotes the ego network of 2 anywhere
in the graph (notably not including a since the graph has no self-loops). Figure[5.2]
summarises the following protocol.
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Party « Party B Party vy

I e A e A

Ego network in «

network in «
Path count

th count

Reciprocate and Sum

/

iprocate and Sum

/

Figure 5.2: EBC multi-party computation protocol for party a, comprising three
messages per party. Visualised for three parties.

Protocol 27. Every party proceeding in sequence:
i. [EgoNetwork] a broadcasts to every party the set R}, of neighbours of a contained
within «;

ii. [PathCount] For all nodesi,j € U B RE such that i < j, « computes Ti’j, the number
of 2-paths from i to j where the intermediate point k € R} (irrespective of whether
i, j are directly connected).

Party « sends T;’j to the B such that i € V.

iti. [ReciprocateAndSum] For every i € R and all j > i, x computes the total number
of 2-paths between i, j provided these nodes are disconnected: it sums Té’j for all
B € A. It then sets S, to be the reciprocal of this sum and broadcasts this value to
all parties;

iv. « completes the computation of EBC(a) as Y ,c 4 Sa-

5.4.1 Privacy Disclosure

Now consider how the privacy of edges can be compromised in the first three
steps of Protocol
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i. When Rj is broadcast in Step i, other parties learn directly of all edges
incident to a in «.

ii. When T,ij is sent to 3 in Step fii, it reveals information about edges outside j.
A worst case occurs for node i when there is only one node k € a connected
to it. Then T,/ reveals the existence of edge j, k for all j > i.

iii. When a broadcasts S, it reveals the connection status of edges within . In
the worst case when there is just two nodes i and j in «, an edge between

them can change S, from a non zero value to zero.

Communication complexity Step [if of Protocol 27| requires each party to send
to each other party |V| bits of length 1 that shows the node is present or not,
hence a total of O(|]A|?|V]). Step |iil sends, for each node i, up to |V| messages
T"J from each party to the owner of node i. The pathcounts T'/ are at most | V|,
so the total size is O(|A||V|?). Finally, Step fiiil requires every participant to send
each other one message: O(]A|?). Hence the total communication complexity is
O((|A] + V) Al [V]).

5.5 Multi-Party Private EBC

In this section, we describe three algorithms—SUBSETRELEASE, PRIVATEPATH-
COUNT, PRIVATERECIPROCATEANDSUM—in order to implement PRIVATEEBC,
a differentially private version of the protocol described in Section[5.4]

5.5.1 Private Egonetwork Broadcast

Each party a« runs SUBSETRELEASE, our name for Algorithm in this chapter
with its share of the egonetwork R} in V,. Then each party broadcasts the
resulting R,—the approximation of R;— to all other parties.

SUBSETRELEASE uses the exponential mechanism to privately optimise a
particular quality function that encourages a large intersection between R} and
release R,, along with a minimal symmetric set difference. As each party runs

this mechanism relative to its own node set, it operates its own quality function
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defined relative to R} (see the proposition below for the formal definition). We
observe a convenient property of the quality functions run by each party: they
sum up to the overall quality function if the ego party were to run SUBSETRE-
LEASE in totality. This permits us to prove that this simple distributed protocol
for private ego network approximation exactly implements a centralised approx-
imation, as made formal by the following result. There is no loss to privacy or

accuracy due to decentralisation.

Proposition 28. Consider parties & € A running SUBSETRELEASE with identical
budgets €1 > 0 and quality functions q,(R) = |[RNR*N V| +|RUR*NV,]|, on
their disjoint shares Ry = R* NV, to produce disjoint private responses Ry C Vy. Then
R = UyecaRy is distributed as SUBSETRELEASE run with €, quality function q(-),
on the combined R* in X. Consequently the individual R, and the combined R, each
preserve €1-DP simultaneously.

Proof. Observe that since the V, form a disjoint partition of X, that for any
R, C V, we have that

Y de(Re) = ¢ (U Roc) . (5.1)
aeA a€EA

Combining this with the independence of the concurrent executions of SUB-
SETRELEASE, we have that the joint density over their releases corresponds

p(r) = H p(ra)

& H exp (4a(ra) - €1)
xE€A (5.2)

= exp (el Z q,x(r,x)>

anEA

to

= exp(q(r)-e) .
Due to uniqueness of probability density normalisation, this proves the result.
O
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Algorithm 5.1 PRIVATEPATHCOUNT

Input: ego node a € V,,; execution party & € A; true node set R}; for each
p € A, edge set E, g and private node set Rg; €2, A > 0
Ensure: A vector of noisy counts, indexed by endpoints {i,j} with i < j, of the
total number of nodes k in R} that are connected to both i and ;.
1: if « = aq then
22 Ry +— Rju{a}
3: end if
4: Ry +— UﬁGA Rﬁ
5: fori € R4 do
6: forjc Ry withi < jdo
7 K {ke Ry | {ikh {kj} € Upea Eup
Ty «— |K| 4+ Lap(24;/¢€;)
9: end for

10: end for
11: return Tg

*®

5.5.2 Private Path Count

After every party a runs SUBSETRELEASE and broadcasts R, then each party
runs Algorithm using the R,’s received. In this phase every party counts
all the two paths where the intermediate node is in R,. For each node pair (i, j)
with i < j, a sends the 2-path count TY to the party that contains node i—so far,
this mirrors the non-private version of the protocol described in Section 5.4

In order to privatise this vector of counts, Laplace noise is added to the
two-path counts according to the sensitivity in the following lemma; thereby

preserving €,-DP in the stage’s release.

Lemma 29. Let query f denote the vector-valued non-private response T, of party o in
Algorithm The Li-global sensitivity of f is upper-bounded by Af = 2|R 4.

Proof. Algorithm PRIVATEPATHCOUNT is executed by all parties; the output of
these computations is broadcast to other parties. As we need to preserve the
privacy of each party’s edges individually, we consider one (arbitrary) party
« € A. The output of « is a vector of the counts of all 2-paths connecting
i,j € Ra = Upea Rp with intermediate node k € R}. Adding or removing an

edge from Ey = Uge 4 Ea,p, can worst-case change 2|R 4| elements of a’s counts
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Algorithm 5.2 PRIVATERECIPROCATEANDSUM

Input: ego node a € V,,; execution party « € A; foreacha < € A, edge set
E, g and private node set Rg; for each B € A, noisy counts Tg; €3,43 >0
R<+— U RpU R}
Ey +— UﬁZ(X E“’lg
S, +—0
fori € R} do
forj € Rwithi <jdo
if {i,j} ¢ E, then
T+— YoeaT)
Sy <— Sy + (|max{0, T} +1)*
end if
end for
: end for
: Sp <— Sp + Lap(2A3/€3)
: return Sy

R AR L O o

O
W N RO

by one each. To see this, consider a very highly-connected node k and the
deletion of {i, k} for any i: this reduces the counts for paths joining i, j for all
j € Ry. Likewise if i were also within party a and were highly connected then
the edge removal would also reduce counts for paths joining k, j for all j € Rg4.
This proves that the sensitivity for part « running PRIVATEPATHCOUNT is 2|R 4|

irrespective of party a. O

5.5.3 Private Reciprocate and Sum

Every party a receives noisy counts from PRIVATEPATHCOUNT and for any
pairs of i and j in party « where i € R} and j € Ug~, Rg U R, a increments the
received T/ by the number of 2-paths that are not directly connected. Each party
then reciprocates the summation of the counts. In this algorithm, each party my
replace noisy R, with true Rj. This optimises utility at no cost to privacy: counts
T for i, j € Ry\R; are discarded. This is safe to do, since the Laplace mechanism
already accounts for changes in R}. The Laplace noise is utilised to privatise the
reciprocated sum S, to €3-DP, calibrated by sensitivity bounded next.

Lemma 30. Let query f' denote the reciprocate and sum over 2-paths with intermediate
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5.5. MULTI-PARTY PRIVATE EBC

Algorithm 5.3 PRIVATEEBC in Multi-Party

Input: (Public) ego node a € V,,; ordered set of parties A; node sets V, for
x € A; parameter vectors €, A > 0.
Input: (Private) for each a, B € A, edges Eup, nodes R};
1: fora € A in parallel do
2:  Party a does:

3: if « = a; then

4: V =V,\{a}

5.  else

6: V=V,

7. end if

8: Ry < SUBSETRELEASE(V, R}, €1)
9:  Broadcast R,

10:  Tg + PRIVATEPATHCOUNT (&, Exp, Rg, €2, Ay)

11: foralli,j € Vwithi <jdo

12: Send T, to Party B s.t. i € Vg

13:  end for

14: Sy < RECIPROCATEANDSUM(a, {E, g, Rg|B > a},€3). {Party a recipro-
cates and sums only paths with g > «.}

15:  Broadcast S,

16:  pEBC(a) < Y 4cn Sa

17 Return pEBC(a)

18: end for

point in Jg Rg while the i and j are not connected and i € Ry and j € g, RgU
R}. Then the Li-global sensitivity of f' is upper-bounded by Af’ = (|max{0, T}| +
1)1 < 1 irrespective of party.

Proof. Once again we apply post-processing to previously sanitized outputs
Rg, Tg. Consider any party « € A and the effect of removing/adding an edge
incident to a node of a. At worst this will result in the condition {i,j} ¢ E, of
line|f| evaluating differently—for at most one pair {i, j}. That is, the non-private
sum of reciprocals S, can be affected by the addition/removal of a single term
(|max{0,T}| +1)'. Such a term is upper bounded by the reciprocal of lower
bound on [max{0, T} | + 1 > 1. That is, the sensitivity, irrespective of executing

party «,is 1. O
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Communication complexity The communication complexity of the private

version is the same as that of the non-private one: O((|A| + |V])|A||V]).

5.5.4 PRIVATEEBC: Putting it All Together

After the parties have each run the protocol phases together, namely SUBSETRE-
LEASE, PRIVATEPATHCOUNT and PRIVATERECIPROCATEANDSUM, the parties
must finally complete the computation of the private EBC. Algorithm 5.3|depicts
PRIVATEEBC orchestrating the high-level protocol thus far, and then adding the

received S, to compute final EBC.
Theorem 31. PRIVATEEBC preserves (€1 + €3 + €3)-DP for each party.

Remark 32. While we have used uniform privacy budgets across parties, our analysis
extends to custom party budgets. € privacy budget for all parties « in PRIVATEEBC out

of symmetry. However the algorithm can operate with separate budgets if desired.

5.6 Utility Bound

In this section we develop a utility analysis of privacy-preserving betweenness
centrality. Our analysis focuses on a utility bound on EBC resulting from the
subset release mechanism first introduced in Chapter @] run to privatise the ego
network.

We abuse notation with g(R) = gq(R*, R) referring to the quality function of
the SUBSETRELEASE mechanism of Lemma 25 with dependence on the private
R* made implicit; likewise for the quality functions run by each party in the
decentralised setting. The technical challenge is in leveraging the following
well-known utility bound on the exponential mechanism, which only establishes
high-probability near-optimal quality.

Lemma 33 (Lemma 7 of [67]). Consider a centralised party running SUBSETRELEASE
with budget € > 0, quality function q(-) on R*. For t > 0 let:

St ={R:q(R) > q(R") — t}
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and let y be the uniform probability mass function on P(X"). Then:

Pr(Sy) < exp(—et)p(Sat)/u(St)

Corollary 34. Consider parties & € A each running SUBSETRELEASE concurrently
with budgets € > 0 and quality functions g,(R) = |[RNR* N V| + [RUR* N V,]
on their disjoint shares Ry = R* NV, to produce disjoint responses Ry, C V. Then
the consequent high-probability quality bound of Lemma [33|holds for random combined
response R = |J Ry.

Proof. The claim follows directly from Lemma 33| combined with Proposition
O

Our first step is relating EBC error on a released R to the quality q(R). We
organise differences in EBC by reciprocal 2-path count terms, enumerating shared
and unshared such terms between private and non-private EBCs. As these
terms and their differences are bounded by one, the task reduces to measuring
differences in egonetwork cardinalities. This is also the goal of our quality score

function.

Lemma 35. Forany R C X~ we may bound the additive EBC error resulting from using
R instead of non-private R* according to the quality function applied to the random
release:

[EBC — EBCi| < 5(|X] — 4(R) + |R*])?

Proof. Let T¥, Tlij denote the number of 2-paths connecting i, j within node-sets
R* and R respectively. Our goal is to upper bound the quantity:

y L) B s 1) € E)

ijeR* T ijeR Tij
< ¥ 1 [{i,j}ne E] 1 [{i,]}'e E]
 ijeRMR T T/
1[{i,j} € E]
+ )3 i
i€R\R*,jeR T
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1[{i,j} € E]
T

)

i€ER*\R,jeR*

following from the triangle inequality and collection of terms with shared end-
point nodes i, j. By cases: only when both end points are elements of the inter-
section R N R* is there a pair of matching EBC terms. Otherwise at least one (or
both) end-point nodes sit outside R or R* respectively—in which case there is
only one EBC term for the corresponding node set.

We can see that both types of summand are bounded above by unity. For in

the second case, for any i,j € R*,

‘1[{1’,]'}”6 E]‘ .
T -

since T > 1 since there is always a path through egonode a. The same holds for
the case of i, j € R by definition. And in the first case of i,j € RN R*, we have
that

1[{i,j} € E] 1[{i,j} € E]
Tij 7
- 1
max({|R*], [R[}) —2
< 1.

IN

Therefore it follows that

y 1[{1‘/]‘}“6 E] y 1[{1./].}“6 E]
i,jER* T ijeR T/
< Wi,j:i,j € RNR*}

+ |{i,j:i € R\R*,j € R}

+ |{i,j:i € R*"\R,j € R*}|

RUR* . N

= (") - rriR R
< |RUR*]?/2
< (IR\R*| + [R*\R| + |R*|)* /2
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= (IX| —q(R) +[R*))* /2,

where the first equality follows by enumerating the i, j pairs being counted as
all those within R or R* provided that both nodes do not reside in separate set
differences R\R* and R*\R. This completes the result.

We may now use this lemma with our lifted exponential utility bound Propo-
sition 28| to directly bound EBC error. Note that the previous lemma is agnostic
to the number of parties—the released R might be produced in its entirety by
the ego node’s party through a single call to SUBSETRELEASE, or it could be the
disjoint union of multiple calls to SUBSETRELEASE by each party in cooperation.
Likewise our lifted bound on high-probability quality also holds as if R is pro-
duced centrally. As such the proof of the following result may proceed as if this

is the case. [

Theorem 36. Consider privacy budget € > 0, true ego network R* and t > |R*|?/2.
And suppose that each party « € A runs SUBSETRELEASE with budget €, quality
function g5 (R) = |[RNR*NV,| + |RUR* N V,|, on their disjoint share R = R* NV,
to produce disjoint private response Ry C V. Then EBCy produced from R = Uyc aRq

incurs error relative to non-private EBC run on non-private R*, upper bounded as
|[EBC — EBCy| <t
with probability at least

1—exp <—€(\/2_t— |R*|)/2> 21X

Proof. We begin by defining two events of interest on R € P (V,\{a}) for any
s > 0 to be chosen later: S; that our (centralised by Proposition 28) exponential
mechanism achieves near-optimality, and T that the resulting EBC is near opti-
mal. Rewriting the event S, defined in Lemma 33} using §(R) = | X| — g(R) and
4(R*) = 0, we have that

Ss = {R:q(R) <s} ,
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Figure 5.3: Median relative error of the 60 random nodes with € =0.1 to 7,
Facebook, Enron and PGP dataset, for three parties.

which holds w.p. at least 1 — exp(—es/2)2~ X" |. Next define
T — {R [EBC — EBC)| < J(s+ |R*|)2} |

By Lemmawe have that |[EBC — EBCy| < 1(4(R) + |R*|)%. And since (a +
b)2 /2isincreasingina € R for b > 0, event S; implies then that [EBC — EBCy| <
3(s+|R*)?> and so Ss C T; and Pr(Ts) > Pr(Ss). Provided that t > |R*|?/2,

taking s = \/2t — |R*| > 0 this completes the result. O

Remark 37. We now examine whether the bound of Theorem |36|can make meaningful
predictions (i.e., is non-vacuous). Consider a very sparse graph on nodes | X| > 10, and
consider a true ego network R* with cardinality represented as a fraction « € [0, 1] of
|X|i.e., |R*| = a|X|. Let us now invoke the theorem with error bound t taken to be a
multiplier v > 1 of EBC—yielding a relative error bound of |[EBC — EBCy|/EBC < 7.
For very sparse graphs, EBC can arbitrarily approach (‘R2*|) < |R*|?/2 for y bounded

away from zero and large | X|. Thus setting t = ~v|R*|? /2 corresponds to relative error v
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Median Relative Error vs. Number of the Parties
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Figure 5.4: Median Relative error of 120 nodes with € = 1, for different number
of parties for PGP.

which is meaningful for «y not much larger than 1 (corresponding to private EBC within
the same order of magnitude as non-private EBC). Next we wish to set the confidence
1 — & to be very close to unity e.g., 6 = 2710 corresponds to confidence exceeding 99.9%.
With these choices, we set the confidence in Theorem|36|to 1 — & and solve for the privacy
budget required for SUBSETRELEASE:

3log,2
€>—€ .
T (r—1a

For example a modest € = 2.1 budget is sufficient to guarantee reasonable rela-
tive error 3 w.h.p 0.999 for a large ego network spanning half an (otherwise sparse)
graph. Similar levels of relative error (for end-to-end private EBC) at similar privacy
budgets are observed in experiments on real, non-sparse networks below.
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Time vs. Privacy Level €
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Figure 5.5: Time of computing 60 random nodes with € =0.1 to 7, Facebook data
, for three parties.
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Figure 5.6: Time of computing 60 random nodes with € =0.1 to 7, Enron dataset ,
for three parties.
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Time vs. Privacy Level €
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Figure 5.7: Time of computing 60 random nodes with € =0.1 to 7, PGP dataset,
for three parties.
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Figure 5.8: Relative error of 60 nodes with different degrees for € =1, Facebook
dataset.
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Relative Error vs. Degree
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Figure 5.9: Relative error of 60 nodes with different degrees for € =1, degree,
Enron dataset.
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Figure 5.10: Relative error of 60 nodes with different degrees for ¢ =1, PGP
dataset.
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5.7 Experimental Setup

In order to validate the utility and privacy of PRIVATEEBC, we experimented
with three different graphs on Facebook friendships, the Enron email network
and Pretty Good Privacy (PGP). These are in common with Chapter |4, Table
shows the number of nodes and edges of these datasets, for completeness, where
users are nodes and inter-user interactions are edges. We employ uniform
random sampling in order to partition the graphs into disjoint multi parties
while keeping the structure of the graph intact. In addition to evaluations
on three parties across datasets, we also validated utility across 2, 3, 5, 7 and
10 parties on the PGP dataset. The experiments were run on a server with
2 x 28 core Xeon’s (112 threads with hyper threading) and 1.5 TB RAM, using
Python 3.7 without parallel computations for fair comparison. We employed the
Mpmath arbitrary precision library for implementing inverse transform sampling
(Algorithm [4.2]in the previous chapter) and set the precision to 300 bits. We
use relative error between true EBC and private EBC—the lower the relative
error the higher the utility. Any errors around 1 or 2 are considered practical as
they signify EBCs within the same order of magnitude. We ran the experiment
60 times for each chosen value € by choosing the target ego nodes randomly
and robustly aggregating the relative error by median. Throughout we unifset
€1 =€ =€3=¢€/3.

Table 5.2: Dataset Characteristics

Name of Dataset Nodes || Edges
Facebook friendship graph [52] || 63,731 || 817,035
Enron email network [94] 36,692 || 183,831
Pretty Good Privacy (PGP) i52] 10,680 | 24,316
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5.8 Results

First, we demonstrate how PRIVATEEBC utility varies with increasing privacy
budget from 0.1 to 7, for three parties across each of three different graph datasets.
The median relative error between real and private EBC represents utility. Fig-
ure 5.3|displays the results for Facebook, Enron and PGP datasets, where median
relative error decreases significantly when e is increased to a strong level of 1,
and remains small for larger €. For strong privacy grantee of € = 0.5, median
relative error is usually ~ 1 for all three datasets. These results demonstrate that
PRIVATEEBC achieves practical utility across a range of graph sizes and privacy levels.

Next we report utility at € = 1 for the number parties ranging over 2, 3, 5,
7 and 10. Every point in Figure 5.4/ shows the median relative error between
private and real EBC across 120 randomly chosen nodes in the PGP dataset.
Significantly this represents insignificant degradation to accuracy or privacy when
growing the number of parties.

Remark 38. While more parties means more calls to RECIPROCATEANDSUM and
PRIVATEPATHCOUNT such that the scale of the second and third mechanisms” Laplace
noise increases moderately, the major source of error—SUBSETRELEASE due to its
impact on all downstream analyses—is not affected by the number of parties as proved
in Proposition

We report on timing analysis for PRIVATEEBC as a function of privacy. Me-
dian computation time of 60 random ego nodes for € from 0.1 to 7 is reported in
Figure and 5.7, on Facebook, Enron and PGP datasets. Here total time
overall decreases as privacy decreases (increasing €), while a small increase to
runtime can be seen at very high levels of privacy (low but increasing €) for
Enron it is likely due to different behaviours in the protocol with increasing
€. Figure 5.7|exhibits an interesting increase then decrease. This occurs due to
random sampling of the nodes, although we expect less timing when the epsilon
increases. Sometimes the number of random nodes with high number of two
paths are so high that this affects the timing. When the set difference of R and
Rx is small, the two-stage sampler generates small numbers of nodes in faster

time. However faster runtime with lower privacy dominates behaviour overall.

95



5. DIFFERENTIALLY PRIVATE MULTI-PARTY EGOCENTRIC BETWEENNESS CENTRALITY

Figures show how the median relative error is changing by ego
node degree. We report results on € = 1, which do not show significant depen-
dence: In Facebook the median relative error is almost constant for different
node degrees and in Enron and PGP for node degrees up to 10?, deviation are
approximately 1% and 0.5% of the maximum relative error respectively which is

quite low.

59 Concluding Remarks

This chapter develops a new protocol for multi party computation of egocentric
betweeness centrality (EBC) under edge differential privacy, per party. We
significantly improve on past work by extending to multiple parties, achieving
very low communication costs, theoretical utility analysis, the facility to release
private EBC to all parties, and practical experimental results. For future work
we hope to allocate differential privacy budgets per stage, by optimising utility
bounds.We also intend to develop a network model that reflects a person’s use
of multiple media, so the node set is not partitioned, but the privacy of edges

remains important.
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Chapter 6
Conclusion

In this thesis, we have developed multi-party computation techniques in order
to address two challenges. The first challenge being storing and querying graph
structured data privately on cloud storage by leveraging secret sharing and
cryptographic methods. And secondly, joint computation between parties on
graph databases with limited exposure of private data with differential privacy
guarantees. We have also extended the second idea from two-party to multi-
party settings and provide for every party to obtain the answer of the query
with differential privacy guarantee, and similarly for external third party. In
this concluding chapter, we summarise the contributions made throughout this
thesis and look forward to future research directions.

6.1 Summary of Contributions

In this section, the summary of goals, contributions and challenges of each core

chapter are presented.

6.1.1 Privacy-Preserving Queries over Secret-Shared
Graph-Structured Data

In Chapter 3, we propose a client-server method based on SPDZ2 multi-party

computation technique in order to securely store graph-structured data on cloud
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storage and privately query them. In this scenario the cloud authority is the main
adversary and stored data and queries are kept private from the cloud authority.
This method leverages additive secret sharing and somewhat homomorphic
encryption in order to achieve this goal.

This method also provides privacy against any attacker that aims to break
in to the system, including the cloud authority itself. The attacker who wants
to intrude in the system should break several servers in order to obtain the
information. More specifically n — 1 servers in this technique where the number
of servers is n. Hence, the method avoids having a single point of failure by
inheriting distributed trust from the SPDZ2 system.

Specifically, this method provides protection against an active adversary
model where the cloud authorities can deviate from the protocol. The SPDZ2
protocol provides an integrity check for intermediate results during the running
protocol and after revealing the results to the querier. It can guarantee the
protection against the active adversary model for either stored data and queries.

Since we are interested in preserving the privacy of the edges, which are the
connections between individuals in the network, the data is stored and queried
is the adjacency matrix of the nodes. We examine the technique with a graph of
62 nodes for neighbourhood and next-hop queries. The results show, although
the technique has a strong security model, the running time for large graph
datasets is high due to computation complexity of this method. On the other
hand, although the results are not quite satisfying for real time applications, they
are acceptable for applications which do not need real time computations.

6.1.2 Differentially Private Two-Party Egocentric Betweenness

Centrality

In Chapter [}, we propose differential privacy as a framework for private two-
party computation of graph properties. A network is controlled by two service
providers, such as two email or telecommunications providers which are in-
terested in jointly computing statistics of their graph databases, and they are
reluctant to share their valuable data with other parties. However, they need

to share some information about graph databases with the other parties. Here,
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we guarantee that the communication of data between two parties are differen-
tially private while one party computes the measure of node importance or ego
network betweenneess centrality (EBC) for one of the nodes within that party.

The privacy of edges or connections between nodes should be maintained
as is the goal throughout this thesis. So, we apply two basic tools of differential
privacy in order to privatise the edges in communications between two parties.
We use Laplace and exponential mechanisms to maintain the privacy of the
edges. The sensitivity of the query function is a challenge as it can affect the
amount of noise added to the system and thus, implicitly changing the utility of
the system. Therefore, we design the protocol in such a way that the sensitivity
could be bounded in order to have a practical error rate.

The other challenge occurs because of using the exponential mechanism. This
mechanism naively samples from the space of possible outcomes, biasing toward
the outcomes performing well on a quality function that we have defined. We
propose a two stage sampler in order to have exponential saving in time and
space. We use inverse sampling method along with this technique to provide an
easy to implement. We ran the experiments on a graph of 63000 nodes and the
results show efficient and accurate private computation of two-party EBC.

6.1.3 Differentially Private Multi-Party Egocentric

Betweenness Centrality

In Chapter 5, we address a problem of multi-party computation. In real world
scenarios, it is more probable that more than two parties or organisations are
interested in jointly computing statistics of their graph databases while main-
taining the privacy of the edges. We again propose differential privacy as a
framework for multi-party computation of graph database. In this framework,
not only the communication between parties are maintained as differential pri-
vate as the Chapter 4, but also the answer of the query may be revealed to the all
participants and even external with a differential privacy guarantee.

The main challenges here are sensitivity of the query function, and the com-
putation and communication complexity of the protocol. Therefore, in order

to present better computation and communication complexity compared to the
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two-party scenario while bounding the sensitivity function of non-private EBC

analysis, we re-designed the protocol.

The experiments on 2, 3, 5, 7 and 10 parties show that number of parties do
not affect the utility of the protocol and we can still have practical error rate
while maintaining the differential privacy of the edges for computing EBC of a
node.

6.2 Discussion

Essentially, the scalability of the SMC protocols depend on function to be com-
puted and adversary model. In Chapter |3, we are only able to scale to graphs
of 64 nodes by leveraging the SPDZ2 protocol and achieving computations like
neighbourhood and next-hop with a strong adversary model. Here, the setting
would appear extremely challenging owing to the vast number of triples for
multiplication functions and bits for comparison required and these can affect
the scalability of the protocol. However, a more relaxed adversary model can

reduce the complexity and improve the scalability of the protocol.

Chapters {4/ and 5| consider a completely different framework. While DP is
much more scalable (e.g., we easily to get to graphs of size 63,731) DP is lossy.
However we are able to bound a major component of the utility with high
probability in Chapter 5, and demonstrate excellent empirical results. While
Chapter 4| does not make full use of the different threat model of DP (in being
able to release query responses to untrusted third parties), we close the loop in
Chapter 5|and safely permit general release.

6.3 Future Research

In this section, we discuss some of the potential research directions that are
motivated by this thesis.

100



6.3. FUTURE RESEARCH

Changing Privacy Model

In Chapter 3} one of the possible directions is the change of privacy model from
active to passive adversary. In a passive model the communication complexity is
less than an active model and it provides the opportunity that the SMC protocol
can run for larger sizes of graphs and also can answer more complicated queries,
such as Boolean queries more efficiently. However, making the authentication
technique explicit is another possible direction that might lead to a stronger

security model, but slower protocol running time.

Applying a New Graph Structure

In Chapter 3| one of the issues to be resolved for the future, is the structure of the
graph—a more succinct data structure can be devised for storing larger graphs.
Including time, location and other useful information in the graph is another
possible direction in order improve the scheme’s functionality. Applying a new
graph structure such as weighted graphs is also one of the possible directions
in Chapters 4 and 5} Weighted edges pose additional challenges, as we would

likely want to maintain privacy of the weights in the graph.

Privacy Budget Optimisation

In Chapters #and [5}, we allocate the same privacy budget to every party through
all the stages of the protocol. One possible direction as future work could be
allocating differential privacy budgets per stage and per party by optimising
utility bounds.

EBC Multi-Party Computation on Multiple Media

One of the immediate applications of the differential privacy framework for
computing EBC, would be in a network model that reflects a person’s use of
multiple social media platforms, such as Facebook, Instagram, LinkedIn and
Tweeter. In this case the node set is not partitioned like our scenario, but the

privacy of edges is important. Here, a user might have a similar identity in
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two or more platforms and also have its own connections per network. So that
a party could compute the EBC of a node, the party needs to know about the
connections of the node in other media and it can reveal information about these

edges.

Answering Different Queries

In Chapters {4 and 5| we propose differential private two-party and multi-party
frameworks for computing EBC. One of the possible directions of this research
is using the building blocks of these frameworks in order to answer different
queries on graph databases, such as network statistics based on shortest paths
between nodes.

Answering Multiple EBC Queries

In Chapters {4 and 5| we propose differential private two-party and multi-party
frameworks for computing EBC. One of the possible directions of this research is
answering multiple EBC queries. We can repeat the algorithm, with privacy bud-
get increasing linearly as our mechanism preserve pure DP. One may speculate
on privatives achieve the multiple nodes goal more efficiently. The new work of
Gopiet al. [46] is potentially very relevant for combining neighbour networks.
An easy trick is to not resend path counts within the same neighbourhood com-
ponent — in terms of privacy budget used by the Laplace mechanism. In terms of
running Lemma 21| twice, we would have a total sensitivity of 2|Ry| + 2|Rp| if
separately releasing two EBCs for the private count stage (R1 and R2 might be
the neighbouring networks of the two nodes in this expression). But if there is
overlap between the networks, potentially we don’t have to resend that overlap.
And so we might reduce this effective sensitivity and therefore privacy budget

used.

Considering Node Differential Privacy

Another open problem is maintaining the node differential privacy of the graph

data bases along with edge privacy in the two and multi-party settings.
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Bounding the Sensitivity

In Chapters[d]and 5] we design the protocols in such a way that the sensitivity
of the functions are bounded. However, for some query functions it is not
possible to bound the functions just by design and other techniques such as, local
sensitivity is applied to bound the sensitivity [78]. The open problem is then:
proposing another method to bound the sensitivity of graph structured-data to

perform differentially private computations with practical error rates.

Local Differential Privacy

It is an interesting direction to investigate how the local model [38,56]] differs from
central differential privacy. In other words how does the privacy-utility tradeoff
change when moving to local differential privacy from central differential privacy

in the two-party and multi-party frameworks?

Lower Bound for Utility

An interesting direction for all privacy mechanisms especially differentially
private approaches is to consider computing lower bounds on the utility. By
finding the minimum error, one can calibrate the efficiency of a mechanism and

benchmark utility analysis.

More Accurate Utility Bound

In Chapter [5| a more accurate utility bound can be achieved by considering
Laplace mechanisms in multi-party protocol. In Section 5.6/ of Chapter 5, we just
consider the exponential mechanism in order to bound the utility while we use
two Laplace mechanisms in the protocol that need to be considered for providing

more accurate utility bounds.
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